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SCARF: Secure and Collaborative Reinforcement
Learning-based Routing

Doriana Monaco ∗ Guido Marchetto ∗ Alessio Sacco ∗
∗ Department of Control and Computer Engineering, Politecnico di Torino, Italy

Abstract—Modern communication networks require highly
adaptive routing mechanisms to handle traffic growth and
stringent Quality of Service demands. While traditional protocols
struggle in these dynamic environments, Reinforcement Learning
(RL) and Multi-Agent RL (MARL) have emerged as robust
alternatives. However, deploying learning-based solutions across
multi-domain networks is severely limited by strict data privacy
constraints, as competing Internet Service Providers (ISPs) refuse
to share sensitive topology or traffic data. To address this
critical gap, we propose SCARF, a framework that integrates RL
into Federated Learning (FL) and also incorporates Differential
Privacy (DP) and Secure Aggregation (SA) to defend against
attacks from untrusted entities. SCARF enables multiple network
domains to collaboratively train generalized routing policies while
providing privacy guarantees. Experimental evaluations demon-
strate that our collaborative approach outperforms traditional
RL by an average of 8% in meeting traffic demands and achieves
zero-shot transferability across unseen topologies of varying
scales without domain-specific retraining. Furthermore, despite
the minor performance degradation and increased training time
introduced by DP and SA, the fully secured SCARF framework
maintains a highly competitive 88% average demand satisfaction,
successfully balancing multi-domain collaboration with privacy.

Index Terms—Federated Learning, Network Routing, Privacy

I. INTRODUCTION

Modern communication networks have evolved rapidly,
driven by the explosive growth of interconnected devices,
massive traffic volumes, and stringent Quality of Service
(QoS) demands. In these dynamic and complex environ-
ments, traditional routing protocols like Open Shortest Path
First (OSPF) face significant challenges. These conventional
protocols, designed for stable networks, struggle to perform
effectively under dynamic environments [1]–[3].

Machine Learning (ML), particularly Reinforcement Learn-
ing (RL), has emerged as a powerful tool to create more
flexible and robust network management systems. RL agents
can automatically learn optimal routing policies from environ-
mental feedback [4]–[8]. However, traditional RL approaches
face critical limitations when deployed in large-scale networks,
as they typically rely on centralized architectures that require
heavy communication overhead and present a single point
of failure. To address the scalability limits of centralized
systems, several studies distribute decision-making to local
nodes through Multi-Agent Reinforcement Learning (MARL),
significantly improving network adaptability [9]–[12]. While
RL and MARL are widely used to optimize dynamic traffic
engineering within individual network domains, an Internet
Service Provider’s (ISP) routing policy is inherently shaped

by the traffic patterns and topological characteristics of its
local network. At the same time, ISPs are often reluctant
to share sensitive operational information, such as network
topologies, because of privacy and confidentiality concerns.
Federated Reinforcement Learning (FRL) addresses this lim-
itation by enabling multiple domains to collaboratively train
routing policies by exchanging model updates rather than raw
network data. However, shared updates may still leak sensitive
information, as an untrusted server or adversary can potentially
infer or reconstruct portions of the underlying private data.
Therefore, standard FRL alone does not provide sufficient
guarantees for strict operational privacy [13].

To overcome these challenges, we propose a Secure
and CollAborative ReinForcement learning-based routing
(SCARF). Our solution integrates FRL with Differential Pri-
vacy (DP) and Secure Aggregation (SA), enabling multiple
network domains to collaboratively train a highly generalizable
global model that optimizes routing decisions while ensuring
privacy protections. In our approach, each domain locally
deploys a MARL instance to split local traffic demands across
preconfigured paths. To build a unified global policy without
exposing sensitive operational data, domains periodically ex-
change model weights with a central server. DP protects data
characteristics by injecting noise into local updates, while SA
cryptographically masks them, allowing the server to recover
only their aggregate. Ultimately, SCARF yields a global policy
that operators can deploy independently within their own
domain, providing superior adaptability to dynamic network
conditions and heterogeneous topologies.

We evaluate SCARF across multiple topologies and first
demonstrate that our collaborative setting outperforms indi-
vidual RL models on the same tasks seen during training,
while achieving comparable performance on unseen scenarios
compared with specialized models. Next, we evaluate the im-
pact of the privacy mechanisms: while the noise introduced by
DP slightly drops routing performance, and SA cryptographic
primitives require additional training time, SCARF maintains
85% average demand satisfaction. Together, these mechanisms
deliver a secure model that effectively supports multi-domain
collaboration.

The remainder of the paper is organized as follows. Sec-
tion II reviews related FRL routing and privacy-preserving FL
approaches, while Section III presents the system overview.
Sections IV and V discuss FRL vulnerabilities and the security
mechanisms of SCARF, respectively. Section VI evaluates
performance, and Section VII concludes the paper.



Fig. 1: Overall SCARF learning process. ISPs can collaborate for network management while keeping their data private.

II. RELATED WORK

In this section, we review existing works that adopt RL and
FRL for routing and privacy-preserving mechanisms to secure
federated frameworks.
FRL routing. RL has been widely adopted for adaptive
routing and traffic engineering due to its ability to optimize
network performance under dynamic traffic conditions [4], [5].
To address the scalability limitations of centralized RL ap-
proaches, several studies have explored MARL, where routing
decisions are distributed among multiple agents [11], [12]. For
instance, TEAL [9] integrates FlowGNN-based representation
learning with a shared MARL policy and ADMM refinement
to compute near-optimal traffic allocations efficiently. At the
same time, MATE [10] introduces a hierarchical decompo-
sition that enables distributed policy computation over ab-
stracted network representations.

The need for distributed learning becomes even more
pronounced in multi-domain networks, where administrative
entities, such as Internet Service Providers, are often un-
willing to expose their internal topologies, traffic statistics,
or routing policies. More recently, FRL has emerged as a
promising paradigm for collaborative network optimization.
By exchanging model updates rather than raw network data,
FRL enables geographically distributed agents to learn routing
policies while jointly preserving data privacy. Existing FRL-
based routing solutions have primarily focused on wireless,
IoT, and UAV networks. For example, FDRL [14] leverages
federated training to improve routing robustness in dynamic
wireless environments, while FEDRDR [15] reduces synchro-
nization overhead through knowledge distillation in resource-
constrained UAV networks. While these studies demonstrate
the potential of FRL to support collaborative learning, its
application to multi-domain collaboration remains largely un-
explored. SCARF enables multiple ISP domains to collabora-
tively optimize routing policies while preserving operational
privacy, limiting communication overhead, and adapting to
heterogeneous network conditions.
Privacy-preserving FL. Research has shown that an attacker
or untrusted central server may reverse-engineer shared model
updates to reconstruct a client’s private training data [16]. To
mitigate such privacy risks, prior work has investigated Secure
Aggregation (SA) and Differential Privacy (DP). For example,
SparseSecAgg [17] combines SA with sparsification mecha-
nisms to support privacy-preserving aggregation of model up-
dates, whereas FLDP and GDPFed [18], [19] integrate DP and
SA to provide stronger end-to-end privacy guarantees in feder-

ated learning systems. Complementing these approaches, the-
oretical studies have also examined communication-efficient
aggregation frameworks to enable scalable privacy-preserving
learning [20].

More recently, DP has also been incorporated into Feder-
ated Reinforcement Learning to protect privacy in distributed
decision-making systems. For example, CFRL [21] applies lo-
cal Differential Privacy through gradient clipping and Gaussian
noise injection at edge devices before sharing policy updates,
enabling privacy-preserving policy learning in IoT resource
allocation scenarios. These works demonstrate that DP and SA
are effective mechanisms for securing Federated Learning and
FRL systems. Motivated by these advances, this work adopts
DP and SA as key privacy-preserving components within
SCARF, enabling collaborative routing across distributed do-
mains while maintaining formal privacy guarantees.

III. CONTROL LOOP AND SYSTEM COMPONENTS

We here describe how multiple network domains can col-
laborate to train a global TE model. Each network domain
is managed independently by a network operator, who may
be unwilling to share sensitive information such as traffic
matrices, routing policies, or network topology. However,
collaborative training enables learning more generalizable
policies across heterogeneous environments. To achieve this,
we propose a secure FRL approach.

As shown in Fig. 1, each domain locally trains a Reinforce-
ment Learning agent, deployed atop its SDN controller, to split
traffic demands across multiple paths based on local network
conditions. When a new traffic demand matrix arrives, the
neural architecture FlowGNN [9] extracts feature representa-
tions that are then passed to a shared policy network. Multiple
COMA agents operate on these representations, where each
agent is responsible for a specific flow demand under a shared
global objective. Ultimately, the MARL algorithm determines
how to split traffic demand into multiple flows across different
preconfigured paths.

Periodically, the local model weights are securely ex-
changed with other parties through a federated approach: a
central server receives all domain updates, aggregates them,
and then redistributes the global model parameters. At the end
of the training, all domains share a single policy trained on
various topologies and traffic patterns, with a single objective:
to allocate the most traffic.

To secure the federated updates against adversarial infer-
ence and interception, our framework integrates Differential



Privacy and Secure Aggregation. We detail the mathematical
mechanics of these defenses in Section V. At deployment
time, each network operator deploys the shared model locally
on its own domain, benefiting from more general capabilities
that enable it to adapt to network changes without additional
communication.

IV. SECURITY CONCERNS OF FRL

In centralized Machine Learning, data is collected in a
single location for training, which increases the risk of data
breaches and unauthorized access. Federated Learning offers
a solution by distributing the training process across mul-
tiple clients, ensuring that raw data remains local to each
client while only model updates are communicated to a
central server. However, this architecture does not completely
eliminate the risk of information leakage, with the risk of
compromising sensitive data such as source-destination traffic
patterns or topology graphs.

A. Threat Model

We consider an FRL setting in which a central server
coordinates multiple network domains. The server follows
an honest-but-curious threat model: it faithfully executes the
prescribed training protocol, including model aggregation and
communication, but may attempt to infer sensitive information
from client updates. Accordingly, the server can observe
and analyze all messages exchanged throughout the train-
ing process, including information collected across multiple
communication rounds. However, it does not alter client up-
dates, deviate from the protocol, or collude with participating
clients. We also consider an external adversary that does
not participate directly in the training process but may gain
access to the communication channel. Thus, depending on
the threat scenario, the adversary may be either the honest-
but-curious central server or an external entity. In both cases,
the adversarial objective is to infer private information about
client data, for example, by reconstructing training samples
or performing membership inference attacks. All participating
client domains are assumed to be trustworthy and to comply
with the prescribed protocol.

B. Membership Inference Attacks (MIAs)

This attack aims to determine whether a specific data sample
was included in the training dataset [22] by analyzing the
model’s outputs or parameters. In FL settings, membership
inference attacks can be categorized into two main variants,
depending on the adversary’s objective and level of access.
Direct Server MIA. In this setting, the adversary seeks to
infer whether a particular data sample belongs to the local
dataset of a specific client. This attack leverages the server’s
visibility into individual client updates during training. By
analyzing parameter updates associated with a given client
across multiple communication rounds, the adversary can
attempt to link learned patterns to that client’s private data.
As a result, the attack enables fine-grained attribution of
membership at the client level.

Global MIA. In contrast, global membership inference oper-
ates on the global model. It aims to determine whether a given
data sample was used by any client (record-level) or whether a
client participated in a federated round (client-level). Typically,
the adversary queries the trained model with either specific
candidate data points or a set of inputs representative of a
client’s data distribution, and analyzes the resulting outputs,
such as action selection consistency or temporal-difference
(TD) error. Based on these signals, it decides whether a
specific sample was likely encountered during training or the
client participated in the round. This form of attack exploits
the tendency of machine learning models to behave differently
on seen versus unseen data, thereby revealing potential mem-
bership information.

C. Model Inversion Attacks (MIs)

Model inversion attacks aim to reconstruct information
about the training experience from access to a trained model’s
parameters or outputs [23]. It doesn’t require prior access to
candidate samples, instead, it aims to generate inputs that re-
veal information about the training experience. The underlying
intuition is that the learned policy or value function encodes
information about the states and interactions observed during
training. By probing this learned mapping, an adversary can
generate inputs that are consistent with the model’s internal
representation of the training experience.

The adversary can exploit access to the local client updates
to perform such attacks. The adversary iteratively refines
candidate inputs to produce characteristic responses from the
model, such as highly consistent action preferences or stable
value estimates. The resulting inputs can reveal information
about the state inputs that were encountered during training.
Two variants of model inversion attacks can be distinguished.
Instance-level model inversion. In this setting, the adversary
attempts to reconstruct specific states observed during training.
The attack typically starts from arbitrary inputs and progres-
sively modifies them so that the model reacts to them in a way
that is indicative of previously seen experience.
Class-level model inversion. In this variant, the adversary
aims to reconstruct representative or prototypical states that
capture common patterns in the training experience, rather than
recovering specific instances [24]. This can expose aggregate
information about the environment dynamics or shared fea-
tures across clients’ data, even without recovering exact inputs.

D. Eavesdropping

Eavesdropping is a passive attack in which the adversary
observes the communication between clients and the server
without altering it [25]. By intercepting model updates ex-
changed during training, an external attacker may be able
to reconstruct or approximate the global or local models.
This information can then be exploited to infer sensitive
data through attacks such as model inversion or membership
inference.



V. PRIVACY-PRESERVING SCARF

In this section, we formalize the mathematical execution
of SCARF (Alg. 1) and its security properties. The protocol
operates over R global communication rounds. During each
round, domains execute local training to compute uncon-
strained updates ∆j . Rather than sharing these raw updates,
the framework enforces a two-stage privacy guarantee. First,
DP bounds the sensitivity of the update via a clipping norm C
and masks it with Gaussian noise σ (Lines 12-15). Second, SA
wraps the noisy parameters θ̂j in a cryptographic mask before
transmission (Lines 17-18). This ensures the server only ever
computes the secure weighted sum θg (Lines 22-23), fulfilling
the dual requirements of data privacy and model convergence.

The combination of Differential Privacy and Secure Ag-
gregation provides complementary protection against multiple
attack types.

Algorithm 1 SCARF with DP and SA

Require: Domains j ∈ {1, . . . , N}, Server, Global rounds R,
Local steps T

Require: Learning rate αj , Clipping norm C, Privacy params
(ϵ, δ)

1: Server initializes global policy θg

2: for round r = 1 to R do
3: Server broadcasts θg to all N domains
4: for each domain j in parallel do
5: θj ← θg {Initialize local weights}
6: for step t = 1 to T do
7: Execute action aj , observe reward rj and next

states
8: Compute COMA advantage Aj

i for all agents i
9: Compute gradient gj w.r.t. policy πθj

10: θj ← θj + αjgj {Unconstrained local update}
11: end for
12: ∆j ← θj − θg {Compute model update}
13: ∆

j ← ∆j/max(1, ||∆j ||2/C) {Clip update}
14: σ ← C

√
2 log(1.25/δ)/ϵ

15: ∆̃j ← ∆
j
+N (0, σ2I) {Add DP noise}

16: θ̂j ← θg + ∆̃j {Reconstruct noisy weights}
17: Generate cryptographic maskj

18: Send (θ̂j + maskj) to Server
19: end for
20: Server Aggregation:
21: Receive masked updates and compute secure sum:
22:

∑N
j=1(θ̂

j + maskj) =
∑N

j=1 θ̂
j {Masks cancel out}

23: θg ←
∑N

j=1
nj

n θ̂j {Weighted global update}
24: end for

A. Differential Privacy

DP [26] aims at protecting the privacy of data contributions
during model training. It operates by introducing controlled
randomness into the data to obscure its influence on the output
model, while preserving the overall statistical utility. The DP
mechanism in SCARF operates at the client level, where the

local model update for each network domain constitutes the
privacy unit and is perturbed with calibrated noise before
being transmitted to the central server. The noise is carefully
calibrated by the privacy budget ϵ, which quantifies the trade-
off between privacy and data utility, and δ, which represents
the probability of privacy violation. By injecting noise, we can
ensure that the presence or absence of each client’s training set
has minimal impact on the final model. This way, an observer
cannot link the model’s updates to the specific operational
profile of any particular domain, thereby formally protecting
against any global MIA.

It’s important to note that our framework is vulnerable to
record-level membership attacks against the global model,
since client-level DP only bounds whether a given client
participated with some data.

B. Secure Aggregation

SA [27] is a cryptographic protocol that enables the secure
aggregation of model updates in distributed learning settings.
Its main goal is to ensure that a central server can compute
only the aggregated result of client contributions, without gain-
ing access to any individual update. This is achieved through
multi-party computation techniques that rely on cryptographic
primitives to mask locally trained model parameters, typically
represented as vectors of numerical weights. Each network
operator generates private masks using a combination of pri-
vate keys and random seeds, effectively encrypting its model
update before transmission. These masks are constructed such
that, when all masked vectors are aggregated at the server, they
cancel each other out, revealing only the sum of the original
unmasked updates.

SA guarantees that individual model updates remain con-
fidential while still enabling accurate computation of the
global aggregate, thereby protecting against the Direct Server
MIA and instance-level MIs. Additionally, in the event of
eavesdropping by an external attacker, the attacker can only
observe the encrypted data, making it impossible to infer the
original data even if it is intercepted during transmission.

TABLE I: Network topologies used in evaluation.
Topology Nodes Links Topology Nodes Links

Abilene 12 15 B4 12 19
Geant 22 36 Germany50 50 88
Nobel Germany 17 26 UsCarrier 158 189

VI. EVALUATION

In this section, we present the experimental evalua-
tion of SCARF. We compare its performance against non-
collaborative baselines, and analyze the impact of the pro-
posed privacy mechanisms on both routing performance and
computational overhead.

A. Experimental Settings

We train 3 federated agents (network operators), each man-
aging a different network domain as described in Table I.
The training is performed with Flower [28], a well-known



Federated Learning simulator, which we enhance with local
RL training following the Teal model [9]. We implement
the security functions through the Flower LocalDPMod and
SecAgg+ modifiers. We evaluate the performance achieved by
SCARF measuring the amount of demand that is successfully
allocated, in the following way:

Satisfied demand (%) =
Demand allocated

Total demand
× 100 (1)

For each experiment, we perform 15 runs with different
seeds and report the average value, along with 95% confidence
intervals.

We evaluate and compare the following benchmarks:
• RL: a custom model trained independently for each

network domain.
• SCARF: the baseline collaborative model that is trained

without any security mechanisms.
• SCARF+DP: provides protection against global member-

ship attacks and instance inversion attacks.
• SCARF+SA: focuses on security against direct server

membership attacks and eavesdropping.
• SCARF+DP+SA: combines both DP and SA, making it

the most secure option available.

B. RL vs SCARF

We first evaluate the performance of the federated setting
against the non-collaborative RL scenario. For each topology,
we compare a custom-trained RL model against our global
SCARF model. We report the average satisfied demand across
the four topologies in Fig. 2. SCARF outperforms RL in each
training setting by 8% on average, achieving near-optimal
performance in two scenarios. This gain is primarily due
to its ability to aggregate knowledge from multiple network
domains, thereby exposing the model to a broader range of
traffic patterns that may not be present in a single domain. On
the other hand, RL models are trained independently within
each domain and thus learn only from locally observed traffic.

We also evaluate the zero-shot transferability of SCARF by
deploying the trained model on unseen networks: B4, Ger-
many50, and UsCarrier. Despite lacking any a-priori knowl-
edge, SCARF achieves performance comparable to that of
the specialized RL model. The collaboration among various
network domains builds a robust model that benefits not
only the networks used during training but also new, unseen
environments without additional training.

C. Differential privacy budget study

To enable DP, we need to carefully tune two parameters:
δ and ϵ. To maintain a sufficiently strong security guarantee,
δ must be kept significantly smaller than the inverse of the
number of training samples, so that the chance of a privacy
leak is statistically not significant. We set δ = 10−5, similarly
to other works [18], and derive empirically C = 0.01. To prop-
erly choose the ϵ parameter, we train the model using various
ϵ values, ranging from 0.1 to 1, and then measure the satisfied
demand at deployment time. As shown in Fig.3, smaller ϵ
values lead to degraded performance because adjacent datasets
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Fig. 2: Percentage of satisfied demand. SCARF outperforms
RL in topologies seen during training, and achieves compara-
ble performance when employed in unseen topologies.
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Fig. 3: Satisfied demand achieved by when varying ϵ values.
ϵ = 1 offers a reasonable privacy-performance trade-off.

become less distinguishable due to excessive noise injection.
This also means that the model learns less useful information.
Conversely, higher ϵ values reduce security since less noise is
applied, resulting in better performance. In our case, the model
achieves an average of 90% satisfied demand with higher
values. For the remainder of our experiment, we select the
model trained with ϵ = 1 as a balance between performance
and privacy. Accounting for composition across R = 20
rounds via Rényi DP [29], per-round ϵ0 = 1, δ0 = 10−5

correspond to a cumulative privacy budget of ϵtotal ≈ 4.2
at δtotal = 2 · 10−4.

D. Comparative Analysis of Security Configurations

We now evaluate the impact of DP and SA in terms of
performance and training time overhead. As shown in Fig. 4,
both SCARF and SCARF+SA converge at approximately 11
rounds, achieving up to 92% satisfied demand on average
across all topologies. This is because SA protects the contri-
butions of individual domains while accurately reconstructing
the global average, without information loss. Both methods,
therefore, converge to the same global model.

Conversely, the use of DP degrades the performance, as
previously observed, due to the noise introduced into each
domain’s gradients. This not only slows convergence, which
is reached after approximately 20 rounds, but also yields
a lower level of satisfied demand. Despite this degradation,
incorporating DP introduces only a limited training time over-
head, as evident from Fig. 4b. In contrast, the cryptographic
operations required during the SA aggregation process add
extra time, slowing training. Notably, SCARF+DP+SA still
achieves around 88% of satisfied demand, which represents
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Fig. 4: Evaluation of the benchmarks in terms of (a) satisfied
demand and (b) training time. Despite additional training time,
SCARF+DP+SA maintains a strong 88% satisfied demand,
securely building a robust and generalizable model.

strong performance given the combined privacy guarantees of
DP and SA. Although this configuration incurs the highest
training time due to the added overheads, the increase is not
particularly impactful in practice, as training is performed
only once prior to deployment and does not affect runtime
operation.

VII. CONCLUSION

In this paper, we present SCARF, a secure and collaborative
framework for network routing across multi-domain environ-
ments. Because ISPs are typically unwilling to expose sensitive
internal topology and traffic data, SCARF integrates DP and
SA to FRL, ensuring operational privacy. Our experimental
evaluations demonstrate that SCARF successfully balances
routing performance with security. SCARF outperforms RL
models by an average of 8% on known topologies and exhib-
ited promising zero-shot adaptation across three unseen net-
works. While the necessary integration of DP noise injection
and SA cryptographic primitives led to a slight performance
drop and longer training times, the fully secure framework
remained highly effective, maintaining an average demand
satisfaction of around 88%.
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