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Data from psychophysiological measures can offer new insight into control room operators’ behaviour, cog-
nition, and mental workload status. This is particularly helpful when assessing capacity to respond to critical
plant conditions such as alarm response scenarios. However, wearable tools such as eye tracking and electroen-
cephalography caps can be perceived as intrusive and unsuitable for daily operations. Therefore, this article
examines the potential of using real-time data from process and operator-system interactions during abnormal
scenarios, recorded and retrieved from the distributed control system’s historian or process log, to provide in-
sight into operator behaviour and predict their response outcomes without intruding on daily tasks. Data for
this study were obtained from a design of experiment using a formaldehyde production plant simulator and four
human-in-the-loop support configurations. A comparison between configurations in terms of both behaviour and
performance is presented. Then, a step-wise logistic regression and a Bayesian network model were used to
predict operator error. The results identified predictive metrics, discussed in terms of their value as precursors
of overall system performance in alarm response scenarios. Knowledge of relevant and predictive behavioural
metrics accessible in real time can better equip decision-makers to predict outcomes and provide timely support
measures for operators.

1. Introduction In addition, in increasingly automated plants, operators face ex-

tended monitoring periods during which automation assumes their ac-

1.1. Background and motivation

Operators in modern process control room configurations play a cru-
cial role in preventing accidents and managing unexpected events in
contemporary process plants. Typically, operators in these settings mon-
itor plant processes, manage alarms, diagnose issues, and execute appro-
priate control actions. However, they face several challenges that hinder
their ability to perform these roles effectively. One key challenge arises
from the tools designed to support their tasks. More specifically, tools
such as alarm systems, procedures and displays, which are intended
to enhance their situational awareness, decision making, and ability
to manage future incidents, may not always provide adequate support
[1,2].
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tive role, leaving them out of the loop [3]. When automated systems
subsequently fail, these disengaged operators must suddenly respond to
critical alarms, a transition that, without adequate support, can have
catastrophic consequences in safety-critical environments. These issues
underscore the necessity of adopting a predictive approach to anticipate
factors that could impede correct alarm responses by operators and to
develop strategies to manage such situations. Predictive insights can be
achieved using machine learning or deep learning techniques. However,
a fundamental step is to identify the variables required for these predic-
tions, which accurately describe the operator-system interaction.
Several performance shaping factors have been recognised as in-
fluential in evaluating the operator-system interaction in process con-
trol, most of which are based on traditional human reliability analysis

0951-8320/© 2026 The Authors. Published by Elsevier Ltd. This is an open access article under the CC BY license (http://creativecommons.org/licenses/by/4.0/).
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methods, such as SPAR-H [4]. Some researchers have also identified
psycho-physiological measures that describe these interactions, explor-
ing their use in predicting operators’ workload levels [5], situational
awareness, or comparing different support options. However, these ap-
proaches have limitations. Traditional human reliability analysis meth-
ods are typically applied either prospectively during design phases or
retrospectively after incidents have occurred, and while they can in-
corporate context-specific factors, many HRA techniques rely on expert
judgment with insufficient empirical validation and abstract contextual
information rather than real-time, objective operational data. On the
other hand, psycho-physiological measures, such as those obtained by
eye tracking, pose problems such as intrusiveness of the device, lack of
applicability in real-time, and the need for controlled setups [6]. There-
fore, the goal is to identify real-time measures that describe the operator-
system interaction and can help predict an operator’s ability to respond
correctly to alarms. This would enable the provision of timely, real-time
recommendations to operators, enhancing safety and efficiency in pro-
cess control environments.

Operational data, specifically those that describe the human system
interaction, such as information on the acknowledgement of alarms,
response times, number of alarms, etc., are useful to decision makers
as they have the potential to provide insights into metrics for under-
standing operator behaviour, workload, situational awareness, and er-
rors [6-8]. They provide practical and unbiased information. The re-
search of Braarud and Chen specifically highlighted the value of real-
time operator-system interaction data for classifying the operator work-
load [6,8]. Their studies identified important features including the
number of alarms per station, human-system interaction (HSI) activi-
ties (navigating process images, selecting objects, and entering values),
and speech characteristics.

In process plants, obtaining the necessary operational data presents
several challenges. For example, recovery from safety or load-related
alarms is typically not automated due to the wide variety of potential
causes. These manual interventions are logged in audit trails and stored
in historians or databases, yet they are rarely analysed, resulting in a
blind spot in digitisation and Industry 4.0 initiatives [9]. To address this,
human-system interaction data from historians (specialised time-series
databases that store operational data from distributed control systems)
should be examined; however, little research has explored these data for
error prediction or as potential indicators of process safety and control
performance [10].

This gap may stem from the limitations in how historian data are
recorded and their original intended purpose. Even in cases where such
data are available, as demonstrated in a previous analysis of a gas explo-
ration and production (E & P) company, the methods used to record the
data can pose significant challenges during analysis, making it difficult
to extract meaningful behavioural metrics.

1.2. Related work and research gaps

1.2.1. Simulator-based frameworks and advanced measurement
approaches

Building on the limitations of traditional HRA methods noted above,
recent frameworks have emerged for systematic empirical data collec-
tion from simulators. Jung et al. [11] developed the HUREX framework
using nuclear power plant full-scope simulators with licensed operators,
generating 37 human error probabilities (HEPs) across 21 generic task
types. Park et al. [12] introduced the SHEEP framework using simplified
simulators with student participants to complement full-scope studies.
Both frameworks systematically collect data to quantify relationships
between performance shaping factors (PSFs), such as crew experience,
task complexity, and procedure quality, and error likelihood.

However, these frameworks calculate generic, population-level HEPs
for task types (e.g., “probability of omitting a valve isolation step”)
through post-hoc analysis of simulator recordings for use in probabilis-
tic safety assessment models. The outcome variable is binary error oc-
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currence on predefined procedural steps, with PSFs used as categorical
grouping variables to stratify HEPs. While valuable for prospective risk
modelling, this approach does not extract real-time behavioural met-
rics, such as alarm acknowledgement patterns, navigation sequences, or
response timing, that could enable the prediction of task-specific, indi-
vidual operator outcomes during ongoing scenarios.

Beyond the eye-tracking approaches mentioned previously [6], Srini-
vasan et al. [13] demonstrated that fusing eye-tracking and EEG data
enables accurate classification of operators’ cognitive workload dur-
ing abnormal situation management, while Igbal et al. [14] developed
EEG-based methodology for dynamic workload assessment. These mul-
timodal physiological approaches achieve high accuracy but remain im-
practical for routine industrial deployment [15]. Extending the work
of Braarud et al. on HSI activities for workload classification, Schmidt
et al. [16] specifically examined manual intervention patterns in pro-
cess plants, confirming that while these data are systematically logged
in historians, they remain largely unexploited for performance assess-
ment, the "blind spot" in digitisation initiatives mentioned earlier [9].

1.2.2. Machine learning for human reliability prediction

The application of machine learning to HRA represents an emerg-
ing frontier for data-driven methods. Garg et al. [17] compared Lo-
gistic Regression, Bayesian Networks, and Neural Networks for pre-
dicting HEPs from performance shaping factors (PSFs) using SACADA
and HuREX data. Groth et al. [18] proposed hybrid algorithms com-
bining Bayesian Networks with simulator data and cognitive models.
Morais et al. [19] developed NLP techniques to automatically classify
accident reports, reducing expert analysis time from days to minutes.
Liu et al. [20,21] advanced Bayesian network approaches by modelling
dependencies among PSFs, addressing the limitation that traditional
HRA treats PSFs as independent multipliers. Their frameworks use Ex-
ploratory Factor Analysis to cluster dependent PSFs and quantify inter-
actions through Monte Carlo sampling. However, these approaches rely
on subjective PSF assessments (e.g., expert ratings of stress level” or
procedure quality”) rather than objective behavioural observations.

Kim and Park [22], demonstrated the limitations of traditional max-
imum likelihood estimation for PSF modelling from simulator data,
proposing a Bayesian logistic regression approach that incorporates
prior knowledge from established HRA methods such as SPAR-H and
CREAM. Their results show that integrating expert prior knowledge
with empirical data produces more stable PSF multiplier estimates, par-
ticularly when sample sizes are limited, further supporting the value
of the Bayesian approaches for human reliability modelling in data-
constrained settings.

1.2.3. Decision support systems in control rooms

While the introduction highlighted challenges with inadequate sup-
port tools [1,2], recent research has examined specific decision support
interventions. Dorgo et al. [23] demonstrated that ML-based alarm ra-
tionalisation achieves 50% reduction in total alarms, explicitly linking
alarm overload to major incidents. Qing et al. [24] found that computer-
based procedures reduce workload but significantly decrease situation
awareness, particularly perception and projection levels, compared to
paper-based procedures. However, these studies examine support tools
individually without systematic comparison across configurations and
complexity levels.

1.3. Research gaps and questions

Building on this foundation, three critical gaps motivate the present
research:

1. Accessibility for Industrial Implementation: While physiological
approaches provide objective measurement [13,14], and simulator
frameworks enable systematic data collection [11,12], the field lacks
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a validated methodology for extracting predictive behavioural met-
rics from DCS historians, data that exists in every modern facility
without additional instrumentation.

2. Real-Time Predictive Capability: Existing ML approaches for HRA
[17-21] calculate generic error probabilities retrospectively. Control
room supervisors require task-specific, real-time prediction of immi-
nent success or failure to enable timely intervention during scenar-
ios.

3. Comparative Decision Support Evidence: Organizations imple-
menting Industry 4.0 initiatives need quantitative evidence on which
support tools provide value under what conditions [23,24]. Current
research evaluates tools individually, lacking a systematic compari-
son across cumulative configurations and complexity levels.

This study addresses these gaps by: (1) identifying behavioural met-
rics accessible from DCS operational data without intrusive sensors,
(2) developing real-time predictive models (Logistic Regression and
Bayesian Networks) for task-specific alarm response outcomes, and (3)
systematically comparing four support configurations (baseline, alarm
rationalisation, digital procedures, Al decision support) across three
complexity levels with 92 participants. The findings demonstrate which
behavioural metrics best predict operator success, which support tools
are most effective under varying conditions, and how practitioners can
leverage existing DCS infrastructure for continuous operator perfor-
mance assessment.

Against this background, this article aims to address the following
questions:

1. Is it possible to gain useful insight on the dynamic of human ma-
chine interaction during alarm response conditions that can be used
to predict the probability of a successful resolution for the alarmed
state?

2. What operator behavioural metrics are the best predictors for the
successful recovery of a plant-alarmed state?

3. How do alarm rationalisation, digital (on-screen) procedures, and Al-
based decision support systems (DSS) impact operator performance
in managing plant-alarmed conditions across varying levels of task
complexity?

1.4. Contributions and paper organisation

This paper briefly presents the performance and behavioural out-
comes from an experimental study that compare four HITL configura-
tions using the operational data derived by running a Design of Experi-
ment involving 92 participants managing three alarm response scenarios
using the Human Machine Interface (HMI) developed for the simulator
of a formaldehyde production plant (REF). The analysis proceeds in two
main phases.

¢ Phase 1: Statistical Comparison of Support Configurations (Sec-
tion 5) evaluates how each support technology (alarm rationalisa-
tion, digital procedures, and Al decision support) impacts individ-
ual behavioural and performance variables through group-wise sta-
tistical comparisons across three scenarios. This addresses Research
Question 3 by determining which support configurations improve
specific operator outcomes.

¢ Phase 2: Predictive Modelling of Operator Error (Section 6) de-
velops predictive models for operator error from the operational data
collected. Two complementary approaches, stepwise Logistic Regres-
sion (LR) and Bayesian Networks (BNs), identify which behavioural
metrics most strongly predict error probability (Research Questions 1
and 2). The models then estimate success rates for each support con-
figuration, allowing comparison of their effectiveness in preventing
operator errors across different complexity levels.

LR is used to provide an initial insight into the predictive perfor-
mance of operator error. This approach is complemented by using BNs, a
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method selected for its interpretability and transparency through graph-
ical representation of causal relationships, making it a particularly suit-
able choice for industrial applications where model explainability is cru-
cial for stakeholder acceptance and regulatory compliance.

Initially, LR is used to identify and test the significance of various
predictor variables. LR is a statistical method well-suited for binary clas-
sification tasks. It provides clear and interpretable results that show the
impact of each predictor variable on the outcome. The simplicity and ef-
ficiency of LR make it a starting point for the analysis, especially when
dealing with large datasets. Using stepwise logistic regression, we itera-
tively select the most significant variables, ensuring that the final model
is both streamlined and robust. This step is crucial because it helps to un-
derstand the relative importance of different predictors and provides a
foundation for further analysis. The method is then used to predict error
with inputs from the behavioural data and subsequently with subjective
measures.

Following the initial analysis with LR, BNs are used to model the
complex dependencies among the identified significant variables. BNs
are particularly effective in capturing and quantifying the conditional
dependencies between variables, making them ideal for understanding
the intricate interactions within operational data. Moreover, in addi-
tion to their interpretability, BNs offer a significant advantage when it
comes to handling missing data, a common challenge in real-world ap-
plications. Their probabilistic framework allows for inference even with
incomplete datasets, enabling predictions based on available informa-
tion. This flexibility makes BNs well-suited for online deployment in
control rooms, where real-time assessment of error likelihood is crucial.
The model can adapt to varying levels of data completeness, providing
continuous risk assessment and potentially enhancing operator perfor-
mance and system safety.

2. Material and methods
2.1. Formaldehyde simulator

The case study examines the production of formaldehyde through
the partial oxidation of methanol with air. A secondary reaction, which
fully oxidises methanol to carbon monoxide, reduces the formaldehyde
yield. This study and simulator, originally developed by [25] at Politec-
nico di Torino, Italy, and later adapted by the authors, details a plant
consisting of six main sections and has a total of eighty different alarms.
Each plant section can be accessed as a detailed mimic display by click-
ing the corresponding button at the bottom of the main screen (Fig. 1).
For example, Fig. 2 shows the tank section mimic. Each mimic contains:
(1) control interfaces (e.g., nitrogen flow adjustment and nitrogen sys-
tem selection for the tank section), (2) a process flow diagram for that
specific section displayed centrally with all associated alarms, and (3)
key monitoring graphs (e.g., pressure trends for the tank section). The
simulator is not publicly available.

As shown in Fig. 1, the plant layout begins with the Tank Sec-
tion, where a methanol storage tank, equipped with alarms for param-
eter deviations, is located. The Methanol Section follows, where liquid
methanol is converted to gas via a pump and heater before mixing with
compressed gas from the Compressor Section. This mixture then passes
through a heat exchanger (REC2), heating it to approximately 200°C be-
fore entering the reactor. The Reactor Section contains the reactor, and
the heat exchanger section includes the heat exchangers REC1, REC2,
and REC3. REC1 and REC3 cool the reactor’s output, and the heat re-
covered from REC1 and REC3 is used for water boiling and cooling,
respectively.

The reactor, located in the Reactor Section, works in conjunction
with the heat exchangers in the Heat Exchanger Section. REC1 and REC3
cool the reactor’s product, with the recovered heat used to boil and cool
water. REC3 specifically cools the product to around 67°C before it en-
ters the absorber, where it is absorbed by water flowing countercur-
rently. This absorber is located in the Absorber Section.
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Fig. 1. Main screen of the simulator [26].

Several potential accident scenarios could occur in this plant, such
as overheating of the reactor or absorber if the temperatures from the
mixture or product exceed expectations. Attempting to control this tem-
perature by increasing the water input into the absorber could result in
a loss of the volume of the target product.

2.2. Participants

The study was designed to capture conditions and process events
similar to those in a formaldehyde production plant as closely as
possible. Ninety-two participants voluntarily participated in this study
[26]. They consisted mainly of chemical engineering master’s students
and some staff familiar with the plant process. Participants were re-
cruited over a two-month period, and group assignment was performed
iteratively to maintain equal distribution across the four groups, reach-
ing 23 participants per group at the end. Additionally, to account for
potential fatigue effects, the timing of experimental sessions (morning
vs. afternoon) was balanced across groups, as participants were students
with other ongoing coursework that could influence their performance.
Their mean age was 25 years (standard deviation = 5.4), ranging from
21 to 61 years, with training and experience in Chemical Engineering
and, in some cases, knowledge of control room operations. Participants
rated their level of expertise in both chemical process and control room
operations prior to the test.

Each group had a unique configuration to explore the effectiveness
of different technological tools. The four-group experimental design was
specifically structured to assess the incremental impact of each sup-
port technology on operator performance, directly addressing Research
Question 3. Each group represents a progressive enhancement of oper-
ator support. The characteristics of each group are detailed below and
summarised in Table 1.

Table 1
Characteristics of the Groups/type of support.
Alarmrationalisation ProcedureOn Screen  AlSupport
G1 no no no
G2 yes no no
G3 yes yes no
G4 yes yes yes

1. Group 1 - Baseline without Alarm Rationalisation: This group op-
erated under standard conditions without any alarm rationalisation
system, serving as the control group.

2. Group 2 - Introduction of Alarm Rationalisation: Equipped with
an alarm rationalisation system, this group aimed to assess the im-
pact of filtering out non-critical alarms on reducing cognitive load
and improving focus on critical issues.

3. Group 3 - Transition to On-Screen Procedures: This group shifted
from paper-based methods to an on-screen interface for accessing
procedures. The objective was to determine if digital access could
enhance operational efficiency and response times compared to tra-
ditional methods.

4. Group 4 - Integration of AI DSS: Representing the most advanced
level of support, this group incorporated an AI DSS to measure its in-
cremental benefits in improving performance, reducing errors, and
enhancing overall safety and efficiency. Details of the DSS develop-
ment can be seen in [27].

The study was reviewed and approved by the Technological Uni-
versity Ethics Review Committee and the Collaborative Intelligence for
Critical Safety Systems (CISC) internal ethics committee and was per-
formed with appropriate consent obtained from participants.
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Fig. 2. Tank mimic of the simulator [26].

2.3. Scenarios/task complexity

We designed three scenarios to evaluate different human-in-the-loop
(HITL) configurations in a simulated control room environment. These
scenarios aimed to test the robustness of the system and the opera-
tor’s ability to respond effectively under varying conditions. Each sce-
nario simulates a specific failure or challenge that an operator might
encounter in a plant environment.

1. Pressure Indicator Control Failure (Scenario 1): The automatic
pressure management system in the tank fails, requiring the operator
to manually adjust the nitrogen inflow to maintain pressure. The
scenario becomes more challenging when the nitrogen flow stops,
leading to a pressure drop as methanol continues to be pumped into
the plant.

2. Nitrogen Valve Primary Source Failure (Scenario 2): The pri-
mary nitrogen supply system fails, and the operator must switch to a
backup system. The backup system starts slowly, necessitating care-
ful regulation of pump power to maintain tank pressure.

3. Temperature Indicator Control Failure in the Heat Recovery
Section (Scenario 3): Initially, the operator tries to solve the prob-
lem by manually adjusting the cooling water flow set point in the
absorber. When this fails, the operator consults the supervisor for
advice. The supervisor indicates that the issue cannot be resolved
from the control room and requires a field operator’s intervention.
Meanwhile, the control room operator must manage the reactor’s
temperature until the end of the scenario (18 min). The main chal-
lenge in this scenario is preventing the reactor from overheating, ne-
cessitating close monitoring and adjustment of the reactor’s cooling
water temperature. This scenario corresponds to a more challenging
situation with alarm overflow.

Each scenario was designed to evaluate the effectiveness of the DSS
in aiding operators during complex and high-pressure situations. These
scenarios, as summarised in Table 2, provide a comprehensive test of the
system’s utility in enhancing operator performance and decision-making
under various challenging conditions.

3. Metrics extraction from simulator logs

From the raw simulator logs collected during the experiment, we sys-
tematically extracted two categories of metrics to characterise operator
performance and behaviour across the 92 participants and three scenar-
ios. Performance-based metrics quantify task outcomes (e.g., recovery
time, accuracy, consequences), while behavioural metrics capture ob-
servable operator-system interactions during task execution (e.g., alarm
acknowledgement patterns, mimic navigation, procedure consultation).
These measures form the basis for both the comparative analysis of sup-
port configurations (Section 5) and the development of predictive mod-
els for operator error (Section 6).

Table 3 provides comprehensive definitions for all extracted met-
rics. An important feature of this extraction approach is scenario-specific
adaptation: Scenarios 1 and 2 share similar tank-related metrics re-
flecting their common focus on pressure management (pressure re-
covery, nitrogen valve adjustment), while Scenario 3 employs distinct
reactor-focused metrics appropriate for temperature control tasks (sur-
vival time rather than recovery time, reactor temperature management).
This adaptation ensures that metrics meaningfully capture operator per-
formance for each fault type’s specific operational demands.

The following subsections detail the extraction methodology for
performance-based metrics and behavioural metrics. Explicit references
to raw simulator log variables are provided throughout to ensure trans-
parency and reproducibility, enabling future studies to replicate or ex-
tend the extraction procedure using the same similar and/or data.

3.1. Performance and system

Performance-based metrics obtained in this study include recovery
time, accuracy, overall performance, and consequence. The number of
alarms activated is a system feature, but also tells the outcomes of oper-
ators’ actions - correct or incorrect. Table 3 shows the definition of these
measures for each scenario in the experimental study. As observed, the
extraction of some of the metrics for scenario 2 was similar to scenario
1 and varied with scenario 3, given the difference between the scenario
goals. This was because scenario 3 was related to an entirely different
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Scenario 3

Table 2
Scenario characteristics.
Scenario 1 Scenario 2
Description Pressure IndicatorControl Failure
Complexity Level  Low Medium
Alarm Flood No No

Nitrogen Valve Primary SourceFailure

Temperature Indicator Control Failure
High
Yes

section of the plant, the reactor and absorber sections, while scenarios
1 and 2 were related to the Tank section.

Recovery time for scenarios 1 and 2 is extracted based on the fea-
ture ’All2,” (Pressure Alarm Low). In Scenario 3, the recovery time does
not count as recovery is meant for the field operator and not the con-
trol room operator, given that an issue on the heat recovery (REC3)
cooling water system was intentionally induced and can only be fixed
on the field (see Fig. 1). The measure was derived from the raw data
variable 'TMAXREACTORE’, which is the reactor temperature. Survival
time, however, is used in place of response time for scenario 3. It means
the operators’ ability to maintain a no-shutdown or reactor overheating
situation until the end of the test at the 18th min. The assumption was
that at this 18th min, the field operator should have resolved the issue
with the REC3 cooling system.

Accuracy was derived based on the variables "F N2serb10,’ (Pri-
mary Nitrogen Flow), ’M W popOld,’ (Manual Pump power value), and
"Toutrec2c,” (Temperature Out REC1) for scenarios 1, 2, and 3, respec-
tively. It refers to the mean squared error (mse) between their adjusted
value and the mean of the range as written in the operating or interven-
tion procedure.

In deriving the overall performance class, the individual group dis-
tributions of recovery time was considered. Those classified as ’optimal’
fell within the 25th percentile of the study population, ’Good’ below the
50th percentile and others ’poor’. The consequence is derived from the
raw features’ PSERB,’, ' TM AXREATORE,’ and ’emmerO,’, leading
to one of the consequences; Safe - rank 1, Impurity of air in the tank at-
mosphere - rank 2, Air in the tank atmosphere - rank 3, Shutdown - rank
4, Implosion - rank 5 (for scenarios 1 and 2 only), Reactor Overheated -
rank 5 (for scenario 3 only).

Finally, the number of activated alarms was recorded by summing
all alarm activations during the scenario. Each alarm in the plant was
recorded with a feature starting with ’All + the number’, for example,
All2, for pressure alarm low (PALO1). When an alarm is activated the
value changes from 0 to 1. The feature extraction code checks for every
occurrence of 1 during the scenario, also taking into account any other
activation after a previous deactivation and sums this up.

A description of other features is shown in Table 3. An example plot
showing the extraction of the reaction time and response time for sce-
nario 1 using one of the participant’s outcomes is shown in Figs. 3 and
4, respectively.

3.2. Behavioural feature extraction

The metrics counted as behavioural in this study include reaction
time, response time, no procedures opened, no mimics, silenced alarms,
and acknowledgement of alarms. These show the operators’ behaviour
during the task, which is influenced by different underlying factors.
These metrics reflect operator situational awareness during the task.
Excessive mimic navigation beyond task requirements, high alarm ac-
knowledgement counts, or unnecessary procedure consultation are in-
dicative of poor critical alarm perception. Similar operator-system in-
teraction metrics have been used by [6] in classifying workload. The
reaction time in 3 is the time it takes to switch the Nitrogen valve but-
ton from Auto to Manual, or in scenario 3, to switch the REC3 cooling
water flow system from manual to automatic. It was calculated based on
the raw feature ’M Nitsel,” (Manual Nitrogen Valve Switch) for scenar-
ios 1 and 2, and REC3W MO, (Heat Recovery 3 cooling water system
Switch) for scenario 3.

Response time, Fig. 4, is the time it takes to adjust the nitrogen valve
scale to the correct value. For Scenario 2, it is the time it takes to switch
from primary to backup and the time of the last activity before the tem-
perature spikes for Scenario 3. It is based on the features ’M manNit,’
(Manual Nitrogen Valve), ’Nitsel,” (Primary to Backup System Control
and "Toutrec2c,’ (Reactor Cooling System) for scenarios 1, 2, and 3, re-
spectively. The number of procedures is based on the variable ’proclis,’
(procedures). The record on the number of procedures was only pos-
sible for Group 3 and Group 4 because of the ease with recording the
operator system interaction on the display for these groups. The number
of mimics/display opened, number of alarms silenced and no of alarms
acknowledged were recorded for all groups based on the features ’intop’,
’sAll’, and *Ack All, respectively. The detailed description of the simu-
lator log variables from which the metrics were derived is published in
[28]

4. Predictive modelling methods

The following algorithms and data processing are used to build a
human reliability model for each group and scenario.

4.1. Step-wise logistic regression analysis

Step-wise LR is a method used for building a predictive model by
selecting the most significant variables incrementally until certain crite-
ria, like the model fit or statistical significance, are met. This approach
is particularly advantageous when dealing with a large set of potential
predictors, as it helps to identify the most relevant ones while exclud-
ing those that do not contribute significantly to the model’s predictive
power.

The logistic regression model predicts the probability of a binary
outcome based on one or more predictor variables. The logistic function
used in this model is defined as:

1
1 4+ e=o+hi1X1+p2Xo+ . +Pu X))

PY=1|X)=

where Y is the binary dependent variable (e.g., error occur-
rence), X;,X,, ..., X, are the independent variables (predictors), and
Bo: By --. ., B, are the coefficients of the model.

The step-wise approach involves the following steps:

1. Initialisation: Start with an empty model or a model with a single
predictor.

2. Forward Selection: Add predictors to the model one by one. At each
step, add the predictor that improves the model the most, usually
based on the Akaike Information Criterion (AIC) or Bayesian Infor-
mation Criterion (BIC).

3. Backwards Elimination: After adding a new predictor, remove any
predictor that does not significantly improve the model. This is also
done based on AIC or BIC values.

4. Iteration: Repeat steps 2 and 3 until no further predictors can be
added or removed based on the chosen criterion.

The goal of step-wise logistic regression is to achieve a balance
between model complexity and predictive accuracy, thereby avoiding
overfitting by including only those predictors that significantly con-
tribute to the model (as observed using the p-values) and to the ac-
curacy score. In our study, we applied step-wise logistic regression to
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Table 3
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Behavioural, system and performance metrics extracted from simulator logs during the experiment; scenario 1, 2 and 3.

S1

S2

S3

No. Metrics
Recovery

1 Time
(performance)
Reaction

2 Time

(Behavioural)

Response
3 Time
(Behavioural)

4 Accuracy (perfor-
mance)

Overall
5 performance
(performance)

6 Consequence
(performance)

Alarms

7 silenced
(Behavioural)

8 Acknowledgement
(Behavioural)

9 Mimics opened
(Behavioural)

10 No. of procedures
(Behavioural)

11 No. of alarms
(System)

12 Error (Perfor-
mance)

The time it takes to recover the
pressure alarm PALO1.

This time is calculated from the ini-
tiation of the fault at 60 seconds af-
ter the start of the experiment until
the time PALOL1 is cleared. Same for
everyone.

The time it takes to switch the Ni-
trogen valve button from Auto to
Manual.

This time is calculated from the ini-
tiation of the fault at 60 seconds af-
ter the start of the experiment until
the time ‘manual’ is activated.

The time it takes to adjust the ni-
trogen valve scale to the correct
value.

This time is calculated from the ini-
tiation of the fault at 60 seconds af-
ter the start of the experiment un-
til the last adjustment action on the
nitrogen valve scale.

refers to the difference between
their adjusted value on the nitro-
gen valve scale and the mean of the
range given in the procedure (Mean
Squared Error).

Optimal: Recovery time < (25th
percentile).

Good: 25th percentile <Recovery
time < (50th percentile).

Poor: Recovery time >50th per-
centile.

e If PSVO01 is activated,

then Consequence == Safe — (1)

e If PSVO1 activated, that is Pres-
sure <0.98000) and Pressure >=
0.975,

then Consequence == Impurity of
air in the tank atmosphere — (2)

Else Consequence == Air in the
tank atmosphere — (3)

e If PSLL, that is
Pressure <= 0.97000 activated,
then Consequence == Shutdown —

(4)

e OR If ’emmerO_1, that is
Emergency Shutdown == 1,
then Consequence == Shutdown —

4)

e If all systems failed, that is
Pressure <= 0.97000) and

’emmerO_1" == 1
then Consequence == Implosion —
(5)

No. of alarms silenced during the
scenario.

No. of alarms acknowledged during
the scenario.

No. of mimics opened throughout
the scenario.

No. of procedures opened through-
out the scenario.

No. of alarms activated.

If at the end of the scenario, the
pressure is increasing or has reached
a normal level and shutdown is not
reached

Same as S1.

Same as S1.

The time it takes to switch from
primary to backup.

If not switched at all then label ’er-
ror’.

This time is calculated from the ini-
tiation of the fault at 60 seconds af-
ter the start of the experiment.

The difference between their ad-
justed value on the pump power
valve scale (MWpopOld 1) and the
mean of the range given in the pro-
cedure (MSE).

Same as S1

Same as S1.

Same as S1.
Same as S1.
Same as S1.
Same as S1.
Same as S1.

Same as S1.

For scenario 3, the recovery time
is not considered since the operator
has to maintain the temperature of
the reactor stable until the end of
the scenario.

We have in this case the time it
takes to switch the cooling water
system of FAL1l1 (REC3WMO 1)
from Auto to Manual.

It is the time of last activity before
the spike of trend in the tempera-
ture cooling system (Toutrec2c_1).
In scenario 3 it is rather referred
to as the survival time (expected to
survive up to 1080 seconds, which is
the task duration).

The difference between their ad-
justed value on the temperature
cooling system scale (Toutrec2c 1)
and the mean of the range given in
the procedure (MSE).

Optimal: Recovery time > (900)
and the consequence is ’Safe’.
Good: 850 < (Recovery time)

< 900.

Poor: All other cases

If TMAXREATORE 1, that is
Reactor Temperature >= 400

then Consequence == Reactor

Overheated - Score: (5)

Same as S1.
Same as S1.
Same as S1.
Same as S1.
Same as S1.

If the high high temperature alarm
is reached in the reactor.

identify key factors influencing the likelihood of human error. By itera-
tively adding and removing variables, we derived a parsimonious model
that effectively predicts error occurrence based on these behavioural

metrics.

Prior to model development, categorical variables required appro-
priate encoding to ensure meaningful analysis. The Group and Scenario

variables were encoded as ordinal (1-4 for Group; 1-3 for Scenario).
This ordinal encoding is justified by the inherent progression in both
variables: Group represents the cumulative addition of support features,
while Scenario reflects progressive task complexity. This encoding al-
lows the model to capture the directional relationship between increas-
ing support/complexity and error probability.
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Auto — Manual (Mnitsel_1) over Time (s)
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Fig. 3. Reaction time example from participant 10, scenario 1.
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Fig. 4. Response Time example from participant 10, scenario 1.

The results from the step-wise logistic regression analysis provide
insights into the relative importance of different predictors and help to
refine our understanding of the factors contributing to human errors in
control room environments.

4.2. Bayesian networks

In this study, we employ Naive Bayes (NB) classifiers and Tree-
Augmented Naive Bayes (TAN) models to predict operational outcomes.
These models are valuable tools for understanding and modelling the
complexities of operational data.

Bayesian networks. A BN is a probabilistic graphical model that rep-
resents a set of variables and their conditional dependencies through
a directed acyclic graph (DAG). In this graph, nodes represent ran-
dom variables, while directed edges indicate probabilistic dependencies
between these variables. This structure allows BNs to model (causal)
interactions and predict events effectively. Each node is associated

with a conditional probability distribution that quantifies the effect of
the parent nodes on the node itself. This factorisation simplifies the
joint probability distribution, making complex problems more manage-
able.

A discrete BN NV = (V, &, P) is formally defined as follows [29]:

e V= {v,0,,...,0,} is a set of nodes, each representing a discrete ran-
dom variable X .

£ is a set of directed edges (arcs) between the nodes, forming a DAG.
Each edge (v;,v;) € € indicates a direct probabilistic influence from
node v; to node v;.

P is a set of conditional probability distributions, one for each vari-
able X, given its parents X, in the graph . Specifically, for each
v € V, there is a conditional probability distribution P(X,, | X ))-

A BN encodes the joint probability distribution over a set of random
variables X = {X|, X,, ..., X,;}. The joint probability distribution P(X)
factors according to the structure of the DAG, leveraging the conditional
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independencies implied by the graph. This factorisation is given by:

PX) =[] PX, | Xpu) )
vey
This equation illustrates that the joint probability distribution is de-
composed into a product of conditional probabilities, each correspond-
ing to a node given its parents in the DAG. This factorisation significantly
reduces the complexity of representing the joint distribution, especially
for large networks.

Naive bayes. The NB classifier is a simple yet powerful probabilistic
model used for classification tasks. It assumes conditional independence
between feature variables given the class variable C, which simplifies
the computation of the joint probability distribution. Despite this sim-
plification, the NB is often effective and is robust to noise [30]. Let
X = (xy,X,, ..., X,) represent an instance to be classified, and C be the
class variable. The NB classifier computes the probability of the instance
as follows:

n
P(xpxg,0x, | ©) = [[ P 1 ©)
i=1
This independence assumption allows the model to scale linearly
with the number of features, making it computationally efficient and
suitable for large datasets.

Tree-augmented naive bayes. The TAN model enhances the NB classifier
by introducing dependencies between feature variables. This method
improves the model’s expressiveness while retaining computational ef-
ficiency. The TAN model adds a tree structure over the feature vari-
ables, maintaining a balance between simplicity and capturing essential
dependencies [30].

Let X = (X, X>, ..., X,,) represent the set of feature variables, with
X, as the root variable of the tree structure. The TAN model is built
through the following steps:

¢ Calculate the conditional mutual information I(X;, X ;10) for all pairs
of feature variables.

e Construct a maximum-weight spanning tree Tg for the com-

plete graph over X\ {C}, using the mutual information as edge

weights.

Direct the edges in T by selecting a root in X \ {X,} and orienting

edges away from it.

Construct the graph corresponding to a NB model with X, as the root

of T and add the directed edges of T to it.

By incorporating these dependencies, TAN provides a more accurate
representation of the relationships between variables compared to the
standard NB classifier. Importantly, the directed edges in the TAN struc-
ture represent conditional probability factorisation for computational
efficiency, not causal relationships; the tree structure is determined al-
gorithmically to optimise predictive performance.

Entropy minimisation algorithm. In this study, we employed an entropy-
based discretisation algorithm to categorise continuous variables into
discrete intervals. This method, introduced by Fayyad and Irani [31],
recursively partitions the range of a continuous attribute, selecting cut
points that maximise the information gain ratio. The algorithm aims
to find optimal thresholds that preserve the class-attribute interdepen-
dence while reducing the data’s complexity. This approach is particu-
larly useful in preparing data for BN analysis, as it allows for the effi-
cient handling of continuous variables while maintaining their predic-
tive power. The entropy discretisation method has been shown to be
effective in various machine learning applications, often outperforming
other discretisation techniques in terms of maintaining classification ac-
curacy [32].
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5. Statistical analysis

The following sections present the results of statistical analyses com-
paring groups across all measured variables to assess the incremental im-
pact of each support technology. The comparison structure is designed
to isolate individual technology effects:

¢ Group 1 vs. Group 2: Assesses the impact of alarm rationalisation by
comparing baseline performance (G1) against alarm rationalisation
(G2).

e Group 2vs. Group 3: Evaluates the added value of digital (on-
screen) procedures beyond alarm rationalisation by comparing G2
(alarm rationalisation + paper procedures) against G3 (alarm ratio-
nalisation + digital procedures).

¢ Group 3vs. Group 4: Examines the incremental benefit of Al-based
decision support by comparing G3 (alarm rationalisation + digital
procedures) against G4 (alarm rationalisation + digital procedures
+ DSS).

Figs. 5a through 10b present comprehensive visualisations of all
measured variables across the four groups and three scenarios. These
graphical representations complement the statistical tests by illustrat-
ing the relative magnitudes and distributions of each variable. While the
statistical analyses (presented in Tables 4 through 6) identify significant
differences between groups, the box plots and bar charts allow readers
to assess the practical magnitude of these differences and understand
the variability within each group. For continuous variables (accuracy,
alarm counts, response times, etc.), box plots display the median, in-
terquartile range, and outliers, providing insight into data distribution
characteristics. For categorical variables (consequence, overall perfor-
mance, error rate), bar charts show the proportion of outcomes within
each category. Together, these visualisations and statistical tests provide
a complete picture of how each support technology impacts operator be-
haviour and performance.

In total, 87 participant datasets were included in the analysis: 22
from Group 1, 23 from Group 2, 21 from Group 3, and 21 from Group
4. Five participants were excluded due to incomplete data or tech-
nical issues during the experiment. All statistical analyses were per-
formed using the Python programming language (version 3.10) with
the scipy.stats and statsmodels libraries. The source code of the sta-
tistical tests and plots can be found in https://github.com/Jomietk/
Support-Group-wise-Comparisons-across-Scenarios

Statistical test

In this study, we conducted a comprehensive statistical analysis to
examine the effects of experimental conditions across three distinct sce-
narios on various operational variables. The normality of data distribu-
tions was evaluated using the Shapiro-Wilk test [33], while the Levene
test [34] was utilised to assess the equality of variances among groups.
Based on the results of these preliminary tests, the appropriate statistical
tests were applied: the Student’s t-test [35] was used for data exhibit-
ing normal distribution and equal variances, the Welch’s t-test [36] for
data with normal distribution but unequal variances, and the Wilcoxon
Rank-Sum Test [37] for data not adhering to normality assumptions.

Comparison between Group 1 and Group 2

In this section, we undertake a comparative analysis of operational
variables between two distinct groups to assess the impact of alarm
prioritisation on operator performance. Group 1 operates without the
benefit of alarm prioritisation, whereas Group 2 utilises an alarm pri-
oritisation system. Through this comparison, we aim to determine the
effectiveness of alarm prioritisation in enhancing operational efficiency
and decision-making processes among operators. This analysis is pivotal
in determining whether the implementation of prioritised alarms can
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significantly influence operator response times, accuracy, and overall
performance in managing operational tasks. The result of the statistical

analysis can be seen in Table 4.

Scenario 1:

Acknowledgement demonstrated a significant difference;
G2 had a higher acknowledgement rate (p=0.015).

¢ No. of alarms revealed significant differences; G2 had a
lower number of alarms (p=0.033).

The rest of the variables showed no significant differences.

Scenario 2:

All tested variables show no significant differences.

Scenario 3:

Accuracy showed significant differences with G1 demon-
strating higher accuracy (p-values: 0.008).

¢ Alarms silenced and Acknowledgement showed signifi-
cant differences with G2 having a higher rate of acknowl-
edged and silenced alarms (p-values: 0.004, 0.007).

Recovery time, response time showed significant differ-
ences with G2 having a higher recovery and response time
(p-values: 0.000, 0.002).

e Consequence showing borderline statistical significant
difference (p-value 0.054) with G2 having better conse-
quences.

Error rate showed significant differences with G2 demon-
strating better performance (p-values: 0.034)

The rest of the variables showed no significant differences.

The comparison between Group 1 and Group 2 highlights the influ-
ence of alarm prioritisation on operator performance. In Scenarios 1 and
2, where the number of alarms was relatively low, the differences be-
tween the groups were minimal. However, Group 2 consistently showed
a higher acknowledgement rate and fewer alarms in Scenario 1, suggest-
ing better alarm management.

In Scenario 3, significant differences emerged, with Group 2 exhibit-
ing higher acknowledgement and silencing rates of alarms, better over-
all performance, and better outcomes in terms of consequences. Despite
Group 2 having higher response times, these findings suggest that alarm
prioritisation can enhance operator performance and efficiency, partic-
ularly in more alarm-intensive scenarios. This underscores the potential
benefits of implementing alarm prioritisation systems to improve oper-
ational tasks, though the specific context and number of alarms play a
crucial role in the observed outcomes.

Comparison between Group 2 and Group 3

In this analysis, we compare the performance impacts of transition-
ing from paper-based to digital procedure management between two
distinct experimental groups. Group 2 retains the use of paper-based
procedures alongside alarm prioritisation, whereas Group 3 employs an
on-screen procedure display, maintaining the same alarm prioritisation
system. This comparison aims to explore the effectiveness of digital pro-
cedures in enhancing operator interaction, reducing response times, and
improving the accuracy and efficiency of decision-making processes.
The results from this section will provide insights into whether the digi-
talisation of procedures significantly benefits operators in terms of oper-
ational performance and task management. The result of the statistical
analysis can be seen in Table 5.

10
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Scenario 1 (S1):

¢ Response time showed significant differences with G3
having a lower response time (p-values: 0.029).

e Other variables showed no significant differences.
Scenario 2 (S2):

¢ Variables showed no significant differences.
Scenario 3 (S3):

e Acknowledgement showed significant differences with
G3, demonstrating a lower alarm acknowledgement (p-
values: 0.005).

e Other variables showed no significant differences.

Scenario 1 revealed a nearly significant reduction in the number of
alarms for Group 3 (p=0.058), suggesting that digital procedures may
help in reducing alarm clutter, thereby potentially decreasing the cog-
nitive load on operators. Significantly lower response times in Group 3
(p=0.029) further underscore the efficiency brought about by digital
procedures, which likely facilitate quicker access to necessary informa-
tion and streamline operator interactions.

Scenario 2 revealed no significant statistical differences.

In Scenario 3, Group3’s lower alarm acknowledgement rate and a
similar number of alarms suggest less efficient management of alarms
(p-values: 0.005).

Overall, transitioning from paper-based to digital procedures ap-
pears to have some positive impact. The findings suggest that digital
procedures improve the response time and reduce the number of alarms
in low-complexity scenarios. The limited number of statistically signif-
icant differences across the various metrics, especially in complex sce-
narios, suggests that the impact of digitalising procedures may be less
profound than initially anticipated.

Comparison between Group 3 and Group 4

This section delves into the comparative analysis of operational vari-
ables between two technologically advanced groups to assess the added
impact of Al-based decision support. Group 3 operates with alarm pri-
oritisation and digital procedures, while Group 4 enhances this setup
with Al-driven DSS tools. The DSS detects the fault early and tells the
operators about the potential consequences of the fault and the steps to
recover. Those steps are similar to the traditional procedure but dras-
tically reduce and adapt to the current situation. By examining these
configurations, we aim to identify the incremental benefits provided by
the DSS in terms of enhancing operational safety, reducing workload,
and improving decision-making accuracy. This comparison is crucial for
understanding if the integration of the DSS can meaningfully elevate op-
erator performance and optimise process management under complex
operational scenarios. The result of the statistical analysis can be seen
in Table 6.

Scenario 1:

¢ Acknowledgement, Alarms silenced and No. of alarms
showed significant differences, with G4 having a lower rate
of silenced, acknowledged alarms and also a lower number
of alarms (p-values: 0.026, 0.01, 0.000).

Overall performance showed significant differences, with
G4 exhibiting superior performance (p-values: 0.004).

¢ Reaction time and Recovery time showed significant dif-
ferences, with G4 exhibiting lower reaction and recovery
time (p-values: 0.000, 0.000).
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Table 4

Statistical test result of the comparison between Group 1 and Group 2.
Variable Scenario  Test Used Shapiro-Wilk G1 Shapiro-Wilk G2 Levene Test  p-value
Accuracy S1 Wilcoxon Rank-Sum  0.000 0.000 0.807 0.751
Accuracy S2 Wilcoxon Rank-Sum  0.000 0.000 0.331 0.364
Accuracy S3 Wilcoxon Rank-Sum 0.000 0.000 0.263 0.008
Acknowledgement S1 Wilcoxon Rank-Sum  0.000 0.000 0.441 0.015
Acknowledgement S2 Wilcoxon Rank-Sum  0.015 0.008 0.833 0.794
Acknowledgement S3 Wilcoxon Rank-Sum  0.000 0.008 0.348 0.007
Alarms silenced S1 Wilcoxon Rank-Sum  0.000 0.000 0.156 0.442
Alarms silenced S2 Wilcoxon Rank-Sum  0.000 0.000 0.761 0.23
Alarms silenced S3 Wilcoxon Rank-Sum  0.000 0.206 0.689 0.004
Consequence S1 Chi-Squared 0.469
Consequence S2 Chi-Squared 0.985
Consequence S3 Chi-Squared 0.054
Mimics opened S1 Wilcoxon Rank-Sum  0.000 0.003 0.916 0.385
Mimics opened S2 Wilcoxon Rank-Sum  0.000 0.008 0.911 0.96
Mimics opened S3 Wilcoxon Rank-Sum  0.066 0.000 0.768 0.713
No. of alarms S1 Wilcoxon Rank-Sum  0.000 0.000 0.302 0.033
No. of alarms S2 Wilcoxon Rank-Sum  0.000 0.000 0.593 0.567
No. of alarms S3 t-test 0.054 0.329 0.929 0.584
Overall performance S1 Chi-Squared 0.566
Overall performance  S2 Chi-Squared 0.648
Reaction time S1 Wilcoxon Rank-Sum  0.000 0.002 0.868 0.136
Reaction time S2 Wilcoxon Rank-Sum  0.009 0.026 0.389 0.481
Reaction time S3 t-test 0.465 0.135 0.439 0.636
Recovery time S1 Wilcoxon Rank-Sum  0.004 0.656 0.493 0.162
Recovery time S2 t-test 0.946 0.665 0.841 0.352
Response time S1 Wilcoxon Rank-Sum 0.000 0.022 0.861 0.622
Response time S2 t-test 0.064 0.221 0.741 0.302
Response time S3 Wilcoxon Rank-Sum  0.012 0.002 0.881 0.002
Error rate S1 Chi-Squared 1
Error rate S2 Chi-Squared 0.806
Error rate S3 Chi-Squared 0.034

Table 5

Statistical test result of the comparison between Group 2 and Group 3.
Variable Scenario Test Used Shapiro-Wilk G1 Shapiro-Wilk G2 Levene Test p-value
Accuracy S1 Wilcoxon Rank-Sum  0.000 0.000 0.912 0.162
Accuracy S2 Wilcoxon Rank-Sum  0.000 0.000 0.313 0.601
Accuracy S3 Wilcoxon Rank-Sum 0.000 0.000 0.557 0.758
Acknowledgement S1 Wilcoxon Rank-Sum  0.000 0.004 0.415 0.96
Acknowledgement S2 Wilcoxon Rank-Sum  0.008 0.006 0.885 0.855
Acknowledgement S3 Wilcoxon Rank-Sum  0.008 0.000 0.169 0.005
Alarms silenced S1 Wilcoxon Rank-Sum  0.000 0.000 0.329 0.945
Alarms silenced S2 Wilcoxon Rank-Sum  0.000 0.000 0.379 0.595
Alarms silenced S3 Wilcoxon Rank-Sum  0.206 0.012 0.841 0.675
Consequence S1 Chi-Squared 1
Consequence S2 Chi-Squared 0.383
Consequence S3 Chi-Squared 0.664
Mimics opened S1 Wilcoxon Rank-Sum  0.003 0.018 0.54 0.576
Mimics opened S2 Wilcoxon Rank-Sum  0.008 0.003 0.359 0.963
Mimics opened S3 Wilcoxon Rank-Sum  0.000 0.000 0.9 0.866
No. of alarms S1 Wilcoxon Rank-Sum  0.000 0.000 0.183 0.058
No. of alarms S2 Wilcoxon Rank-Sum  0.000 0.000 0.259 0.606
No. of alarms S3 t-test 0.329 0.374 0.571 0.691
Overall performance S1 Chi-Squared 0.221
Overall performance  S2 Chi-Squared 0.12
Reaction time S1 Wilcoxon Rank-Sum  0.002 0.000 0.117 0.117
Reaction time S2 Wilcoxon Rank-Sum  0.026 0.002 0.18 0.725
Reaction time S3 Wilcoxon Rank-Sum  0.135 0.04 0.283 0.085
Recovery time S1 Wilcoxon Rank-Sum  0.656 0.019 0.106 0.125
Recovery time S2 t-test 0.665 0.19 0.1 0.466
Response time S1 Wilcoxon Rank-Sum 0.022 0.000 0.451 0.029
Response time S2 Wilcoxon Rank-Sum 0.221 0.055 0.05 0.617
Response time S3 Wilcoxon Rank-Sum  0.002 0.015 0.603 0.239
Error rate S1 Chi-Squared 1
Error rate S2 Chi-Squared 0.339
Error rate S3 Chi-Squared 0.555
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¢ No of procedures showed significant differences, with G4
opening fewer procedures (p-values: 0.000).

Scenario 2:

Accuracy and No of alarms showed significant differences
with G4 displaying higher accuracy and fewer alarms (p-
values: 0.001, 0.008).

Overall performance also showed significant differ-
ences with G4 having a superior Overall performance
(p=0.000).

¢ Reaction time, Recovery time, and Response time
showed significant differences, with G4 exhibiting lower
reaction and recovery time (p-values: 0.000).

Scenario 3:

Acknowledgement indicated G4 had a higher acknowl-
edgement rate (p=0.018).

The comparative analysis of Group 3 and Group 4 across various
operational scenarios highlights the tangible benefits of integrating Al-
based DSS in enhancing operational efficiency and safety. The data
clearly demonstrates that Group 4, equipped with AI DSS, consistently
outperformed Group 3, which utilised only alarm prioritisation and dig-
ital procedures.

The improved accuracy observed in Scenario 2 for G4 suggests that
the DSS helps operators make more precise decisions. The lower number
of acknowledged and silenced alarms in Scenario 1, combined with the
overall reduction in alarm counts, implies that the DSS enables early de-
tection and resolution of issues, thereby preventing alarms from escalat-
ing. This early intervention is further supported by the reduced reaction
and response times in Scenarios 1 and 2, indicating that the DSS pro-
vides timely and relevant information, allowing operators to act more
quickly and effectively.

The consistently lower recovery times in scenarios 1 and 2 for G4
highlight the DSS’s role in facilitating faster resolution of problems, thus
minimising downtime and enhancing operational efficiency. Addition-
ally, the fewer procedures opened in Scenario 1 suggest that the DSS
offers more streamlined and tailored guidance, reducing the need for
extensive procedure consultation.

The improved consequences in Scenario 2 and enhanced overall per-
formance in Scenarios 1 and 2 demonstrate some benefits of the DSS in
assisting operators. These results suggest that advanced decision support
tools can be valuable in control room environments, potentially enhanc-
ing decision-making and improving operational performance in certain
situations. However, the findings from Scenario 3 reveal limitations of
the DSS. In this complex scenario, Group 4 only showed a higher rate
of alarm acknowledgement, with no significant impact on other vari-
ables. This indicates that during highly challenging situations, the DSS’s
effectiveness may be limited, highlighting the importance of not over-
relying on such systems and the need for further development to address
complex operational scenarios.

5.1. Summary of statistical findings

The statistical analysis revealed context-dependent effectiveness of
support technologies. Alarm rationalisation demonstrated the clearest
benefit, with Group 2 showing significantly lower error rates than Group
1, specifically in Scenario 3 (p=0.034), where alarm flooding occurred.
This finding aligns with cognitive load theory: when alarm volume over-
whelms operator capacity during floods, filtering non-critical alarms
proves essential. Digital procedures showed very few differences. Group
3 achieved faster response times in simple scenarios (S1: p=0.029), and
the advantages diminished in complex situations. In S3, Group 3 actually
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showed lower alarm acknowledgement than Group 2 (p=0.005), sug-
gesting potential cognitive overhead from managing multiple on-screen
displays during high-workload conditions.

The Al-based DSS (Group 4) excelled in simple-to-moderate com-
plexity scenarios, significantly improving multiple performance dimen-
sions in S1 and S2. However, its advantages largely disappeared in S3’s
extreme complexity, where only alarm acknowledgement remained sig-
nificantly higher (p=0.018). This complexity-dependent effectiveness,
where the most technologically advanced configuration did not achieve
the best performance in the most challenging scenarios, challenges as-
sumptions that more technology uniformly improves outcomes.

These patterns set the foundation for predictive modelling to identify
which operational metrics most reliably forecast operator error across
these varying contexts (Table 7).

6. Error prediction

In this section, we develop and compare two predictive models, step-
wise Logistic regression and Bayesian network, explicitly based on the
behavioural metrics and the scenario and group variables from the op-
erational data to forecast potential outcomes: Success or Failure. This
enables the identification of key patterns and trends that may influence
outcomes. The predictors considered included only the behavioural vari-
ables from previously discussed metrics such as the "Reaction Time",
"Response Time", "Alarms Acknowledged", "Mimics Opened", "Number
of Alarms", and the "Number of Procedures". These have been selected
because of the possibility of extracting them in a more practical con-
trol room setting. The "Scenario" (also seen as the Task Complexity) and
"Group" (also seen as the type of support configuration) were also in-
cluded.

6.1. Prediction - LR

The LR model was specified using main effects only, without inter-
action terms. With N =87 distributed across four groups and three sce-
narios, and a limited number of error events, considering interaction
terms would add a significant number of additional parameters, risking
overfitting and unstable coefficient estimates. The LR model, therefore,
serves as a first assessment tool to evaluate the individual contribution
of each predictor, with the more complex conditional dependencies be-
tween variables subsequently captured by the BN analysis.

6.1.1. Step 1

The first step in the subsection involved predicting the outcome [Er-
ror: Success, Failure] based on all variables, including the type of group
and scenario. Predictions were made in Python language using Jupyter
Notebook. The logistic regression model outputs several statistical mea-
sures that quantify the relationship between predictor variables and the
outcome (Error). The Coefficient represents the log-odds change in the
outcome for a one-unit increase in the predictor variable, with positive
values indicating increased error probability and negative values indi-
cating decreased error probability. The Standard Error (Std Err) mea-
sures the precision of the coefficient estimate. The z-value is calculated
by dividing the coefficient by its standard error, providing a standard-
ised measure of the predictor’s effect size. The P-value (P > |z|) indi-
cates statistical significance, where values below 0.05 suggest the pre-
dictor has a statistically significant relationship with the outcome. Ad-
ditionally, the model’s overall performance is assessed through several
metrics: Accuracy represents the proportion of correct predictions, Pre-
cision indicates the proportion of predicted errors that were actual er-
rors, Recall measures the proportion of actual errors correctly identified,
F1 Score provides a balanced measure combining precision and recall,
and ROC-AUC Score evaluates the model’s ability to discriminate be-
tween success and failure across all classification thresholds.

Using the logistic regression technique, the best variables with re-
spect to the highest coefficient impact are Scenario, No of alarms,
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Table 6
Statistical test result of the comparison between Group 3 and Group 4.
Variable Scenario Test Used Shapiro-Wilk G1 Shapiro-Wilk G2 Levene Test p-value
Accuracy S1 Wilcoxon Rank-Sum 0.000 0.000 0.029 0.202
Accuracy S2 Wilcoxon Rank-Sum 0.000 0.000 0.000 0.001
Accuracy S3 Wilcoxon Rank-Sum 0.000 0.000 0.92 0.629
Acknowledgement S1 Wilcoxon Rank-Sum 0.004 0 0.097 0.026
Acknowledgement S2 Wilcoxon Rank-Sum 0.006 0.006 0.701 0.512
Acknowledgement S3 Wilcoxon Rank-Sum 0.000 0.094 0.002 0.018
Alarms silenced S1 Wilcoxon Rank-Sum 0.000 0.000 0.152 0.01
Alarms silenced S2 Wilcoxon Rank-Sum 0.000 0.000 0.59 0.107
Alarms silenced S3 Wilcoxon Rank-Sum 0.012 0.085 0.253 0.732
Consequence S1 Chi-Squared Test 1
Consequence S2 Chi-Squared Test 0.004
Consequence S3 Chi-Squared Test 0.276
Mimics opened S1 Wilcoxon Rank-Sum 0.018 0.001 0.213 0.44
Mimics opened S2 Wilcoxon Rank-Sum 0.003 0.000 0.006 0.201
Mimics opened S3 Wilcoxon Rank-Sum 0.000 0.000 0.252 0.268
No. of alarms S1 Wilcoxon Rank-Sum 0.000 0.000 0.581 0.000
No. of alarms S2 Wilcoxon Rank-Sum Test ~ 0.000 0.000 0.017 0.008
No. of alarms S3 t-test 0.374 0.493 0.365 0.386
Overall performance  S1 Chi-Squared 0.004
Overall performance  S2 Chi-Squared 0.000
Reaction time S1 Wilcoxon Rank-Sum 0.000 0.000 0.063 0.000
Reaction time S2 Wilcoxon Rank-Sum 0.002 0.000 0.568 0.000
Reaction time S3 Wilcoxon Rank-Sum 0.04 0.000 0.000 0.153
Recovery time S1 Wilcoxon Rank-Sum 0.019 0.000 0.836 0.000
Recovery time S2 Wilcoxon Rank-Sum 0.19 0.000 0.54 0.000
Response time S1 Wilcoxon Rank-Sum 0.000 0.141 0.063 0.075
Response time S2 Wilcoxon Rank-Sum 0.055 0.000 0.324 0.000
Response time S3 Wilcoxon Rank-Sum 0.015 0.157 0.762 0.06
No. of procedures S1 Wilcoxon Rank-Sum 0.000 0.000 0.358 0.000
No. of procedures S2 Wilcoxon Rank-Sum 0.000 0.000 0.296 0.535
No. of procedures S3 Wilcoxon Rank-Sum 0.015 0.026 0.192 0.136
Error rate S1 Chi-Squared 1
Error rate S2 Chi-Squared 1
Error rate S3 Chi-Squared 0.176
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Table 7
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Comparison of variable impact and statistical significance across groups and scenarios.

When comparing group G; with G

i+l

a “+7” indicates a statistically significant higher

value in G,,, while a “-” denotes a lower value. A superscript ¥ signifies a favourable
outcome for G,,, relative to G;, and * indicates an adverse effect. The + /- sign indicates

a difference in the distribution.

Variable Scenario

Group G1 vs G2

Group G2 vs G3 Group G3 vs G4
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S2
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S3
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+
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4x
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Table 8

Coefficients and statistical significance of predictors using LR. All groups
and scenarios combined and without feature selection. Accuracy: 86%, Pre-
cision: 76.9%, Recall: 71%, F1 Score: 74%, ROC-AUC Score: 92% .

Predictor Coefficient Std Err z-value P> |z|
Group —2.1600 0.551 -3.923 0.000
Scenario 3.8938 1.182 3.295 0.001
Reaction_time -1.3770 0.877 -1.570 0.116
Response_time —2.5546 1.079 —2.368 0.018
Acknowledgements -1.2167 1.123 -1.083 0.279
Mimics_opened -2.7103 1.028 -2.637 0.008
No_of _alarms 3.4684 1.294 2.681 0.007

acknowledgement, reaction time, group, response time, and mimics
opened (see Table 8).

The confusion matrix and derived metrics indicate that the model
performs quite well overall with an Accuracy of 86%, Precision: 76.9%,
Recall: 71%, F1 Score: 74%, and ROC-AUC Score: 92%. Overall, the high
values of precision, recall, F1, and ROC-AUC score demonstrate that the
model is effective at distinguishing between the classes, especially given
the high recall, which indicates strong performance in identifying actual
positive cases. The slightly lower precision compared to recall suggests
there are some false positives, but this is balanced by the high recall
rate.

However, the relevant variables should only be considered for pre-
diction, as this has the advantage of providing a better model. To achieve
this, a step-wise logistic regression is applied.

6.1.2. Performing a step-wise logistic regression
After performing a step-wise logistic regression with a forward-
feature selection, the key variables according to the highest coefficient
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Table 9

Coefficients and statistical significance of the predictors using a Step-
wise Logistic Regression Algorithm. Accuracy: 86%, Precision: 76.9%,
Recall: 71%, F1 Score: 74%, ROC-AUC: 92.6%.

Predictor Coefficient Std Err z-value P> |z|
Group —2.1600 0.551 -3.923 0.000
Scenario —3.4045 1.037 —-3.283 0.001
Reaction_time 1.4152 0.916 1.544 0.123
Mimics_opened 2.0829 0.822 2.535 0.011
Response_time 1.9138 0.968 1.977 0.048
No_of alarms —2.3328 1.202 -1.940 0.052

impact are ’Scenario’, 'No. of alarms’, ’Group’, ’Mimics opened’ and 'Re-
sponse time’. Using this approach produced a slightly better ROC-AUC
score of 93% compared to the previous (Table 9).

Both outcomes in steps 1 and 2 indicate good performance, but using
the step-wise logistic regressions can streamline the number of variables
included and potentially improve performance.

6.1.3. Outcome per group and scenario with LR

Given that the type of scenario/event and group impacts the out-
comes and behaviour of the variables significantly, it would be impor-
tant to see how each group in each scenario perform as shown in Ta-
ble 14. To calculate the probability of failure for each group and sce-
nario, the same step-wise logistic model was employed as before, using
the same selected features: number of alarms, response time, mimics
opened, Group and Scenario. For each data point, the probability of
failure was calculated using the logistic function:

1
1 4+ e~ Bo+P1x1+Brx2+3x3+P4x4)

p(failure) = 2)
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Table 10
Probability of success for each group in scenarios 2 and
3 according to the step-wise logistic regression model.

Scenario Group 1 Group 2 Group 3 Group 4

S1 0.94 0.96 0.96 0.97

S2 0.79 0.84 0.87 0.89

S3 0.31 0.38 0.43 0.45
Table 11

Coefficients and statistical significance of additional predic-
tors. Accuracy: 84%, Precision: 71.00%, Recall: 71%, F1 Score:
71% and ROC-AUC: 91.7%, at threshold of 0.5 .

Predictor Coefficient Std Err z-value P> |z|
Scenario 3.8900 0.964 4.036 0.000
Response_time —2.7665 0.998 -2.771 0.006
TLX_Index 3.4879 1.313 2.657 0.008
SART Index —-7.6300 1.151 -6.627  0.000

where p; are the model coefficients and x; are the standardized feature
values. Then the probabilities are aggregated by group and scenario, cal-
culating the mean probability for each combination. Table 10 presents
the resulting probabilities of failure for each group across the three sce-
narios. These results indicate that Scenario S3 consistently presents the
highest risk of failure across all groups, with probabilities ranging from
0.55 to 0.69. Group_1 shows the highest overall probability of failure,
particularly in Scenario S3 (0.69), while Group_4 demonstrates the low-
est overall probability of failure across all scenarios. Also, Group_3 and
Group_4 had close outcomes in terms of failure probability across the
three scenarios.

6.2. Predicting with subjective measures

As an extra step towards exploring the importance of classical per-
formance shaping factors on alarm response outcomes, some of the sub-
jective variables measured during the experiment, such as training, fa-
miliarity, situational awareness and workload, were included. The situ-
ational awareness techniques used for the questionnaire-based data col-
lection are the situational awareness rating technique (SART) and the
situation presence assessment method (SPAM), while that of workload
is the NASA Task Load Index (NASA-TLX). When included in the dataset
and run for the combined group and scenario comparison using the step-
wise logistic regression technique, the result in Table 11 was realised.
Some behavioural variables were not significant for prediction following
the inclusion of these subjective variables. Also, training and familiarity
were not significant for the prediction.

Incorporating the new subjective variables, as detailed in Table 11,
identified SART Index, Response time, Scenario, and TLX Index as key
predictors. Variables such as the number of alarms, reaction time, group,
mimics opened, acknowledgement, SPAM Index, familiarity, and train-
ing were not chosen by the step-wise LR model. Nevertheless, it remains
evident that Scenario and response time consistently proved to be signif-
icant indicators of error in both earlier and recent predictions. Moreover,
the importance of situational awareness and workload for correct alarm
response was confirmed by the significance of SART and NASA TLX for
the error prediction as shown in Table 11. These findings highlight the
necessity of considering both behavioural and cognitive measures when
evaluating operator performance.

6.3. Prediction - Bayesian network

In this study, we extended our analysis to encompass both the NB
model and the TAN model for the predictive assessment of operational
outcomes. This dual approach enables us to leverage the intrinsic advan-
tages of Bayesian network methodologies in understanding and mod-
elling the complexities inherent in operational data. We use HUGIN EX-
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Table 12
Average on 1000 folds of the confusion matrix for TAN
model performance.

Predicted Negative  Predicted Positive

55.54
5.10

3.46
17.89

Actual Negative
Actual Positive

Table 13
Confusion matrix for NB model performance.

Predicted Negative  Predicted Positive

54.02
5.21

4.98
17.79

Actual Negative
Actual Positive

PERT software to build and assess the Bayesian network. The opera-
tional variables considered in our research include reaction time, to-
tal procedure count, alarm silencing, alarm acknowledgement, mimic
opening, accuracy, response time, total alarm count, and classifications
by group and scenario. We use the scenario as a complexity variable and
the group as different levels of support. These variables are critical in
constructing a comprehensive framework for our predictive analysis.

To validate the robustness and applicability of our models across
varied operational settings, we employed a Stratified Shuffle Split
cross-validation strategy with 1000 folds. Additionally, we utilised an
entropy-based discretisation technique for the effective categorisation
of continuous variables into discrete intervals. Given the small size of
the dataset and the variability introduced by entropy discretisation on
the training set of each fold, the performance fluctuates. Therefore, a
large number of folds were used to ensure the stability and reliability of
the results.

The performance of the models was evaluated using a confusion ma-
trix and several key metrics. The confusion matrix indicates the distri-
bution of predictions as shown in Tables 12 and 13:

A threshold of 50% was chosen for the classification of control room
operator error. The model achieved a precision of 0.838, indicating that
83.8% of the predicted positive instances were true positives. The ac-
curacy of 0.895 shows that 89.5% of all predictions were correct, while
a recall of 0.778 demonstrates the model’s effectiveness in identifying
77.8% of actual positive instances. The F1 score of 0.807 balances preci-
sion and recall, confirming the model’s solid performance in predicting
human errors. Also, the ROC-AUC is 0.934. This level of performance
suggests that the TAN model is effective in supporting decision-making
processes in the control room by accurately predicting potential human
errors based on metrics like "Recovery Time," "Reaction Time," "Re-
sponse Time," "Accuracy," "Alarms Acknowledged," "Mimics Opened,"
and "Number of Alarms."

In comparison, the NB model attained a precision of 0.781, accuracy
of 0.876, recall of 0.773, an F1 score of 0.777 and ROC-AUC of 0.921,
indicating that the NB model has solid but slightly lower performance
compared to the TAN model in predicting human errors. The confusion
matrix for the NB model is as follows:

The TAN model structure (Fig. 11) reveals relatively simple condi-
tional dependencies among predictor variables. "Complexity" (Scenario)
dominates as the tree root, connecting to nearly all behavioural metrics
except "Acknowledgements", which instead connects to "Level of Sup-
port" (Group). This indicates that alarm acknowledgement behaviour is
more strongly associated with support configuration type, while most
other behavioural variables are primarily influenced by scenario com-
plexity.

In Fig. 11, we can also see the strength of the relation between the
variables by edge width. The widths of the links are proportional to the
symmetric mutual information. We can notably see the strong link be-
tween the complexity of the scenario and the number of alarms, and
between error probability and the number of alarms, reflecting the in-
creased number of alarms depending on the scenario.
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Fig. 11. TAN model structure for predicting operator error probability. "Error Probability" (top centre, class variable) connects to all predictor variables. Predictor
variables form a maximum-weight spanning tree rooted at "Complexity" (Scenario), with edges pointing away from the root. This structure indicates that scenario
complexity primarily drives most behavioural metrics, while support configuration type behaviour is more strongly associated with alarm acknowledgement. Edge

thickness indicates mutual information strength.

In terms of performance, both models demonstrate strong predictive
capabilities. However, the slight performance edge of the TAN model un-
derscores the importance of considering variable dependencies in prob-
abilistic models. This comparison also highlights that the simpler NB
model remains a viable and efficient tool for similar predictive tasks,
especially when ease of implementation and computational efficiency
are prioritised.

6.4. BN model analysis

The TAN model, having demonstrated superior performance in our
comparative analysis, warrants a more in-depth examination. This sec-
tion delves into the intricacies of the TAN model, leveraging mutual in-
formation analysis to uncover the relative importance of various factors
in predicting operator errors. We’ll also explore how the model estimates
error probabilities across different scenarios and operator groups, pro-
viding crucial insights into the effectiveness of DSS in complex control
room environments. Through this analysis, we aim to shed light on the
key drivers of operator performance.

6.4.1. Mutual information

In our study, mutual information (MI) was utilised to assess the de-
pendency between the operational variables and the target variable Er-
ror’. The MI values indicate the reduction in uncertainty about the ’Error’
variable given the knowledge of the predictor variable. Higher MI val-
ues denote a stronger relationship between the predictor and the target
variable.

The analysis, as depicted in Fig. 12, highlights No. of alarms with
the highest MI score of 0.26. This indicates that the number of alarms
is a critical factor influencing the error variable, implying a strong de-
pendency and suggesting that a higher number of alarms is significantly
associated with errors in operations.

Scenario follows with an MI score of 0.20, suggesting that different
operational scenarios contribute significantly to the prediction of er-
rors. This emphasises the need to consider scenario-specific factors when
analysing operational performance and predicting errors.

Acknowledgements and mimics opened also show notable MI values
(0.08 and 0.05, respectively). These variables indicate that the rate of
alarm acknowledgements and the number of mimic displays opened dur-
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ing operations have a meaningful impact on the error variable, though
to a lesser extent compared to No. of alarms and Scenario.

On the other hand, Response time and Group present lower MI scores
(0.04 and 0.01, respectively). The low score for Group suggests a mini-
mal direct impact on the error variable within the context of this study.
Similarly, the relatively low MI for Response time indicates that while
response time affects the error variable, its influence is less significant
compared to the number of alarms and scenario conditions.

It is important to note that Reaction time is not present in the MI
analysis. This absence is due to the application of the entropy-based
discretisation algorithm. The algorithm determines optimal cut points
for continuous variables by maximising the class-attribute interdepen-
dence. In this case, the algorithm could not find any threshold for Re-
action time that would significantly improve the prediction of the error
variable. This indicates that Reaction time has no discernible connection
with the error variable, reinforcing its lack of predictive power within
the context of our study.

In summary, the mutual information analysis identifies No. of alarms
and Scenario as the most significant predictors of the error variable.
These insights are crucial for developing targeted strategies to minimise
errors in operations. By focusing on these key variables, it is possible to
enhance operational performance and reduce the incidence of errors.

6.4.2. Outcome per group and scenario

Table 14 presents the probability of success for each group across
three different scenarios (S1, S2, and S3). The success probabilities pro-
vide insight into the effectiveness of different operational setups and
technologies in achieving desired outcomes under varying conditions.

Scenario 1 (S1): All groups demonstrated a high probability of suc-
cess, with Group 1, Group 2, and Group 3 each achieving a 0.99 proba-
bility of success, and Group 4 slightly lower at 0.98. This indicates that
under less challenging conditions, the presence of alarm prioritisation,
digital procedures, or Al decision support does not significantly affect
the probability of success, as all groups perform at a near-optimal level.

Scenario 2 (S2): The differences between groups become more ap-
parent in this scenario. Group 2, which uses alarm prioritisation, showed
a substantial improvement with a probability of success at 0.87, com-
pared to Group 1’s 0.69. Group 3, with digital procedures, had a success
probability of 0.86, slightly lower than Group 2 but still significantly
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Fig. 12. Mutual information between the error and the feature variables. The entropy of the error H(error) can be seen on the right.

Table 14
Probability of success for each group across scenarios
for each group and scenario according to the TAN model

built.
Scenario Group 1 Group 2 Group 3 Group 4
S1 0.99 0.99 0.99 0.98
S2 0.69 0.87 0.86 0.91
S3 0.22 0.52 0.36 0.31

higher than Group 1. Group 4, which incorporates Al decision support,
achieved the highest success probability at 0.91. These results suggest
that alarm prioritisation, digital procedures, and Al decision support all
contribute to improved performance in moderately challenging condi-
tions, with AI providing the most significant benefit.

Scenario 3 (S3): This scenario presents the most challenging con-
ditions, where the probability of success drops considerably across all
groups. Group 1, without any advanced systems, has the lowest success
probability at 0.22. Group 2’s success probability improves to 0.52, in-
dicating that alarm prioritisation offers a significant advantage. Group
3’s probability is 0.36, showing that the use of the digital procedure in-
creased the error rate compared to the paper-based procedure. Group 4,
with Al support, has a success probability of 0.31, which, while better
than Group 1, is lower than both Groups 2 and 3. This suggests that un-
der highly challenging conditions, alarm prioritisation with paper-based
procedures provides the greatest benefit, and the addition of Al support
does not perform as well as expected, potentially due to the complexity
of the scenario or the need for further refinement of Al tools.

Overall, the data indicate that while all advanced systems (alarm pri-
oritisation, digital procedures, and Al decision support) improve success
probabilities, their effectiveness varies depending on the scenario’s com-
plexity. The DSS group performed better in moderate complexity, and
the paper-based procedure with alarm rationalisation performed better
in complex scenarios.

7. Discussion

This study examined control room operator performance through
two complementary analytical lenses: statistical comparison of support
configurations and predictive modelling of operator error. Together,
these approaches provide insights into which support technologies im-
prove performance and why certain operational metrics predict success-
ful alarm response.

7.1. Integration of support configuration and predictive modelling findings

The convergence between statistical analysis and predictive mod-
els strengthens confidence in our key findings. Alarm rationalisation’s
significant impact in reducing S3 error rates (G1 vs G2: p=0.034) is
reflected in both predictive models, which show substantial probabil-
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Table 15
Performance comparison of BN and LR models.

Metric TAN Model  Step-wise LR Model
Accuracy 89.5% 86%

Precision 83.8% 76.9%

Recall 77.8% 71%

F1 Score 80.7% 74%

ROC-AUC  93.4 93%

ity differences: BN predicted 22% success for G1 versus 52% for G2 in
S3, while LR showed 31% versus 38% improvement. This consistency
across analytical methods confirms alarm rationalisation’s critical value
during alarm flooding conditions.

However, the limited overall predictive importance of "Group" (sup-
port type), ranked last in TAN’s mutual information analysis (MI=0.01)
and third in LR despite statistical significance, reveals an important nu-
ance. While specific group comparisons showed significant differences
for individual variables, support type does not consistently predict error
across all scenarios. This apparent contradiction resolves when consider-
ing context-dependency: alarm rationalisation matters intensely during
alarm floods (S3) but provides little advantage when alarm rates are
manageable (S1, S2). The use of DSS shows similar context-dependent
patterns with a positive impact in simple and moderate complexity sce-
narios. Thus, "Group" exhibits low overall mutual information with error
despite scenario-specific statistical significance.

The predictive models identified the number of alarms and scenario
complexity as dominant error predictors, with behavioural metrics like
mimics opened, and response time contributing secondary predictive
value. This relates to the finding of [6] that the most important features
to predict operator workload were the number of alarms and the amount
of operator-system interaction.

7.2. Comparison of Bayesian network and logistic regression approaches

While both methods demonstrated strong predictive capabilities,
they offered unique insights and diverge in some aspect.

Both the TAN model and the step-wise LR model showed high pre-
dictive accuracy.

Table 15 presents a comparative analysis of the performance met-
rics between the TAN model and the Step-wise LR model. Both models
demonstrate strong predictive capabilities, with the TAN model slightly
outperforming the LR model across all metrics. The TAN model achieves
higher accuracy (89.5% vs. 86%), precision (83.8% vs. 76.9%), recall
(77.8% vs. 71%), and F1 score (80.7% vs. 74%). The ROC-AUC scores
are nearly identical, with the TAN model at 93.4 and the LR model at
93%. These results indicate that while both models are effective in pre-
dicting operator errors, the BN approach (TAN) provides marginally bet-
ter overall performance, particularly in terms of precision and recall.
This suggests that the TAN model may be slightly more reliable in iden-
tifying control room operator error and minimising false positives.
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Table 16
Ranked key predictors identified by BN and LR models.

TAN Mutual Information Analysis Step-wise LR

1. No. of alarms 1. Scenario

2. Scenario 2. No. of alarms
3. Acknowledgements 3. Group

4. Mimics opened 4. Mimics opened
5. Response time 5. Response time
6. Group 6. Reaction time

The two methods identified similar key predictors, but with some
notable differences. Table 16 summarises the most important variables
identified by each method.

Both of the models place the Number of alarms and scenario/task
complexity as the main factors influencing control room operator error.
The LR model placed more importance on the ’Group/type of support’
variable, which was less significant in the BN analysis. Conversely, the
BN model emphasised ’Acknowledgements’, which was not selected in
the final LR model. Also, neither model included reaction time as an
important predictor.

7.3. Unexpected findings and theoretical implications

Several findings challenge conventional assumptions about technol-
ogy and operator performance:

1. More technology # better performance in high complexity.
Group4’s Al-based DSS, despite superior performance in S1 and S2, did
not achieve consistently better outcomes in S3. The two predictive mod-
els diverge on this point: the BN predicted G2 (alarm rationalisation
+ paper procedures) outperforming G4 with 52% versus 31% success
probability, while LR suggested a marginal advantage for G4 (45% ver-
sus 38%). Critically, however, the statistical analysis revealed G4’s S3
advantages limited to alarm acknowledgement only (p =0.018), with no
significant improvement in error rate or overall performance. Taken to-
gether, these results suggest that under high complexity alarm flooding
conditions, the incremental benefit of Al decision support over alarm ra-
tionalisation alone is at best marginal and model-dependent, contradict-
ing assumptions that more advanced automation uniformly improves
outcomes.

Post-experiment observations revealed heterogeneous DSS usage
strategies in S3: some operators followed DSS recommendations strictly,
others cross-referenced with procedures (increasing cognitive load),
and some minimised DSS consultation under high workload. Addition-
ally, the DSS’s 10-s temperature adjustment recommendations in S3 are
better suited to automated rather than manual implementation, over-
whelming operators attempting continuous manual control. These fac-
tors suggest that interface design and human-automation interaction
principles become limiting factors under extreme stress, highlighting
that technology effectiveness depends critically on matching automa-
tion recommendations to human supervisory control capabilities.

2. Digital procedures showed inconsistent benefits. The tran-
sition from paper (G2) to digital procedures (G3) produced the most
ambiguous results. Statistical analysis showed faster S1 response times
(p=0.029) but lower S3 alarm acknowledgement (p=0.005). Predic-
tive models diverged on net impact: LR suggested modest improvement
(+3-5% success in S2-S3), while BN indicated degradation (-1% in S2,
-16% in S3).

This inconsistency likely reflects that digital procedure effective-
ness depends heavily on implementation quality, features like context-
sensitivity, seamless alarm system integration, and navigation design,
which may not have been optimally realised in this study’s implemen-
tation. Simply digitising paper content without a strong human factors-
informed interface design appears insufficient. This aligns with broader
findings that digitalisation benefits require more than technology adop-
tion; they demand thoughtful human-centred design.
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7.4. Practical implications for control room design

These findings carry several actionable implications:

Alarm rationalisation investment is justified, especially for alarm
flood scenarios. The clear benefits during S3’s alarm flooding, both in
statistical comparisons and predictive models, support prioritising alarm
rationalisation implementation. The effectiveness appears specifically
when needed: during information overload conditions, where filtering
reduces extraneous cognitive load.

Digital procedure implementation requires careful human factors de-
sign. The mixed results suggest that merely transferring paper proce-
dures to screens provides limited benefit. Effective digital procedures
likely require advanced features: context-aware guidance, real-time pro-
cess data integration, intelligent navigation, and seamless alarm system
coordination. Organisations considering digitalisation should carefully
invest in human factors evaluation and iterative design.

Al decision support systems need context-appropriate design and
training strategies. While DSS enhanced performance in simple-
moderate scenarios, limitations in S3 indicate important design prin-
ciples: (1) DSS recommendations should match human supervisory con-
trol capabilities rather than mimicking automated control loops, (2) op-
erators require training on when and how to use DSS across complexity
levels, (3) trust calibration matters, undertrust prevented some opera-
tors from leveraging DSS benefits, and (4) interface design must account
for competing attentional demands during extreme stress.

Real-time error prediction systems are feasible with accessible met-
rics. Both models achieved strong performance (> 86% accuracy, > 93%
ROC-AUC) using only behaviourally-derived metrics accessible from
standard control system historians: alarm counts, acknowledgement pat-
terns, mimic navigation, and response times. This enables practical de-
ployment without intrusive psychophysiological measurement equip-
ment. Control rooms could implement continuous error probability es-
timation to trigger support interventions, additional operator backup,
supervisory consultation, or temporary task simplification when error
risk exceeds thresholds.

7.5. Alignment with cognitive load theory and human-automation
interaction

The pattern of results aligns well with established theoretical frame-
works. Cognitive load theory explains alarm rationalisation’s scenario-
specific effectiveness: it reduces extraneous load during information
overload (S3) but provides minimal benefit when intrinsic load is man-
ageable (S1, S2). Similarly, digital procedures’ mixed results may reflect
competing effects, potentially reducing load through enhanced naviga-
tion but potentially increasing load through split-attention between mul-
tiple screens, with net effects depending on implementation quality and
scenario demands.

Human-automation interaction theory illuminates DSS limitations in
S3. Appropriate reliance on automation requires calibrated trust, a clear
understanding of automation capabilities and limitations, and interface
transparency, all of which become difficult to maintain during high-
workload alarm floods. The heterogeneous usage strategies and some
operators’ undertrust reflect this challenge. Moreover, the mismatch be-
tween DSS’s 10-s update recommendations and human manual control
capabilities exemplifies poor function allocation: assigning tasks to hu-
mans that exceed their temporal processing abilities while underutilis-
ing their adaptive problem-solving strengths.

7.6. Methodological contributions

This study demonstrates value in combining statistical group com-
parisons with predictive modelling. Statistical analysis identified which
support configurations improved which specific performance dimen-
sions across scenarios. Predictive modelling revealed which operational
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metrics most reliably forecast error and how support configurations ulti-
mately affect error probability. Together, they provide both mechanism-
level understanding and outcome prediction.

The use of both LR and Bayesian Networks proved complemen-
tary. LR provided transparent coefficient interpretation valuable for
stakeholder communication, while BN revealed conditional dependency
structures and enabled probabilistic inference with missing data. Their
convergence on key predictors (alarms, scenarios) strengthened confi-
dence, while their divergence on secondary predictors (Group impor-
tance) highlighted different aspects of predictor influence, direct linear
effects versus conditional dependencies.

The study also validates behavioural metrics from control system
historians as viable alternatives to psychophysiological measurements
for real-time error prediction, offering practical advantages for opera-
tional deployment: non-intrusiveness, no special equipment, automatic
logging, and retrospective analysis capability.

7.7. Limitations and future research directions

Several limitations warrant consideration. The simulated environ-
ment, while realistic, cannot fully capture operational complexities of
genuine industrial settings, including organisational factors, shift pat-
terns, fatigue, and long-term system familiarity. The student participant
population, though possessing fundamental process knowledge, differs
from experienced operators with developed heuristics and procedural
expertise. Future studies with professional control room operators in
operational settings would strengthen external validity.

The relatively modest sample size (n=23 per group) provides ade-
quate power for primary comparisons but may limit detection of smaller
effects or complex interactions. The digital procedure implementation
may not have realised full potential benefits; more advanced implemen-
tations with context-awareness and intelligent integration warrant in-
vestigation. Similarly, DSS interface refinement could address S3 limi-
tations, particularly by better matching recommendations to human su-
pervisory control capabilities.

A further limitation concerns the specification of the Logistic Regres-
sion model. As interaction terms were excluded in favour of parsimony
and to avoid overfitting, the LR model captures only the average effect
of support configuration across all complexity levels. Since the effect
of the Group variable is heterogeneous across scenarios, most notably,
alarm rationalisation providing significant benefit during alarm flood-
ing in Scenario 3 but a minimal advantage in simpler conditions, this
likely leads to a partial underestimation of its predictive importance in
the LR model.

A limitation of this study is that model performance was evaluated
using complete scenario data collected after scenario completion. While
this demonstrates which metrics predict outcomes and validates accu-
racy (TAN: 89.5%, LR: 86%), it does not evaluate the models’ capac-
ity for early error detection during ongoing scenarios. However, the
Bayesian Network framework employed here is inherently suited for in-
cremental prediction. As behavioural metrics accumulate progressively,
the BN can update error probability estimates using its probabilistic
inference capability for partially observed data. The current study es-
tablishes that these metrics predict outcomes; future research must de-
termine when, during scenarios, predictions become sufficiently reli-
able to trigger interventions. Specifically, future work should answer:
(1) At what time points do error probabilities stabilise enough to sup-
port intervention decisions? (2) Which metrics provide the earliest re-
liable signals? (3) What probability thresholds warrant different inter-
ventions (guidance, supervisor alert, task reallocation)? For example, if
error probability exceeds 0.70 at the 8-min mark in a 15-min scenario,
supervisory assistance could prevent failure through timely interven-
tion. This temporal analysis is critical for translating predictive models
into operational decision support systems that enable prospective error
prevention rather than retrospective classification.
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8. Conclusion

This study addressed three fundamental questions about control
room operator performance during alarm response scenarios: whether
operational data can predict alarm response success, which behavioural
metrics are most predictive, and how different support configurations
impact performance across varying task complexity levels. Our find-
ings establish that real-time behavioural metrics accessible from stan-
dard control system historians, alarm counts, acknowledgement pat-
terns, mimic navigation, and response times can reliably predict op-
erator error. Both Logistic Regression and Bayesian Network models
achieved strong predictive performance, demonstrating practical fea-
sibility for continuous error probability monitoring without intrusive
measurement equipment. The number of alarms and scenario complex-
ity emerged as dominant predictors across both analytical approaches,
with secondary contributions from acknowledgement patterns, mimic
navigation, and response times. The comparative evaluation of support
configurations revealed context-dependent effectiveness that challenges
simplistic assumptions about technology and performance. Alarm ratio-
nalisation provided clear value during information overload conditions.
Digital procedures showed benefits in response efficiency for simple sce-
narios but presented implementation challenges requiring careful hu-
man factors design. Al-based decision support enhanced performance in
moderate complexity scenarios yet exhibited limitations during extreme
complexity, highlighting critical considerations for human-automation
interaction design, appropriate function allocation, and operator train-
ing strategies. Methodologically, this work demonstrates the value of
combining statistical group comparisons with predictive modelling, us-
ing complementary analytical techniques (LR and BN) to reveal both
direct predictor effects and complex conditional dependencies. The val-
idation of historian-derived behavioural metrics as viable alternatives
to psychophysiological measurements addresses a significant practical
barrier to operational deployment of real-time performance monitoring
systems. Future research should focus on temporal aspects of error pre-
diction, determining when during scenarios predictions become suffi-
ciently reliable to trigger interventions, and validation with experienced
operators in operational industrial settings.
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