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Abstract—Technology scaling has increased the vulnerability of
sequential logic to radiation-induced single-event upsets (SEUs),
motivating radiation-hardened flip-flop designs with low over-
head. This paper presents a radiation-hardened D flip-flop (DFF)
based on a node- and layout-aware hardening methodology. By
selectively reinforcing the most sensitive internal nodes instead
of uniformly hardening the entire circuit, the proposed design
effectively mitigates SEUs with limited performance penalty.
Compared with a standard DFF, the hardened design signifi-
cantly lifts the SEU resilience while incurs modest cost (area
1.05x, power 1.56x, and delay 1.51x) and achieves a reduced
Area—Power-Delay Product (APDP) of 2.47x. When applied in
a triple modular redundancy (TMR) system, the proposed DFF
reduces the system-level error rate from 0.32% to 0.068% (ap-
proximately 21% of the baseline), demonstrating its effectiveness
for radiation-tolerant systems.

Index Terms—D-Flip-Flop, SEU, Circuit-layout co-analysis,
TMR

I. INTRODUCTION

Modern electronic systems are increasingly deployed in
radiation-intensive environments such as outer space, high-
altitude avionics, and nuclear instrumentation, where high-
energy particles—including heavy ions, protons, and neu-
trons—can deposit transient charge in semiconductor devices
and induce single-event effects (SEEs). Among these effects,
single-event transients (SETs) manifest as short-lived voltage
or current pulses and may be converted into single-event
upsets (SEUs) when captured by clocked storage elements.
Technology scaling has further exacerbated SEU susceptibility,
as reduced feature sizes, lower supply voltages, and shrinking
node capacitances collectively decrease the critical charge
Qerit required to upset a storage node. As a result, SEUs
have become a critical reliability concern in sequential circuits,
since radiation-induced bit flips stored in memory elements or
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flip-flops can propagate through downstream logic and lead to
system-level functional failures.

Within sequential logic, the D flip-flop (DFF) is one of
the most basic and vulnerable standard cells, as its internal
cross-coupled storage nodes can readily latch incorrect values
following a particle strike. Conventional transmission-gate or
master—slave DFF architectures offer little intrinsic radiation
tolerance, and their resilience further degrades with continued
voltage and geometry scaling. To mitigate SEUs, a wide
range of radiation-hardened-by-design (RHBD) techniques has
been proposed, including spatial redundancy (e.g., Duplication
with Comparison (DWC) [1] and Triple Modular Redun-
dancy (TMR) [2], [3]), transistor-level hardening [4], [5],
temporal redundancy [6], hardened storage cells such as Dual
Interlocked Storage Cells (DICE) [7], [8], and layout-level
hardening approaches [9], [10]. Among these, spatial redun-
dancy—particularly TMR—provides strong fault-masking ca-
pability and remains widely adopted in safety-critical systems
despite its substantial area, power, and delay overheads, owing
to its architectural simplicity and robustness.

Although extensive prior work has sought to balance re-
liability improvement against design overhead, many existing
hardened flip-flop designs still incur significant area and power
penalties. This inefficiency largely stems from uniform hard-
ening applied at the cell level without fully leveraging node-
level sensitivity information, leading to unnecessary protec-
tion of relatively robust nodes. Moreover, the correspondence
between schematic-level hardening strategies and physical
layout attributes is often insufficiently addressed, despite the
growing importance of three-dimensional charge collection
and particle track effects in nanoscale FinFET technologies.
These limitations motivate a more systematic and layout-
aware hardening methodology that selectively targets the most
vulnerable circuit nodes.

In this paper, we propose a novel radiation-hardened D
flip-flop implemented in a 7 nm FinFET technology using



2 Sensitive nodes

L1 Duplicated transistors

Fig. 1: Schematic structure of the proposed radiation hardened
DFF

the ASAP PDK [11]. The proposed methodology systemat-
ically evaluates node-level sensitivity through Linear Energy
Transfer (LET)-driven fault injection at the schematic level
and complements this analysis with three-dimensional, layout-
aware particle strike simulations. Based on the extracted upset
LET thresholds (LET}y,), the most vulnerable internal nodes
are identified and selectively hardened using targeted tech-
niques, including localized transistor duplication and resizing.
By explicitly accounting for both circuit-level sensitivity and
physical layout effects, the proposed design enhances radiation
resilience while minimizing area, power, and performance
penalties.

To validate the effectiveness of the hardened DFF, it is
integrated into a triple modular redundancy (TMR) architec-
ture and evaluated under particle fault injection. Simulation
results demonstrate that TMR systems constructed with the
proposed hardened DFF achieve substantially lower error rates
than baseline implementations using unhardened cells, while
incurring only modest and acceptable increases in area and
delay overhead.

The remainder of this paper is organized as follows. Section
IT presents the proposed design methodology and hardened
DFF structure. Section III discusses experimental results,
including fault injection analysis and reliability evaluation in
the TMR case study. Section IV concludes the paper.

II. DESIGN OF HARDENED DFF

The schematic of the proposed radiation-hardened D flip-
flop is shown in Fig. 1. The design flow comprises two
complementary and parallel analyses: a static, topology-based
node sensitivity assessment and a dynamic, physics-informed
evaluation of overall circuit radiation response. The static
analysis quantifies the vulnerability of each internal node by
determining its L E'T}y,, defined as the minimum injected LET

required to induce a bit flip at the DFF output. In parallel, the
dynamic analysis models the interaction between ionizing par-
ticles and the physical layout of the DFF to identify sensitive
layout regions and to extract voltage transients generated by
particle strikes. These transient waveforms are subsequently
used for fault injection to evaluate the SEU error rate of
the cell before and after hardening, thereby quantifying the
resulting resilience improvement. Guided by the outcomes
of both analyses, selective hardening techniques—including
targeted transistor duplication and device resizing—are applied
to the most vulnerable nodes, with the specific technique
chosen based on each node’s sensitivity and physical layout
location. The effectiveness of the proposed hardening strategy
is assessed by comparing SEU error rates before and after
hardening.

In static analysis, SETs are modeled by the messenger’s
equation (1) in HSPICE as current sources injected at each
circuit node, where Q.. is the collected charge, 7, (1.64 x
107195) is the charge-collection time constant, 75 (5x 10711 s)
is the ion-track establishment constant, and L (21 nm) is the
charge-collection depth. The collected charge Q.on varies
with the LET, which ranges from 5 to 80 MeV-cm?/mg in
5 MeV-cm?/mg steps, to cover the LET range (less than
77MeV~cm2/mg) of particles below an altitude of 720 km [12].
The results of the static analysis for the baseline (unhardened)
DFF are shown in Fig. 2(a). The distribution of node-level
LETy, indicates that nodes MH, PD2, PD4, and SH exhibit
significantly higher vulnerability than the remaining internal
nodes.

I(t) = Qe (e_t/T" — e_t/ﬂs)

Ta — T8

Qcon = 10.8 x L x LET

)

The static analysis assumes a worst-case scenario in which
ionizing particles directly strike sensitive regions and deposit
their full energy. In contrast, the dynamic analysis provides
a more realistic assessment by accounting for the spatial
distribution of particle interactions and the fact that not all
particle strikes result in significant charge collection at sen-
sitive nodes. The dynamic analysis is performed using a 3-D
particle traverse simulation tool [13] and begins with a scan-
based simulation in which particle strikes are swept across
the DFF layout with a spatial stride of 10 nm. This process
generates a radiation-sensitivity heatmap of the cell layout.

Fig. 3 presents the sensitivity heatmap of the baseline
DFF under irradiation by 124 o35+ ions, selected from the
ion spectrum of the UCL Heavy lon Facility (HIF) [14].
The horizontal and vertical axes represent the physical layout
dimensions normalized to the scan resolution, while the color
scale encodes the normalized radiation sensitivity. The regions
of highest sensitivity in the heatmap spatially correspond
to the internal nodes identified as most vulnerable by the
static analysis, thereby validating the consistency between
schematic-level and layout-aware evaluations.
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Fig. 2: LET;y, of internal nodes of (a) the baseline DFF and
(b) the proposed radiation hardened DFF.
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Fig. 3: Sensitivity heatmap of the baseline DFF.

Following the scan-based sensitivity analysis, a Monte Carlo
particle interaction simulation was performed using the same
3-D simulation tool. The tool emulates particle traversal
through the complete material stack defined by the circuit’s
GDSII layout, computing the energy deposition along each
particle trajectory and converting it into the corresponding
voltage transients. For each ion species, 3,000 particle strikes
were simulated, generating transient pulses characterized by
their amplitude, duration, and waveform shape. Ion species
ranging from carbon (C) to xenon (Xe) were analyzed. The
resulting transient spectra were subsequently injected into the
circuit to evaluate the SEU error rate.
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Fig. 4: Layout of (a) baseline DFF, and (b) proposed hardened
DFF.

Based on the combined static and dynamic analyses, the
most sensitive nodes were selectively hardened using different
mitigation strategies. Prior work has shown that, in FinFET-
based circuits with relatively high drive strength, transistor
duplication can achieve radiation hardening comparable to
transistor resizing, often with lower layout overhead. This is
because, in 7 nm layouts, increasing the number of fins beyond
three typically requires additional lateral routing space, result-
ing in increased area cost. In the proposed 7 nm DFF, however,
sufficient internal layout space exists to resize the transistors
associated with nodes MH, PD2, and PD4 without increasing
the overall cell area. Consequently, transistor resizing was
applied to harden these nodes, while transistor duplication was
selectively employed to harden node SH, where resizing would
incur greater layout overhead.

Through this selective hardening strategy, the proposed
design achieves a substantial improvement in SEU resilience
while minimizing area overhead. The resulting node-level
LET;, values of the hardened DFF are shown in Fig. 2(b),
where a clear increase in LETyy, is observed. Fig. 4 compares
the layouts of the baseline DFF and the proposed hardened
DFFE. For clarity, only the Gate Cut, Active, and Metall
layers are shown. A slight area increase is observed in the
hardened design. Table I summarizes the normalized overhead
comparison among the proposed DFF, the standard DFF, and
other hardened implementations. The results demonstrate that
the proposed design not only minimizes area overhead but also
achieves a significantly reduced Area—Power—Delay Product
(APDP) compare to prior hardened DFFs.

The SEU cross-section of plain and hardened DFF is shown
in Fig. 5, with the BRAM bit cross-section extracted from [15]
is presented as a reference, where the author irradiated a 7nm
FPGA with heavy ions, demonstrating the consistency between
the simulated data and the results from the experimental
campaign.



TABLE I: Comparison of area, power, delay, and APDP

normalized to the standard DFF.

Cell Area Power Delay APDP
(vs. Std. (vs. Std. (vs. Std.
DFF) DFF) DFF)
Std. DFF 1.00 1.00 1.00 1.00
BISER [16] 2.33 1.88 2.38 10.43
DAD-FF [17] 2.25 1.69 1.50 6.70
TH-FF [18] 345 1.65 1.03 5.86
HPRH-FF [19] 2.33 2.06 0.94 4.53
Proposed DFF 1.05 1.56 1.51 2.47
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Fig. 5: SEU cross-section comparison.

III. EXPERIMENTAL RESULTS

The proposed radiation-hardened D flip-flop was integrated
into a TMR architecture to evaluate its error rate under high-
energy radiation conditions. TMR is one of the most widely
adopted fault-mitigation techniques in safety-critical systems
due to its strong fault-masking capability. The resilience evalu-
ation was conducted using particle-strike-based fault injection.
Specifically, 3,000 simulations of 1245635+ jon strikes were
performed on the layout of the DFF-based TMR system.
The resulting transient pulses were then injected into the
corresponding schematic-level circuits using HSPICE.

The register-transfer-level (RTL) structure of the TMR sys-
tem is shown in Fig. 6(a). The design consists of three repli-
cated DFF instances followed by a majority voter, illustrated
in Fig. 6(b). Each DFF receives an independent data input D
while sharing a common clock signal, thereby avoiding the
introduction of additional temporal redundancy. The voltage
transients generated by ionizing particle strikes were randomly
injected into individual DFF modules. An error was recorded
only when an incorrect value appeared at the output of the
majority voter, ensuring that the fault-masking behavior of the
TMR architecture was properly evaluated.

Experimental results demonstrate that the TMR system
constructed using the proposed hardened DFF exhibits a
substantially lower SEU error rate than a baseline TMR imple-
mentation composed of standard DFFs, while incurring only
minimal additional power consumption and timing overhead.

— D Q
Flip-Flop Ql—
> Q2—
D2 b q Voter )
Flip-Flop Logic Ql—]
> a3 — Q
D3 | D Q
Flip-Flop Q22—
Q3—]
clk
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Fig. 6: TMR structure (a) and majority voter structure (b) .

TABLE II: Comparison between standard TMR and TMR built
with the proposed DFF.

Characteristi Standard TMR with
aracteristics TMR Proposed DFF
Error rate 0.32% 0.068%

Td,rise [ps] 51.8 62.0
Tg.tan [ps] 60.2 62.8
Average power 2.07B-6 2.67B-6

consumption [W]

Table II summarizes the quantitative comparison between
the standard TMR and the TMR architecture implemented
with the proposed hardened DFF. The results show that
incorporating the proposed DFF reduces the SEU error rate of
the TMR system to approximately 21% of that observed with
standard cells. Although delay optimization is not a primary
objective of this work, the proposed hardening strategy does
not introduce a significant timing penalty when compared
with other hardened solutions. Notably, the delay increase is
primarily observed on the output rising edge, while the falling
edge delay exhibits only a negligible increase. These results
indicate that the proposed design achieves a favorable trade-off
between radiation resilience and performance overhead.

IV. CONCLUSION

This work proposed a node- and layout-aware radiation-
hardened D flip-flop that targets SEU mitigation with minimal
overhead. By identifying and selectively hardening the most
vulnerable internal nodes, the design avoids excessive circuit-
level redundancy while maintaining robust radiation resilience.
The proposed DFF incurs modest cost in terms of area (1.05x),
power (1.56x), and delay (1.51x) relative to a standard DFF,
while achieving an APDP of 2.47x, the lowest among the
researched hardened DFF designs. In a TMR configuration,
the use of the proposed DFF reduces the system-level error
rate from 0.32% to 0.068%, corresponding to approximately
21% of the baseline error rate. These results demonstrate that
selective, node-level hardening guided by layout awareness is
an effective approach for designing high-reliability sequential
elements in radiation-prone environments.
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