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ABSTRACT The rapid electrification of the automotive industry has made the electromagnetic compatibility
(EMC) of battery management systems (BMS) a crucial factor in ensuring vehicle safety and reliability.
In this paper, the susceptibility of a vertical interface (VIF) to electromagnetic interference (EMI) for digital
data transfer between galvanically isolated IC modules is addressed at the IC level. The study begins with
a system-level preliminary experimental susceptibility assessment using direct power injection (DPI) tests
in compliance with ISO 11452-7. Leveraging transistor-level simulations and fundamental circuit analysis,
the primary failure mechanisms and their root causes are identified and mitigated through targeted IC-level
countermeasures. The efficacy of these countermeasures is verified via accurate transistor-level simulations
and experimental measurements on a test chip fabricated in 110 nm BCD technology. A dual-transceiver
peer-to-peer communication setup is employed to rigorously assess the robustness of the bidirectional link
under EMI excitation. Experimental results demonstrate a robustness enhancement exceeding 15 dB within
the critical 1–10 MHz frequency range, significantly improving the interface’s most vulnerable band. This
enhancement ensures full compliance with the stringent requirements of automotive BMS applications.

INDEX TERMS Battery management systems (BMS), vertical interface (VIF), electromagnetic interference
(EMI), electromagnetic compatibility (EMC), direct power injection (DPI).

I. INTRODUCTION
The widespread adoption of lithium-ion (Li-ion) technology
in electric and hybrid electric vehicles (EVs/HEVs) necessi-
tates the development of robust battery management systems
(BMS) to ensure their safe and reliable operation [1]. The
fundamental role of a BMS is to protect individual battery
cells, extend their service life, and enhance cycle efficiency.
This functionality is particularly critical in lithium-ion
battery technology, where protection against overcharging
and thermal excursions is essential to prevent cell degradation
or catastrophic failure. To ensure safe operation, continuous
monitoring of battery parameters, including cell voltage,
temperature, and communication integrity, is performed.

The associate editor coordinating the review of this manuscript and

approving it for publication was Mohamed Kheir .

Detected anomalies are subsequently communicated to the
central control unit.

In this context, electromagnetic interference (EMI) poses a
significant threat to BMS operation, particularly in the harsh
automotive environments, where high switching currents,
long wiring harnesses, and compact module integration
create strong sources and coupling paths for interference.
Such disturbances can impair analog signal acquisition and
digital signal transmission, leading to potential system-level
malfunctions [1].

Due to these risks, several studies have investigated the sus-
ceptibility of BMS circuits to EMI, consistently demonstrat-
ing that digital communication interfaces for inter-module
data transfer are significantly more vulnerable than their
internal analog sensing circuitry [2], [3]. Initial investigations
revealed that communication errors appeared at specific EMI
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frequencies, identifying inter-module links as the dominant
failure point [4]. Subsequent studies reinforced this result
through standard electromagnetic compatibility (EMC) tests,
including direct power injection (DPI) and bulk current
injection (BCI) [5], [6]. These tests experimentally con-
firmed communication failures, their frequency-dependent
behavior, and the underlying coupling mechanisms [7], [8],
[9], [10].
In response, several countermeasures have been pro-

posed to improve the robustness of communication [11].
Some approaches introduce digital-domain solutions, such
as proportional-integral-derivative (PID) based clock-data-
recovery (CDR) schemes, to mitigate EMI-induced timing
distortions [12]. Others focus on system-level mitigation,
including optimized shielding or cable routing to reduce
EMI coupling onto data lines [13] and under standardized
tests [14], [15]. A further system-level approach is to
coordinate the timing of communication with respect to
switching noise, thereby reducing the probability that noise
and sampling instants coincide [16]. Other works have
addressed mitigation mainly through external means, such as
filtering, shielding, or link-level architectural choices [17],
[18], [19].

In parallel, other sources show that EMI mitigation is
often associated with measurable implementation trade-
offs. Hybrid active/passive filters can improve attenuation
and reduce the required common-mode-choke inductance,
but at the cost of increased component count, weight,
volume, and cost [20]. Vehicle-level differential-mode filter-
ing and complete traction-voltage-system simulations have
also been shown to reduce resonance-related conducted
EMI. However, they require subsystem-level impedance
information and operate at the vehicle-integration level [21].
Package-level optimization of SiC power modules has
demonstrated that reducing parasitic capacitance can lower
common-mode EMI and switching losses, but this requires
dedicated package and layout co-design [22]. Algorithmic or
redundancy-based methods can improve decision robustness
under EMI-induced communication errors, but they do not
directly suppress the physical coupling or circuit-level failure
mechanisms [23]. In addition, studies on analog ICs have
shown that conducted EMI can induce large DC offsets
in operational amplifiers through nonlinear mechanisms
and capacitive coupling to IC terminals, further motivating
circuit-level EMI analysis [24].

Despite these advances, the IC-level origin of EMI-induced
failures within the transceiver has remained relatively
unexplored, particularly regarding nonlinear device behavior,
temporary symmetry breaking in the signal path, and the
propagation of common-mode disturbances into sensitive
internal nodes. This work addresses that gap by providing an
IC-level analysis of EMI susceptibility in a capacitive VIF
for automotive BMS applications, identifying the dominant
failure mechanisms, and validating targeted integrated coun-
termeasures through simulations and measurements.

To place the proposed solution in this context, Table 1
benchmarks representative EMI-robustness approaches using
the main EMI-related result reported in each source, together
with compact indicators of implementation overhead and
power impact. In contrast to approaches acting mainly at
the board, package, converter, or system level, the method
proposed here directly targets the dominant internal failure
mechanisms of the transceiver. This enables a measured DPI
immunity improvement without requiring additional off-chip
EMC hardware or changes to the overall communication
architecture.

The rest of the paper is organized as follows. Section II
provides an in-depth discussion of the VIF architecture
considered in this work, detailing its data transmission
mechanism and key circuit components. Section III intro-
duces the DPI test setup and procedure used to assess
the VIF’s immunity through experiments, as well as a
simulation-oriented model of this setup. Section IV analyzes
the EMI-induced failure mechanisms and proposes targeted
circuit-level solutions. Section V validates the effectiveness
of the proposed approaches through detailed simulations and
measurements. Finally, Section VI draws some conclusions.

II. VIF ARCHITECTURE
A typical BMS architecture incorporating a VIF is illustrated
in Fig. 1. It comprises multiple front-end integrated circuits
(FEICs), each monitoring a subset of the series-connected
cells. The number of cells that a single FEIC can handle
is limited by the maximum voltage that its semiconductor
technology can withstand. Since different FEICs operate at
different reference potentials within the battery stack, they
must be galvanically isolated from one another; consequently,
capacitive [29], [30], or transformer-based coupling [31] is
required in differential data lines connecting the different
FEICs.

In this work, the capacitively coupled VIF of a BMS
IC integrated in 110 nm bipolar-CMOS-DMOS (BCD)
technology is analyzed, and its susceptibility to EMI is
investigated at the IC level. A functional diagram of the VIF
is depicted in Fig. 2. The off-chip network is connected to the
transceiver’s differential input/output pins (ISO+ and ISO–
). It consists of two series resistors (RSER) for ESD current
limiting, two filtering capacitors (CFIL) for high-frequency
noise suppression, two high-voltage AC-coupling capacitors
(CCPL), and an unshielded twisted-pair cable acting as the
communication bus. The on-chip part, represented by the
blocks within the dashed lines in Fig. 2, includes two internal
series resistors (RDEV ), the VIF transmitter and receiver,
a low-dropout (LDO) regulator, a common-mode voltage
source, and an internal switched termination resistor (RTER).
These resistive elements are sized to achieve a total series
impedance of 120�, matching the characteristic impedance
of the twisted-pair cable. The specific values for the
passive components in the VIF network are summarized in
Table 2.
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TABLE 1. Representative semi-quantitative benchmarking of EMI-robustness approaches and comparison with the proposed IC-Level countermeasure
strategy.

FIGURE 1. A typical BMS structure.

TABLE 2. VIF passive component values and parameters.

The VIF transceiver employs a proprietary differential
signaling protocol operating at 4Mbit/s, as illustrated in
Fig. 3. In detail, the communication protocol encodes data
bits into differential pulses: a logic ‘‘1’’ is encoded as a
positive differential (high) pulse of 62.5 ns followed by a

FIGURE 2. Schematic view of the VIF considered in this work.

FIGURE 3. VIF protocol waveforms.

negative (low) pulse of 62.5 ns; conversely, a logic ‘‘0’’ is
encoded as a low pulse followed by a high pulse. Amandatory
idle phase of 125 ns separates each bit.

Electrically, each differential pulse is generated by driving
the complementary switches SH and SL in the transmitter.
To create a positive differential pulse, the SH switches
connect the upper branch to the supply voltage (VDD =
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FIGURE 4. Flowchart of the DPI test procedure.

5V) and the lower branch to ground. Conversely, a negative
pulse is obtained by closing SL and opening SH . Initially,
the transmitter’s internal termination resistor (RTER in Fig. 2)
is connected across the lines to provide source termination;
it is subsequently disconnected for the remainder of the
idle phase to minimize quiescent power consumption. This
two-step process ensures that the line remains stable during
idle periods, reducing power consumption and preparing the
system for the next data transmission.

At the receiver side, the VIF differential signals are
processed by two voltage comparators, which detect when the
differential input signal crosses predefined threshold voltages
(VthP and VthM in Fig. 3), set to ±20mV to ensure reliable
signal recovery. The comparators’ output triggers internal
digital logic that reconstructs the transmitted bits.

To assess the EMI susceptibility of this architecture,
Section III describes the results of Direct Power Injection
(DPI) testing [32]. The analysis of the failure mech-
anisms uncovered by these tests is then presented in
Section IV.

III. DPI TEST SETUP
This section describes the DPI test method, performed
in compliance with IEC 62132-4 [32] to assess the EMI
susceptibility of the initial VIF prototype. Simulations were
then used to replicate this test and gain insight into the
observed failure mechanisms. The overall automated test
procedure is summarized in Fig. 4.

A. EXPERIMENTAL TEST SETUP
In DPI tests performed in compliance with IEC 62132-4,
a controlled RF disturbance is injected into the device under
test (DUT) through a capacitive coupling network, as shown
in Fig. 5.
The experimental arrangement used for these measure-

ments is illustrated in Fig. 6, comprising a photograph of the
laboratory bench (Fig. 6 (a)) and a corresponding functional
block diagram (Fig. 6 (b)). While official compliance trials
were conducted in a shielded chamber, the bench setup in
Fig. 6 (a) was specifically developed to replicate the chamber
environment for thorough debugging and correlation. The
setup includes an RF generator, an amplifier, and a power
meter. An oscilloscope is also used for signal monitoring.
The DUT is mounted on a dedicated test board and

FIGURE 5. DPI test structure for the proposed VIF.

FIGURE 6. Experimental DPI test setup: (a) photograph of the laboratory
bench and (b) functional block diagram of the measurement.

connected to power supplies and a PC for control and data
logging.

A microcontroller serves as the communication leader,
coordinating data transfer between the two identical VIF
transceivers integrated on the same DUT. Digital data from
the computer is transferred via the microcontroller to one VIF
interface, which acts as the transmitter. This VIF transmits
the differential signal through the off-chip network and the
unshielded twisted-pair cable to the receiving interface on
the die. The second VIF acts as the receiver, reconstructing
the digital data and sending it back to the computer via the
microcontroller for final comparison.

In the ISOH-TX mode, the DUT transmits data from the
ISOH port to the ISOL port. Conversely, in the ISOH-RX
mode, the data path is reversed: the DUT transmits from
the ISOL port and receives the signal at the ISOH port.
This loopback structure, featuring independent transmitter
and receiver roles for each interface, enables a comprehensive
assessment of bidirectional link robustness on a single chip.
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FIGURE 7. Comparison between the measured susceptibility levels of the
VIF in transmitter (ISOH-TX) and receiver (ISOH-RX) modes, and the
susceptibility level obtained from simulation.

The direction of differential data transfer is selected
through the graphical user interface (GUI) control. Regard-
less of the data flow direction, the RF disturbance is
consistently injected into the ISOH pin to establish a uniform
interference reference. After each transmission cycle, the
microcontroller retrieves the reconstructed data, compares
it with the original sequence, and logs any mismatch as a
communication failure.

B. MEASUREMENT RESULTS
The susceptibility levels for the two operating modes were
measured and are plotted in Fig. 7 (see the ISOH-TX and
ISOH-RX curves).

A key observation from these results is that the VIF’s EMI
susceptibility is worse at low frequencies, with all communi-
cation failures occurring between 1MHz and 10MHz. Above
10MHz, the device showed no failures even at the maximum
injected power of 36 dBm.

An analysis of the communication failures revealed two
primary failure mechanisms. The first is data loss, which
occurs when the differential voltage at the comparator inputs
1VCOMP = VCOMP+ − VCOMP− fails to cross the required
threshold voltage Vth (see Fig. 5). The second, more complex
mechanism involves the generation of unintended pulses
during the idle phase, leading to errors in two distinct ways,
as illustrated in Fig. 8 and described hereafter.

1) COMPLETE IDLE-PHASE PULSE DISTORTION
An unintended pulse persists through the entire idle phase
and merges with the subsequent data pulse, rendering the
bit unrecognizable (red-shaded region in Fig. 8). This type
of failure occurs when the idle phase and the following data
pulse activate the same comparator.

2) PARTIAL IDLE-PHASE PULSE DISTORTION
An unintended pulse appears in the second half of the idle
phase. It disrupts the encoding process, leading to erroneous
interpretation of data bits. Specifically, if a negative (or
positive) pulse is generated during the idle phase just before

FIGURE 8. Different communication errors observed due to idle phase
misbehavior.

a logic ‘‘1’’ (or ‘‘0’’), the receiver mistakenly decodes it as
a logic ‘‘0’’ (or ‘‘1’’). This behavior is highlighted in blue
in Fig. 8. Such errors occur when the idle-phase pulse and
the first pulse of the subsequent data bit activate opposite
comparators.

C. SIMULATION SETUP AND MODELING
To investigate the root causes of failures at the IC level,
a model of the DPI test-bench has been implemented in
the Cadence Virtuoso environment and analyzed in the
time domain using Spectre. The on-chip circuitry was
modeled using MOSFET and passive device models from
the STMicroelectronics BCD Process Design Kit (PDK).
In contrast, off-chip passive components are modeled as
ideal elements. At the relatively low frequencies of interest
(below 10MHz), high-frequency parasitics such as equivalent
series resistance (ESR) and cable resonance effects are
negligible and therefore have been omitted. The twisted-pair
cable is modeled as a simple lumped connection for the
same reason: its length (less than 2m) is electrically short
at low frequencies. Therefore, detailed transmission-line
modeling [33], [34] is unnecessary.

D. SIMULATION VS. MEASUREMENT COMPARISON
The DPI simulation results are plotted in Fig. 7 and compared
with measurement results, revealing good overall agreement,
especially in the 1-10MHz frequency range where the VIF
is most vulnerable. The largest deviation is observed around
1MHz, i.e., near the onset of the critical susceptibility region.

In this condition, the measured susceptibility is determined
by the first occurrence of a communication failure, so even
a small difference in the internally disturbed waveform may
translate into an appreciable shift in the failure threshold
expressed in dBm. This sensitivity is particularly relevant
at low frequencies, where the RF period is comparable
with several VIF transmission intervals, and the relative
phase between the injected disturbance and the transmitted
bit sequence strongly affects the voltage margin at the
comparator input. This behavior was discussed in the
preliminary simulation study in [35], where low-frequency
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FIGURE 9. VIF structure with protective diodes.

failures were correlated with degradation of the comparator
input signal-integrity parameters. Moreover, the transfer path
between the RF injection point and the internal TX/RX
nodes includes filtering effects due to extrinsic elements
and parasitic components. Near the onset of the susceptible
region, small differences in this low-pass coupling path may
cause a notable shift in the measured threshold relative to
the simplified simulation model. Consequently, although the
exact threshold at 1MHz may differ, the simulation correctly
reproduces the vulnerable low-frequency region and the
dominant physical mechanisms responsible for the observed
susceptibility.

IV. FAILURE MECHANISMS ANALYSIS AND DISCUSSION
This section provides an in-depth investigation of EMI-
induced failure mechanisms at the IC level, aiming to identify
their root causes and propose effective mitigation strategies.

A. EMI-INDUCED LDO VOLTAGE REGULATOR FAILURES
In the proposed VIF architecture, an on-chip LDO regulator
is essential to provide a stable low-voltage supply to the
transceiver’s sensitive analog and digital blocks.

One specific failure mechanism identified through DPI
simulations concerns EMI-induced failures in the LDO
regulator [36], [37], [38]. In detail, during the positive
half-cycles of the DPI RF excitation, the voltage across the
ISO linesmay temporarily exceed theVIF transmitter’s LDO-
regulated supply voltage. Consequently, if one of the pull-up
switches in the transmitter is ON, the LDO regulator output
is directly driven by the ISO line at a high voltage through a
low impedance. This condition induces a large reverse current
into the regulator’s output, resulting in a sharp transient.
The resulting current spikes charge the regulator’s output
capacitor, potentially causing circuit stress or triggering
internal protections, which can damage the LDO regulator.

To mitigate this issue, two protective diodes D1 and
D2 are introduced in series to the pull-up MOSFETs of the
transmitter, as illustrated in Fig. 9.
When the ISO lines are driven by EMI above the LDO

supply voltage, the diodes turn off, disconnecting the ISO
lines from the LDO output. Consequently, the amplitude

FIGURE 10. LDO regulator output simulations with and without diodes: a)
the LDO regulator output current and voltage, b) 1 MHz RF signal along
with clocks for a half positive period of the RF signal, c) Transfer function
amplitude from EMI source to LDO regulator output current.

of the reverse current injected into the LDO via capacitive
coupling is significantly attenuated, thereby preserving
regulator functionality. This is illustrated in Fig. 10 (a), which
presents simulation results comparing transient responses of
both the current and voltage at the LDO regulator output
before and after the introduction of the diodes. Concurrently,
Fig. 10 (b) illustrates the corresponding RF disturbance and
pulse timing on the same time axis. Without the diodes,
positive EMI-induced disturbances result in current spikes up
to approximately 830mA and voltage peaks around 9V.With
the diode, current spikes are reduced to less than 50mA, and
voltage peaks are suppressed to approximately 5.5V.

To further support the transient results, the small-signal
coupling from the RF injection node to the LDO supply
path was also evaluated through AC simulation. For this
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purpose, the RF disturbance was modeled as a small-signal
AC voltage source VRF,ac with an internal resistance of 50�,
applied at the same injection node used in the transient
setup. The original LDO block was replaced by an ideal
5V source preserving the output connection. The quantity
reported in Fig. 10 (c) is the magnitude of the current flowing
through this source, i.e., the transfer function from the
injected RF voltage to the LDO supply current. The results
confirm that the insertion of diodes D1 and D2 strongly
attenuates the coupling from the injected disturbance to the
LDO supply path, especially in the low-frequency region
where this failure mechanism is most critical. Specifically,
at 1MHz, the transfer function magnitude decreases from
approximately −49 dB without the diode to −102.2 dB with
the diode. Similarly, at 10MHz, it decreases from −49 dB
to −82.5 dB. The observed difference between the AC and
transient simulation results, which is larger in AC than in
transient, is due to the circuit’s inherent nonlinearities, which
are not fully captured by the linear AC simulation.

Finally, the LDO output voltage and current waveforms
exhibit a DC offset under EMI excitation. This offset is
due to the nonlinear behavior of the operational amplifier’s
differential input stage within the LDO under high-frequency
EMI. Such EMI can cause rectification effects within the
amplifier, leading to a shift in the mean output level.
This phenomenon has been documented in literature [37],
[39], [40], where EMI-induced distortion in differential
stages results in output offset voltages due to nonlinear
demodulation of high-frequency interference signals. This
DC value shift can be seen in Fig. 10 (a), where the presence
of the diode reduces the DC offset in voltage and current by
approximately 10mV.

More generally, this mechanism illustrates how externally
disturbed I/O nodes can inject unwanted current into
internal supply-regulation paths whenever low-impedance
conduction paths are present during switching operation.

It is worth noting that the diodes D1 and D2 were
already included in the prototype used for the measurements
presented in Fig. 7. Nevertheless, this failure mechanism is
detailed here to provide a more comprehensive assessment of
the device’s susceptibility profile and to rigorously justify the
inclusion of such protective components in the final design.

B. CM-TO-DM CONVERSION IN TRANSMITTER AND IDLE
PHASE FAILURES
While diodes D1 and D2 effectively protect the LDO against
EMI-induced failures when the transmitter is active, their
introduction leads to failures observed during the idle phase.

Ideally, in the absence of EMI, the common-mode
excitation does not generate any differential disturbance
because the two ISO branches are electrically symmetric.
As shown in Fig. 11 (a), the current injected into the coupling
capacitors during the high pulse is balanced by the current
flowing during the subsequent low pulse (IH ≈ IL), so that
the net stored differential charge is nearly zero, and the

FIGURE 11. Pictorial representation of the failure mechanism:
(a) Balanced currents during high and low pulses without EMI, leading to
zero differential voltage; (b) when a sufficiently large common-mode EMI
temporarily turns off one diode, the branch symmetry is broken, the
capacitor currents become unequal, and the resulting unbalanced stored
charge appears as a differential disturbance during the idle phase.

differential voltage settles back to zero during the idle
phase.

In the presence of sufficiently large common-mode EMI,
this symmetry is no longer preserved. As illustrated in
Fig. 11 (b), when the EMI-driven common-mode voltage
exceeds VDD during part of a transmission pulse, one of the
protection diodes becomes reverse-biased and temporarily
disconnects that branch from the supply, creating a high-
impedance condition. At that point, the two branches no
longer experience the same boundary conditions: the branch
that remains connected is still referenced to the supply,
while the injected EMI mainly drives the disconnected
branch. As a result, the common-mode excitation produces
unequal branch currents during the high- and low-pulse
phases.

This current imbalance causes unequal charge accumu-
lation on the AC-coupling capacitors C1,C2,C3, and C4.
Therefore, even though the external disturbance is applied
as a common-mode signal, it is converted into a residual
differential voltage because the capacitor charges stored in
the two high- and low-pulse phases are no longer equal.
This residual voltage appears at the beginning of the idle
phase as an unintended differential pulse and, if it exceeds
the comparator threshold Vth, it leads to erroneous pulse
detection.

In other words, the CM-to-DM conversion is not caused
by the common-mode excitation alone, but by the temporary
loss of symmetry introduced by the diode cutoff during the
transmission phase.
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FIGURE 12. Simplified equivalent circuits used for analytical evaluation:
a) initial model including C3 and C4; b) resistive model after
simplification.

This behavior is not unique to the present VIF but is
representative of a broader class of EMI-induced failures
in differential links whenever nonlinear device behavior
temporarily breaks branch symmetry.

To further analyze this behavior, the simplified equivalent
circuit shown in Fig. 12 is employed. As detailed in
Appendix, this model retains only the coupling capacitors
C3 and C4 and capacitors C1,C2, and CINJ are neglected,
while the switches (SH , SL) and on-resistances (RON ) model
the transmitter state.

For further simplification, capacitor voltages during each
sub-period (high pulse, low pulse, and idle phase) are
approximated as nearly constant. Under this assumption,
the capacitors C3 and C4 in Fig. 12 (a) can be temporarily
modeled as ideal voltage sources corresponding to their initial
condition. The resistances R and RC represent the simplified
resistor network obtained through star-to-delta and delta-to-
star transformations, as described in Appendix.

At the end of each transmission sub-period, the resulting
voltage variation (1VC ) across each capacitor is evaluated
as:

1VC =

∫ t+1t

t

iC (t)
C

dt (1)

where iC (t) is the capacitor current during the considered sub-
period, C is the capacitance, and 1t represents the duration
of the sub-period. By evaluating this integral, the differential
voltage induced at the comparator input can be estimated.

FIGURE 13. Time intervals and corresponding equivalent circuits for the
worst-case failure scenario under EMI. The top plot shows the different
time intervals (a, b, and c) created by a 2 MHz RF disturbance. The bottom
diagrams show the equivalent circuit for each respective interval.

The worst-case scenario for generating a large differential
voltage arises from the interplay between the high-pulse
and low-pulse phases of data transmission. During the high
pulse, the EMI-induced current flows in one direction, while
during the low pulse, it flows in the opposite direction. This
behavior causes the differential voltages across the capacitors
in these two periods to cancel each other partially. It follows
that the most severe condition arises when this cancellation
is minimized, yielding the largest possible net differential
voltage at the start of the idle phase. One example of this
scenario is depicted in Fig. 13, showing an RF disturbance
at 2MHz.

The circuits are shown in Fig. 13 (a) to (c) for the different
states of the diodes at their corresponding time intervals.
It can be seen that the capacitors’ current (IC ) varies in
magnitude and direction depending on the diode states.
In state (a), the circuit is symmetric, so the common-mode
EMI does not generate a differential current (the current from
VDD is not considered in this analysis). Accordingly, the net
differential voltage is the sum of the contributions from the
high and low pulse periods (intervals b and c), as shown in
the initial integral form:

1VC =

∫ tH

t0+tON
−
2iC
C
dt +

∫ 2tH

tH

2iC
C
dt (2)
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The terms in (2) are defined as follows. The variable tH
is the high pulse duration (62.5 ns), and t0 is the RF signal
starting time, representing the phase shift between the data
bit and the sinusoidal RF signal. The term tON represents the
time elapsed from t0 until the RF signal reaches the voltage
required to disconnect one of the transmitter diodes; this
period can be calculated and is frequency-dependent.

The calculation of tON relies on the simplified resistive
network depicted in Fig. 12 (b). This network acts as a
voltage divider, attenuating the injected RF source voltage
(vrf ) before it appears at the common-mode node. The diode
disconnects only when this attenuated common-mode voltage
reaches a specific fixed threshold. Since the RF excitation
is sinusoidal (VRF sin(ωt)), the time required for the signal
to rise from zero to this specific disconnection threshold
depends directly on the EMI angular frequency (ω).

The capacitance C/2 is the equivalent of the two series
capacitors (C). Finally, iC is the current through these
capacitors. During the asymmetric conduction phases, when
either the current i1 or i2 is zero, iC is approximately equal to
i2/3 or i1/3, respectively.
Considering that the EMI-induced current is sinusoidal,

i1,2 = VRF sin(ω(t − t0))/RT , and defining a constant K =

2VRF/3CRT , where RT = RON + R + RC according to
Fig. 12 (b), solving the integrals yields 1VC as a function of
the initial phase, t0:

1VC

=
K
ω
[2 cos(ω(tH − t0)) − cos(ω(2tH − t0)) − cos(ωtON )]

(3)

To identify the worst-case failure condition, the expression
for 1VC in (3) is maximized with respect to the initial phase
t0, which gives the maximum 1VC for a given frequency and
EMI amplitude (VRF ).

The resulting maximum capacitor voltage translates to a
differential voltage at the comparator input, 1VCOMP:

1VC = α · 1VCOMP (4)

The factor α is determined by the circuit element
values found to be 47.5 in the proposed VIF. However,
a communication failure depends on the cumulative 1VC
over multiple bits, as the voltage from a preceding bit
does not fully decay before the subsequent bit arrives. This
accumulation is governed by the idle-phase RC time constant
(τ ).

To model this, a worst-case scenario is assumed in which
each transmitted bit generates the same 1VC , multiplied by a
decay factor. The total differential voltage, 1VCT , is defined
by the infinite geometric series, where each term is the
contribution from a next bit decayed over one or more bit
periods (Tbit = 1µs):

1VCT = 1VC
∞∑
n=0

e−nTbit/τ ≃ 2.1 · 1VC (5)

FIGURE 14. Example of constructive accumulation of 1VC over multiple
bit periods, showing the comparator input voltage eventually crossing the
threshold and causing an error before the fourth bit.

A communication failure occurs when this cumulative
voltage 1VCT exceeds the effective comparator threshold
1VCth = α · Vth, which implies that the 1VC generated by a
single bit must be greater than 1VCth/2.1. This constructive
accumulation, visualized in Fig. 14 , demonstrates how
residual voltages from successive bits cumulatively exceed
the threshold, triggering failure at lower RF amplitudes
than a single-bit analysis would predict. By substituting the
threshold condition into the inverse of (3), the critical RF
voltage (VRF ) for failure is determined:

VRF =

1VCth

2.1
·
3ωCRT

2
2 cos

(
ω(tH − t0)

)
− cos

(
ω(2tH − t0)

)
− cos

(
ωtON

)
(6)

The EMI susceptibility versus frequencies based on
the approximate analysis proposed above is plotted in
Fig. 15 and compared with simulations and measurement
results.

As shown, the analytical model is in reasonable agreement
with both the simulation and measurement results. The
deviation between the analytical curve and the experimental
data can be attributed to several factors. For instance, the
model is inherently simplified and does not account for all
circuit parasitics. Furthermore, the model accounts only for
the idle-phase failure mechanism, while other causes, such
as the signal suppression discussed in Section III-B, also
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FIGURE 15. Susceptibility level of the VIF for analytical model,
simulation, and measurement results.

FIGURE 16. Schematic view of the diode strings to clamp the differential
voltage.

contribute to overall susceptibility. Finally, the model was
simplified by considering only capacitors C3 and C4 and did
not account for certain practical conditions, such as the brief
period (∼ 5 ns) between high and low pulses.

C. COUNTERMEASURE
To prevent such distortions, two anti-parallel diode strings
are connected across the differential signal lines, as shown in
Fig. 16. In standard data transmission, the differential pulse
amplitude remains below the forward-bias threshold of these
diodes, ensuring they remain off without affecting the circuit
operation. However, when EMI induces a large differential
voltage during an idle period, the diodes become forward-
biased, creating a low-impedance path that effectively clamps
the DM voltage to the diodes’ forward drop. This clamping
action prevents the differential line voltage from significantly
exceeding its nominal value, thereby avoiding failures related
to incorrect pulse detection in the idle phase, as highlighted
in Fig. 8.

The effectiveness of this approach is validated through
simulations, in which the differential voltage between the
input and output of the comparators is shown in Fig. 17.
As shown in the results, the solution maintains a stable, near-
zero differential voltage, preventing communication errors
that would otherwise occur.

FIGURE 17. Comparison of comparator input and output waveforms with
and without the diode bridge countermeasure under EMI excitation.

D. COMMON MODE VOLTAGE PROPAGATION TO
COMPARATOR INPUT
EMI coupled onto the ISO lines propagates to the inputs of
the receiver comparators. Under ideal conditions, it results
in common-mode (CM) interference and does not affect
the comparators’ operation as long as it stays within their
CM input range (CMIR). However, if the amplitude of the
common-mode voltage

VCM =
VCOMP+ + VCOMP−

2
(7)

exceeds the CMIR, the comparators’ operation is impaired,
causing erroneous bit decisions.

More generally, receiver susceptibility can arise whenever
RF common-mode propagation drives internal sensing nodes
beyond the functional input range of the front-end comparator
or receiver stage.

To predict CM fluctuations at the voltage comparator
inputs, an AC simulation was performed to estimate the
transfer function magnitude |H (f )| from the EMI source
to the comparator’s CM input under a fixed transmitter
state: the high pulse, the low pulse, and the idle phase.
Since the circuit is symmetric, the results for the high- and
low-pulse transmission phases are identical. Fig. 18 shows
that the circuit in the idle phase has a higher |H (f )| than
the circuit in the transmission phase. It also shows that
|H (f )| remains relatively constant at lower frequencies (up
to approximately 10MHz), which is particularly relevant as
failures predominantly appear within this range.

To quantify how the transfer function influences the
EMI amplitude leading to comparator failure, the following
analysis was conducted:
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FIGURE 18. EMI to comparators’ CM transfer function.

The VCM seen at the input of the comparators and
influenced by the EMI is defined as:

VCM = VCMDC ± VEMI · |H (f )| (8)

whereVCMDC is the DC bias of the comparators (0.83V). This
voltage must remain within the CMIR, defined by VCMMIN

and VCMMAX . The maximum EMI amplitude (VEMIMAX )
compatible with the operation of the comparators within their
CMIR is therefore:

VEMIMAX

= min
(

|VCMMAX − VCMDC |

|H (f )|
,
|VCMMIN − VCMDC |

|H (f )|

)
(9)

For the specific VIF IC considered in the paper, the
critical threshold for |H (f )| is approximately 0.045 at an EMI
amplitude of 40V. Consequently, when |H (f )| > 0.045, the
EMI amplitude causing CM input range violations is lower
than 40V, indicating potential susceptibility.

To mitigate this failure mechanism, the amplitude of CM
EMI at the comparator input must be attenuated, but off-chip
CM chokes would increase the component count and the
cost, and on-chip RC filters on the ISO lines would be
area-intensive and attenuate both the CM EMI and the higher
frequency components of the nominal signal, resulting in
signal degradation. Aiming to overcome such limitations
of filtering-based approaches, an active clamp circuit is
introduced. As illustrated in Fig. 19, this clamp consists
of complementary diode pairs (D5–D8) configured to limit
positive and negative CM voltage excursions to predefined
safe thresholds defined by the voltages VPOS and VNEG.

In detail, for the positive clamp, the CM voltage of the ISO
lines is extracted by a resistive voltage divider, comprising
matched resistors and the high-impedance Mn3–Mn4 (Mp3–
Mp4) MOS pairs. This extracted voltage is applied to the
gates of two identical, well-matched NMOS devices Mn1–
Mn2, level-shifted by an offset voltage source VPOS , resulting
in a gate-source voltage of:

VGS,n = VCM − VPOS (10)

FIGURE 19. Simplified schematic of the clamp circuit.

As such, when

VGS,n = VCM − VPOS > VTH ,n

⇒ VCM > VPOS + VTH ,n (11)

i.e., when the CM voltage exceeds the maximum limit
VPOS + VTH ,n, the NMOS transistors are turned ON and
operate in the saturation region. In this state, they act as active
current sources drawing identical currents from both ISO
lines, which effectively suppresses the CM voltage within the
functional window without degrading the differential-mode
impedance.

Similarly, for the negative clamp, twowell-matched PMOS
devicesMp1–Mp2 are used. Their operation is governed by:

VSG,p = −VCM − VNEG > VTH ,p

⇒ VCM < −VNEG − VTH ,p (12)

When the CM voltage falls below this minimum, the
PMOS transistors turn ON to sink identical currents from
the ISO lines, thereby raising the CM voltage back into the
functional range.

To prevent the drain-body junctions of the NMOS (PMOS)
clamp devices from becoming forward-biased during oppo-
site voltage swings (e.g., when ISO lines are negative but the
positive clamp is inactive), the diodes D7–D8 (D5–D6) are
connected in series with the drains, as illustrated in Fig. 12.
Under normal operation, where:

−VNEG − VTH ,p < VCM < VPOS + VTH ,n (13)

All MOS transistors and series diodes remain OFF,
presenting a high-impedance state that does not load the
transceiver.
Given that the AC simulations do not capture the clamps’

activation when the CM threshold is exceeded, it is not
possible to compare the transfer function with and without
the clamp circuits. Subsequently, transient simulations were
conducted at 1MHz under three transmitter conditions
(high pulse, low pulse, and idle phase) with varying EMI
amplitudes, both with and without the clamp circuits. The
comparison between the AC transfer function magnitude
and the transient transfer ratio from the EMI source to the
comparator’s CM input, summarized in Table 3, confirms
good alignment between the simulations, particularly in the
absence of the clamp.
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TABLE 3. AC Transfer function and transient transfer ratio from the EMI
source to the comparator’s CM input at 1 MHz.

Based on the AC and transient simulation results, the data
transmission phase exhibits a transfer function magnitude
|H (f )| of approximately 0.05 in the 1 to 10MHz range, which
exceeds the critical threshold of 0.045. This value is sufficient
to trigger failures when the EMI amplitude approaches 40V,
indicating that the system is susceptible to common-mode
disturbances during data transmission.

For the idle phase, the AC simulation shows the highest
transfer function magnitude (|H (f )| = 0.102). Although
the transient simulation at higher EMI amplitudes slightly
reduces |H (f )| to 0.071, this magnitude remains significantly
high, indicating a primary susceptibility concern.

During the idle phase, the differential signal is ideally
zero, and the comparators should not be triggered. However,
the transmitter side is in an open-circuit condition, which
increases the sensitivity to CM signal propagation. This
amplified CM voltage can lead to a malfunction in two ways:

1) It can be converted into a differential voltage large
enough to exceed the comparator’s threshold (Vth) (as
discussed in subsection IV-B).

2) The CM voltage itself can exceed the comparator’s
CMIR.

To illustrate this latter effect, Fig. 20 presents the Fast
Fourier Transform (FFT) of the CM signal measured at
the comparator input for both the unmitigated and clamped
circuits. This specific transient simulation was conducted
with the VIF in the idle phase condition, subjected to a 1MHz
RF signal with an amplitude of 40V.

The FFT plot without the clamp (the blue line) shows a
prominent peak at 1MHz RF with an amplitude of 2.84V.
This peak value represents the maximum amplitude of the
common-mode noise voltage coupled to the comparator
inputs. This CM peak magnitude of 2.84V is above the upper
CMIR limit, directly causing a comparator malfunction. Once
the CMIR is violated, the comparator’s input stage becomes
improperly biased, causing the output to switch erroneously
and ultimately leading to communication errors.

FIGURE 20. Common-mode FFT magnitude at comparator input with and
without clamp circuits at 1 MHz RF disturbance.

The proposed clamp circuit effectively addresses this
vulnerability. As shown by the orange line in Fig. 20, the
clamp drastically reduces the CM magnitude. The 1MHz
peak drops sharply from 2.84V (without the clamp) to only
1.02V (with the clamp). This reduction corresponds to a CM
transfer function magnitude of 0.025 (1.02V at 40V EMI
amplitude), which is well below the critical failure threshold
of 0.045. By limiting CM voltage excursions, the clamp
maintains the CM signal within the CMIR, thereby preserving
the integrity of the comparator inputs and the reliability of the
communication link.

In summary, both the data transmission and idle phases
are susceptible to EMI-induced common-mode excursions,
with the idle phase being particularly vulnerable. The clamp
circuit plays a crucial role in maintaining the integrity of the
comparator inputs and the reliability of the communication
link by effectively limiting these excursions.

V. FINAL SUSCEPTIBILITY ASSESSMENT
To validate the combined efficacy of the proposed coun-
termeasures, a comprehensive assessment was conducted
via both transistor-level simulations and laboratory mea-
surements. The proposed VIF design integrates all three
solutions detailed in Section IV: protective diodes for the
LDO regulator, diode bridges for idle-phase stability, and
a clamp circuit to protect the comparator’s common-mode
input range.

The proposed countermeasures also illustrate a general
IC-level design approach in which each dominant EMI failure
path is mitigated locally.

A. SIMULATION RESULTS AND COUNTERMEASURE
ANALYSIS
First, the effectiveness of the proposed countermeasures was
evaluated through simulations. In this analysis, the diodes
D1 and D2 in Fig. 9, which are always included, and
the improvement in terms of immunity resulting from the
two countermeasures described in this paper, namely: diode
bridges and active clamps, are investigated by DPI immunity
simulations, incorporating each of these countermeasures
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FIGURE 21. Simulation susceptibility comparison showing the individual
effectiveness of the diode bridges and clamp circuits, compared to the
complete solution and the circuit without countermeasures. The circuit
shows no failures up to the maximum injected power of 36 dBm for all
the simulation configurations with countermeasures.

individually and then simultaneously. The results are com-
pared in Fig. 21.

The simulation results indicate that applying either the
diode bridges or the clamp circuits individually significantly
increases immunity, pushing it above the 36 dBm requirement
across the entire tested frequency range from 1MHz to
1GHz. To assess the susceptibility of the proposed VIF, the
power level was increased to 50 dBm. The results demon-
strate that the susceptibility level exceeds 40 dBm across
all frequencies. Specifically, the diode bridges effectively
mitigate differential-voltage buildup during the idle phase,
while the clamps constrain the common-mode voltage within
the comparator’s CMIR.

To complement the broader benchmarking discussion,
Table 4 presents an internal comparison of the identified fail-
ure mechanisms and the corresponding IC-level mitigation
strategies proposed in this work, summarizing their immunity
benefits, implementation overheads, and expected impacts on
nominal operation.

From a design perspective, the proposed countermeasures
were selected to maximize EMI robustness while minimizing
implementation overhead. The diode-based solutions intro-
duce only localized device additions and do not require
external filtering components, shielding, or protocol-level
modifications. Their main design trade-off is the introduction
of additional parasitic junction capacitance and silicon area.
At the same time, the clamp-based solution also requires
careful sizing to avoid undue loading of the receiver input.
However, no degradation of the nominal communication
functionality was observed in simulation or in the exper-
imental validation of the redesigned chip. Compared with
system-level mitigation techniques, the proposed IC-level
approach offers a more compact, implementation-oriented
route to improving robustness.

A final remark concerns the sensitivity of the proposed
countermeasures to circuit parameters. Some of the adopted
solutions, such as the diode bridge and the protective

FIGURE 22. Die micrograph showing the VIF and 5V LDO supply area.

FIGURE 23. Measured susceptibility level of the VIF receiver (ISOH-RX)
before and after implementing the proposed countermeasures.

diodes, act mainly by suppressing the corresponding fail-
ure mechanism at the topological level and are therefore
not critically dependent on fine parameter tuning from a
qualitative standpoint. Moreover, the selected component
values were chosen under the relevant design constraints and,
for the most critical parameters, through simulation-based
design exploration. Nevertheless, the exact immunity margin
remains dependent on circuit and parasitic parameters, and a
formal sensitivity analysis across variations and corners was
not included in the present work and is therefore left for future
investigation.

B. EXPERIMENTAL VALIDATION
To validate these simulation findings in a physical envi-
ronment, the full set of countermeasures was implemented
on a new revision of the test chip. A micrograph of the
fabricated die is shown in Fig. 22, illustrating the placement
of the VIF transceiver and the 5V LDO supply regulator
within the chip. This new release was mounted in the
same package and on the same test PCB as the initial
prototype; its EMI susceptibility was then experimentally
evaluated via DPI as described in Section III. The measured
susceptibility, comparing the VIF performance before and
after the application of countermeasures, is presented in
Fig. 23.
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TABLE 4. Summary of identified EMI failure mechanisms and proposed countermeasures.

The experimental results demonstrate a significant
improvement in EMI robustness. The deep susceptibility
notch observed in the original design between 1MHz and
10MHz was effectively mitigated. As seen in Fig. 23, the
immunity level has improved by over 15 dBwithin the critical
low-frequency band.

It is worth noting that while the simulation predicted
immunity levels exceeding 50 dBm, experimental measure-
ments reveal a susceptibility threshold slightly below 36 dBm
in the 1-2MHz range. This discrepancy highlights the impact
of real-world parasitics and second-order coupling effects,
which are not fully captured in the simulation model. This
result validates the design choice discussed in Section V-A:
relying on a single countermeasure would likely have resulted
in a non-compliant silicon device. By integrating targeted
solutions for the LDO, the idle phase, and the CMIR,
the final design achieves robustness that approaches the
stringent automotive limits, ensuring reliable operation in
harsh electromagnetic environments.

VI. CONCLUSION
The EMI susceptibility of the VIF in a BMS IC for
EVs has been investigated at the IC level using DPI
measurements and transistor-level simulations. Three distinct
failure mechanisms were identified: EMI-induced failures in
the LDO voltage regulator; CM-to-DM conversion during
transmissions leading to failures in the transmitter idle phase;
and CM EMI at the receiver exceeding the comparators’
CMIR.

The failure mechanisms were characterized qualitatively
and using simplified analytical models, and then mitigated
through targeted countermeasures integrated into the VIF IC
design. The effectiveness of countermeasures was validated
through both transistor-level simulations and DPI measure-
ments on a new version of the BMS IC.

Although the quantitative results reported in this work
are specific to the investigated VIF architecture, technology
implementation, and test vehicle, the identified classes of
EMI failure mechanisms are more general. In particular,
reverse-current corruption of supply-regulation blocks, CM-
to-DM conversion caused by temporary symmetry breaking
in capacitively coupled differential links, and receiver failure
due to common-mode input-range violation can potentially
arise in other isolated communication interfaces subjected to
strong RF common-mode disturbances. Therefore, the pro-
posed analysis methodology is generalizable, even though the
exact susceptibility levels, critical frequencies, and optimal
countermeasure sizing remain implementation-dependent.

APPENDIX
DERIVATION OF THE EQUIVALENT CIRCUIT FOR IDLE
PHASE ANALYSIS
To analytically evaluate the differential voltage at the
comparator input during the idle phase under EMI conditions,
a simplified equivalent circuit is derived from the original
VIF structure, as depicted in Fig. 5. The goal is to reduce
the circuit’s complexity while retaining the essential behavior
governing the asymmetric charging and discharging of the
differential capacitors. The derivation proceeds as follows:

1) Capacitor Approximation: For this analysis, all capac-
itors not directly responsible for the observed voltage
variation (C1, C2, and CINJ ) are neglected. Series
capacitors are modeled as short circuits, and parallel
capacitors are treated as open circuits. Only C3 and
C4 are retained since they directly influence the
differential voltage at the comparator inputs.

2) Initial Resistive Network Simplification: With the
capacitors removed, the remaining circuit consists of
resistive elements and sources. The EMI injection
network appears as a star (Y) configuration centered
at the injection node.
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3) Star-to-Delta Conversion: The Y-network is trans-
formed into an equivalent delta (1) configuration
using standard conversion formulas, allowing for easier
current path analysis.

4) Series and Parallel Combination: Resistors in series and
parallel are combined to reduce the network complexity
further.

5) Delta-to-Star Transformation: A final transformation
is applied to obtain a simplified resistive structure
suitable for analytical evaluation of current flow
through C3 and C4.

It should be noted that in the 1–10 MHz range, the
cable is treated as an electrically short interconnect, so a
lumped representation is adopted. The simplification from
the complete passive network to the reduced model relies on
the fact that, in the frequency range of interest, the neglected
parasitic branches have impedance values either much larger
than those of the dominant current path or much smaller
than those of the storage-related nodes governing the CM-
to-DM conversion mechanism. Likewise, passive-component
self-resonances are neglected because the mechanism under
study is dominated by low-frequency asymmetric capacitor
charging/discharging rather than by high-frequency resonant
effects. The resulting simplified equivalent circuit is shown
in Fig. 12 (b), with an intermediate stage shown in Fig. 12 (a).
These circuits provide the analytical foundation for
Subsection IV-B.
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