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Optical fiber sensing on deployed cables is gaining significant interest as a means to enhance network
integrity and expand environmental monitoring capabilities. To fully achieve these goals, sensing sig-
nals must coexist with data transmission. While phase and state-of-polarization analysis are promising
candidates for this integration, their practical exploitation presents several challenges. Because these
methods measure the integrated deformation along the entire cable, sensitivity is often limited by high
environmental noise floors. Furthermore, event interpretation and localization require more sophisticated
analytics than conventional Distributed Fiber Sensing. Incorporating fiber sensing into standard network
architectures also necessitates a novel telemetry management system capable of handling heterogeneous
datasets, high data rates, and stringent synchronization requirements. We present progress on these
aspects, based on multi-year analysis of fiber sensing data collected in field environments. Our results
confirm that integrated sensing achieves the sensitivity required to detect mid- and low-magnitude seismic
events within a range of tens of kilometers from the fiber, holding potential to support seismic monitoring
services in terrestrial areas. Additionally, we demonstrate the detection and localization of anomalous
vibrations and anthropogenic events, and the development of an autonomous anomaly-detection tool
suitable for real-time alerting. Finally, we outline the requirements for an advanced network management
system designed to accommodate sensing alongside conventional telemetry, supporting the transition from
proof-of-concept experiments to robust, large-scale applications.

http://dx.doi.org/10.1364/ao.XX.XXXXXX

1. INTRODUCTION

Today, our society relies heavily on optical fiber networks. They
are the major backbone for global communications, data ex-
change and global trade, and are therefore highly critical. In
light of this, their integrity, both at a hardware and service level,
is becoming a priority for network operators and government
institutions more than ever before [1]. In parallel, their unique
pervasiveness and growth prospects for the next decade [2] are
opening opportunities for an emerging field of application, i.
e. remote optical sensing. Remote optical sensing relies on the
analysis of how a light beam’s fundamental properties, e.g. its
optical phase and state of polarization (SOP), change as a conse-
quence of fiber deformations. Since optical fibers are intrinsically

coupled to their surroundings, they act as sensors for environ-
mental perturbations, including thermal fluctuations, seismic
vibrations, and sound waves [3]. The ability of detecting and
interpreting those deformations serves many different purposes.
On one hand, it enables the protection of the infrastructure e.g.
by spotting anomalous vibration levels in the cable surrounding
[4–7] that can anticipate malicious or unintentional cable dam-
ages. On the other, it allows repurposing deployed optical cables
to detect hazards such as earthquakes [8–12] or volcano activ-
ity [13, 14], oceanographic phenomena [15–17], landslides [18]
and tsunamis [19, 20]; this is particularly attractive since optical
fibers extend to the most remote regions of our planet, including
ocean floors [21], where the deployment of conventional sensing

http://dx.doi.org/10.1364/ao.XX.XXXXXX
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tools is complex, costly and frequently prone to failures.
Among the various techniques that have been proposed to de-

tect cable deformations, Distributed Fiber Sensing (DFS), based
on a time-resolved analysis of backscattered light, has demon-
strated remarkable sensitivity and spatial resolution [22], effec-
tively turning deployed cables into an array of quasi-punctual
sensors. Reported applications span from Earth sciences [13–
16, 20] to supervision of human activities and infrastructures
[23]. However, its high technological complexity and cost make
it unsuitable for large-scale adoption. Moreover, limitations ex-
ist on its use on active transport networks, that are in general
unidirectional and multiplexed. Unidirectionality requires DFS
systems to bypass amplifiers and equalizers, hence impeding
their use on ultra-long haul cables where the architecture cannot
be changed, e.g. subsea fibers that do not implement the high
loss loopback (HLLB) technology [19]. A consequence of this is
also on the sensing range, limited to the maximum unrepeated
distance granting adequate signal/noise ratio (SNR), currently
in the range of 170 km [24]. The compatibility with data channels
cannot be ensured on a general basis, even though recent litera-
ture shows it is possible for some types of DFS [25] and on spe-
cific network architectures [26]. As a result, DFS is usually im-
plemented on dedicated fibers, which makes it difficult to scale
within the existing infrastructure. While impressive demonstra-
tions have shown it capable of highly demanding tasks such as
recording offshore tsunami formation [19], the technology re-
mains better suited for specialized, high-resolution-demanding
case studies rather than continuous, large-scale network supervi-
sion. This is particularly true in the current telecommunications
landscape, where exponential growth in connectivity demand
is pushing legacy fiber networks toward their ultimate capacity
limits [27, 28], leaving little room for dedicated sensing band-
width.

Recently, it was shown that the analysis of the phase and
SOP of laser signals propagated forward down the fibers en-
ables to detect their deformations while causing no disruption
to simultaneous data transmission. Phase and SOP analysis
have been applied to the detection of seismic [9–12, 12, 29, 30]
and oceanographic [17, 31, 32] phenomena, real-time infrastruc-
ture supervision [4, 5, 7] and vehicle traffic monitoring [33]. In
general, these techniques are not able to resolve the location
of disturbances, as they only provide information about the
overall deformation of the fiber integrated along its full length.
Hereafter we will refer to these approaches as integrated fiber
sensing (IFS). However, they present other advantages, such as
simpler instrumentation, that translates into high integration
potential and lower costs, lighter amount of data that facilitates
storage and processing, longer reach [17, 30] and full compati-
bility with the existing network architecture, unlocking access
to an unprecedented number of cable routes and environments
(see Table 1 for a comparison between DFS and IFS in terms of
performances and infrastructural constraints). All these advan-
tages make them promising candidates for seamless integration
in conventional telecom networks for permanent, global-scale
monitoring.

The concept of integrating fiber sensing into the network in-
frastructure can be expanded from the hardware to the architec-
tural layer. With a customized architecture, it would be possible
to include in the telemetry management system recordings of the
fibers’ mechanical deformations alongside conventional teleme-
try data from the network equipment. A larger set of informa-
tion from multiple sources can, in turn, enable a more complete
and dynamical knowledge of the network and its surroundings,

Table 1. Comparison between the main features of dis-
tributed and integrated fiber sensing (DFS and IFS respec-
tively). (*) Limited to inter-span length with high-loss loop-
backs (HLLB) [17], better for some applications, see Sec.
3.B.(**) unlimited with HLLB technology [19].

DFS IFS

Space resolution < 10 m No (*)

Range 170 km [24](**) Unlimited

Data size ( fs=100 Hz) >50 GB/day [34] <0.5 GB/day

Multiplexed networks Open [19, 25, 26] Yes

Unidirectional networks No Yes

supporting the development of alerting systems, self-healing
functionalities and dedicated maintenance plans. Those inputs
can be exploited to develop a network digital twin (DT) that is
able to predict evolution scenarios or capture potential failures
[35] or hazards [36] and timely elaborate adaptation strategies
[37] and proactive restoration [38].

However, this idea presents a number of challenges. First,
because phase and SOP analysis of transmitted optical signals
only measure the integrated deformation of the cable, they are
more sensitive to background noise than commercial distributed
sensing systems and require complex strategies to extract the lo-
cation of disturbances [4, 9, 17]. The ultimate sensitivity achiev-
able with these techniques is still uncertain; comparisons be-
tween these two approaches, as well as with DFS, are scarce
[4, 39, 40] and open questions remain on the relation between
distributed or integrated strain recordings produced by fiber
sensing and ground motion as measured by conventional seis-
mometers [41–43]. Moreover, the ability to discern, in the com-
plex signal recorded at the cable output, the origin of all the
events contributing to its deformation requires complex data
analytics tools, that must excel in speed, efficiency and reliability
at a time. Finally, the collection, combination and orchestration
of heterogeneous datasets - whether they be telemetry data pro-
duced by network elements or strain recordings produced by
fiber sensing techniques - requires the design of a flexible, yet
comprehensive, architectural framework, based on a hierarchical
and device-agnostic structure suited for disaggregated networks.
Critical aspects include the ability to handle higher data volumes
and rates than legacy telemetry management systems, data syn-
chronization, latency and data-stream management.

Addressing these challenges is mandatory to go beyond
proof-of-concept experiments toward demonstrating complex
use-cases.

This paper shows progress in achieving these critical objec-
tives, based on several years of field acquisitions in different
scenarios. Our testbed is described in Sec. 2. We focus on two
specific use cases, i.e. seismic monitoring and cable supervision
(Sec. 3.A and Sec. 3.B). For each of these two use cases we will
describe the context, requirements, and relevant results we ob-
tained. Finally, in Sec. 4 we discuss how those applications, with
their different peculiarities, can be incorporated into a common
architectural framework, focusing on the relevant requirements
for an advanced telemetry management system to support joint
communication and sensing.

A peculiar aspect of our work is its strong focus on terres-
trial networks that, while challenging our ability to record faint
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events due to the high level of anthropic noise background, offer
a richer diversity of case studies and a higher density of comple-
mentary sensing instruments for cross-comparison, validation
and interpretation of recorded events.

2. EXPERIMENTAL SETUP

The results reported in this paper were obtained on a live
telecommunication cable that belongs to the regional ring net-
work of the Italian telecommunication company Open Fiber. The
fiber is used for data transmission at 100 Gb/s with quadrature
phase-shift keying (QPSK) modulation between two medium-
size towns in a highly seismic area in central Italy. The fiber is
mostly housed in the ground along a regional road or in con-
duits within the road infrastructure and contains a few aerial
portions, hundreds of meters long. With continued data col-
lection spanning across about four years, this testbed enabled
us to assess the detection of many types of perturbations, rang-
ing from low and mid-magnitude earthquakes, anthropogenic
events (e.g. roadworks and vehicle passage), or the effect of
natural events on aerial cables.

In 2021, we set up phase analysis using an ultrastable laser
interrogator; we upgraded the setup in 2022 by installing a
second laser interrogator for probing the fiber in counterprop-
agating directions, to assess the possibility of locating distur-
bances [10, 44]. In 2025, a pair of Polarization Beam Splitter
(PBS)-based SOP analyzers was installed which record SOP of
two counter-propagating intensity-modulated, direct-detected
(IMDD) data signals generated by conventional C-band 10G
transceivers (TRXs) [40, 45]. Phase and SOP occupy a single
wavelength channel each, while the rest of the bandwidth is
used for data traffic. The present work focuses on phase-based
sensing thanks to the better interpretation we currently have of
its results and the longer dataset available. However, availability
of both phase- and SOP-based sensing will enable us to compare
the response of SOP and phase to various types of solicitations,
that differ in strength, spectral content and type of induced stress
to the fiber.

3. RESULTS

A. Seismic monitoring
Today, the deployment of conventional sensing grids (e.g. seis-
mometers) is heterogeneous and mostly concentrated in high-
seismic risk areas [46]. The lower sensitivity to weak seismicity
outside those areas impairs the lower bound of seismic cata-
logues completeness, which is a fundamental parameter for
probabilistic seismic hazard assessment. Denser coverage would
also help to better resolve earthquakes depth, identify active
faults and their subsurface geometry, and improve the hazard
assessment during aftershock sequences and swarms. In ur-
ban areas it may enable the quantification of site-related shakes
amplification [47]. The density of the current terrestrial telecom-
munication grid is attractive to improve those studies. Consid-
ering regional ring fiber architectures across the EU territory,
for instance, in many cases each point is within a range of few
tens of kilometers from the closest optical fiber [21]. Given such
a high coverage and the described open challenges in seismic
monitoring, we see the ability of detecting weak earthquakes
in a range of few tens of km as more relevant than the detec-
tion of large events, for which the existing sensing networks are
already adequate. To assess the suitability of IFS for weak seis-
micity monitoring, it is important to verify the detection rate of

Fig. 1. Detection rate for events of low (2.5≤M<3.0, top panel),
mid (3.0≤M<3.5, middle panel) and large (3.5≤M<5.0, bot-
tom panel) magnitude occurred over the period 2022-2025, as
a function of their hypocentral distance to the closest point of
the fiber. Filled (empty) bars indicate the counts of detected
(total) events for each distance.

events as a function of distance, magnitude and environmental
conditions for a meaningful number of occurrences.

During the period of operation, we recorded the occurrence
of several earthquakes, covering a broad range of magnitudes,
distances from the cable and incident directions. This enabled us
to quantitatively characterize the detection sensitivity as a func-
tion of those parameters and extract quantitative information
from fiber recordings. For this study, we selected time windows
corresponding to all regional earthquakes reported by the Na-
tional Institute of Geophysics and Volcanology (INGV) [46] over
a period of about four years (2022-2025), and assigned a quanti-
tative score to the detection of each event by IFS. This step was
performed manually by expert personnel, according to criteria
such as the ability to identify the arrival of P- and S-waves, their
consistency with predicted arrival times, their spectral content
and its evolution over time. Our previous work [10], based on
about 1.5 years of acquisition, already showed the ability of in-
tegrated phase sensing to record earthquakes with a sensitivity
that is inversely proportional to the event distance, and directly
proportional to the magnitude, similarly to what is observed
for conventional seismometers. Based on an updated catalog
covering about 4 years, Fig. 1 shows the detection efficiency
for weak, mid and large magnitude event classes as a function
of their distance to the closest point of the cable. We observe a
detection rate in excess of 30% for weak events up to a distance
of 50 km, that extends further for mid and large magnitudes.
We also note that, even though the present analysis is run on a
considerably long dataset and the testbed is located in a highly
seismic area, the histogram population for mid and large events
is still scarce. This highlights the need for continued and long-
term acquisitions that go beyond sporadic experiments when
the focus is to characterize the sensitivity of integrated sensing
techniques.

Figure 2 shows how the recorded events are located with
respect to the fiber: a clear cluster of events is located in the
Apennine area, one of the most highly seismic regions of central
Italy. The map also shows the location of seismometers of the
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Fig. 2. Map of the cable layout (central Italy), with the location
of the closest detected events and closest seismometers of the
INGV IV network [46].

National Seismic Network IV operated by INGV [46]. In spite of
the excellent coverage already provided by this network in the
area, the optical fiber can still contribute, thanks to its deployed
nature and its ubiquitous presence.

The presence of a dense grid of nearby sensors also allows re-
liable comparison between the waveforms recorded by the fiber
and the actual ground motion. As an example, Figure 3 shows
the time trace of a Magnitude 2.1 event at 19 km distance from
the fiber recorded by phase-based sensing. The perturbation to
the fiber is shown in terms of the time-derivative of the accumu-
lated phase (i.e. frequency fluctuations). The figure also shows
the ground-motion recording of the seismometer IV.ASCOL of
the Italian seismic network [46], located at one of the cable end-
points. A very good correspondence between the seismic-wave
arrivals recorded by the two sensors can be observed, which
opens the possibility of using fibers, in combination with conven-
tional seismometers, to improve earthquake localization even
in lack of spatial resolution on the fiber. Functional analogy is
also found between the ground velocity and the time derivative
of phase variations. The scaling coefficient between quantities
recorded by the two sensors is still a subject of debate and may
be affected by different conditions, including the coupling be-
tween fiber and surrounding ground, or the incident direction
[10, 42, 43]. In this respect, we note that large data collection cat-
alogs such as the one we are building are particularly relevant to
this study, as they enable systematic comparisons and collective
studies of detection ability as a function of incident direction
and other geometrical parameters.

B. Cable supervision
In addition to earthquakes, we observed signatures of other
recurring events, among which we clearly identified: oscillations
of suspended aerial portions of the cable triggered by wind gusts;
maintenance and construction works; vehicle passage on specific
points of the road mantle having high sensitivity, e.g. manholes
or uneven asphalt coverage. Figure 4 shows the anomalous
vibrations to which the aerial portion of the cable is subject
during a storm. Comparison to wind and precipitation data for
the area around the suspended fiber confirmed the occurrence of
a perturbation with strong wind gusts during the same period.
Anomalous oscillations of the cable persist for a few hours, are
broadband and their amplitude exceeds normal background by

one order of magnitude. A considerably different example
is illustrated in Fig. 5. It shows (top panel) the phase-based
recording of a perturbation produced by a vehicle passing close
to a point where the road pavement is deteriorated and the fiber
is anomalously exposed. The perturbation lasts for 0.25 s and
has an amplitude of 4 kHz, about five times smaller than the
previous case.

Automated detection and classification of this kind of phe-
nomena is attractive in view of deploying remote infrastructural
supervision. For instance, by monitoring the recurrence of vehi-
cles detections over time, one can spot ongoing degradation of
the road mantle; similarly, timely detection of anomalous vibra-
tions in the cable proximity, e.g. in occurrence of roadworks, can
play a crucial role in avoiding damage to the cable and service
disruption [6]. Prerequisite to any network supervision service
based on the real-time detection of anomalies is the design of a
suitable tool to spot and distinguish them from the persistent
background vibrations considered as normal behaviour. Sev-
eral works [5, 48–50] already addressed this issue, relying on
both classical (e.g. short-term/long-term averaging) and ma-
chine learning algorithms, and considering both synthetic as
well as real perturbation signatures. The use of synthetic signals
provides ground-truth reference against which to assess the algo-
rithm performance via metrics such as precision and recall, and
is useful in view of constructing training dataset for supervised
learning. On the other hand, a meaningful catalog of training
events could be difficult to achieve and still may not capture
the richness and diversity of real-world perturbations scenarios
such as those shown in Figures 3, 4 and 5. Validation against real
signals on deployed fibers allows a more consistent assessment
of the tool performances in dynamic and realistic signal/noise ra-
tio conditions and offers the possibility of correlation with other
metrics, such as Quality of Transmission (QoT) impairments.
Among the possible strategies, we implemented an unsuper-
vised learning pipeline based on a dense autoencoder architec-
ture. Compared to classical methods, this approach grants the
required flexibility to catch anomalies that differ substantially in
terms of amplitude, duration, spectral content and recurrence, as
is the case of the examples shown. The workflow is designed to
operate directly on continuous fiber sensing time series and does
not require manual labeling of events, nor includes parameters
that are specific to the anomalies being searched for. To reduce
computational effort, the algorithm can run on downsampled
data. In our implementation, we adopt a sampling frequency
of 100 Hz, which is a good compromise between the need to
easily handle the whole dataset and the desire to capture fast
transients such as the ones shown in Fig. 3 and 5. The processed
signal is segmented using a sliding window with length w and
unit step and then passed to the autoencoder. To train the au-
toencoder exclusively on background conditions, windows are
ranked according to their root-mean-square variations, and only
the 30% quietest windows are retained for training. This strat-
egy enforces a data-driven definition of normal behavior and
prevents contamination of the model by transient events. The
autoencoder consists of a symmetric fully connected architecture
with a low-dimensional bottleneck and is trained to minimize
the squared reconstruction error on the selected quiet windows.
Once trained, the model is applied in inference mode to the
entire dataset. For each sample i, we calculate the error between
the reconstructed signal x̂i(t) and the original input signal xi(t)
and then aggregate the contributions of all the k windows in-
cluding that sample, yielding a continuous per-sample anomaly
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Fig. 3. Timetrace of fiber and the three axes of IV.ASCOL seismometer in occurrence of a magnitude 2.1 event happened 19 km
North of the fiber on June 28, 2024. Fiber recordings are shown in terms of the time-derivative of optical phase, i. e. in terms of a
frequency shift. IV.ASCOL recordings are obtrained from a 3-axes velocimeter; channel codes EHN, EHE and EHZ indicate the
North-South, East-West and vertical direction respectively.

Fig. 4. Perturbation (timeseries and spectrogram) induced
by a storm with strong wind gusts on the aerial fiber span.
Deformations are plotted in terms of the time-derivative of
optical phase, i.e. frequency.

score computed as:

AS(t) =
1
k

Σk
i=1 (xi(t)− x̂i(t))

2 . (1)

From the resulting AS time series, rolling mean µ(t) and stan-
dard deviation σ(t) are estimated over a 30-minute window.
Samples whose AS exceeds a fixed detection threshold

AS(t) > µ + N σ(t), (2)

are flagged as anomalous. In our tests, we used N = 5. Finally,
a post-processing stage is applied to convert raw detections into
physically meaningful events. Short-lived detections are pruned,
and temporally adjacent anomalous segments are merged into

Fig. 5. Top panel: Phase-based timeseries recorded during a
vehicle passage on a degraded portion of the road mantle in
the fiber proximity. Deformations are plotted in terms of the
time-derivative of optical phase, i.e. frequency. Bottom panel:
Anomaly Score (AS) and adaptive threshold; the red-shaded
region indicates the frame which is recognized as anomalous
after merging anomalous samples occurring within a short
time.

single events, resulting in a compact and interpretable event
catalog. Figure 5 shows how the algorithm performs in the
representative case of the weak and short-duration anomaly
produced by a vehicle passage. The lower panel shows the AS
and the adaptive threshold, and the shaded region indicates the
post-processed anomalous frame obtained after pruning and
merging steps. While not strictly necessary for the purpose of
anomalies detection, creation of these frames enables more com-
plex analysis, finalized to investigate recurrent patterns and infer
triggering phenomena [49]. In view of deploying a functional
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alert system, important aspects of concern are the threshold that
defines anomalies vs normal behavior and the timeliness of the
algorithm in detecting anomalies before they result in concrete
damage. These aspects are controlled by algorithm parameters
N and w, that can be set via a two-step process: one can first set
the algorithm in low-threshold (i.e. high-sensitivity) mode and
analyze the correlation and mean time between recorded fiber
anomalies and noticeable traffic disruption [5] such as flaps or
Bit Error Rate (BER) bursts. Then, N and w can be adapted to
maximize precision and recall as best suited for the concrete ap-
plication scenario and ensure that harmful events are predicted
with proper advance, keeping in mind that the minimum system
latency is w. It is important to note that in all these cases the
algorithm would not be tuned with the ambition to detect all
anomalies but only those resulting in appreciable impairments.

Another prerequisite for building an efficient infrastructural
supervision system is the ability to pinpoint the location of dis-
turbances. Unlike DFS, in IFS this aspect requires some extent
of signal processing, as raw SOP or phase signals only record
the integrated deformation of the cable. Earlier work demon-
strated per-span event localization exploiting high-loss loopback
architectures in ultra-long haul submarine networks [17, 30],
although this is not useful for cable supervision applications
where at least kilometer-resolution is required. Localization
uncertainty <10 km was demonstrated in the detection of fast
transients induced by lightning strikes in aerial optical ground
wire cables (OPWG) by measuring the time-delay between per-
turbations experienced by SOP in the forward and return path in
a round-trip setup [51]. Building on our previous experiments
conducted in controlled environments [9], we investigate the fea-
sibility of exploiting correlations between counter-propagating
beams recorded at opposite ends of a cable. This approach re-
quires high-precision synchronization between the acquisition
systems at the two cable endpoints. To achieve kilometer-scale
localization accuracy, synchronization must be maintained at the
10 µs level, which exceeds the capabilities of standard Network
Time Protocol (NTP) implementations typically available at net-
work nodes. To address this, we developed a custom hybrid
software/hardware synchronization procedure that maintains
alignment within 3 µs [44], thereby supporting sub-kilometer
localization precision.

With synchronization established, the localization uncer-
tainty is fundamentally limited by the event’s spectral content
[52]. This physical constraint hinders the localization of earth-
quake events whose spectral content rarely exceeds 40 Hz. In-
stead, the majority of events that are relevant to cable supervi-
sion (e.g. cable twisting or shaking, roadworks, constructions or
vehicular traffic) can be localized thanks to their broader spec-
tral signatures, which often extend into the kHz range. Figure 6
illustrates the synchronous phase variation recordings of a tap-
ping event measured at the two cable endpoints. The observed
temporal delay between these signals is consistent with the phys-
ical location of the disturbance, demonstrating the concept of
kilometer-scale localization by time-delay estimation.

Figure 7 shows localization results for a series of tapping
events at an intermediate point of the cable where the fiber is
accessible. The top panel shows phase variations recorded at
opposite cable endpoints (blue and orange traces), while the
bottom panel shows by color-scale the cross-correlation function
vs lag in adjacent 0.3 s-long sliding windows, with circles indi-
cating the maximum for each window, i.e. the best time-delay
estimate (TDE). Consistency of TDEs for tapping events is ob-
served both between them and with the expected position of the
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Fig. 6. Synchronous recordings of phase variations of a pair of
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sponding to the event TDE.

excitation, with an uncertainty of 1 km (standard deviation) in
a broad range of SNR conditions including lower values than
typical disturbances.

4. BUILDING A VERSATILE, SENSOR-AGNOSTIC
TELEMETRY MANAGEMENT SYSTEM

Applications of fiber sensing such as those described in Sec. 3
can be fully enabled only if data are streamed, processed and
analyzed in flexible, yet structured architectures that support: (i)
scalability to multiple cables, multiple sensing nodes and mul-
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tiple users at a time, (ii) low-latency data interpretation also by
combining different and potentially heterogeneous sources of in-
formation, and (iii) variable data formats, interrogation protocols
and streaming modalities as required by specific applications.
With reference to the described usecases, seismic monitoring
requires continuous fiber data streaming to institutional bodies
that combine them with those from conventional sensing grids
and run specialized analysis. Requirements are latency <1 s
and sampling rates of up to 100 Hz. Instead, cable supervision
applications take advantage from higher datarates to constrain
the position of perturbations along cables; the same datasets,
suitably downsampled to 100 Hz can support anomaly detection
as described in Sec. 3.B and correlation with data traffic impair-
ments to timely identify disruption. A third relevant application
scenario is in network modeling, where fiber sensing datasets
can be used to include cable conditions in the computation of a
network’s digital twin (DT). In general, its accuracy is inherently
related to the amount of data upon which it is based. It is there-
fore important to use both sensing data derived from photonics
techniques probing the cable (e.g., phase data from laser interfer-
ometry with alien laser interrogators, SOP data from dedicated
acquisition boards, etc. ) and telemetry data from conventional
network elements (e.g., amplifier gain, temperature, optical sig-
nal/noise ratio, bit error rate and SOP data from transceivers).
An example is proposed in [53], where the accurate DT of an
amplified line is built using typical telemetry data and a fully
agnostic approach that does not include prior knowledge of net-
work specifications. In [54], instead, the DT is constructed solely
based on data obtained by probing an alien domain through a
TRX exposing telemetry data, thereby enabling the use of the
alien domain as-a-service.

To effectively implement these advanced monitoring scenar-
ios, the underlying telemetry infrastructure must evolve beyond
the assumptions of conventional network monitoring. Tradi-
tional telemetry systems are typically designed to collect low-
rate performance indicators, often at timescales on the order of
1 s. By contrast, fiber-sensing applications generate time series
at significantly higher rates (e.g. 100 Hz and above). In this con-
text, telemetry is an enabling component of the sensing service
itself. Our proposed architecture is shown in Figure 8. This
framework design considers the aspects discussed in previous
sections and is based on strong interaction with potential users
of the described technology for seismic monitoring and cable
safety. It builds on the three pillars that are discussed in detail
here below.

Accurate data timestamping Sensing data must be corredated by
an accurate timestamp. Lack of synchronization impairs time-
resolved analysis as required for event localization, and even
more trivially, prevents any meaningful correlation and sensor
fusion analysis. Today, NTP synchronization is supported by
most servers and several, yet not all, network elements with
uncertainty in the 10 ms range. Precise Time Protocols (PTP),
standardized as IEEE 1588 [55], would achieve sub-microsecond
accuracy but require specific network configuration, which to-
day restricts their use to specific applications [56]. Data times-
tamping at NTP-level accuracy is sufficient for DT development
and network modeling applications while, as discussed in Sec.
3.B, event localization needs direct, hardware-based point-to-
point synchronization of sensing nodes if PTP is not available
from the network provider. From this discussion, it follows that
data must be timestamped by the devices that produce them.
Timestamping at a centralised database is problematic, as the

queuing process and data transmission through the network in-
troduce uncontrolled and variable latencies and jitter, breaking
causality relations in an unpredictable manner. Devices that do
not support at least NTP protocols are not suitable for sensing
applications unless supported by local timestamping agents.

Hierarchical structure Rather than forwarding all raw sensing
samples directly to a single centralized platform, the system
should include multiple telemetry instances deployed close
to the devices, responsible for local acquisition, buffering and
first-stage organization of the data. These edge-level teleme-
try domains can then forward synchronized and structured
data streams toward a higher-layer, aggregated telemetry plane,
where cross-domain correlation, long-term storage, DT construc-
tion, and global analytics are performed. This hierarchical ap-
proach improves scalability, limits the impact of transport la-
tency, and allows the telemetry system to remain device-agnostic
while accommodating heterogeneous sensing sources. A layered
architecture encompasses the possibility of organizing data into
a local database before passing them to higher layers for offline
processing and diagnostics, storage or redistribution to broad
user communities [57]. In general, data can be re-organized to
support both event-based and/or continuous timeseries stream-
ing to higher layers based on the different application(s), syn-
chronization and decimation requirements also in view of long-
term storage.

Message brokering A message-brokering layer must be intro-
duced between data producers and downstream storage and
analytics functions. A possible integration in optical networks,
based on Apache Kafka has been explored in [58]. The broker
is essential not only to decouple producers from consumers,
but also to enable the transition from sample-wise telemetry to
block-wise data handling, which is more suitable for high-rate
sensing streams. Unlike common optical network performance
counters, anomalies and events such as those presented in Fig-
ure 3 and 5 evolve on sub-millisecond timescales, necessitating
ingestion rates capable of sustaining thousands of samples per
second without data loss. With the proposed approach, a sensing
device first publishes data to the broker, then the downstream
pipeline can read and write them in blocks, rather than issu-
ing one database transaction per sample. This significantly re-
duces overhead, improves transport and storage efficiency, and
preserves the temporal structure of the signal. It also matches
the operating model of existing ingestion tools such as Tele-
graf [58], which can consume data streams from Kafka and write
them efficiently into a database. In this sense, the broker acts
as a shock absorber, smoothing the mismatch between data-
generation and data-consumption rates while enabling scalable
handling of high-rate sensing streams.

Including the above-mentioned aspects into modern teleme-
try managements systems is a long process that requires the
cooperation of different actors, real-world validation across di-
verse architectures and application scenarios, and a generalized
evolution of the technology, e.g. replacement of obsolete equip-
ment that does not support precise timestamping. Non-unique
subsystem design choices are also possible. Therefore, we en-
vision a comprehensive discussion on detailed implementation
strategies involving all relevant players, including cable owners
and operators, vendors, networking experts and potential users
from other communities, to transition from localized showcases
to full-scale services.
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Fig. 8. Conceptual diagram of a high-frequency telemetry
architecture for optical sensing.

5. CONCLUSION

We show how integrated fiber sensing in operational telecom
cables can be leveraged for environmental monitoring and ca-
ble supervision purposes, addressing important prerequisites
toward the development of a systematic network sensing ap-
proach that goes beyond occasional and application-specific
data recording. With exceptionally long datasets available, we
were able to quantitatively assess the detection of weak seis-
micity in terrestrial fibers and develop automated recognition
tools for anomaly detection in cable safety applications. We
also discussed the feasibility of localizing the position of distur-
bances along the cable with km-level resolution. Importantly,
the considered sensing approaches are fully compatible with
simultaneous data transmission on multiplexed, unidirectional
fiber backbones, thus being highly scalable and infrastructure
agnostic. Finally, we discussed the critical aspects that future
telemetry management systems must consider to enable the de-
scribed usecases, focusing on aspects such as multi-user data
fruition, scalability to multiple nodes, multiple techniques and
disaggregated networks, and low-latency processing to address
time-critical tasks.

This research contributes to the design of dual-purpose opti-
cal networks that simultaneously support communication and
environmental monitoring, addressing the increasing demand
for secure and adaptive infrastructures.
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