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Abstract

The increasing adoption of blockchain systems and Self-Sovereign Identity frame-
works is reshaping the way digital assets and personal data are managed, enabling
new forms of decentralization and user control. However, these systems also in-
troduce important challenges, particularly in enabling interoperability across het-
erogeneous blockchains and in designing secure privacy-preserving identity pro-
tocols. In this context, this thesis develops cryptographic protocols that address
these challenges: a new protocol for atomic swaps is introduced, a post-quantum
implementation of an anonymous credential scheme is presented, and a scheme for

delegatable presentations of verifiable and anonymous credentials is proposed.

The thesis is organized into two main parts. The first part provides the theoretical
background required to understand the contributions developed in the second part.
In particular, Chapter 1 introduces the main cryptographic preliminaries, Chapter 2
describes the core principles of blockchain technology, and Chapter 3 focuses on ver-
ifiable and anonymous credential schemes. The second part of the thesis presents the
original contributions. In Chapter 4, a new two-phase protocol (BTLE) for the decen-
tralized exchange of digital assets between heterogeneous blockchains is presented.
BTLE replaces the hash-time-locked contract (HTLC) mechanism commonly used
in atomic swaps with a construction based on time-lock puzzles, thereby enabling
exchanges even between blockchains that lack a compatible scripting language or
shared hash functions. A second contribution of this work is the introduction of a new
time-lock puzzle construction based on Pell conics, offering better performance com-
pared to the classical approach of Rivest, Shamir, and Wagner. Chapter 5 focuses on
the design and implementation of a post-quantum anonymous credential framework
for Self-Sovereign Identity systems, and presents an initial performance evaluation
at the 128-bit security level. Finally, Chapter 6 introduces the formal notion of a
verifiable presentation delegation scheme. The work defines the core syntax and
security requirements of delegation schemes, including correctness, unforgeability,



iii

and unlinkability, and presents two concrete instantiations: one compatible with
verifiable credentials as deployed in the EUDI Architecture Reference Framework,
and one supporting BBS anonymous credentials. Both schemes are formally proven
secure, and their integration into real-world infrastructures, such as the European

Blockchain Services Infrastructure (EBSI) and the EUDI framework, is discussed.



Contents

List of Figures viii
List of Tables X
Notation . . . . . . . . . .. 1
PartI Basic Preliminaries 3
1 Cryptographic Preliminaries 4
1.1 Basicnotions . . . . ... ... ... ... 5

1.2 Elliptic Curve Cryptography . . . . . . ... ... ... ...... 6

1.3 Hashfunctions . . . ... ... ... .. ... ... ... ... . 7

1.4 Cryptographic assumptions . . . . . . . . . .. .. .. .. ..... 10

1.5 The Random Oracle Model . . . . . .. ... ... ... ...... 12

1.6 Digital signatures . . . . . . . . . ... 14
1.6.1 The BBS signature scheme . . ... ... ......... 17

1.7 Commitmentschemes. . . . . .. ... ... ... ......... 18

1.8 Merkletrees . . . . . . . . ... 20

1.9 Sigmaprotocols . . . . . . .. ... 22
1.10 The Fiat-Shamir transform . . . . . . .. ... .. ... ... ... 24
1.11 Non-Interactive Zero-Knowledge Proofs . . . . . . . ... ... .. 25

1.12 Time-Release Cryptography and Time-Lock Puzzles . . . .. . .. 27



Contents v
1.12.1 The time-lock puzzle construction by Rivest, Shamir, and

Wagner . . ... .. .. 28

2 Introduction to Blockchain 31

2.1 DLT and centralized database . . . . . . . ... .. ... ...... 31

2.2 Typologies of blockchain . . . . . ... ... ... .. ....... 33

2.2.1 Feasibility evaluation . . . . . .. ... ... L. 35

222 Datastorage . . . . . ... 37

23 Blocks . . . ..o 37

24 Consensus protocols . . . . . .. ... o 38

24.1 Proofofwork . . . ... ... ..o 38

242 Proofofstake . . . . . ... ... 39

25 Forks . . .. 41

2.6  Cross-Chain Communication and Swap protocols . . . . . . .. .. 42

2.7 Limitations of blockhain technology . . . . . ... ... ... ... 43

3 Verifiable and Anonymous Credentials 45

3.1 Introduction . . . . . ... ... ... ... 45

3.1.1 Main credentials format . . . .. ... ... ... 46

3.2 The Self-Sovereign Identity model . . . . ... ... ........ 47

3.2.1 Potential Vulnerabilities in SSI systems . . . . .. ... .. 49

3.3 Verifiable Credential scheme . . . . . . ... ... ... .. .... 50

3.3.1 Security Properties of a Verifiable Credential Scheme . . . . 51

34 mdocVCscheme . . .. ... ... ... ... .. ... . ... 52

3.5 Anonymous Credentials . . . . . . ... ... ... ... ..., 54

3.5.1 Anonymous Credentials in practice . . .. .. .. ... .. 55

3.6 Anonymous Credential scheme . . . . . .. ... ... ....... 55

3.6.1 Security Properties of an Anonymous Credential Scheme . . 57



vi Contents

3.6.2 Linked Blinded Secret . . . . . ... ... ......... 58

3.7 BBS Anonymous Credential scheme . . . . . ... ... ...... 59
3.8 Revocation Mechanisms . . . . ... ... ... 0L, 61
Part II Original contributions 64
4 BTLE: Atomic swaps with time-lock puzzles 65
4.1 Introduction . . . . . . . ... 66
42 RelatedWorks . . . . . . ... 69
4.2.1 Cross Chain Communication . . . . . .. ... ....... 69

4.2.2 Time Release Cryptography . . . . . ... ... ... ... 69

4.2.3 Hash time-lock Contracts . . . . . . .. ... ... ..... 70

43 Background . . . ... .. 71
43.1 Timelock-puzzle . . ... ... ... ... ... .. .... 71

4.3.2 Verifiable Delay Function . . . .. .. ... ... ..... 73

4.3.3 Conditional Transactions . . . . . . ... .. ... ..... 74

4.4 Design . . . ... e 74
44.1 BTLE-MA ... ... .. ... 76

442 BTLE-AS . . . . . 76

4.5 Security . . ... .. e 82
4.5.1 Global Clock Model . . . ... ... ............ 86

452 Proofofsecurity . ... ................... 87

4.6 DISCUSSION . . . . . . . oL e e e 89
477 Conclusions . . . . . . ... 91

5 Implementation of a Post-Quantum Anonymous Verifiable Credential
Framework 93

5.1 Introduction . . . . . . . . . . . . e 94



Contents vii

5.2 PQ Anonymous Credential . . . . ... ... ... ......... 95
5.3 Tailoring the BLNS Framework toPQVCs . . . . ... ... ... 97
5.3.1 General Principles and High-level Architecture . . . . . . . 97
5.3.2 Issuing Protocol . . ... .. ... .. ... ... ... 98
5.3.3 Verification Protocol . . . . . ... ... ... ... 99
5.3.4 Security Parameters . . . ... ... ... ... ... 100
5.4 Software Implementation . . . . . ... ... ... ... ... .. 100

5.4.1 Key Implementation Choices and External Dependencies . . 100

5.4.2 Core Functions and Preliminary Performance . . . . . . .. 101
5.5 Conclusions . . . . . . ..o 104
6 On Delegation of Verifiable Presentations - Extended Version 105
6.1 Introduction . . . . . . .. .. ... 106
6.2 VP Delegation Scheme: Definition and Security Notions . . . . . . 108
6.3 VP Delegation Schemes from mdoc VCs and BBSACs . . . . . .. 115
6.4 Security Analysis . . . . . ... Lo 120
6.4.1 Correctness . . . . . . . . ..o 121
6.4.2 Unforgeability . . ... .... ... ............ 121
6.4.3 Unlinkability . . .. ..................... 131
6.4.4 Collision Handling in the Random Oracle Simulation . . . . 135
6.5 Instantiation of Our VP Delegation Scheme for mdoc VCs in the
EUDI and EBSI Frameworks . . . . . ... ... ... .. ..... 141
6.6 Conclusions . . . . . . .. ... 142
7 Conclusions 143

References 145



List of Figures

1.1

1.2
1.3

2.1

2.2

2.3

24

3.1
3.2

Merkle tree structure. This is an example of complete balanced
Merkle tree withdepthd =3.. . . . . ... ... ... ... ....

Generic Sigma Protocol. . . . . . .. ... ... .. L.

The Fiat-Shamir transform used to convert a sigma protocol into a

digital signature scheme. . . . .. .. ... ... ... .......

A flow diagram to determine whether a blockchain is the appropriate

technical solution for a specific application. . . . . ... ... ...

Top: Example of a regular fork. Bottom: The fork is resolved by
selecting the upper branch as the canonical chain, while the orphan

block is highlighted inpurple. . . . . ... ... ... ... ....

Analysis of 1046 international projects Blockchain-based developed
by companies and public administrations from 2016 to 2022. This
research was carried out on February 2023 by the Blockchain &
Web3 Observatory of the Politecnico di Milano [1]. . . . . . .. ..

Main fields of application of Blockchain technology. This census
was executed in February 2023 by the Blockchain & Web3 Observa-
tory of the Politecnico di Milano [1]. . . . . . ... ... ... ...

The Triangle of Trust at the core of the SSI reference model.

NIZKP for BBS credentials. The value pp represents a set of public

parameters known bothtoPand V. . . . . . . ... ... ... ...

44

61



List of Figures

ix

4.1

4.2

4.3

5.1

5.2
53

6.1

6.2

In a 1-1 exchange there are only two parties involved. In a many-1
exchange, multiple parties want to exchange the same amount of
funds. In this case a matching algorithm is used to choose Alice’s
partner. An example of a many-1 exchange are the online (crypto-

)eurrency markets. . .. ... Lo

Comparison of generation (above) and resolution (below) times of
the time-lock puzzles in the RSW-TL and BM-TL cases. As seen
in figure, for a scenario like the one presented in this article, on a

practical level only BM-TL canbeused. . . . . .. ... ... ...

Comparison of generation (above) and resolution (below) times of
the RSW (left) and BM (right) time-lock puzzles. It is clear that the
growth in terms of seconds with respect to the magnitude in bits of
the modulo N is not linear. We also note that the times in the BM-TL
case are about 30 times greater than the times in RSW-TL. . . . . .

Architecture and dependency graph of BLNS core functions imple-
mentation. . . . . . . .. ... e

Issuing protocol. . . . . . ...

Verification protocol. . . . . . . .. ..o

Interactions between the delegator D, the delegatee A, and the Ver-
ifier V. According to the scenario, the delegatee might send to
the delegator some information Ajp about its identity, so that the

delegator can use it as an input for the algorithm Deleglssuance.

Overview of the interaction between the adversary o7, the challenger
%, and the reduction %. The reduction & first chooses a bit b to
select one of the two credentials provided by 7. It then receives
either a simulated presentation (if 5’ = 0) or a real presentation (if
b’ = 1) corresponding to the chosen credential. The adversary &/
tries to guess the bit b based on the presentation received. Based
on &/’s guess b, the reduction Z outputs its own guess b’ for b': if
b = b, Z guesses that the presentation is real (b’ = 1); otherwise, it

guesses simulated (b’ =0). . . . ... .. ... ... ... . ...

. 110

137



List of Tables

2.1

4.1
4.2

5.1
5.2

Notation used throughout the thesis. . . . . ... ... ... .... 1

Notation used throughout the thesis. . . . . . ... ... ... ... 2

Analysis of public permissionless, public permissioned, private per-

missioned, and central database characteristics. . . . . . . . . . .. 35
Notation used in the explanation of the token exchange protocol . . 79
Protocol execution between Alice and Bob for a successful swap. . . 80
Parameters for different security levels (A). . . . . ... ... ... 100

Benchmark on an Intel® Core™ i7-1255U 1.70 GHz, 24 GB RAM.
Statistics over 1000 runs on single core (time in milliseconds) . . . 103



List of Tables 1
Notation
Notation Description
7] The set {1,...,1}
Xi,x|i] i-th component of the vector x
A Security parameter
pp Public parameters
PPT Probabilistic polynomial time
H(-) Cryptographic hash function
Invert,, r Invert Experiment for hash functions
Hash —coll ;7 s Collision-Resistance Experiment for hash functions
Second — preimage,; ,» | Second preimage Experiment for hash functions
qSDH g-Strong Diffie-Hellman assumption
7874 Digital signature scheme
M Message
Setup(—) Public parameter generation algorithm
KeyGen(—) Digital signature key generation algorithm
Sign(—) Signature generation algorithm
Vf(—) Signature verification algorithm
e: G xGy = Gr Bilinear pairing
Com(—) Commitment generation algorithm
Open(—) Commitment opening algorithm
P Prover
\ Verifier
3 Relation
Peom(—) Commitment-generation algorithm in a Sigma protocol
Presp(—) Response-generation algorithm in a Sigma protocol
ch Challenge
NIZKP Non-interactive zero-knowledge proof
Sim Simulator
SSI Self-Sovereign Identity
PKiss Issuer public key

Table 1 Notation used throughout the thesis.




List of Tables

Notation Description
SKjes Issuer private key
VC Verifiable credential
AC Anonymous credential
cred Credential data structure

a= {ai}iem

Set of attributes

IssuerSetup(—)

Issuer setup algorithm

Credlssuance(—)

Credential issuing protocol

CredPresentation(—)

Presentation protocol

PresVer(—) Presentation verification protocol
TLP(—) Time-lock puzzle
CondTx(—) Conditional transaction
CT Credential table
PT Presentation table
DT Delegation table
D Delegator
A Delegatee
Ap Delegatee identifier
DP Delegator payload
scope Delegation scope
Hid Set of indices of hidden attributes
Rev = [I] \ Hid Set of indices of disclosed attributes
stmt Set of revealed attributes
5 Set of possible statements
Deleglssuance(—) Delegation issuance algorithm
DelegVer Delegation verification algorithm

DelegPres(—)

Delegated presentation algorithm

DelegPresVer(—)

Delegated presentation verification algorithm

elDAS Electronic IDentification, Authentication, and trust Services
EUDI wallet European digital identity wallet
EUDI ARF European digital identity architecture and reference framework

EXPEZ);l PresUnforgeability

Unforgeability Experiment

Exp

DeleglssuanceUnlinkability

Unlinkability Experiment for Delegation Issuance

EXpDeIegPresUnI|nkab|I|ty

Unlinkability Experiment for Delegated Presentation

Indistinguishabilit
EXp% g Yy

Indistinguishability Experiment

Table 2 Notation used throughout the thesis.




Part 1
Basic Preliminaries

This first part of the thesis introduces the theoretical foundations upon which the
original contributions of this work are based. After presenting the fundamental
concepts of cryptography in the first chapter, the following chapters focus on two key
applications: blockchain technology and verifiable and anonymous credentials.
These topics are of particular importance, as they provide the foundation for the

developments presented in the second part of the thesis.



Chapter 1
Cryptographic Preliminaries

This chapter presents the cryptographic preliminaries that will be used throughout
this thesis. In particular, Section 1.1 introduces some basic cryptographic notions,
while Section 1.2 presents the fundamental definitions and properties of Elliptic
Curve Cryptography. Section 1.3 introduces cryptographic hash functions, which
constitute a fundamental building block in the construction of blockchain systems,
and discusses their fundamental cryptographic properties. Section 1.4 introduces the
cryptographic assumptions that are used throughout the original contributions of the
thesis. Section 1.5 introduces the Random Oracle Model, an idealized framework in
which hash functions are modeled as truly random functions accessible to all parties.
Section 1.6 presents digital signature schemes, illustrating their main properties and
introducing the BBS signature scheme as a representative example. Section 1.7
introduces commitment schemes, with a particular focus on the binding and hiding
properties. Section 1.8 is devoted to Merkle trees, explaining their structure and
function within blockchain systems, as well as their importance for data integrity and
efficient verification. Section 1.9 provides an overview of sigma protocols, describing
the security properties they are required to satisfy. Section 1.10 introduces the Fiat-
Shamir transform, a fundamental technique for converting interactive proof systems
into non-interactive ones. Section 1.11 presents non-interactive zero-knowledge
proofs, which enable the verification of statements without revealing any additional
information. Finally in Section 1.12, timed-release cryptography was introduced as
a mechanism for delaying access to encrypted information and the time-lock puzzle

construction proposed by Rivest, Shamir, and Wagner is presented.
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1.1 Basic notions

In this section, some basic cryptographic notions are introduced.

Definition 1.1.1 (Security parameter) A scheme has security parameter A (bit
level security) if in order to break the scheme an adversary requires (on average) 2%

operations.

Usually A = 128,192,256. The complexity of an algorithm is expressed in terms of
the size (in bits) of the input of the algorithm. In particular, if an algorithm <7 takes
as input an integer N, then the complexity of <7 is given in terms of the number of
bits of N, which is approximately equal to n = log N, where log is the logarithm in
base 2. Therefore, <7 is polynomial-time if its complexity is &'((logN)) for some
costant ¢ > 0, and not &(N¢). In such a case ./ would be exponential-time, since
N =2" = 22N However, oftentimes one wants that a polynomial-time algorithm
4/ is polynomial-time in terms the security parameter A (non in terms of the size
of A. A simple trick! is to give 1* as input to <7, where 1* is defined as the binary
string llv_l In the remainder of this thesis we will use this last notation.

Atimes 1

Definition 1.1.2 (Asymptotic notation) Let f,g : N — R be two functions. We
write f(n) = O(g(n)) if there exist a costant C > 0 and no € N such that | f(n)| <
C|g(n)| for all n > ny.

Definition 1.1.3 (Negligible function) A function f : N — R is negligible if for
every ¢ > 0 it holds f(n) = O(-%).

Definition 1.1.4 (PPT Algorithm) A Probabilistic Polynomial-time (PPT) algo-
rithm is a probabilistic algorithm that is polynomial-time, that is, it terminates
in at most O(n®) steps, where n is the number of bits of the input and ¢ > 0 is a

costant.

'We use the unary encoding 1* to make the security parameter part of the input in a way that its
length is exactly A, ensuring that the running time is measured as a function of 1.
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1.2 Elliptic Curve Cryptography

Elliptic Curve Cryptography (ECC) was independently introduced in 1985 by
Neal Koblitz and Victor S. Miller [2, 3]. Its widespread adoption came several years
later, mainly due to the fact that it provides the same level of security as classical
public-key cryptosystems over finite fields, while requiring significantly shorter key
sizes. The most commonly used elliptic curves in cryptographic applications are

those given in short Weierstrass form over a finite field.

Definition 1.2.1 (Short Weierstrass Form) An elliptic curve E in short Weierstrass
form over a finite field F,, with char(F,) ¢ {2,3}, is defined as the set of points
(x,y) € Fé satisfying the equation

y2 = x> +ax+b,

where a,b € ¥, are such that 4a® +27b* # 0.

Denote with E(IF,) the set of points of the curve E on the finite field I, that is

E(Fy) ={(x,y) €F2|y* =x’+ax+b}U{O}.

where @ is the so-called point at infinity of the curve?.

It is well known that E(F,) forms an abelian group with respect to a specific
addition law. Given two points P = (xp,yp) and Q = (xg,yp), the group operation
is defined as follows:

o If P#+0Q,then R =P+ Q = (xg,yr), where

XR :lz—Xp—XQ

YR = A(xp —xg) —yp

: __Yo—yp
with A = o

2Throughout this section we assume P,Q # €. The group law is extended by defining P+ & =
O+ P = P for all points P € E(F,).



1.3 Hash functions 7

o If P=Q, then R = 2P = (xg,yr), where

XR = 3,2—2)613

YR =A(xp—xgr) —yp

_ 3xkta
and A = TR

. Ifo:anndyQ:—yp,theHP+Q:ﬁ.

Scalar multiplication on elliptic curves can be efficiently computed using the
Double-and-Add algorithm [4].

Key generation over elliptic curves. In cryptographic applications, elliptic curves
are commonly used to instantiate public-key cryptosystems. Each user independently
generates a key pair as follows. Let G € E(F,) be a publicly known generator of a
large cyclic subgroup of prime order r. The private key is an integer sk € Z,, chosen
uniformly at random. The corresponding public key is computed as pk = sk G. The
security of the system relies on the hardness of the Elliptic Curve Discrete Logarithm
Problem (ECDLP), namely, given G and pk = skG, it is computationally infeasible
to recover the secret key sk.

1.3 Hash functions

This section introduces hash functions and their fundamental properties.

Definition 1.3.1 (Hash function) Let ¥ be an alphabet and let ¥* be the set of all
words (of arbitrary length) over X. A hash function h : £* — X" with input lenght
lin(A) and output lenght Ly, (A) = n, for some fixed integer n, is a pair of PPT
algorithms (Gen, H) satisfying the following properties:

* Gen takes as input 1* and returns a key k3. We assume that A is implicit in k.

* H is a deterministic algorithm that takes as input a key k and a string x €
{0, 1}&,1(%) and output a string H (k,x) € {0, 1}&)“,(/1).

3We remark that the key k has nothing to do with the secret key and the public key of a crypto-
graphic scheme.
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Most applications use the binary alphabet £ = {0, 1} and output sizes such as
n = 160, 256, or 512. The value h(x) is called the hash or digest of x. We are only
interested in the case in which #;, > /oy. In such a case, hash functions cannot be

injective and are called compression functions.

For cryptographic use, a hash function should satisfy the following properties:

* Avalanche effect: changing a single bit in the input should change most bits of
the output;

* One-wayness: given a digest h(x), it should be computationally infeasible to
recover the input x;

* Collision resistance: it should be computationally infeasible to find two differ-
ent inputs a and b such that h(a) = h(b);

* Second preimage resistance: for a given a € L*, it should be computationally
infeasible to find a different b € X* with h(a) = h(b).

The invert experiment and one-way functions are defined as follows.

Experiment 1 ( Invert%’f(l’l))

1. Generate a random x < {0,1}*.

2. Compute y < f(x).

3. Give 1* and y to the adversary < .

4. Let o/ output x'.

5. Return 1 if f(X') =y, and return 0 otherwise.

Definition 1.3.2 (One-Way Function) A function f:{0,1}* — {0,1}* is one-way
if the following properties holds:

* Easy to compute. There exists a polynomial-time algorithm to compute f.
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* Hard to invert. For every PPT algorithm <f there exists a negligible* function
negl such that
}P’[Invertd?f(l’l) = 1] < negl(A).

Definition 1.3.3 (Collision) Let (Gen, H) be a hash function. A collision for a given
key k < Gen(1* of H is a pair x,x’ € {0, 1}t such that x # x' and H (k,x) = H (k,x').

Note that for compression functions we have /j, > ¢,y and so collisions certainly
exist.

Experiment 2 ( Hash — collmﬁa(l’l))

1. A random key is generated k < Gen(1*).

2. The adversary < is given k.

3. The adversary < output x,x' € {0,1}%in.

4. Return I (success) if x # x' and H (k,x) = H(k,x'). Otherwise, return 0 (fail-

ure).

Definition 1.3.4 (Collision-Resistance Hash Function) A hash function 7 = (Gen,H)
is collision-resistant if for all PPT adversaries <7 there exists a negligible function
negl such that

P[Hash — colly_»(1*) = 1] < negl(1)

Cryptographically secure hash function (as SHA-3, BLAKE3, Whirlpool) are beliv-
ied to be collision-resistant, but no proof of this claim is currently known.

Experiment 3 ( Second — preimagem%(ll))

I k< Gen(1%), x&{0,1)2*
2. The adversary < is given the couple (k,x) and outputs x .

3. The adversary o win if H(k,x) = H(k,x'), x#x'

4A function f : N — R is negligible if, for every ¢ > 0, there exists an integer ng € N such that for
all n > ng, f(n) = O0(1/n°).
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Definition 1.3.5 (Second preimage resistant) A hash function 7 = (Gen,H) is
second preimage resistant if for all PPT adversaries <f, there exists a negligible

function negl such that

P[Second — preimagem%(l’l) = 1] < negl(1)

Numerous cryptographic hash functions have been proposed and widely adopted
in practice. Notable examples include RIPEMDI160 [5], SHA256 [6], and Kec-
cak256 [7].

1.4 Cryptographic assumptions

Cryptographic protocols are typically based on cryptographic assumptions, which
formalize the idea that certain mathematical problems are infeasible to solve in
polynomial time. This section presents three cryptographic assumptions on which

the three contributions of this thesis are based.

Factoring assumption. The factoring problem consists in recovering the prime
factors of a composite integer N = pg. This problem is believed to be computa-
tionally hard when N is the product of two large primes of comparable size, and
no polynomial-time algorithm is currently known for general instances. The most
efficient known classical algorithms include the General Number Field Sieve and its

variants [8].

This assumption is used in Chapter 4 and underlies the security of the proposed
time-lock puzzle construction. In particular, the security relies on the hardness of
factoring the modulus #: if an adversary were able to factor n, they could efficiently

compute ¢ (n) and thus solve the puzzle significantly faster.

The ISIS assumption. In [9, 10] the authors propose a new family of lattice prob-
lems that admit a practically efficient zero-knowledge proof for proving knowledge
of a solution. They show how to apply this zero-knowledge proof to create simple

constructions of various efficient privacy-preserving lattice-based primitives, such as
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anonymous credentials, based on the presumed hardness of the new problem. The

definition is given below.

Definition 1.4.1 (The ISIS  Problem (informal)) We are given a matrix A € ZZX’”
(chosen from some distribution), a function f : [N]| — Ly, and access to an oracle
that samples a random input x € [N] and outputs it together with a vector 5 € 7™
such that AS = f(x). The game is won by producing a fresh pair (x',5') € [N] x Z"

such that § satisfies the required norm bound and AS' = f(x')°.

The hardness of the above problem depends on the choice of f, the distribution of A
and how the oracle chooses the vector §. A simple way to instantiate the function
f(x) is to choose it to be linear. For example, if we use the natural correspondence
between binary vectors of lenght log N with the set [N], then if f(V) = BV, where
¥ € {0,1}1°2N one can use the efficient zero-knowledge proofs from [11] to commit
to §and ¥ and show that they have small norms® and satisfy A5 = Bv. This may appear
problematic, since the linearity of f could interact with the linear structure of lattices.
For example, if V| +V, = V3 and As; = f(V;) for i = 1,2, then by linearity we have
A(51+52) = f(V3) suggesting that one might combine valid pre-images to obtain new
ones. However, in our setting the vectors V; are sampled uniformly at random from
a binary domain. Thus, the sum of two binary vectors is unlikely to remain binary
(i.e. the probability is (3/4)!°¢N). So, the hardness of ISIS f relies in large part on the
fact that the domain of f is not closed under addition. Moreover, when summing
multiple binary vectors, the resulting pre-image s, obtained as the sum of valid pre-
images, quickly grows in norm, and thus the probability that it remains sufficiently
small becomes negligible. Since the hardness of lattice-based problems relies on
finding short pre-images, this prevents an adversary from exploiting linearity in a
meaningful way. For these reasons, instantiating f as a linear map over some ring,

while restricting its domain to binary vectors, yields a hard instance of ISIS ;.

This assumption is at the core of the implementation presented in Chapter 5,
which implements the anonymous credential scheme proposed by the authors in
[9, 10].

SNote that x’ can be equal to one of the x, as long as 5 # 5.

%Since ¥ € {0, 1}'°2", all its entries are either 0 or 1. Therefore, its Euclidean norm is bounded by
[Iv|l < +/TogN, which is small compared to the typical parameter sizes considered in lattice-based
constructions.
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g-Strong Diffie-Hellman assumption. The g-Strong Diffie-Hellman (q-SDH)
assumption can be seen as a generalization of the discrete logarithm’ assumption in

bilinear pairing settings. We report the definition below.

Definition 1.4.2 (¢-Strong Diffie-Hellman (q-SDH) assumption) Let (G, G,) be
cyclic groups of prime order p with generators g1 € Gy and g, € Gy, and let
e: G x Gy — Gr be an efficiently computable bilinear pairing. The g-Strong Diffie—
Hellman (q-SDH) problem in (G, G,) is defined as follows: Given the (q+ 2)-tuple

2 q +1
(81,82:85:85 ,---:8 ) € Gy x G
for some randomly chosen secret x € 7", compute a pair (A,c) such that
A =g, where Ac Gy, ce Z;.

We say that the (q,t,€)-SDH assumption holds in (G, G,) if no algorithm running
in time t has advantage at least € in solving the qg-SDH problem in (G, G).

This assumption is used in Chapter 6 to prove the unforgeability of the proposed
delegation scheme instantiated with BBS anonymous credentials. In particular, the
security relies on the strong unforgeability of the underlying BBS-based anony-
mous credential scheme, which in turn holds under the g-Strong Diffie-Hellman

assumption.

1.5 The Random Oracle Model

We now introduce a widely used heuristic for modeling the behavior of hash functions
in cryptographic constructions. The Random Oracle Model (ROM) is an idealized
framework in which all parties, including potential adversaries, are granted access
to a public oracle which behaves as a black box implementing a truly random

function. Whenever the oracle is queried on an input that has never appeared before,

"The discrete logarithm problem, in its classical form, asks to compute x given g and y = g* in a
cyclic group of prime order p. In elliptic curve settings, this corresponds to finding the scalar x given
a point G and P = xG.
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it returns an independently and uniformly chosen output; for repeated queries, it
returns the same value consistently. Since such ideal oracles cannot exist in practice,

cryptographic hash functions are typically used as their concrete instantiation.

The central idea® is to model a hash function H : .# — 7 as a truly random
function &, chosen uniformly at random from the set of all functions mapping .#
to .7. The function & is referred to as a random oracle. In this setting, both the
challenger and the adversary are granted oracle access to ¢, meaning that they
may query it on arbitrary inputs and obtain the corresponding outputs. The ROM
is particularly useful for proving the security of cryptographic schemes. Security
in the random oracle model is defined by modifying the standard security game
associated with a given cryptographic scheme. Specifically, every evaluation of the
hash function H within the scheme is replaced by a query to the random oracle
0. The adversary is also allowed to query & adaptively on inputs of its choice. A
scheme is considered secure in the ROM if any efficient adversary has only negligible
advantage in the resulting game.

It is important to emphasize that the random oracle ¢ is an idealized object:
it cannot be explicitly constructed or efficiently implemented in practice, as it
corresponds to a randomly chosen function from an exponentially large function
space. Instead, the ROM serves as a tool for heuristic security analysis of schemes
that, in practice, instantiate ¢’ with a concrete hash function H. Although security
proofs in the random oracle model are mathematically rigorous, they do not guarantee
security when a specific hash function is used. Nevertheless, such proofs are widely
regarded as strong evidence of security in practice, under the assumption that well-
designed cryptographic hash functions approximate the behavior of random oracles.
The underlying idea is that, if an adversary <7 can break a scheme proven secure in
the ROM (where hash functions are treated as perfect random oracles) then no real
hash function used in practice would be sufficient for that scheme. For this reason,
a security proof done under this model gives some trust, since it is assumed that
cryptographic hash functions are secure if implemented correctly. The strength of the
ROM lies in its ability to simplify proofs that would otherwise be extremely complex
or even intractable in the standard model. Many primitives, including practical
signature schemes, encryption mechanisms, and commitment protocols, derive their

security guarantees from proofs carried out in this idealized setting. Of course, real

8See D. Boneh and V. Shoup, A Graduate Course in Cryptography [12], p. 327 for details.
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hash functions can never perfectly reproduce a truly random function, and there are
known examples of constructions that are secure in the ROM but become insecure
when instantiated with concrete hash functions. Nonetheless, proofs in the ROM
generally provide meaningful assurance and are widely regarded as strong evidence

of the practical security of a scheme.

1.6 Digital signatures

Digital signatures are cryptographic primitives that ensure the authenticity and
integrity of messages. They allow a sender to produce a signature on a message
such that any verifier, given the sender’s public key, can check its validity (see [12],
p. 528 for more details). In a digital signature scheme, the signing algorithm uses
a secret signing key sk, while the verification algorithm uses the associated public

verification key pk.

Definition 1.6.1 (Digital Signature Scheme) A digital signature scheme %.¥ con-
sists of four probabilistic polynomial time (PPT) algorithms = (Setup, KeyGen, Sign, Vf)
such that:

e Setup pp Setup(ll): it takes as input 1* and outputs the public parameters
pp used by the scheme.

* Key Generation (sk,pk) <— KeyGen(pp): it takes as input the public param-
eters pp and outputs a pair (pk,sk), where sk is the secret key, and pk is the
public key.

* Signing o < Sign(M,sk): a probabilistic algorithm that, given the secret key

of the signer sk and a message M, outputs a signature ©.

* Verification (accept/reject) «— Vf(o,M,pk): a deterministic algorithm that,
given the public key pk,the message M, and the signature &, outputs 1 (accept)

if the signature is valid and 0 (reject) otherwise.

We now introduce the main security properties of digital signature schemes,

namely correctness and unforgeability.



1.6 Digital signatures 15

Definition 1.6.2 (Correctness) A digital signature is correct if for all key pairs
(sk, pk) output by KeyGen, and for all messages m, any signature & generated by
Sign must be accepted by Vf. Formally,

pp < Setup(1*),
P (Vf(pk,M,0) =1 (sk,pk) <+ KGen(pp), | =1.
o < Sign(sk,M).

This means that the verification algorithm V't of a signature ¢ generated correctly

will always output 1.

In the definition of a secure signature scheme we give the adversary the power
to request the signature of any message of his choice. Even with such power, the
adversary should not be able to create a forgery, namely the adversary cannot output

a valid message-signature pair (M, ¢) for some new message M.

Definition 1.6.3 (Unforgeability) The notion of unforgeability for digital signa-
ture schemes is defined via the following experiment between a challenger and an
adversary < :

Setup: The challenger runs the key generation algorithm KeyGen to obtain a public
key pk and a private key sk. The adversary is given pk.

Queries: The adversary requests signatures on at most qs messages of its choice
My, ... .My, € {0,1}* under pk. The challenger responds to each query with a
signature o; < Sign(sk, M;).

Output: The adversary outputs a pair (M, c) and wins the game if:
1. M is not equal to any of My,. .., My,

2. Vf(o,M,pk) = 1.

We denote by SigAdv , the probability that adversary </ wins the above experi-

ment, over the randomness of both </ and the challenger.
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Definition 1.6.4 ( Unforgeable signature scheme) A signature scheme (Setup, KeyGen, Sign, Vf)
is said to be unforgeable if, for all probabilistic polynomial-time adversaries <7,

there exists a negligible function negl(-) such that
SigAdv, < negl(1),

where A is the security parameter.

Digital signatures that satisfy this property are said to be unforgeable under a
chosen message attack (UF-CMA security).

In Chapter 6, we adopt a more stringent notion of unforgeability, namely strong
unforgeability, to prove the unforgeability of our delegation scheme, under the
assumption that the BBS anonymous credentials scheme is strongly unforgeable.

The definition and the relative experiment are defined below.

Definition 1.6.5 (Strong Unforgeability) The notion of strong unforgeability for
digital signature schemes [13] is defined via the following experiment between a

challenger and an adversary <7 :
Setup: The challenger runs the key generation algorithm KeyGen to obtain a public
key pk and a private key sk. The adversary is given pk.

Queries: The adversary requests signatures on at most qs messages of its choice
My, ... .My, € {0,1}* under pk. The challenger responds to each query with a
signature o; < Sign(sk, M,).

Output: The adversary outputs a pair (M, c) and wins the experiment if:
1. (M,0) is not equal to any of (M1,01),...,(My, Oys);

2. Vf(o,M,pk) = 1.

We denote by StrongSigAdv , the probability that adversary </ wins the above

experiment, over the randomness of both </ and the challenger.

Definition 1.6.6 (Strongly unforgeable signature scheme) A signature scheme (Setup, KeyGen, Sign, V

is said to be strongly unforgeable if, for all probabilistic polynomial-time adversaries
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o/, there exists a negligible function negl(-) such that
StrongSigAdv,, < negl(1),

where A is the security parameter.

Digital signatures that satisfy this property are said to be strongly unforgeable
under a chosen message attack (SUF-CMA security).

After introducing digital signatures, we now consider a concrete instantiation,
namely the BBS signature scheme, which is used in Chapter 6 as one of the two

credentials framework on which our delegation scheme is built.

1.6.1 The BBS signature scheme

The BBS signature scheme’ were implicitly introduced by Boneh, Boyen, and
Shacham [15] as part of their group signature construction, and are of theoretical
interest due to their simplicity and efficiency. In [17], Tessaro and Zhu proved that
BBS signatures are secure under the g-Strong Diffie—Hellman assumption. They
also devised simplified and shorter zero-knowledge proofs of knowledge of a BBS
message-signature pair that support partial disclosure of the message. We now

present the signature scheme below.

Let G| = (g1), Go = (g2), and G be groups of prime order p. A pairing
e: G| x Gy — Gr is a map that satisfies the following properties:

* Bilinearity: e(g},&,) = e(g1,82)Y Vx,y€F.
* Non-degenerate: e(g1,g2) # 1.

* Efficient computability: the pairing e can be computed in polynomial time
with respect to the bit length of the security parameter A.

The BBS signature scheme is defined by the following algorithms:

9Most modern applications consider the provably secure variant known as BBS+ signatures. The
BBS+ scheme was later formalized in [14], building on ideas from [15, 16], and is proven secure
under the g-Strong Diffie—-Hellman assumption.
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* Setup: Given G,G,,G7, and the pairing e : G| X G, — G7 as defined above,
sample uniformly at random (g1,2,h = (h:);c) & G2

* KeyGen: Sample uniformly at random x &z p» compute X = g5 € G, and set
sk =x and pk = X.

* Sign: On input messages a = (a;) ic[i]> sample uniformly at random e & Ly

and compute
1

! e
A= <g1 Hh[i]a[’]) .
i=1
Output the signature ¢ = (A, e).

* Vf: on input a public key X € G;, the messages a = (ai),-e[l], and a signature
6 = (A, e), compute C(a) = g [T'_, h[i]2[] and check if

e(A,Xg5) =e(C(a),82).
Return 1 if the check is correct, and O otherwise.

The most efficient implementations of the BBS signature are based on the curve BLS
12-381 [18] which defines a pairing such that there is not an efficient isomorphism
between G and G,, and where computations in G| are more efficient than the
computations in G,.

1.7 Commitment schemes

A commitment scheme is a cryptographic primitive that has several applications. A
commitment scheme % enables a party, Alice, to commit to a message M € .Z by
producing a commitment string c. At a later stage, Alice can open the commitment

and convince another party, Bob, that the committed message is indeed M.

Definition 1.7.1 (Commitment Scheme) A commitment scheme I1cy,, consists of
three PPT algorithms (Gen, Com,Open) and operates as follows:

. Setup(ll) takes as input 1* and outputs the public parameters pp.
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« Com(pp,M;r) takes as input the public parameters pp, a message M € {0,1}*,

a randomness r and returns as output the commitment com = Com(pp,M;r).

* Open(pp,M,com;r) takes as input the public parameters pp, the message M,
the commitment com and the randomness r; it returns accept if com is the

commitment of M or reject otherwise.

A commitment scheme is considered secure if it satisfies the properties of hiding
and binding'°.

Definition 1.7.2 (Hiding) Let I1¢c,,, = (Gen,Com,Open) be a commitment scheme
and let hiding(Icom ) be the hiding game represented below.

Adversary o/ Challenger ¢
—r pp — Gen(1%)
Choose Mo, My € {0,1}* Mo M b 10,1}
4 com com < Com(pp,My;r)
Guess b’ Y o wins if b’ =b

A commitment scheme ¢y, is computationally hiding if, for all PPT adversaries
o, there is a negligible function negl(A), with A being the security parameter, such
that

P/ wins hiding(Tlcom)] < % +negl(1).

If, for every pair My, My, the commitments comq and com| have the same distribution,

then the commitment is said to be perfectly hiding.

Definition 1.7.3 (Binding) A commitment scheme Ilcoy = (Gen,Com,Open) is
computationally binding if, for all PPT adversaries <7, there is a negligible function
negl(A), with A being the security parameter, such that

10For further detalis on the hiding and binding security experiments, see [19].
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pp < Pgen(1%),

My #Mh
P | (com,My,ro,Mi,r1) < <7/ (pp)
Open(MOacoma r()) = accept,

Open(M;,com,r;) = accept

is negligible in the security parameter A. This means that a commitment scheme is
binding if it is computationally infeasible for the committer to generate a commitment

com that can be opened to two distinct messages My and M.

If negl(A) = 0, then the commitment scheme is said to be perfectly binding.

A secure commitment scheme can be easily constructed using a cryptographic
hash function H: to commit to a message M, sample a random salt & {0, 1}7L and
compute com = H(M||salt). To open a commitment com, it is necessary to reveal the
message-salt pair (M,salt), and the verifier can check if com = H(M||salt) (equiva-
lently, Open(M,com;salt) = accept). This commitment scheme can be proved to be

computationally hiding and binding!!.

One of the most well-known commitment schemes is the Pedersen commit-
ment [20], which is perfectly hiding and computationally binding under the discrete
logarithm assumption.

1.8 Merkle trees

A Merkle tree [21] is a fundamental cryptographic data structure used to efficiently
commit to a large dataset and to support succinct membership proofs. It is defined as
a binary tree where each leaf node contains the cryptographic hash of a data element.
Each internal node is computed as the hash of the concatenation of the values of its

two children, using a fixed and publicly known hash function. The value associated

"To ensure that this commitment is computationally binding, we require the hash function H
to be collision resistant. It is easy to see that this assumption is sufficient to guarantee the binding
property of the commitment scheme. Indeed, any efficient adversary 7 that breaks binding game can
be used to construct a collision for H. Suppose <7 outputs two distinct messages M| # M, together
with salts salt; and salt, such that, Open(Mj,c,salt;) = Open(Ma,c,salt,) = accept. This implies
H (M, ||salt;) = ¢ = H(M; || salty), which yields a collision for H.
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with the root of the tree, called the Merkle root, serves as a compact commitment C

to the entire dataset.

Let’s consider a complete balanced'? Merkle tree with depth d, so that the number
of leaves is L = 2¢. To prove that a data element D; belongs to the committed set,
the prover provides an authentication path. This path consists of the hash values
corresponding to the nodes needed to reconstruct the path from the leaf associated
with D; up to the root. The verifier recomputes the hash values starting from the leaf
and using the values in the authentication path, and accepts the proof if and only if
the resulting root matches the commitment C. Both the size of the proof and the
verification time are &'(logL). The structure of a Merkle tree is illustrated in Figure
2.2.

Merkle Tree
Level 3 H2345678
(Root) (Root)
Level 2
Level 1
Level 0

(Leaves)

D; = data block i H; = Hash(D;)

H;; = Hash(H; || H;) ( || denotes concatenation)

Fig. 1.1 Merkle tree structure. This is an example of complete balanced Merkle tree with
depth d = 3.

It can be easily shown that, if the underlying hash function is collision-resistant,
then the resulting commitment is computationally binding. Furthermore, when

the hash is computed by incorporating fresh randomness (e.g., as a random nonce

2A complete balanced Merkle tree is a Merkle tree in which every internal node has exactly two
children.
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concatenated with the message), and such randomness is kept secret, the scheme
achieves both computational binding and computational hiding. Merkle trees are
used by blockchains to store in the header of a block the root of the hash of all

transactions (see Chapter 2, Section 2.3).

1.9 Sigma protocols

Sigma protocols are a class of interactive protocols that allow a prover to convince
a verifier of the validity of a public statement while satisfying specific security
properties.

Let NP be the class of decision problems that can be efficiently verified.

Definition 1.9.1 (NP relation) For each L € NP, we define the relation
Z(L)={(x,y) |y € L and x is a witness for y}.

A relation Z is an NP-relation if there exists a language L € NP such that # = Z%(L).

Definition 1.9.2 (Sigma protocol) Let #Z C X x % be a NP relation. A Sigma
protocol for Z is a three-move interactive protocol between two PPT machines, a

prover P = (Pcom,Presp) and a verifier V. The interaction proceeds as follows:

1. The prover P takes as input a pair (x,y) € % (where x is the witness and y is
the associated statement) and generates a commitment com € .7 and sends it

to the verifier.

2. The verifier'®> V chooses a random challenge ch from a finite challenge space

¢ and sends it to the prover.
3. The prover P computes a response resp € %, and sends it back to the verifier.

4. The verifier uses transcript (com, ch, resp) and the statement y to calculate a

14

deterministic decision ": accept or reject.

3Note that the verifier’s behavior is deterministic, except for the random choice of the challenge.
14The output of V is assumed to be in {0,1}.
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P (x,y) V)
com <~ Pcom (xvy) com
ch ch«s$¥%
resp < Presp (x,y,com, ch) resp return V (y,com, ch, resp)

Fig. 1.2 Generic Sigma Protocol.

A sigma protocol must satisfy three well-known properties: correctness, special

soundness and special honest-verifier zero-knowledge (see [22] for further details).

Definition 1.9.3 (Completeness) A sigma protocol satisfy completeness if, for all
(x,w) € Z, then

com < Pcom (x,),
P |V (y,com,ch,resp) =1 ch«+s %, =1.

resp < Presp (X,y,com, ch)

Definition 1.9.4 (Special 2-soundness) A Sigma protocol satisfies special 2-soundness
if there exists a polynomial-time algorithm &, called an extractor, such that from any

y and any pair of accepting transcripts (com,chy,resp;) and (com,chy,resp,) with
chy # chy, it always outputs x such that (x,y) € X.

Definition 1.9.5 (Special honest-verifier zero-knowledge) A sigma protocol sat-
isfy special honest-verifier zero-knowledge if there exists an efficient probabilistic
algorithm .# (called a simulator) which, on input (y,ch) € % x € outputs an ac-
cepting transcript of the form (com,ch, resp) whose distribution is identical to that
of transcripts produced between P(x,y) and V(y).

A classical example of a sigma protocol is the Schnorr Identification scheme [23].
Sigma protocols are an essential building block for many applications such as blind
signatures and anonymous credentials. For example, the Camenisch-Lysyanskaya
(CL) anonymous credential scheme [24] employs zero-knowledge proofs based on
Sigma protocols.
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1.10 The Fiat-Shamir transform

The Fiat-Shamir transform is a technique used to convert a sigma protocol into
a digital signature scheme. It was introduced by Amos Fiat and Adi Shamir in
1986 [25]. The key idea behind the Fiat-Shamir transform is to replace the verifier’s
generation of the challenge with the output of a hash function. As a result, the
signer can generate a signature that can be verified by anyone who knows the public
parameters of the protocol. In this way, an interactive protocol is transformed into a
non-interactive one using the Fiat-Shamir transform. It is important to note that this
transform can be applied only to public-coin protocols, namely protocols in which
the verifier’s randomness is publicly known by the prover in the interactive version
of the protocol.

The general technique makes use of the following building blocks:

+ a sigma protocol'> (P,V) for a relation Z C 2" x %
* akey generation algorithm for %

e a hash function H : # x  — ¥ which will be modeled as a random oracle.

The set .# will be the message space of the signature scheme.

The Fiat-Shamir signature scheme derived from (P, V) works as follows:

* The key generation algorithm generates a public key pk =y € % and a secret
keysk=x€ 2.

* To sign a message M € ./ using a secret key sk, the prover P:

1. Given the input (x,y), computes a commitment com € .7 .
2. Computes a challenge ch <— H(M,com).
3. Computes a response resp, and outputs the signature 6 = (com, resp) €

T X Z.

* To verify a signature ¢ = (com,resp) € .7 x Z on a message M € .# using
a public key pk =y, the verifier V computes ch <— H(M,com) and checks that
(com,ch,resp) is an accepting transcript for y.

1SWe assume that transcripts are of the form (com,ch, resp).
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P(M,x,y) V(M,y)
com < Peom (x,¥) com
ch «+ H(M,com) ch
resp <— Presp (X,y,com, ch) resp h+ H(M,com)
return V (y,com, ch, resp)

Fig. 1.3 The Fiat-Shamir transform used to convert a sigma protocol into a digital signature
scheme.

1.11 Non-Interactive Zero-Knowledge Proofs

In this section, we first provide the definition of Non-Interactive Zero-Knowledge
Proofs (NIZKPs) and then show how to transform a sigma protocol into a NIZKP
using the Fiat-Shamir transform.

Definition 1.11.1 (Non Interactive Zero-Knowledge Proof) Let % C 2" X % be
an NP relation. A Non Interactive Zero-Knowledge Proof (NIZKP) for % consists of
two algorithms (P,V), where P has in input a witness-statement pair (x,y) € %, while
V only has in input the statement y. The prover algorithm outputs a proof T < P(x,y)

which is sent to the verifier who can verify it running reject/accept < V(y, 7).

The algorithm must satisfy the following properties:

1. Completeness: For (x,y) € Z, V(P(x,y),y) = 1;

2. Zero-Knowledge: For any PPT distinguisher 9, there exists a PPT simulator
Sim such that, for any statement y chosen by 9, the following two distributions

are computationally indistinguishable:

{m <+ P(x,y): (x,y) € Z} =~ {7/ <+ Sim(y)}.
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In other words, even without knowing the witness x, the simulator can generate
a proof T’ for y that is indistinguishable from a proof T honestly generated by

a prover who knows x;

3. Knowledge Soundness: There exists a probabilistic polynomial-time (PPT)
algorithm Ext, called the extractor, such that for any PPT adversary <7, if
o/ can produce a valid proof & for some statement y with non-negligible
probability, then given y and rewindable oracle access to <7, the extractor Ext

can extract a witness x such that (x,y) € % with non-negligible probability.

The Fiat-Shamir transform (see Section 1.10) can also be used to convert a sigma
protocol into a non-interactive zero-knowledge proof. The basic idea is very simple:
instead of relying on a verifier to generate a random challenge ch, we use a hash

function H to derive the challenge from the statement y and the commitment com.

Definition 1.11.2 (Fiat-Shamir NIZKP) Ler (P,V) be a sigma protocol for a NP
relation # C X" x %. Assume that the transcripts (com,ch,resp) belong to T x
CxZ. Let H:% x T — € be a cryptographic hash function. The Fiat-Shamir

transform converts (P,V) into a non-interactive zero-knowledge proof as follows:

1. Given an input (x,y) € %, the prover generates a commitment com € 7 ;

2. The prover computes the challenge as ch = H(y,com), then they compute
a response resp € %, finally, the prover sends (com,resp) € T X Z to the
verifier;

3. Given (y,(com,resp)) € ¥ x (T x &), the verifier computes ch = H(y,com)
and checks whether (com,ch,resp) is an accepting transcript for y.

In certain settings, the challenge ch can be sent to V instead of the commitment
com (or part of it), provided that the protocol admits a deterministic reconstruction
of the commitment.
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1.12 Time-Release Cryptography and Time-Lock Puz-

zles

Time-release cryptography addresses the problem of encrypting information such
that it can only be accessed after a predetermined time. The central goal is, in a sense,
to “send information into the future,” ensuring that no party (including the sender'®)
can decrypt the message before the intended time. Several practical applications
motivate this concept. For instance, in sealed-bid auctions, participants may wish
to submit bids that remain confidential until the bidding period has closed. Other
examples include the long-term protection of sensitive personal data (such as diaries
intended for release decades later) and key-escrow systems, where authorities are
granted access to decryption keys only after a legally mandated delay.

Two main approaches have been proposed to implement timed-release cryptogra-

phy:

* The first relies on trusted agents who promise not to reveal certain information
until a specified date. While conceptually simple, this approach introduces the
challenge of ensuring the trustworthiness and reliability of these agents, often

requiring additional mechanisms such as secret sharing to mitigate risks.

* The second approach is based on computational hardness assumptions and
uses Time-Lock Puzzles. In this paradigm, a message is encrypted using a
key that is itself embedded in a computational puzzle designed to require a
specific amount of time to solve. A limitation of time-lock puzzles is that the
time required to solve them depends on the computational resources available,
including the type of hardware and the degree to which the underlying problem
can be parallelized. Usually, a time-lock puzzle is used to encrypt a secret sk
(for instance a key of a symmetric cryptosystem) so that it could be recovered

only after a fixed amount of time 7.

The primary difficulty of using time-lock puzzles, as highlighted above, is that
adversaries with substantial computational power may gain an advantage in solving

them, for instance by leveraging large-scale parallel computing systems. For this

16The reason why even the sender cannot recover the secret before the intended time is that,
by design, the construction of the time-lock puzzle requires the generator to discard the trapdoor
information used to create it.
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reason, the main goal of Rivest et al. [26] was to design time-lock puzzles that are
intrinsically sequential in nature and cannot be solved substantially faster through

large investments in hardware!”.

Despite this elegant construction, there are two main limitations:

* First, the correspondence between computational time and real-world time is
only approximate, as different hardware platforms may execute computations
at different speeds. If precise timing of the information release is essential, an

approach based on the use of trusted agents is preferable.

* Second, the puzzle does not automatically become solvable at a predetermined
point in time. Instead, it requires continuous computation until the solution
to the puzzle is obtained. For example, a puzzle designed to take ten years
requires a dedicated machine working for the entire duration. If computation
begins only five years after the puzzle is generated, the solution will be obtained
approximately ten years after that starting point (potentially slightly earlier if

computational capabilities have improved in the meantime).

For these reasons, time-lock puzzles are often better suited to scenarios requiring
moderate delays (on the order of months or weeks) rather than precise long-term
scheduling. Nevertheless, they provide a powerful cryptographic primitive that
eliminates the need for trusted intermediaries, offering a purely computational
approach to timed-release cryptography. In the following section, we review the
time-lock puzzle construction proposed by Rivest, Shamir, and Wagner [26], focusing
on its design and the mechanism that enforces sequential computation.

1.12.1 The time-lock puzzle construction by Rivest, Shamir, and
Wagner

The time-lock puzzle proposed by Rivest, Shamir, and Wagner in [26] is simple
yet effective and exploits repeated squarings. The authors propose the following

construction.

"Meaning that no shortcut or parallelization can reduce the time needed to compute the solution.
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Creating the time-lock puzzle. Suppose Alice wants to encrypt a message M
using a time-lock puzzle with a delay of 7" seconds. She constructs the time-lock

puzzle as follows:

» She generates a composite modulus n = pg, where p and ¢ are large randomly

chosen secret primes.
* She computes the Euler totient function @(n) = (p—1)(g—1).

* She sets the number of required squarings as
t=TS,

where S denotes the number of modular squarings per second that can be

performed by the solver!®, and T is the desired delay in seconds.

* She generates a random symmetric key!? sk for a conventional cryptosystem
such as RCS.

* She encrypts the message M using sk, obtaining the ciphertext

Cyr = RC5(sk,M).

* She selects a random value a € Z;, and encrypts the key sk as

Cio = sk +a® mod n.

* To compute this efficiently, she first evaluates
e =2"mod @(n),

and then computes

b = a° mod n.

18Clearly S strongly depends on the processor used.

19This key is sufficiently long (e.g., 160 bits or more, as suggested in the original construction [27])
so that exhaustive search remains computationally infeasible, even under significant advances in
computing power expected over the lifetime of the puzzle. While modern cryptographic practice
typically adopts 128-bit or 256-bit keys, the underlying assumption of brute-force infeasibility remains
valid.
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* Finally, she outputs the time-lock puzzle (n,a,t,Cgs,Cyr) and erases all auxil-
iary values, including the secret primes p and g. The solver can then begin the

sequential computation required to recover sk and decrypt Cy.

Solving the time-lock puzzle. By design, directly recovering the symmetric key
sk through exhaustive search is computationally infeasible. Therefore, the most

efficient known approach to solving the puzzle consists in computing

t
b =a* mod n.

If the Euler totient ¢ (n) were known, the exponent 2! could be efficiently reduced
modulo ¢(n), allowing b to be computed much more efficiently. However, computing
¢(n) from n is computationally equivalent to factoring n. Consequently, once Alice
publishes the puzzle and discards the secret primes p and ¢, there is no known
shortcut to compute b other than performing ¢ sequential squarings, starting from
a. Although factoring n provides an alternative method to solve the puzzle, this
approach is significantly less efficient when p and ¢ are chosen sufficiently large.
The number t of squarings required to solve the puzzle can be exactly controlled.
This allows to calibrate the difficulty of the puzzle according to the desired time delay.
Thus, repeated squaring appears to be an inherently sequential process, for which no
substantial parallelization is known. While limited parallelism may be achievable
within individual operations, the overall computation must proceed sequentially. As a
result, having access to multiple processors does not significantly reduce the solving
time; instead, performance primarily depends on the speed of a single processor.
Therefore, the time required to solve the puzzle depends mainly on the computational
power of individual machines rather than on large-scale parallel resources. Since the
performance gap between consumer hardware and specialized high-end systems is

typically bounded, the difference in time to solution is reasonably controllable.



Chapter 2
Introduction to Blockchain

This chapter provides an overview of the fundamental concepts underlying blockchain
systems. Section 2.1 highlights the main differences between distributed ledgers
and traditional centralized databases. Section 2.2 introduces the structure and the
main typologies of blockchain systems, outlining their key design characteristics
and classification criteria. In Section 2.3, the internal structure of blockchain blocks
is analyzed. Section 2.4 discusses consensus mechanisms, describing their role in
ensuring agreement among distributed nodes and comparing the most widely adopted
approaches: PoW and PoS. Section 2.5 examines blockchain forks, distinguishing
between the main types of forks and discussing their causes, implications, and impact
on network evolution. Section 2.6 introduces Cross Chain Communication and swap
protocols to enable transactions between different blockchains. Finally, Section 2.7
outlines the key limitations of current blockchain systems particularly in terms of

performance and scalability.

2.1 DLT and centralized database

In the following section, we first compare the most relevant properties of Distributed
Ledger Technology (DLT) with those of a generic centralized system. Secondly,
we focus on the basic concepts of blockchain, the actors involved, and its main types

and properties.

DLT refers to a decentralized digital system that records and verifies transactions

across multiple nodes within a network. Unlike traditional centralized systems,



32 Introduction to Blockchain

where a single authority or entity controls the ledger, DLT operates on a distributed
network, making it highly secure, transparent, and resistant to tampering. We denote
a writer as any entity with write access to the database. In a DLT setting, a writer
is a node of the network, also called a validator, who participates in the consensus
protocol and accumulates transactions within a block to append the block to the
chain. We denote a reader as any entity that cannot insert a block in the chain but can
read the information written in the blocks and participate in the transaction creation

process.

The main properties of DLTs and centralized systems are:

* Public Verifiability enables the verification of the correctness of the system’s
state. In a DLT, each state transition is confirmed by verifiers (e.g., miners
in Bitcoin); nonetheless, anyone can verify that the state of the DLT was
changed according to the consensus protocol. In contrast, in a centralized
system, users may have different opinions regarding the state of the system
itself. For example, they cannot verify that all state transitions have been
executed correctly. In this case, users need to trust the central authority that
provides them with the correct state.

* Transparency of information and the process of updating the system’s state
are fundamental for public verifiability. However, the amount of information
that is transparent to a participant may change, and not every user may have
access to all data.

* Privacy is an essential property of any system. It is easier to achieve in a
centralized system because the first two properties are not fundamental for
the functioning of the system; however, it depends on how loyal the central
authority is. Through cryptography, privacy can be maintained while making
everything public and transparent. For example, in Bitcoin, it is guaranteed
through the use of the SHA-256 hash function and public key cryptography on
elliptic curves.

* Integrity of information guarantees that data are protected from unauthorized
modifications. Blockchains are designed to securely store data, making it
highly resistant to modification once stored. However, in extremely rare
cases, information may be altered through the use of hard forks, leading to a

divergence from the previous version of the blockchain. Integrity is also closely
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connected to public verifiability: if a system provides public verifiability of
data, any user can verify its integrity. In contrast, in a centralized system,

integrity can only be ensured if the latter is not compromised.

* Redundancy is achieved by the structure of the distributed ledger itself, as
each node of the network has a copy of the ledger on its own device. In
centralized systems, redundancy is generally achieved through backups and

replication of data on physical servers.

* Trust Anchor represents the authority of a given system that has capability to
grant and revoke read-and-write access. It is important to note that in a public
permissionless blockchain, there is no central authority with such control.

* Scalability is the system’s ability to handle a growing amount of work. A
significant scalability challenge in public blockchain consensus protocols is
the requirement for all transactions to pass through and be processed by all
participating nodes. For instance, Bitcoin’s blockchain can only process 7-
10 transactions per second, whereas centralized systems can achieve higher

scalability performances.

2.2 Typologies of blockchain

A blockchain, a specific type of DLT with unique properties, derives its name from
its technical structure: a distributed database maintaining a growing list of blocks.
Each block is linked to the previous one through a cryptographic hash function.
Consequently, the blockchain expands continuously by adding new blocks at regular
intervals, serving as a ledger for recording all transactions. Once a block is added, it
becomes immutable, as its hash is included in the next block of the chain. The method
of inserting a block into the chain depends on the consensus mechanism employed.
Transactions, generated and exchanged by network peers, modify the blockchain’s
state. They enable nodes to exchange cryptocurrencies, which can also be used to
execute smart contracts. A smart contract is a decentralized piece of code stored on
the blockchain, programmed to execute autonomously when predefined conditions
are met. Despite residing on the blockchain, smart contracts interact with external
services known as oracles, which gather information from various sources. In other

words, oracles play a crucial role in ensuring the accurate execution of a smart
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contract. Additionally, one of the advantages of blockchain is its ability to facilitate
transactions between individuals or entities without the need for intermediaries such

as a Certificate Authority (CA) or a central entity in general.

It is crucial to clarify that there are three main types of blockchains:

1. Public permissionless: in a public permissionless blockchain, any peer can

potentially join and leave the network as reader and writer at any times.

Bitcoin [28] and Ethereum [29] exemplify public permissionless blockchains
that are open, decentralized, and lack a central authority. Conversely, to
restrict readers and writers to a specific set, permissioned blockchains have
been introduced.

2. Public permissioned: in a public permissioned blockchain, anyone can read
the data stored on the blockchain. However, the term "permissioned" implies
that only a selected group of nodes have permission to control the transaction
validation process and ledger maintenance. An example is Ripple [30], a

blockchain-based digital payment network with its own cryptocurrency, XRP.

3. Private permissioned: private permissioned blockchains are centralized sys-
tems where access authorization is given only to a small number of nodes of
the network. In a private permissioned blockchain, a central authority decides
the right of individual peers of the network to participate in the write-and-read
operations'. In other words, this is a centralized blockchain where only au-
thorized and predefined nodes can read and write transactions. In general, a

private blockchain is faster and more scalable than a public one [31].

Hyperledger Fabric [32] and R3 Corda [33] are notable instances of private
permissioned blockchains.

In Table 2.1, we present a comparison of key characteristics among public
permissionless blockchains, public permissioned blockchains, private permissioned
blockchains, and a central database. As observed, central databases generally exhibit
higher performance in terms of latency and throughput when compared to distributed

systems. This discrepancy arises from the additional complexity introduced by

'Public permissioned and private permissioned blockchains have a substantial difference: a public
blockchain enables anyone to read the blocks of the chain and, thus, verify the validity of the data,
while a private blockchain allows to read the chain only to a restricted number of nodes.
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Public Public Private Central

Permissionless Permissioned Permissioned Database

Throughput Low Medium High Very High

Latency Slow Medium Fast Very Fast
Number of users High Medium Low High
Numbers of readers High Medium Low High
Number of writers High Medium Low High
Consensus mechanism PoW, PoS BFT BFT None
Centrally managed No Partly Yes Yes

Table 2.1 Analysis of public permissionless, public permissioned, private permissioned, and
central database characteristics.

consensus mechanisms in DLTs and blockchains. Given that the permissioned setting
is less intricate than the permissionless one, permissioned blockchains can employ
more efficient consensus protocols, such as Practical Byzantine Fault Tolerance
(PBFT) [34], which have been established for many years.

2.2.1 Feasibility evaluation

Blockchain technology has garnered significant attention in recent years for its
potential to revolutionize various industries, spanning from finance and supply chain
management to healthcare and beyond. However, it is easy to get carried away by the
hype around blockchain technology. For this reason, before implementing blockchain
solutions, it is crucial to conduct a feasibility evaluation, considering multiple key
factors. This assessment involves a comprehensive analysis to determine whether
blockchain technology is the most suitable solution for a specific use case. Decision
flowcharts, also known as decision trees, were recognized as the primary method
used in most of the studies examined to aid decision-makers to integrate blockchains
into business settings. According to Wust and Gervais [35], permissionless and
permissioned blockchains only make sense when multiple mutually mistrusting
entities seek to interact, changing the system’s state without relying on an online
Trusted Third Party (TTP). Building on their assumptions, the authors proposed a
flow chart to ascertain whether a blockchain is the appropriate technical solution
for a given problem. Additionally, also Fraga-Lamas and Fernandez-Caramés [36]
create a flow diagram, offering general guidance on determining the appropriateness
of using blockchain and selecting its specific type. Drawing inspiration from [35]
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and [36], we present a decision flow chart for evaluating the feasibility of blockchain
as a technical solution for a specific use case (Figure 2.1).

Do you need Need for a shared

to store data?

Parties involved are
non trusted?

Data, once
written, are never - —
updated or deleted?,

Is public verifiability
required?

Multiple parties

common database? involved?

Are there
multiple writers?

Are all writers known?

Don’t use Permissionless
a Blockchain Blockchain

Fig. 2.1 A flow diagram to determine whether a blockchain is the appropriate technical
solution for a specific application.

Yes

Public Private
permissioned permissioned

Blockchain Blockchain

We are now presenting three main factors widely used in the feasibility evaluation

process:

1. Use case identification: the initial step in evaluating the feasibility of blockchain
technology is to clearly define the use case. Blockchain may not always be the
sole suitable solution, and its advantages become evident when there is a need

for transparency, security, and decentralization.

2. Technical requirements: once the use case is identified, organizations must
assess the technical requirements. Blockchain technology comes in various
forms, including public and private, permissioned and permissionless, with
different consensus mechanisms. This step involves considerations related to
scalability, data storage, etc.

3. Cost-benefit analysis: organizations should consider the initial investment
required to set up the blockchain infrastructure, ongoing maintenance costs,

and the potential returns on investment.
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2.2.2 Data storage

The decision to store data on-chain or off-chain is critical in the design of blockchain-
based applications, as it significantly impacts performance, security, and scalability.
On-chain storage guarantees immutable and transparent transaction records, which
are essential for applications requiring high levels of trust and verifiability, such as
financial transactions and supply chain management. However, on-chain storage can
present scalability challenges as data volumes increase, which can result in slower
transaction processing and higher storage costs. The necessity to validate and store
each transaction can exacerbate these issues, particularly during periods of high
network congestion, leading to delays and increased transaction fees. Conversely,
off-chain storage improves scalability by offloading large data volumes from the
blockchain, thereby reducing the system’s load and enabling faster transaction
processing at lower costs. This method is particularly advantageous for applications
that require high transaction frequency or manage large datasets, and it is generally
more cost-effective due to the avoidance of high on-chain storage fees. However,
off-chain data may lack the transparency and immutability inherent in on-chain data,
which can be a significant drawback for applications where trust and verifiability are
critical. Additionally, off-chain storage solutions require careful design to ensure
data security and necessitate additional infrastructure to link on-chain transactions
with off-chain data, thereby increasing development and maintenance complexity.
Comprehensive diagrams [37], [38] explicitly incorporate the on-chain versus off-
chain storage decision, providing a detailed framework that guides designers through

the trade-offs between transaction speed, scalability, cost, and security.

2.3 Blocks

A block represents the basic unit of data within a blockchain. Although its exact
structure may vary depending on the underlying protocol, several common elements
appear across most designs. Typically, a block is composed of two main sections:
the header and the body. Each block is uniquely identified by a digest, referred to
as the block hash?. Moreover, aach block contains the hash of the previous block
header, thereby linking blocks together and forming a chain of cryptographic hashes,

2The block hash is typically defined as the hash of the block header.
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from which the term “blockchain” originates. The header also includes essential

metadata, among which the following are usually present:

* the timestamp, specifying the date and time at which the block was produced;

e the block height, indicating the block’s position within the chain, with the
genesis block conventionally assigned height 0;

* the Merkle root, corresponding to the root of the Merkle tree [21] built using
the hashes of all transactions in the block;

The body, on the other hand, contains the ordered list of transactions included in
the block. The Merkle root acts as a cryptographic commitment to these transactions,

enabling efficient proofs of inclusion via Merkle proofs.

2.4 Consensus protocols

In the absence of a central authority responsible for data management, distributed
ledger systems require a mechanism that enables participants to reach a common
agreement on the current and future state of the ledger. This objective is achieved
through a consensus protocol, which allows a set of mutually distrustful nodes to
collectively validate transactions, ensure the consistency of the transaction history,
and regulate the process of block creation and addition to the blockchain. One
of the primary security requirements of consensus mechanisms is resistance to
Sybil attacks, in which an adversary attempts to gain disproportionate influence by
creating multiple pseudonymous identities. Among the various consensus protocols
proposed in the literature, the most widely adopted are Proof-of-Work (PoW) and
Proof-of-Stake (PoS).

2.4.1 Proof of work

Proof of Work (PoW) is a cryptographic proof that allows a party to demonstrate to
others that a significant amount of computational work has been performed, while
ensuring that the verification of such proof requires only minimal computational

effort. The basic idea underlying Proof of Work was introduced by Cynthia Dwork
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and Moni Naor in 1992 [39] as a mechanism to mitigate denial-of-service attacks
and email spam. The core principle is to require a user to perform a certain amount
of computational effort before accessing a service. The term Proof of Work was later
formalized by Markus Jakobsson and Ari Juels in 1999 [40]. However, the most
influential and widely adopted instantiation is due to Adam Back, who proposed
the Hashcash protocol in 2002 [41]. Hashcash is conceptually simple and effective.
Given a text, the prover appends a random text, called a nonce, and computes the hash
of the resulting string. The goal is to find a nonce such that the hash output is below
a predefined target. If the condition is not satisfied, the prover must try again with a
different nonce until a valid hash is found. Verification, on the other hand, is efficient:
it suffices to recompute a single hash using the provided nonce and check whether the
result meets the required target. In PoW-based systems, such as Bitcoin, consensus
is achieved by requiring participants (called miners) to solve a computational puzzle
based on cryptographic hash functions. The probability of a miner being selected to
append a new block is proportional to its computational power, which makes large-
scale attacks economically costly. PoW has been widely studied, offering strong
security guarantees under standard cryptographic assumptions. However, it also
presents several limitations. In particular, the consensus process requires a substantial
amount of energy, as miners must continuously perform intensive hash computations.
Moreover, PoW systems are subject to centralization pressures: miners often join
mining pools to increase their chances of obtaining rewards. A well-known security
concern is the possibility of a 51% attack. If an adversary controls the majority of
the network’s computational power, it can generate blocks faster than the honest
network and thus build an alternative chain (see Section 2.5). By extending this
chain, the adversary may cause the network to adopt a different transaction history,
enabling attacks such as double spending. Many blockchain systems, such as Bitcoin,
use PoW as their consensus mechanism. A comprehensive overview of PoW-based

consensus protocols can be found in [42].

2.4.2 Proof of stake

Proof-of-Stake (PoS) is the second most widely adopted class of consensus protocols
in blockchain systems. Originally proposed to address the high energy consumption
of PoW, in PoS systems, participants known as validators are selected to propose
and validate blocks according to the amount of cryptocurrency they lock as stake.
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Validators perform two main roles: proposing new blocks and attesting to the validity
of blocks proposed by other validators. Several mechanisms have been proposed
in the literature to select the validator responsible for proposing the next block.

Common approaches include:

* randomness, where the probability of selection is proportional to the amount

of cryptocurrency staked;

* seniority, which takes into account both the quantity of staked currency and
the duration for which it has been held, and is typically reset after a successful

block proposal;

* velocity, which considers the rate at which the currency is used within the

system.

Once selected, a validator proposes a block that is subsequently evaluated by a
committee of validators chosen according to a randomized procedure. If a sufficient
fraction of this committee attests to the correctness of the proposed block, the block is
appended to the blockchain. Misbehavior can be penalized through mechanisms such
as slashing, which provides strong economic disincentives against protocol violations.
These penalties are designed to provide strong economic incentives for honest
participation and to ensure that a large fraction of validators remains continuously
available, which is essential for the scalability and reliability of the system. In
PoS-based blockchains, any user with a computer and an internet connection can
potentially act as a validator. However, participation requires staking a certain
amount of cryptocurrency, which may be too high for individual users. To address
this limitation, users can join staking pools, which are analogous to mining pools in
PoW systems. In this setup, multiple participants combine their stakes, increasing
the chances that one of the pool’s nodes is selected as a validator. If one the nodes
successfully proposes a block that is accepted by the network, all participants in the
pool receive rewards proportional to their contributed stake. One of the main issues
in PoS systems is the so-called nothing-at-stake problem. When a fork occurs (see
Section 2.5), a validator may attempt to extend both branches of the chain, since it
has a stake in each of them. In this way, for example, a validator could attempt to

spend the same funds in two different transactions simultaneously.
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2.5 Forks

The term fork is used in blockchain literature to denote different phenomena, de-
pending on the underlying cause and its impact on protocol rules. In particular, it is
common to distinguish among regular forks, soft forks, and hard forks. A regular
fork arises when two or more valid blocks are generated nearly simultaneously and
propagated through the peer-to-peer network with comparable delays. Due to the de-
centralized and asynchronous nature of the network, different nodes may temporarily
observe different views of the blockchain and extend distinct branches. Each miner

or validator follows the protocol by appending new blocks to the branch it considers

‘K

canonical at that time.

Fig. 2.2 Top: Example of a regular fork. Bottom: The fork is resolved by selecting the upper
branch as the canonical chain, while the orphan block is highlighted in purple.

As the protocol progresses, one of the competing branches eventually becomes
longer or accumulates more consensus, causing the network to converge toward a
single canonical chain. Blocks belonging to the losing branches are excluded from
the final ledger state and are commonly referred to as orphaned blocks. Transactions
in these blocks do not take part in the final state of the system. Consequently, it
is standard practice to wait for a sufficient number of blocks to be appended after
a transaction before considering it confirmed. A soft fork is a software update
to the blockchain protocol that is backward compatible and usually introduces
improvements or optimizations. A node may choose not to install the update and
continue participating in the blockchain without disruption. In contrast, a hard
fork is a protocol update that is not backward compatible, and therefore all nodes
must upgrade in order to remain part of the network. If this does not happen, two
different situations may arise. In the first case, all nodes adopt the new rules and the

blockchain continues to evolve as a single chain. In the second case, the network
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splits into two groups: some nodes follow the new protocol, while others continue
using the old one, resulting in the creation of two separate blockchains. These chains

share the same history up to the point of the fork, and then evolve independently.

2.6 Cross-Chain Communication and Swap protocols

With the emergence of numerous projects based on blockchain, another problem
emerged: the problem of communication between these different distributed systems.
Formally, given two blockchains, the problem consists in enabling transactions
between different blockchains. This problem is generally referred to as Cross Chain
Communication (CCC) [43]. In this context, such cross-chain transactions are
commonly referred to as atomic swaps. One of the first works that systematizes
the knowledge of this problem was that of Vitalik Buterin in 2016 [44]. This
report divided the methods of coin exchange into two categories: centralized and
decentralized. Centralized methods were those in which participants sent funds to a
third party entity that was considered trusted, as it was the keeper of the private keys
of said funds. These methods are sometimes also called custodial. Examples of these
centralized entities are online exchanges. The advantages of the centralized methods
are their ease of implementation, their ease of use and their speed. However, this
comes at the expense of user security. In fact, the custodian can carry out attacks
such as censorship or literally run away with the funds. The second method of coin
transfer, the decentralized one, allows participants to exchange coins without the use
of a third party entity. In these cases the parties who want to exchange funds generate
and solve cryptographic problems to lock or unlock the funds on either blockchain.
A decentralized method, while safer for users, currently occurs at the expense of
ease of use [45]. The difference between centralized and decentralized methods is,
however, a distinction of convenience: some projects are a middle ground between
the two methods. For example, some bridges use a group of people, usually called
notaries, as a trusted third party. In this case the notaries must reach a consensus
before moving funds. This method is safer for the user as more parties need to be
non-honest for him to lose money. On the other hand, in an anonymous system it is
not possible to know if these parties are colluding so they act as a single entity. So
we can see that choosing a centralized or decentralized method comes with different
costs and different benefits [45]. The underlying problem with decentralized methods
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is demonstrated in the impossibility result of a fair exchange. This result discovered
by Asokan [46] states that in an asynchronous context, such as blockchain, it is
impossible to have a secure and fair exchange without a trusted third party. The
trusted third party operates a synchronization work between the two parties. To
bypass this outcome there are two methods. The first one is to make the trusted
party more decentralized: this is the approach of the notaries, which cannot achieve
complete decentralization because of the problems explained above. The second is
to introduce synchronization methods that do not require a trusted party, leaving the
method completely decentralized?, or peer-to-peer. The most used method today
to achieve synchronicity between two blockchains is based on Hashed TimeLock
Contract (HTLC) [47, 48]. We briefly explain its working here (see Section 4.2.3 for
further details). A HTLC system uses four transactions between two parties (Alice
and Bob) to exchange funds from a blockchain B4 to a blockchain Bg. Whether the
participants are honest or not, only two of these transactions are published, one for
each blockchain. In the case that both Alice and Bob are honest, the two transactions
actually exchange funds to Bob and Alice respectively. In the case where Alice or
Bob (or both) are dishonest, however, the two transactions are structured in such a
way that the parties can take back the transferred funds and lose nothing but time
in the process. In Chapter 4, we present an alternative approach based on time-lock

puzzles for implementing atomic swaps.

2.7 Limitations of blockhain technology

Blockchain is ushering in a paradigm shift across global industries by revolutioniz-
ing transactional and interactive processes. Its unique capacity to foster trust and
facilitate value exchange among distrustful parties, while eliminating the need for
intermediaries, is reshaping established norms. However, we must take into account
that blockchain technology has its limitations. For instance, encrypting data and the
consensus mechanism can enhance confidentiality but may decrease transparency and
performance. Storing only a hash of data on-chain, while keeping the raw data off-
chain, can improve both confidentiality and performance. In terms of performance
the research is continuing to improve the efficiency of the consensus mechanism.
For example, consensus algorithm as Ethash [49] and X13 [50] can come to a con-

3In Chapter 4, we will only deal with fully decentralized methods for exchanging funds.
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Fig. 2.3 Analysis of 1046 international projects Blockchain-based developed by companies
and public administrations from 2016 to 2022. This research was carried out on February
2023 by the Blockchain & Web3 Observatory of the Politecnico di Milano [1].

sensus within 10 to 20 seconds, while Bitcoin takes 10 minutes on average. The
linking of blocks through cryptographic hash establishes a form of immutability
for all transactions recorded on the blockchain. While this typically ensures data
integrity, it can also lead to complications. Real-world blockchain implementations
face challenges such as disputed transactions, incorrect addresses, exposure or 1oss
of private keys, data-entry errors or unexpected changes to assets tokenized on the

blockchain. Moreover, using blockchain for data integrity may incur higher costs
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Fig. 2.4 Main fields of application of Blockchain technology. This census was executed in
February 2023 by the Blockchain & Web3 Observatory of the Politecnico di Milano [1].

compared to classical methods. Although blockchains currently face scalability is-
sues, this limitation may not be fundamental and could be resolved in the near future.
Consortium and private blockchains, when meticulously designed and optimized for
performance, exhibit significantly better scalability compared to public blockchains.
Finally, in terms of throughput, conventional public blockchains are currently limited
to process an average of 3-20 transactions per second, whereas established payment
services such as Visa and Mastercard can handle 50,000 transactions per second.



Chapter 3

Verifiable and Anonymous
Credentials

This chapter provides an overview of verifiable and anonymous credentials. After a
brief introduction in Section 3.1, Section 3.2 introduces the Self-Sovereign Identity
(SSI) model and discusses potential vulnerabilities within this model. Section 3.3
introduces the concept of verifiable credential schemes, outlining the algorithms
and security properties that they must satisfy. Section 3.4 presents the mdoc VC
scheme. Section 3.5 introduces anonymous credentials, describing the most im-
portant challenges associated with them. Section 3.6 presents the concept of an
anonymous credential scheme, outlining the algorithms and security properties it
must satisfy, and introduces the Linked Blinded Secret. Section 3.7 describes the
BBS anonymous credential scheme. Finally, Section 3.8 provides an analysis of

revocation mechanisms for verifiable and anonymous credentials.

3.1 Introduction

The eIDAS 2.0 regulation [51] aims to regulate electronic identification and trust
services in the EU’s internal market and to improve cross-border interoperability
across Europe by introducing a new digital identity system that will be adopted
by each member state. The regulation explicitly requires that this digital identity
system provide citizens with the ability to selectively disclose the attributes certified
in their credentials and to perform unlinkable authentications, with the goal of
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protecting their privacy by reducing the amount of information they disclose!, and
to prevent tracking of their activities by colluding relying parties. The solution
proposed to achieve these goals is the adoption of verifiable credentials (VCs) stored
in a digital wallet called the EUDI Wallet [53]. VCs are the digital analogue of
physical credentials, and their security relies on the use of cryptographic techniques.
A VC is an unforgeable digital credential about the identity of a subject [54]. It
contains the metadata to describe properties of the credential (context, id, type,
Issuer, issuance, and expiration dates), the claim(s) about the identity of the subject,
and the information for a Verifier of the VC to check the status of revocation. The
addition of a proof, with the digital signature made by the Issuer of the VC, makes it

tamper-evident and trustworthy.

3.1.1 Main credentials format

One pivotal decision regarding the design of the EUDI Wallet concerns the choice
of types of VCs it should support, enabling the selective disclosure of attributes
and the unlinkability of presentations. So far, the community has highlighted two
main approaches for the VC format [53, 55]. The first approach describes VCs
designed exploiting the properties of hiding commitments and standard signatures
[56], which we refer to as mdoc VC?, while the second approach describes VCs whose
design relies on signature schemes that support Non-Interactive Zero-Knowledge
Proofs (NIZKPs), referred to as anonymous credentials (AC )3. Although both ACs
and mdoc VC support selective disclosure of attributes* [59], ACs offer stronger
privacy guaranties and ensure that multiple presentations of the same credential
result to be unlinkable (a property often referred to as multi-show unlinkability)
even against an adversary who corrupts both the issuer and the verifiers. Instead,
multiple presentations generated from the same mdoc VC are linkable since every
presentation always reveals information that identifies the credential used to generate

it. To achieve a similar level of privacy for users, mdoc VCs rely on the batch

lin accordance with the privacy principles required by the GDPR [52]

2This name refers to the mobile driving license described in the standard ISO/IEC 18013-5[57].

3In particular the focus is on ACs designed following the framework of Camenisch and Lysyan-
skaya [58].

“In practice, attributes may include personally identifiable information (PII), such as a person’s
age or address, as well as derived statements like “age > 18”, and non-PII information, such as
membership in a group or organization. Every credential can thus be viewed as encoding at least one
attribute.
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issuance of single-use credentials. This countermeasure protects the holder against
corrupted verifiers, but it does not protect the user’s privacy if the verifiers collude
with the issuer (or the verifier is also the issuer). Additionally, the batch issuance of

credentials naturally presents relevant complications for secure deployment.

3.2 The Self-Sovereign Identity model

The Self-Sovereign Identity (SSI) is an emerging decentralized identity model [60]
that allow a subject to build and prove its identity in a decentralized manner. The
SSI model leverages Verifiable Credentials (VCs) and Verifiable Presentations (VPs),
currently under standardization in W3C, as the core technologies. Credential systems
leveraging the SSI model can be described by the Triangle of Trust (ToT) depicted

in Figure 3.1, where three different roles coexist:

* Issuer(s) asserts claims about a peer, creates a VC from these claims, and
issues the VC to the Holder. In addition, the Issuer manages VC revocation [54]
and provides evidences for Verifiers to check the revocation status [61] of all

issued VC without compromising the privacy of the Holders.

* Holder owns one or more VC and generates a VP [54] to authenticate with a
Verifier and request services/resources. A VP is constructed as an envelope of

the VC issued by an Issuer, where the proof contains the Holder’s signature.

* Verifier receives a VP from the Holder and verifies the authenticity by checking
the signature made by the Issuer on the VC and by the Holder on the VP, checks
the revocation status of the VC and the claim(s) and metadata before granting
or rejecting access to the Holder. The Verifiers have an implicit trust on the
Issuer(s).

In general, roles are dynamic and context-dependent, allowing a user to function
as a holder, verifier, or issuer based on the specific operations they wish (or are
allowed) to perform. For example, a verifier might also issue its own credentials
for later access control, or a peer-to-peer environment may have holders mutually
verifying each other. A given system may have one or many issuers, and an issuer

may also be responsible for initialising the system. Issuers interact with holders
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to issue credentials and they are generally not expected to interact directly with

verifiers.
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Fig. 3.1 The Triangle of Trust at the core of the SSI reference model.

However, credential systems based on plaintext VC do not protect the privacy
of the Holder because the VC with the claim(s) and the signature of the Issuer
are exchanged in plain text. In this sense, plaintext VCs result in linkability and
traceability of Holders.

The anonymous credentials [62, 63] represents a privacy-preserving alternative,
that enables the Holder to manage its VC by choosing the level of information to
disclose for authentication purposes. The roles in the ToT change as follows:

* Issuer(s) are entities that sign and issue credentials for holders. They asserts
the capability of a Holder to prove its identity, possibly based on the knowl-
edge of some secret attributes. After proper verification, the Issuer issues
the anonymous VC to the Holder, and manages the VC revocation without

compromising the privacy of the Holder.

* Holder owns one or more anonymous VCs and can take advantage of Zero-
Knowledge (ZK) primitives and protocols to interact with the Issuer(s) and
Verifier in a privacy-preserving way. This means that the Holder can obtain a
VC and prove that its identity satisfies certain properties, still maintaining the
desired level of privacy. In fact, these operations can happen in a completely
anonymous way (without revealing any identity attributes) or by selectively
disclosing only a subset of the claims in the VC (revealing only selected
attributes). Moreover, the Holder can prove to the Verifier that its VC is legit,
that means it contains a valid signature generated by an Issuer using a Proof of
Knowledge of a Signature (PoKS) [62].
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* Verifier receives a POKS from the Holder and verifies that the Holder actually
holds a valid VC, containing the undisclosed secrets and a valid signature from
an Issuer.

At the core of anonymous credential mechanisms there is a PoKS, which consists
of a signature scheme with efficient protocols [62], informally, a signature scheme
with specific features such as the ability to sign committed hidden messages and to
prove knowledge of a signature on such messages, and an associated Zero-Knowledge
Proof (ZKP) system.

3.2.1 Potential Vulnerabilities in SSI systems

A credential-based framework, including both verifiable and anonymous credential
systems, may present several weaknesses that depend on the underlying trust model,
system design, and implementation choices. Some of these limitations are inherent to
systems providing anonymity and unlinkability, while others depend on deployment

choices and trust assumptions.

* Malicious Issuer: An issuer may behave dishonestly by issuing invalid cre-
dentials or revoking valid ones without justification. This risk is typically
mitigated by relying on a set of trusted issuers and appropriate governance
mechanisms.

* Malicious Verifier: A verifier may request more attributes than necessary,
potentially undermining user privacy. To address this, holders should retain
control over which attributes are disclosed and only reveal the minimum

required information.

* Credentials sharing: Credentials may be shared between users, allowing
unauthorized parties to use them. This risk can be mitigated by binding
credentials to a holder’s secret (see Section 3.6.2) and protecting such secret

within secure hardware.

* Issuer Leakage: Sensitive information about credentials and holders may be
exposed if an issuer’s database is compromised. This can be mitigated by

minimizing stored data and applying strong encryption techniques.
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* Holder Leakage: Information may also be leaked from the holder’s device.
Secure storage, encryption, and the use of tamper-resistant hardware are

important to protect credentials and cryptographic secrets.

* Weak Randomness: The security of many cryptographic protocols relies
on high-quality randomness. Poor or predictable randomness can lead to

vulnerabilities, making signatures and proofs easier to forge.

* Issuer—Verifier collusion: may allow identification of a holder if shared
information can be correlated. In particular, issuer—verifier collusion may

compromise holder anonymity.

* Verifier—Verifier collusion: Verifier—verifier collusion primarily affects un-
linkability property, as multiple verifiers can correlate separate interactions
and track a holder across different service providers, especially when static
attributes are disclosed.

Overall, these vulnerabilities highlight that the security and privacy guarantees of
SSI systems depend not only on the underlying cryptographic primitives, but also on

system design, trust assumptions, and secure implementation practices.

3.3 Verifiable Credential scheme

A verifiable credential scheme is defined by a set of algorithms and protocols that

establish secure processes to issue, present and verify digital credentials [59].

Definition 3.3.1 (Verifiable Credential scheme) A verifiable credential scheme is
defined by the following algorithms:

o Issuer Setup ({pp, (skiss; PKjss) } & IssuerSetup(1%)): this algorithm is exe-
cuted by the issuer, and it generates the public parameters pp for the verifiable

credential scheme together with the issuer key pair (sKies, PK|ss)-

* Credential Issuance (cred & Credlssuance({ai}c|,Skiss)): The issuer exe-

cutes this algorithm to generate a verifiable credential cred for the attributes

{aitic-
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* Credential Presentation (pres & CredPresentation(cred,stmt)): This algo-
rithm is executed by the holder to generate a proof (the presentation pres) that

it possesses a credential cred that satisfies a statement stmt>.

* Presentation Verification ({0, 1} & PresVer(pres,stmt, pk,)): The verifier
executes this algorithm to verify the validity of the presentation provided by

the holder, ensuring that it satisfies stmt.

3.3.1 Security Properties of a Verifiable Credential Scheme

A Verifiable Credential scheme must satisfy two fundamental security properties:

» Correctness: A CredPresentation/PresVer protocol will succeed if the input
is a valid credential resulting from a Credlssuance protocol previously run

between the holder and an issuer known to the verifier.

* Unforgeability: A Holder cannot feasibly produce a presentation pres that
is accepted as valid by the Verifier without possessing one or more valid
credentials issued by the claimed Issuer, such that each asserted attribute is
attested by at least one of these credentials.

In both verifiable and anonymous credential systems, each credential is associated
with a digital signature over a set of attributes. However, a presentation may involve
multiple credentials. The key difference is that in verifiable credential systems these
signatures are directly verified, while in anonymous credential systems the prover
must provide a zero-knowledge proof of knowledge of the underlying signatures.

Verifiable credential systems do not provide collusion resistance®

: multiple parties
can jointly contribute valid credentials to a single presentation without any guarantee
that they are controlled by the same entity. In contrast, anonymous credential systems

that provide collusion resistance require that all credentials in a presentation are

>The presentation can allow the holder to selectively disclose the attributes of the credential,
revealing only the attributes in stmt.

®Collusion resistance is the property that prevents two or more holders from combining their
credentials in order to generate a proof that none of them could have produced individually. In
verifiable credential systems, the verifier only checks the validity of individual credentials and their
signatures, without enforcing any binding between them. As a result, two different holders can
combine their credentials in a single presentation to satisfy a joint statement, even if neither of them
could satisfy the statement individually, thus enabling successful collusion.
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bound to a common user secret (master secret), and that the prover demonstrates
knowledge of this secret within the zero-knowledge proof. Under this assumption,
any valid presentation of one or more credentials must be produced by a single entity,
thereby preventing collusion.

3.4 mdoc VC scheme

The cryptographic primitives used to design mdoc VCs are (1) hiding commitments
based on hash functions and (2) digital signature schemes = (Setup, KeyGen, Sign, V).
The digital signature scheme Z.¥ can be any SUF-CMA secure digital signature
scheme.

Definition 3.4.1 (mdoc VC scheme) Let 2. = (Setup, KeyGen, Sign, Vf) be a dig-
ital signature scheme and H a cryptographic hash function. The mdoc VC scheme

can be described as follows:

* Issuer setup: {pp, (skjss, PKiss) } & IssuerSetup(1%).

The issuer executes the |ssuerSetup algorithm which consists in executing the
Setup and KeyGen algorithms of the underlying digital signature scheme 9.7 .

This algorithm generates:

— the public parameters: pp & Setup(l’l);

— the issuer key pair: (skjes, PK|ss) & KeyGen(pp).

« Credential issuance: cred < Credlssuance({ai }ic[), Skiss)-

The issuer executes the following operations:

sample uniformly at random salts salty, ... salt; & {0,1}4;

compute com; < H (a;||salt;) Vi € [I];

$
generate (SK eq, PKered) <— KeyGen(pp),

sign the commitments and the public key ({com;}ic(, PKcreq) computing

$ .
O < S'gn«{comi}ie[l}vpkcred)aSkIss);
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— set cred < ((0,{com; }icp, PKered)s {aitie) {salti}iep), SKered) -

* Credential presentation: pres ﬁ CredPresentation(cred, stmt, nonce).

The statement stmt = {a; };cRey is given by the set of attributes that the holder
wants to reveal Rev C [l], and the nonce nonce is sent by the verifier to the
holder to guarantee the freshness of the presentation. The holder performs the
following operations:
— compute pres’ <+ ((0,{comi}iciys Pkered)s {Salti icRevs { @i Ficrev; nONCe);
— sign pres’ computing o’ & Sign(pres’,skereq)s

— set pres < (pres’, o).

* Presentation Verification: {0, 1} & PresVer(pres,stmt, pkjq)-

The verifier performs the following operations:

parse pres — (pres’, 0”)

and then pres’ — ((Ga {Comi}ie[l] ) pkcred)a {salti}iERew {ai}iERew nonce);

verify the signature of the issuer: 1 < Vf(o, ({com;}ic(, PKcred)s PKiss);

check that com; = H(a;||salt;),Vi € Rev,

verify the signature of the holder: 1 < NVf(o’,pres’, pkereq)-

If the previous checks are satisfied, the verifier accepts and outputs 1, otherwise

it outputs 0.

Privacy Concerns for mdoc VCs. This kind of VC offer limited privacy protection
because each presentation of the same credential can be linked to the original
credential (e.g. the signature of the issuer, or the public key of the credential must be
always revealed). This linkability implies that repeated use of the same credential
may allow verifiers to track and correlate different interactions, thereby undermining
user privacy. For this reason the EUDI ARF currently instructs the member states
to implement batch issuance of these VCs that must be considered as single-use

credentials. However, even if these credentials are used only once, if the verifier

"To ensure a secure binding between a credential and the device storing it, the secret key of
the credential (sk.,.q4) is stored within a hardware security module (HSM) or a trusted execution
environment (TEE) embedded in the device.
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colludes with the issuer, or it is the same issuer who generated the VC, then the VC

presentation can be easily linked to its issuance.

3.5 Anonymous Credentials

Anonymous credentials (ACs) are a class of cryptographic tools, first introduced
by Chaum in 1985 [64], that enable users to prove aspects of their identity, such as
group membership or other attributes, without disclosing their personal information.
Interest in these systems has grown significantly in recent years, largely driven by
the increasing integration of the Internet and web-based services into everyday life,
which has in turn raised substantial privacy concerns at scale. In this context, users
are increasingly motivated to minimize the disclosure of personal information when
accessing digital services. Users are often required to provide Personally Identifiable
Information (PII) to demonstrate that they satisfy certain criteria, such as having
reached the age of majority. Ideally, we would like to be able to demonstrate compli-
ance with such requirements without revealing any additional personal information.
Moreover, even in the absence of explicit PII, the ability to link a user’s activities
across multiple sessions can enable the construction of detailed profiles over time.
A primary approach to mitigating both of these issues is the use of anonymous cre-
dentials. These systems are designed to protect the privacy of individuals while still
allowing them to authen ticate themselves and access certain resources or services.
Since the publication of the first fully anonymous credential scheme by Camenish
and Lysyanskaya [65] (EUROCRYPT 2001) there have been numerous applications
of anonymous credentials in various settings including: enabling users to access
online services without revealing their identity [66], supporting privacy-preserving
electronic identity cards [67], managing sensitive health information [68], enhanc-
ing privacy in smart energy grids [69], enabling secure e-voting systems [70], and
providing privacy-preserving access control in cloud computing environments [71].
Anonymous credentials have predominantly been a matter of academic study for
many decades, however they have also started to find their way into practice. In par-
ticular there are commercial implementations of anonymous credentials, for instance
in Microsoft’s uProve [72] and in IBM’s idemix [66, 73].

Blind Attributes. In some anonymous credential systems, certain attributes are

encoded so that the issuer can sign the credential without learning their values. This
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is particularly important when the credential includes the prover’s secret key as an

attribute, allowing the prover to demonstrate ownership of the credential [24].

3.5.1 Anonymous Credentials in practice

Despite more than two decades of research on fully developed anonymous credential
systems, their adoption in real-world applications remains limited. In this section,
we discuss the main challenges that practical anonymous credential systems must
address, beyond their core security properties, and review the solutions proposed in

the literature

Efficiency. Efficiency is one of the most widely recognized challenges in the
literature. Many credential schemes incur significant computational costs in order
to achieve their core unlinkability properties. Over time, however, the efficiency of
anonymous credential systems has improved, driven by advances in zero-knowledge
proofs, the design of more streamlined protocols, and the introduction of self-

blindable® credentials.

Non-transferability. One of the most challenging and practical issues is prevent-
ing users from sharing their credentials with others. Although anonymous credential
systems typically provide collusion resistance, this does not prevent a user from
directly transferring or sharing their credential with another party. This issue was
already identified by Camenisch and Lysyanskaya in [24], although no concrete tech-
nical solution was proposed. Instead, they suggested discouraging such behaviour by
binding all credentials of the same user to a shared secret (see Section 3.6.2), or by

linking credential usage to an external and valuable resource, such as a bank account.

3.6 Anonymous Credential scheme

An anonymous credential scheme is defined by a set of algorithms and protocols

that establish secure processes to issue, present and verify the AC.

8Self-blindable credentials are credentials that can be randomized by the holder without interacting
with the issuer. This allows the same credential to be presented multiple times in a way that produces
unlinkable transcripts and reducying reliance on complex proof mechanisms.
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Definition 3.6.1 Ler 7.7 = (Setup, KeyGen, Sign, Vf) be a digital signature scheme
and H a cryptographic hash function. An anonymous credential scheme is defined

by the following algorithms:

* Issuer setup: {pp, (skies, PKiss) } & IssuerSetup(1%).
The issuer executes the |ssuerSetup algorithm which consists in executing the
Setup and KeyGen algorithms of the underlying digital signature scheme 9.5 .
This algorithm generates:
— the public parameters: pp & Setup(1%);

— the issuer key pair: (skjes, PKjss) & KeyGen(pp).

« Credential issuance: cred < Credlssuance({ai}ic[), Skiss)-
The issuer executes the following operations:
— sign the attributes {ai}ie[l] using their private key sk, computing &

Sign({ai}ie[l]vsklss);
— set cred « (0O, {ai}iem)-

* Credential presentation: 7 & Cred Presentation(cred, stmt, nonce).

The statement stmt = {a; }icRey is given by the set of attributes that the holder
wants to reveal Rev C [l], and the nonce is sent by the verifier to the holder
to guarantee the freshness of the presentation. The holder constructs a
non-interactive zero-knowledge proof © that demonstrates that the attributes
{ai}icrev are included in anoncred. To do that, the holder:

— given (0,{ai}ic), generates a commitment t;
— computes the challenge ¢ < H(t,nonce);

— computes a response z, and set T = (t,z).

* Presentation Verification: {0,1} & PresVer(m,stmt).
The verifier performs the following operations:
— computes ¢ = H(t,nonce);
— checks whether (t,c,z) is an accepting transcript for {a;}icRey-

If the previous checks are satisfied, the verifier accepts and outputs 1, otherwise

it outputs 0.
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3.6.1 Security Properties of an Anonymous Credential Scheme

In this system, no entity (Issuer, Holder, Verifier) is assumed to be fully trusted, and
two primary threats must be considered. First, a malicious holder may attempt to
have a presentation accepted as valid by the verifier, even if it is derived from a
credential that is invalid, was never issued, or contains data inconsistent with the
claims being presented. Second, a malicious issuer, verifier, eavesdropper, or any
colluding subset of these parties may attempt to identify a holder from a protocol
transcript, for instance by linking the transcript to a previous interaction by the same
holder. For these reasons, the basic properties that an anonymous credential system

must satisfy are as follows:

* Correctness: A CredPresentation/PresVer protocol will succeed if the input
is a valid credential resulting from a Credlssuance protocol previously run
between the holder and an Issuer known to the Verifier.

* Unforgeability AC: A Holder cannot feasibly produce a presentation pres
that is accepted as valid by the verifier without possessing one or more valid
credentials issued by the claimed issuer, such that each asserted attribute is

attested by at least one of these credentials.

e Issuer Unlinkability: A probabilistic polynomial-time adversary observing
a valid transcript of the CredPresentation /PresVer protocol should have only
negligible advantage in determining which execution of the Credlssuance
protocol generated the credential used in that transcript.

* Multi-show Unlinkability: A probabilistic polynomial-time adversary observ-
ing multiple executions of the CredPresentation/PresVer protocols under the
same issuer should have only negligible advantage in determining whether any

two or more of these executions correspond to the same underlying credential.

Among these properties, multi-show unlinkability is the most significant, as it
characterizes anonymous credential systems and distinguishes them from more
general verifiable credential frameworks, as well as from related primitives such as

blind signatures.
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3.6.2 Linked Blinded Secret

In Section 3.3.1, we have shown that anonymous credential systems achieving
collusion resistance require all credentials included in a presentation to be bound
to a common user secret. A standard mechanism to enforce this requirement is
the Linked Blinded Secret (LBS) [58], which enables more trusted interactions
because it allows verifiers to ensure that one or more credentials presented in a proof
are bound to the same holder. This is achieved through a zero-knowledge proof of
knowledge of valid credential signatures together with a common underlying secret,
ensuring both the authenticity of the credentials and their binding to a single entity.
The Linked Blinded Secret is a large random number, a master secret, which is then
committed using a cryptographic commitment algorithm. The commitment is sent
by the holder to the issuer that signs it together with the credential attributes and
allows the holder to prove it knows the secret without revealing it. It is referred to as

a Linked Blinded Secret due to the following properties:

* Linked. The same master secret is incorporated into multiple credentials
issued to the same holder. This enables a cryptographic binding between the

holder and their credentials.

* Blinded. The master secret is concealed and randomized through a blinding

commitment mechanism during each credential issuance.

* Secret. The master secret remains private and is never disclosed by the
holder. Instead, only commitments to the secret and zero-knowledge proofs of

knowledge of its value are shared.
As mentioned before, the Linked Blinded Secret has two purposes:

* Proof of holder binding. Since the holder is the only one who knows the

master secret, no one else is able to generate a proof to present the credential(s).

* Proof of credential linking. The master secret is the same across all cre-
dentials owned by the same holder, which may combine more credentials in

a single presentation. Each credential contains a different’ Linked Blinded

9While the master secret is the same across all credentials of a holder, each credential contains
a distinct commitment to this secret, obtained using fresh randomness. This ensures that all the
credentials of a holder are cryptographically bound to the same underlying secret, while preserving
unlinkability across different issuances.
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Secret but the holder can prove that the secret behind those values is the same,

without revealing it.

In anonymous credential systems without a master secret, zero-knowledge proofs
ensure the correctness and privacy of individual credentials but do not enforce a
binding between them. As a result, multiple holders can combine their credentials in

a single presentation to satisfy a joint statement, leading to collusion.

3.7 BBS Anonymous Credential scheme

In this section, the BBS Anonymous Credential scheme, based on BBS signatures,

is presented.

Definition 3.7.1 (BBS AC scheme) Let 2. = (Setup, KeyGen, Sign, Vf) be a dig-
ital signature scheme and H a cryptographic hash function. The BBS AC scheme is
defined as follows:

* Issuer setup: {pp, (skiss, PKiss) } & IssuerSetup(1%).

The issuer executes the |ssuerSetup algorithm which consists in generating the
public parameters pp for the BBS credential scheme along with the key pair of
the issuer (skes, PK|ss )-

(PP, (skiss, Pkiss) } < IssuerSetup(1%),

$
where pp = (g1, (hi)le,gz, ks €), Skiss = X <= Z,, and pkigs = Xo = g5.

« Credential issuance: cred < Credlssuance({ai}c[r], Skiss)-

The issuer executes this algorithm to generate a BBS anonymous credential.

It takes as input the attributes (ay,...,a;) and the issuer’s private key sk,

samples e ﬁ Ly, computes

1

Xte
A = <g1 h?l> y
ic(l]
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and outputs a credential cred:
$
cred = (0, {ai}ic)y) = ((A,e),{ai}ic) < Credlssuance({ai}ic,skiss)-

This credential cred includes the attributes (ay, ... ,a;) and its signature (A, e)

obtained using the BBS signature scheme with secret key sk, = X.

* Credential presentation: pres ﬁ CredPresentation(cred, stmt, nonce).

The statement stmt = {a; }icRey is given by the set of attributes that the holder
wants to reveal Rev C [l], and the nonce is sent by the verifier to the holder
to guarantee the freshness of the presentation. To produce a presentation, the

holder executes the CredPresentation algorithm described in Figure 3.2:

pres = (A, B, c,s,t, (u;)icHid) & Cred Presentation(cred, stmt, nonce),

* Presentation Verification: {0,1} & PresVer(pres,stmt, pkjq)-

The verifier executes the the PresVer algorithm described in Figure 3.2: if the

checks are satisfied, the verifier accepts and outputs 1, otherwise it outputs 0.

The CredPresentation and PresVer algorithms are illustrated in Figure 3.2, which
provides an overview of the non-interactive zero-knowledge proof (NIZKP) construc-
tion for BBS credentials.

In [74], it was proved that this NIZKP is secure since it is derived from a sigma
protocol to which is applied the Fiat-Shamir transform. In [74] the authors show
that the sigma protocol satisfies correctness, special soundness, honest-verifier zero-
knowledge. Moreover, it is easy to see that the sigma protocol has a large challenge
space and high first message min-entropy; therefore, the derived NIZKP is secure
[75].

Unlike anonymous credential systems that rely on a linked user secret to enforce
binding between credentials, the BBS construction considered here does not explicitly
incorporate a master secret shared across credentials. As a consequence, multiple
credentials may be combined within a single presentation without any cryptographic
guarantee that they originate from the same holder. This implies that the scheme, in

this form, does not provide collusion resistance.
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Fig. 3.2 NIZKP for BBS credentials. The value pp represents a set of public parameters
known both to P and V.

3.8 Revocation Mechanisms

A fundamental and practical requirement of traditional certificate infrastructures
is the ability to revoke certificates, thereby rendering them invalid when they are
no longer trustworthy, for instance due to key compromise or misuse of privileges.
This requirement is equally important in anonymous credential systems; however, it
becomes considerably more challenging!® to achieve in settings where credentials
are designed to remain unlinkable across multiple uses. The possible reasons why
a credential needs to be revoked can be grouped in three categories: (i) natural
expiration, where the credential reaches its expiration date becoming outdated and
unusable, (i7) Issuer-initiated revocation, where the Issuer revokes the credential

before its expiration date and (ii7) Holder-initiated revocation, where the Holder

1%While the W3C standard revocation mechanism [61] can also be adopted in post-quantum
plaintext verifiable credential systems, as it does not rely on cryptographic assumptions vulnerable
to cryptographically relevant quantum computers (CRQCs), it is generally unsuitable for privacy-
sensitive scenarios. In particular, the use of indexed status entries and deterministic status checking
can introduce implicit linkability between credential uses, which is incompatible with strong privacy
guarantees such as multi-show unlinkability in anonymous credential systems.
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asks for a revocation of its credential. A naive approach is to generate a new
signing key and re-issue all non-revoked credentials whenever a revocation event
occurs. While this method achieves zero latency at verification time, it introduces a
substantial overhead, as the cost grows linearly with the number of valid credentials
in the system. Lapon et al. [76] study different strategies for supporting credential
revocation, identifying six main categories of revocation approaches, each with its
own trade-offs in terms of security and efficiency. In the following, we briefly review

some of the most important approachs to revoke credentials.

Pseudonyms. The first approach to revocation consists of attaching a consistent
alias to each credential, which can then be used to register which credentials have
been revoked. While this enables straightforward revocation checking, it funda-
mentally compromises multi-show unlinkability, since all presentations of the same
credential can be linked through the pseudonym. Consequently, relying exclusively
on this approach eliminates the main privacy advantage of anonymous credentials
over linkable credential systems.

Limited Lifespan. An alternative approach is to include an expiration date within
each credential and enforce a short validity period, requiring users to periodically
renew their credentials. When used as the sole revocation mechanism, this approach
resembles the naive solution, but allows for a trade-off between revocation latency
and the overhead associated with frequent re-issuance. Nevertheless, it remains one
of the least scalable solutions. Expiration dates are, however, an essential component
of practical credential systems and have commonly been implemented as one of
the attributes since the introduction of Camenisch-Lysyanskaya credentials [24]. In
zero-knowledge credential systems, proving that a credential is still valid typically
requires demonstrating that the expiration date lies in the future without revealing
it. This is often achieved through range proofs, which can be relatively inefficient,

since the expiry date can otherwise become linkable information.

Signature Lists. Another approach to revocation, introduced in works such as
Tsang et al. [77, 78] and Brands et al. [79], avoids the need for a TTP by maintaining
a public list of revoked credential identifiers. Provers can then demonstrate in
zero-knowledge that their credential is not included in this list, while keeping their
identifier hidden through a one-way encoding. The main drawback of this approach is
its computational cost, since proving non-membership in a set is generally expensive.

Some optimisations have been proposed, but they introduce new drawbacks: either



3.8 Revocation Mechanisms 63

they reduce privacy by requiring more explicit disclosure of identifiers [80], or they

increase administrative overhead due to the need for frequent list updates [81].

Accumulator. Camenisch et al. in [82, 83] propose the use of a dynamic
accumulator to solve the revocation problem. This primitive allows a large set of
integer values to be compressed into a single value, with each member of the set
having an associated witness that can be used in conjunction with the accumulator
value to prove its membership in the set without access to the full set. A dynamic
accumulator allows deleting values from the box using a trapdoor known only by
the owner (or generator) of the accumulator. The revocation consists in the owner
removing the credential unique value from the accumulator. The Issuer knowing
the trapdoor is the only able to add or remove values from the accumulator that
acts as a membership list. A prover, using his witness, can produce a ZK-Proof of
Knowledge proving its value is included in the accumulator. Accumulators have
more efficient proving and verifying protocols than signature lists, and reduce the
communication cost of publishing the list, but their primary drawback is the need for
provers to update their witness values regularly with update information sent by the

entity (usually an Issuer) managing the accumulator.

Timestamp. Camenisch ef al. in [84] had yet another idea to implement a
revocation mechanism, based on timestamps. Each credential is valid only for a time
interval called epoch, and the credential must be refreshed for every epoch. The
revocation consists in non-issuing the credential for the next epoch. At verification
time, the Verifier checks that the VC is referred to the correct epoch. Credential
revocation is implemented by encoding a validity time property ( a timestamp) into
one of the Issuer-controlled attributes. Thus, an Issuer can periodically update valid
credentials off-line and publish a small per-credential update value, for instance on a

public bulletin-board every minute, hour, or day, trading-off complexity and security.



Part 11
Original contributions

After introducing the necessary background, the second part of the thesis presents
the original contributions of this work. In particular, Chapter 4 introduces a secure
protocol for atomic swaps based on time-lock puzzles. We present BTLE (Broadcast
Time-Lock Exchange Protocol), a two-step protocol designed to decentralize the
exchange of funds between two blockchains in scenarios similar to online exchanges.
Chapter 5 describes the implementation of a post-quantum anonymous verifiable
credential framework. Finally, Chapter 6 provides a formal definition of a VP
delegation scheme, together with the security properties it must satisfy. We present
two instantiations of the scheme, one compatible with verifiable credentials in the
EUDI ARF, and another supporting anonymous credentials based on BBS

signatures.



Chapter 4

BTLE: Atomic swaps with time-lock
puzzles

The result presented in this chapter is a joint work with Nadir Murru, Claudio
Schifanella and Fadi Barbara and it can be found in [85].

We present BTLE (Broadcast Time-Lock Exchange Protocol), a two-step proto-
col that aims to decentralize exchange of funds between two blockchains in scenarios
similar to online exchanges. BTLE leverages time-lock puzzles to achieve that. In
the first phase, the BTLE-MA protocol allows for a matching between a market
maker and one of the competing market takers. In the second phase, the BTLE-AS
algorithm allows the exchange between the market maker and the winning market
taker. It is not necessary to use both the BTLE-MA and BTLE-AS algorithms
in a decentralized-exchange scenario: existing atomic swaps based on HTLC can
benefit from BTLE-MA and can be adapted to an exchange where there are multiple
possible participants. Moreover, BTLE computations are off-chain, so BTLE can be
used in those blockchain pairs where at least one of the two does not have a scripting
language or where the pair do not have the same hash function in common. This
solves a limitation of HTLC-based atomic swaps. We also propose a new time-lock
puzzle based on Pell conic calculations as an alternative to the classical time-lock
puzzle of Rivest et. al. BTLE has been implemented and tested. Experiments
demonstrate that this new time-lock puzzle based on the Pell conic is superior for the
intended goal. With an N-bit modulus of 2000 bits, the RSW-TL approach resolves
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the puzzle in approximately 100 seconds, whereas our BM-TL method requires over

4000 seconds, significantly reducing the number of squaring operations needed.

4.1 Introduction

With the birth of the Internet and the beginning of message exchanges, the next
problem was that of value exchange. The first projects that aimed to solve “remote
exchange of value" were centralized, since it was not possible to solve the problem
of double spending in a decentralized way. Formally, it has been shown that it is
possible to create a decentralized randomized Byzantine agreement based on the
Bitcoin protocol [86]. Bitcoin was the first system capable of solving this problem
in a decentralized manner. Its history can be traced through numerous academic
articles, such as the ones on Proof of Work [87, 88] and the one on backlinking to
maintain data integrity [89], which all together give rise to the system we nowadays
call blockchain. Starting with Bitcoin, various projects have sprung up to solve the
new problems that the Bitcoin project presented [90]. One of the first problems was
that of scalability. In fact, a decentralized system such as Bitcoin had the ability
to operate only 7 transactions per second (tx/s). For this reason, in 2015 a scaling
proposal was based on the idea of operating exchanges on parallel blockchains, in
order to balance the number of transactions on each blockchain [91]. This idea was
further explored in the following years, e. g., in the Liquid [92] and Plasma projects
[93].
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(a) A 1-1 exchange

1BTC

Alice

(b) A many-1 exchange

Fig. 4.1 In a 1-1 exchange there are only two parties involved. In a many-1 exchange, multiple
parties want to exchange the same amount of funds. In this case a matching algorithm is used
to choose Alice’s partner. An example of a many-1 exchange are the online (crypto-)currency
markets.

As blockchain technology has evolved and diversified, another important problem
that has emerged is the need for interaction between distinct distributed systems,
commonly referred to as Cross-Chain Communication (CCC) (see Section 2.6).
While HTLCs are widely used in the context of CCC, they are not the only approach
to achieving synchronization between blockchains. Another alternative is based on
time-lock puzzles. In particular, the method proposed by Rivest et al. [26] aims to
achieve time-bounded encryption: the goal is to obtain a method to make a message
remain encrypted only for a predictable amount of time. A time-lock puzzle is
also described as a “time capsule" for a message. In our case, the time-lock puzzle
is used by Alice and Bob to reveal part of a private key to obtain the counterpart
funds while maintaining security. For example, if Alice behaves dishonestly, Bob
is able to redeem her funds, knowing that Alice cannot steal them before a certain
time defined by Bob himself in the time-lock puzzle. Unfortunately, however, there
are few systems to implement a time-lock puzzle other than Rivest’s method. In
this paper, starting from the preliminary work [94], we propose a new method to
obtain time-lock puzzles starting from Rivest’s method, laying the groundwork for
further study to create new puzzles in different environments. In addition to Asokan’s
impossibility result, as pointed out in Zamyatin et al [43], most decentralized coin-

transfer methods proposed so far in the literature involve only two parties. This works
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for a single exchange, but makes it difficult to implement the proposed method in a
context similar to online exchanges. In fact, in the case of an online exchange, there
are many participants who intend to operate the same exchange, at the same time
and at the same rate while competing for first place. This is a many-1 setting, instead
of a 1-1 as in the case of Alice and Bob explained before. A visual representation
of the difference can be seen in Figure 4.1. Another assumption generally made
and implicit in the methods proposed in literature is that these parties already know
each other before making the exchange. In reality this is a very strong assumption
and that makes it difficult to implement the proposed system retaining the same
security guarantees. To face this problem, a centralization tweak is operated during
the implementation where the algorithm of connection and knowledge of the two
participants is operated on a central server. In the context of markets, this connection
algorithm is called matching algorithm. It is necessary to study methods that give
the possibility to exchange funds in a multitude of contexts without requiring that
the participants know each other beforehand, especially at a time when traditional
financial methods are moving towards decentralized finance (DeFi). For these
reasons, our solution is broadcasted, meaning it deal with multiple participants
concurrently in a many-1 environment. Therefore it is a Broadcast Time-Lock
Exchange (BTLE).

Contributions. First, we propose an off-line and decentralized matching algorithm.
We then introduce a decentralized exchange mechanism, namely one that operates
without the assistance of a trusted third party, leveraging time-lock puzzles as a syn-
chronization tool. In addition, we present a novel class of time-lock puzzles based
on the Pell conic.e Furthermore, we provide a comparative analysis between the clas-
sical time-lock puzzle proposed by Rivest et al. [26] and our construction. We also
develop and implement both the legacy and the proposed time-lock puzzles!. From
a theoretical standpoint, we prove the security of the proposed method within the
hybrid ideal/real world simulation paradigm, considering static honest-but-curious
adversaries. Finally, we conduct a detailed analysis of the protocol with respect to

its time complexity.

Thttps://github.com/disnocen/dex-tlp
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4.2 Related Works

This section is divided into three parts. In the first part, we will deal with the
presentation of the proposed works in the literature related to the communication
between two blockchains. In the second part, we will deal with the study of the
presentation of results obtained in time-based mapping, while in the third part we
will introduce the works on the hash time lock puzzles. This last part is necessary to

make a comparison between our proposed method and the latter method.

4.2.1 Cross Chain Communication

One of the first reports on the CCC issue is the report Buterin wrote in 2016 [44]. At
that time the cross-chain communication problem was also called the interoperability
problem, hence the name in the report. In that report, Buterin classifies the main
methods of interoperability present at the time. Generally an interoperable system
was leveraged to enhance the scalability of the blockchain in question. Here, scal-
ability means the increase in terms of throughtput (i.e. the number of transactions
per second) correlated to an increase in the number of users. In fact, interoperability
gives the possibility of rebalancing the loads between two blockchain and therefore
split the work between the two. In this sense we talk about sidechains, introduced for
the first time in [91]. Another way to find interoperability is to build an interoperable
blockchain by design. This is the case of the ecosystems dubbed “blockchain of
blockchains”. Examples of these ecosystems are Cosmos [95] and Polkadot [96]. In
both projects, the idea is to create a hierarchy of blockchains where each exchange
of funds is approved through the blockchain at the head of all others. For a more

detailed analysis see, e.g., the work of Zamyatin et al. [43].

4.2.2 Time Release Cryptography

Here we briefly explain what is meant by time-based cryptography. For a general
overview of this issue, see the detailed survey by Jaques et al. [97]. In this sub-
section we present only the fundamental results related to the BTLE protocol. Timed
primitives came up in several contexts. In the following we distinguish between a pre-
blokchain phase and a post-blockchain phase. The first generation, pre-blockchain,
includes “time capsules" for key escrowing as in Bellare et al. [98], time-based
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cryptographic secrets as Rivest et al. [26] and contract signing as in Boneh et al.
[99]. Of those, only the last two protocols are secure against parallel processing,
1.e. they use what has been defined as inherently secure function [100]. After the
introduction of Bitcoin [101], time based cryptography had a new wave of research.
In particular, the post-blockchain study of time-based cryptographic protocols is
focused on verifiable delay functions (VDF) and time-lock puzzles (TLP). VDFs are
a subset of TLPs: the difference is that in VDFs other people can verify the solution
without the need to solve the puzzle [100]. The majority of the newer studies have
focused on VDFs. Some of them proposed new protocols, such as [102], while others
extended the TLP in [26] making it a VDF. The works of the latter type are that of
Wesolowski [103] and that of Pietrzak [104]. These works are compared in [105].
Interestingly, the new wave of research on time based cryptography has generally left
aside the traditional time-lock puzzles: we are aware of only one document on this
topic, i.e. the time-lock puzzle in [106]. However BTLE does not need any outside
verification of the result. That is because our puzzles have an implicit verification: if

the solution is right, then the user can retrieve the funds, otherwise it can not.

4.2.3 Hash time-lock Contracts

To date, the majority of peer-to-peer exchange methods are based on the concept of
Hash Time Lock Contract (HTLC). The inventor of HTLCs is considered to be Tier
Nolan [47] and they are analyzed in many documents, such as the ones by Herlihy
[48] and by Miraz and Donald [107]. An HTLC is a contract that uses hash-based and
time-based cryptographic constructs to lock and unlock funds on chain. Participants
in this kind of contract have to manually redeem funds by generating cryptographic
proofs of payment before a certain date in order proceed with the protocol. The
downside of this is that parties are required to stay online during the whole execution
of the protocol. This is difficult for power constrained devices or in places where
a stable internet connectivity can’t be expected. Another downside of HTLCs is
that these cryptographic primitives can not be implemented on all blockchains. To
obtain the kind of lock required by the protocol a scripting language is necessary. In
particular, both blockchain scripting languages need to have primitive to compute
the same hash function. Many popular blockchain projects do not satisfy these
requirements. For example it wouldn’t be possible to make a HTLC between Tezos
(which uses the Blake2b function as its principal hash function) and Bitcoin (which
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uses the SHA256 function to make hashing). Finally, HTLCs can be instantiated
only between two participants or entities: it is a 1-1 exchange. This makes it
difficult to base a complete exchange algorithm in decentralized markets with a
many-1 setting. In some works, several possibilities have been proposed to overcome
some of these limitations, using, for example, AVTC as a cryptographic primitive
[108] or leveraging relays and adapters [109]. However, none of these approaches
simultaneously addresses all the previous issues, and none of them utilizes time-
lock puzzles as a cryptographic primitive, which we instead propose in our BTLE
protocol, where for the first time a solution of this kind also involving time-lock
puzzles is presented.

4.3 Background

4.3.1 Time lock-puzzle

Starting from the classical time-lock puzzle construction introduced by Rivest,
Shamir, and Wagner (RSW-TL) [26] (see Section 1.12.1), we extend this idea to
develop a novel time-lock puzzle based on the group structure of conics. We refer to
this construction as BM-TL, as it builds upon the RSA-like cryptosystem studied
in [110, 111]. Both systems are not parallelizable, because they use sequential func-
tions. Thus, there is no advantage in having more CPUs, because all computations
are necessarily done only on one core of the CPU. These time-lock puzzles can be
considered as a CPU-bound puzzle with a timing function and an implicit verification
[112].

The idea of Rivest et al. for constructing time-lock puzzles can be naturally
generalized by replacing modular exponentiation with analogous operations defined

over different algebraic structures. In particular, given a field [F, the conic
€ ={(x,y) € FxF:x*—Dy* =1},
with D > 1 square-free, can be equipped with the product

(x1,¥1) ® (x2,¥2) = (X122 +y1y2D,X1y2 + X2)1),
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so that (¥, ®) is an abelian group with identity (1,0) and the inverse of an element
(x,y) is (x, —y). Considering x*> — D an irreducible polynomial over [F, one can easily
observe that % is isomorphic to the elements of norm 1 of the field A := F[X]/(x* —
D). Then we can parametrize the conic by considering P = A*/F* = FU{a}, where
o ¢ I is the point at the infinity. In this way, the induced product over P is given by

b D+-ab " b0
Cl@ —m, it a-+ 7é

a®b=a, ifa+b=0

It is interesting to observe that the same parametrization can be obtained by using
1

the line y = —(x+1).
m

Considering I = Z,, and D not a quadratic residue modulo p, then ¢’ is a cyclic
group of order p+ 1 and thus

a®P*'=1 (mod p)

for every a € Z,, where the powers are evaluated with respect to the product ©.
Moreover, we can also define the conic 4 with points whose coordinates belong to
the ring Z,. In this case, we do not have a group structure, however, considering
P =7,Ua, with n = pq, p and g primes, we have an analogue of the Euler’s
theorem:

a®™ =1 (modn), VacZ,

where W(n) = (p+1)(g+ 1) plays the role of the Euler totient function, see [110].
Now, we have all the tools for defining the BM-TL following the idea of Rivest et al.
Indeed, the secret sk can be encrypted by

c=sk+a® (mod n).

Knowing the factorization of n, one can efficiently compute a®?

evaluating first
e=2" (mod ¥(n)) and then ¢® (mod n). Without knowing the factorization of n,

one must perform ¢ squarings with respect to the product ©.
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4.3.2 Verifiable Delay Function

In the following we explain how it is possible to extend the timelock puzzles into
a Verifiable Delay Function (VDF). To do that we apply the method described by
Wesolowsky [103] to the BM-TL conic.

We say that a Verifiable Delay Function (VDF) implements a function 2~ — %
if it is a tuple of three algorithms [105]:

* Setup(A,z) — pp is a randomized algorithm that takes a security parameter A

and a time bound 7, and outputs public parameters pp,

* Eval(pp,x) — (y, ) takes an input x € 2" and outputs a y € % and a proof
T.

* Verify(pp,x,y, m) — { accept, reject } outputs accept if y is the correct evalu-
ation of the VDF on input x.

The work in [103] uses the Setup and Eval phases already described in [26] and
Section 4.3. We are going to describe how to extend its Verify phase. There are
two possible types of proofs, one interactive and one non-interactive. We start by
explaining the interactive one. If Primes(A) is the set of prime numbers before 4
and h = gzt, its steps are:

0. The verifier sends to the prover a random prime ¢ sampled uniformly from
Primes (A1),

1. The prover computes g, r € Z such that 2" = g¢ +r with 0 < r < £, and sends
7 <+ g7 to the verifier.

2. The verifier computes 7 < 2/ (mod /) and outputs accept if h = 7' g"

This conclude the interactive proof. The non interactive proof uses the Fiat-Shamir

heuristic in the random oracle model.

Since the creation and solution of 2' (mod n) is the same for both the RSW-TL
and BM-TL methods, the work by Wesolowsky [103] naturally extends the BM-TLP
to a BM-VDE.
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4.3.3 Conditional Transactions

The blockchains that have a scripting language allow users to create imperative (as
in the case of Ethereum) or verifying (as in the case of Bitcoin) smart contracts. One
application of this fact is the construction of conditional transactions, i.e. transactions

that can be redeemed by different keys under certain conditions.

In the case of BTLE-AS we use transactions that use time as a condition (mea-
sured in terms of blocks). In particular we define a (1,#, )-transaction, or transaction
with parameters (¢1,#,), a transaction such that;

* it can be redeemed by a key K before time #|
* it can be redeemed by a key K after time #; but before time 7,

* it can be redeemed by a key K3 after the time 1,

Specifying how to create a conditional transaction is outside the scope of the doc-
ument, but examples of this type of transaction can be found in the BIP16 [113]
specification for Bitcoin, but are possible in any blockchain project that has a script-
ing language. We use this kind of transaction in BTLE-AS (see Section 4.4.2) where,

unless otherwise specified, the keys K| and K3 are the same).

4.4 Design

In this section we explain how it is possible to create both a matching algorithm
and an atomic swap algorithm based on time-lock puzzles. Both algorithms are part
of the Broadcast Time-Lock Exchange Protocol (BTLE) and for simplicity we call
BTLE-MA the matching algorithm and BTLE-AS the swap algorithm. Without loss
of generality, we can say that the participant that initiates the process is selling its
token in exchange of (or to buy) the other. We point out that it is not necessary
to use both the BTLE-MA and the BTLE-AS algorithms to obtain a token swap.
In particular, it is possible to add to the current swap methods based on HTLC
a matching algorithm based on BTLE-MA. This facilitates the partner discovery
steps in current atomic swap systems. In the following, we assume a decentralized
platform where participants want to swap tokens. Each participant owns a client
that can track the progress of the reference blockchain. We informally call view
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the client’s collection and ordering of states of the blockchain. This view is not
necessarily the same for all participants due to network lag or possible attacks, such
as an Eclipse attack that has the effect of giving a false view of the blockchain blocks.
Here “false" means that the victim’s view is different from the view of the majority of
blockchain miners/validators. In the following we will not focus on the consequences
of this attack because it has no real consequences: if the victim has a different view
of the blockchain, then it is very difficult for her to have transactions accepted by
miners. The existence of different views explains why BTLE-MA is necessary: there
cannot be a temporal-based ordering of possible buyers and an asynchronous systems
imply the absence of a shared clocks. We distinguish two classes of participants. The
first is the class of initiators: this kind initiates the exchange by proposing the deal,
1.e. the selling of its token. The initiator corresponds to a market makers in traditional
centralized markets. The latter is the class of exchangers: to this class belong the
possible buyers interested in an equivalent and opposite deal but that do not want to
start it. These participants correspond to market taker. We assume there is a single
initiator which we denote by A (Alice), and many possible exchangers. Since the
exchangers represent Alice’s partner, following the cryptography tradition we will
call them all "Bobs" and, supposing they are indexed and in finite number d, we
denote them as {Bj, By, ...,B;} and we assume d secure channels of communication
between A and each one of B;,i = 1...d. We also assume {Bj,B>,...,B;} compete
at the same price level, as in traditional order books. If not, then A narrows the
view to the subset of Bobs with the most favorable exchange rate for A. Note that
the set {B1,By,...,B;} is completely determined by the view of A since we assume
that A’s view of the blockchain is the correct one. Consequently there may be other
potential exchangers or some have withdrawn and A’s view of potential buyers is not
synchronized yet. In the protocol description we will see why neither of these two
cases is a problem. Finally, in the following we treat the time-lock puzzle TLP as a
blackbox which takes two inputs and then outputs a cryptographic puzzle, thanks to
how we modeled the time-lock puzzle primitive in Section 4.3. The solution of the
puzzle is the cleartext itself. This shows that in theory the system can use any kind
of time lock puzzle, including those described in Section 4.3. In Section 4.6 we will
see which one is better from a practical point of view.
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44.1 BTLE-MA

In this round Alice has to choose the exchanger among
{B1,Ba,...,B;} < GetExchangersList(). Here GetExchangersList() is a routine
on the platform that returns the addresses of the exchangers and a way to communi-

cate with them. How to implement it is outside the scope of this document.

BTLE-MA is explained in pseudo-code in Algorithm 1. As seen in the figure,
A starts by generating a random message rand;,i = 1...d for each participant in
{B1,B2,...,B;}. Then A associates this message to the intended receiver, rand; <>
Bi,i=1,...,d. The inputs of each time-lock puzzle are the message rand; and a time
in seconds. Note that in a time-lock puzzle TB; = TLP(rand;,time), the random
message 1s different for each B;, but time is equal for all participants: all potential
exchangers must have the same chance of being able to find the solution at the same
time. The randomness of the winner is determined by unpredictable factors such
as network latency or the puzzle real solving time. In this sense the choice of B;
is truly random. The output is a tuple that represent the cryptographic puzzle (See
Section 4.3). A performs this subroutine for all B;,i = 1,...,d and then it sends all
the puzzles. Finally A waits for a solution.

When A receives the first solution (i.e. the cleartext of the random message)
@ from some B, A checks that it is a valid message. Practically, this means that
A verifies that the cleartext I’Cl/l’lEj is equal to the message rand; associated with B;.
If that is the case, A accepts the solution and B; is the winner: from now on A will
proceed to communicate only with B and discards all other solutions. If the message

isn’t valid, A waits for another solution.

We stress the fact that the entirity of the BTLE-MA routine runs off-chain.
Therefore it isn’t costly nor slow.

4.4.2 BTLE-AS

Let Bob be the winner of BTLE-MA and we denote it as B. This means that A
will deal only with B, as in a classical token exchange. The goal of the parties in

BTLE-AS is exchange their tokens in an atomic way.
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Algorithm 1 BTLE-MA routine

: {B1,By,...,Bg} < GetExchangersList()
cfori=1,...,ddo
rand; < RandGen()
map(rand; <> B;)
TB; < TLP(rand;,time)
end for
fori=1,....,ddo
Send : TB; — B;
end for
AcceptedSolution =False
: while AcceptedSolution =False do
waitSolution()
if VerifySolution(sol) ==True then
AcceptedSolution =True
WinnerSolution = sol
end if
: end while
: Winner = map(WinnerSolution)
: return Winner

e A A S ey
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In the following we present the notation used to understand the protocol. At
the beginning of BTLE-AS, A owns 1 coint, and B owns 1 coin2”. To enforce
the atomicity of the protocol, we consider the ending of the BTLE-AS protocol as

"successful" only if one of this two possible endings occurs:

1. Ahas 1 coin2 Bhas 1 coinl

2. Ahas 1 coinl Bhas 1 coin2

Case 1. means that both A and B were honest during the execution of the protocol,

while Case 2. happens if either A or B has been dishonest or faulty.

Intuitively BTLE-AS aims to exchange private keys between A and B so that
they can move their newly acquired fund to other addresses. Of course, simply
exchanging private keys would easily lead to possible theft: if A is not honest, A can

still use his key to move his funds even if it sent the key to B, effectively stealing B’s

2The real exchange rates between the two tokens and how they are decided are beyond the scope
of this document. We assume this kind of information can be exchanged either in the channel during
BTLE-MA or the UI implementation of the protocol.
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funds. Therefore we split a private key into two parts and we use the homomorphism
of both the sum and external product in the elliptic curve group. Formally, given two
secret keys sk?, skB, an elliptic curve generator g and the relative public key pk? and
pkB, then the key sum is homomorphic:

(sk* + skB)g = pk + pkB = (sk*g) + (skBg). 4.1)

Beside not sending the time-lock puzzle, A has another way to cheat B. In fact,
A could create and send to B the time-lock puzzle of a random number instead of
its private key sk4. To avoid this problem, we introduce a zero-knowledge proof of
the fact that the time-lock puzzle is hiding the right secret key, of course without

revealing it.

In the following we introduce the swap and the proof protocols.

The Swap

We explain the exchange of tokens coinl and coin2 with reference to Table 4.2,

with notation in Table 4.1.

At first, A and B create the key pairs sk’g, pkg‘ and sklf , pklf respectively, where
sklj , pklj are related to blockchain BC;,i = 1,2 and user j = A, B. These key pairs are
respectively the first of the two shares of A and B to redeem the exchanged funds.
After this step, A and B exchange the public keys pk‘é‘ and pk?. If this first part is
successful, both A and B create ephemeral keys (skA,pk‘f and skg, pklz9 respectively)
that represent the second of the two shares to redeem the exchanged funds. At this
point A and B can create new public keys (called PK]B and PK‘Z“ respectively) to
which they can send the funds. This transaction is a (%, t)-conditional transaction as
explained in Section 4.3.3where ¢ is a generic deadline the participants A and B can
agree on or can be included in a specification. Because of the way the keys PK? and
PKE‘ and consequently the addresses are built, neither of the two participants can
redeem the funds in either blockchains at this point of the exchange. For example, A
needs to know sklz9 in order to redeem coins in the address for PK‘24. For this reason
in the second part of the exchange A and B exchange the time-lock puzzles T LP4 and
T LPp and their respective proofs, explained in Section 4.4.2 . Once the time-lock
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BC,BC> | Blockchain 1 and 2 with tokens coinl and coin2
G1,Gy the base point for the elliptic curve of BC; and BC;

1, the base point order for the elliptic curve of BC; and BC,

PK{‘ public key for the address on blockchain BC; where A has the coins

PK® public key for the address on blockchain BC; where B receives the new coins
PK’24 public key for the address on blockchain BC, where A receives the new coins

PKf public key for the address on blockchain BC, where B has the coins
Ski 25 pk‘ﬁ2 shares created by A for blockchain BCj »
skf 25 pkf » | shares created by B for blockchain BC »

Table 4.1 Notation used in the explanation of the token exchange protocol

puzzles are opened/solved, A gets sklzg and B gets sk‘?. Using A as time unit, we
observe that the second time-lock puzzle is sent later (by 1/4 of the time unit) with a
shorter opening time (i.e., 3/4 of the time unit). This ensures that both participants,
A and B, open the puzzle at about the same time. As an example, consider the
conditional transaction sent from Bob to Alice:

A
CondTx <§,t, PKB PK§>

This conditional transaction is redeemable under the following conditions:

1. By the holder of the secret key associated with PKZ before time %;

2. By the holder of the secret key associated with PKQ‘ after time % but before

time ¢;

3. By the holder of the secret key associated with PK? after time ¢.

The mechanism ensures that the conditional transaction operates correctly under
the following conditions:

¢ If Alice does not send her conditional transaction before time %, Bob retains
the ability to redeem his transaction until time %, thereby safeguarding his

funds.
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Alice (coinl—coin?2)

sk & 1,1 — 1], pkd = SKAG,
rmy < GenRandomMessage()

sk & (1,0, — 1], pk{ = sk G,
PK]B = pk? —|—pkf = (sk‘]“ +skf)G1

hashy—p <SendCondTx(% ¢, PK{ — PK?P)

Ta < TLPy(sk{,30)
75 < ProofGen(ski,rmpg)

pk3 = PK3 — pki
ProofVer(rmy, pk&, 7p)
open Tp and redeem coin?2

pkA,rmA
e

pk?:”’”B

Tg,hashp_.4,7p
%

Ta,hashp .,
e dnbion AN

Bob (coin2—coinl)

skB & (1,1, — 1), pkB = skBG,
rmp < GenRandomMessage()

skB & (1,1, — 1), pkB = skBG,

PKgX = pkﬁ‘ +pk§ = (sk§1 +sk§)G2
hashp_4 <SendCondTx(% 1, PK% — PK3)
Tp < TLPg(sk5, 1)

g < ProofGen(sk5, rmy)

pki = PKY — pk{
ProofVer (rmg, pki, 4)
open T4 and redeem coinl

Table 4.2 Protocol execution between Alice and Bob for a successful swap.

¢ If Alice sends her conditional transaction before time %, she 1s granted a

A

designated window to redeem Bob’s funds, specifically between time 5 and

t. After time ¢, if Alice has not redeemed the funds, Bob is permitted to

withdraw them, thereby ensuring a protective measure against potential delays

or malicious intent on Alice’s part.

These considerations are similarly applicable to the transaction initiated by Alice

towards Bob.

The Proof

In the previous section we saw how the exchange works, and we treated the proof

as a blackbox. In this section we explain in details how the proof works. Here we

explain how to do this assuming that the users will use one of the two time-lock

puzzles described in Section 4.3. In particular we assume that for each protocol there

exist two functions ProofGen() and ProofVer() such that:
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* ProofGen(sk,rand) is a deterministic algorithm that, given a secret key sk

and a random message rand, creates a proof 7.

* ProofVer(x, pk) is a deterministic algorithm that, given the public key pk
with respect to sk and the proof 7, outputs 1 if 7 is valid and O otherwise.

We start with the explanation of ProofGen. In case of the RSW-TL and the
BM-TL time-lock puzzles, c is obtained from the formula

t t
c=sk+a*, c=sk+a®?

respectively, where sk is the message (the secret key) the user wants to encapsulate

in the puzzle, a a random number and 7 is the number of squarings.

To generate the proof, we leverage the fact that digital signatures ensure unforge-
ability, meaning that only the holder of the private key can produce a valid signature
for a given message. Unforgeability does not necessarily imply that no information
about the private key can be leaked (unlike zero-knowledge proofs, which guarantee
no leakage at all), as some schemes may tolerate partial leakage without compro-
mising security. However, in our scenario, the unforgeability of the signature is
sufficient to ensure the validity of the proof, as only the correct holder of the private
key can generate a valid signature. Thus, let SigGen(m, s) be the signature routine of
a digital signature scheme such that given a message m and a secret key s it outputs
a signature o, and let SigVer(m, 0, S) the respective verification algorithm such
that given a message m, a public key § and a signature ¢ outputs True if o is the
signature of message m, and False otherwise. Finally let P a prover and V' a verifier,
similar to every zero-knowledge protocol. Then the protocol works in the following
way and the case of the RSW-TL can be seen in Algorithm 2.

Algorithm 2 ProofGen(sk,rm)

¢ =sk+a*

. A < PubkeyGen(a?)
o « SigGen(rm,c)

4: w=(0,A)

5: Send(m)

wrp e

Assume there is an algorithm X = PubkeyGen(x) that given a number x con-
siders x as a ephemereal secret key and outputs the relative ephemereal public
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key X. When P creates the time-lock puzzle c, it also computes the public key
A = PubkeyGen(a?) in the case of RSW-TL, or A = PubkeyGen(a®?') in the case
of BM-TL. Then P computes ¢ = Sig(rm,c), a signature of the random message
rm using the time-lock puzzle result ¢ acting as ephemereal secret key. The proof is

m = (0,A). This concludes the ProofGen routine.

Upon receiving the time-lock puzzle an the proof 7, V starts the ProofVer rou-
tine as seen in Algorithm 3 . V first checks that the proof works. To do that, V
uses the public key pk + A to verify that the message signed in o is rm (recall
that V already has pk as per the swap algorithm) using the SigVer(o, pk+ A) rou-
tine. This works because ¢ = sk + a?, pk is the public key corresponding to sk
and A = PubkeyGen(azt) by construction. Consequently, using the property of

homomorphism of the sum in elliptic curve cryptography, we have:
PubKey = pk+A = g-sk—i—g-azt = g(sk—i—azt) =g-c

If the verification checks, then V is sure P’s time-lock puzzle is correctly built and

then proceeds in solving it.

Algorithm 3 ProofVer(rm, pk, )

o = n[0];A = x[1]
Pubkey = pk+ A
Bool < SigVer(rm, o, Pubkey)
if Bool == True then
Accept
else
Reject @
end if

A A ol S

4.5 Security

The security of the proposed scheme relies on the difficulty of factoring large com-
posite numbers, a well-known cryptographic assumption referred to as the factoring
assumption. In this section, we provide a security proof in the hybrid ideal/real-world
simulation model, which considers a static honest-but-curious adversary 7. In this
context, static means that the adversary is given a fixed set of parties to control from

the outset; honest parties remain honest, and corrupted parties remain corrupted
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throughout the protocol. The honest-but-curious (or semi-honest, or passive) ad-
versarial model assumes that even corrupted parties correctly follow the protocol
specifications without deviation. However, the adversary gains access to the internal
state of all corrupted parties, including the transcript of all messages received during
the protocol execution. The adversary then attempts to use this information to derive
data that should remain private.

To formalize the problem, a two-party protocol is defined as a random process
that maps pairs of inputs to pairs of outputs, one for each party. This process is

referred to as a functionality and is represented as:
f:{0,1}* x{0,1}* — {0,1}* x {0, 1}%,

(x7y) = (fl(x7y)7f2(x7y))

The first party, with input x, aims to obtain fj(x,y), while the second party, with
input y, aims to obtain f>(x,y).

We begin with the following notation:

* Let f = (f1,/2) be a probabilistic polynomial-time functionality, and let 7 be
a two-party protocol for computing f.

* The view of the i-th party (i € {1,2}) during an execution of 7 on input (x,y)
and security parameter A is denoted by view’ (x,y, ).

* The output of the i-th party (i € {1,2}) during an execution of 7 on input (x,y)
and security parameter A is denoted by output’,(x,y,A).

* The joint output of both parties is denoted by:

output,(x,y,A) = (output,]t(x,y, A), output,zr(x,y, A)).

We now present the following definition from [114]:
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Definition 4.5.1 (Security in the presence of honest-but-curious adversaries) Let
f=(f1, /) be a functionality. We say that T securely computes f in the presence of
static honest-but-curious adversaries if there exists a probabilistic polynomial-time

simulator . such that:
{(y(llrxvfl(x7y))7f(x’y))}x,y,l é {(VieW}r(xa%A%OUtPUtn(x7y7)~>)}x,y77L>

{(y(I)L>y7fz(xay»af(x?y))}x,y,l é {(Viewgr()@ya)L)aOUtPUtn<x7y>)L))}x,y,l7

forall x,y € {0,1}* such that |x| = |y|, and A € N.

To prove security, we show that the ideal model, presented in Algorithm 4,
can simulate the execution of the real-world protocol BTLE-AS. We refer to the
ideal model as BM-AS-IDEAL, which operates with parties in the set & = {A, B}.
We restrict our analysis to scenarios with a single malicious party. We denote the
corrupted party, controlled by the adversary .7, as P;, and the honest party as P;.
Finally, sid denotes a unique session identifier, which ensures that each protocol
execution is distinct, preventing replay attacks and preserving the integrity of the

communication.

In Algorithm 4, the functionality f can be interpreted as a comprehensive set of
operations performed by the Trusted Third Party, which includes:

* The secure generation and distribution of public-private key pairs.
¢ The verification and validation of the transaction hash (txhash).

* The secure generation and distribution of Time Lock Puzzles T LPp along with

their corresponding proofs 7p.

Moreover, to ensure proper synchronization of timing-related actions, especially
in the context of cross-chain interactions, we introduce a global clock model. This
model is specifically tailored to provide a unified, blockchain-native time reference
for participants operating across different blockchains. Finally, for the purposes of
this analysis, we assume that the devices used by the parties are not compromised
and securely manage all cryptographic operations, such as storing private keys and
generating random values.
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Algorithm 4 BM-AS-IDEAL

1:

Upon receiving Setup(sid,l1,l>,G1,G>) from some party % € &2, check that
sid hasn’t been previously used and

* Generate sk¥', pk? rmp fori=1,2 and p € &
* Send pky,rma,skB, pkB PK{ to B
* Send pk®,rmg,sky, pk, PKE to A

Upon receiving Clean(sid, P € & txhash,A,t) from some party % € &, if t
has not passed and

3: if second time sid used and txhash is correct for party P then

4: Start time

5: Publish to the other party P:
e Tp < TLPp(skP, 1) withi =2 if P== B, i = 1 otherwise
o 7p < ProofGen(sk!, rmp)
* txhash

6: else

7: if third time sid used and txhash is correct for party P and time < % then

8: publish to the other party P:
o Tp < TLPp(skf,324) withi =2 if P == B, i = | otherwise
o 7p + ProofGen(sk!, rmp)
* txhash

9: end if

10: end if
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4.5.1 Global Clock Model

In the context of cross-chain atomic swaps between Blockchaing and Blockchaing,
we address the need for a unified time reference for both participants, Alice and
Bob, by proposing a global clock model. This model operates based on block counts
rather than real-world time, providing a blockchain-native mechanism to synchronize
actions across chains. Alice and Bob determine that a specified time interval has

passed by observing the insertion of a predefined number of blocks.

Let:

* T4 denote the average block insertion time on Blockchainy,

* Tp denote the average block insertion time on Blockchaing.

Since the global clock is based on the slower of the two blockchains, we assume,
without loss of generality, that Blockchainy is the slower blockchain. Consequently,

the global clock operates using Blockchainy as its reference.

At the start of the swap process, let hf{‘ and hf represent the block heights of
Blockchainy and Blockchaing, respectively. We define the key time parameters as
follows:

* A transition of A units of time corresponds to the insertion of the block at

: A
height iy’ ;.

* A transition of ¢ units of time corresponds to the insertion of the block at height

A
hk+4l'

These definitions use a coefficient of 4 to enable Alice and Bob to check for
intermediate time milestones, specifically at % and %. This ensures that even if
A is not divisible by 4, there is a corresponding block insertion for each fractional

milestone, allowing precise synchronization.

Although each blockchain maintains its independent block count, the global
clock increments in sync with the block count of Blockchainy. This ensures that
both Alice and Bob remain synchronized in their actions throughout the atomic swap

process.
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To implement this global clock model effectively:

¢ Both Alice and Bob must have active addresses on both Blockchaing and

Blockchaing.

* Each participant must be capable of monitoring block insertions on both

blockchains, either through node connections or reliable notifications.

Thus, for reliable synchronization, we also assume that the faster blockchain
(Blockchaing) is notified each time a new block is added to Blockchains. This
ensures a decentralized, blockchain-native timing system tailored for this specific

application.

4.5.2 Proof of security

We are now ready to proceed with the proof of the following theorem:

Theorem 4.5.1 (Security of the BM-AS Protocol) Let the functionality BM-AS-IDEAL
and protocol BM-AS be as defined in Definition 4.5.1. The BM-AS protocol securely
computes the BM-AS-IDEAL in the presence of one honest-but-curious adversary.

Proof. Let .o/ be a static honest-but-curious adversary. We construct a simulator
- who invokes .7 internally to simulate the execution of the real protocol, while
interacting with BM-AS-IDEAL in the ideal world.

We assume that Bob (P;) is the corrupted party controlled by <7, while Alice
(Py) is the honest one (the case where Alice is corrupted and Bob is honest can be
handled analogously). This assumption is reflected in the simulation steps below,

where .7 replicates the actions of .27 in the real protocol.

The simulator .¥:

1. . sends Setup(sid,l;,l»,G1,G>) to BM-AS-IDEAL and receives the keys

and random message.

2. . simulates the sending of the conditional transaction with parameters (’21, t)

and publishes the output txhash; to P;.
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3. % simulates T LP; and ProofGen; and publishes the output to P;.
4. . monitors the chain until the following occurs:

(a) Py sends txhashy, T LP;, and ProofGen; before time %:

P; opens TLP; and redeems the money from the transaction with hash
txhash;y.

From the standpoint of <7, the simulated and real executions are identical:

 Step 2 in simulation is parallel to Step 7, 10 of BM-AS protocol
 Step 3 in simulation is parallel to Step 8,9, 10 of BM-AS protocol

* The creation of the conditional transaction is the same

Step 4(a) in the simulation is parallel to the Step 13,16 in BM-AS

. measures the times A and 7 using the global clock model presented in 4.5.1.
Thus, we have proved that for any adversary .o/ in the real model, there exists
a simulator . in the ideal model that can effectively simulate the execution of
the real protocol, ensuring that both the adversary’s view and the joint outputs of
the honest and corrupted parties in the real-world execution are computationally
indistinguishable from those in the ideal-world execution. Consequently, the BM-AS
protocol securely computes the BM-AS-IDEAL functionality in the presence of one
honest-but-curious adversary, as stated in the theorem.

Remark on Sybil Attacks: A potential challenge for the proposed protocol is its
susceptibility to Sybil attacks, where malicious actors create multiple fake identities
to disrupt the matching process or exploit time-lock puzzles without completing
exchanges. However, we assume that adversaries are rational and aim to maximize
their gains. In this context, Sybil attacks are inefficient, as splitting computational
resources across multiple identities reduces the ability to solve time-lock puzzles
effectively, thereby lowering the adversary’s potential reward. While this work does
not include specific mechanisms to resist Sybil attacks, exploring such protections

could be an interesting direction for future research.

Remark on post-quantum primitives: While it is well known that the factoring
assumption is susceptible to quantum attacks via Shor’s algorithm, this assumption
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remains justified by its current practical security within blockchain interoperability.
Despite the rapid advancements in quantum computing, the deployment of post-
quantum cryptographic schemes is still an ongoing process, and many standardized
blockchain infrastructures continue to rely on pre-quantum assumptions, particularly
elliptic curve cryptography (ECC) for key generation and digital signatures. Since
ECC is not quantum-resistant, existing blockchain systems will require substantial
upgrades to maintain security in a post-quantum era. Quantum threats extend beyond
factoring-based schemes, as highlighted in [115], which discusses the vulnerabilities
of both public-key cryptography and hash functions against quantum attacks, includ-
ing those based on Shor’s algorithm. This underscores the need for quantum-resistant

cryptographic primitives in blockchain ecosystems.

Finally, an interesting direction for future research would be to extend the current
security proof to the malicious adversary model, addressing potential deviations from

the protocol and demonstrating robustness against actively adversarial behaviors.

4.6 Discussion

In this section, we analyze the exchange protocol considering three points of view.
The first is that of security, then we will look at the protocol from a fee point of
view and finally we will look at the speed of the protocols. We conclude that the
best time-lock puzzle protocol for this purpose is the time-lock puzzle based on the
Bellini-Murru protocol (BM-TL). Both the time-lock puzzles are based on already
analized methods. In particular, both the RSW and BM method derive their security
from the difficult problem of number factorization. BTLE is competitive with the
classic atomic swap in terms of fees. This is because no on-chain operations are
required: the exchange of random messages in BTLE-MA, the exchange of private
key shares in BTLE-AS and the computation needed for the generation an resolution
of the time-lock puzzles are done off-chain. The only transaction per blockchain is
the transaction that participants make to send funds to another address. This is an
advantage over the number of transactions required in an HTLC.
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TLP generation with RSW and BM
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Fig. 4.2 Comparison of generation (above) and resolution (below) times of the time-lock
puzzles in the RSW-TL and BM-TL cases. As seen in figure, for a scenario like the one
presented in this article, on a practical level only BM-TL can be used.

Another advantage of BTLE over HTLC is that the timelock puzzle system is
more flexible. While in an HTLC it is necessary to decide the waiting time between
transactions as a function of the timing of the creation of blocks in both blockchains,
in BTLE the timing can be shorter since BTLE does not have to do with blocks
(there are no transactions sent other than the funding transaction if both parties are
honest), but the only delays are related to the latency of the internet network, which
are obviously much shorter We conclude this section with advice on choosing a
time-lock puzzles between RSW-TL and BM-TL based on the tests we conducted.
As seen in the comparison in Figure 4.2, using a squaring number t = 107 the BM-TL
takes much longer than the RSW-TL method. In particular it can be seen how with a
number N such that its length in bits is about 2000 bits, the resolution time of the
time-lock puzzle is <100 seconds in the case of RSW-TL , while it exceeds 4000
seconds (just over an hour) in the BM-TL case. Figure 4.3 highlights this result.
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Fig. 4.3 Comparison of generation (above) and resolution (below) times of the RSW (left)
and BM (right) time-lock puzzles. It is clear that the growth in terms of seconds with respect
to the magnitude in bits of the modulo N is not linear. We also note that the times in the
BM-TL case are about 30 times greater than the times in RSW-TL.

Furthermore, the growth in terms of seconds in both generation and resolution
of the time-lock puzzle is not linear in terms of the number of bits in the modulo N.
This makes it more practical to use BM-TL as fewer total squarings are required.
If participants want to wait less than an hour, they can use a N module of less than
2000 bits or decrease ¢. Test results can be found in the Github repository>. There, it
is possible to find the results of the tests made with both BM-TL and RSW-TL, on a
core of different machines (Apple M1, AMD Series 7, Intel Xeon Skylake IBRS),

4.7 Conclusions

In this article we presented BTLE, a two-phases protocol for obtaining atomic
swaps between two blockchains based on time-lock puzzles instead of HTLC which
(differently from HTLC) can be used in both a 1-1 swap and a many-1 swap as found
in e.g. online exchanges. In the document we have proved the feasibility of the
protocol and we proposed an implementation of all the functions of BTLE that can

3See  files whose name starts with  generation-values-from-test  at
https://github.com/disnocen/dex-tlp
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be found online*. In particular, time-lock puzzle constructions for both the RSW-TL
and the BM-TL are presented and implemented. Furthermore, we tested BTLE using
the two types of time-lock puzzles and we published the results. Our protocol is
subject to quantum attacks. To address these challenges, future adaptations of our
protocol could explore alternative time-lock constructions based on quantum-safe
assumptions, such as lattice-based cryptography or hash-based time-lock puzzles.

“https://github.com/disnocen/dex-tlp
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Chapter 5

Implementation of a Post-Quantum
Anonymous Verifiable Credential
Framework

The result presented in this chapter is a joint work with Davide Margaria, Pino
Alessandro, Andrea Vesco, Giuseppe D’Alconzo, Antonio J. Di Scala and Carlo
Sanna and it can be found in [116]. This work has been developed within the QUBIP
project (https://www.qubip.eu), funded by the European Union under the Horizon
Europe framework programme [grant agreement no. 101119746].

Verifiable Credentials (VCs) can play a crucial role for the identity layer of the
Internet. VCs allow Holders to share cryptographically verifiable claims issued by
trusted Issuers for authentication purposes. However, plaintext VCs can compro-
mise the privacy of the Holders, as they must disclose entire VCs even when only
partial information is required. To address this growing concern, the concept of
anonymous credentials has been introduced. In addition, with the advent of Cryp-
tographically Relevant Quantum Computers, many cryptography fields, including
that of anonymous credentials, face significant security challenges. This threat urge
the design, development, and the implementation of Post-Quantum Anonymous
Verifiable Credential frameworks. This document contributes to this challenge by
presenting the analysis and selection of a practical Post-Quantum Anonymous Cre-
dential framework, the adaptation of the framework to the VC concept introduced by
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the Self-Sovereign Identity Model, and the software implementation with 128 bit

security with the initial performance evaluation.

Contributions. This work presents an extensive work consisting on the analy-
sis of existing PQ anonymous credential frameworks, the selection of a practical
framework, and its adaptation to the SSI operating principle and data models. The
document also presents our new open source implementation [117] with a proper ex-
perimental assessment of the framework defined by Bootle, Lyubashevsky, Nguyen,
and Sorniotti (BLNS) [9, 10]. Overall, this document contributes to the pioneering
work of bringing theoretical results on PQ anonymous credentials to the real world
while pursuing the goal of enabling an Internet with quantum-secure ZK authenti-
cation with selective disclosure of identity attributes, in accordance with the SSI

principles.

5.1 Introduction

In the introduction to this work we provide a comprehensive description of the Self-
Sovereign Identity (SSI) model (which can be found in Section 3.2), the foundation
of modern decentralized identity systems. In particular, Section 3.2 discusses the
core principles of the SSI model, such as the roles of issuers, holders, and verifiers
within the Triangle of Trust. While the SSI model offers a promising foundation for
decentralized identity, its reliance on traditional cryptographic techniques presents
significant challenges in the context of emerging quantum technologies. In fact,
anonymous credential schemes based on traditional cryptography, such as CL [62]
and BBS™ [63], are feasible from an implementation standpoint, but are not suitable
considering the development of Cryptographically Relevant Quantum Computers
(CRQC). While there are proposals for Post-Quantum (PQ) ZKP systems, the state
of PQ signature scheme with efficient protocols is still at the frontier of research.
For this reason, we explore the limitations of traditional cryptographic methods in
the context of quantum computing and examine the ongoing research in the area
of Post-Quantum ZKPs. We also discuss how these emerging techniques could
be integrated with SSI to ensure the privacy and security of identity management

systems in a post-quantum world.
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5.2 PQ Anonymous Credential

Anonymous credential schemes based on Post-Quantum Cryptography (PQC) have
only recently been proposed (not before 2022) [9, 10, 118, 119], with the exception
of [120], which is impractical as the signature size is at least 670 MB [118]. Overall,
the literature on PQ anonymous credentials is still in its infancy and none of the
schemes address implementation issues. To the best of our knowledge, only a single
implementation of the scheme in [9, 10] is publicly available, the LaZer library [121].
However, it lacks of flexibility on setting the security parameters of the scheme and
also shows a limited portability, since it can basically run only on a CPU featuring
the AVX-512 instruction set, that is no more supported on modern generations of

consumer Intel CPUs.

In order to identify a suitable candidate for implementing PQ anonymous VC
and to achieve a flexible software implementation, we focused on three main aspects:
(i) the cryptographic assumptions on which the schemes base their security, (ii) the
signature size, and (iii) the completeness and clarity of the pseudocode presented in

the documents proposing the schemes.

In terms of cryptographic assumptions, all the candidates are based on lattice
assumptions. This choice provides good confidence in current and future security,
as the lattice assumptions are at the core of three of the four algorithms selected by
NIST for standardisation. Jeudy etal in [118] present a lattice-based framework for
anonymous credentials, improving the previous state-of-the-art [120]. The size of a
proof is around 640 KB. Lai etal in [119] build on top of [118] with the aid of a new
cryptographic primitive, called Commit-Transferable Signatures (CTS), to realize
the scheme more efficiently. They obtain a proof with dimension around 500 KB.
The BLNS framework defined in [9, 10] takes a different approach from the previous
two schemes and it exhibits shorter credentials, with a size of around 125 KB. The
security of the scheme is based on a new assumption, which is a variation of classic

lattice problems.

These candidates have important ideas in common, for example they all use a
Non-Interactive Zero-Knowledge proof (NIZK) derived from the NIZK proposed in
[122] and they use the Ajtai commitment [123]. Both [118] and [119] exploit the
signature scheme with efficient protocol paradigm introduced in the seminal work

of Camenisch and Lysyanskaya [62] to build the anonymous credential framework,
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and both [119] and [9] use the sampling trapdoor algorithm described in [124]. In
addition, the ISIS; assumption on which the BLNS framework [9] is based is a
very natural generalization of the underlying problem upon classic lattice-based
signature schemes such as [124] are based, and it is also similar to other recently,
and independently, proposed lattice assumptions [125]. Under specific choices of
f, the new assumption is proven to be equivalent to SIS, a well-known assumption
introduced by Ajtai in [123], on which many constructions base their security, like

the Dilithium signature [126] relying on the variant SelfTargetMSIS.

In light of these considerations, we have chosen the BLNS framework [9, 10]
because it excels in (a) having the shortest proof dimension, resulting in the smallest
size for a VC (‘around 125 KB), (b) having a higher degree of maturity in terms
of implementability by providing a detailed pseudocode, and (c) presenting an

application of anonymous credentials suitable for the PQ anonymous VC scenario.

From a cryptographic point of view, the BLNS framework has common functions
with the PQ KEM NTRU [127], also implemented in the FALCON digital signa-
ture [128] selected by NIST for future standardization. The BLNS framework [9]
uses two functions from NTRU, the trapdoor generator and the Gaussian sampler.
More specifically, the NTRU trapdoor consists of a short basis B of a publicly
available lattice .. Finding such a special basis is infeasible. The signature of
a message m is constructed using the Gaussian Sampler, taking as input B and a
vector v, encoding the message, returning a vector s in the lattice .# such that the
difference s — v, 1s short enough, it has to satisfy some bounds. This is linked to
the general lattice problem called Closest Vector Problem (CVP). Furthermore, the
BLNS framework is based on many different cryptographic assumptions that, under
some additional hypothesis, are considered equivalent to the Module-SIS (MSIS)
or the Module-LWE (MLWE) assumptions [129], two standard cryptographic as-
sumptions both used in the newly standardized ML-KEM and ML-DSA algorithms.
These assumptions state that, given some public equations, finding a solution with a
small norm is intractable.

Under the above assumptions, the BLNS framework is secure against any coali-
tion including malicious Issuer(s), malicious Holder(s) and Verifier(s) who try to
obtain some information about a target Holder. Moreover, any coalition of malicious
Verifiers cannot link the same Holder across different verifications.
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Fig. 5.1 Architecture and dependency graph of BLNS core functions implementation.

Since there are no PQ versions of the accumulator-based solution, we built on
top of the timestamp approach in [84] that is quantum-secure by construction ( it
does not rely on asymmetric cryptography vulnerable to a CRQC). This approach
has the advantage that the Verifier only checks that the VC is referred to the correct
epoch, without having to check a revocation list. The cost of updating the VC is
minimal for the Holder and is comparable to other solutions for the Issuer, [61, 130].
Furthermore, this approach enables a rich revocation semantic, since the credential
can be partially revoked and/or updated ( only some VC attributes). Notably, this
solution is suitable to be directly combined with the BLNS framework, since it just
requires an anonymous credential scheme capable to handle multiple attributes, one
of which is dedicated to the timestamp.

5.3 Tailoring the BLNS Framework to PQ VCs

5.3.1 General Principles and High-level Architecture

Figure 5.1 presents the architecture and the dependency graph of BLNS core function
implementation. The resulting credential system consists of three actors as in
Figure 3.1: a trusted Issuer who issues VCs, the Holder who owns VCs and presents
a PQ ZKP to prove his identity, and the Verifier who checks the proof before granting
or denying access.
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During the initialization phase, the Issuer runs the KeyGen algorithm to generate
the private-public key pair (isk,ipk) running the trapdoor generation inherited from
NTRU called NTRU.TrapGen.

During the issuing protocol, the Holder interacts with the Issuer that signs the
attributes attrs assigned to the Holder with his private key, sampling a short vector
having some properties with the Gaussian Sampler GSampler. The Holder may hide
some of its attributes, indexed by idx, using a hiding commitment and producing a
NIZK of the well-formedness of this commitment. This NIZK is obtained by running
Provecom and Verifyc,,, which in turn need a Linearly Homomorphic Commitment
(LHC) implemented in the LHC functionalities to achieve the required security
properties. Finally, the output of this phase is the VC for the Holder.

During the verification protocol, the Verifier checks that the PQ ZKP of the
Holder is correct. To produce such a proof, the Holder chooses which attributes
to selectively disclose and produces a NIZK of the possession of a signature of
the Issuer on those attributes. This is done through the function Prove s, proving
that they know a short vector satisfying a known relation, i.e. the signature. After
verifying the hidden signature of the Issuer using Verify,g g, the Verifier accepts the
PQ ZKP of the Holder.

A rejection sampling algorithm Rej is run in multiple points of the interaction, in
order to hide the sensitive committed data, and ensuring the security of the scheme.

5.3.2 Issuing Protocol

Figure 5.2 illustrates the protocol between the Issuer and the Holder for issuing a
VC. The process involves one round of interaction, where the Holder commits to the
set of hidden attributes and the Issuer signs both the hidden and disclosed attributes
with his private key. The Holder initializes the VC and sends the material p; to the
Issuer. In this material there is also a zero-knowledge proof that the commitment is
well-formed. Upon receiving the signature of the Issuer p,, the Holder finalizes the

VC generation.
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Holder(ipk, attrs, idx) Issuer(isk)
VC <+ emptyVC()
VC.cp < “BLNS23”
VC.ipk « ipk
VC.attrs « attrs
(p1,state) «— H.VerCred1(ipk, attrs, idx)
attrs’ < (attrsigy | {0}ig)
attrs’,

idval

p2 < |.VerCred(isk, attrs’,idx, p; )
p2

VC.pm <« H.VerCred2(ipk, p2,state)
return VC

Fig. 5.2 Issuing protocol.

5.3.3 Verification Protocol

Holder(VC,idx) Verifier (isk)
PQ ZKP < H.VerPres(VC,idx)

PQ ZKP,
Anon. VC

if V.Verify(PQ ZKP,Anon. VC)
then

return accept
else

return reject

Fig. 5.3 Verification protocol.
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Figure 5.3 illustrates the generation of the PQ ZKP from the Holder’s VC and the
subsequent verification by a Verifier. The Holder selects the attributes to disclose,
and then generates the PQ ZKP as a PoKS of the Issuer on the attributes. The Holder
anonymizes the VC and uses Holder.VerPres to generate the PoKS and sends both

to the Verifier for verification with the Verifier.Verify.

5.3.4 Security Parameters

Table 5.1 shows the parameters of the framework defined in [10]. For the security
level of 128 bit, it reports both the original parameters proposed in [10] (first row)
and the ones inspired by the LaZer paper [121] (second row). Note that [10] does
not report any parameters sets for the higher security levels (ie 192 and 256 bit).
We estimated these values starting from the FALCON parameters [128]. FALCON
defines the parameters for the key generation (ie g, d, s) for 128 and 256 bit security.
Therefore, we maintained the values associated to 256 bit for both 192 and 256

bit security levels and we estimated the remaining parameters (N, h, v, £,, ()

accordingly.
Table 5.1 Parameters for different security levels (A).
A q d s N h v ¢ 0,
128 BLNS 17179861781 4096 227 2640 512 2 2 ]
128 LaZer 122890 512 16573 22 64 3 2 1
192 12289 1024 16839 2°0 128 1 1 1
256 12289 1024 168.39 21280 128 2 2 |

5.4 Software Implementation

5.4.1 Key Implementation Choices and External Dependencies

We implemented the BLNS framework in C++ language, following the original
pseudocode in [9, 10] and maintaining as much as possible the same notation for
functions and variables. In the design of the data structures and functions, we
prioritized the code portability and the flexibility on security parameters with respect
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to the pure performance. In this sense, we avoided relying on specific CPU instruction
sets or parallelization/multi-threading. These implementation choices have the
objective to ease future maintenance and possible improvements on the algorithms
and to ensure a good flexibility on the parameters for achieving higher security levels.
Among the security parameters in Table 5.1, we used the ones in the second row
(inspired by the LaZer paper [121]) to demonstrate the feasibility and achieve an

adequate performance, at least for the 128 bit security level.

We investigated some generic arithmetic backends supporting the basic mathe-
matical operations needed for vectors, matrices, and polynomials over the integers
and over finite fields, especially the portable libraries NTL [131] and FLINT [132].
Taking into account the comparative analysis reported in [133], we selected the NTL
library mainly for its simpler usability and higher expected performance. Moreover,
NTL [131] only requires the GMP [134] arithmetic library to be installed, thus
limiting the number of external dependencies to two.

It is worth to highlight that the current Issuer.KeyGen and Issuer.VerCred func-
tions use the optimised key generation and Gaussian sampling algorithms from
FALCON [128]. Nonetheless, this external dependency can be avoided by setting the
flag USE_FALCON = 0 in the Makefile, to directly use our flexible, but less efficient,
implementation of the NTRU.TrapGen and GSampler algorithms.

Finally, several functions in the BLNS framework require using a custom hash
function. To provide a 128 bit security level, we selected a public domain implemen-
tation of the SHAKE128 extendable-output function from SHA-3 family.

5.4.2 Core Functions and Preliminary Performance

Figure 5.1 presents the high-level architecture of our implementation, showing the
C++ source files related to core functions in the dashed boxes. Apart the main
file (BLNS.cc) and the parameter file (params.h), the source code is organised
in three hierarchical levels: (i) the high-level functionalities for the three roles
in the BLNS protocols (ie Issuer.cc, Holder.cc, Verifier.cc), (ii) the mid-
level functions related to the key generation, Gaussian sampling (Lattice.cc),
and the ZK primitives to prove and verify the commitments on secret attributes

(Com.cc, ISIS.cc), (iii) the low-level utility functions, custom hash functions,
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LHC, and algorithms related to the sum of squares (Utils.cc, Hash.cc, LHC. cc,

Squares.cc).

We have already applied different optimizations to these core functions, achieving
some remarkable performance gains, but there is still room for improvements. In this
first implementation, we have prioritized the profiling and the optimisation of the
most computationally intensive functions for the Credential Issuing and Verification
Protocols (ie Provecom, Verifycom, Proveisis, Verifyisis). In detail, when possible,
we have limited the numerical precision to 64 bit for several operations on integer
and floating point numbers instead of directly using the arbitrary-precision numbers
supported by NTL and GMP libraries. In fact, arbitrary-precision integers and
floating points become inefficient with matrices or polynomials with a large size. In
the case of integers with a modulus smaller than 64 bit or floating points with small
expected absolute values, they can be safely replaced with long int or double
types, without incurring in numerical errors, instabilities, or significant degradation
on the precision of the results. We have also refactored some loops and expensive
operations in the original pseudocode in [9], significantly reducing the execution
time and the memory requirements. Finally, we have tried to minimise dynamic
memory allocation and deallocation operations, that rapidly became expensive with
matrices/polynomials with a large size, passing them by reference as inputs and

outputs between the involved functions.

Table 5.2 presents a preliminary performance assessment of our implementation
on a laptop featuring an Intel® Core™ i7-1255U CPU running at 1.70 GHz, 24 GB
RAM, Ubuntu 22.04 OS, and the scaling governor set to performance. The statistics
for each function of the BLNS framework are reported in milliseconds and have been
assessed with 1000 executions on a single core, after a warm-up of 100 executions,
explicitly disabling the thread pools on the NTL library and independently generating
random keys and messages at each iteration. Each execution involves the use of a
random VC with 8 attributes, with the Holder selectively disclosing only 4 attributes

to the Issuer and Verifier for authentication purpose.

All core functions show reasonable performance for the PQ anonymous VC
use case, with average and median execution times in the order of hundreds of
milliseconds. The average time for a single repetition of all functions (i.e. the
complete BLNS scheme) is approximately 1.48 s.
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Table 5.2 Benchmark on an Intel® Core™ i7-1255U 1.70 GHz, 24 GB RAM. Statistics over
1000 runs on single core (time in milliseconds)

Protocol Function min max  average median  std
Init Issuer.KeyGen 3.26 13.49 4.94 4.57 1.28
Holder.Init 2575  57.90 28.85 28.43 2.01
Credential ~ Holder.VerCred1 173.55 3064.23 629.56 467.15 47598
Issuing Issuer.VerCred 82.56 235.04 11426 109.37 20.97

Holder.VerCred2  0.54 3.51 0.74 0.69 0.25

Verification Holder.VerPres  317.67 2316.57 54391 422.67 260.84
Protocol Verifier.Verify 12039 265.11 15529 149.13  21.57

Concerning the initialization of the protocols, the Issuer.KeyGen is faster (approx.
5 ms) than the Holder.Init (ie the generation of common random strings and matrices,
requiring approx. 29 ms). The Credential Issuing protocol is significantly more
expensive (approx. 745 ms) and consists in Holder.VerCred1, Issuer.VerCred, and
Holder.VerCred2. However, in a real deployment these operations are executed only
once to generate a valid VC.

After that, the Holder can execute the Verification Protocol with a Verifier with
an average execution time of 699 ms. It is worth to remark that the Holder needs
544 ms to prove the knowledge of the signature and attributes in the VC, while the
Verifier can verify it in just 155 ms. In the current implementation, the size of this

proof is approx. 100 KB, that is a feasible dimension for the PQ anonymous VC use
case.

Finally, it can be noted that the last column of Table 5.2 reports some large stan-
dard deviation values (std) for two functions: Holder.VerCredl and Holder.VerPres.
These results can be explained and justified by the rejection sampling algorithm
Rej [9] that is used in Proveco,, and Proveig)s: it results in multiple iterations for
their internal computations to find a valid solution (ie an average of 4.6 and 2.5 repe-

titions, respectively) and, thus, affects the current performance of Holder.VerCred1
and Holder.VerPres.
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5.5 Conclusions

This document has presented the implementation of the BLNS framework to start
the journey toward an Internet with quantum-secure ZK authentication with selective
disclosure of identity attributes in accordance with the SSI principles. The implemen-
tation, published in open-source [117] for the whole community, provides promising
performance. While flexible and already compatible to different security parameters,
our implementation still has significant room for optimization. We have planned to
improve some mathematical aspects (eg investigate alternatives to reduce the impact
of the rejection sampling) and the efficiency of the underlying algorithms under
multiple configurations (eg different number of hidden and/or disclosed attributes).
We will also optimize the implementation by working on an appropriate data serial-
ization to diminish the proofs dimensions and to enhance the overall communication
efficiency. Security will also be a key focus for future work, especially aiming to a

constant-time implementation to mitigate timing attacks.



Chapter 6

On Delegation of Verifiable
Presentations - Extended Version

The work presented in this chapter is a oint work with Andrea Gangemi and Andrea
Flamini and is an extended version of the document [135] presented at 3rd Inter-
national Workshop on Trends in Digital Identity (TDI 2025). It includes additional
technical details, extended security proofs, and new results that were not part of the

original conference publication.

In this work, we address the problem of constructing delegations of verifiable
presentations derived from both verifiable and anonymous credentials. Our goal
is to enable a credential holder (the delegator) to securely authorize another party
(the delegatee) to present a credential on their behalf. We introduce the notion
of a verifiable presentation delegation scheme, formalizing the core algorithms
for delegation issuance, delegated presentation, and presentation verification. We
identify and rigorously define the essential security properties that such schemes
must satisfy—namely, correctness, unforgeability, and, in the case of anonymous
credentials, unlinkability. We then propose two concrete delegation schemes: the first
is compatible with verifiable credentials supported in the European Digital Identity
Wallet Architecture Reference Framework (EUDI ARF), while the second supports
anonymous credentials and is instantiated using BBS signatures. We formally prove
that both constructions satisfy the required security properties. Finally, we discuss

how our schemes can be instantiated in practical ecosystems, focusing in particular
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on their integration within the European Blockchain Services Infrastructure (EBSI)
and the EUDI framework.

Contributions. Unlike the delegation of issuance of anonymous credentials, a
topic widely studied in the cryptographic literature, for instance [136—141], to the
best of our knowledge, delegation of VPs has not been formalized in the existing
literature. However, in order to ensure the secure deployment of the delegation of
VP functionality, it is necessary to formally define both its syntax and the security
properties that it must satisfy to enable a security analysis of its instantiations. For
this reason, we fill this gap and provide a formal definition of VP delegation scheme
as an extension that is built on top of a verifiable credential scheme. We define the
syntax of a VP delegation scheme and we identify the security properties that it
must satisfy, namely the correctness, that guarantees that legitimate delegators can
delegate third parties to perform a presentation on their behalf; the unforgeability of
delegated presentations, that captures that an adversary should not be able to present
a delegation for which it is not a legitimate delegatee, and should not be able to
generate a delegation for a delegator payload that is not certified by the credentials
it controls; finally the unlinkability that captures the ability to generate delegations,
and delegated presentations that can not be linked to a specific credential issued by
the issuer. Then, we describe a VP delegation scheme that can be applied to mdoc
VCs and another one that can be applied to ACs: for the sake of concreteness, the VP
delegation scheme is instantiated with BBS anonymous credentials [142, 74, 15], but
it can be easily generalized to any AC. We prove the security of our VP delegation
schemes according to our security notion. We prove the unforgeability of both
schemes (in particular, we observe that the proof of the scheme based on anonymous
credentials is remarkably simpler than the one based on mdoc VCs) and we prove
the unlinkability of the scheme based on AC. To conclude, we briefly discuss the
compatibility of our scheme in the context of the EUDI and EBSI frameworks. For
simplicity, we assume each party is provided with a single VC/AC.

6.1 Introduction

In this work, we focus on one of the features that can be enabled by the use of

verifiable credentials: the ability to delegate the presentation of verifiable credentials
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to a different holder without involving any trusted third party. The relevance of this
feature is attested by its inclusion in the EUDI Wallet Reference Implementation
Roadmap [143].

Delegation of VPs A credential holder (the delegator), using its VC or AC, can
create a delegation that instructs another holder (the delegatee) to act on its behalf
to execute a specific and predetermined operation while interacting with a verifier.
VP delegation is developed as a mechanism allowing one to cover use cases such as:
someone authorizes a family member to pick up a prescription from the pharmacy, an
elderly person authorizes their adult child to represent them in a public online service,
or a person delegates an intermediary to perform financial operations on its behalf.
For simplicity, in this work, we consider a system in which every user is provided a
“main credential”, like an ID card, by a trusted issuer that every holder can use to
delegate to other holders. Our definition of a VP delegation scheme builds on top of
such a VC or AC scheme. In particular, we describe a delegation mechanism that

allows a delegator to generate delegations that must specify:

¢ the delegatee identifier, a statement that the identity (or the VC/AC) of the
delegatee must satisfy. For example, the delegatee identifier could be “the
delegatee is over 18, then any over 18 holder would be allowed to present
such delegation, or more specific statements such as “the delegatee name is
Name and their surname is Surname”, in such a case only a holder named
Name Surname would be allowed to present such delegation. This identifier is

sent by the delegatee to the delegator before the latter produces the delegation;

¢ the scope for which the delegation is being created. This might include a
period of validity, an identifier of the verifier to which it must be presented,
and an identifier of the operation that the delegatee must perform;

e the delegator payload, a statement about the delegator’s identity that contains
(at least) the information the verifier would request from any holder to perform

the operation specified in the scope;

* a proof that the delegator identity (or VC/AC) satisfies the delegator payload.

The delegatee, holding the delegation, interacts with the verifier to present the
delegation and executes the operations specified in the scope. The delegatee proves
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to be an authorized delegatee by showing, using its own credential, that it satisfies
the delegatee identifier information specified in the delegation. Finally, the verifier
checks that the delegation and the presentation of the delegation are valid and
accepts (or rejects) the delegated presentation, allowing the delegatee to perform (or

preventing the delegatee from performing) the operation specified in the scope.

In this work, we focus on the class of VCs schemes that are currently adopted
in the EUDI Wallet Architecture Reference Framework (ARF) [53, Annex 2, Topic
12], or are considered for possible future adoption. According to the EUDI AREF, the
supported VC schemes must have one of the following formats: mdoc, described
in [57, 56], SD-JWT, described in [144], or W3C VCDM, described in [145].
These different verifiable credential formats are based on the same cryptographic
mechanism that we abstract in this section, and, for simplicity, we will refer to it as
mdoc VC (desribed in Section 3.4). The VC scheme considered for possible future
adoption by the EUDI ARF is the BBS anonymous credential scheme [15, 142]
(described in Section 3.7), as also advised in [55], which has recently attracted
significant attention in the cryptographic literature [74, 146—153]. Anonymous
credentials [154, 58] are the tool recommended for addressing the linkability problem
holding for mdoc VCs. In the case of BBS anonymous credentials!, the unlinkability
property is achieved through a NIZKP that allow the prover to demonstrate possession
of a valid credential while revealing no information beyond the disclosed statement.

6.2 VP Delegation Scheme: Definition and Security

Notions

In this section, we define the notion of a VP delegation scheme, which is built on
top of a VC scheme, as defined in Definition 3.3.1. A VP delegation scheme must
define the following algorithms: (1) a delegation issuance algorithm, to allow the
delegator D to create a delegation del, (2) a delegation verification algorithm to check
the validity of a delegation, (3) a delegation presentation algorithm, to allow the

delegatee A to present del to a verifier, generating a presentation pres, and (4) to verify

'As for all the schemes that follow the framework of Camenisch and Lysyanskaya [58] like
[155, 156, 142, 74].
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the delegated presentation pres. We formally define the input-output specifications

of each algorithm that constitutes a VP delegation scheme.

Definition 6.2.1 (VP delegation scheme) A VP delegation scheme ¥ &2 2.7, built
on top of a VC or AC scheme (IssuerSetup, Credlssuance, CredPresentation, PresVer),

is defined by the the following algorithms?:

* Delegation issuance: (Ajp,scope, DP, pp) ﬁ Deleglssuance(credp, DP,scope,Ajp),

J/

del
where:

— A\p is the delegatee identity which is a statement that must be satisfied
by the delegatee presenting del (and its credential). A\p represents a set
of attributes with the associated indices that the delegatee must reveal
when presenting the delegation. With a slight abuse of notation we can

say that, being {a;} () the attributes in the credential, Aip = {a;}icaps

— scope is the delegation scope, describing the operation that can be per-

formed by the delegatee interacting with specified verifiers >;

— DP is the delegator payload containing the attributes that the delegator
must disclose about its identity (e.g. it is entitled to withdraw a specific

drug) when it creates its delegation. As for Aip, we write DP = {a;};cpp;
— Tipp is a proof that the holder knows a credential credp for the claims in

DP. The proof must be bound to scope and Ap.

See Section 6.1 for a better intuition about the semantic meaning of these
fields.

* Delegation verification: {0, 1} & DelegVer(del, pkig)-
This algorithm is executed by a delegatee (or by a verifier) to verify the validity

of the delegation.

* Delegated presentation: (del, mye)) & DelegPres(del, creda, nonce).
———

pres

2In the rest of this work, the public parameters pp are omitted from the input of most described
algorithms for notational simplicity.

3Note that these information must be encoded using a dictionary or scheme which subsequently
allows verifiers of delegated presentations to verify it. A more detailed analysis of this aspect is out
of scope and will be treated in a future work.
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The verifier sends to the delegatee a random nonce which is used to guarantee
the freshness of the delegated presentation. After parsing del as (Ap, scope, DP, mpp),
the delegatee computes Ttye| which is a proof of knowledge of a credential credp
satisfying the delegatee identity A\p included in del.

* Delegated presentation verification: {0,1} & DelegPresVer(pres, pkig)-

This is the verification algorithm executed by the verifier. Parse pres as
(del, ge)). Upon receiving the proof m4e and the delegation del, the veri-
fier checks that

— 1 < DelegVer(del, pki);

— Ttgel is a valid proof for the value A\p in del;

— scope included in del, which is part of pres, is satisfied.

If these checks pass, the delegated presentation is accepted, and the algorithm
outputs 1.

Figure 6.1 describes the interaction flow between the delegator D, the delegatee
A and the Verifier V.

Interaction framework among Delegator, Delegatee, and Verifier

Delegator D(credp) Delegatee A(creda) Verifier V
Ap €S
Aip

del < Deleglssuance(credp, DP, scope, Ap)
del

nonce < {0,1}*

nonce

pres < DelegPres(del, creda, nonce)

pres

DelegPresVer(pres) 3, {0,1}

Fig. 6.1 Interactions between the delegator D, the delegatee A, and the Verifier V. According
to the scenario, the delegatee might send to the delegator some information Ajp about its
identity, so that the delegator can use it as an input for the algorithm Deleglssuance.

We now define the security properties for VP delegation schemes.
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Correctness Property. The correctness property specifies that a delegation al-
gorithm always allows an honest delegator (who generates a delegation for a DP
consistent with its identity), to generate a delegation del and delegate another user.
Then, if the user is an honest delegatee (its identity satisfies Ajp), it can always

present del satisfying scope to a verifier.

Definition 6.2.2 (Correctness of VP delegation scheme) Given a VP delegation

scheme
VP9 = (Deleglssuance, DelegVer, DelegPres, DelegPresVer),

we say that the scheme is correct if 1 < DelegPresVer(pres) whenever:

. del & Deleglssuance(credp, DP,scope,Aip) where credp satisfies the state-

ments contained in DP (which is contained in del);

* pres & DelegPres(del, creda, nonce), where credy satisfies the statements con-

tained in A|p.

Unforgeability Property. We consider two notions of unforgeability: the unforge-
ability of the delegation algorithm Deleglssuance, which means that an adversary
cannot forge a delegation from a credential it does not possess, and the unforgeability
of the delegation presentation algorithm DelegPres, which means that an adversary
cannot present a delegation that is not issued to its identity (i.e., its identity does not

satisfy Ajp). We capture these two notions of unforgeability in a single experiment.

The experiment captures that an adversary 7, after receiving the public key
of the issuer pk, the public parameters pp, and performing a training, cannot
forge a delegation presentation. The training considers an adversary that can learn
information from the system in the following ways: it can (1) corrupt a polynomial
number of users, (2) receive a polynomial number of delegations from users it does
not control, and (3) verify a polynomial number of delegated presentations (i.e.,
receive a polynomial number of presentations of its choice). These operations are
modeled by allowing <7 to query a polynomial number of credentials to the oracle
Oiss, of delegations to the oracle Oq4e and of presentations of delegations to the oracle

Opres-
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Note that in a system supporting the delegation of VPs, the adversary can see
not only delegated presentations, but also presentations of verifiable credentials
(generated using the algorithm CredPresentation(cred,stmt)). However, we omit
the queries for credentials presentations because we assume that credentials presen-
tations can be seen as delegated presentations associated to an empty delegation
(del,nonce) = (L, 1).

Experiment 4 (Expgfelpresunforgeabi“ty (1%)) The experiment is given by the following

phases.

Setup phase &7 receives from the challenger of the experiment the public key pke
of the issuer and the public parameters pp of the underlying VC or AC scheme.

Training phase .7 can interact with random oracles Oiss, Ogel and Opres, to which
it can send a polynomial number of issuing queries. Each query has the

following input-output specification:

1. Issuing queries to Oiss: &7 can query for the issuance of a credential for
a set of attributes {a;} ic[i] of its choice; the oracle computes a credential
cred <— Credlssuance({a;};c[},Skiss), stores cred to the credential table
CT and sends it to < .

2. Delegation queries to Oge: &/ can query Oge for the issuance of a
delegation for (Ap,scope,DP) of its choice; the oracle computes a
delegation del < (Ap,scope, DP, mpp), stores del in the delegation table
DT and sends it to < .

3. Delegated presentation queries to Opres: &/ can query for the presenta-
tion of a delegation for the values (del,nonce) of its choice; the oracle
Opres generates a presentation pres for (del,nonce), stores pres to the

presentation table PT and sends it to <f .
Forgery phase .o eventually outputs a delegated presentation pres* = (del™, Ty ).

Winning conditions Parse pres* = (del*, 4+ ) as (Ap*,scope*, DP*, Tpp+, Tye*)-

The adversary wins the experiment if 1 < DelegPresVer(pres*) and at least

one of the following conditions is satisfied:

1. forgery of the delegation: del* = (A|p*,scope*, DP*, mpp+) is forged, i.e.
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« it is not a delegation queried by o/ to Oge, i.e. del* & DT4;

o del* is not generated using any credential issued to <7 .
2. forgery of the delegated presentation: Ty~ is forged, i.e.

* Vpres € PT, pres = (del, Tgel), Tdel 7 Mel*s

* Tye+ IS not generated using any credential issued to <7 .

Definition 6.2.3 (Unforgeability of VP delegation scheme) We say that a VP dele-

gation scheme is unforgeable if for any PPT adversary <f executing Exp(l:jﬂ;lPresumcorge‘_"b“ity(1)L ),

Pr [d wins EXp&lPresunforgeability(lz) <v(A),

where V(L) is negligible in the security parameter A.

Unlinkability Property. We consider two notions of unlinkability. The first con-
cerns the Deleglssuance algorithm, ensuring that, given a delegation generated from
one of two possible delegator credentials, an adversary cannot distinguish which cre-
dential was used. The second relates to the DelegPres algorithm, which guarantees
that, given a delegated presentation generated from one of two possible delegatee cre-
dentials, an adversary cannot determine which credential produced it. We formalize
these two notions of unlinkability through two corresponding experiments.

Experiment 5( ExpgjleglssuanceUnlinkability(11))

1. The adversary </ generates the public parameters pp for the verifiable cre-
dential scheme together with the issuer key pair (skie, pk|ss) and send pp and
pkss f0 the challenger.

2. The challenger samples a random bit b & {0,1}.

3. o generates and sends to the challenger Ap, DP, scope and credp, and
credp,, satisfying DP.

4. The challenger runs dely, <i Deleglssuance(credp,, DP,scope, Ajp).

4In the constructions we will present, this implies that mpp+ is different from any pp generated
by Ogel-
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5. The challenger sends dely, to <.
6. < outputs a bit b'.
7. o wins if b’ =b.
If the adversary has access to a random oracle (according to the VP delegation

scheme definition), it can send random oracle queries before sending to the chal-

lenger del,nonce, credp, and credp,.

Definition 6.2.4 (Unlinkability of the delegation) A VP delegation scheme satis-

fies unlinkability of the delegation if for any PPT adversary </ executing Expgf’leglss“anceu"”"k""b”ity(1’l ),

Prfb — b'] — %‘ <v(a),

Pr [% wins ExpE;leglssuanceUnIinkabiIity(l)L):| i %’ _

where V(L) is negligible in the security parameter A.

Experiment 6 ( Expg;legPresUnlinkability(11»

1. The adversary </ generates the public parameters pp for the verifiable cre-
dential scheme together with the issuer key pair (ski, pkiss) and send pp and
pkiss to the challenger.

2. The challenger samples a random bit b & {0,1}.

3. The adversary </ generates and sends to the challenger del, nonce and credy,
and credy,, satisfying Ap.

4. The challenger runs pres,, & DelegPres(del, creda, ,nonce).
5. The challenger sends pres;, to 7.
6. </ outputs a bit b.

7. of winsif b=b.

If the adversary has access to a random oracle (according to the VP delegation
scheme definition), it can send random oracle queries before sending to the chal-

lenger del,nonce, creda, and credy,.
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Definition 6.2.5 (Unlinkability of the delegated presentation) A VP delegation scheme

satisfies unlinkability of the delegated presentation if for any PPT adversary <f exe-

cuting Expg;elegPresUnl|nkab|I|ty(IQL )’

Pr [d wins EprI?;IegPresUnlinkability(11)} _ %‘ _

Prfp — b] %‘ <v(a),

where V(L) is negligible in the security parameter A.

6.3 VP Delegation Schemes from mdoc VCs and BBS
ACs

In this section, we first create an instance of a VP delegation scheme according to
Definition 6.2.1 that is built on top of the mdoc VC scheme, as described in Definition
3.4.1. Then, we repeat the same idea to create an instance of a VP delegation scheme
built on top of the BBS AC scheme, as described in Definition 3.7.1.

In the former case, the delegator and the delegatee each have a VC issued by the

issuer of the following form:

credp = ((GD7 {ComD,i}iG[l]v pkcredD)v {aDJ}ie[l]v {SaItD,i}iG[l]vSkcredD) )

credp = ((GAv {ComA,i}iE[l] ) pkcredA)7 {aA,i}iE[l] ) {SaItA.,i}iG[l] ) SkcredA) :

Note that in this case all the proofs introduced in Definition 6.2.1 are digital signa-

tures.

In the latter case, instead, the delegator and the delegatee each have a BBS
credential issued by the issuer of the following form:

credp = (op, {aDJ}iG[l}) ’
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creda = (04, {aa,i}tiey)) -

where op = (Ap,ep) and op = (Aa,ep). In this case, all the proofs are non-
interactive zero-knowledge proofs.

Definition 6.3.1 (mdoc VP Delegation Scheme) Given the mdoc VC scheme de-
fined in Definition 3.4.1, which uses the digital signature scheme 9. and a cryp-

tographic hash function H, we can define the following delegation scheme (see
Definition 6.2.1).

* Delegation issuance: (Ajp,scope, DP, wpp) & Deleglssuance(credp, DP,scope, Ajp).

N

del
On input (credp, DP,scope,Ap), the delegator computes Tpp as a variant of
a presentation of credp which is bound to DP but also to scope and Ap:

— pres’ < ((op, {ComD,i}iem ) pkcredD)7 {saltp i }icpP)
e Sign((pres'||DP,scope, Ap) ,;SKcredp, ) and mipp < (pres’,o’);

— return del < ((Ap,scope, DP, pp)).>

* Delegation verification: {0, 1} & DelegVer(del, pkig)-

To verify the delegation, parse:
del — (A|D,scope, DPa nDP)? Tpp — (pres/, G/)a

pres' — ((GDa {ComD,i}ie[l] ) pkcredD>7 {saItD,i}ieDP)'
Then, perform the following checks:
— Verify the signature of the issuer: 1 < Vf(op, ({comp,; }ic(]; PKcredp ) PKiss)-

This means that the delegation is created from a valid VC issued by pke,

— Check that comp ; = H (ap j||saltp ;), Vi € DP. This means that the dele-

gation has a DP consistent with the credential used to generate it;

— verify the signature &' of pres’ using the public key PKereds -

1« Vf(cr/, (pres’||DP,scope,A|D),pk

credD)'

SNote that mpp is structured as a presentation of the mdoc VC which is bound, via ¢’, to the
specific DP,scope, Ajp that will be part of the delegation del.
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This means that the delegation (for scope and A\p) was created by the

holder of the associated credential.

* Delegated presentation: (del, mye)) & DelegPres(del, creda, nonce).
———
pres
After parsing del — (A\p,scope, DP, tpp), the delegatee computes Tqe) as a

presentation of A\p using credy which is bound to del:

— compute pres” < ((0a,{coma ;}ic(r], PKered, ) {521tA i Fiea, , nonce);

— the delegatee signs pres” computing ¢’ & Sign((pres”||del),skcred, )
sets Ty < (pres”, 6’ and returns pres < (del, 7r4ey).

* Delegated presentation verification: {0, 1} & DelegPresVer(pres, pkig)-

Parse pres — (del, Ttgel), where Tige) — (pres”, ") and pres” — (0, {coma i }icyys PKered, ) 15alta,i)
The verifier checks that

— the delegation is valid, i.e. 1 < DelegVer(del);

— Ttgel is a valid presentation of credp for the attributes in A\p specified in
del, i.e.:
1. the signature of the issuer is valid: 1 <= Vf(oa, ({coma ;}ie(), PKered, )s PKiss)-
2. comp; = H(ap;||salta;) Vi € Ap;
3. the signature 6" of pres” is valid using pK yeq,: 1+ V(0" (pres”||del), pkered, )s

— the value scope included in del is satisfied according to the associated

verification procedure.

If these checks pass, the delegated presentation is accepted, and the algorithm
outputs 1.

To clearly define the instantiation of our BBS-based delegation scheme, we first
formalize the notation used to represent the selective disclosure of attributes. In
our setting, we consider two distinct selective disclosures: one performed by the
delegator and one by the delegatee. Specifically, we define:

* Revp as the set of indices of the attributes disclosed by the delegator, identified
by DP.
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* Hidp = [¢] \ Revp as the set of indices corresponding to the delegator’s hidden

attributes.

* Rev, as the set of indices of the attributes disclosed by the delegatee, identified
by A|D.

* Hidpy = [/] \ Rev, as the set of indices corresponding to the delegatee’s hidden
attributes.

Definition 6.3.2 (BBS VP Delegation Scheme) Given the BBS AC scheme defined
in Definition 3.7.1 and a cryptographic hash function H, we can define the following
delegation scheme (see Definition 6.2.1).

* Delegation issuance: (Ajp,scope, DP, pp) & Deleglssuance(credp, DP, scope, Ajp).

N J/

del
On input (credp, DP,scope, Ap) the delegator D computes a non-interactive
zero-knowledge proof mpp, which is bound to DP, scope and A\p, to prove that
DP is included in anoncredp:

1. generates the commitment of the underlying sigma protocol (Ap,Bp,Up):
o 1« 177;
e Ap +AQ, Bp <+ C(ap)"'Ay®;
o 0,1 Zy, 61+ Z, VieHidp;

Up < AZBY Tichiay (i) 3.

2. computes the challenge ¢y + H(Ap, Bp,Up,DP,scope,Ap);
3. computes a response z7;:
® 51 < 0O +r1_1 -ep -y,

® 1 <—ﬁ1+rf1-cl,'

up; < & ;—aplile; Vi€ Hidp;

21 = (51,01, (11,) icHidp )-
4. sets Tpp +— (AD,BD>CI7ZI)?6

5. returns del <— (Ap,scope, DP, mpp).

SNote that from Ap,Bp,c; and 7 the verifier can reconstruct Up.
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* Delegation verification: {0, 1} & DelegVer(del, pkig)-

To verify the delegation, parse:

del — (A|D,scope, DP,EDP), ipp — (AD,BD,CI,Zl).

Then, the delegatee:

1. computes Up

ﬁD %ABBIS H h[i]ul’iCRevD(aD)_q;
ieHidp

2. checks if
¢1 = H(Ap, Bp, Up, DP,scope, Aip),

—_ ‘) —
e(Ap,X2) = e(Bp,82).

* Delegated presentation: (del, 7r4¢) & DelegPres(del, creda, nonce).
———
pres
After receiving the nonce, the delegatee computes a non-interactive zero-
knowledge proof Ttye, which is bound to del, to prove that A\p is included in

credy, in the following way:

1. generates the commitment of the underlying sigma protocol (Ax,Ba,Un):
o <77
o Ay AR, Bp<C(ap)?A,;
o ,B—Zy, & i+ L, ViécHida;
o U+ ALBY Ticria, hli).
2. computes the challenge ¢y < H(Ax,Ba,Un,del, nonce);
3. computes a response 7p:
® 5§y (xz—i—rz_l “eA - Co;

° nzkﬁ2+r2_1~cz;

up; < 6 —apfilca Vi€ Hidy;

72« (52,12, (Mz,i)ieHidA)'

4. sets Tge| < (Ap,Ba,2,22)
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5. returns pres < (del, mge)).

* Delegated presentation verification: {0,1} & DelegPresVer(pres, pkie)-

Parse
pres — (del, mge)), del — (Ap,scope, DP, mpp),

mop — (Ap,Bp,c1,21), Ttgel = (Ap, B, c2,22).
The verifier checks that

1. the delegation is valid, i.e. 1 < DelegVer(del, pki);
2. T4l is a valid proof for the attributes in A\p specified in del:

— computes UA.'

Up + ARB) H h[i]"2/CRrey, (ar) ™
icHid,

— checks that
= H(Ap,Ba, Uy, del, nonce),

_ ‘7 —_
e(Ax, X2) = e(Ba, g2).

3. the value scope included in Tpp is satisfied according to the associated

verification procedure.

If these checks pass, the delegated presentation is accepted, and the algorithm
outputs 1.

6.4 Security Analysis

In this section we prove that

* the VP delegation scheme described in Definition 6.3.1 satisfies the security
properties of correctness (Definition 6.2.2) and unforgeability (Definition
6.2.3).

* the VP delegation scheme described in Definition 6.3.2 satisfies the security
properties of correctness (Definition 6.2.2), unforgeability (Definition 6.2.3)
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and unlinkability of the delegated presentation (Definition 6.2.5). The un-
linkability of the delegation issuance (Definition 6.2.4) can be proved using a

similar argument.

6.4.1 Correctness

Theorem 6.4.1 The delegation scheme described in Definition 6.3.1 instantiated
using the digital signature 9.7 is correct, assuming that the digital signature 9.

is correct and that H is modeled as a random oracle.

It is easy to see that the VP delegation scheme is correct. In fact, the delegator
always computes a proof mpp to include in del, and, since the digital signature
2.7 is correct, del is a valid delegation. Then, if the delegation is presented by a
delegatee whose identity matches with the identity A|p included in del, the delegatee
can always successfully present the delegation, again because .7 is correct.

Theorem 6.4.2 The delegation scheme described in Definition 6.3.2 instantiated
using the digital signature BBS is correct, assuming that H is modeled as a random

oracle.

In this case, the correctness follows directly from the correctness property of the
underlying NIZKP for BBS signatures.

6.4.2 Unforgeability

We observe that in the definition of the Experiment 4, it is not well defined what
we mean by del™ (or my+) “is not generated using any credential issued to .<7”. In
fact, this sentence has a different meaning according to the amount of information
a presentation reveals about the credential used to generate it. More specifically, if
we consider the delegation of presentation generated using mdoc VCs (as defined in
Definition 6.3.1), the presentation and delegation contain an identifier of the VC used
to generate them, namely pk,.q, and all the commitments to the attributes. Therefore,
in this case, we say that the presentation is not generated using any credential issued
to 7 if the information that identifies the credential used to generate the presentation
does not match any of the credentials issued to <. For the delegation of anonymous
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presentations, as those built on top of BBS credential (as defined in Definition 6.3.2),
the meaning is different: since the presentation hides the credential used to generate
it, and the only link between the presentation (or delegation) and the credential used
to generate it are the issuer of the credential pk; and the attribute revealed, we
say that a forgery has not been generated using any credential issued to .o/ if the
adversary has never been issued a credential by pk for the attributes revealed in
the forgery.

In the security proof of unforgeability of the delegation scheme for mdoc VCs
(as defined in Definition 6.3.1), we must introduce a technicality that simplifies the
description of our reduction. In particular, we show that the adversary .o/ to the
unforgeability of the VP delegation scheme can be used to build a reduction to a
variant of the strong unforgeability under chosen message attacks (SUF-CMA) of the
digital signature .7 . In this variant, which we refer to as v-SUF-CMA, the reduction
can open a polynomial number of sessions of standard SUF-CMA experiments (each
associated with a different public key with the same public parameters pp), and the
reduction wins the v-SUF-CMA experiment if it produces a forgery for at least one
of the public keys provided by the challenger of the experiment. Informally, the
queries that the adversary can make are (1) queries for the opening of a new session
identified by a counter i, for which it receives a public key pk;, and (2) signing
queries specifying a message and one of the public keys it has previously received
(m, pk J-), for which it receives a valid signature ¢ of m under the public key pk;.
It is easy to see that an adversary who can win the SUF-CMA experiment can be
turned into an adversary of the v-SUF-CMA experiment, and the success probability
remains the same. However, it is also easy to see that an adversary of v-SUF-CMA
can be used as a subroutine for a reduction to the SUF-CMA with a loss in the

probability of success proportional to the number of sessions the adversary can open.

This technicality is needed to capture that an adversary of the delegation scheme
for mdoc VCs could win the experiment by forging the public key of the issuer, or by
forging the credential public keys, for which it does not know the secret counterpart,
that it sees during the unforgeability experiment training (for example the public
keys included in the delegations queried to Oy and in the presentations queried
to Opres). Therefore, this issue does not arise when evaluating the security of the
delegation scheme for BBS anonymous credentials (where 7y and Tpres are NIZKP

of a BBS credential under pk; and do not contain any other pk), because it reduces
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to the strong unforgeability of the BBS signature scheme instantiated with the public
key pkis. This remarkably simplifies the security analysis of VP delegation schemes
built on top of BBS ACs, compared to the mdoc VCs.

Theorem 6.4.3 The delegation scheme described in Definition 6.3.1 is unforgeable
according to Definition 6.2.3 assuming that the digital signature 9.7 is strongly v-
UF-CMA (v-SUF-CMA) unforgeable and that H is a collision resistant cryptographic

hash function’.

We prove that if there exists an adversary <7 of Experiment 4 who can win the
experiment with non-negligible probability, then we can use .2/ to build a reduction
A to the v-SUF-CMA experiment for the underlying digital signature scheme
2.7, which wins the experiment with non-negligible probability, or that breaks the
collision resistance of the underlying hash function.

Setup Z sends a query for a new public key in the v-SUF-CMA experiment. ¢
sends to . a public key pk and public parameters pp. & sets pk,s <— pk, and
forwards (pp, pki) to the adversary 7.

Training phase We show how 2 answers to the queries </ can send during the

training phase.

* Queries to Ojss: 7 sends in input a set of attributes {ai}ie[1]~ A performs

the following operations:

1. it generates a key pair (sk.,eg, PKereg)®» the salts {salti};c[, com-
putes a commitment com; = RO(g;||salt;) (where RO is a random
oracle programmed by %) to a;,Vi € [I];

2. itsends a signing query to ¢’ with input (({com; };c; PKcred) pkiss)’

1 ¢ returns a signature 6 of ({com; }c(], PKcreq) USING Skigs.

3. sends to o the credential cred «<— ((0, {com; }ic (], PKered ), 1@ Fic ), 15alti Fielr) s SKered)

and adds cred to CT.

"To prove unforgeability we need the commitment scheme used in mdoc VCs (Definition 3.4.1) to
be binding. The hiding property is useful to enable the selective disclosure of attributes.

8For clarity of presentation, the subscripts D (delegator) and A (delegatee) are omitted in the
notation. The credential issuance procedure is the same for both roles and can be applied to either
party.

Note that this is the format for a signing query in the v-SUF-CMA experiment, given by the
message to be signed, and the public key that will verify the signature.
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* Queries to Oge: 27 can query for a delegation for the values (A|p,scope, DP)
of its choice. Upon receiving a query & performs the following opera-
tions:

1. generates a set of random attributes {aDJ}ie[l] which satisfies DP,
and computes the commitments com; as before generating the salts
and programming the random oracle;

2. opens a new session of SUF-CMA with ¢ from which it receives a
public key pkreq,, and sends a signing query (({comp ;}ic(1), PKeredp, )5 PKiss)
for a signature with sk of ({comp ;}icj), PKeredy, )» @nd receives
from % the signature op;

3. sends a signing query ((pres’,DP,scope,Ap), pk¢redy,) to € for a
signature with sk, of pres’ = ((op, {comp i }ic(i), PKeredp )» {52ltp.i fieDP)-
% returns the signature o’ ;

4. A sets mpp = (o', pres’) sends to <7 the delegation del = (A|p, scope, DP, pp)
and adds del to DT.

It is important that the reduction % does not choose the secret key sk eq,,
of the credential used to create the delegation del because the adversary
o/ might create a forgery using the same public key pk.,q and the

reduction must be able to exploit that forgery.

* Queries to Opres: &7 can query for a delegated presentation giving in
input (del,nonce) of its choice. Upon receiving a query %4 performs the
following operations:

1. generates a set of random attributes {aa ;}c ) which satisfies Ajp,
and computes the commitments com; as before generating the salts
and programming the random oracle;

2. opens a new session of SUF-CMA with % from which it receives a
public key pkceq, and sends a signing query (({coma;}ic(i], PKered, )s PKiss)
for a signature with skiss of ({coma ;}ic(i), PKered, ) and receives
from % the signature o;

3. % sends asigning query (pres”||del, pke,eq, ) to € or a signature with

credp
1/

SKcred,, OF pres” = ((0a, {coma,;}ic(r)s PKered, ) 15alta,i Fieap , nONCE).

¢ returns the signature ¢”.

4. A sends pres = (del, (6", pres”)) to o and stores pres in PT.
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Note that % knows only the secret keys associated to the credential issued to
/. The other sk, are not known neither to %, nor to <. Therefore if .o/
manages to forge the corresponding public keys pk,,.4 that are included in the
delegations or delegated presentations, the reduction can re-use such forgeries
to win the v-SUF-CMA experiment.

Forgery Phase .o/ sends to 4 a delegated presentation pres* = (del*, my,+) as its
forgery.

We argue that this presentation is a forgery, i.e. it satisfies at least one of the
winning conditions of Experiment 4.

Instantiation and analysis of the winning condition of Experiment 4 We now
focus on the winning condition of Experiment 4, and we rewrite it considering the
experiment instantiated with the ARF-Compliant VP delegation Scheme in Definition
6.3.1.

The adversary’s output is a presentation pres* = (del*, 74« ), with del* = (A|p*, scope*, DP*, pp+ ).

We recall the structure of the proofs mpp and Ty .

1. mpp+ is a presentation of a credential for the attributes specified in DP* con-
taining also scope* and Ap™ :

Tpp* = (((GDa {comp,;i}ic), PKeredp )s {5altD,i }icpp+ ), 0” = Sign((pres, DP*:5COpe*7A|D*)7SkcredD))'

pres’

with o’ being the signature of pres’ using the secret key associated to PKcredp,

and op is the signature of ({comp; }c(], PKcred, ) (Part of credp) using skig.

2. m}, is a presentation of a credential cred, for the attributes in Ajp bounded to
del* and nonce*, in particular:

e = <((6Aa {comai}tie()s PKered, ), {5alta,i bicap s nonce™), o' = Sign((pres”,del*),skcredA)>.

pres”

with 6" being the signature of pres” using the secret key associated to pkgeq,

and oy is the signature of ({coma ;}ie(r]; PKered, ) (Part of credy) using skig.
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We make the following observation.

The challenger of the unforgeability experiment (Experiment 4) generates public
keys pk..q and signs them (together with a set of commitments {com;} ic[l]) using

sk,ss as a consequence of:

1. issuance queries: in this case, the challenger also gives to the adversary the
associated secret key and adds the credential to CT;

2. delegation queries: in this case, the challenger also signs pres’ in Zpp using

the secret key sk,.q associated to pk adds the delegation to DT, and does

cred>
not reveal sk_,q to the adversary.

3. delegated presentation queries: in this case, the issuer also signs pres” in e

using the secret key sk..q associated to pk adds the delegation to PT, and

cred>
does not reveal sk,.4 to the adversary.

Note that the challenger of Experiment 4 never signs public keys it has not generated
10

The adversary wins the experiment if 1 <— DelegPresVer(pres*) and at least one

of the following conditions is satisfied:
1. forgery of the delegation: del” is forged, i.e.

* it is not a delegation queried by &7 to Oyg, i.e. del* & DT;

* del* was not generated using the credentials issued to .27 meaning that

Given del* = (Ap*, scope*, DP*, mpp~) with

credp

Tppr = (pres'*,G'* = Sign((pres’, DP*,scope*,Aip*), sk’ )>,

pres”™ = ((0p, {comp }ie [ PKeredy ) {5altD ; YicDP)-

we say that del* was not generated using any credential issued to .« if Vcred €

CT, cred = ((0p,{comp i }ic], PKeredp )» 16D, Ficpr], {5altD.i Hic i) SKeredp ) -

19For the sake of clarity, note that in the security proof, the challenger of Experiment 4 is the
reduction Z. The reduction does not know the secret key sk, but can ask for signatures of messages
of its choice using sk, sending queries to €, the challenger of the v-SUF-CMA experiment.
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(pres'*, DP*U) 7& ((GD7 {ComD,i}iG[l]a pkcredD)a {saItD,i}ieDP*a {aD,i}ieDP*) s

because these are the information of the credential used to generate a delegation
that appear in the delegation itself.

The public key pk’,., . in del* has been generated either by .7, by %, or by %

credp

PkZred,, Is generated by 7. In this case none of the credentials issued to <7 is

*

related to pkeyeq,,

. This means that the signature o, of ({comp ;}icis PKcred;,)
must be a forgery of pk,, because ¢ signs with sk, only public keys
generated by % or ¢ (according to our reduction definition);

*
credp

pk’ 4. is generated by 4. pk

credp was included in a credential issued by

Oiss, but the delegation del* is not generated using this credential. This

means that one of the following events happens:

(a) the commitments {comp ;}ic # {comp i }ie) V O # Op : in this
case the adversary has broken the v-SUF-CMA of the pk;

(b) DP* # {ap ;};cpp+: in this case it is possible to reduce to the binding
property of the commitment scheme (and hence to the collision

resistance of H);

(c) {salt*DJ},-er # {saltp ;}icpp are different, and in this case it is

possible to reduce to the collision resistance of H.

Pkred,, Is generated by €. pky, .y has been generated by ¢ during the gen-

credp
eration of the pk, or to generate the response to queries to Oge| OF
Opres- Then, neither &/ nor % know the secret counterpart skeyeq, -

Also, since del* & DT, the challenger has never signed with Sk:redD the

message ((0p, {comp i }ic()s PKeredp ) 152ltp,i }icpp*, DP*, scope®, Aip™),

therefore ¢, included in mpp+, is a forgery of PKcredp -

In this way we have shown that our reduction can reduce to the v-SUF-CMA
of the signature scheme, to the binding property of the commitment scheme or

to the collision resistance of the underlying hash function.

2. forgery of the delegated presentation: Ty~ is forged, i.e.

""Depending on the context, DP* denotes either the set of revealed attributes appearing in the
delegation or the corresponding set of indices selecting those attributes.
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* it is not a presentation queried by <7, i.e. pres* & PT;

* T4e+ Was not generated using the credentials issued to .7

Given
Ty = (pres”,a” = Sign((pres”,,del*),skcredA)),

pres” = ((0a, {coma i }ic(r) Pcred, )s {5alta i bieap nonce)

we say Mg+ Was not generated using any credential issued to o7 if Vcred €

CT, cred= ((GA7 {ComA,i}iE[l} ) pkcredA)v {aA,i}ie[l]v {SaItA,i}ie R SkcredA) , defin-
ing pres” removing nonce* from pres”,

(pres”; AID*) 7é ((GAu {ComA,i}iE[l] ’ pkcredA)a {SaltA,i}ieAm*? {aA.,i}i€A|D*)

Using a similar observation, it is possible to show that even in this case our
reduction can reduce to the v-SUF-CMA of the underlying signature scheme
or the binding property of the commitment scheme or the collision resistance
of the hash function used to define the commitment.

This allows us to prove that an ./ winning the unforgeability of the delegation
scheme experiment with non-negligible probability, can be used as a subroutine for a
reduction winning one of the following experiments with non-negligible probability:

* the strong v-UF-CMA experiment of the underlying signature scheme or

* the collision resistance of the underlying hash function used to instantiate the

random oracle.

means that at least one of the public keys that # has received by €, corresponding
to the sessions opened in the v-SUF-CMA experiment, has been forged. Therefore

% win the v-SUF-CMA experiment, and this concludes the security proof.

Theorem 6.4.4 The delegation scheme described in Definition 6.3.2 is unforgeable

according to Definition 6.2.3 under the assumption that BBS is strongly unforgeable
12

2Which holds under g-Strong Diffie-Hellman assumption [74].
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Since in this case the proofs included in the delegations and delegated presen-
tations are NIZKPs bound to a specific context (for delegations (Ap,scope, DP),
whereas for delegated presentations a delegation del), we can leverage on the exis-
tence of a simulator that, by programming the random oracle can generate proofs
that are indistinguishable from real proofs. Therefore, in this case, there is not need
for the reduction to generate the credentials used to generate the proofs 7pp and 7y
This remarkably simplifies the security analysis making it more linear, and enabling

the design of a reduction to the unforgeability of the BBS signature scheme.

We prove that if there exists an adversary .« of Experiment 4 who can win the
experiment with non-negligible probability, then we can use .27 to build a reduction
A to the SUF-CMA experiment of the BBS signature scheme, which wins the exper-
iment with non-negligible probability. The reduction 4 interacts with the challenger
% of the SUF-CMA experiment and simulates the challenger of Experiment 4.

Setup % receives the public parameters pp and the public key pk,,, of the BBS
signature scheme from the challenger ¢ of the SUF-CMA experiment. %
forwards (pp, pki) to the adversary .<7.

Training phase We show how # answers to the queries ./ can send during the

training phase.

* Queries to Ojss: &7 sends in input a set of attributes {a; };c;). % performs
the following operations:
1. it sends a signing query to ¢ with input {ai}ie[l]3 ¢ returns a signa-
ture © of {a;}c|; generated using ski.
2. % sends to o/ the credential cred < (0,{a;};c);)) and adds cred to
CT.

* Queries to Oge: &7 can query for a delegation for the values (Ajp, scope, DP)
of its choice. Upon receiving a query % performs the following opera-

tions:

1. runs the simulator of the presentation protocol generating a proof
mpp = (Ap,Bp,c1,71) for the statement DP by programming the
random oracle H on the input (Ap,Bp,Up,DP,scope,Ajp). This
operation overwrites the random oracle only with negligible prob-
ability because the values Ap,Bp,Up generated by the simulator
have super-logarithmic min-entropy [74].
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2. % sends to 7 the delegation del = (Ajp,scope, DP, npp) and adds
del to DT.

* Queries to Opres: 7 can query for a delegated presentation giving in

input (del,nonce) of its choice. Upon receiving a query % performs the
following operations:

1. runs the simulator of the presentation protocol generating a proof
Ttgel = (Ap,Ba,c2,22) for the statement Ajp by programming the
random oracle H on the input (A, Ba,Ua,del). This operation over-
writes the random oracle only with negligible probability because the
values A, B, Uy generated by the simulator have super-logarithmic
min-entropy [74].

2. % sends to &7 the presentation pres = (del, rye) and adds pres to
PT.

Forgery Phase .o/ sends to % a delegated presentation pres* = (del*, my,+) as its

forgery.

To be a valid forgery, this presentation must satisfy at least one of the winning
conditions of Experiment 4.

Instantiation and analysis of the winning condition of Experiment 1 Note that,

since we are describing a VP delegation scheme that is built on top of an
anonymous credential scheme, the proofs generated by delegator and delegatee
hide the anonymous credential used to generate it. Therefore, in this case
the statement “del™ (or 7y4.+) is not generated using any credential issued to
27" means that none of the issued credentials can be used to generate the
associated proof mpp (or indeed 74, <) included in del™ (or in pres*), i.e. none
of the credentials issued to the adversary satisfy the statements, or set of
attributes in DP (or Ajp).

We consider separately the two cases:

1. del*isforged, i.e. del* & DT and Vcred € CT, being A the set of attributes

in cred, then DP*  A.
Since the proof 7pp~ is a NIZKP obtained by applying the Fiat-Shamir

transform to a sigma protocol, it is possible to run the Fiat-Shamir
extractor and extract a BBS signature. This is done by rewinding .o/

to the moment it has sent the random oracle query associated to the
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challenge associated to the proof mpp~, and changing the associated
digest. With non-negligible probability .<# will produce another valid
forgery returning two transcript of the sigma protocol for the same first
message but two different challenges. From this % can extract a witness,
i.e. a BBS signature c*, for the statement DP. But the adversary was
never issuer a BBS signature for the attributes in DP and this means
that # has never received from % the signature 6* and can win the
SUF-CMA experiment for BBS signatures by sending 6™ to %

2. Wy is forged, Vpres € PT, pres = (del, T4e|), Tgel 7# Tyep and Vered €
CT, being A the set of attributes in cred, then Ap* Z A. This follows
from a similar argument as the previous item. It is possible to show that
the reduction can extract a BBS signature ¢™* for the attributes in Ap that
were never issued to <7, and therefore it was not generated by ¢’. This
means that # can win the SUF-CMA experiment for BBS signatures by
returning to ¢ the signature ¢*.

6.4.3 Unlinkability

In this section, we focus on proving the unlinkability of delegated presentations for
the delegation scheme described in Definition 6.3.2. We note that the unlinkability of
the delegation issuance proof follows from the same argument, since the interactive
proof used in Deleglssuance employs the same building blocks as the one used in
DelegPres.

The proof is presented showing the existence of a probabilistic polynomial-
time simulator . that can generate a simulated presentation indistinguishable from
that produced by an honest delegatee holding a valid BBS credential. In fact, if
such a simulator exists, this implies that no adversary can distinguish between two
honest delegated presentations derived from different credentials, as long as they are
consistent with the same Ajp. We formalize this argument by explicitly describing

an indistinguishability experiment and the associated security definition.

This explicit description is useful to relate two kinds of definition of unlinkability
that are used in the literature: one stronger, which requires the existence of a simulator
that generates presentations that are indistinguishable from honestly generated ones,

and a weaker one where the adversary generates and sends to the challenger two
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credentials and it must guess which of the two credentials was used to generate a

presentation it receives from the challenger.

Indistinguishability Experiment and Definition. The goal of this experiment is
to ensure that the delegated presentation generated using a real anonymous credential
is indistinguishable from one generated by a simulator . that does not possess the
credential. The existence of such a simulator implies that the delegated presentation
does not reveal any information about the underlying credential. In particular, we will
show that if no efficient adversary can win the indistinguishability experiment with
non-negligible advantage, then no adversary can win the unlinkability experiment
with non-negligible advantage — that is, no adversary can distinguish which of
two credentials was used to produce a given delegated presentation with probability
significantly greater than %

Experiment 7 (Exp!;distinguishability ( l}L ))

1. The adversary o/ generates the public parameters pp for the verifiable cre-
dential scheme together with the issuer key pair (ske, pkiss) and send pp and
pkss f0 the challenger.

2. The challenger samples a random bit b’ & {0,1};

3. The adversary < generates and sends to the challenger del, nonce and credp
satisfying App,; 13

4. The challenger computes pres as follows:

o Ifb' =0, computes pres & & (del, nonce)

o Ifb' =1, computes pres & DelegPres(del, creda, nonce).
5. The challenger sends pres to <f .
6. o/ outputs a bit b'.

7. o winsifb' =b'.

3The challenger verifies that: del is valid, and that cred, satisfies Ajp and is valid under PKig-
The verification algorithm for a VC is not defined in this work, however every VC scheme that we
consider has a natural associated algorithm to verify the correct issuance of the credential.
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If the adversary has access to a random oracle (according to the VP delega-
tion scheme definition), it can send random oracle queries before sending to the
challenger del,nonce and creda. In that case, if b’ = 0 the random oracle will be

simulated by .7, otherwise the queries are sent to a real random oracle.

Definition 6.4.1 (Indistinguishability of the Delegated Presentation) A VP dele-
gation scheme satisfies indistinguishability of the delegated presentation if for

any probabilistic polynomial-time (PPT) adversary </ executing the experiment

Indistinguishability / ;1 A
Exp,, (1%),

Prll = ] — %‘ <v(a),

Pr [% wins Expi;distinguishability(I;L)] B %‘ _

where V() is a negligible function in the security parameter A.

Theorem 6.4.5 The delegation scheme described in Definition 6.3.2 satisfies indis-
tinguishability of the delegated presentation as defined in Definition 6.4.1.

We construct a simulator .# that emulates the delegated presentation by program-

ming the random oracle RO.

* Input. The simulator takes as input the public parameters of the system,
the issuer’s public key pk, and a pair (A.,B.) that satisfies the relation
A= — B [142, 74].

* Random Oracle queries. At the beginning, the internal hash table HT is
empty. Whenever a query is made to the random oracle RO:

— If the input has already been queried, the simulator returns the corre-

sponding value stored in the hash table HT;

— If the input x is new, the simulator samples a random value ¢ <i Ly, stores

(x,c) in HT, and returns x.
The simulator . proceeds as follows:

* Sample a random exponent Y & Lip.
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e Compute:

* Sample random values:

sneZ, w7, VieHid

¢ Set the randomness vector:
Z<— (Sﬂ’l, (ui)iGHid)'

* Sample a random challenge:

cﬁZp.

* Compute:

U A-B"- [ hi“-Cre(a) ™"
ieHid

The simulator . then programs the random oracle RO on the tuple (A, B, U, del, nonce),
by storing ((A,B,U,del,nonce),c) in HT. This ensures that any future query with
the same input will consistently return the fixed challenge c.

The simulator . then constructs the proof and the corresponding delegated

presentation as follows:

* It sets the proof 7y to:
Tldel <— (A,B,C,Z);

* It assembles the final presentation pres as:
pres <— (del, myel)
and sends it to the adversary.

Note that the simulator . is constructed to ensure that the output presentations

are correct and distributed as real presentations.

In particular,
Askiss = (A7)Hiss = (A1=)Y = BY = B
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therefore, the pairing check

remains satisfied after randomization, and the pair (A, B) is distributed uniformly at
random as in real presentations. In addition, the first message U is chosen uniformly

at random as a consequence of the sampling of the responses z and the challenge ¢

U=A"-B" [] hli]"“- Cre.(a) "
ieHid
and since the simulator programs the random oracle on input (A, B, U, del, nonce)
to c, the verification still holds. Consequently, all verification checks are satisfied,
and the simulated presentation is indistinguishable from a real one. This means
that, in Experiment 7, an adversary trying to distinguish a simulated presentation
(obtained running .¥’) from a real one (obtained running DelegPres) cannot succeed
with probability greater than % Therefore, it satisfies the indistinguishability of

delegated presentations as defined in Definition 6.4.1.

6.4.4 Collision Handling in the Random Oracle Simulation

In the proof of Theorem 6.4.5, we constructed a simulator .7 that emulates the
delegated presentation by programming the random oracle RO. The correctness of
this simulation relies on the ability of . to consistently answer all random oracle
queries without overwriting previously assigned outputs in the internal hash table HT.
The purpose of this section is to rigorously analyze this event and to show that the

probability of such a collision occurring is negligible in the security parameter A.

Probability of Collision The adversary <7 is allowed to make a polynomial number
of queries to RO. For each new random oracle query for input x made by <7, the
simulator . samples a random challenge ¢ &z p» and stores the pair (x,c) in a hash
table HT. Also, during the simulation of a delegation presentation, the simulator .
internally generates a fresh random value ¢ € Z), and sets U accordingly so that the
RO query (A, B,U,del,nonce) will map to c. If &7 has previously queried RO with
this exact input, and the random oracle has already assigned a different value ¢’ # ¢

to this input, then the simulator cannot overwrite the hash table and the simulation
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fails. However, since the challenge c is chosen uniformly at random from Z,,, and the
adversary is limited to a polynomial number of RO queries, the probability of such a

collision is bounded above by a negligible function in the security parameter A.

Let Q1,...,Q, denote the g distinct queries made by .« to RO (with g polynomial
in A). The simulator fails if, for some j € [g], the an input Q; = (A, B;,U;,del ;,nonce;)
matches the tuple (A’, B',U’,del’,nonce’) constructed by the simulator in the simu-
lation of the presentation. Since del and nonce are chosen by the adversary, while
A’,B',U’ are generated by the simulator, the probability that the simulator generates
a tuple that matches one of the adversary’s previous queries can be bounded as
follows. Observe that B is computed as B = ASkiss. Therefore, once A is fixed, B
is uniquely determined. As a result, for a fixed pair (del,nonce), the simulator’s

internally constructed tuple
(A’,B',U’,del,nonce)
can coincide with a query Q; made by the adversary only ifl4
U=U" and A=A = B=F.

Since U and A are sampled independently and uniformly at random from a group of
prime order p, the joint probability that U = U’ and A = A’ for fixed (del, nonce) is
exactly [% Applying the union bound over all g queries made by the adversary to
the random oracle:

q
Pr[Simulator fails] < Z Pr[(A,B,U,del,nonce) = Q;] < %
j=1 p

Since ¢ = poly(A) and p is exponential in the security parameter A, the probability
that the Simulator fails is negligible in A.

Theorem 6.4.6 The delegation scheme described in Definition 6.3.2 satisfies unlink-
ability'> of the delegated presentation as defined in Definition 6.2.5.

4Note that this is a necessary condition for a collision between the tuples.

15Tn the delegation scheme described in Definition 6.3.1, unlinkability does not hold for delegations
and delegated presentations. Specifically, the delegator’s and delegate’s presentations are structured
as

pres’  ((0p, {comp i }ic (i, Pkereap ) {5altp,itieop ), pres” < ((0a, {coma i}icy) PKerea, ), {5alta i ieays , nONCe).
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We prove the theorem via a reduction. Specifically, we assume that there exists a
probabilistic polynomial-time adversary .7 that wins the unlinkability experiment

Exp?j'egpresun“nkabi“ty(ll) with non-negligible probability. We then construct a re-

duction Z that uses <7 to win the indistinguishability experiment Exp{lo}diStingUiShabiIity (1%)
with non-negligible probability. This would contradict the result proven in Theorem

6.4.5.

Consider the probabilistic polynomial-time simulator .# introduced in the proof
of Theorem 6.4.5, which, given as input del and nonce, outputs a simulated delegated
presentation pres* that is computationally indistinguishable from a real delegated pre-
sentation pres generated by an honest delegatee using a valid anonymous credential

anoncredy, i.e.,

#(del,nonce) — pres” =~ DelegPres(del, creds, nonce).

777777777777777777777777777777777777777777777777

 EERRCEEEEESEEERESERS CRE . Expy |

I / |
| b+ {0,1} b < {0,1} ‘
! del,credy,,creds, | . del,credy, b =~ pres 54 ;
| % 3 ;
l pres | o Pres #'s /™ pres < DelegPres:
| b | : B Exp, i
777777777 —— DelegPresUnlinkability * - -~~~ ~ -~~~ ~ <~~~ oo

XP oy Exp;distinguishability

Fig. 6.2 Overview of the interaction between the adversary <7, the challenger ¢, and the
reduction Z. The reduction Z first chooses a bit b to select one of the two credentials pro-
vided by 7. It then receives either a simulated presentation (if 5’ = 0) or a real presentation
(if ' = 1) corresponding to the chosen credential. The adversary <7 tries to guess the bit
b based on the presentation received. Based on <7’s guess b, the reduction % outputs its
own guess b’ for b': if b = b, % guesses that the presentation is real (b’ = 1); otherwise, it
guesses simulated (5" = 0).

Assume, by contradiction, that there exists an adversary .27 that wins Exp?jlegpresunlmkab'l'ty (1%)

with probability % + €, where € is non-negligible in the security parameter A. Recall
from Experiment 6 that this corresponds to the setting where the presentation is

always generated from a real credential.

Since pres’ and pres” include pk and pk respectively, multiple presentations by the same

party are trivially linkable.

credp credp
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. . . ——DelegPresUnlinkability
We now introduce a variant of the Experiment 6, denoted by Exp ,

b

in which the presentation pres may be either real or simulated depending on a random
bit &/, as illustrated in Figure 6.2. The formal description of this variant is given in

the following experiment.

——DelegPresUnlinkabili
Experiment 8 (Exp,, = Y (1)

1. The adversary </ generates the public parameters pp for the verifiable cre-
dential scheme together with the issuer key pair (sk,e, pKjss) and send pp and
pkss f0 the challenger.

2. The challenger samples a random bit b’ & {0,1}.

3.« generates and sends to the challenger del, nonce and creda, and credy,,
satisfying Ap.

4. € samples a random bit b’ ﬁ {0,1} and computes pres as follows:

o Ifb' =0, computes pres & #(del, nonce).

o Ifb' =1, samples a random bit b and computes pres & DelegPres(del, credy, , nonce).
5. € sends pres to <.
6. </ outputs a bit b.

7. af winsif b=b.

If the adversary has access to a random oracle (according to the VP delegation
scheme definition), it can send random oracle queries before sending to the challenger

del,nonce, credy, and credy,, .

.- . ——DelegPresUnlinkability
Next, we proceed to compute the probability that the adversary .« wins Exp :



6.4 Security Analysis 139

——DelegPresUnlinkabili —
Pr [Q% wins Exp,, o ”ty} =Pr[b=0b] =

=Pr[b=b|b'=0]-Pr[b =0
+Pr[b=b|b' =1]-Pr[b)=1] =
=Pr[b=0b|b=0] 3}

+Pr [« wins Expg;legpl’eSUnl|nkab|l|ty} ‘

1
2

b+(re)-d

B[ —

+

NS}

This reflects the fact that adversary ./ has an advantage € only when b’ = 1,

since otherwise it guesses at random.

Next, consider the probability that the bit 5’ = 1 conditioned on the event that .o/
guesses correctly, i.e., b = b. By Bayes’ theorem, we have

Pr[b':1|13=b] :Pr[E:b|b’:1]Pr[b’:1] )

Pr[B:b]
(A+e)-3 LT4e 1 1428 1 e 1 1 ¢
1ye l+e 2 l+e 2 l1+e) 2 2 1+¢

Since € is non-negligible and positive, and since

E E 1
—_— > = VOo<e< =
I1e 2 <&z
we obtain that |
- €
Pr[p=1|b=b -+ —
r| | ]>2+4,

which is strictly greater than % by a non-negligible quantity.
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Consequently, Z can define its own guess for b’ as

Finally, we compute the probability that % wins Exp;diSti"g”iShability:

Pr [% wins Expgdistinguishability} — Pr [B/ _ b/] _
=Pr['=0|b'=0] -Pr[p =0]
+Pr[p' =10 =1]-Pr[p =1] =
=Pr[b#b|b =0]-5
+Pr[b=b|b =1]-1=
=Pr[b#b|V =0] %

+Pr [szf wins Exp!;l‘EgPreSUn|lnkab|l|ty} %

B[ —

B[ —

A (e

8=

+

\Sl[e-}

Therefore, any non-negligible advantage € that .7 has in winning Expg;legPresUnlinkability

implies an advantage of § for an adversary Z in winning Exp]%dISti"g”iShability. This
contradicts the fact that, as proven in Theorem 6.4.5, the simulator . produces
presentations that are computationally indistinguishable from real ones. We there-
fore conclude that our VP delegation scheme achieves unlinkability of delegated

presentations.

Analogously, the unlinkability of the delegation issuance phase can be established
using the same proof strategy. This is because the underlying zero-knowledge
protocol used during delegation issuance is structurally identical to the one employed
in delegated presentations, allowing for a simulator to generate indistinguishable
transcripts.
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6.5 Instantiation of Our VP Delegation Scheme for
mdoc VCs in the EUDI and EBSI Frameworks

In this section we focus on the VP delegation scheme described in Definition 6.3.1,
since mdoc VCs are the credentials supported by the EUDI ARF at the time of writ-
ing. The VP delegation scheme for mdoc VCs that we have described and analyzed
can be integrated into existing ecosystems such as the EUDI or EBSI frameworks,
without defining new data structures, only new verification procedures. We sketch
some considerations describing possible solutions for that. The delegation del can be
a VC issued by the delegator that has as attributes the components we have described,
namely scope,Ajp, DP and mpp. The delegator signs this credential (as an issuer)
using the same secret key used to generate the mpp as specified in Definition 6.3.1.
This additional signature on the whole delegation is needed for compatibility reasons,
because every VC must be signed by the issuer, in this case the delegator. This

special credential must also contain the pk.4 of the credential that the delegatee

cre
will use to present the delegation. In this sense, the delegatee must choose in advance
the single-use credential it will use to generate the presentation. When the delegatee
creates a delegated presentation, it presents del (which is structured as a VC) disclos-
ing all its attributes, namely, scope, Ap, DP and 7pp; the delegatee then creates a
verifiable presentation 74 using its own VC, associated to pk,,.q communicated to
the delegator, revealing the attributes included in Ajp. The outcome of the delegated
presentation is derived from the combination of these two presentations. The only
modification to the verification protocol is that the verifier must check that pp is
indeed a valid presentation of the statement DP and that the presentation 7ye created

by the delegatee is a valid presentation of Ajp.

In EBSI, the only entities entitled to issue credentials are legal persons whose
DID (a reference to, at least, their public key) is registered in the Trusted Issuer
Registry (TIR)!6. This means that credential holders who are physical persons are
not allowed to issue credentials and therefore cannot generate the delegation as we
have mentioned above. If the delegator is only a physical person we must consider

two cases:

* the delegatee is a legal person: in this case, the delegator can generate the
attributes for the delegation VC scope, Ap, DP and 7pp and sends them to the

16https://hub.ebsi.eu/apis/pilot/trusted-issuers-registry/v4
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delegatee who generates the VC containing this information and signs it in
turn. Note that this signature is only useful to guarantee the compatibility with
the credential format and to create a VC issued by an entity registered in the
TIR. The delegatee can choose not to sign it, which is perfectly fine, but cannot
change the information sent by the delegator because mpp is cryptographically
bound to scope,Ajp and DP.

« if the delegatee is also only a physical person, the delegator must have the
delegation VC signed by a third party registered in the TIR, which may be the
issuer of the credential used to generate the delegation or a third party with

this specific role.

6.6 Conclusions

In this work, we introduced the notion of verifiable presentation delegation scheme,
enabling a credential holder to securely authorize a third party to present credentials
on their behalf. We formalized the definition of a VP delegation scheme, defining its
core algorithms and essential security properties, including correctness, unforgeabil-
ity, and unlinkability. We proposed two concrete constructions: one compatible with
verifiable credentials in the EUDI ARF, and another supporting anonymous creden-
tials based on BBS signatures, and proved their security. Finally, we discussed the
practical applicability of our schemes, highlighting their integration within real-world
ecosystems such as EBSI and EUDI frameworks.



Chapter 7
Conclusions

This work has investigated fundamental problems at the intersection of cryptography,
decentralized systems, and digital identity. The three contributions presented in
this thesis address complementary challenges, ranging from swap protocols across
different blockchains, to the design and implementation of post-quantum anonymous

credential system, and the delegation of digital credential presentations.

The first contribution of this thesis lies in the design of BTLE (Broadcast Time-
Lock Exchange Protocol), a novel protocol for decentralized cross-chain exchange.
BTLE departs from classical approaches based on Hash Time-Locked Contracts
(HTLCs) by leveraging time-lock puzzles as a synchronization primitive, enabling
exchanges in scenarios where scripting capabilities are limited or incompatible across
different blockchains. The protocol is structured in two phases: a matching phase
(BTLE-MA), which enables competition among multiple market takers, and a swap
phase (BTLE-AS), which ensures a fair exchange between the selected parties. A
key technical contribution of this work is the introduction of a new class of time-
lock puzzles based on Pell conic computations, proposed as an alternative to the
classical construction by Rivest, Shamir, and Wagner. Experimental results show
that the proposed time-lock puzzle based on the Pell conic outperforms the classical
construction for the intended application. In particular, for a modulus of 2000 bits,
the RSW-TL scheme solves the puzzle in approximately 100 seconds, whereas the
proposed BM-TL construction requires over 4000 seconds. This substantial increase
in delay is achieved while significantly reducing the number of squaring operations.
In addition, the protocol is fully implemented and evaluated, showing that BTLE can
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effectively operate off-chain and overcome important limitations of HTLC-based

designs.

The second contribution focuses on the design and implementation of Post-Quantum
Anonymous Verifiable Credential systems within the Self-Sovereign Identity (SSI)
paradigm. While anonymous credential schemes based on classical assumptions
(e.g., CL or BBS+) are well understood and practically efficient, they are vulnerable
to quantum computers. This motivates the transition toward post-quantum con-
structions. In this context, the work provides a comprehensive analysis of existing
post-quantum anonymous credential frameworks, identifying practical limitations
and trade-offs. Building on this analysis, a concrete framework based on recent
lattice-based constructions is selected, adapted to the verifiable credential data model,
and implemented in an open-source library. The resulting system achieves 128-bit
security against quantum adversaries and supports selective disclosure of attributes.

Finally the third contribution of this thesis focuses on the delegation of verifiable
presentations of digital credentials. While delegation has been extensively studied in
the context of credential issuance, the delegation of verifiable presentations has not
been formally addressed in the literature. This work fills this gap by introducing the
notion of a verifiable presentation delegation scheme, providing a formal definition of
its syntax and identifying the fundamental security properties it must satisfy, namely
correctness, unforgeability, and unlinkability. Two concrete instantiations of are
presented: the first compatible with standard verifiable credentials, including those
defined in the European Digital Identity Wallet Architecture Reference Framework
(EUDI ARF), while the second supports BBS anonymous credentials. Both schemes
are formally proven secure according to the proposed definitions, and their practical
applicability is discussed in the context of infrastructures such as EBSI and the EUDI

framework.

Several directions for future work emerge naturally from this research. On the
side of decentralized exchange, further work is required to analyze the security
of the proposed scheme under stronger adversarial models and to investigate its
integration with emerging cross-chain interoperability protocols. In the context of
post-quantum credentials, improving the efficiency and scalability of zero-knowledge
proofs remains a key challenge. Finally, the notion of delegated presentations can be
extended to more complex scenarios, such as hierarchical delegations, revocation

mechanisms, and composability with other cryptographic protocols.
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