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 A B S T R A C T

In this preliminary work we investigate the possibility to extract, from the analysis of a chaotic 
signal, a signature of the circuit that generated it. It is widely known that even small deviations 
in parameters of a chaotic circuit are reflected into generated signals with different dynamics 
and characteristics, not detectable by simple inspection and impossible to reproduce in another 
circuit. Being able to identify these differences, and being also able to verify if a sequence 
has been effectively generated by a given circuit will pave the way to new applications of 
chaotic circuits including, but not limiting to, security applications. In this paper we consider 
Chua’s circuit, that is one of the simplest known chaotic circuits, and we show that by using 
deep learning and time-frequency transformations it is possible to extract a signature from 
chaotic sequences. Results are provided using two simulated datasets, and also two experimental 
datasets acquired from six hardware realizations of Chua’s circuit. All signals are transformed 
into Short-Time Fourier Transform and classified with Convolutional Neural Network (CNN) 
models, achieving 98% macro-averaged balanced accuracy across the evaluated test sets, 
including 224 distinct chaotic parameterizations, unveiling a data-driven route to fingerprint 
chaos. As additional results, gradient-based interpretability and Permutational Multivariate 
Analysis of Variance (PERMANOVA) based statistical analysis are provided to support distinctive 
time-frequency features of the signatures.

1. Introduction

Chaotic circuits have been used in recent years in many field of Information Technology, in particular in cryptography. The 
unpredictability properties have been found to be appealing in many applications such as secure communication (including text 
and image encryption [1]) and random number generation [2–4]. Chua’s circuit, introduced in 1983, remains a canonical example 
due to its ability to generate a remarkable diversity of chaotic attractors, despite its relatively simple hardware implementation [5]. 
The most interesting feature of chaotic signals is their unpredictability. Even if chaotic evolution arises from well-defined equations 
and is reproducible under ideal conditions, they are affected by a strong sensitivity to parameter variations and initial conditions. 
It is widely accepted that when considering noise and implementation errors, unavoidable in real-world circuits, we have a twofold 
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Fig. 1. Chua’s Circuit architecture. On the left is shown the circuit schematic and measurement nodes 𝑉1 and 𝑉2. On the right, the piecewise-linear 
characteristic 𝑓 (𝑥) of Chua’s diode used in this work is depicted.

consequence: (𝑖) it is impossible for the same chaotic circuit to generate the same evolution twice; (𝑖𝑖) it is impossible to find two 
chaotic circuits equal to each other.

While the first property is the most commonly used, here we want to exploit the second one in order to see, given a chaotic 
signal, if it is possible to identify the circuit that generated it. In other words, the aim of this paper is to see if a sort of ‘‘signature’’ 
exist in chaotic circuit, and more important, if this signature can be identified by only looking at the signals generated by the circuit. 
In particular, we aim to look for a set of stable, discriminative time-frequency features that recur in all generated signals, and that 
encode the system dynamic identity, remaining reproducible within a specific regime and measurably linked to both the topology 
and the specific parameter set of the chaotic circuit.

In security related applications this concept is widely used, for example in the physical identification of devices. Physical 
Unclonable Functions (PUFs) exploit intrinsic fabrication variations to generate unique, hard-to-clone responses, employed for secure 
device authentication [6]. Similarly, Radio Frequency (RF) fingerprint techniques identify a transmitter from hardware specific 
impairments [7].

To explore our idea, we focus on different implementation of the same Chua’s circuits, analyzing how variations in its control 
parameters affect the resulting time-frequency patterns. The choice of the Chua’s circuit is mainly based on its simplicity and its 
diffusion. Furthermore, thanks to a small set of tunable parameters, it offers a controllable platform bridging mathematical models 
and experimental reproducibility [8–10].

Since traditional signal-processing descriptors often fail in the identification of stochastic variability, we opted for a deep learning 
based solution. Deep learning is widely used as a practical framework for chaotic signal analysis as it may learn hierarchical, high 
level features, thus enabling robust discrimination of input data [11,12]. Furthermore, we obtain good results by introducing time-
frequency transformation of chaotic signal. Time-frequency transformation outputs are encoded in a 2D color plot, that is then fed 
into a Convolutional Neural Network (CNN), especially designed for recognizing spatial patterns [13,14]. Recent studies by Uzun 
et al. and Akmeşe et al. show that image-based encodings enable high classification accuracies among canonical systems like Lorenz, 
Chen, and Rössler [15,16]. This strategy eliminates the need for manual feature extraction or the construction of complex theoretical 
models, allowing CNNs to learn the distinctive features directly from the visual representations of the signals.

The You Only Look Once (YOLO) architecture has been chosen for the implementation of the CNN. This architecture is widely 
employed for analyzing spectrogram images of complex RF signals [17], audio signal analysis through mel-spectrograms [18] and 
real-time telecommunication network classification [19]. The choice of using YOLO, and specifically YOLOv11, is supported by 
several applied studies confirming the network’s ability to successfully analyze data transformed in complex image representations. 
In the field of signal processing, SPEC-YOLO [19] has demonstrated outstanding performance in recognizing wireless signals 
converted into spectrograms, while in audio processing, the same approach has been used to detect deepfake anomalies [18].

In our analysis the spectrograms are plotted applying the Short-Time Fourier Transform (STFT) to signals generated by the Chua’s 
circuit. The computation of the squared magnitude of the STFT yields a 2-D map that can be processed directly with image-based 
deep learning methods.

To further interpret the classification results, the Grad-CAM AI explainability technique is employed, in order to highlight the 
regions in the spectrogram where the network focuses its attention when identifying which circuit configuration generated a given 
time-frequency pattern. The salient points extracted through this method are subsequently subjected to PERMANOVA statistical 
analysis to confirm that the features identified differ significantly between different chaotic regimes.

The paper is organized as follows. Section 2 provides an introduction on Chua’s circuit. Section 3 describes a first, simple 
case study, while Section 4 presents results of a more complex and more realistic case study with more chaotic classes. Extended 
insights, including the use of Grad-CAM to explore class-dependent time-frequency patterns in the spectrograms have been reported 
in Section 5, with a statistical validation of the identified salient regions. In the same section, additional considerations on the 
combination of chaotic classes are done. Finally, the analysis of real hardware Chua’s circuits as a final validation step is proposed 
in Section 6. The overall results are then discussed in Section 7, followed by a brief conclusion.

2. Chua’s circuit theory

The Chua’s circuit was selected as a reference model, as it represents one of the most extensively studied and versatile chaotic 
electronic circuit. Its schematic is shown in Fig.  1.
2 
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We adopt the normalized mathematical formulation of Chua’s system [9,20], described by three first-order differential equa-
tions (1) governing the evolution of the state variables: 

⎧

⎪

⎪

⎨

⎪

⎪

⎩

𝑑𝑥
𝑑𝑡

= 𝛼 ⋅ (𝑦 − 𝑥 − 𝑓 (𝑥))
𝑑𝑦
𝑑𝑡

= 𝑥 − 𝑦 + 𝑧
𝑑𝑧
𝑑𝑡

= −𝛽 ⋅ 𝑦 − 𝛾 ⋅ 𝑧

(1)

where 𝑥 and 𝑦 correspond to the capacitor voltages (referred to as 𝑉1 and 𝑉2 in Fig.  1), and 𝑧 represents the current through the 
inductor 𝐿. The parameters 𝛼, 𝛽, and 𝛾 arise from the linear RLC sub-circuit and the adopted normalization of time and state 
variables. Unlike simplified lossless formulations (often obtained by neglecting parasitic losses), we explicitly retain the 𝛾 term in 
the third state equation of (1) to account for linear damping (resistive effects in the inductive branch), which is relevant when 
aligning simulated trajectories with hardware realizations [21]. The nonlinear term 𝑓 (𝑥) implements the so-called Chua’s non-linear 
diode. It is shown in Fig.  1, and described as:

𝑓 (𝑥) = 𝑚2𝑥 + 1
2

[

(𝑚0 − 𝑚1)(|𝑥 + 𝑎1| − |𝑥 − 𝑎1|) (2)

+ (𝑚1 − 𝑚2)(|𝑥 + 𝑎2| − |𝑥 − 𝑎2|)
]

.

The non-linear function 𝑓 (𝑥) consists of three segments with slopes (𝑚0, 𝑚1, 𝑚2) and breakpoints (𝑎1, 𝑎2), and it is the source of the 
circuit’s dynamical richness. The relationship between the hardware parameters of the circuit and those used in the mathematical 
model can be found in [22].

We define the ‘‘signature’’ of a Chua’s circuit as the set of normalized parameters (𝛼, 𝛽, 𝛾, 𝑚0, 𝑚1, 𝑚2, 𝑎1, 𝑎2). We will consider from 
now on that two Chua’s circuits are different if each of them is identified by a different signature, i.e., a different set of parameters, 
being this obtained either by intentionally modifying parameters at a circuital level, or by considering the tolerance of passive 
devices (resistors, capacitors, inductors) in a real implementation.

Variations in the set of parameters are directly reflected in the time-frequency representation of the generated signals. Due 
to the chaotic nature of the Chua’s circuit, even small variations in the set of parameters are reflected in large variations in the 
time-frequency properties of the generated signal. This property should allow distinguishing between two signals generated by two 
Chua’s circuits with different signatures. On the contrary, the chaotic nature of the Chua’s circuit prevents the reconstruction of 
the signature from the observation of the time–frequency properties of the generated signals. This is aligned with the fundamental 
properties of a signature to not be inferred, estimated, or reverse-engineered from simple observation.

As a final comment, we would like to clarify a few aspects that, given the preliminary nature of this study on the signature 
of chaotic circuits, we deliberately leave outside the scope of this manuscript so as not to increase its complexity. The first one 
is noise. Real implementations of any chaotic circuit will inevitably be affected by noise, which will alter the time-frequency 
properties of the generated signal. Adopting the simplest and most common model of additive white Gaussian noise would not 
impair the identification of the signature, as it would affect all spectra in the same way, without altering the relative differences of 
time-frequency structures that are essential for distinguishing one signature from another one. Instead, adopting a more complex, 
signal-dependent noise model would make the problem analytically intractable. The second aspect is temperature. A change in 
temperature is expected to introduce variations in the time-frequency properties of all generated signals. However, accounting 
for this effect would require a detailed model of the temperature sensitivity of all parameters, which lies beyond the scope of 
this preliminary study. Finally, an important property of any signature-based system is its resilience to linear transformations 
(e.g., filtering). A thorough investigation of this aspect is left for future work.

Nevertheless, the measurements presented in Section 6 were obtained in an open, unshielded environment where realistic 
noise sources are present, and without any control of temperature. The results obtained corroborate the hypothesis that noise and 
temperature variations are not critical issues for this study.

3. A simple case study

A first and very simple case study has been designed to investigate if a CNN classifier is capable to identify the signature for a 
small number of Chua’s circuit.

In order to build a dataset for training and validating the CNN, a dataset containing four classes of signal is built. Three of them 
are coming from three different realizations of Chua’s circuit; the fourth one is different, and created to represent the ‘‘none of the 
above’’ case, i.e., when no match with a known circuit is found. This class has been added to prevent a limitation of CNN classifiers, 
that have to provide a match with one of the class in any case.

This case study has been considered by means of numerical simulations. The normalized equations in (1) are integrated using 
the Runge–Kutta method of order 5 [23]. The simulated trajectories for variables 𝑥 and 𝑦 are extracted, in the aim of emulating a 
real circuit where only the two voltages 𝑉1 and 𝑉2 could be easily measured, whereas getting the current of the inductor 𝐼𝐿 is more 
difficult.

Hereinafter, for simplicity, we will denote each class as 𝑝
𝑠 , where 𝑝 ∈ {1, 2, 3, 4} represents the circuit parameters set of each 

class, and 𝑠 denotes the type of signal output considered between 𝑥 and 𝑦.
In detail, linear parameters for all classes are fixed to 𝛼 = 9.237, 𝛽 = 16.8 and 𝛾 = 0.0042 [9]. The corresponding nonlinearity 

parameters are different, and shown in Table  1.
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Table 1
Nonlinearity parameters (𝑚0, 𝑚1, 𝑚2, 𝑎1, 𝑎2) used in the first case study chaotic models. 
All simulations were performed with 𝛼 = 9.237, 𝛽 = 16.8, and 𝛾 = 0.0042. Parameters 
for 4

{𝑥∣𝑦} were independently sampled from continuous uniform distributions over the 
illustrated ranges below.
 Class 𝑚0 𝑚1 𝑚2 𝑎1 𝑎2  
 1

{𝑥∣𝑦} −1.238 −0.6665 500.0 1.00 6.88  
 2

{𝑥∣𝑦} −1.230 −0.6900 440.0 1.10 7.15  
 3

{𝑥∣𝑦} −1.200 −0.7200 300.0 1.12 7.00  
 4

{𝑥∣𝑦} Random Random Random Random Random 
 Rangesa [−1.8,−0.7] [−1.0,−0.3] [200, 700] [0.8, 1.5] [6.0, 8.5] 
a Allowed intervals for random parameters.

Within each of the classes 1
{𝑥∣𝑦} to 3

{𝑥∣𝑦}, only the initial conditions are changed, so all signals share the same underlying chaotic 
regime and differ only by their trajectory on the same attractor.

The construction of the fourth class 4
{𝑥∣𝑦} is different. To implement a ‘‘generic’’ class, the nonlinearity parameters are not 

fixed but randomly sampled within broad chaos-preserving ranges that overlap the first three regimes. As a result, 4
{𝑥∣𝑦} consists of 

multiple chaotic regimes with nearby, yet distinct, parameter settings, forming a heterogeneous class that does not correspond to 
any single reference configuration. Trajectories in 4

{𝑥∣𝑦} resemble those of 1
{𝑥∣𝑦}-

3
{𝑥∣𝑦} but never match any of their exact parameter 

sets.
In the latter case, to ensure that all the generated solutions remained within a chaotic regime, the full Lyapunov spectrum 

(𝜆1, 𝜆2, 𝜆3) of the normalized Chua system was computed for each case using a standard Benettin-type algorithm with tangent vector 
renormalization [24]. This method quantifies the average exponential divergence of initially nearby trajectories by integrating the 
associated Jacobian dynamics and periodically rescaling perturbation vectors. The finite-time estimator of each Lyapunov exponent 
over 𝐾 QR steps of durations 𝛥𝑡𝑘 is computed as follows [25]: 

𝜆̂𝑖(𝑇 ) =
1
𝑇

𝐾
∑

𝑘=1
ln 𝑟(𝑘)𝑖𝑖 , 𝑇 =

𝐾
∑

𝑘=1
𝛥𝑡𝑘, 𝑖 = 1,… , 𝑛. (3)

As expected for a 3-D dissipative flow, chaotic regimes exhibit 𝜆1 > 0, 𝜆2 ≈ 0, 𝜆3 < 0, and ∑𝑖 𝜆𝑖 < 0 [26].
In detail, after discarding an initial transient, the Largest Lyapunov Exponent (LLE) was estimated over long integration times 

with strict numerical tolerances. For downstream selection we retain only the sets of parameters that exhibit LLE > 0.05 s−1. While a 
positive maximal Lyapunov exponent is the standard operational marker of deterministic chaos [27,28], finite-time estimation and 
numerical effects can yield spuriously small positive values near periodic or quasi-periodic windows, this criterion is advisable to 
avoid borderline cases [29,30].

The initial state vector {𝑥0, 𝑦0, 𝑧0} ∈ R3 was initialized such that each component was independently drawn from a uniform 
distribution, i.e., {𝑥0, 𝑦0, 𝑧0} ∼  ([−1, 1]3). After a burn-in period of 50 s, signals were sampled for 30 s at a frequency of 300Hz. 
Preliminary Welch power–spectral analysis showed that at least 95% of the signal power is concentrated below 125Hz, with 
negligible energy at higher frequencies. Choosing 300Hz as sample frequency therefore satisfies the Nyquist criterion, ensuring 
that the relevant chaotic dynamics are captured without aliasing, while avoiding unnecessarily dense sampling that would inflate 
the dataset size and the cost of time–frequency computations. For each class we generated 3000 independent samples changing 
initial condition vectors.

An example of the phase portraits for the variables 𝑥-𝑦 for each of the four classes is depicted in Fig.  2.
To convert the signals into interpretable patterns, we employed the Short-Time Fourier Transform (STFT) and derived log power 

spectrogram images from it. This method provides the exploration of time-varying spectral representation and allows the examination 
of signal dynamics along both the time and frequency dimensions. Thanks to its windowed formulation, the STFT can be applied to 
nonstationary signals such as chaotic trajectories [31]. We adopt the STFT because it offers a strong trade-off between representation 
quality and computational cost and, unlike bilinear distributions, as Wigner–Ville, does not suffer from cross-term interference that 
obscures multicomponent chaotic signals [32]. The equation for the computation of the transform is given by 

𝑋[𝑚, 𝑘] =
𝑁−1
∑

𝑛=0
𝑥[𝑛 + 𝑚𝑅]𝑤[𝑛] 𝑒−𝑗2𝜋𝑘𝑛∕𝑁 (4)

where 𝑥[𝑛] is the discrete-time signal sampled at 𝑓𝑠 and 𝑤[𝑛] is the 𝑁 = 1024-sample Hamming window applied to each segment to 
reduce spectral leakage [33]. A 50% overlap between each frame is adopted [34]. The spectrogram images are obtained by mapping 
the STFT magnitude, expressed in dB, to a color scale. The logarithmic representation is fundamental to compress dynamic range, 
turn multiplicative gain differences into additive offsets, facilitating comparison across samples and enhancing low-energy structures 
visibility with a fixed color map. The phase component of the complex STFT was not exploited, as log magnitude-based spectrograms 
proved to be sufficient for our classification goal.

Fig.  2 includes an example of the log power spectrogram images, for the four classes (in particular, for the spectrogram associated 
to the 𝑥 variables given from the corresponding phase portraits).
4 
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Fig. 2. Example of phase portraits 𝑥–𝑦 (top figures) and log power spectrogram images derived from the 𝑥 output (bottom) of for the four 
considered classes for the first case study. Panels (a–d) passed the quality checks (bounded trajectories, LLE 0.05 s−1) and exhibit the expected 
double-/single-scroll morphology after transient removal.

For the automatic classification of spectrograms, a YOLOv11-Medium was used as classification network. YOLO11m-cls’s 
architecture is configured with a classification head that outputs class probabilities using softmax activation [35] and has been 
optimized to reduce computational cost without compromising accuracy performance and model versatility.

Two distinct YOLO-models were trained, one classifier was trained on spectrograms derived from 𝑥 signals and one on 
spectrograms derived from 𝑦.

Each model was trained using a transfer learning approach, starting from weights pre-trained on the ImageNet Dataset, ensuring 
generalization and preventing overfitting [36]. The models were trained for 200 epochs with an early stopping criterion (patience 
= 5) and automatic mixed-precision training (AMP) to improve efficiency. In practice, early stopping was never triggered and the 
full 200 epochs were completed in all training runs. The value of 200 epochs was chosen as a compromise between allowing the 
networks to fully converge and limiting the overall computational cost across the four training procedures.

All datasets were divided into training (60% of input dataset), validation (20%), and test set (20%) subsets using a random 
stratified sampling strategy to ensure that the representativeness of each class was maintained across the dataset split. This split 
ratio provides a balanced trade-off between ensuring sufficient data for model learning and retaining independent samples for robust 
validation and final performance evaluation. Model performance was monitored on the validation set metrics of loss and accuracy 
during training process, while the final evaluation was carried out on the held-out test sets using accuracy and confusion matrices. 
Classification results are summarized in Fig.  3, depicting the confusion matrix achieved for the classification of the two considered 
circuit outputs 𝑥 and 𝑦. Most samples lie on the main diagonal, indicating only few misclassifications.

Performances were assessed choosing metrics of Balanced Accuracy, Recall and Precision, defined class-by-class according to the 
value of True Positive (TP), True Negative (TN), False Positive (FP) and False Negative (FN) as 

𝐁𝐚𝐥𝐚𝐧𝐜𝐞𝐝𝐀𝐜𝐜𝐮𝐫𝐚𝐜𝐲 = 1
2

( TP
TP + FN

+ TN
TN + FP

)

; (5)

𝐑𝐞𝐜𝐚𝐥𝐥 = TP
TP + FN

; (6)

𝐏𝐫𝐞𝐜𝐢𝐬𝐢𝐨𝐧 = TP
TP + FP

. (7)

Table  2 shows performance metrics per class for this Case Study. Macro-level scores (obtained by averaging the per-class metrics 
across all classes) show that, for the 𝑥 output, the model achieved a macro balanced accuracy of 99.14%, with a macro precision 
of 98.72% and a macro recall of 98.71%. For the 𝑦 output, the macro balanced accuracy was 99.47%, with macro precision and 
macro recall both equal to 99.12%.

4. A more complex case study

Given the promising results of the simple case study, a more complex and more realistic case study has been considered. This time, 
a dataset is constructed by simulating 200 different Chua’s circuits obtained by randomly varying both the nonlinearity coefficients 
(𝑚 ,𝑚 ,𝑚 , 𝑎 , 𝑎 ) and the global parameters 𝛼, 𝛽, and 𝛾 as in Table  3. As in the previous case study, for each configuration the 
0 1 2 1 2
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Fig. 3. Confusion matrix (a) obtained on the test set for the 𝑥 signals and (b) for the 𝑦 signals of first Case Study.

Table 2
Classification performance metrics for signals in the first case study.
 Class Samples Precision Recall Balanced accuracy 
 1

𝑥 600 99.66% 98.33% 99.11%  
 2

𝑥 600 97.37% 98.83% 98.97%  
 3

𝑥 600 98.52% 100% 99.75%  
 4

𝑥 600 99.32% 97.67% 98.72%  
 1

𝑦 600 100% 99.33% 99.67%  
 2

𝑦 600 99.50% 98.67% 99.25%  
 3

𝑦 600 98.52% 100% 99.75%  
 4

𝑦 600 98.83% 98.83% 99.22%  

Table 3
Sampling ranges for parameters of second 
Case Study. All parameters were sampled 
uniformly within the ranges specified below.
 Parameter Range  
 𝛼 [8.000, 15.000]  
 𝛽 [10.000, 25.000]  
 𝛾 [0.00000, 0.01000] 
 𝑚0 [−1.8, −0.7]  
 𝑚1 [−1.0, −0.3]  
 𝑚2 [200, 700]  
 𝑎1 [0.8, 1.5]  
 𝑎2 [6.0, 8.5]  

Lyapunov spectrum and the LLE was estimated to ensure that the selected combination of parameters led to chaotic behavior. Once 
a valid parameter set was identified, it defined one class. For each class 4000 signals were simulated for 𝑇 = 30 s with different 
initial conditions for each simulated realization.

Given the very high number of classes, this dataset seeks to approximate a broad and representative subset of the chaotic 
dynamics that Chua’s circuit exhibits. By widening the admissible parameter ranges and randomly sampling within chaos-preserving 
intervals, we expose the classifier to many distinct regimes and verify whether the extracted fingerprints remain discriminative as 
the number of configurations increases. In this case, an additional class corresponding to a failed match with any of the other classes 
has not been considered.

Classification results when applying the same procedure discussed in Section 3 are as good as that of the simple case. Qualitative 
confusion matrices are shown in Fig.  4(a) for 𝑥 and Fig.  4(b) for 𝑦, showing a pronounced diagonal trend of correct classifications 
with only a limited number of errors.
6 
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Fig. 4. Confusion matrices of the 200-class classifier on the test set (N = 800 signals per class) for the 𝑥 (left) and 𝑦 (right) signals. Axes report 
true (x-axis) and predicted (y-axis) classes. In both cases, the strong dominance of the main diagonal, with only a few faint off-diagonal entries, 
indicates that misclassifications are rare compared with the number of correctly classified samples.

Fig. 5. Per-class performance over the 200 classes for 𝑥 (left) and 𝑦 (right) signals. Balanced accuracy, precision and recall computed on the test 
set are shown for each class.

To visualize the performance spread across the 200 classes, Fig.  5(a) and Fig.  5(b) show in detail the per-class balanced accuracy, 
precision and recall on the test sets for 𝑥 and 𝑦, respectively. Overall, the curves remain consistently high across most classes, with 
only a limited number of dips that indicate a small subset of regimes that are harder to discriminate. Importantly, the two channels 
exhibit very similar trends and ranges, suggesting that the proposed pipeline extracts comparable discriminative information from 
both circuit outputs. In terms of macro results, this case study achieved a macro balanced accuracy of 95.82% on 𝑥, with macro 
precision and macro recall of 91.77% and 91.69%, respectively. Very similar performance was observed on 𝑦 with macro balanced 
accuracy of 95.82%, macro precision of 91.80% and macro recall of 91.68%.
7 
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Fig. 6. Grad-CAM activation map for a representative test spectrogram. Warmer colors indicate time-frequency regions with higher contribution 
to the classification decision. (For interpretation of the references to color in this figure legend, the reader is referred to the web version of this 
article.)

5. Extended insights

While the achieved classification results demonstrate strong discriminative performance, they do not by themselves explain what 
time-frequency structures the network exploits to separate chaotic regimes. Aim of this section is to provide some considerations 
based on the results of the first two case studies.

5.1. Explainability and statistical validation

Rather than employing explainable AI only as a post-hoc visualization tool, in this work we use Gradient-weighted Class 
Activation Mapping (Grad-CAM) [37] to extract class-specific time-frequency patterns that may act as spectral features of chaotic 
signatures. The key question is whether the most salient spectrogram regions identified by the network are (i) stable within each 
class and (ii) distinct across classes, thus revealing reproducible and discriminative structures.

Grad-CAM produces a class-discriminative saliency map 𝑀𝑐 (𝑖, 𝑗) for class 𝑐 by combining the feature maps of a convolutional 
layer with the gradients of the target score, without requiring architectural changes or retraining [37]. In image-based pipelines, 
including those operating on spectrograms, it has been shown to highlight stable time–frequency bands associated with specific 
classes, such as species-discriminative harmonics in bioacoustics [38], synthesis artifacts in audio signals [39], and modulation-
dependent structures in wireless/RF signals [40]. These results motivate its use here not only to ‘‘explain’’ decisions, but to isolate 
candidate features of each chaotic regime in the time-frequency domain.

In our setting, Grad-CAM was applied to the last convolutional layer of the classification trained network, which captures high-
level semantic features while retaining sufficient spatial resolution for localization. For statistical representativeness, Grad-CAM 
maps were computed for the Case Study II test sets only, since this scenario provides the broadest class coverage and the largest 
sample size (200 classes per channel), enabling a more robust and statistically meaningful multivariate analysis.

For each test spectrogram and each predicted class 𝑐, we obtained a saliency map 𝑀𝑐 (𝑖, 𝑗), as shown in Fig.  6, and retained only 
the top 5% of its activation values. Specifically, a class-specific threshold 𝜏𝑐 was defined as the 95th percentile of all pixel intensities, 
computed across all maps of class 𝑐 and a binary mask 𝐵𝑐 (𝑖, 𝑗) was constructed as 

𝐵𝑐 (𝑖, 𝑗) =

{

1 if 𝑀𝑐 (𝑖, 𝑗) ≥ 𝜏𝑐
0 otherwise,

(8)

thus retaining only the most salient time-frequency points contributing to the classification decision.
The corresponding indices (𝑖, 𝑗) were then mapped to their associated frequency and time coordinates using linear scaling. This 

interpolation assigns to each pixel the center of its corresponding time-frequency bin.
For each chaotic class, the (𝑓𝑖, 𝑡𝑗 ) coordinates selected by Grad-CAM were saved over all test samples, yielding an empirical 

distribution of salient points in time-frequency space. Subsequently, these distributions are analyzed statistically to test whether 
Grad-CAM has uncovered class-dependent features of the signatures rather than sample-specific artifacts.

In order to provide a statistical support to the ‘‘signature’’ hypothesis and complement the qualitative Grad-CAM inspection, 
for each chaotic class of second Case Study, we generated 800 signal realizations (considering 𝑥 and 𝑦 separately), computed 
the corresponding STFT spectrograms, and applied Grad-CAM. To statistically compare these class-wise saliency distributions, we 
employed Permutational Multivariate Analysis of Variance (PERMANOVA) [41]. The null hypothesis is 𝐻0: the Grad-CAM saliency 
patterns do not depend on the class, meaning that spectrograms from the same class are not more similar to each other than 
8 
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Table 4
Classification outputs for the digitally summed Case Study I signals 𝑥 and 
𝑦 (collectively denoted as {𝑥 ∣ 𝑦}) in the fixed-regime classes 1

{𝑥∣𝑦}-
4
{𝑥∣𝑦}.

 Input signal class Output classification class Accuracy 
 1

𝑥 2
𝑥 3

𝑥 4
𝑥  

 1+2
𝑥 0 0 0 600 100%  

 1+3
𝑥 0 0 0 600 100%  

 2+3
𝑥 0 0 0 600 100%  

 1+2+3
𝑥 0 0 0 600 100%  

 1
𝑦 2

𝑦 3
𝑦 4

𝑦   
 1+2

𝑦 0 0 0 600 100%  
 1+3

𝑦 0 0 0 600 100%  
 2+3

𝑦 0 0 0 600 100%  
 1+2+3

𝑦 0 0 0 600 100%  

spectrograms from different classes (any apparent grouping is compatible with random label assignments). PERMANOVA tests this 
by comparing within-class and between-class dissimilarities and estimating the 𝑝-value via random permutations of the class labels.

In our case, the dissimilarity between two spectrograms was computed as the Hausdorff distance between their sets of salient 
points [42]. In simple terms, this distance measures the mismatch between two highlighted regions as follows: for each salient point 
in one distribution, we find the closest salient point in the other and the Hausdorff distance is the largest of these ‘‘closest-point’’ 
distances (and symmetrically vice versa). Therefore, it is small only when every highlighted region in one distribution lies close to 
some highlighted region in the other, and it becomes large if at least one salient region has no counterpart nearby.

We applied PERMANOVA to all classes separately for 𝑥 and 𝑦. The analysis yielded 𝐹 = 35.35 with 𝑝 = 0.001 for 𝑥 and 𝐹 = 27.50
with 𝑝 = 0.001 for 𝑦, leading to rejection of 𝐻0 in both cases. Here, a large pseudo-𝐹  means that the average dissimilarity between 
classes is much larger than the average dissimilarity within the same class, and the very small 𝑝-value means that such a separation 
would be extremely unlikely if class labels were irrelevant. Practically, this supports our hypothesis: the Grad-CAM salient regions 
are consistent across realizations of the same circuit (stable within-class features) and systematically different across circuits (distinct 
between-class patterns), hence providing evidence of class-specific time-frequency features of the different signatures for both 𝑥 and 
𝑦.

5.2. Combination of multiple signals

One of the questions we need to answer to validate achieved classification results is what happens if we consider the combination 
of two signals coming from two known classes. With time-frequency properties intermediate between that of the two original classes, 
it is unclear if the combination signal will be recognized as a new signal, or as one of the two original signals.

To see this, we design the following experiment based on the first case study.
We considered three pairwise sums 1+2

𝑥 , 1+3
𝑥  and 2+3

𝑥 , where with the notation 1+2
𝑥  we intend the class of signals obtained 

as the sum of the 𝑥 output from a circuit in class 1 and the 𝑥 output from a circuit in class 2. A fourth combination is considered 
as the three-regime sum 1+2+3

𝑥 , and other four classes are built in the same way for 𝑦 signals.
Each new class consists of 600 samples and we have classified them according to the first case study fixed-regime classes 1

{𝑥∣𝑦}- 
4
{𝑥∣𝑦}. The test has been conducted on the original CNN model without re-training the network. The results have been illustrated in 
Table  4, where the respective classifications for 𝑥 and 𝑦 signals are shown. The spectrograms of the combined signals are assigned 
to 4

𝑥 , the class defined to capture inputs that do not correspond to any of the fixed classes.
In other words, combining two or more signals does not cause the classifier to confuse the mixture with any of the original 

single-regime classes (1
{𝑥∣𝑦}- 3

{𝑥∣𝑦}). Instead, these mixtures give rise to a distinct new class, which is correctly assigned to 4
{𝑥∣𝑦}, 

explicitly designed as a heterogeneous ‘‘none of the above’’ category.
This is important, as suggests us that to increase the number of classes it is not necessary to change the parameters of a chaotic 

circuits, but it is also possible to combine in different ways existing chaotic circuits.

6. Final validation: an experimental case study

To experimentally validate the proposed method, we consider four independently operating hardware realizations of Chua’s 
circuit described in [9]. Each instance (denoted as 𝑐𝑐 ∈ {1, 2, 3, 4}) was assembled with different component values, leading to 
distinct (yet chaotic) dynamics due to tolerance-induced parameter spread. From each circuit, we acquired the voltages 𝑉1 and 𝑉2 at 
the two capacitor nodes (corresponding to the 𝑥 and 𝑦 state variables), with sampling frequency 𝑓𝑠 = 400 kHz and duration 𝑇 = 5 s
per trace.

In order to increase the number of chaotic classes, given the observation in Section 5.2, we also considered linear combination 
(in detail, the sum achieved directly at hardware level) of multiple chaotic signals. Specifically, eight classes are considered for the 
𝑉  channel (and eight classes for 𝑉  as well):
1 2
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Fig. 7. Confusion matrix obtained on the test set (a) for the 𝑉1 signals and (b) for the 𝑉2 signals of the Experimental Dataset.

Table 5
Validation on real hardware Chua’s circuit.
 Class Samples Precision Recall Balanced accuracy 
 1

𝑉 1 10 100% 100% 100%  
 2

𝑉 1 10 100% 100% 100%  
 3

𝑉 1 10 83.3% 100% 98.57%  
 4

𝑉 1 10 100% 100% 100%  
 1+2

𝑉 1 10 100% 100% 100%  
 3+4

𝑉 1 10 100% 80% 90%  
 1+2+3

𝑉 1 10 100% 100% 100%  
 1+2+3+4

𝑉 1 10 100% 100% 100%  
 1

𝑉 2 10 100% 100% 100%  
 2

𝑉 2 10 100% 100% 100%  
 3

𝑉 2 10 100% 100% 100%  
 4

𝑉 2 10 100% 100% 100%  
 1+2

𝑉 2 10 100% 100% 100%  
 3+4

𝑉 2 10 100% 100% 100%  
 1+2+3

𝑉 2 10 100% 100% 100%  
 1+2+3+4

𝑉 2 10 100% 100% 100%  

1. Single-circuit classes: 4 classes of 𝑉1 signals from 𝑐𝑐 = 1 to 𝑐𝑐 = 4;
2. Two-circuits summation: one class made up of the sum of 𝑉1 signals of 𝑐𝑐 = 1 and 𝑐𝑐 = 2, and of 𝑐𝑐 = 3 and 𝑐𝑐 = 4;
3. Three-circuits summation: one class made up of the sum of 𝑉1 signals of 𝑐𝑐 = 1, 𝑐𝑐 = 2 and 𝑐𝑐 = 3;
4. Four-circuits summation: one class made up of the sum of 𝑉1 signals from 𝑐𝑐 = 1 to 𝑐𝑐 = 4.

Hereinafter, we will denote each of these classes as 𝑐𝑐
𝑠 , where 𝑐𝑐 ∈ {1, 2, 3, 4} indicates the circuit generating the considered 

signal, or all the circuits considered for generating the summation according to the notation of Section 5.2. The subscript 𝑠 specifies 
the type of signal between 𝑉1 and 𝑉2.

These signal are processed as in Section 3, with some adjustment due to the fact that signals have a different sampling rate and 
duration, and the available instances are limited.

In particular, before spectrogram computation the raw traces acquired at 𝑓𝑠 = 400 kHz were downsampled to 𝑓𝑠 = 4 kHz to reduce 
computational load while preserving the frequency content of interest. STFT was then applied to the downsampled signals (duration 
𝑇 = 5 s) using a window length 𝑤𝑙 = 0.909 s with 50% overlap, yielding a frequency resolution 𝛥𝑓 = 1.10Hz and a temporal hop 
𝛥𝑡 = 0.455 s.

In the training, the early-stopping criterion terminated the learning process after 16 epochs for both 𝑉1 and 𝑉2.
All classes were tested for both 𝑉1 and 𝑉2 signals. The obtained confusion matrices are presented in Fig.  7 for 𝑉1 and 𝑉2, while 

statistical analysis results are shown in Table  5.
Inference on hardware acquired signals confirms that the method is able to generalize even for real-world samples, achieving a 

macro balanced accuracy of 98.57% for 𝑉1 signals dataset and 100% for 𝑉2 signals dataset. The performance for the two test sets is 
consistent, demonstrating that the model is able to learn distinctive classification features from both 𝑉  and 𝑉  nodes.
1 2
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Fig. 8. Confusion matrix obtained on the test set (a) for the 𝑉1 signals and (b) for the 𝑉2 signals of the resistor-swept hardware circuits dataset 
(Section 6.1).

Table 6
Measured component values and normalized parameters 
for Circuit 1 and Circuit 2. 𝛼 = 𝐶2∕𝐶1 is computed from 
the measured values. For 𝛽 = 𝑅2

2𝐶2∕𝐿, the range reflects 
the minimum and maximum values observed across the 
six 𝑅2 settings.
 Circuit 1 Circuit 2  
 𝐿 (nH) 19.52 22.20  
 𝐶2 (pF) 107.7 106.2  
 𝐶1 (pF) 9.72 9.63  
 𝑅2 range (Ω) [1658, 1903] [1600, 1780]  
 𝛼 11.08 11.00  
 𝛽 range [15.16, 19.98] [12.25, 15.16] 

6.1. Validation with resistor-swept hardware circuits

To further expand the experimental validation, a second set of hardware measurements was collected using two independent 
realizations of Chua’s circuit (hereafter Circuit 1 and Circuit 2). The operating regime is explicitly controlled by sweeping the resistor 
𝑅2 across six discrete values, while the remaining passive components (𝐿, 𝐶1, 𝐶2) are kept physically unchanged. The measured 
component values and the resulting normalized parameters 𝛼 and 𝛽 are reported in Table  6.

The two circuits are treated as independent chaotic sources, each defining six classes corresponding to the six 𝑅2 values, for a 
total of twelve classes per signal channel, denoted 1

𝑉𝑠
 through 12

𝑉𝑠
 where 𝑠 ∈ {1, 2} identifies the acquired node (𝑉1 or 𝑉2), classes 

1
𝑉𝑠
 through 6

𝑉𝑠
 correspond to Circuit 1, and classes 7

𝑉𝑠
 through 12

𝑉𝑠
 to Circuit 2.

From each circuit, voltages 𝑉1 and 𝑉2 at the two capacitor nodes were acquired at a sampling frequency of 𝑓𝑠 = 400 kHz. Signal 
preprocessing followed the same pipeline described in Section 6. For each signal channel, the twelve classes were pooled into a 
single dataset and split into training (60%), validation (20%), and test (20%) subsets using stratified random sampling, consistent 
with the procedure of Section 3. The total dataset comprises approximately 5000 samples per channel, with a slight class imbalance 
across cases (ranging from 750 to 950 samples per class). A single YOLOv11-Medium classifier per channel was trained, with same 
option of Section 3, on the combined twelve-class dataset.

Classification results on the test sets are reported in Fig.  8 and Table  7. Both classifiers, for 𝑉1 and 𝑉2, achieve perfect separation 
of all twelve classes, with macro balanced accuracy of 100% and fully diagonal confusion matrices with zero misclassifications.

7. Discussion

7.1. Classification performance on simulated datasets

This work shows that discriminating multiple operating regimes of the same chaotic generator under a fixed topology is not only 
feasible but can achieve high accuracy when chaotic time series are rendered in the time-frequency domain. Across the considered 
11 
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Table 7
Classification performance metrics for the resistor-swept hardware cir-
cuits dataset. Classes 1

𝑉𝑠
–6

𝑉𝑠
 correspond to Circuit 1 and 7

𝑉𝑠
–12

𝑉𝑠
 to 

Circuit 2. All results are reported on the test set.
 Class Samples Precision Recall Balanced accuracy 
 1

𝑉1
180 100% 100% 100%  

 2
𝑉1

150 100% 100% 100%  
 3

𝑉1
175 100% 100% 100%  

 4
𝑉1

190 100% 100% 100%  
 5

𝑉1
150 100% 100% 100%  

 6
𝑉1

160 100% 100% 100%  
 7

𝑉1
180 100% 100% 100%  

 8
𝑉1

150 100% 100% 100%  
 9

𝑉1
175 100% 100% 100%  

 10
𝑉1

190 100% 100% 100%  
 11

𝑉1
150 100% 100% 100%  

 12
𝑉1

160 100% 100% 100%  
 1

𝑉2
180 100% 100% 100%  

 2
𝑉2

150 100% 100% 100%  
 3

𝑉2
175 100% 100% 100%  

 4
𝑉2

190 100% 100% 100%  
 5

𝑉2
150 100% 100% 100%  

 6
𝑉2

160 100% 100% 100%  
 7

𝑉2
180 100% 100% 100%  

 8
𝑉2

150 100% 100% 100%  
 9

𝑉2
175 100% 100% 100%  

 10
𝑉2

190 100% 100% 100%  
 11

𝑉2
150 100% 100% 100%  

 12
𝑉2

160 100% 100% 100%  

datasets, the trained YOLOv11-based classifiers learn discriminative representations from spectrograms derived from both circuit 
nodes (𝑥 and 𝑦), with closely matched performance between channels. This consistency suggests that the models are not exploiting 
node-specific artifacts, but rather capture regime-dependent time-frequency structure that is observable at both voltages.

In the first Case Study, the classes are designed to separate parameter-driven regimes under controlled conditions. Classes 1
{𝑥∣𝑦}

to 3
{𝑥∣𝑦} correspond to three fixed sets of nonlinear coefficients, while 4

{𝑥∣𝑦} intentionally introduces higher intra-class variability by 
sampling nonlinear parameters within broad chaos-preserving ranges overlapping the other regimes. Despite this deliberate ‘‘nearby-
regime’’ construction, the confusion matrices remain strongly diagonal for both 𝑥 and 𝑦, indicating that the classifier rarely confuses 
the variable class with the fixed ones. This is a non-trivial result because 4

{𝑥∣𝑦} is explicitly designed to reduce separability and to 
test whether the network extracts regime-relevant cues rather than memorizing fixed templates.

In the second Case Study, the parameter space is widened and densely sampled to generate 200 distinct chaotic classes per 
channel, substantially increasing the number of closely related regimes and thus providing a harsher discrimination setting. Even in 
this large-scale regime sampling, macro-level scores remain high, and the per-class curves of balanced accuracy, precision, and recall 
stay consistently elevated across most classes, with only a limited subset exhibiting noticeable dips. Importantly, the per-class trends 
are highly similar for 𝑥 and 𝑦, reinforcing the interpretation that both channels encode comparable discriminative information from 
the perspective of the model.

Additional targeted checks further support the intended semantics of the class design. When digitally summing signals from 
different fixed-parameter regimes in the first case study, the resulting hybrid trajectories are consistently assigned to 4

{𝑥∣𝑦}, the 
heterogeneous ‘‘none-of-the-previous’’ class. This behavior is aligned with the role of 4

{𝑥∣𝑦} as a distribution-shift class and suggests 
that the classifier reacts coherently to mixed spectral content rather than forcing hybrids into the closest fixed-template class.

7.2. Time-frequency explainability and signature validation

Beyond classification accuracy, the analysis in Section 5.1 provides evidence that the pipeline is learning structured time-
frequency features of the signatures. Grad-CAM localization (computed on the second Case Study for statistical representativeness) 
highlights salient spectrogram regions that are not randomly scattered, and PERMANOVA rejects the null hypothesis of no 
between-class differences in the Grad-CAM-derived time-frequency distributions. Together, these results support the presence of 
regime-dependent saliency patterns that are stable enough to be detected at scale, and associated with the notion of ‘‘chaotic 
signatures’’ as discriminative time-frequency structures linked to parameter configurations.
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7.3. Hardware validation and proof of concept transferability

Validation on hardware-acquired Chua’s circuit signals indicates that the learned representations are not tied exclusively to 
simulation artifacts. Despite additional variability due to component tolerances, measurement noise and other non-idealities, the 
classifier maintains strong performance and comparable behavior across 𝑉1 and 𝑉2 in both experimental datasets presented in 
Sections 6 and 6.1. While the experimental datasets remain smaller than the simulated ones, these results provide a proof of concept 
that the method is transferable to physical circuits. Future experimental work will include a systematic evaluation of temperature 
effects and filtering effects on the learned signatures, alongside a broader validation campaign across additional circuit realizations 
and operating conditions.

7.4. YOLOv11 architectural choice and motivation

The choice of YOLOv11 for the classification of chaotic signal spectrograms is motivated by its demonstrated effectiveness in 
spectrogram-based analysis across several signal processing domains, including RF signal identification, distributed fiber sensing, 
and audio analysis [17–19,43]. This track record suggests that its backbone is well-suited to extracting discriminative features from 
complex time-frequency representations, a property directly relevant to the classification task addressed in this work, as confirmed 
by the high classification accuracy achieved across all case studies presented in this paper. Furthermore, the choice of a backbone 
with strong multi-scale feature extraction capabilities [44] was deliberate, as capturing hierarchical time-frequency representations 
improves the spatial localization of Grad-CAM saliency maps, enabling a more precise identification of the discriminative spectral 
regions associated with each chaotic signature.

To further contextualize this architectural choice, we trained ResNet50 and EfficientNet-B0 on the same STFT spectrograms under 
identical training conditions on a single NVIDIA GH200 480 GB GPU (CUDA 12.6). All three architectures achieved comparable 
macro-averaged balanced accuracy on the test set of the simple case study (Section 3), averaged over the two models trained on 
𝑥-derived and 𝑦-derived spectrograms (ResNet50: 99.56%, EfficientNet-B0: 99.14%, YOLOv11: 99.30%), with differences below 
0.5% that are practically negligible. In terms of computational cost, all three architectures showed comparable peak memory usage 
(approximately 9.5–10.1 GB on the same hardware). The most significant difference emerged in training convergence: YOLOv11 
required only 6.7 min averaged over the two training runs (one for 𝑥-derived spectrograms and one for 𝑦-derived spectrograms), 
compared to 9.1 and 13.2 min for EfficientNet-B0 and ResNet50 respectively. This advantage becomes practically relevant when 
scaling to the 200-class setting of the more complex case study (Section 4), where the reduced training time represents a meaningful 
gain in the overall experimental workflow.

7.5. Extension to different hardware configurations

An additional promising direction concerns the extension of the proposed framework to other chaotic circuit families and 
hardware implementations. This includes both different chaotic oscillator topologies and variants of Chua’s circuit itself, such as 
memristive implementations in which the classical nonlinear resistor is replaced by or coupled with a memristor element [45]. Such 
variants exhibit richer attractor morphologies and an expanded parameter-dependent dynamical repertoire compared to the classical 
formulation, potentially offering a broader and more complex signature space for fingerprinting applications. Investigating whether 
the STFT-based pipeline can extract stable, discriminative signatures across different circuit families and hardware configurations 
represents a natural and theoretically motivated extension of the present work, further connecting it to the broader landscape of 
chaotic hardware security applications [46].

8. Conclusion

We presented a time-frequency deep-learning pipeline to classify chaotic regimes within a single circuit family (Chua’s circuit) 
by treating parameterizations as labeled regimes and learning discriminative patterns directly from STFT spectrograms. Across two 
simulated case studies (from controlled fixed-parameter regimes to 200-class randomized regimes) and two experimental hardware 
datasets, the proposed approach achieved consistently strong performance and closely matched results between both 𝑥 and 𝑦 signals.

Explainability and statistics provide additional support for the ‘‘signature’’ hypothesis. On the large-scale randomized dataset, 
Grad-CAM highlights localized time-frequency regions that contribute most to classification decisions, and PERMANOVA confirms 
that the corresponding saliency distributions differ significantly across classes. Overall, these findings suggest that regime-specific 
time-frequency patterns can serve as candidate features of different regime’s signature. Future work will expand experimental 
validation across additional devices and circuit configurations. We will also compare Grad-CAM with complementary explainability 
methods to assess the robustness of the signature features that most consistently support regime discrimination, and investigate 
whether the salient time-frequency regions exhibit consistent patterns across different operating conditions.
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