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An OpenSSL Engine for Secure and Transparent Offloading of

Cryptographic Operations to OP-TEE in Embedded IoT Platforms
Tina Sayarmoafi, Francesco Barchi, Lorenzo Bottaccioli, Andrea Acquaviva, Edoardo Patti,

Paolo Montuschi, and Luca Barbierato

Abstract—Embedded IoT platforms are frequently deployed in
hostile or physically exposed environments, where compromise
of the operating system is a realistic threat. In conventional
deployments, OpenSSL executes entirely in user space, leaving
cryptographic keys and intermediate material potentially exposed
in the presence of a compromised OS or privileged malware.
This work presents a portable OpenSSL engine that enables
secure and transparent offloading of cryptographic operations
to OP-TEE, a software stack leveraging a Trusted Execution
Environment (TEE) to confine cryptographic key material and
security-critical computations within secure-world memory with-
out modifying existing applications or altering the OpenSSL EVP
interface. The proposed engine uses a GlobalPlatform Client
API implementation as an underlying communication layer and
supports both Copy-Based (CB) data transfer and a Shared-
Memory (SM) mode, enabling performance tuning under the
resource constraints typical of embedded IoT platforms. An
experimental evaluation on an NXP i.MX7 industrial gateway
shows that secure-world execution introduces bounded overhead
dominated by REE–TEE transitions and memory-management
operations. For bandwidth-intensive primitives such as SHA-
256, SM mode improves throughput by approximately 10–15%
over CB transfers. For symmetric encryption algorithms such
as AES-256-CBC, SM communication provides a substantial
throughput improvement of approximately 40%, indicating that
data-movement overhead plays a significant role on embedded
platforms. In contrast, asymmetric primitives (e.g. RSA-1024)
remain largely insensitive to transfer optimisations because
they operate on small, fixed-size operands, making the overall
execution time dominated by invocation overheads and internal
big-number computations rather than data movement.

Index Terms—Internet of Things, Trusted Execution Environ-
ment, OP-TEE, Cryptographic Offloading, Embedded Systems
Security, Edge Computing, OpenSSL
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I. INTRODUCTION

THE exponential growth of the Internet of Things (IoT)
has led to the widespread deployment of interconnected

devices that continuously collect, process, and transmit sen-
sitive data. In industrial and edge-computing scenarios, these
devices often operate in physically accessible or otherwise un-
trusted environments, significantly enlarging the attack surface.
Software stacks executing on such platforms are exposed to a
variety of cyber threats, including memory disclosure through
speculative-execution attacks [1], kernel compromise [2], and
microarchitectural leakage affecting shared hardware resources
[3]. These attack vectors demonstrate that cryptographic algo-
rithm strength alone is insufficient; robust protection requires
guarantees on the execution environment itself to ensure
confidentiality and integrity of execution [4] [5].

Open Secure Sockets Layer (OpenSSL) remains the de facto
cryptographic library for embedded, server, and cloud deploy-
ments, underpinning widely adopted secure communication
protocols such as Transport Layer Security (TLS) [6] [7].
Through its EVP (Envelope) interface, which represents the
high-level OpenSSL API that abstracts cryptographic prim-
itives, OpenSSL provides a comprehensive set of services
for encryption, hashing, and digital signatures, making it the
primary entry point for application-level cryptography. How-
ever, in standard deployments, all cryptographic computations
and key management occur entirely in the untrusted Rich
Execution Environment (REE), which corresponds to the main
operating system domain. As a consequence, secret keys and
intermediate values are exposed to software probing, privilege-
escalation attacks, and memory-disclosure vulnerabilities such
as Heartbleed [8]. Even when cryptographic implementations
are correct, attacks such as Spectre [1] and Meltdown [2]
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demonstrate that sensitive data can be extracted through side-
channel attacks exploiting speculative execution. System-level
analyses of TrustZone-based platforms further confirm that
insecure interactions between untrusted software and protected
components remain a recurring cause of data leakage [3].
These observations motivate the need to strengthen the execu-
tion context in which cryptographic operations are performed.

Beyond device-level attacks, recent surveys on edge and IoT
security emphasise that modern edge platforms increasingly
operate under zero-trust assumptions, where operating sys-
tems, middleware, and third-party software components cannot
be fully trusted [9] [10]. In such environments, hardware-
assisted isolation mechanisms are identified as a key enabler
for protecting security-critical computation even in the pres-
ence of a compromised software stack.

A widely adopted mitigation strategy involves relocating
security-critical operations into isolated, hardware-enforced
execution domains. Hardware-rooted solutions such as Trusted
Platform Modules (TPMs), Hardware Security Modules
(HSMs), and Secure Elements provide strong protection guar-
antees, but often require dedicated hardware, specialised in-
tegration, and incur non-negligible deployment overhead, par-
ticularly in resource-constrained embedded systems [11]. An
alternative approach is offered by Trusted Execution Envi-
ronments (TEEs), which provide a hardware-enforced secure
domain that operates alongside the main operating system,
ensuring the confidentiality and integrity of code and data
even in the presence of a compromised REE. In embedded
platforms, the most widespread TEE technology is ARM
TrustZone, which partitions the processor into a Normal World
hosting the untrusted REE and a Secure World dedicated to
trusted services [5] [4]. This split-world execution model miti-
gates a broad class of attacks by confining cryptographic keys
within the Secure World and executing sensitive cryptographic
operations in the isolated secure environment.

Among TrustZone-based implementations, Open Portable
TEE (OP-TEE) represents a widely adopted open-source TEE
for embedded systems. OP-TEE provides a secure runtime
environment in the Secure World and exposes the Glob-
alPlatform Client API, a standardised communication interface
that enables applications running in the REE to establish
sessions and invoke trusted services. Within OP-TEE, security-
critical functionality is implemented as Trusted Applications
(TAs), which are isolated software components responsible for
performing specific services, such as symmetric encryption,
hashing, or digital signature generation, while ensuring that
cryptographic keys remain inaccessible to untrusted software.

Several works have evaluated the use of OP-TEE to en-
hance the security of IoT and embedded systems. Nehal
and Ahlawat [12] demonstrated that OP-TEE can effectively
confine cryptographic keys and enforce hardware-level isola-
tion. Broader studies highlight both the benefits and limita-
tions of TrustZone-assisted execution, identifying performance
overheads introduced by world switching, shared memory
management, and Secure Monitor mediation [3] [4].

In the specific context of OpenSSL integration, Volante et
al. demonstrated the feasibility of redirecting RSA signature
operations to OP-TEE on the NXP i.MX7 platform [13]. Their

work focused primarily on a single primitive and platform-
specific integration. In contrast, this work generalises the
approach to multiple cryptographic primitives and introduces
a backend-agnostic integration layer based primarily on the
GlobalPlatform Client API. These results underline the need
for solutions that preserve strong isolation guarantees while
carefully managing communication and execution overheads.
Similar zero-trust assumptions are also adopted in recent edge-
security architectures that combine software mechanisms with
hardware roots of trust to confine sensitive operations [14].

Building on this background, two research challenges
emerge. RC1 concerns the absence of a reusable abstraction
layer that cleanly decouples the OpenSSL EVP interface
from specific TEE implementations. While the GlobalPlatform
Client API standardises REE–TEE communication, existing
integrations often bind OpenSSL directly to a particular TEE
configuration or primitive, limiting extensibility and backend
substitution. This work introduces a modular engine layer that
preserves EVP transparency while isolating backend-specific
logic behind a GlobalPlatform-compliant interface.

RC2 addresses the overhead introduced by frequent tran-
sitions and data transfers between the REE and the TEE,
which can significantly impact performance if not carefully
optimised [3] [4]. Despite multiple experimental integrations,
existing solutions remain limited in scope, backend generality,
or performance-awareness, leaving room for a more modular
and EVP-transparent integration framework.

To address these challenges, this work introduces the Ag-
nostic Engine, a portable OpenSSL engine that transpar-
ently redirects cryptographic workloads from the standard
OpenSSL EVP interface to a trusted backend (e.g. OP-TEE).
The proposed design leverages the GlobalPlatform Client API
to provide a standardised and portable communication path
between unmodified applications and Trusted Applications
running in the Secure World.

To address communication overhead across the TEE bound-
ary, the proposed architecture supports both Copy-Based (CB)
and Shared-Memory (SM) data-transfer strategies and enables
their direct comparison under identical conditions. This de-
sign allows us to isolate and quantify the impact of data-
transfer mechanisms on REE–TEE transition overhead. In
particular, CB relies on temporary buffer transfers managed by
the OP-TEE driver, introducing additional copying overhead,
whereas SM leverages GlobalPlatform (GP) buffer registration
and reuse across multiple cryptographic invocations, thereby
reducing data-movement costs. This dual-mode design en-
ables performance-aware configuration while preserving the
isolation guarantees provided by the underlying TrustZone
hardware model.

The overall architecture combines the Agnostic Engine with
a backend implementation (in this work, the CircularTracing
backend running inside OP-TEE), enabling existing OpenSSL-
based applications to benefit from TEE-assisted execution
without code modifications. This design contributes to both
RC1, by decoupling the OpenSSL integration layer from
backend-specific implementations, and RC2, by supporting
configurable REE–TEE data-transfer mechanisms for perfor-
mance evaluation. Functional correctness of the offloaded
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primitives is verified across all evaluated cryptographic classes
by cross-validating TEE-generated outputs against native
OpenSSL results at the EVP interface level.

Although OpenSSL 3.x introduces the Provider model as
the long-term pluggability mechanism, our design intentionally
targets OpenSSL 1.1.1 to preserve backward compatibility
with a RISC-V platform currently supported by the Agnostic
Engine implementation [15]. This choice minimises integra-
tion risk in long-lived embedded products where upgrading the
crypto stack is constrained by certification and supply-chain
requirements. We therefore focus on a robust ENGINE-based
integration, while outlining a clear migration path to Providers
as future work.

The security assumptions adopted in this work follow the
standard ARM TrustZone threat model commonly used in
TEE-based IoT platforms [4], [5]. In this model, the REE is
considered untrusted and may host malicious or compromised
components, including user-space applications, device drivers,
and the operating system kernel.

Communication between the REE and the TEE is mediated
by the operating system kernel through the GlobalPlatform
client interface, which forwards requests and associates them
with a client identity. Since the kernel is part of the untrusted
REE, a compromised kernel may arbitrarily manipulate for-
warded requests. Consequently, a Trusted Application can-
not reliably distinguish between legitimate and impersonated
callers. The standard GlobalPlatform communication model
does not inherently provide mechanisms for secure caller
identification under these conditions.

Accordingly, this work defines a minimal and explicit trust
boundary: the kernel-mediated request forwarding and identi-
fication mechanism is assumed to behave as specified by the
platform. If this mechanism is compromised, impersonation
attacks become possible and are considered out of scope.

The Secure World is protected by hardware-enforced iso-
lation provided by ARM TrustZone. Secure-world memory is
inaccessible from the REE, and all interactions are mediated
by Secure Monitor Calls (SMCs), ensuring the confidentiality
and integrity of trusted code, data, and cryptographic material.

All inputs originating from the REE are treated as untrusted.
TAs perform parameter-type and bounds checking to ensure
safe memory usage, without providing authentication or se-
mantic validation of the request source.

Cryptographic keys and intermediate states are never ex-
posed to the REE. They remain confined within TAs in secure-
world memory managed by OP-TEE.

As a result, manipulation of shared buffers or TOCTOU
attacks can affect only computation correctness (e.g., incorrect
outputs or denial-of-service), but cannot compromise the con-
fidentiality or integrity of cryptographic secrets, which remain
protected within the Secure World.

This work does not address protection against physical or
microarchitectural side-channel attacks, which are typically
handled at the hardware and TEE platform level. Prior stud-
ies have demonstrated that such attacks can exploit shared
microarchitectural structures even in TrustZone-based sys-
tems [16], [17]. The proposed design does not introduce
additional shared resources or modify the underlying execution

environment; therefore, its side-channel security properties are
equivalent to those of the baseline OP-TEE deployment. In-
stead, the focus of this work is on reducing the software attack
surface by confining cryptographic execution and key handling
within the trusted domain while treating REE-originated inputs
as untrusted.

The remainder of this manuscript is organised as follows.
Section II reviews related work and positions this contribu-
tion within the existing literature. Section III describes the
proposed methodology and system architecture. Section IV
presents the experimental platform and configuration. Sec-
tion V reports and discusses the experimental results, and
Section VI concludes the paper and outlines future research
directions.

II. LITERATURE REVIEW

In this paper, we use the term Secure Element to denote
a trusted cryptographic backend that can be instantiated ei-
ther (i) as a software-isolated secure world (e.g. OP-TEE
on TrustZone) or (ii) as a discrete Root-of-Trust physically
separated from the main application processor (e.g. OpenTitan-
class designs). This broader definition reflects the design intent
of the proposed architecture: the same OpenSSL interception
layer can target heterogeneous trusted backends, enabling a
unified integration strategy across ARM TEE deployments and
emerging open RoT ecosystems, subject to backend-specific
implementation constraints [18].

Recent work on open Root-of-Trust ecosystems has demon-
strated that offloading OpenSSL primitives to a discrete
trusted controller can provide substantial acceleration and
isolation guarantees. For example, TitanSSL [19] proposes
an OpenSSL-centric stack that offloads cryptographic tasks
to OpenTitan, studying the trade-off between communica-
tion overhead and the speed-ups enabled by RoT accelera-
tors. However, in TitanSSL, the OpenSSL engine is tightly
coupled to the OpenTitan backend and its specific security
controller interface. In contrast, the architecture proposed
in this work generalises the engine design by introducing
a backend-agnostic interception layer at the OpenSSL EVP
level. This design decouples the OpenSSL integration from
backend-specific implementations, allowing the same engine
architecture to interface with heterogeneous trusted backends
without modification. Consequently, the proposed approach
can support both TrustZone-based TEEs, such as OP-TEE and
discrete Root-of-Trust platforms similar to OpenTitan, without
requiring a dedicated OpenSSL engine for each backend.

Trusted Execution Environments (TEEs) have become a
central building block for securing cryptographic operations on
ARM TrustZone-enabled platforms. Among available imple-
mentations, OP-TEE has emerged as the de facto open-source
reference TEE due to its compliance with GlobalPlatform
standards and its broad adoption across ARM-based embedded
systems [5], [20], [21]. Despite these advantages, existing
efforts to integrate OpenSSL with OP-TEE frequently rely on
platform-specific adaptations or non-standard communication
paths, which limit portability, reuse, and long-term maintain-
ability across heterogeneous hardware targets.
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Early work by Nehal and Ahlawat [12] demonstrated the
feasibility of using OP-TEE to protect cryptographic keys in
IoT devices by isolating sensitive material from the Linux
kernel. While their approach successfully achieved strong
confidentiality guarantees, communication between the REE
and the TEE was implemented using custom routines rather
than the standard GlobalPlatform Client Application Program-
ming Interface (API). As a consequence, the solution was
tightly coupled to a specific platform, reducing portability and
extensibility. This limitation highlights the persistent challenge
of providing a unified and portable OpenSSL integration layer
capable of leveraging standardised REE–TEE communication
interfaces (e.g. the GlobalPlatform Client API) across hetero-
geneous trusted backends, as formalised in RC1.

Recent contributions in the IEEE Internet of Things Journal
further emphasise the role of TEEs as practical trust anchors
for IoT systems operating in hostile or physically exposed en-
vironments. Mao et al. [22] proposed a blockchain- and TEE-
assisted authentication framework that confines credentials and
cryptographic operations within a secure execution environ-
ment, thereby protecting them from a potentially compromised
operating system. Their experimental results demonstrate that
TEE-based isolation significantly improves system trustwor-
thiness while introducing acceptable, bounded performance
overhead. Although their work focuses on authentication pro-
tocols rather than general-purpose cryptographic libraries, it
reinforces the broader applicability of TEE-based designs for
protecting security-critical operations in embedded and edge
IoT platforms.

Similarly, Jang and Kang [23] introduced 3rdParTEE, a
framework that leverages TrustZone-based TEEs to secure
third-party IoT services even in the presence of an untrusted
kernel. Their study shows that isolating sensitive logic inside
the TEE effectively mitigates software-level attacks while
incurring moderate overhead dominated by world switches and
runtime mediation. These findings corroborate the threat model
and performance trade-offs considered in this work, further
motivating the use of TEEs as secure execution domains for
cryptographic services.

Beyond application-specific integrations, several system-
level studies have analysed the architectural properties and per-
formance implications of ARM TrustZone. Jauernig et al. [4]
provided a comparative analysis of major TEE frameworks,
identifying context switching, cache maintenance, and shared
memory management as dominant contributors to secure-
world latency. Cerdeira et al. [3] conducted a comprehensive
security assessment of TrustZone-assisted TEEs, highlight-
ing world-switch transitions and shared microarchitectural
resources as critical attack surfaces. Prior work on TrustZone
side-channel attacks further supports these observations [24],
[25].

At the hardware level, Lesjak et al. [26] and Benhani et
al. [27] explored TrustZone-assisted isolation and auxiliary co-
processors for industrial IoT security, showing that hardware-
enforced separation significantly improves trustworthiness, al-
beit often at the cost of flexibility or throughput. Parallel
efforts in RISC-V ecosystems, such as Open Portable TEE [28]
and OpenTitan Roots of Trust [19], reflect a growing interest

in open and portable trusted execution platforms, yet they
similarly lack standardised interfaces for OpenSSL integration.

Previous works have demonstrated the feasibility of redi-
recting selected OpenSSL primitives to OP-TEE. For example,
Volante et al. [13] implemented an RSA-signature engine for
OP-TEE on the NXP i.MX7 platform, showing that OpenSSL
operations can be offloaded to the Trusted Execution En-
vironment (TEE) to improve key isolation. However, such
implementations typically target a specific algorithm class and
are tightly coupled to particular backend configurations or
platform adaptations. As a result, extending them to addi-
tional algorithms or alternative secure backends often requires
redesigning or significantly modifying the engine implemen-
tation. In contrast, the proposed architecture introduces an
Agnostic Engine within a broader software stack, designed to
operate at the OpenSSL EVP abstraction layer while remaining
independent of backend-specific implementations. This design
allows cryptographic operations to be transparently redirected
to trusted backends without modifying the OpenSSL-side
integration. Consequently, support for additional cryptographic
primitives can be incorporated without redesigning the en-
gine itself; backend implementations can be extended inde-
pendently while preserving the same OpenSSL interception
layer. Similarly, alternative trusted backends can be integrated
without requiring a dedicated engine for each platform. In
the current implementation, the secure backend is provided
by the CircularTracing backend running inside OP-TEE via
the standard GlobalPlatform Client API.

Furthermore, while shared-memory support is already de-
fined in the GlobalPlatform specification, the contribution of
this work does not lie in the mechanism itself. Instead, the pro-
posed software stack exposes both CB and SM transfers as in-
terchangeable configurations within the same architecture, en-
abling controlled and systematic evaluation of REE–TEE com-
munication trade-offs across multiple cryptographic primitive
classes. This work, therefore, extends previous OpenSSL–TEE
integrations by introducing a portable interception layer that
supports multiple cryptographic primitive classes while re-
maining independent of the underlying trusted backend.

Overall, the reviewed literature demonstrates substantial
progress in leveraging TEEs for secure cryptographic process-
ing, while revealing persistent fragmentation in interoperability
and performance optimisation. The proposed software stack,
centred around the Agnostic Engine, addresses these limita-
tions by enabling portable and performance-aware OpenSSL
integration across heterogeneous trusted execution backends.

III. METHODOLOGY

The proposed methodology defines a comprehensive frame-
work that enables user-space OpenSSL applications to offload
cryptographic workloads to a secure execution domain imple-
mented through OP-TEE. The solution is realised in the REE
as an OpenSSL interception layer implemented by the Agnos-
tic Engine, while the trusted domain hosts a set of OP-TEE
Trusted Applications (TAs) forming the CircularTracing back-
end. The proposed software stack addresses RC1 by introduc-
ing an OpenSSL-side interception and abstraction layer that
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decouples EVP-level cryptographic operations from backend-
specific implementations, while leveraging the GP client API
as a standard transport mechanism across heterogeneous TEEs
backends. In addition, it addresses RC2 by optimising data-
transfer efficiency across the Normal World (i.e. the untrusted
execution domain hosting the main operating system) and the
Secure World (i.e. the trusted execution domain enforced by
Arm TrustZone) [29].

The overall architecture, shown in Fig. 1, is organised
into three functional layers: (i) Real Execution Environment,
(ii) Secure Monitor, and (iii) Secure Element (CircularTracing
backend implementation). This layered organisation promotes
portability across different hardware targets while preserving
the isolation properties required by TEEs [4].

Fig. 1: Architectural overview of the proposed software stack,
which redirects OpenSSL cryptographic operations to OP-TEE
through the GP client API.

Real Execution Environment: The Rich Execution Environ-
ment (REE) represents the untrusted domain in which the
host operating system and user applications execute. It is
composed of two sub-layers: User Space and Kernel Space.
Communication between these components follows the GP
client API standard, ensuring interoperability with a compliant
TEE backend.
User Space: The User Space contains three primary compo-
nents: the Application, the OpenSSL Engine (implemented as
Agnostic Engine), and the GP client API (libteec).
These modules cooperate to intercept cryptographic operations
and transparently redirect them to OP-TEE.

Applications remain unmodified and continue to invoke
cryptographic primitives through the OpenSSL EVP interface.
For instance, when a TLS handshake or digital-signature
request is initiated, the existing application logic is preserved
whilst the underlying operation is automatically redirected
to the trusted backend. This transparent interception ensures
backward compatibility.

The OpenSSL Engine, Agnostic Engine, acts as a
lightweight middleware layer that dynamically reroutes cryp-
tographic primitives such as Secure Hash Algorithm (SHA)-
256, Advanced Encryption Standard (AES)-256-Cipher Block

Chaining (CBC), and Rivest–Shamir–Adleman (RSA)-1024 to
the secure execution domain. Each invocation is encapsulated
in a metadata descriptor that specifies the algorithm type, key
size, operation mode, and buffer references. These descrip-
tors are translated into GlobalPlatform-compliant parameter
structures and forwarded via the GP client API, providing a
portable, backend-agnostic integration pathway across multiple
TEEs. This abstraction effectively decouples OpenSSL from
device-specific implementations, addressing the core require-
ment of RC1.

The GP client API (libteec) provides the commu-
nication bridge between the user-space engine and the
kernel-space OP-TEE driver. It serialises metadata into GP-
compliant command structures and invokes the secure back-
end using primitives such as TEEC_InvokeCommand and
TEEC_OpenSession. These functions establish a secure
session with the target TA and mediate all data transfers across
the TEE boundary.

This software stack supports two explicitly configured data-
transfer mechanisms between the REE and the TEE: Copy-
Based (CB) and Shared-Memory (SM). In the CB config-
uration, data buffers are transferred using GlobalPlatform
temporary memory references, which are marshalled by the
OP-TEE client stack and copied across the TEE boundary on
each invocation. This mode requires no persistent buffer state
and represents the baseline communication mechanism. In the
SM configuration, application buffers are explicitly registered
through the GlobalPlatform shared-memory mechanism us-
ing TEEC_RegisterSharedMemory. Registered buffers
are subsequently referenced via partial memory references
(TEEC_MEMREF_PARTIAL_*), allowing the same shared-
memory regions to be reused across multiple cryptographic
invocations. This reduces repeated data movement across the
REE–TEE boundary while reducing data movement overhead,
with access control and isolation guarantees enforced within
the TEE. It is important to emphasise that in both CB and SM
configurations, only non-secure memory regions are used as
communication buffers between the REE and the TEE. Secure-
world memory remains inaccessible to the REE under the
hardware-enforced TrustZone isolation model. Sensitive data
is handled within secure-world memory and never exposed
through SM buffers.

For streaming primitives such as SHA-256, input buffers
may be registered once and reused across successive update in-
vocations when their address and capacity remain unchanged,
amortising shared-memory registration costs over the lifetime
of the hashing session. Short-lived buffers, such as final
padding tails, are instead registered on demand and released
immediately after use. For block ciphers such as AES-256-
CBC, input and output buffers may be registered and cached
independently, enabling reuse across multiple encryption or
decryption calls within the same cipher context.

In all cases, the lifetime of SM regions is explicitly bound
to the cryptographic session or stream scope. Upon session
teardown or algorithm cleanup, all registered shared-memory
regions are released. If shared-memory registration is unavail-
able at initialisation time or fails during operation, the engine
operates exclusively in CB mode, preserving correctness and

This article has been accepted for publication in IEEE Internet of Things Journal. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/JIOT.2026.3701432

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License.

 For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/



IEEE INTERNET OF THINGS JOURNAL 6

robustness. This design enables a direct and reproducible com-
parison between CB and SM configurations while accounting
for shared-memory management overheads and fulfilling the
optimisation objective defined in RC2.

In the SM configuration, shared-memory buffers remain
owned by the REE and are therefore considered attacker-
controlled. Consistent with the threat model in Section I,
the entire REE, including user-space applications and the
operating system kernel, is treated as untrusted.

Communication with the TEE is mediated by the kernel
via the GlobalPlatform interface, which forwards requests
and associates them with a client identity. If the kernel is
compromised, it may arbitrarily manipulate forwarded re-
quests, and the TA cannot reliably distinguish legitimate from
impersonated callers.

Cryptographic keys and intermediate states remain confined
to secure-world memory within the TA and are never exposed
to the REE. Non-sensitive parameters (e.g. IVs and metadata)
and data buffers are exchanged through shared memory as
required by the GlobalPlatform model.

For streaming inputs, the TA processes data directly from
shared memory without retaining REE pointers beyond the
scope of each invocation. Consequently, buffer manipulation
can affect only computation correctness (e.g. incorrect outputs
or denial-of-service), but cannot compromise the confidential-
ity or integrity of cryptographic material confined to the Secure
World.
Kernel Space: The Kernel Space hosts the optee communi-
cation driver (as shown in Fig. 1), which mediates interaction
between the Linux kernel and the secure OP-TEE Operating
System (OS). This driver translates GP client requests into
SMC instructions and forwards them to the Secure Monitor.
It manages shared-memory registration, session lifecycle, and
command dispatching on behalf of user-space applications.
The driver provides the underlying mechanisms required by
both CB and SM, enabling the user-space engine to evaluate
their performance impact while preserving isolation bound-
aries, thereby supporting RC2.
Secure Monitor: The Secure Monitor regulates transitions
between the Normal World and the Secure World, enforcing
processor-state integrity and maintaining isolation [27]. Upon
receiving an SMC request, the Secure Monitor suspends
REE execution, preserves CPU context, manages cache and
Memory Management Unit (MMU) coherence, and transfers
control to the OP-TEE OS. This ensures that sensitive data,
once resident in secure-world memory, remains confined to
the secure-world address space under the TrustZone isolation
model.
Secure Element (CircularTracing backend): The Secure Ele-
ment in this instantiation corresponds to the TEE provided
by OP-TEE within the Secure World of the Advanced RISC
Machine (ARM) processor. It comprises (i) the OP-TEE OS
and (ii) the collection of TAs responsible for individual cryp-
tographic operations. Cryptographic operations inside each
Trusted Application are implemented exclusively using the
native OP-TEE Internal Core API. No portion of the OpenSSL
source code is ported or executed inside the Secure World.
OpenSSL remains entirely in the REE and serves only as the

application-facing cryptographic interface, while the TEE im-
plementation relies solely on OP-TEE’s native cryptographic
framework.
ARM Processor: The ARM Cortex-A7 processor used in
this work implements Arm TrustZone extensions that provide
hardware-enforced separation between secure and non-secure
execution states [30]. The OP-TEE OS provides the secure
runtime environment responsible for service registration, ses-
sion management, secure storage, and command handling [31].
It exposes GP-compliant entry points that accept driver re-
quests, execute associated TAs, and return results to the REE.
Hardware-backed memory-protection mechanisms ensure that
keys and intermediate cryptographic data remain inaccessi-
ble to untrusted software. Trusted Applications (TAs) are
implemented as isolated software modules registered within
the OP-TEE OS. Each TA performs algorithm-specific opera-
tions—such as AES encryption, RSA signing, or SHA hash-
ing—using buffers exchanged through the GP client API. Per-
sistent TA-side state combined with SM buffer reuse reduces
repeated initialisation and buffer-registration overhead while
preserving secure-world memory isolation guarantees, thereby
fulfilling the performance and security objectives embodied in
RC2.

IV. SCENARIO

The proposed software stack was evaluated on an indus-
trial IoT gateway that integrates both the Linux-based Rich
Execution Environment (REE) and the Trusted Execution
Environment (TEE) within a single embedded processor. This
setup reflects typical deployment conditions in which secure
and non-secure workloads coexist on resource-constrained
hardware.
Hardware Gateway: Experiments were conducted on a gate-
way built around the NXP i.MX7 processor family, specifically
the VAR-SOM-MX7 System on Module (SoM) developed by
Variscite. The module integrates a dual-core ARM Cortex-A7
operating at up to 1 GHz. Both cores support Arm TrustZone
extensions, enabling execution in either Normal World (REE)
or Secure World (TEE). World transitions are mediated by
the Secure Monitor, allowing Linux and OP-TEE to execute
in their respective worlds on the same CPU cores in a
time-multiplexed manner rather than being statically assigned
to separate cores. This hardware-level partitioning enforces
memory isolation between secure and non-secure execution
states, confining cryptographic operations executed inside OP-
TEE to secure-world memory [30].

The MI-IoT-GW gateway used in this study includes 2 GB
of DDR3 RAM, on-board eMMC storage, and connectivity
interfaces such as Ethernet, USB, serial, SDIO, Wi-Fi, and
Bluetooth. The ARMv7-A architecture provides NEON SIMD,
LPAE, and hardware integer division, enabling efficient cryp-
tographic processing on embedded platforms.

Figure 2 illustrates the VAR-SOM-MX7 module employed
as the processing core of the gateway.
Software stack: The software configuration mirrors a realistic
embedded deployment. A Debian-based Linux distribution
running kernel version 5.15.71-imx7 operates in the Normal
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Fig. 2: VAR-SOM-MX7 System-on-Module used as the pro-
cessing core of the MI-IoT-GW industrial gateway [30]. The
module integrates a dual-core ARM Cortex-A7 and supports
concurrent REE and TEE execution.

World and provides the execution environment for OpenSSL-
based applications. In the Secure World, OP-TEE OS version
3.19.0 implements a GlobalPlatform-compliant TEE for iso-
lated execution [29].

The proposed Agnostic Engine extends OpenSSL ver-
sion 1.1.1 and redirects cryptographic operations to trusted
backends through a wrapper layer compatible with the GP
client API. This abstraction layer decouples the OpenSSL
integration layer from backend-specific TEE client implemen-
tations while preserving a standardised invocation interface
for Trusted Applications. In the prototype implementation
evaluated in this work, the wrapper connects to the OP-TEE
client library (libteec), enabling seamless invocation of
TAs without requiring modifications to existing applications.
Communication between the REE and the TEE is handled
by the kernel-level optee_driver, which manages SMCs,
shared-memory registration, and session synchronisation via
the device node /dev/tee0.
Experimental Context: The evaluation focuses on quantifying
the performance and reliability of the proposed software
stack integration under realistic embedded constraints. Three
representative cryptographic primitives were analysed: SHA-
256 for hashing, AES-256-CBC for symmetric encryption,
and RSA-1024 for asymmetric operations. Each primitive was
implemented as a dedicated TA within OP-TEE, uniquely
identified by its Universally Unique Identifier (UUID).

Data transfers between the Normal and Secure Worlds
were tested in two communication configurations: CB and
SM. In the CB configuration, each invocation transfers data
through temporary memory references managed by the OP-
TEE driver; in SM mode, application buffers are registered
through the GlobalPlatform shared-memory mechanism and
reused across multiple calls to reduce repeated data movement.
While SM communication is expected to reduce latency and
improve throughput by enabling buffer reuse, it requires more
careful buffer-lifetime management—directly addressing the
optimisation objective captured in RC2.

Throughput was measured using wall-clock time measure-
ments across payload sizes ranging from 16 kB to 128 MiB.

Each experiment was repeated 10 times, and the median value
was reported to reduce sensitivity to transient fluctuations; the
standard deviation remained below 5% across runs. Measure-
ments were collected under three operational setups: native
OpenSSL execution, OP-TEE in CB mode, and OP-TEE in
SM mode. In addition to throughput measurements, func-
tional correctness was validated for all evaluated primitives.
For hashing, TEE-generated digests were byte-wise compared
against native OpenSSL outputs. For AES-256-CBC, cipher-
text produced inside the TEE was successfully decrypted in the
REE (and vice versa), confirming interoperability. For RSA-
1024, encryption–decryption and signature–verification pairs
were cross-validated between REE and TEE implementations.
All tested operations produced identical results across config-
urations.

All benchmarks were conducted in a single-threaded con-
figuration. A single user-space process running in the REE
invokes cryptographic operations sequentially through the Ag-
nostic Engine. Each request triggers a synchronous REE–TEE
invocation of the corresponding Trusted Application, and
the backend software stack processes requests in a strictly
sequential manner. Although the i.MX7 platform integrates
two Cortex-A7 cores, the current implementation does not
parallelise cryptographic operations across multiple cores. The
TA execution model follows a sequential invocation pattern,
meaning that each operation completes before the next begins.
As a result, the experiments effectively utilise a single CPU
core.

This controlled configuration allows us to isolate the per-
invocation overhead introduced by REE–TEE transitions,
secure-world entry, and data-transfer mechanisms. This setup
also ensures deterministic measurements by eliminating vari-
ability introduced by thread scheduling and concurrent exe-
cution. The impact of multi-threaded workloads, concurrent
secure sessions, and multi-core scaling is outside the scope of
this work and is left for future investigation.

This experimental scenario provides a controlled testbed
representative of typical industrial gateway deployments. It
enables a systematic analysis of the trade-offs between the
isolation guarantees provided by OP-TEE and the performance
implications of world switching, shared memory management,
and TEE boundary communication optimisation. The next
section presents and discusses the resulting experimental ob-
servations. Results are reported for a single hardware platform;
while the architectural design is backend-agnostic, quantitative
performance characteristics may vary across SoCs with differ-
ent secure-monitor implementations or hardware accelerators.

V. EXPERIMENTAL RESULTS

To evaluate the performance of the proposed software
stack, throughput benchmarks were conducted on represen-
tative cryptographic primitives. Native OpenSSL execution
in user space is compared with two OP-TEE-based config-
urations: CB communication and SM communication. These
measurements quantify the overhead introduced by secure-
world execution and assess the extent to which SM buffer
registration mechanisms mitigate this overhead. All tests were
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performed on the industrial IoT gateway described in Sec-
tion IV, using the GP client API as the communication path
between the REE and the TEE [29]. Throughput is reported
in megabytes per second (MB/s) for payload sizes ranging
from 16 kB to 128 MiB. All configurations were executed on
the same hardware platform under identical system conditions,
ensuring a fair comparison between native OpenSSL and
TEE-based execution. All reported measurements reflect end-
to-end throughput and include the complete software stack,
encompassing the Agnostic Engine in the REE, the GP client
API, the OP-TEE kernel driver, Secure Monitor transitions,
and Trusted Application execution in the Secure World. Each
datapoint represents the median of ten repeated measurements.
Functional correctness was validated prior to benchmarking as
described in Section IV.
SHA-256: Table I reports the measured throughput of the
SHA-256 hashing primitive for increasing payload sizes, com-
paring native OpenSSL execution with OP-TEE CB and SM
configurations. For small payloads (16–83 kB), both secure-
world modes achieve throughputs below 1 MB/s, reflecting
the dominance of fixed overheads related to world switching,
Secure Monitor transitions, and cache maintenance. In this
regime, performance is approximately one-fifth of native exe-
cution.

TABLE I: SHA-256 throughput on the proposed software
stack: native OpenSSL versus OP-TEE Copy-Based (CB)
communication and Shared-Memory (SM) communication.
All throughputs are expressed in MB/s.

Payload [kB] OpenSSL [MB/s] CB [MB/s] SM [MB/s]

16.4 0.99 0.23 0.23
82.9 4.05 0.99 1.03

417.8 10.70 3.49 3.76
913.4 11.70 5.15 5.73

2970.0 12.00 6.68 7.49
134217.7 12.25 6.82 7.34
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Fig. 3: Throughput of SHA-256 hashing for native OpenSSL,
Copy-Based (CB) communication and Shared-Memory (SM)
communication. Solid curves indicate throughput [MB/s]; dot-
ted lines denote slowdown relative to native execution.

As payload size increases, throughput improves steadily
for all configurations. At intermediate payload sizes (417–
913 kB), SM communication consistently outperforms CB
communication, reaching 3.76–5.73 MB/s compared to 3.49–
5.15 MB/s. This corresponds to a relative throughput improve-
ment of approximately 10–15%, confirming the benefits of
buffer reuse for bandwidth-intensive hashing workloads. For
large payloads (above 3 MB), throughput stabilises: native
OpenSSL sustains around 12 MB/s, while CB and SM con-
verge to approximately 6.7–7.5 MB/s.

Figure 3 visualises these trends across the full payload
range. Solid curves represent absolute throughput (left axis),
while dotted curves show the slowdown relative to native
execution (right axis). The figure highlights that SM operation
achieves approximately 0.60–0.65 of native throughput in
steady state, compared to approximately 0.55–0.60 for the CB
configuration. These results confirm that SM buffer registration
mitigates a meaningful fraction of REE–TEE data-transfer
overhead for data-intensive hashing workloads.
AES-256-CBC: Table II summarises the throughput of the
AES-256-CBC cipher under the same execution modes. For
small payloads (below 83 kB), both OP-TEE configurations
remain below 1 MB/s due to the combined cost of world
switching and cipher-context initialisation. As payload size in-
creases, throughput rises and stabilises beyond approximately
2 MB.

TABLE II: AES-256-CBC throughput on the proposed soft-
ware stack: native OpenSSL versus OP-TEE Copy-Based (CB)
communication and Shared-Memory (SM) communication.
All throughputs are expressed in MB/s.

Payload [kB] OpenSSL [MB/s] CB [MB/s] SM [MB/s]

16.4 1.15 0.14 0.14
82.9 3.59 0.61 0.65

417.8 8.22 2.02 2.3
913.4 8.39 2.92 3.66

2970.0 8.53 3.92 5.50
134217.7 8.65 4.01 5.74

In the steady-state region, native OpenSSL achieves approx-
imately 8.5 MB/s, while the CB configuration stabilises around
4.0 MB/s. In contrast, SM communication reaches sustained
throughputs of approximately 5.6–5.8 MB/s, corresponding to
a relative improvement of about 40–45% compared to CB
transfers.

Figure 4 confirms this behaviour graphically. Solid curves
depict absolute throughput, while dotted curves indicate slow-
down relative to native execution. For AES-256-CBC, SM
communication provides a clear throughput improvement over
the CB configuration. Although symmetric encryption is pri-
marily computation-oriented, repeated block-based processing
and frequent buffer exchanges cause data-movement over-
head to contribute non-negligibly to overall execution time
on embedded platforms. By reusing registered buffers across
successive encryption and decryption calls, SM communica-
tion reduces repeated memory copying and cache-maintenance
operations, resulting in the observed performance gain.
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Fig. 4: Throughput of AES-256-CBC encryption for native
OpenSSL, Copy-Based (CB) communication and Shared-
Memory (SM) communication. Solid curves indicate through-
put [MB/s]; dotted lines denote slowdown relative to native
execution.

RSA-1024: The results for RSA-1024 exhibit the expected
compute-bound behaviour [13]. Native OpenSSL achieves the
highest throughput, while both CB and SM configurations
executed in OP-TEE introduce additional latency dominated
by the fixed overhead of the secure invocation path required
to execute the operation inside the TEE.

Unlike hashing or symmetric encryption, where large pay-
loads make data movement a dominant factor, RSA operations
involve very small fixed-size operands (e.g. 128 bytes for
RSA-1024). As a consequence, the per-invocation overhead
introduced by the secure execution path cannot be amortised
across larger data transfers. The observed latency, therefore,
reflects the fixed per-invocation overhead of the complete
software stack, including engine interception, GlobalPlatform
invocation, driver interaction, world switching, and Trusted
Application execution.

As a result, throughput remains effectively constant across
all tested payloads, and SM communication provides no mea-
surable benefit. A graphical representation is therefore omitted.
In practice, secure-world execution incurs a slowdown of
approximately 1.6× relative to native OpenSSL, reflecting the
trade-off between performance and the stronger key-isolation
guarantees enforced by the TEE.
Discussion: The experimental results highlight the expected
overheads of secure-world execution in OP-TEE. Slowdowns
arise primarily from Secure Monitor transitions, cache syn-
chronisation, and shared memory management. For data-
intensive primitives such as SHA-256, SM communication
measurably mitigates TEE boundary transfer overhead. For
symmetric encryption workloads such as AES-256-CBC, a
substantial throughput improvement of approximately 40%
is observed, demonstrating that data-movement overhead re-
mains relevant even for computation-oriented primitives on
embedded platforms. In contrast, asymmetric algorithms such
as RSA-1024 remain largely insensitive to transfer optimisa-
tions, as their execution time is dominated by the fixed per-
invocation overhead of the secure execution path rather than
by data-transfer costs.

Overall, the software stack enables transparent integra-
tion for unmodified OpenSSL applications while executing
cryptographic operations inside the Secure World. Although
secure-world execution introduces a measurable and bounded
performance penalty, the trade-off reflects the cost of enforced
isolation and controlled REE–TEE interaction. On industrial
IoT gateways, where key isolation and trusted execution are
primary design requirements, this overhead may be acceptable
within typical deployment constraints.

VI. CONCLUSION

This work presented a portable OpenSSL engine that
enables secure and transparent offloading of cryptographic
operations to OP-TEE, enabling transparent EVP-level redi-
rection of cryptographic operations to the CircularTracing
backend without requiring modifications to existing OpenSSL
applications. The proposed architecture addresses the research
challenges RC1 and RC2 by providing a standardised and
portable communication pathway based on the GP client API,
while supporting both CB and SM data-transfer mechanisms
across the TEE boundary.

Experimental evaluation on an industrial IoT gateway
demonstrated that the proposed software stack preserves full
application compatibility while ensuring that cryptographic
key material and secure-world cryptographic state are confined
to secure-world memory during protected execution. The re-
sults indicate that the SM configuration reduces data-transfer
overheads across the TEE boundary for data-intensive primi-
tives such as SHA-256. For symmetric encryption workloads
such as AES-256-CBC,SM buffer reuse further provides a
substantial throughput improvement by mitigating repeated
data movement and cache-maintenance overhead. In contrast,
asymmetric algorithms such as RSA-1024 are primarily af-
fected by the fixed per-invocation overhead of the secure
execution path, rather than data-transfer inefficiencies, due to
their small operand size and non-streaming nature.

These performance characteristics align with the intended
deployment scenarios considered in this work. In industrial
and edge IoT environments, cryptographic operations typically
protect authentication credentials, device identity, firmware
integrity, and secure communication channels, where strong
isolation and predictable execution are prioritised over peak
throughput. In this context, the bounded performance overhead
introduced by secure-world execution represents a practical
trade-off for improved key isolation under the TrustZone
execution model and reduced exposure window of key material
in the REE.

Overall, the proposed architecture, composed of the Ag-
nostic Engine and the CircularTracing backend, provides a
balanced compromise between performance and security, de-
livering a modular, portable, and standards-compliant solution
suitable for industrial systems where determinism, trustwor-
thiness, and interoperability take precedence over peak cryp-
tographic throughput.

While this work evaluates a representative set of primitives
(SHA-256, AES-256-CBC, and RSA-1024) spanning stream-
ing, symmetric, and asymmetric computation classes, the mea-
sured overhead trends are primarily influenced by structural
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properties of the REE–TEE interaction model, in addition
to algorithm-specific characteristics. As such, the observed
transition and data-movement costs are expected to extend
to additional cryptographic primitives implemented through
the same invocation pathway, subject to their computational
profile.

Future work will focus on further optimising shared memory
management and secure-world interactions, and on extending
the experimental coverage to additional primitives already
supported by the OP-TEE crypto API, including AES-GCM
(AEAD), ECDH/ECDSA, and RSA-2048, to further validate
the generality of the observed overhead patterns under both
CB and SM transfer modes. Future work will also investigate
complementary mechanisms for strengthening the trustworthi-
ness of the calling environment, such as remote attestation and
integrity measurement techniques, in order to enable stronger
guarantees on request origin identification even in the presence
of a compromised REE kernel. We also plan to extend the
framework to support asymmetric key-exchange protocols and
dynamic key provisioning, and to explore tighter integration
with hardware accelerators in order to improve scalability and
reduce latency in next-generation trusted gateway architec-
tures. In addition, while this paper targets OpenSSL 1.1.1 to
satisfy strict legacy constraints (including RISC-V platform
compatibility), a Provider-based implementation will be inves-
tigated to align with the OpenSSL 3.x pluggability model and
forthcoming ENGINE deprecation, reusing the same backend-
agnostic descriptors and data-transfer abstractions introduced
in this work.
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