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Guest Editorial
Special Section on Trustworthy Al-Enabled Edge
Computing in Next-Generation Wireless Networks

HE CONVERGENCE of Artificial Intelligence (Al),

edge computing, and next-generation wireless networks
such as 5G and beyond (6G) is setting the stage for a
paradigm shift across countless industries. This synergy
promises to unlock unprecedented capabilities, from intel-
ligent automation in Industry 5.0 and real-time analytics
in smart grids to immersive experiences and autonomous
systems. By processing data closer to its source, Al-enabled
edge computing significantly reduces latency, conserves
network bandwidth, and enhances the privacy of sensitive
information. However, the widespread deployment of these
technologies hinges on a critical factor, i.e., trust. Ensuring
that AI models operating at the network edge are secure,
private, robust, fair, and explainable is paramount for their
adoption in high-stakes, mission-critical applications.

This Special Section on “Trustworthy Al-Enabled Edge
Computing in Next-Generation Wireless Networks” was
conceived to explore this crucial intersection. It aims to bring
together the latest research and innovations that address the
multifaceted challenges of building and maintaining trust
in decentralized intelligent systems. The response from the
research community was outstanding, and after a rigorous
peer-review process, we are proud to present a collection of
high-quality articles that push the boundaries of knowledge
in this domain. These contributions span from foundational
frameworks and comprehensive surveys to novel algorithms,
practical applications, and robust defense mechanisms.

The papers in this section can be broadly categorized into
several key themes that collectively form a holistic view of
the state of the art.

Foundational Frameworks and Overviews: To set the
context, several papers provide a broad perspective on the
role of Trustworthy Al in emerging network paradigms. In
the first article [Al], the survey offers a comprehensive
analysis of Federated Learning (FL) as a cornerstone of
trustworthy Al for 5G/6G security, examining its appli-
cations, vulnerabilities, and future directions. Shifting the
focus to industrial applications, the second article [A2]
explores the critical role of Explainable Al (XAI) in Industry
5.0, highlighting its potential to foster transparency and
enable effective human-Al collaboration. Furthermore, a
third article [A3] introduces the IoT-LF framework, which
harnesses FL for privacy-preserving digital forensics in

IoT environments, demonstrating the power of decentralized
learning in automated cyberattack analysis.

Privacy Preservation in Decentralized Learning: A sig-
nificant portion of this section is dedicated to what is
arguably the most pressing concern in distributed Al: data
privacy. The fourth article [A4] exposes fundamental privacy
risks by demonstrating how membership information can be
leaked in Federated Contrastive Learning (FCL) networks
through carefully crafted inference attacks. In response to
such threats, several articles propose innovative solutions.
The fifth article [AS5] introduces a privacy-preserving hier-
archical federated reinforcement learning framework that
improves task offloading in vehicular fog computing. The
sixth article by Chen et al. [A6] presents a novel machine
unlearning technique based on weight perturbation that can
efficiently erase private data traces from trained models,
offering an alternative to costly retraining. Furthering the
goal of safeguarding user data, the seventh article [A7]
proposes the PEDA framework to enforce data usage
control policies in private 5G networks. Finally, DEEPFL is
introduced in the eighth article [A8], a framework based on
differential evolution that simultaneously enhances privacy
protection and defends against poisoning attacks in maritime
edge computing environments without adding computational
overhead.

Security, Robustness, and Trust Management: Beyond
privacy, the security and robustness of Al models against
adversarial attacks are critical for establishing trust. Several
papers tackle these challenges head-on. The ninth arti-
cle [A9] proposes a coordinated defense mechanism that
combines robust aggregation against data poisoning with
game-theoretic power control to thwart jamming attacks in
wireless FL networks. Similarly, the tenth article [A10]
develops an adaptive trust management system that validates
contributions from edge nodes before aggregation, preserving
global model accuracy even when a high percentage of nodes
are malicious. At the infrastructure level, the eleventh article
[A11] presents a method for trustworthy analytics within
the ETSI Zero-Touch Network and Service Management
(ZSM) framework, using a security game model to assess the
resilience of 5G components against intrusions. Focusing on
hardware security, the twelfth article [A12] develops a real-
time RFID tag cloning detection system using Graph Neural
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Networks (GNNs) that operates without requiring changes
to existing protocols or hardware.

Novel Edge AI Systems and Applications: This Special
Section also showcases the application of trustworthy Al
principles to solve real-world problems. For the renewable
energy sector, the thirteenth article [A13] proposes an edge IoT
architecture that uses data fingerprinting and neural networks
to enable on-site data analysis, enhancing responsiveness
while reducing cloud dependency. In the realm of IoT
security, the fourteenth article [A14] puts forward a GNN-
based method for LoRa device fingerprint identification by
converting radio signals into graph representations, achieving
high classification accuracy. Addressing the need for efficient
and fair data exchange, the fifteenth article [A15] designs a
blockchain-based system for data trading and placement at
the edge, which improves producer profit and data access
speed while lowering energy consumption. For public safety,
the sixteenth article [A16] details a multimodal deep learning
system for violence detection that integrates audio and video
analysis, achieving high accuracy and real-time performance
on resource-constrained Jetson Nano edge devices.

Federated Model Personalization and Optimization:
Finally, recognizing that a one-size-fits-all model is often
suboptimal in heterogeneous edge environments, a compar-
ative study on federated model personalization is presented
in the last article [A17]. By evaluating techniques such
as Active Learning, Knowledge Distillation, and Local
Memorization, the paper offers valuable insights into opti-
mizing Al performance for next-generation IoT applications
by fine-tuning models with local data.

In conclusion, the articles presented in this Special
Section offer a rich and diverse tapestry of research in trust-
worthy Al for next-generation networks. They collectively
underscore the rapid progress being made in developing
Al systems that are not only intelligent but also secure,
private, and reliable. We hope that this collection will serve
as a valuable resource for researchers, practitioners, and
policymakers, and that it will inspire further innovations in
this vital field.

Our guest editorial team members sincerely thank the
authors for their excellent contributions and to the dedicated
reviewers whose insightful feedback was instrumental in
shaping the quality of this section. We also would like to
express our appreciation to the Editor-in-Chief and the editorial
staff for their support in making this special section possible.
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