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Security Model for an Economy-Enabling Metaverse

Marina Bosi, Senior Member, IEEE, Alberto Cannavo, Member, IEEE, Leonardo Chiariglione,
Gérard Chollet, Iain James Marshall, Panos Kudumakis, Senior Member, IEEE

Abstract—This paper proposes a comprehensive security model
developed by Moving Picture, Audio and Data Coding by Artifi-
cial Intelligence (MPAI) for the Metaverse Model -Technologies
(MPAI-MMM-TEC). The model enables trustworthy participa-
tion in an interoperable, economy-supporting metaverse. Mo-
tivated by the limits of perimeter-based cybersecurity in im-
mersive, multi-stakeholder environments, the model addresses
metaverse-specific risks such as cross-world identity abuse, vir-
tual asset and economic manipulation, fraud, and IP manage-
ment. The design defines functional requirements and maps them
to security capabilities. These include interoperable authentica-
tion and authorization, trust establishment, verifiable provenance
and integrity (for media and assets), privacy-preserving data
handling, and accountability mechanisms suitable for distributed
interactions. The paper describes how MMM architectural com-
ponents support secure participation and trustworthy trades
between stakeholders. An initial implementation and preliminary
assessment are presented to demonstrate feasibility and provide
a baseline for future development.

Index Terms—security governance, metaverse standards, vir-
tual economy, zero-trust, MPAI, open simulator

I. INTRODUCTION

Digital media ecosystems and modern business environ-
ments are evolving rapidly due to pervasive connectivity, cloud
services, Al-driven content creation, and data-intensive plat-
form models. While these advances create new opportunities,
they also increase security risks such as identity compro-
mise, data leakage, fraud, IP theft, service disruption, and
regulatory non-compliance across complex multi-stakeholder
supply chains. These challenges are even more critical in
immersive environments like the metaverse, where users, de-
vices, virtual assets, and services interact continuously across
organizational and jurisdictional boundaries. The metaverse
not only amplifies traditional threats but also introduces new
risks, including cross-world identity abuse, manipulation of
virtual goods and economies, making traditional perimeter-
based security insufficient.

Addressing these issues requires a conceptual framework
that enables secure identity trust establishment as foundational
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capabilities, while supporting interoperable authentication and
authorization. In this paper, we present a novel and com-
prehensive security model design for the MPAI-MMM-TEC
standard [1]. The proposed model aims to provide systematic
security capabilities aligned with architectural components and
interactions, supporting secure participation and trustworthy
exchanges across metaverse stakeholders without assuming
specific technologies, see Figure 1.
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Fig. 1. MPAI-MMM-TEC Model.

The remainder of the paper is organized as follows. Section
II reviews the background and current state of the art, while
Section III introduces the foundational elements of the MPAI
MMM-TEC framework. Section IV outlines the functional
requirements for a secure, economy-enabling metaverse plat-
form. Section V presents the proposed security model tailored
to the MPAI MMM architecture, and Section VI describes its
basic implementation. Section VII reports encouraging results,
and Section VIII concludes the paper and discusses directions
for future work.

II. RELATED WORK

The metaverse is a technology that promises to make many
tasks more effective, but its adoption, especially by organi-
sations, is also exposing users to new security vulnerabilities
that cannot be fully overcome using traditional cybersecurity
models [2]. According to a recent analysis of the related
literature published in [3], security in the metaverse is a re-
search area that is actively emerging but not yet well-matured.
Multiple surveys, such as [4]-[6], provide broad taxonomies
of threats and possible countermeasures, thus showing that
security is recognized as a key research topic. However, these
works also consistently note that, despite growing interest,
security and privacy research lags behind metaverse techno-
logical development and deployments [4]. In addition to well-
known issues not strictly related to the metaverse, such as
the lack of comprehensive studies, particularly for Al-driven



and biometric-heavy systems, aimed at validating proposed
solutions [6], [7], this domain also presents new challenges
that are still only partially addressed.

Among the numerous challenges facing metaverse security,
the unavailability of standardized models is repeatedly cited, in
the literature, as a major research gap [4], [8], [9]. Several stud-
ies have attempted to address this gap by proposing different
approaches and technologies. For instance, a zero-trust-based
metaverse security architecture is proposed in [9]. This ap-
proach emphasized continuous authentication, least privilege,
and user data control. Similarly, in [10], continuous biometric
verification in social Virtual Reality applications is proposed
to enforce a zero-trust authentication scheme. The authors in
[11] propose a five-domain cybersecurity framework based on
identity, data privacy, device/network, digital assets, and user
education that was tailored to metaverse ecosystems. Another
approach, considered a potential new direction for future
applications, is leveraging the “secure-by-design” paradigm,
i.e., embedding self-protection mechanisms and quantum-
resistant cryptography into the metaverse infrastructure [4],
[12]. An authentication scheme based on gamification and
asymmetric cryptography is proposed in [13] to support the
creation of breakout rooms in the metaverse that can only be
accessed by mutually authenticated users. Works such as [6],
[14] propose mechanisms driven by artificial intelligence for
intrusion detection, and blockchain-based solutions for asset
protection, within layered metaverse architectures.

Despite the heterogeneity of approaches and technologies,
and the multiplicity of candidate solutions that current work
offers, none has yet become a universally accepted, formal
standard [12]. There are several reasons why a standardized
security model has not yet emerged. First, the metaverse itself
is not yet clearly defined or standardized [15]. Its architecture,
scope, and even the criteria for what qualifies as a “metaverse”
remain unclear, making it difficult to formalize a single, stable
security framework.

Moreover, metaverse environments are built upon extremely
heterogeneous technological stacks that integrate Extended
Reality, Internet of Things, edge and cloud computing, 5G/6G
networks, artificial intelligence, blockchain, digital twins, and
NFT infrastructures. Each underlying technology is charac-
terized by distinct standards, trust assumptions, and threat
models. Unifying these diverse components into a single
security paradigm is therefore technically complex [4].

Aspects such as interoperability and decentralization further
deepen this challenge, as cross-platform identity management,
digital asset ownership, and data exchange still lack common
protocols and shared governance mechanisms, leading to se-
curity requirements that vary across platforms and countries
[16], [17].

In addition, the industry ecosystem remains fragmented,
with vendors promoting proprietary solutions and open stan-
dardisation initiatives (e.g., [SO, IEEE, OpenXR, and the Open
Metaverse Interoperability Group) progressing slowly [12].

Finally, many commercial platforms have historically pri-
oritised rapid growth, user experience, and monetisation, often

retrofitting security and safety mechanisms rather than adopt-
ing a secure-by-design approach from the outset [18].

In this context, this paper introduces a novel and compre-
hensive security model tailored to the MMM-TEC standard.
The proposed framework is designed to systematically embed
security mechanisms into the architectural components and in-
teraction flows defined by MMM-TEC, addressing the current
lack of standardized solutions.

III. FOUNDATIONAL ELEMENTS OF MMM-TEC

The MPAI-MMM-TEC V2.2 defines a Metaverse Instance
(M-Instance) as a virtual entity populated by Processes that
may interact with one another, as well as with Processes
in other M-Instances and the Universe [1]. Processes that
represent, and are under the responsible control of, a human
are referred to as Users [19].

The interaction between Processes within M-Instances takes
the form of Actions. The interaction with the Universe in-
volves bidirectional communication between Universe objects
and their M-Instance counterparts. This may involve either
Universe object detection and reproduction in the M-Instance,
or M-Instance object actuation in the Universe.

Processes requiring the assistance of other Processes invoke
Process Actions (PA) [19]. A distinct workflow is specified
for each PA thus ensuring the robustness of the transac-
tions occurring between PA initiators and the involved Meta-
verse/Universe elements. Processes intercommunicate through
message exchange. Message payloads may also include Data
Exchange Metadata [20] describing the legal, security, and
rights pertaining to the data, the source and destination pro-
cesses.

The activities carried out by the M-Instance Processes are
governed by both the Rights and the M-Instance Rules. The
Rights describe permissions, obligations, and prohibitions per-
taining to the PAs performed on Items, where Items represent
perceptible or abstract objects in an M-Instance see also [19].
The M-Instance Rules are Rights that are applicable to classes
of Processes and Items within that M-Instance. By defining
Rules, an M-instance is able to influence the Data Exchange
Metadata to be attached to a PA payload, or the level of control
that it wishes to exert over Process activities. For instance, it
may decide to record Activity Data, i.e., all PAs performed by
classes of Processes. The Rules of an M-Instance shall also
indicate the Penalties to be incurred by infringing Processes.

This approach offers a novel, standardised contribution to
both Metaverse interoperability and security. These new ele-
ments distinguish MMM-TEC V2.2 from the previous version.
The PAs indicate the type of interaction between Processes.
The exhaustive list of PAs is shown in Table I. Actions indicate
the scope of operations available to a Process, while Items
represent the entities over which a Process may act. Examples
of Actions and classes of Items specified in MMM-TEC are
shown in Table II.



TABLE I
LI1ST OF PROCESS ACTIONS USED IN MMM-TEC [21].

Function PA Function PA
. MM-Send UM-Capture

Communicate Resolve Import UM-SGII;) T

Economy Post _ A}Jthenticate
Transact Information Discover

Execute Execute Interpret
MU-Actuate Ttem Manage Author
MU-Add Convert

Export MU-Animate MM-Add
MU-Move MM-Animate
MU-Send Locate MM-Capture
Hide MM-Move

Identity Manage ;(/ilent‘ify PITOPCny Change

odify Rights Manage Rights Change

Register & & Validate

TABLE II
SELECTION OF ITEM CATEGORIES OF MMM-TEC [22].

Category Item Category Item
Capabilities Provenance
General Item Fault Behaviour Report
M-Instance . Fault Detection Report
- Finance .
Process Action Licence
Processes & Actions | Event Service Pricing Model
Right Wallet
Rule Perception 3D Model Object
Human&User Account Cognitive State
Space&Time Tim_e_ Internal State Em(_)lion ]
Position Social Attitude

IV. FUNCTIONAL REQUIREMENTS FOR AN
ECONOMY-ENABLING METAVERSE

The latest MMM-TEC specification (version 2.2 [1]) builds
on elements of previous MMM-TEC specifications [19] to
explicitly support the operation of a virtual economy. Five
categories of functional requirements have been identified for
MMM-TEC V2.2. The first category implies that a Process
claim to hold Rights on a digital asset can be verified and
is defensible. This requirement involves maintaining author-
itative and tamper-evident records that document an Asset’s
entire lifecycle, including its creation, authorised modifica-
tions, and any Right assignment. To ensure these Assets remain
valuable across the ecosystem, an M-Instance must support
interoperable, standard-conformant proofs that a Process holds
Rights to an Item and that an Item contains undisputable proof
of the Processes holding Rights to it, and that the Rights
are valid across different M-Instances while strictly enforcing
integrity to prevent unauthorised duplication or alteration of
Assets. The second category focuses on maintaining stable and
transparent virtual economic operations through consistent and
predictable governance. An M-instance must define and apply
clear Economic Rules regarding Asset exchange, scarcity,
and value-related metadata to ensure all participants under-
stand the market landscape. Furthermore, any modifications
to these Rules must follow a transparent process, protect-
ing the economic mechanisms from unauthorised interference
while supporting the active detection and reporting of any
economic irregularities. The third category concerns robust
safeguards against fraud and misrepresentation to protect the

community from bad actors. This requires that the architecture
support specialised mechanisms to detect and signal deceptive
or non-compliant behaviour, ensuring that any transaction
violating established validity Rules is blocked from finali-
sation. Additionally, the system must provide interoperable
interfaces for users to report suspected fraud and supports
formal investigation and enforcement processes as defined by
the overall security governance. The fourth category concerns
the need for transparent and trustworthy financial transactions
that prioritise Action clarity and auditability. Before any
Transaction is executed, an M-Instance must provide Users
with complete, standardised pre-execution disclosures so they
fully understand the exchange. All Transaction records must
be kept in a standard-specified format to allow for auditing,
ensuring that outcomes are deterministic and verifiable while
using transparent semantics to prevent hidden or ambiguous
financial flows. Finally, the fifth category mandates that mar-
ketplace operations be authentic and trustworthy by verifying
the legitimacy of all Users and Assets. Marketplaces must use
standard-defined metadata to confirm the authenticity of digital
goods, services, and sellers, while ensuring that all listings
meet strict accuracy and disclosure requirements. To maintain
its integrity, an M-Instance must block the distribution of Items
that violate Rules and monitor marketplace behaviour to report
and address non-compliant activities.

V. SECURITY MODEL FOR MMM-TEC
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TEC-conforming M-Instanees. Formal definitions of terms can
be found in MMM-TEC [1]. An Asset is an Item intended for
Transaction that includes Identifier, Capabilities, Rights held
by Processes, and Traceability — name of Process producing
it and Time of production — but also the Identifier of the Item
that spawned it, the Provenance — the list of all Transactions
executed on an Asset, first and last included — and Economic
Metadata — Market Classes, Value Metadata IDs, Currency,
Service Pricing Model, Marketplace Policy IDs. All Rules —
those with an economic impact included — carry a Version ID
and an Effective Time condition.

Rules that may be established by an M-Instance include:

1) The carriage of Version ID and Effective Time condition.

2) The procedure whereby the Rules may be changed and
a new Version is made effective.

3) The procedures for the investigation or enforcement of
compliance with the Rules of an M-Instance.

4) The procedure used by a Process to modify its Capabil-
ities, e.g., its own economic Rules.

5) Statistical information about the number of Assets avail-
able in a Market Class, relationship between supply and
demand, frequency of time-dependent Asset exchange,
and average price movement.

6) Disclosure of conflicts of interest affecting fees, rank-
ings, or visibility.
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7) Procedures for pausing markets, rolling back affected
Transactions, and communicating incident status to par-

8) The types and number of Messages that a Process may
send to a Centralised or Distributed Service.

9) The degree of control applied to the Actions performed

by a Process (full, random, or no control) and, in case

of the random selection, the selection criteria.

How Activity Data is recorded and In which conditions

an Action can be recalled.

The sanctions for infringing Actions.

The ability of a Process to view the Rights of a Process

or an Item.

The rendering of and access to the Identity associated

with an activated Persona.

The conditions under which access to the Personal

Profile is permitted.

10)

11
12)

13)

14)

MMM-TEC does not specify how an M-Instance verifies
that a Process’s Process Actions are compliant with the Pro-
cess’s Rights or the M-Instance Rules. An M-Instance may
decide to verify the full set of Activity Data, to make verifica-
tions based on claims by a Fault Behaviour Report generated
by a User, to make random verifications, or to not make any
verification at all. The result of a verification can be recorded
as Activity Data. Enforcement actions following verification
are themselves Actions governed by Rights and recorded as
Activity Data when required by the Rules. A Process in one
M-Instance may use its local M-Instance’s Resolution Service
to establish a multi-M-Instance session with other Processes
in other M-Instances at the same or different times. MMM-
TEC V2.2 extends the support of Resolve Service to economic
activities. When a Resolve Service session is active, each M-
Instance shall

1) Treat Items and Assets originating from other M-
Instances as if locally originated
2) Assess the Actions of a Process based on its Rules

on condition that the M-Instances involved in the Resolve
session are bound by a governance/trust agreement and Items
and Processes have globally unique Identifiers: the external
M Instance. If a Process from a foreign M Instance does not
comply with the Rules of the local M Instance, this may submit
a Fault Detection Report to the M Instance to which the non-
compliant Process belongs. The M-Instance and any connected
M-Instances shall be informed of any Hidden Process or Item.
A Transaction Item controls the transfer of Value (an
Amount expressed in a Currency) between Users, caused by
the assignment of Rights by a Userl to another User2 possibly
because of a Licence granted by Userl to User2. Various com-
peting Transact Services can coexist but are bound to the use
of standard Protocols. The Capabilities of a Transact Service
shall disclose the currency it operates with, the fees it applies,
and the Service Pricing Model relevant to a Transaction.
Transact is the Action of a Userl (“sender”) requesting
that a Transact Service cause changes to the Wallets of
User2 (“receiver”) and, if applicable, of Service Provider(s),
as determined by the Transaction. A Transact Service provides

the Provenance associated to the Asset being Transacted upon
request of one of the Transaction parties. The Capabilities
of a Transact Service include the information made available
to the parties in a Transaction before executing it. Before
executing a Transaction, a Transact Service makes available
a Pre-Execution Disclosure — a description of the proposed
Transaction — to the parties in the Transaction. A Fault
Behaviour Report may be used by a User to report suspected
faulty, fraudulent, deceptive, or otherwise non-compliant activ-
ities. A Marketplace Service publishes accuracy and disclosure
requirements in its Capabilities.

MMM-TEC V2.2 specifies protocols enabling Processl to
request Process2 to perform a Process Action (PA) Request for
a service that may be free or pay. If pay, Processl sends its
service subscription terms documented in an Service Pricing
Model (SPM). The protocol allowing a Process to request
a Locate Service (managing the perceived space of an M-
Instance) consists of two elements:

1) Capture the portion of a Location taken from a Point of
View that is comprised in a given Field of View with
the Right to use it (Status=Model).

2) Grant Rights (Status=Final) to the MM-Captured Audio-
Visual Scene based on the requested Rights, if the
request is accepted.

Detailed specifications can be found in [1].

VI. IMPLEMENTATIONS

The high-level security architecture comprises two distinct
and independent layers, the Security Governance Layer and
the Security Enforcement Layer.

The centralised, yet distributed, system of security gover-
nance will be responsible for the management of all standard-
ised Identities (H-User, A-User, M-User) and their associated
standardised Rights. This governance will provide the means
for the handling and storage of all life cycle events relating to
each Identity, and their associated Rights, as they are created,
deployed, updated and deleted, through the period of their
validity for use within the metaverse platforms and systems
for which they are required.

The security governance will ensure timely deployment,
distribution, communication of this standardised Identity and
Rights information, through certified governance connectors,
to the Enforcement service components of each of the collab-
orating metaverse platforms.

The Enforcement services of the individual metaverse plat-
forms are responsible for the application of these received
Identities and Rights allowing authorisation and performing
enforcement for all Actions performed within the correspond-
ing metaverse, under their responsibility.

The diagram in Figure 2 depicts the relationship between
the collaborating metaverse platforms, the security governance
and the metaverse specific security enforcement services.

A. Unity

This implementation provides the functional foundation
upon which the broader security framework could operate.
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SECURITY ARCHITECTURE
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Fig. 2. Security architecture.

For instance, the Web Server and MMM-APIs may interface
directly with the Security Governance Layer to validate the
standardized Identities interacting with the system. Conse-
quently, every interaction happening in the MMM-Clients
and Metaverse can be subjected to the Security Enforcement
Layer, which acts as a gatekeeper to verify that each action
aligns with the specific Rights and Identities assigned by the
governance system.

B. Open Simulator

The diagram in Figure 3 depicts the integration architecture
of the MMM-TEC implementation for the OPEN SIMULA-
TOR.

MMM-API - IMPLEMENTATION for OPEN SIMULATOR

Receiver

OPEN SIMULATOR
METAVERSE
Transmitier

‘ — OPEN

MMM AP SIMULATOR

SERVER COMMAND
DATABASE API SERVER

Fig. 3. Implementation of MMM-API for OPEN SIMULATOR.

The MMM-API server is listening for incoming requests
from remote metaverse and other MMM-API enabled clients.
These requests are processed to update the corresponding
MMM-TEC metaverse object descriptions in the database and
the corresponding commands for the update of the OPEN
SIMULATOR metaverse. Suitably enabled RECEIVER ob-
jects, instantiated in the metaverse, issue requests for state
update to the OPENSIM API server and processes the sub-
sequent commands received and create, update or delete the
corresponding IN WORLD items. Suitably enabled TRANS-
MITTER objects, instantiated in the metaverse, issue requests
to the OPENSIM API server to update MMM-TEC metaverse
object descriptions in the database to reflect changes occurring
IN WORLD.

VII. EVALUATION

An experimental evaluation was conducted to assess the
overhead introduced by the MPAI-MMM-TEC layer via the
MMM-API. During the experiment, two types of metrics
were collected. The first metric (1) measures the total la-
tency elapsed between issuing a request and receiving the
corresponding response. The second metric accounts for the
data volume (in bytes) of the packets exchanged between
the Source and Destination Processes, specifically for the
PA Request (D) and the PA Response (Ds). Metrics have
been collected during the workflow that implements the Post
Protocol, i.e., a sequence of actions to allow a User to
post an Asset at the Marketplace. The sequence includes the
following elementary steps: i) The user makes a Transaction
to the Marketplace, paying the amount requested for posting
an Asset at the Marketplace; ii) the RightsChanges PA is
invoked to grant the User the Right for posting the Asset
at the Marketplace, and iii) the User sends a PostPARequest
including the Asset and a ServicePricingModel.

The experimental setup involved hosting the MMM-API
on the Microsoft Azure Web App Service and the database
on MongoDB Atlas to replicate realistic network conditions.
More specifically, the MMM-API was deployed on a web
server running in a Windows-based environment within the
West Europe region, using the Azure Free (F1) App Service
plan. The database was also hosted in the West Europe region,
leveraging the MongoDB Atlas Free Tier.

For the client-side execution, the Swagger Ul interface was
employed to generate PA Requests and visualize the corre-
sponding responses. To ensure a comprehensive evaluation of
the network traffic, measurements were captured using the
Wireshark network protocol analyzer '. The communication
relies on the TCP transport protocol, with an application-layer
security provided by TLSv1.3. This configuration allowed the
study to account for the modern encryption overhead and the
specific handshaking latency characteristic of secure, cloud-
based architectures.

Table III presents the mean values and standard deviations
for the performance metrics, calculated over 10 independent
executions of the Post Protocol workflow.

The results indicate that the evaluated operations introduce
only a modest latency overhead, remaining below 0.1 seconds
on average despite deployment on cloud infrastructure. Among
these operations, rights updates exhibit the highest latency,
while POST requests for Assets and ServicePricingModels
show slightly lower response times. In terms of data exchange,
requests related to ServicePricingModels are associated with
larger payloads.

VIII. CONCLUSIONS AND FUTURE WORK

This paper has presented a comprehensive security model
for MMM-TEC, specifically designed to support trustworthy,
interoperable, and economy-enabling metaverse ecosystems.

"Wireshark: https://www.wireshark.org/
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TABLE III
LATENCY AND DATA VOLUME ANALYSIS PER HTTP REQUEST
HTTP Request T(s) D1 (bytes) | Da(bytes)
POST 0.0729 14,297 6,723
api/Transactions (0.0207)
UPDATE 0.0960 1,763 245
api/Rights (0.0103)
POST 0.0547 23,903 1004
api/ServicePricingModels | (0.0187)
POST 0.0554 17,314 1,414
api/Assets (0.0202)

By embedding security as a foundational architectural prop-
erty rather than an external add-on, the proposed MMM-
TEC framework enables secure identity management, rights-
based authorization, trustworthy transactions, verifiable asset
provenance, and transparent governance across heterogeneous
-albeit MMM-TEC compliant- instances.

The model introduces a unified conceptual structure based
on Processes, Items, Rights, and Rules, enabling fine-grained
control, auditability, and accountability of all interactions.
Through the separation between governance and enforcement
layers, and the integration with real-world platforms such as
OpenSimulator and Unity, the proposed architecture demon-
strates the feasibility of standardised, policy-driven security
enforcement in multi-instance, cross-domain metaverse envi-
ronments.

The performance analysis indicates that the MPAI-MMM-
TEC layer introduces only a modest overhead, supporting its
suitability for practical deployment. This makes the work a
concrete step toward addressing the lack of formal, standard-
ized security models in current metaverse developments.

Several directions for future research emerge from this
work. Firstly, the current framework should be tested to
validate a broader set of market-oriented use cases underlining
the pertinence of the model in complex economic scenarios.
In parallel, further use cases related to the core concepts of the
paper—such as inter-verse asset trading, interoperable digital
marketplaces, and distributed service orchestration—should be
specified. From the security perspective, we are focusing on
strengthening the robustness of enforcement mechanisms by
completing the development of a new standard of which the
Data Exchange Metadata is already a component. Future work
should also address the definition and management of Profiles,
explicitly avoiding recursive dependencies, in order to improve
identity handling and policy expressiveness. Finally, the appli-
cability of the proposed standard in real commercial contexts
will be investigated, in collaboration with stakeholders, to
assess performance, adequacy, scalability, and integration with
existing enterprise systems.
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