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 a b s t r a c t

The advent of the edge-to-cloud continuum paradigm has enabled a seamless integration of resources across 
different architectural layers, offering significant benefits in terms of scalability and flexibility. Due to the com-
plexity of this environment, a key operation is to enforce adequate network security mechanisms to protect 
the continuum in an effective, efficient, and correct way. In this regard, a critical task is the configuration of 
distributed packet-filtering firewalls, because they are essential to protect the boundaries between the different 
layers. Unfortunately, their configuration is commonly performed manually and in an unoptimized way, raising 
pressing challenges from a sustainability perspective, due to the increasing power consumption related to the 
activation and operation of each firewall instance in the continuum. In order to address this problem, this paper 
proposes an approach, named GreenShield-E2C, which integrates automation, formal verification, and sustain-
ability optimization for distributed firewall configuration into a unified methodology tailored explicitly for the 
continuum’s heterogeneous and multi-layer nature. These achievements were reached by formulating the con-
figuration problem as a Maximum Satisfiability Modulo Theories problem, ensuring security policy compliance 
while minimizing the firewall power consumption. The implementation of the proposed approach has been ex-
perimentally evaluated on scenarios derived from a realistic smart city use case, so as to showcase its energy 
efficiency effectiveness and performance.

1.  Introduction

Originally, edge, fog, and cloud computing were conceived as dis-
tinct paradigms, each targeting different data processing needs. Cloud 
computing provides centralized and scalable computation and storage 
for data-intensive workloads [1], while edge and fog computing bring 
less computationally-demanding processing closer to data sources to 
support latency-sensitive applications [2]. As these paradigms have 
complementary objectives, they have often been adopted jointly, but 
in a loosely coordinated manner, leading to inefficiencies such as sub-
optimal resource utilization, workload fluctuations, and performance 
inconsistency. To overcome these limitations, the edge-to-cloud contin-
uum paradigm has emerged as a unified model in which computational, 
storage, and networking resources (including IoT devices, sensors, and 
gateways) are seamlessly distributed across edge, fog, and cloud layers 
[3]. In this continuum, latency-sensitive, data-intensive, and context-
aware applications can be dynamically orchestrated where they are most 
effective, according to performance, availability, or cost requirements, 
rather than being statically bound to a specific layer [4].
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While this model increases flexibility and scalability, it also intro-
duces significant challenges in terms of network management and se-
curity. In particular, the adoption of Network Functions Virtualization 
(NFV) and Software-Defined Networking (SDN) has further increased 
the complexity of continuum networks [5]. The resulting infrastruc-
tures are large-scale, heterogeneous, and highly dynamic, making it dif-
ficult to ensure that communications between continuum components 
are both secure and efficient. Achieving a complete, yet safe integration 
among the different continuum components has thus become a crucial 
challenge, and it requires establishing which communications should 
be blocked, because potentially linked to a threat, or allowed to provide 
service continuity.

Therefore, distributed packet-filtering firewalls represent the main 
security mechanism for safeguarding the systems integrated in this con-
tinuum and their communications, thanks to their features of access con-
trol, workload isolation, and malicious traffic filtering. However, estab-
lishing their configuration is a complex security management operation 
by itself [6], because it consists of two tasks, i.e., the allocation of the 
distributed instances in the network service and the computation of their 
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filtering rules. Consequently, manual configuration approaches are no 
longer viable in large-scale and dynamic environments [7]. Moreover, 
in the edge-to-cloud continuum, firewall configuration raises an addi-
tional and often overlooked problem, i.e., sustainability. Activating and 
operating multiple firewall instances, especially on heterogeneous and 
resource-constrained platforms, can significantly increase overall power 
consumption, negatively impacting operational costs and environmental 
footprint.

Addressing energy efficiency is nowadays essential to reduce opera-
tional costs and optimize the security sustainability in such large-scale, 
distributed infrastructures. However, even if in literature several auto-
matic firewall configuration solutions were proposed, aiming at avoid-
ing human errors (e.g., exploiting formal methods) or configuration 
anomalies [8], and improving performance, almost all of them do not 
guarantee energy efficiency related to the activation and usage of fire-
wall instances. The only exception is GreenShield [9], an approach that 
minimizes the power consumption related to firewalls activated in the 
network while ensuring that the security requested by the network ad-
ministrator is guaranteed. However, its applicability is limited to tra-
ditional networks, because both the energy efficiency objective and the 
network models used in its approach lack all characteristics and features 
of the edge-to-cloud continuum (e.g., the power consumption of virtual-
ization platforms and the firewall deployment across the heterogeneous 
layers of the continuum are overlooked).

Proposal and Contributions. In order to overcome the limitations of the 
current literature, this paper proposes GreenShield-E2C, an enhanced 
version of the original GreenShield methodology, specifically designed 
for the edge-to-cloud continuum. The proposed approach relies on a 
combination of policy-based management and constraint programming 
to automate the configuration of distributed packet-filtering firewalls 
while explicitly accounting for sustainability.

From a methodological perspective, GreenShield-E2C allows net-
work administrators to express their connectivity requirements, in terms 
of isolation and reachability, through high-level network security poli-
cies. These policies are independent of vendor-specific configuration de-
tails and are written in a user-friendly language. The firewall configu-
ration problem is then formalized as a Maximum Satisfiability Modulo 
Theories (MaxSMT) problem, which enables the automatic computation 
of the firewall allocation scheme and filtering rules while guarantee-
ing correctness by construction. Moreover, the MaxSMT formulation in-
cludes special clauses, named soft constraints, that can embed optimiza-
tion objectives.

Based on this methodology, the main contributions of this paper can 
be summarized as follows:

• GreenShield-E2C is the first approach combining automation, for-
mal verification, and green optimization, to address the distributed 
packet-filtering firewall configuration problem, explicitly tailored to 
the edge-to-cloud continuum, accounting for its multi-layer, hetero-
geneous, and virtualized nature;

• GreenShield-E2C adopts a formal MaxSMT-based formulation of the 
firewall configuration problem so as to provide correctness by con-
struction, differently from the other papers in the literature. Specifi-
cally, the models presented in this paper include all the characteris-
tics of their real counterparts that could possibly impact the solution 
itself, in such a way that formal assurance that the computed firewall 
configuration is compliant with the user requirements contributes to 
increasing the confidence in using this method;

• GreenShield-E2C pursues two energy-oriented optimization goals 
that were not targeted by any other alternative solution for fire-
wall configuration. The first is the minimization of the overall power 
consumption due to all continuum components involved in firewall 
usage and deployment (e.g., physical firewalls, virtual network func-
tions with firewalling functionality, physical servers hosting virtual 
firewalls, virtualization technology platforms). The second is the 

minimization of the path followed by traffic flows that must be 
blocked, so as to avoid unnecessary energy consumption by network 
nodes and firewalls that process them uselessly.

Paper structure. The remainder of this paper is structured as follows. 
Section 2 discusses the related work, highlighting its limitations in bal-
ancing network security and sustainability for automatic firewall con-
figuration in the edge-to-cloud continuum. Section 3 describes the ap-
proach followed by GreenShield-E2C to reach all its objectives. Section 4 
introduces all the formal models that are required for the problem defini-
tion. Section 5 formalizes the constraints of the MaxSMT problem mod-
eling the automatic firewall configuration problem. Section 6 discusses 
how the framework implementing the GreenShield-E2C approach was 
developed and validated experimentally. Section 7 draws conclusions 
and outlines future work.

2.  Related work

This section dissects the literature in two related research areas. 
The first is about studies that address the automatic distributed packet-
filtering firewall configuration problem, but without pursuing green
optimization (Section 2.1). The second concerns studies addressing 
edge-to-cloud continuum security problems while providing optimized 
sustainability (Section 2.2).

2.1.  Automatic firewall configuration

The automatic firewall configuration problem started to be investi-
gated in the early years of this century due to the importance of a policy-
compliant, correct configuration as a prevention or response against cy-
berattacks in continuous, fast evolution. Due to the complexity of the 
problem, which involves two tasks (i.e., firewall allocation and rule com-
putation), most of the related literature focuses on introducing contri-
butions for only one of these operations.

Automatic Firewall Rule Computation: From the chronological point of 
view, the first task to be investigated was the firewall rule computation. 
The first proposal in this line is represented by Firmato [10], which uses 
a model compiler to refine a vendor-agnostic entity-relationship model 
of the network topology and security policies into a concrete firewall 
configuration. However, this toolkit could only be applied to centralized 
firewalls, i.e., it cannot introduce rules in different firewall instances of 
the same distributed architecture to satisfy a single set of policies. To 
overcome this limitation, first, some simple extensions of this initial pro-
posal were introduced [11,12]. In [11], concrete firewall configuration 
rules are derived from high-level policies based on an Or-BAC model, 
whereas FACE [12] makes refinement decisions based on a trust model 
founded on the concept of network trustworthiness. Both of them were 
designed to be leveraged in traditional networks, and not in cloud-based 
environments. Later, this research line had a progressive boost in more 
recent years, thanks to the advent of network softwarization. In this 
context, new studies [13–16] also started to embed formal verification 
in their proposals, so as to provide network administrators with higher 
confidence in using them. However, the algorithms in [13,14] have a 
limited applicability, because they are exclusively designed to refactor 
already existing firewall configurations, so they cannot be used to create 
them from scratch. Instead, the approaches illustrated in [15,16] do not 
pursue any optimization goal, but simply try to reach a correct solution.

More recently, the problem of firewall rules computation has also 
been investigated from the perspective of increasing user-friendliness or 
integrating groundbreaking technologies such as artificial intelligence 
[17–21]. However, these approaches cannot formally ensure that the 
computed rules correctly enforce the security requirements. Moreover, 
they are not designed to support the native characteristics of the edge-to-
cloud continuum, such as multi-layer deployments, virtualization-aware 
placement, and heterogeneous execution environments, nor do they
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pursue sustainability or energy-efficiency objectives related to firewall 
activation and operation.

Automatic Firewall Allocation: In the research line addressing the 
more generic network service chaining or composition problem [22], 
some studies specifically focus on addressing the firewall allocation 
scheme definition, i.e., deciding where firewalls should be positioned in 
the logical network topology to satisfy user-specified security policies. 
However, most of the studies in this literature area [23–28] are limited 
in terms of firewall allocation features, because they can simply create 
a network chain or graph from scratch, firewalls included, but cannot 
cover most of the scenarios considered in this paper, i.e., when the net-
work already exists, with already existing middleboxes such as NATs 
and load balancers, and when a distributed firewall architecture has to 
be designed so as to meet security requirements. The only exception is 
ConfigSynth [29], an approach that can establish the allocation scheme 
for firewalls and other functions, such as VPN gateways and intrusion 
detection systems, in a similar way as done in this paper. However, in 
addition to the fact that it cannot compute filtering rules, this tool can-
not provide a guarantee of security requirement satisfaction because it 
considers them relaxable.

Complete Automatic Firewall Configuration: In literature, there are 
three studies whose proposals aim at solving the two firewall config-
uration tasks simultaneously (without pursuing sustainability optimiza-
tion) [28,30,31]. However, all of them have limited applicability. The 
approach presented in [30] is limited to the synthesis of service function 
chains, which may include auto-configured firewalls, but its applicabil-
ity to service graphs is not discussed. Instead, the method in [28] can 
automatically generate a service graph made only of firewalls intercon-
necting endpoints, minimizing their rule number, but without consid-
ering the possible presence of middleboxes that can alter the traffic. 
Finally, VEREFOO [31,32] goes beyond the limitations of the previous 
studies, as it can be applied to complex virtual service graphs. However, 
the models on which its approach relies are not characterized for the 
edge-to-cloud continuum, making it impractical for this environment.

In conclusion, there is no prior work addressing the automatic fire-
wall configuration problem in the edge-to-cloud continuum in general, 
independently of the fact that no study among the discussed ones pur-
sues sustainability optimization. Therefore, GreenShield-E2C represents 
the first approach aiming at casting the firewall configuration problem 
in this continuum through a unified methodology and formal models ex-
plicitly designed to capture its intrinsic characteristics. In particular, the 
proposed approach jointly considers firewall allocation and rule compu-
tation across heterogeneous edge, fog, and cloud layers, while account-
ing for the coexistence of physical and virtual firewall instances and the 
impact of virtualization technologies. By embedding energy-aware ob-
jectives within a formally verified, policy-based strategy, GreenShield-
E2C enables the automated computation of correct and sustainability-
oriented firewall configurations tailored to continuum-based network 
infrastructures.

2.2.  Optimized sustainability of edge-to-cloud continuum security

In the literature, studies aiming to optimize the sustainability and 
energy efficiency of security solutions for the edge-to-cloud continuum 
were proposed in relation to multiple research problems.

A first problem where this trade-off has been investigated is work-
load scheduling in the edge-to-cloud continuum. When an orchestrator 
decides where a workload should be scheduled across the continuum, 
it should take into account both security requirements (e.g., reliability 
standards or the denial of execution on unreliable resources) and green 
optimizations (e.g., limiting energy consumption for constrained IoT de-
vices). This vision has been followed by some recent studies [33–35], 
whose scheduling algorithms consider both factors, differently from ear-
lier literature. The RT-SANE algorithm, introduced in [33], envisions 
the assignment of privacy labels to tasks, containing their deployment 
scheme jointly with energy-oriented costs such as the ones due to power 

and cooling for micro data centers of the fog layer and cloud data cen-
ters of the cloud layer. The two heuristic algorithms proposed in [34], 
i.e., RCSECH and RSECH, aim at optimizing workload scheduling by 
reaching a trade-off among rental cost, energy consumption measured 
as Thermal Design Power of multi-core processors, and task reliability, 
while considering deadlines and privacy requirements as constraints. In-
stead, the SCEAH algorithm discussed in [34] tries to optimize power 
consumption while ensuring security awareness, i.e., while guarantee-
ing that a task will be processed on a virtual machine that meets its 
security requirements.

A second problem is the optimization of communications in the edge-
to-cloud continuum. In this scenario, IoT devices commonly suffer from 
limited spectrum efficiency. A possible solution is the adoption of the 
Cognitive Radio Non-Orthogonal Multiple Access (CR-NOMA) technol-
ogy, but its broadcast nature makes transmissions vulnerable to eaves-
dropping [36]. The problem of improving spectrum efficiency while en-
suring safe transmissions is formulated by the approach discussed in 
[37] as a non-convex multi-objective problem to maximize security en-
ergy efficiency (SEE), defined as the secure rate divided by total energy 
consumption, under constraints that guarantee different minimum rates 
for the users, depending on their role. This methodology also embeds 
another algorithm aiming at a security-energy trade-off, i.e., an opti-
mized orthogonal antenna selection algorithm. In fact, increasing the 
number of antennas improves connectivity and security (e.g., through 
better beamforming and spatial diversity), but it raises energy consump-
tion.

A third problem is disaster survivability and recovery. In the edge-
to-cloud continuum, consolidation of containers implementing different 
microservices of an application allows reducing power consumption, as 
they are deployed on the same physical server, but increases the disas-
ter recovery time (i.e., the time required to resume a minimum service 
level) because a higher number of containers must be rebooted if their 
physical server fails. This problem, i.e., achieving a balance between 
disaster recovery and power consumption, is addressed by the eDRECs 
(Energy-aware Dynamic Response and Efficient Consolidation Strategy) 
algorithm [38]. This strategy uses Generalized Stochastic Petri Net mod-
els to simulate and evaluate different recovery and consolidation con-
figurations before deploying them in real systems. The computation of 
these configurations aims at reducing power consumption, while adher-
ing to a desired value for the Recovery Time Objective.

A fourth problem is firewall configuration automation itself. Only 
GreenShield [9] tries to compute firewall configurations that minimize 
power consumption. However, the characterization of the green objec-
tive was exclusively done for physical firewalls, and did not include 
energy-related features of the edge-to-cloud continuum (e.g., the power 
consumption of the virtualization technology and of the virtual fire-
walls).

In summary, the first three problems are related to the need to pro-
vide optimized security sustainability, but they are different problems 
from the one addressed in this paper. Instead, concerning the fourth, 
GreenShield-E2C is the first approach in the literature to pursue this 
kind of optimization for firewall configuration in the edge-to-cloud con-
tinuum. By doing so, it bridges the gap between energy-aware security 
optimization and formally verified firewall configuration in heteroge-
neous continuum-based infrastructures.

3.  The proposed approach

This section presents a comprehensive overview of the approach fol-
lowed by GreenShield-E2C for automatic firewall configuration in the 
edge-to-cloud continuum. First, it describes the inputs that must be fed 
to the methodology by the network administrator (Section 3.1). Then, it 
discusses how constraint programming is used to formulate a MaxSMT 
problem which embeds green optimization objectives (Section 3.2). Fi-
nally, it outlines the components of the produced output (Section 3.3), 
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and it discusses additional operational and applicability aspects of the 
proposed approach (Section 3.4).

The approach presentation is paired with the description of an ex-
emplifying use case, representing the computer network of a smart city, 
which spans across all three layers of the edge-to-cloud continuum. 
This scenario represents a relevant study case, because smart cities rely 
on a heterogeneous network of interconnected devices, from resource-
constrained sensors and IoT nodes at the edge (e.g., traffic lights, pol-
lution monitors), to fog nodes managing local processing tasks (e.g., 
roadside units, local control centers), up to powerful cloud data centers 
hosting global city analytics and long-term storage. This layered and 
distributed nature poses unique challenges in terms of dynamic net-
work configuration, security enforcement, and energy efficiency, i.e., 
precisely the issues that GreenShield-E2C aims at addressing. In addi-
tion, smart cities demand strict compliance with high-availability re-
quirements for critical services such as public safety, transportation 
management, and emergency response. Hence, the smart city use case 
highlights the technical challenges introduced by the continuum and 
emphasizes the societal relevance of developing sustainable and reliable 
firewall configuration mechanisms.

3.1.  Inputs of GreenShield-E2C

The network administrator is expected to specify four inputs to 
GreenShield-E2C: i) the physical network, ii) the logical network, iii) the 
firewall Virtual Network Function (VNF) types that may be deployed, 
and iv) the connectivity Network Security Policies (NSPs) to be enforced.

3.1.1.  Physical network
The first input is a description of the physical network, representing 

the infrastructure spanning the whole continuum. In this description, 
the user must provide both the information necessary for the configu-
ration problem itself and the details relevant to the energy efficiency 
objectives.

Concerning the information for the firewall configuration problem 
itself, it must specify the different functionalities and roles of the nodes 
composing the physical layer, as they vary depending on the layer.

All physical nodes in the edge layer of the continuum are endpoints, 
i.e., the source or destination for the traffic flows that the network ad-
ministrator would like to control by specifying NSPs. An endpoint may 
be a single network host (e.g., a surveillance camera, a noise sensor) 
or a sub-network representing multiple hosts (e.g., a set of temperature 
sensors associated with the IP address range 210.6.33.0/24).

The physical nodes in the fog layer provide intermediate functional-
ities for network and security management, so they are not the source 
or destination of traffic flows. They are divided into three classes:

• Some nodes are physical middleboxes providing service functional-
ities such as network address translation, load balancing, or traffic 
inspection. For them, the administrator must provide a description 
of their configuration. For instance, she must specify how each net-
work address translator or load balancer translates the IP addresses 
of the received packets.

• Other nodes are physical firewalls, which are already positioned in 
the network but are still unused. Specifically, they have been installed 
but not configured yet, because GreenShield-E2C will be in charge 
of deciding if they are actually needed for NSP enforcement and, in 
that case, of computing their rule sets. However, the administrator 
is given the possibility to force the usage of some firewalls, indepen-
dently of their actual utility. Such a constraint may impact the global 
optimality of the final solution, but ensures higher flexibility for the 
users of the proposed methodology. For example, it supports the case 
where a firewall must necessarily be used due to a corporate policy.

• The remaining nodes are general-purpose fog servers, whose ob-
jective is to host Virtual Network Functions (VNFs). Some of these 
servers can also be considered candidates for deploying firewalling 

Table 1 
Average power consumption of the physical firewalls. 
 Firewall ID  Implementation  Power consumption (W)
𝑚20  FortiGate FG-7060E  2330
𝑚21  Palo Alto PA-450  33
𝑚22  FortiGate FG-7081F  6100

VNFs established as output by GreenShield-E2C. For each server, the 
administrator specifies the adopted virtualization technology plat-
form (e.g., KVM, Docker).

The nodes in the cloud layer represent cloud data centers or server 
farms where VNFs are or may be deployed. Also for these nodes, the 
administrator specifies the virtualization technology platforms installed 
there by the cloud providers.

Concerning the information required for the energy efficiency objec-
tives, the input must include details related to power usage. On the one 
hand, each physical firewall is associated with a weight representing a 
possible value of power consumption. This value can be specified by the 
network administrator as an average consumption, or as a value closer 
to the minimum or maximum power consumption supported by that 
firewall. The choice depends on the operational scenario that the ad-
ministrator intends to model, such as typical operating loads, peak traf-
fic situations (e.g., traffic bursts), or low-traffic conditions, respectively. 
The weights associated with firewall instances are commonly different 
from one another, because each firewalling product has different energy 
requirements, as indicated in their data sheets. On the other hand, each 
fog server or cloud data center, together with its associated virtualiza-
tion technology platform, is also characterized by a weight representing 
their combined power consumption when the node is not idle. Similarly 
to physical firewalls, this weight can be chosen to reflect average, high-
load or low-load operating conditions, depending on the level of traffic 
conditions that the administrator wants to model. Also these values can 
be retrieved from vendor data sheets, energy-efficiency benchmarks, or 
empirical measurements available to the network administrator.

Fig. 1 depicts the physical network for the smart city use case. In 
the edge layer, there are endpoints with the role of traffic sources or 
destinations, such as surveillance cameras (𝑒1), an SOS call station (𝑒3) 
for emergency reporting, humidity (𝑒5) and noise sensors (𝑒7) monitor-
ing environmental conditions, and a subnetwork (𝑒8) representing dis-
tributed environmental sensors. There are also more traditional com-
puter network components, such as an incident response node (𝑒2), an 
environmental office (𝑒4) and a traffic management office (𝑒6), both with 
multiple computers. Then, the fog layer includes both processing units 
and service functions. For instance, fog nodes (from 𝑠23 to 𝑠29) serve as 
general-purpose servers or middleboxes. Physical middleboxes such as 
NATs (𝑚9, 𝑚12), routers (from 𝑚14 to 𝑚18), a load balancer (𝑚19), and an 
IDS (𝑚13) provide key service functionalities. Three unconfigured, not 
yet active physical firewalls (from 𝑚20 to 𝑚22) are also included. Instead, 
in the cloud layer, centralized computing facilities (𝑐30, 𝑐31) represent 
data centers available for VNF deployment.

Finally, supposing that the network is working under normal traffic 
load, concerning power usage information, Table 1 reports the average 
power consumption of the three physical firewalls. In particular, the 
power consumption values for the FortiGate FG-7060E and FG-7081F 
firewalls are taken from the Fortinet FortiGate 7000 Series datasheet 
[39], while the value for the Palo Alto PA-450 firewall is derived from 
the PA-400 Series datasheet [40]. Instead, Table 2 reports the combined 
average power consumption of each fog server and its related virtual-
ization platform. Values about server power consumption are derived 
from the most recent report about United States data center energy us-
age produced by the Lawrence Berkeley National Laboratory in Decem-
ber 2024 [41], reporting the average power consumption for different 
server types (from conventional to AI servers, with varying numbers of 
processors). Alternatively, they may be obtained from the SPECpower 
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Fig. 1. Physical network of the use case.

benchmark suite, a widely adopted industry standard for server energy 
efficiency evaluation [42]. Instead, the power consumption of modern 
virtualization technologies, which is commonly negligible compared to 
server consumption, is obtained from the results of experimental studies 
reported in [43] and [44].

3.1.2.  Logical network
The second input is a description of the logical network, also referred 

to as the service graph. A logical network is an abstract representation of 
how network service functions and endpoints are interconnected. It fo-
cuses on the functional relationships between components rather than 
their physical placement describing which services are provided, how 
they interact, and the logical paths that traffic follows between them. 
In practice, the logical network specifies the sequence and composition 
of functions that process the data flows, along with their configurations 
if already available. This abstraction is essential for service orchestra-
tion, as it enables administrators and automation frameworks to plan, 
optimize, and enforce service deployments without being constrained 
by the underlying hardware details.

In the GreenShield-E2C approach, each node of the logical network 
is mapped to a node in the physical network, either in a one-to-one cor-
respondence if it represents a physical element or through a deployment 
action if it represents a Virtual Network Function (VNF).

All the elements of the edge layer in the logical network are the same 
as the ones in the physical networks, because they are IoT sensors or 
traditional computers interacting with remote services. Instead, some 
elements of the fog and cloud layers are VNFs, in the form of virtual ma-
chines or containers, deployed on physical servers. Moreover, these two 

Table 2 
Combined average power consumption of fog servers and their 
virtualization platforms. 
 Server ID  Virtualization Platform  Power consumption (W)
𝑠23  Docker  180
𝑠24  KVM  410
𝑠25  Xen  760
𝑠26  LXC  135
𝑠27  KVM  1220
𝑠28  Docker  360
𝑠29  Xen  980

layers also include special nodes, named Allocation Candidates (ACs). 
They represent possible positions of the service graph where the admin-
istrator is willing to accept the usage of firewall VNFs, if GreenShield-
E2C deems them necessary for security enforcement. The user also has 
the possibility to force the use of a firewall VNF in some of the possible 
ACs.

Fig. 2 illustrates the logical network corresponding to the smart city 
scenario. The edge layer directly mirrors its physical counterpart. The 
fog layer combines both physical functions (from 𝑚9 to 𝑚22) and already 
deployed service function VNFs, such as two IDSs (𝑚23, 𝑚24). The fog also 
includes several ACs (from 𝑎25 to 𝑚30), representing potential deploy-
ment points for firewall VNFs, depending on the NSPs and optimization 
decisions. In the cloud layer, a virtual machine hosting AI-based video 
analysis services for traffic management (𝑒35) and containers providing 
environmental data aggregation (𝑒36) and processing (𝑒37) functions in-
teract with fog and edge devices. This layer also includes a proxy VNF 
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Fig. 2. Logical network of the use case.

Table 3 
Mapping between endpoint IDs and IP addresses.
 Endpoint ID  IP Address or Subnet
𝑒1 – Traffic Cameras (Subnet)  10.0.0.0/24
𝑒2 – Incident Response Node  10.0.1.10
𝑒3 – SOS Call Station  10.0.1.20
𝑒4 – Environmental Office  10.0.2.5
𝑒5 – Humidity Sensor  10.0.3.10
𝑒6 – Traffic Management Office  10.0.2.6
𝑒7 – Noise Sensor  10.0.3.11
𝑒8 – Environmental Sensors (Subnet)  10.0.4.0/24
𝑒35 – AI Video Analysis VM  192.168.1.10
𝑒36 – Environmental Aggregation Container  192.168.1.20
𝑒37 – Environmental Processing Container  192.168.1.21

(𝑒31) and some additional ACs (from 𝑎32 to 𝑎34). Table 3 lists the IP ad-
dresses assigned to the endpoints of the smart city use case, while

3.1.3.  Firewall VNF types
The third input is a set of firewall VNF types that the administrator 

is willing to place in the ACs of the logical networks, and consequently 
deploy on the corresponding servers. Each VNF type is characterized by 
a virtualization format (e.g., container or virtual machine), a set of re-
quirements regarding memory and CPU resources, a power consumption 
value, and the virtualization platforms it is compatible with.

Table 4 provides representative examples of firewall VNF types con-
sidered in the smart city use case. Each VNF in Table 4 reflects a dif-
ferent trade-off between performance and energy consumption. For in-

Table 4 
Examples of firewall VNF types. 

 VNF Type  Form
CPU
(cores)

RAM
(MB)

Power
(W)  Platform(s)

 fw_iptables  Container  1  512  5  Docker
 fw_pfsense  VM  2  2048  10  KVM
 fw_snort  Container  2  1536  12  Docker
 fw_suricata  VM  4  4096  18  KVM
 fw_opnsense  VM  3  3072  15  KVM, VMware

stance, fw_iptables is a lightweight solution suitable for edge nodes 
or resource-constrained fog servers, while fw_suricata also provides 
advanced inspection capabilities and is better suited for deployment in 
high-capacity cloud environments. The compatibility with virtualization 
platforms ensures that GreenShield-E2C only considers valid deploy-
ment candidates during constraint resolution. The power consumption 
values reported in Table 4 are inspired by empirical measurements re-
lated to energy-consumption analyses of VMs and containers available 
in the literature [45,46].

3.1.4.  Network security policies
The fourth input is a set of Network Security Policies (NSPs), de-

scribing which traffic flows must be discarded because they are po-
tentially malicious, and which other ones must be able to reach their 
destination to guarantee the availability of some end-to-end commu-
nication services. The input set of NSPs should be anomaly-free, i.e., 
devoid of conflicts and sub-optimizations. However, this requirement is 
not a restriction because anomalies can be easily eliminated by means of 
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Table 5 
Network security policies (NSPs). 
 ID  Type  Src IP  Dst IP  Src Port  Dst Port  Protocol
 P1  Isol  10.0.1.10  192.168.1.10  *  22  TCP
 P2  Isol  10.0.4.0/24  10.0.2.5  *  *  TCP
 P3  Reach  10.0.0.0/24  192.168.1.10  *  80  TCP
 P4  Reach  10.0.3.11  192.168.1.20  *  443  TCP
 P5  Isol  10.0.1.20  *  *  123  UDP

multiple anomaly analysis techniques available in the related literature 
[31,47–49].

Each NSP is characterized by an action and a condition. The action 
specifies how the firewalling architecture must manage packets satis-
fying the condition, and it also discriminates NSPs into two classes. In 
particular, an isolation NSP is characterized by a deny action, while a 
reachability NSP is characterized by an allow action. Instead, the condi-
tion is used to identify the packets to which the action must be applied, 
specifying the IP 5-tuple of the prohibited or allowed flows. As possi-
ble values of the IP 5-tuple fields, the ∗ symbol can be used to specify 
value aggregation. For example, the value 170.24.31.∗ used as source 
or destination IP address of the policy condition represents the address 
range 170.24.31.0/24. Instead, the value ∗ used as source or destination 
ports expresses all possible numbers that field may have, i.e., from 0 to 
65535.

For each isolation NSP, the administrator can specify if the traffic 
identified by its condition must be blocked as close to its source, so 
as to avoid being processed by a larger number of middleboxes, with 
consequent higher energy consumption.

Table 5 presents exemplifying NSPs requested by the network ad-
ministrator. P1 blocks SSH traffic between the incident response node 
and the AI-based traffic analysis VM, to prevent potential misuse. P2 
ensures that bulk sensor traffic from the environmental subnet (𝑒8) does 
not reach the administrative office (𝑒4), possibly for privacy or load 
reasons. For P1 and P2, the administrator also requests that their re-
lated traffic be blocked near the sources. P3 and P4 allow web and se-
cure access to cloud applications for city services. P5 blocks outbound 
NTP traffic from the SOS call station (𝑒3), mitigating amplification
threats.

3.2.  MaxSMT problem formulation and green optimization objectives

After being fed with these inputs, GreenShield-E2C formulates the 
firewall configuration problem as a particular type of constraint sat-
isfaction problem, named partial weighted MaxSMT. Unlike the more 
traditional SAT problems, MaxSMT involves using first-order theories, 
e.g., the integer theory, thus allowing for higher expressiveness, re-
quired for the representations of all the problem components, from the 
network topologies to the NSPs. It also generalizes the SMT problem 
due to its partial and weighted nature. On the one hand, it is partial 
because it is characterized by two types of clauses: hard constraints 
that must always be satisfied in an output correct solution, and soft 
constraints that instead should only be satisfied as far as possible. On 
the other hand, it is weighted because each soft constraint is given a 
weight representing its priority. Consequently, the goal of a MaxSMT 
solver is to find an assignment for all the free decision variables of the 
problem, i.e., all the variables that are not bounded to predefined con-
stant values, such that all hard constraints are satisfied simultaneously, 
while the sum of the weights assigned to the satisfied soft constraints is
maximized.

The MaxSMT problem formulation has been adopted as it provides 
all three features that characterize the proposed approach, enriching 
the way it produces the output firewall configuration in a significant 
way. First, security automation is obtained by applying state-of-the-
art MaxSMT solvers to the formulated problem, so that they can use 
their internal algorithms to search for a correct solution efficiently. 

Second, formal correctness of the firewall configuration is ensured by 
construction, as long as all the input models used in the MaxSMT 
clauses adhere to the main characteristics of their real counterparts 
and capture all the information that may influence the solution correct-
ness. Third, optimization is reached thanks to the presence of soft con-
straints, which are relaxable and do not impact the search for a correct
solution.

In more detail, GreenShield-E2C uses hard constraints to check for 
the satisfaction of all the input NSPs. For each NSP, a hard constraint 
is introduced to state that the NSP must be satisfied by activating and 
configuring some physical or virtual firewalls. It also introduces a set 
of hard constraints for each middlebox in the logical network topology 
to specify the way they can forward traffic flows, because this behavior 
may impact the NSP satisfaction (e.g., a traffic flow may never be able 
to reach a destination, thus preventing the satisfaction of a correspond-
ing reachability NSP). Instead, it defines soft constraints to express two 
green optimization objectives: i) the minimization of the average power 
consumption of active/deployed firewalls, and ii) the blocking of traf-
fic flows that match the condition of selected isolation NSPs as close as 
possible to their sources.

In defining these constraints, some predicates are intentionally left 
unspecified, i.e., they are not assigned fixed values, because the goal 
of solving the firewall configuration problem is to determine appro-
priate assignments for them. Examples of such free predicates include 
those that represent whether a firewall should be deployed or cap-
ture decisions about which filtering rules the firewall should imple-
ment. Moreover, the formulated problem is always decidable, i.e., a 
solution can always be found if it exists. This characteristic is pro-
vided by the fact that the theories selected for the problem formula-
tion (i.e., the Boolean and integer theories, including only relational 
operators, without quantifiers) do not include operations such as the 
multiplication one, which would have made the MaxSMT problem
undecidable.

3.3.  Output of GreenShield-E2C

GreenShield-E2C tries to solve the formulated MaxSMT problem au-
tomatically by using a state-of-the-art solver, which investigates the so-
lution space to search for a correct solution, i.e., a solution satisfying all 
the hard constraints. The reason for the adoption of such an approach is 
two-fold. First, modern MaxSMT solvers, which embed formally proven 
algorithms and strategies to speed up the performance, are able to find 
out if a correct solution exists in polynomial time on average, despite 
the NP-completeness of MaxSMT problems in terms of worst-case com-
putational complexity. Second, any solver that follows the MaxSMT se-
mantics can be used as-is, without needing to change the problem for-
mulation or affecting the correctness and consistency of the solutions.

The result of this search carried out by the solver may be i) that 
no solution exists, or ii) the solution representing the optimal firewall 
configuration.

In the former case, a non-enforceability result is provided to the net-
work administrator, as the solver could not find any solution satisfying 
all the hard constraints. A possible reason for unsatisfiability may be 
that the input VNF types have requirements not supported by the avail-
able ACs. However, the administrator can benefit from this information 
by changing the inputs accordingly, e.g., by introducing new VNF types, 
so that the solution space of the new MaxSMT problem is bigger, and 
the chance of finding a correct solution is higher.

In the latter case, the identified solution consists of two elements. 
One is the firewall allocation scheme, identifying which physical fire-
walls have been allocated and which ACs have been used to allocate 
firewall VNFs. The other is the filtering rule set associated with each ac-
tivated physical firewall or allocated firewall VNF. Both elements have 
been produced by ensuring that all requested NSPs are satisfied, and that 
the previously outlined green optimizations are met as much as possible.
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3.4.  Operational and applicability aspects

This subsection discusses operational and applicability aspects of the 
proposed approach, with the goal of clarifying its practical use in edge-
to-cloud scenarios. In particular, it addresses input availability and spec-
ification, discusses how the continuum dynamism can be handled, and 
explains the applicability of the green optimization.

Input availability and specification. The MaxSMT solver assumes that all 
inputs provided to GreenShield-E2C are specified correctly, i.e., they ac-
curately reflect the characteristics of their real counterparts, such as the 
network topology and its configuration. If errors are introduced in the 
input specification, unexpected results may be obtained from the prob-
lem resolution. Although this may occur, it is important to note that 
the inputs required by GreenShield-E2C are based on information com-
monly available to network administrators in operational environments, 
and their specification is relatively straightforward.

On the one hand, concerning availability, the description of the net-
work topology, the deployed services, and security requirements reflects 
information that administrators typically manage during routine net-
work operation activities, which can be easily derived with automated 
tools based on standardized interfaces such as OpenC2 [50]. Also power 
consumption values for physical firewalls, servers, and virtualization 
platforms can be easily obtained from vendor datasheets, benchmark 
reports, or empirical measurements, as already discussed. On the other 
hand, concerning specification, the required inputs can be obtained by 
translating the information, extracted in their own formats, into the rep-
resentation expected by GreenShield-E2C, and this simple translation 
step can be supported by automation mechanisms, including AI-based 
tools.

Handling of dynamism. The formal model on which GreenShield-E2C 
is based does not explicitly include variables or functions correlated 
to time. Instead, the proposed approach is conceived as a configura-
tion mechanism where firewall configurations are computed with re-
spect to a given set of operating assumptions. Despite this characteris-
tic, GreenShield-E2C can still be employed to handle dynamic scenarios. 
In particular, network administrators can compute multiple configura-
tions corresponding to different operational scenarios, e.g., by associat-
ing different power consumption values with the firewall models to rep-
resent varying traffic load conditions. These alternative configurations 
can then be rapidly deployed when the corresponding operating condi-
tions arise. Furthermore, if new circumstances arise, such as changes in 
traffic patterns, security policies, or network topology, the GreenShield-
E2C approach can be applied again to compute an updated configuration 
that reflects the new scenario.

From an operational perspective, GreenShield-E2C may also be inte-
grated with SDN/NFV orchestration systems by exposing its computed 
firewall allocation schemes and rule sets through interfaces of the frame-
work implementing it, enabling orchestration frameworks to deploy, up-
date, or replace firewall configurations at runtime.

Applicability of the green optimization. Achieving the green optimization 
objectives pursued by GreenShield-E2C, i.e., the minimization of the 
power consumption associated with firewall usage in the edge-to-cloud 
continuum and the minimization of the traversal path of traffic flows 
that must be blocked, is a complex task by itself. These goals require 
reasoning on firewall allocation, rule configuration, and traffic prop-
agation across heterogeneous network layers jointly, while accounting 
for the energy impact of both physical and virtualized components. Even 
if they are pursued by GreenShield-E2C in isolation, without account-
ing for trade-offs with parameters such as latency and reliability, their 
achievement and effective application represent a significant step for-
ward with respect to the current literature about security sustainability, 
as already described in Section 2, which is the main focus of this study.

4.  Model

This section describes the formal models defined for the main el-
ements of the MaxSMT problem, to provide correctness by construc-
tion in its automatic resolution. Specifically, it illustrates the physical 
and logical network models (Section 4.1), the firewall VNF model (Sec-
tion 4.2), the power and resource consumption model (Section 4.3), the 
traffic and network function models (Section 4.4), the NSP model (Sec-
tion 4.5), and the firewall configuration model (Section 4.6). Finally, 
other useful model elements are presented (Section 4.7).

Table 6 includes the main formal notations (symbols, functions, pred-
icates, operators) used in the next sections.

4.1.  Network models

4.1.1.  Physical network model
The first input of GreenShield-E2C, i.e., the physical network topol-

ogy, is modeled as a directed graph 𝐺𝑝 = (𝑁𝑝, 𝐿𝑝).
The vertex set 𝑁𝑝 includes all the physical nodes such that each 𝑛𝑖 ∈

𝑁𝑝 is identified by a unique non-negative integer number 𝑖 through the 
index𝑁𝑝 ∶ 𝑁𝑝 → ℕ0 function. The edge set 𝐿𝑝 is the set of directed links 
among physical network nodes. For that, each 𝑙 ∈ 𝐿𝑝 is identified by the 
two non-negative integers identifying the nodes at the extremity of 𝑙, and 
this other association is represented by the index𝐿𝑝 ∶ 𝐿𝑝 → ℕ2

0 function.
Regarding the vertex set, this is further modeled as the tuple 𝑁𝑝 =

(𝐸𝑝, 𝑂𝑝, 𝐶𝑝), where each subset represents a different layer of the con-
tinuum. In particular, 𝐸𝑝 is the set of all physical endpoints (e.g., traffic 
cameras, humidity sensors, or environmental office personal computers) 
in the edge layer, 𝑂𝑝 is the set of all physical elements of the fog layer, 
while 𝐶𝑝 is the set of remote servers in data centers of the cloud layer. 
For what concerns the fog layer, 𝑂𝑝 can contain different node types, 
namely, 𝑂𝑝 = (𝑀𝑝,𝑊𝑝, 𝑆𝑝), where 𝑀𝑝 is the set of physical middleboxes, 
firewalls excluded (e.g., NATs, traffic monitors)1, 𝑊𝑝 is the set of phys-
ical packet-filtering firewalls which may be activated by GreenShield-
E2C if deemed useful, and 𝑆𝑝 is the set of physical fog servers where 
some virtual functions can be deployed.

Moreover, each physical server in 𝑆𝑝 ∪ 𝐶𝑝 is associated with a vir-
tualization technology platform (e.g., KVM, Docker), which is used for 
VNF deployment and management. The set of all technologies used in 
the input 𝐺𝑝 is denoted as 𝐾. Instead, the function that maps a server 
to the installed technology is 𝜅∶ 𝑆𝑝 ∪ 𝐶𝑝 → 𝐾.

4.1.2.  Logical network model
The second input, i.e., the logical network service topology, mapped 

to the physical infrastructure, is modeled as another directed graph 𝐺𝑙 =
(𝑁𝑙 , 𝐿𝑙), where nodes and links are identified through the index𝑁𝑙 ∶ 𝑁𝑙 →

ℕ0 and index𝐿𝑙 ∶ 𝐿𝑙 → ℕ2
0 functions, working on different inputs but in the 

same way as their counterparts named with 𝑝 subscript. Here, the model 
definition for 𝑁𝑙 and 𝐿𝑙 requires taking into account their relation to the 
elements of the physical network topology. As concerns the 𝑁𝑙 set, it is 
modeled as 𝑁𝑙 = (𝐸𝑙 , 𝐹𝑙 , 𝐶𝑙), where each subset again refers to a different 
continuum layer (edge, fog, and cloud).

In the edge layer, 𝐸𝑙 contains the same physical endpoints as 𝐸𝑝, 
as this network part is mainly composed of physical IoT systems com-
municating with remote services or with each other. The two edge sets 
therefore coincide, i.e., 𝐸𝑙 = 𝐸𝑝.

In the fog layer, the logical node set 𝐹𝑙 is the tuple 𝐹𝑙 =
(𝑀𝑝,𝑊𝑝,𝑀𝐹

𝑙 , 𝐴𝐹
𝑙 ). 𝑀𝑝 and 𝑊𝑝 are the same physical middlebox and fire-

wall sets of 𝑂𝑝, as each one provides a service by itself from the logical 
point of view. 𝑀𝐹

𝑙  is the set of VNFs exercising service functions other 
than firewalling, already deployed on a specific server 𝑠 ∈ 𝑆𝑝. Instead, 

1 In the reminder of the paper, when we use the term “middleboxes“, we refer 
to “service functions, firewall excluded“, to avoid excessive repetitions of the 
full clause.
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Table 6 
Notation. 
 Notation Element  Definition
 Symbols
𝔹  Set of Boolean values {true, false}
𝐺𝑝 = (𝑁𝑝 , 𝐿𝑝)  Directed graph modeling the

 physical network
𝑁𝑝 = (𝐸𝑝 , 𝑂𝑝 , 𝐶𝑝)  Physical nodes: endpoints,

 fog, and cloud nodes
𝑂𝑝 = (𝑀𝑝 ,𝑊𝑝 , 𝑆𝑝)  Fog layer nodes: middleboxes,

 firewalls, and servers
𝐾 = {𝑘1 , 𝑘2 ,… , 𝑘

|𝐾|

}  Virtualization technology
 platforms

𝐺𝑙 = (𝑁𝑙 , 𝐿𝑙)  Directed graph modeling the
 logical network

𝑁𝑙 = (𝐸𝑙 , 𝐹𝑙 , 𝐶𝑙)  Logical network nodes by layer:
 edge, fog, cloud

𝐹𝑙 = (𝑀𝑝 ,𝑊𝑝 ,𝑀𝐹
𝑙 , 𝐴

𝐹
𝑙 )  Fog layer logical nodes: middleboxes,

 physical firewalls, VNFs, and ACs
𝐶𝑙 = (𝑀𝐶

𝑙 , 𝐴
𝐶
𝑙 , 𝐸

𝐶
𝑙 )  Cloud layer logical nodes:

 VNFs, ACs, and service endpoints
𝑀𝑙 = 𝑀𝐶

𝑙 ∪𝑀𝐹
𝑙  Set of all middlebox VNFs

𝐴𝑙 = 𝐴𝐶
𝑙 ∪ 𝐴𝐹

𝑙  Set of all ACs
𝑆 = 𝑆𝑝 ∪ 𝐶𝑝  Set of all servers
𝑉 = (𝑣1 , 𝑣2 ,… , 𝑣

|𝑉 |

)  Firewall VNF types
𝑇 = (𝑡1 , 𝑡2 ,… , 𝑡

|𝑇 |)  Packet classes
𝑡 = 𝑞𝑡,1 ∨ 𝑞𝑡,2 ∨… ∨ 𝑞𝑡,𝑛𝑡  Single traffic
𝑞𝑡,𝑖 = (IPSrc, IPDst, pSrc,  Single traffic condition
pDst, tProto)
𝐹 = (𝑓1 , 𝑓2 ,… , 𝑓

|𝐹 |

)  Traffic flows
𝑃 = (𝑝1 , 𝑝2 ,… , 𝑝

|𝑃 |)  NSPs
𝑝 = (𝑦, 𝑘)  Single NSP: type, condition
𝑔𝑛 = (𝑑𝑛 , 𝔽𝑛)  Filtering configuration: default

 action, rule set
 Functions
index𝑁𝑝 ∶ 𝑁𝑝 → ℕ0  Maps a physical node to its index
index𝐿𝑝 ∶ 𝐿 → ℕ2

0  Maps a physical link to its index
𝜅∶ 𝑆𝑝 ∪ 𝐶𝑝 → 𝐾  Maps a server to its virtualization

 technology platform
index𝑁𝑙 ∶ 𝑁𝑙 → ℕ0  Maps a logical node to its index
index𝐿𝑙 ∶ 𝐿𝑙 → ℕ2

0  Maps a logical link to its index
𝜎∶ 𝑀𝑙 ∪ 𝐴𝑙 → 𝑆  Maps a middlebox VNF or an AC

 to the related physical server
𝛾∶ 𝑆 → (𝑀𝑙 ∪ 𝐴𝑙)  Maps a physical server to the

 related middlebox VNFs and ACs
𝜋 ∶ 𝐹 → (𝑁𝑙)∗  Maps a flow to the ordered list

 of traversed nodes
𝜏 ∶ 𝐹 ×𝑁𝑙 → 𝑇  Maps a flow and a node to

 ingress traffic
𝜇 ∶ 𝑁𝑙 × 𝑇 → 𝑇  Maps input traffic to its

 output form
𝜄 ∶ 𝔹 → {0, 1}  Maps a Boolean to an integer

 (false=0, true=1)
 Predicates
supported ∶ 𝑉 × 𝑆 → 𝔹  True iff the firewall VNF type is

 supported by the server
deployed ∶ 𝑉 × 𝐴𝑙 → 𝔹  True iff the firewall VNF is

 deployed at the AC
deny ∶ 𝑁𝑙 × 𝑇 → 𝔹  True iff the node drops input traffic
near ∶ 𝑃 → 𝔹  True iff traffic must be blocked

 as near as possible to the source
used ∶ 𝑊𝑝 ∪ 𝐴𝑙 → 𝔹  True iff a firewall or VNF is used
allowlist ∶ 𝑊𝑝 ∪ 𝐴𝑙 → 𝔹  True iff default action is

 deny (allowlist mode)
rule ∶ (𝑊𝑝 ∪ 𝐴𝑙) × 𝑇 → 𝔹  True iff the firewall has a rule

 matching the input traffic
 Operators
∧, ∨, ¬  used for conjunction, disjunction,

 negation
.  used to denote a tuple element

𝐴𝐹
𝑙  is the set of the fog-located ACs where a packet-filtering firewall VNF 

may be potentially installed by GreenShield-E2C, if considered neces-
sary to satisfy the input NSPs.

In the cloud layer, the logical node set is the tuple 𝐶𝑙 = (𝑀𝐶
𝑙 , 𝐴

𝐶
𝑙 , 𝐸

𝐶
𝑙 ). 

Similarly as for fog, 𝑀𝐶
𝑙  and 𝐴𝐶

𝑙  are the sets of middlebox and firewall 
VNFs, respectively, but possibly deployed in servers managed by a cloud 
provider. Instead, 𝐸𝐶

𝑙  is a set of virtual VNFs offering end services, which 
can be endpoints of communications with the elements in 𝐸𝑙 of the edge 
layer.

For the sake of conciseness, the notations 𝑀𝑙, 𝐴𝑙, and 𝑆 are intro-
duced, such that 𝑀𝑙 = 𝑀𝐶

𝑙 ∪𝑀𝐹
𝑙 , 𝐴𝑙 = 𝐴𝐶

𝑙 ∪ 𝐴𝐹
𝑙 , and 𝑆 = 𝑆𝑝 ∪ 𝐶𝑝, so as 

to simplify the formalism used in the remainder of the paper.

4.1.3.  Physical-logical network relationship model
The elements of the 𝑀𝑙 and 𝐴𝑙 sets are associated to elements of 

the 𝑆 set with the 𝜎 and 𝛾 functions, defined as 𝜎∶ 𝑀𝑙 ∪ 𝐴𝑙 → 𝑆 and 
𝛾∶ 𝑆 → (𝑀𝑙 ∪ 𝐴𝑙).

The former maps a middlebox VNF or an AC to the physical server 
where it is or may be deployed, while the latter maps a physical server, 
either in the fog or cloud layer, to the set of already deployed middlebox 
VNFs and ACs. Instead, the latter maps a physical server to the set of 
already deployed middlebox VNFs and possibly deployed firewall ones.

4.2.  Firewall VNF model

The third input of GreenShield-E2C is a set of possible firewall VNF 
types that may be deployed in fog and cloud servers, denoted as 𝑉 . 
Each server in 𝑆 is also characterized by a set 𝑉𝑠 of firewall VNFs it 
supports, which mainly depend on the installed virtualization technol-
ogy. As the relationships of each 𝑣 ∈ 𝑉  with both ACs and the related 
physical servers will represent a central ingredient for the definition of 
multiple hard and soft constraints of the MaxSMT problem, they are here 
modeled with two predicates, named supported and deployed.

On the one hand, the supported∶ 𝑉 × 𝑆 → 𝔹 predicate is true if the 
input firewall VNF type 𝑣 is supported by the server 𝑠, i.e., if 𝑣 ∈ 𝑉𝑠, false 
otherwise. The interpretation of this predicate is thus directly derived 
from the inputs, and does not require any subsequent reasoning from 
the MaxSMT solver.

On the other hand, the deployed∶ 𝑉 × 𝐴𝑙 → 𝔹 predicate is true if an 
instance of the firewall VNF type 𝑣 is deployed on the AC 𝑎 (and, phys-
ically, on the related server 𝜎(𝑎)), false otherwise. Different from the 
previous predicate, the interpretation of deployed will represent an out-
put of the methodology, as it will be fully established by the solver.

4.3.  Power and resource consumption model

Each physical firewall 𝑤 ∈ 𝑊𝑝 is associated with a power consump-
tion cost 𝑐𝑤, representing the average power consumption when 𝑤 is 
active (i.e., it has been powered up). It is also associated with the maxi-
mum number of configurable rules 𝑟max

𝑤 , related to the firewall available 
resources and filtering performance.

Each firewall VNF type 𝑣 ∈ 𝑉  is associated with a power consump-
tion cost 𝑐𝑣, related to the activation of an instance of that type on a 
server, and the maximum number of configurable rules 𝑟max

𝑣 . Besides, 
the deployment of 𝑣 ∈ 𝑉  in a server requires a number of processing 
cores denoted as cpu𝑣, and an amount of memory denoted as ram𝑣.

Each physical server 𝑠 ∈ 𝑆 and its related virtualization technology 
𝜅(𝑠) have a combined power consumption cost 𝑐𝑠 when the node is pro-
cessing an average traffic load (i.e., when the node is not idle). Overall, 
the actual power consumption of a server is the sum of 𝑐𝑠 and the costs 
𝑐𝑣 of the allocated VNFs. In relation to this aspect, 𝑠 ∈ 𝑆 is associated 
with a parameter 𝑙𝑠 expressing the upper threshold over which the over-
all power consumption cannot go. Moreover, each 𝑠 ∈ 𝑆 is associated 
with a parameter cpu𝑠 expressing the number of cores that are available 
for VNFs in that server, and a parameter ram𝑠 expressing the amount of 
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available memory2 These limits allow modeling heterogeneous resource 
constraints of the devices located across the edge-to-cloud continuum. 
As examples, servers deployed closer to the network edge are typically 
characterized by tighter power and resource limitations, while servers 
in the core of the fog network or in the cloud can offer higher computa-
tional capacity and energy limit. Therefore, they will be used to define 
hard constraints in the MaxSMT problem formulation, establishing that 
the overall power and resource consumption related to the possibly mul-
tiple deployed VNFs does not exceed the respective limits.

4.4.  Traffic and network function models

4.4.1.  Traffic model
The modeling approach pursued in this study is not per-packet, but 

per-packet class. Namely, a packet class is defined as a group of pack-
ets sharing the same characteristics in terms of values characterizing 
their IP 5-tuple fields. This definition is enough to address the automatic 
configuration of packet-filtering firewalls, as they make decisions only 
based on those five fields. From here on, for the sake of conciseness, a 
packet class is referred to as traffic.

Let 𝑇  be the set of all possible traffics received by at least a node 
𝑛 ∈ 𝑁𝑙. A traffic 𝑡 ∈ 𝑇  is modeled as a disjunction of predicates 𝑞𝑡,1 ∨
𝑞𝑡,2 ∨… ∨ 𝑞𝑡,𝑛𝑡 . In turn, each 𝑞𝑡,𝑖 sub-predicate is modeled as a conjunc-
tion of five predicates, imposing specific values for the IP 5-tuple, and 
concisely written as a tuple 𝑞𝑡,𝑖 = (IPSrc, IPDst, pSrc, pDst, tProto). Each 
sub-predicate of 𝑞𝑡,𝑖 may define a specific value (e.g., a single IP address 
such as 184.53.44.82 or a single port such as 22) or a grouping condi-
tion (e.g., an IP address range 10.15.12.0/24, or a port range [12300, 
12500]).

A packet belongs to a traffic 𝑡 if its IP 5-tuple fields have values 
satisfying at least one of the 𝑞𝑡,𝑖 sub-predicates composing 𝑡.

4.4.2.  Traffic flow model
Nodes in 𝑁𝑙 can modify any received traffic 𝑡 before sending it to the 

next hop. The concept of how a traffic crosses 𝐺𝑙, undergoing possible 
modifications before reaching its final destination, is defined as traffic 
flow.

Let 𝐹  be the set of all possible traffic flows crossing 𝐺𝑙. A traffic flow 
𝑓 ∈ 𝐹  is modeled as a list of nodes and traffics, in an alternated way, 
i.e., 𝑓 = [𝑛𝑠, 𝑡𝑠𝑎, 𝑛𝑎, 𝑡𝑎𝑏, 𝑛𝑏, … , 𝑛𝑗 , 𝑡𝑗𝑘, 𝑛𝑘, … , 𝑛𝑝, 𝑡𝑝𝑑 , 𝑛𝑑 ]. The extremity 
elements of this list, 𝑛𝑠 and 𝑛𝑑 , are endpoints, i.e., 𝑛𝑠, 𝑛𝑑 ∈ 𝐸𝑙 ∪ 𝐸𝐶

𝑙 . The 
other nodes appearing in the list are middleboxes, packet-filtering fire-
walls or ACs, i.e., they belong to the 𝑀𝑝, 𝑊𝑝, 𝑀𝐹

𝑙 , 𝐴𝐹
𝑙 , 𝑀𝐶

𝑙  and 𝐴𝐶
𝑙  sets. 

Instead, each traffic 𝑡𝑖𝑗 represents the packets possibly forwarded from 
𝑛𝑖 to 𝑛𝑗 in the flow, after 𝑛𝑖 has applied a possible transformation. This 
formalization allows to express how packets are modified and steered 
to pass through in case they were not stopped, and then the possibility 
that they could be dropped will be taken into account by the MaxSMT 
solver.

Relationships among traffic flows, single traffics, and network nodes 
are modeled with a pair of functions. On the one hand, the 𝜋∶ 𝐹 → (𝑁𝑙)∗

function maps a flow to the ordered list of nodes crossed by that flow, 
including the destination, but excluding the source. On the other hand, 
the 𝜏∶ 𝐹 ×𝑁𝑙 → 𝑇  function maps a flow and a node to the traffic, be-
longing to that flow, received by that node.

All possible traffic flows 𝐹  crossing 𝐺𝑙 can be pre-computed before 
the MaxSMT problem formulation, by knowing the input NSPs and the 
network function behavior (later formalized in this section). Indeed, 
multiple algorithms exist in the literature for this purpose. In this study, 
we adopt the Atomic Flow computation strategy, based on the Atomic 
Predicate idea, originally proposed by Yang and Lam in [51,52] and re-

2 In the case of 𝑠 ∈ 𝐶𝑝, these parameters are to be meant as the amount of 
resources that the cloud provider is willing to offer to a consumer for their VNFs 
in that server.

cently reused by other studies [53,54]. As we did not apply changes to 
this algorithm, we do not report it in this paper.

4.4.3.  Network function model
Concerning network service functions (e.g., network address transla-

tors, load balancers, simple forwarders, and firewalls themselves), only 
their forwarding and modification behaviors require modeling, as they 
are the only behavior components impacting the resolution of the fire-
wall configuration problem.

On the one hand, the forwarding behavior specifies if a traffic is 
blocked by the network function and it is modeled by deny∶ 𝑁𝑙 × 𝑇 →
𝔹. This predicate maps a network function installed on the node 𝑛 ∈
𝑁𝑙 and a traffic 𝑡 ∈ 𝑇  to true if 𝑛 drops all the packets included in the 
class 𝑡 (i.e., satisfying at least one of the 𝑞𝑡,𝑖 sub-predicates of 𝑡), to false 
otherwise. On the other hand, the modification behavior defines how a 
traffic is modified by a network function (e.g., by changing the source 
IP address) and it is modeled by 𝜇∶ 𝑁𝑙 × 𝑇 →𝑇  . This function maps a 
network function installed in the node 𝑛 ∈ 𝑁𝑙 and an input traffic 𝑡 to the 
traffic that may be produced by 𝑛 as output. Note that 𝜇 may also be the 
identity function, if no modification is ever applied by the corresponding 
network function.

4.5.  Network security policy model

The fourth input of GreenShield-E2C is a set of NSPs that must be 
enforced in the network.

Let 𝑃  be the set of the input NSPs. 𝑝 ∈ 𝑃  is modeled as a tuple 
𝑝 = (𝑦, 𝑘), where 𝑦 is the NSP type, 𝑘 is the policy condition, identifying 
the traffic to which the NSP is related. For the former, 𝑦 is a constant 
that is assigned with the i or r value, depending on whether the NSP 
is requesting isolation or reachability, respectively. For the latter, 𝑘 is 
modeled in the same way as 𝑡 as it expresses a condition on a traffic, i.e., 
𝑘 = (IPSrc, IPDst, pSrc, pDst, tProto). In greater detail, 𝑘 provides infor-
mation on how the matching traffic appears at the source and at the 
destination of the crossed network path. This means that the predicates 
IPSrc and pSrc specify conditions on the traffic generated by the source, 
while the predicates IPDst, pDst, and tProto specify conditions on the traf-
fic received by the destination. The set of all the flows satisfying these 
conditions for an NSP 𝑝 ∈ 𝑃  is denoted as 𝐹𝑝 ⊆ 𝐹 .

Additionally, the predicate near∶ 𝑃 →𝔹 maps an NSP 𝑝 to true if it 
is an isolation policy for which the user requested that the identified 
traffic must be blocked as close as possible to its source.

4.6.  Firewall configuration model

Two aspects of the firewall configuration are modeled: i) the usage 
of the firewalling instances composing the distributed architecture; ii) 
the filtering configuration of each used firewall.

The usage of each firewall is modeled with the used∶ 𝑊𝑝 ∪ 𝐴𝑙 → 𝔹
predicate, which is applicable to both physical firewalls and firewall 
VNFs allocated in the ACs of the fog and cloud layers. Specifically, this 
predicate maps a physical firewall 𝑤 ∈ 𝑊𝑝 to true if that firewall must be 
activated to enforce some input NSPs, to false if it can be left unused or 
removed from the physical infrastructure. Instead, it maps an AC 𝑎 ∈ 𝐴𝑙
to true if a firewall VNF must be used there, to false otherwise. In this 
second case, the used predicate will have to be linked to the deployed
predicate through some constraints. Additionally, the GreenShield-E2C 
user can impose that a firewall 𝑤 ∈ 𝑊𝑝 must be necessarily included 
in the final configuration, e.g., because of some organizational policy. 
Similarly, the user may want to enforce the usage of a firewall VNF in 
an AC 𝑎 ∈ 𝐴𝑙. In this particular case, the used predicate maps the related 
input firewalls to true. For all the other firewalls, the used predicate is 
left free, i.e., there is no imposition on the Boolean value to which the 
predicate maps those firewalls, as it will be computed by the solver as 
output.
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The filtering configuration 𝑔𝑛 of each firewall 𝑛 ∈ 𝑊𝑝 ∪ 𝐴𝑙 is mod-
eled as the tuple 𝑔𝑛 = (𝑑𝑛, 𝔽𝑛). 𝔽𝑛 is a set of filtering rules, while 𝑑𝑛 is 
the default action applied to any traffic that does not match the con-
dition of any filtering rule in 𝔽𝑛. The possible values that can be as-
signed to 𝑑𝑛 are “deny” or “allow”. In relation to this assignment, the 
allowlist∶ 𝑊𝑝 ∪ 𝐴𝑙 → 𝔹 predicate maps a firewall 𝑛 ∈ 𝑊𝑝 ∪ 𝐴𝑙 to true if 
it is configured in allowlist mode with “deny” as default action, and to 
false if it is configured in denylist mode with “allow” as the default ac-
tion. Instead, each 𝕗 ∈ 𝔽𝑛 is a specific rule defined as 𝕗 = (𝕒𝕗 , 𝕜𝕗 ), where 
𝕒𝕗  is the rule action, while 𝕜𝕗  is the rule condition identifying matching 
packet classes. For a firewall 𝑛, each 𝕒𝕗  is “allow” if 𝑑𝑛 is “deny”, and 
vice versa. In view of this assumption, the rule∶ 𝑊𝑝 ∪ 𝐴𝑙 × 𝑇 → 𝔹 pred-
icate is introduced to map a firewall 𝑛 ∈ 𝑊𝑝 ∪ 𝐴𝑙 and a traffic 𝑡 ∈ 𝑇  to 
true if 𝑛 is configured with a filtering rule whose condition is matched 
by the packets of 𝑡, and to false otherwise. In fact, the action can be 
easily derived from the interpretation of the allowlist predicate. In con-
clusion, both the allowlist and rule predicates are left free so that the 
solver can establish them in a way that satisfies the MaxSMT problem 
soft constraints, i.e., the ones optimizing power consumption.

4.7.  Other model elements

Two auxiliary model elements, which cannot be reduced to a specific 
scope, are introduced here.

The “.” notation is used to denote a specific tuple element. For in-
stance, given a tuple 𝑢 = (𝑎, 𝑏, 𝑐), 𝑢.𝑎 identifies element 𝑎 of tuple 𝑢.

The 𝜄∶ 𝔹 → {0, 1} function maps the Boolean value false to the integer 
0, and true to 1. It will thus be used in the problem constraints to move 
from the Boolean theory to the integer one.

5.  MaxSMT problem

This section formalizes all the constraints composing the MaxSMT 
problem. On the one hand, it describes the hard constraints related 
to NSP enforcement (Section 5.1), network forwarding behavior (Sec-
tion 5.2), firewall usage and deployment (Section 5.3). On the other 
hand, it presents the soft constraints related to power consumption due 
to firewall configuration (Section 5.4).

5.1.  Hard constraints related to NSPs

The highest-level constraints are those requesting the enforcement 
of all NSPs, as they are strictly related to the user-specified security 
requirements. These constraints differ depending on the type of NSP 
that must be enforced, i.e., isolation or reachability.

The hard constraint defined for an isolation NSP 𝑝 ∈ 𝑃  such that 
𝑝.𝑦 = 𝑖 is formalized in (1). This clause imposes that all traffic flows 𝐹𝑝
satisfying 𝑝.𝑘 must be prevented from reaching their destination. This 
imposition is achieved if, for each possible flow 𝑓 ∈ 𝐹𝑝, at least a (phys-
ical or virtual) firewall is used in the flow path 𝜋(𝑓 ), and it actively 
blocks the traffic 𝜏(𝑓, 𝑛) related to that flow.
∀𝑓 ∈ 𝐹𝑝. ∃𝑛 ∈ 𝑊𝑝 ∪ 𝐴𝑙 . (𝑛 ∈ 𝜋(𝑓 )∧

used(𝑛) ∧ deny(𝑛, 𝜏(𝑓, 𝑛)))
(1)

The hard constraint defined for a reachability NSP 𝑝 ∈ 𝑃  such that 
𝑝.𝑦 = 𝑟 is formalized in (2). This clause is the negation of the one ex-
pressed in (1). In fact, it imposes that, among all traffic flows 𝐹𝑝 satisfy-
ing 𝑝.𝑘, at least a flow 𝑓 ∈ 𝐹𝑝 can reach its destination. This imposition 
is achieved if, for at least a flow 𝑓 ∈ 𝐹𝑝, any (physical or active) fire-
wall which is used in the flow path 𝜋(𝑓 ) does not block the traffic 𝜏(𝑓, 𝑛)
related to that flow.
∃𝑓 ∈ 𝐹𝑝. ∀𝑛 ∈ 𝑊𝑝 ∪ 𝐴𝑙 . (𝑛 ∈ 𝜋(𝑓 )∧

used(𝑛) ⟹ ¬deny(𝑛, 𝜏(𝑓, 𝑛)))
(2)

In both (1) and (2), the firewall forwarding behavior is taken into 
account through the inclusion of the deny predicate. Therefore, the satis-
faction of the NSP enforcement constraints requires that the lower-level 

hard constraints related to the network forwarding behavior and those 
related to firewall usage and deployment are also satisfied.

5.2.  Hard constraints related to the network forwarding behavior

Some hard constraints are defined over the deny predicate, also ap-
pearing in (1) and (2), to express the network forwarding behavior, and 
depend on the specific function types present in the logical topology. In 
this study, two main function type classes are considered.

The first class includes all the network functions that can never block 
traffic flows, i.e., the endpoints in 𝐸𝑙 ∪ 𝐸𝐶

𝑙  and the middleboxes in 𝑀𝑙 (as 
the 𝑀𝑙 does not include firewalls). For any of these network functions, 
the hard constraint formalized in (3) makes 𝑑𝑒𝑛𝑦 maps that node and 
any received traffic to false.
∀𝑛 ∈ (𝐸𝑙 ∪ 𝐸𝐶

𝑙 ∪𝑀𝑙).∀𝑓 ∈ 𝐹 .(deny(𝑛, 𝜏(𝑓, 𝑛)) = false) (3)

The second class includes all physical firewalls in 𝑊𝑝 and all virtual 
firewalls that may be possibly deployed in the ACs of 𝐴𝑙. Unlike the mid-
dleboxes in 𝑀𝑙, firewalls may block or allow the input traffic depending 
on their filtering rules. The hard constraint formalized in (4) expresses 
both possible cases of this more complex forwarding behavior. A fire-
wall blocks an input traffic 𝑡 if and only if the firewall is actually used 
and either (a) the firewall applies the “deny” default action due to the 
absence of “allow” rules matching 𝑡, or (b) the firewall applies a “deny” 
rule before 𝑡 could be processed by the “allow” default action.

∀𝑛 ∈ 𝑊𝑝 ∪ 𝐴𝑙 . ∀𝑓 ∈ 𝐹 .

(deny(𝑛, 𝜏(𝑓, 𝑛)) = (used(𝑛) ∧ ((a) ∨ (b))))

(a) = allowlist(𝑛) ∧ ¬rule(𝑛, 𝜏(𝑓, 𝑛))

(b) = ¬allowlist(𝑛) ∧ rule(𝑛, 𝜏(𝑓, 𝑛))

(4)

The deny and rule predicates appearing in these constraints are left 
free, with minor exceptions related to restrictions imposed by the ad-
ministrator.

5.3.  Hard constraints related to firewall usage and deployment

In general, the used predicate is left free, because its interpretation 
represents an output of GreenShield-E2C and should be determined by 
the solver automatically. However, the user may restrict the solution 
space by imposing that some physical or virtual firewalls must be nec-
essarily used. The hard constraint formalized in (5) represents this im-
position, by making the used predicate map firewall 𝑛 ∈ 𝑊𝑝 ∪ 𝐴𝑙 to true.
used(𝑛) = true (5)

Other four hard constraints are related to firewall positioning in the 
logical ACs and their deployment in the corresponding physical servers.

First, if a firewall is used in an AC 𝑎 ∈ 𝐴𝑙 belonging to the server 𝜎(𝑎), 
it is required that an instance of a firewall VNF type 𝑣 ∈ 𝑉 , supported by 
the server itself, is deployed on 𝑎, as formalized by the hard constraint 
(6).

∀𝑎 ∈ 𝐴𝑙 .
(

used(𝑎) ⟹

(∃𝑣 ∈ 𝑉 . (deployed(𝑣, 𝑎) ∧ supported(𝑣, 𝜎(𝑎))))
) (6)

Second, if an instance of a firewall VNF type 𝑣 ∈ 𝑉  is deployed in 
an AC 𝑎 ∈ 𝐴𝑙, the deployment of a different type 𝑣′ ∈ 𝑉  is forbidden, 
because it would be meaningless and redundant, as formalized by the 
hard constraint (7).
∀𝑎 ∈ 𝐴𝑙 . ∀𝑣 ∈ 𝑉 . (deployed(𝑣, 𝑎) ⟹

(∀𝑣′ ∈ 𝑉 | 𝑣′ ≠ 𝑣. (¬deployed(𝑣′, 𝑎))))
(7)

Third, for each server 𝑠 ∈ 𝑆, the number of available cores cpu𝑠 can-
not be exceeded by the overall number of processing cores demanded 
by the VNFs located in the ACs of the set 𝛾(𝑠). Similar consideration ap-
plies to the amount of available memory ram𝑠. These two restrictions 
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are formalized by the hard constraints (8) and (9).

∀𝑠 ∈ 𝑆.

(

∑

𝑎∈𝛾(𝑠)

(

∑

𝑣∈𝑉
𝜄
(

deployed(𝑣, 𝑎)
)

⋅ cpu𝑣

))

≤ cpu𝑠 (8)

∀𝑠 ∈ 𝑆.

(

∑

𝑎∈𝛾(𝑠)

(

∑

𝑣∈𝑉
𝜄
(

deployed(𝑣, 𝑎)
)

⋅ ram𝑣

))

≤ ram𝑠 (9)

Fourth, a significant hard constraint, formalized in (10), is related 
to power consumption. Specifically, the upper power consumption limit 
𝑙𝑠 of any server 𝑠 ∈ 𝑆 cannot be exceeded by the consumption of the 
deployed VNFs. In terms of formalization, the main difference of this 
constraints with respect to the ones presented in (8) and (9) is that the 
cost 𝑐𝑠 is included, to take into account the combined cost of the running 
physical server 𝑠 and its related virtualization technology 𝜅(𝑠).

∀𝑠 ∈ 𝑆. 𝑐𝑠 +

(

∑

𝑎∈𝛾(𝑠)

(

∑

𝑣∈𝑉
𝜄
(

deployed(𝑣, 𝑎)
)

⋅ c𝑣

))

≤ l𝑠 (10)

Finally, some hard constraints impose the maximum number of con-
figurable rules related to each used physical firewall or deployed VNF be 
respected. These two cases are formalized in (11) and (12), respectively.

∀𝑤 ∈ 𝑊𝑝. used(𝑤) ⟹

⎛

⎜

⎜

⎜

⎜

⎝

∑

𝑓∈𝐹𝑝|
𝑤∈𝜋(𝑓 )

𝜄
(

rule(𝑤, 𝜏(𝑓,𝑤))
)

⎞

⎟

⎟

⎟

⎟

⎠

≤ 𝑟𝑚𝑎𝑥𝑤

(11)

∀𝑎 ∈ 𝐴𝑙 . used(𝑎) ⟹

⎛

⎜

⎜

⎜

⎜

⎝

∑

𝑓∈𝐹𝑝|
𝑎∈𝜋(𝑓 )

𝜄
(

rule(𝑎, 𝜏(𝑓, 𝑎))
)

⎞

⎟

⎟

⎟

⎟

⎠

≤

(

∑

𝑣∈𝑉
𝜄
(

deployed(𝑣, 𝑎)
)

⋅ 𝑟𝑚𝑎𝑥𝑣

)

(12)

5.4.  Soft constraints related to power consumption due to firewall usage

The first optimization goal of GreenShield-E2C is to minimize the 
overall power consumption related to firewalls used in the whole edge-
to-cloud continuum. Three soft constraint classes are introduced for the 
achievement of this objective, related to:

• the minimization of the power consumption related to the usage of 
physical firewalls;

• the minimization of the power consumption related to the virtual-
ization technology running on the servers associated with used ACs;

• the minimization of the power consumption related to the single fire-
wall VNFs running in the server associated with the used ACs.

For the representation of the soft constraints, the notation Soft(𝜑,𝑤, 𝑔)
is used. There, 𝜑 is the formula which should be satisfied if possible, 𝑤
is the weight representing the penalty to be paid if 𝜑 cannot be satisfied, 
and 𝑔 is the group of soft constraints to which 𝜑 appears. All these three 
soft constraint classes are associated with the same optimization group 
𝑔1, so that they have the same relative priority.

The goal of minimizing the power consumption related to the us-
age of physical firewalls is formalized in (13). This formula states that 
the used predicate should map each physical firewall 𝑤 ∈ 𝑊𝑝 to false, 
if possible, so that only the ones that are really required are mapped to 
true.

∀𝑤 ∈ 𝑊𝑝. Soft(¬used(𝑤), 𝑐𝑤, 𝑔1) (13)

The goal of minimizing the power consumption related to the virtu-
alization technology running on the servers associated with used ACs is 
formalized in (14). This formula states that the used predicate should not 
map any AC associated with a server 𝑠 ∈ 𝑆 to true. Otherwise, a penalty 

Algorithm 1 computation of the weights for the constraint (16).
Input: an isolation NSP 𝑝 ∈ 𝑃
Output: the value of all weights 𝑐𝑛,𝑓
1: if near(𝑝) = true then
2:  for 𝑓 ∈ 𝐹𝑝 do
3:  𝑐𝑡𝑚𝑝 ← 1
4:  for 𝑛 ∈ 𝜋(𝑓 ) do
5:  if 𝑛 ∈ 𝑊𝑝 ∪ 𝐴𝑙 then
6:  𝑐𝑛,𝑓 ← 𝑐𝑡𝑚𝑝
7:  𝑐𝑡𝑚𝑝 ← 𝑐𝑡𝑚𝑝 + 1

of 𝑐𝑠 would be paid due to the necessity of running the virtualization 
technology to manage the deployed firewall VNFs.
∀𝑠 ∈ 𝑆. Soft(¬(∃𝑎 ∈ 𝛾(𝑠). used(𝑎)), 𝑐𝑠, 𝑔1) (14)

The goal of minimizing the power consumption of the single firewall 
VNFs running in the server associated with used ACs is formalized in 
(15). This formula states that no firewall VNF should be deployed in 
any AC, if possible.
∀𝑠 ∈ 𝑆. ∀𝑎 ∈ 𝛾(𝑠). ∀𝑣 ∈ 𝑉 . Soft(¬deployed(𝑣, 𝑎)), 𝑐𝑣, 𝑔1) (15)

5.5.  Soft constraints related to power consumption due to processing traffic

The second optimization goal of GreenShield-E2C is to block packet 
classes, identified by selected isolation NSPs, as close to their source as 
possible so that fewer middleboxes must process the corresponding traf-
fic flows and can consequently avoid consuming additional power. This 
objective is formalized in (16), whose formulas make the deny predi-
cate map each pair composed of a firewall or AC and each input traffic 
to false, if possible. The weights 𝑐(𝑛,𝑓 ) associated with these soft clauses 
start from 1 for the first firewall or AC encountered in the path 𝜋(𝑓 )
and are progressively increased by 1 for each crossed firewall or AC, as 
shown in Algorithm 1. In this way, if the solver needs to make a fire-
wall block a certain traffic identified by these selected isolation NSPs, 
it will choose it among the ones that are nearer to the source, because 
the penalty 𝑐(𝑛,𝑓 ) for making the formula of the constraint unsatisfied is 
lower.

∀𝑝 ∈ 𝑃 | near(𝑝) = true. ∀𝑓 ∈ 𝐹𝑝. ∀𝑛 ∈ 𝑁𝑙| 𝑛 ∈ 𝜋(𝑓 ).

Soft(¬deny(𝑛, 𝜏(𝑓, 𝑛)), 𝑐(𝑛,𝑓 ), 𝑔2)
(16)

5.6.  MaxSMT problem resolution

The MaxSMT problem representing the automatic firewall configura-
tion is built using all the previously described hard and soft constraints. 
An automated solver is then used to search for the optimal solution, af-
ter being configured in such a way to follow a lexicographic priority of 
objectives. Specifically, the constraints of group 𝑔1 are declared to the 
solver before the ones of group 𝑔2, so that it gives higher priority to sat-
isfy the first ones, as the most impactful choice for the minimization of 
firewall power consumption is determining if a firewall is used or not.

The solution search is unsuccessful if the solver cannot find a model, 
i.e., an interpretation for all free variables and predicates that satisfies 
all hard constraints. In this case, the user is informed about the unsat-
isfiability of the formulated problem, and may decide to modify some 
inputs for the next run.

Instead, if at least a satisfying interpretation exists, the solver iden-
tifies the solution that optimizes the satisfaction of the soft constraints, 
while respecting all hard ones. In greater detail, the produced model 
provides information about both the allocation scheme and configura-
tion rule set of the distributed packet-filtering firewall. The former de-
rives from the interpretation of the used and deployed predicates, which 
inform about which physical firewalls must be activated, which ACs 
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should have an active firewall VNF type, and which VNF types should 
be actually deployed there. The latter is derived from the interpretation 
of the allowlist and rule predicates, which establishes the default action 
for each use firewall, and its set of specific filtering rules, with opposi-
tion action.

6.  Implementation and validation

A Java-based framework was developed based on the proposed 
GreenShield-E2C approach. The implemented tool embeds Z3, a state-
of-the-art theorem prover, as automated MaxSMT problem solver [55]. 
It exposes REST APIs for interaction with external users or software, and 
it supports both JSON and XML formats as message encoding.

Multiple validation tests for the developed framework were carried 
out on a 4-core Intel i7-6700 3.40GHz workstation equipped with 32 
GB RAM, while using version 4.8.8 of the Z3 solver. On the one hand, 
optimization tests allowed to assess the achievement of the originally set 
green goals, in terms of minimization of power consumption related to 
the usage and configuration of packet-filtering firewalls (Section 6.1). 
On the other hand, scalability tests contributed to assessing how the 
performance of the tool varies depending on parameters of the inputs, 
e.g., the numbers of ACs and NSPs (Section 6.2). Finally, all the achieved 
results are synthesized to highlight the key strengths of GreenShield-E2C 
demonstrated across the experiments (Section 6.3).

6.1.  Optimization validation

The optimization provided by GreenShield-E2C in terms of mini-
mization of power consumption due to firewall activation was exper-
imentally assessed by carrying out the following tests:

1. GreenShield-E2C was compared with manual naïve configuration 
strategies, which lack the advanced optimization allowed by automa-
tion and can therefore be used for a baseline analysis;

2. GreenShield-E2C was compared with a reduced version of itself, de-
void of soft constraints, so that such ablation analysis can showcase 
the effectiveness of these clauses in achieving green optimization;

3. GreenShield-E2C was compared with the original GreenShield ap-
proach, which can minimize power consumption only of physical 
firewalls;

4. GreenShield-E2C was compared with a state-of-the-art approach for 
firewall configuration in virtual networks, VEREFOO, which only 
pursues the optimization goal of minimizing the number of allocated 
firewalls, independently of their power consumption;

5. GreenShield-E2C was applied to three different operational condi-
tions characterized by different amounts of traffic, so as to assess 
how it can manage situations such as traffic bursts.

6.1.1.  Comparison with manual configuration strategies
First, GreenShield-E2C was compared against two common manual 

firewall configuration strategies: (a) the worst-cost strategy that, for sim-
plicity, used all physical firewalls, allocates a virtual firewall in each AC, 
configures all of them with allow as default action, and installs one deny
rule for each isolation NSP in each used firewall; (b) a more optimized 
strategy that, for each isolation NSP, uses a physical firewall or allocates 
a virtual one, with allow default action, in the position that is closest to 
the source specified by the NSP, configuring a rule that enforces the NSP 
in it.

This comparison was carried out by running the GreenShield-E2C 
framework and by simulating the execution of these two manual strate-
gies on 100 variations of 10 use cases of progressively increasing size of 
the firewall configuration problem. Through these tests, three compara-
tive parameters, i.e., the total power consumption of the used firewalls, 
the number of used firewalls, and the average power consumption per 
used firewall could be experimentally computed as the average of their 
100 corresponding values measured in the 100 use case variations.

Each use case of the 10 employed ones is based on a pair of network 
topologies (i.e., physical and logical ones) that are artificially extended 
versions of the smart city scenario introduced in Figs. 1 and Fig. 2, and 
on a set of NSPs that are generated as an extension of the ones shown 
in Table 5, in such a way that the numbers of isolation and reachabil-
ity NSPs are the same. This choice is motivated by the fact that smart 
city infrastructures are widely recognized as a representative example of 
edge-to-cloud continuum environments, as they combine edge devices, 
intermediate fog nodes, and cloud data centers within a single, heteroge-
neous network architecture [56]. In each use case, the combined number 
of firewalls and ACs and the number of NSPs are the same, so as to pro-
vide a progressively increasing problem size, and they range from 10 to 
100 in increments of 10 across the different test scenarios.

Moreover, the 100 variations created for each use case characterized 
by a specific number of firewalls/ACs and NSPs are automatically syn-
thesized so that in each variation only the power consumption values 
assigned to physical firewalls, physical servers with their running virtu-
alization technology and firewall VNFs are modified. Specifically, these 
values are randomly selected from three ranges, whose lower and upper 
bounds were determined based on an analysis carried out on the most 
common power consumption values of real-world solutions.

• The power consumption values for physical firewalls are randomly 
selected in the range between 30 and 6500W. This range is broad 
because the different firewall solutions have varying power require-
ments depending on the features they can provide. Considering as 
examples just three firewalls of the same vendor, i.e., Fortinet, the 
average power consumption is 29.5W for the 100F model, 2330W 
for the 7060E-8 model, and 6100W for the FG-7081F model.

• The combined power consumption values for physical servers and 
their running virtualization technology are randomly selected in the 
range between 100 and 1400W. On the one hand, these values are 
derived from the most recent report about United States data cen-
ter energy usage produced by the Lawrence Berkeley National Lab-
oratory in December 2024 [41], reporting the average power con-
sumption for different server types (from conventional to AI servers, 
with varying numbers of processors). On the other hand, the power 
consumption of modern virtualization technology is comparable and 
negligible. For example, in the experimental study described in [43], 
the consumption for Docker and LXC (i.e., container orchestrators) 
was measured to be around 1W, while the consumption for Zen and 
KVM (i.e., VM orchestrators) was measured to be just slightly higher, 
around 4W.

• The power consumption values for firewall VNFs are randomly se-
lected in the range between 4 and 30W. These values are derived 
from the empirical results presented in [43]. According to that anal-
ysis, in idle and CPU/memory stress test scenarios, the additional 
power drawn per VM or container with respect to the virtualiza-
tion platform consumption is minimal, on average around 4–6W. 
Instead, it can increase to around 25–30W under network-intensive 
workloads.

All the findings of this comparison are reported in Fig. 3. Concerning 
the total power consumption of the solutions computed by GreenShield 
and the two manual configuration strategies, averaged on the 100 vari-
ations of each use case , Fig. 3a shows a significant reduction in average 
power consumption achieved by GreenShield-E2C, up to two orders of 
magnitude difference. This result confirms its ability to optimize sus-
tainability while guaranteeing the satisfaction of all security policies, 
and shows that GreenShield-E2C is even more effective in addressing 
the firewall configuration problem in the bigger use cases, which are 
the ones commonly occurring in the edge-to-cloud continuum scenar-
ios, such as smart cities. These achievements were possible thanks to 
the soft constraints that force the usage of firewalls in such a way as 
to minimize the power consumption. The impact of these constraints is 
also reflected in the number of used firewalls in the ten use cases by the 
three solutions, charted in Fig. 3b. Instead, GreenShield-E2C achieves a 
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Fig. 3. Comparison between GreenShield-E2C and manual configuration strategies.

significant reduction in this parameter with respect to the two manual 
strategies. In particular, strategy (a) uses all possible firewalls, while 
strategy (b) uses fewer firewalls. However, the large majority of them 
are physical firewalls at the edge, with higher power consumption on 
average than virtual ones. This difference is also highlighted by Fig. 3c, 
which shows that the average power consumption per firewall required 
by the configuration computed by GreenShield-E2C is always one mag-
nitude order less than that of the solutions produced by the two manual 
strategies. In this third chart, the plot related to GreenShield-E2C has a 
decreasing trend (i.e., it goes from 337W to 306W) because the slope of 
its number of activated firewalls (used as the denominator) is steeper 
than the slope of its total power consumption (used as the numerator), 
as was also expected.

6.1.2.  Comparison with a GreenShield-E2C version without soft constraints
Second, an ablation analysis was carried out by comparing 

GreenShield-E2C with a reduced version, where all soft constraints, i.e., 
all clauses related to the green optimization, are removed. This special 
variant of the framework is based on a standard SMT formulation of 
the firewall configuration problem, as it is composed only of hard con-
straints. Therefore, even if it formally guarantees the satisfaction of the 
input NSPs, it does not pursue theoretically any optimization objective 
related to power consumption.

This comparison was conducted on the same 100 variations of the 
10 use cases, which progressively increased in size, already used in 
the previous baseline analysis. The results of these comparative tests 
are reported in Fig. 4. As is already evident from Fig. 4a, removing 
the soft constraints results in a significant increase in the total power
consumption of the computed firewall configuration. In particular, the 
total power consumption of the solutions obtained without soft con-
straints is consistently at least one order of magnitude higher than that 
achieved by GreenShield-E2C across all problem sizes. For the largest 

size, it becomes two orders of magnitude higher, and is only slightly in-
ferior to the results achieved by manual configuration strategies. Fig. 4b 
further shows that the absence of soft constraints also impacts the num-
ber of activated firewalls. The GreenShield-E2C version without soft 
constraints tends to activate a significantly larger number of firewall 
instances, as the solver is no longer guided toward minimizing the 
usage of physical firewalls or the deployment of virtual ones. More-
over, Fig. 4b confirms that the average power consumption per ac-
tivated firewall is also substantially higher when soft constraints are
disabled.

The motivation of these results is that, without being driven by soft 
constraints, the solver simply outputs a solution compliant with all hard 
constraints, which is generally the first correct solution found in its 
search in the problem solution space. As a consequence, this solution 
may be heavily underoptimized: it may activate a higher number of fire-
walls than necessary, and it may also choose energy-intensive firewall 
instances, even when lower-power alternatives could be used to enforce 
the same input NSPs. In conclusion, this ablative analysis showed that 
the soft constraints introduced in GreenShield-E2C are essential to effec-
tively achieve green optimization for distributed firewall configuration 
in the edge-to-cloud continuum.

6.1.3.  Comparison with greenshield
Third, GreenShield-E2C was compared with the original GreenShield 

approach from which it derives. The same 100 variations of the already 
described 10 use cases were reused, but with two slight modifications 
related to test execution and to the NSP generation, both due to the fact 
that GreenShield can only compute configurations for physical firewalls:

• Each use case is characterized by a physical network topology and 
a logical topology. In the execution of these comparative tests, both 

Fig. 4. Comparison between GreenShield-E2C with and without soft constraints.
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Fig. 5. Comparison between GreenShield-E2C and GreenShield.

are fed to GreenShield-E2C, while only the physical topology is given 
as input to GreenShield.

• The NSPs are generated ensuring that there is at least a physical 
firewall in the path of each flow identified by the condition of an 
NSP.

The results of these comparative experiments are reported in Fig. 5.
GreenShield consistently exhibits higher power consumption than 

GreenShield-E2C across all problem sizes, as shown in Fig. 5a. This 
behavior is explained by the fact that GreenShield is restricted to us-
ing only physical firewalls, which are typically less energy-efficient, 
for the resolution of the firewall configuration problem. In contrast, 
GreenShield-E2C is capable of exploring a broader solution space that 
includes virtual firewalls to be allocated on general-purpose servers, 
whose energy usage is inferior on average. As the problem size increases, 
i.e., with a higher number of firewalls/ACs and NSPs characterizing the 
use cases, the power consumption gap between the two approaches be-
comes more pronounced. This trend highlights the scalability advantage 
of GreenShield-E2C, which proves increasingly more effective in larger 
scenarios with an even more extended solution space.

Interestingly, as shown in Fig. 5b, GreenShield generally activates 
slightly fewer firewalls than GreenShield-E2C. However, this does not 
translate into better energy efficiency, as illustrated in Fig. 5c. On 
the one hand, the average power consumption per activated firewall 
is significantly higher for GreenShield, once again due to its exclu-
sive reliance on physical firewalls. On the other hand, GreenShield-
E2C, despite using more firewalls, benefits from including virtual-
ized ones. Hence, it derives that a firewall allocation scheme out-
put by GreenShield-E2C may include more firewall instances than the 
scheme computed by GreenShield for the same use case, but both the
total and per-firewall average power consumptions are less in the former 
than in the latter, because the consumption of a single physical firewall 
is higher than the sum of consumptions of more virtual ones.

6.1.4.  Comparison with VEREFOO
Fourth, GreenShield-E2C was compared with a state-of-the-art auto-

matic firewall configuration mechanism, VEREFOO [31]. The reasons 
why VEREFOO was selected for this comparison are that, as already 
discussed in Section 2, it is the most feature-complete solution for nor-
mal virtual computer networks, it can jointly compute both the firewall 
allocation scheme and the filtering rule sets, and its code is available 
as open source [57]. The same use cases already employed for previous 
tests were reused for this comparison. However, concerning the physical 
and logical graphs characterizing those scenarios, only the logical ones 
were fed to VEREFOO. This simplification is motivated by the fact that 
VEREFOO is not designed to solve the logical-to-physical embedding 
problem. In fact, it does not model the relationship between the logical 
firewall allocation scheme and the underlying physical infrastructure. 
Therefore, it cannot reason about physical resource constraints, virtual-
ization technologies, or power consumption aspects related to firewall 
deployment, and it operates exclusively at the level of virtual network 
topologies.

The results of these tests are plotted in Fig. 6. As the goal of VERE-
FOO consists of minimizing the absolute number of allocated firewalls 
in the virtual topology, it is always able to produce solutions with fewer 
firewalls than GreenShield-E2C in each use case, as can be noted from 
Fig. 6b. Nevertheless, the difference in the number of activated fire-
walls between VEREFOO and GreenShield-E2C is relatively small, and 
it does not exceed one firewall instance, even for the largest prob-
lem sizes. Most importantly, VEREFOO completely overlooks power 
consumption aspects when selecting which firewalls to allocate. As a
consequence, it tends to prefer solutions that activate fewer firewall in-
stances at the cost of relying on more energy-intensive ones. This be-
havior is clearly reflected in the results drawn in Fig. 6a and Fig. 6c. 
In particular, the total power consumption of the configurations com-
puted by VEREFOO is consistently between three and five times higher 
than the one achieved by GreenShield-E2C across the different problem 

Fig. 6. Comparison between GreenShield-E2C and VEREFOO.
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Fig. 7. GreenShield-E2C results under low, average, and high operating conditions.

sizes. A similar trend is observed for the average power consumption per 
activated firewall, which is approximately four to six times higher for
VEREFOO.

These results confirm that the strategy followed by VEREFOO, 
which involves minimizing the absolute number of firewalls, is 
insufficient to achieve energy-efficient configurations in edge-to-cloud 
environments, even without considering its limited applicability. 
Therefore, GreenShield-E2C achieves better results while addressing 
a more comprehensive optimization problem than existing automatic 
firewall configuration approaches.

6.1.5.  Comparison among different traffic conditions
The GreenShield-E2C approach allows users to assign different 

power consumption values to the firewalls, so as to represent varying 
traffic load conditions and to tackle dynamic conditions. In order to ex-
perimentally assess this capability, we evaluated the proposed approach 
under three different operating conditions, representing low, average, 
and high traffic loads.

Starting from the use cases described in Section 6.1.1, these three 
conditions were modeled by instantiating power consumption values 
from three partially overlapping ranges derived from the same base-
line intervals that were already defined for physical firewall power
consumption, servers and virtualization platform consumption, and fire-
wall VNFs consumption. The lower range represents low-load operating 
conditions, the upper range represents high-load or peak traffic situ-
ations (e.g., traffic bursts), and the central range represents average
traffic conditions. The partial overlap among these ranges avoids unreal-
istic discontinuities between scenarios and captures moderate variabil-
ity around typical operating points. For each one of the 10 use cases, 100 
different power consumption values were extracted from these ranges, 
so as to compute averages of the results.

The developed framework was applied to all these use cases, and the 
test results are reported in Fig. 7. In general, GreenShield-E2C requires 
more firewalls and leads to higher power consumption for managing 
high-load situations. This evidence is explained by the different feasibil-
ity of optimal solutions under the considered traffic profiles. Under low 
and average traffic conditions, it is often possible to identify an optimal 
configuration in which a limited number of firewall instances, charac-
terized by moderate power consumption, can be deployed on a single 
server (or a limited number of them), while combined power consump-
tion remains below the server’s threshold. Under high-load conditions, 
this same configuration may no longer be feasible. In fact, when fire-
wall instances are associated with higher power consumption values, 
closer to their maximum operational levels, their deployment on a sin-
gle server may violate the corresponding power cap. Consequently, the 
solver is forced to identify alternative configurations in which the fire-
walling functionality is distributed across a larger number of firewall in-
stances deployed on different servers. This redistribution increases the 

number of activated firewalls and leads to higher overall power con-
sumption, as observed in the high-load results.

Nevertheless, the observed differences among the three traffic pro-
files are relatively limited across all use cases, so GreenShield-E2C ex-
hibits consistent behavior when transitioning across different operating 
conditions. Moreover, this characteristic suits the practical usage dis-
cussed in Section 3, in which a network administrator can precompute 
a small set of optimal firewall configurations corresponding to different 
traffic profiles and dynamically switch among them according to the cur-
rent operating conditions, so as to combine adaptability with controlled 
configuration management.

6.2.  Scalability validation

To assess the practicality of GreenShield-E2C, we conducted a de-
tailed analysis of its scalability in terms of memory and time perfor-
mance. These aspects were crucial in determining whether the frame-
work can support large-scale edge-to-cloud topologies and big NSP sets 
without introducing excessive configuration computation delays. This 
analysis was carried out by executing GreenShield-E2C on the same 100 
variations of the 10 use cases employed for the comparison with the two 
manual configuration strategies, and by experimentally measuring the 
memory usage and computation time. The results are reported in Fig. 8.

Concerning memory usage, Fig. 8a reports the average estimate over 
the 100 iterations of each use case. The plot shows that its growth with 
respect to the configuration problem size remains linear and moder-
ate, especially when considering that the most complex scenario (i.e., 
the one with 100 firewalls/Acs and 100 NSPs) required less than 6 GB 
of RAM. This key observation confirms that the memory footprint of 
GreenShield-E2C remains well within the capabilities of any computa-
tional device.

Concerning computation time, Fig. 8b similarly reports the average 
estimate over the 100 iterations of each use case. Execution time grows 
with increasing problem size, as expected. However, the trend remains 
within acceptable bounds. Even in the most complex scenario analyzed, 
GreenShield-E2C is able to compute a complete, formally correct, and 
optimized firewall configuration in less than 6 seconds. This demon-
strates that the MaxSMT-based formalism, when paired with a state-
of-the-art solver, is effective in delivering scalable automation without 
incurring excessive computational overhead. Moreover, the results vali-
date two main design features of the proposed approach, i.e., the careful 
formal modeling, which avoids undecidable formulations, and the sep-
aration between hard and soft constraints.

To complement the average-case analysis, the box plots charted in 
Fig. 8c provide additional insight into the variability of GreenShield-
E2C’s computation time across the 100 test iterations for each use case. 
The distributions show limited variance, with most execution times con-
centrated near the median and narrow inter-quartile ranges. This con-
firms that the framework behaves consistently even in the presence of 
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Fig. 8. Scalability validation.

randomized NSP sets, and is not prone to unpredictable performance 
spikes. Notably, no significant outliers were recorded even in the largest 
scenarios, indicating robust worst-case performance.

The time scalability of GreenShield-E2C is also in line with, and of-
ten better than, the ones characterizing state-of-the-art proposals of the 
literature. Looking at the results reported in the papers describing the 
most feature-complete alternative solutions, ConfigSynth [29] requires 
around 20 s just to establish the allocation scheme for 20 firewalls 
and other security devices without their operational rules, VEREFOO 
[31] needs approximately 90 s for computing the full, yet non-energy-
optimized configuration of 100 firewalls, and the original Greenshield 
[9] takes up to 10 s to configure 100 physical firewalls. In comparison, 
GreenShield-E2C is able to find the optimal solution for a problem char-
acterized by 100 ACs and 100 NSPs in slightly more than 6 s, while 
providing more green-oriented optimization features than alternative 
techniques.

6.3.  Synthesis of the validation results

The experimental evaluation collectively confirms the effectiveness 
and practicality of GreenShield-E2C across optimization, comparison, 
and scalability dimensions.

First, the comparison with manual strategies shows substantial en-
ergy savings, with total power consumption reduced by up to two orders 
of magnitude in larger scenarios. The ablation analysis further demon-
strates th significance of the soft constraints: without them, the solver 
still produces correct configurations, but with at least one order of mag-
nitude higher power consumption.

Second, the comparison with GreenShield and VEREFOO showcases 
the superiority of GreenShield-E2C over them. Unlike GreenShield, 
which optimizes only physical firewalls, GreenShield-E2C exploits the 
full edge-to-cloud continuum and achieves consistently lower total and 
per-firewall consumption. Instead, unlike VEREFOO, which minimizes 
the number of firewalls without considering energy, GreenShield-E2C 
reduces total power consumption typically by a factor between three and 
five, despite activating a comparable number of instances. This shows 
that minimizing firewall count does not imply minimizing energy con-
sumption in heterogeneous infrastructures.

Third, the evaluation under low, average, and high traffic conditions 
demonstrates that GreenShield-E2C adapts its allocation strategy coher-
ently with varying power consumption profiles. Moreover, the differ-
ences across operating profiles remain contained, supporting the feasi-
bility of precomputing a small set of optimized configurations and dy-
namically switching among them in response to traffic fluctuations.

Finally, scalability results indicate that the approach remains practi-
cal for large scenarios. Even with 100 firewalls/ACs and 100 NSPs, the 
framework computes a formally verified and energy-optimized configu-
ration in about 6 seconds, using less than 6 GB of RAM.

7.  Conclusions and future work

This paper presented GreenShield-E2C, an approach combining au-
tomation, formal verification and sustainability optimization to address 
the distributed firewall configuration problem in network topologies of 
edge-to-cloud environments. The adopted MaxSMT formulation allows 
finding the configuration solution that minimizes the power consump-
tion related to the usage of physical firewalls and the allocation of vir-
tual ones, while ensuring the satisfaction of all network security policies 
specified by the administrator.

The experimental validation of the framework implementing the 
GreenShield-E2C approach showcased its effectiveness in terms of sus-
tainability optimization and scalability to large-scale scenarios, also 
compared with other manual and automatic configuration strategies. In 
particular, GreenShield-E2C achieves total energy savings of one to two 
orders of magnitude compared to non-optimized configurations (abla-
tion without soft constraints), and a reduction by a factor of approx-
imately 3–5 compared to VEREFOO, despite activating a comparable 
number of firewall instances. Concerning scalability, even in the largest 
evaluated scenarios (100 firewalls/ACs and 100 NSPs), the framework 
computes a formally verified and energy-optimized configuration in the 
order of a few seconds (about 6 s), with memory usage below 6 GB, con-
firming the practical applicability of the approach to large edge-to-cloud 
environments.

Future work will explore extending the approach to support 
multi-objective optimization as a complementary research direction,
requiring the explicit modeling and resolution of trade-offs among het-
erogeneous and potentially conflicting goals, such as low latency, high 
reliability, and cost controllability. Moreover, GreenShield-E2C will also 
be extended to the automatic configuration of other network security 
functions such as VPN gateways.
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