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Abstract

The proliferation of Internet of Things (IoT) devices and services creates not only signifi-
cant benefits but also new security threats. Classical information encryption techniques
are not suitable for resource-constrained edge modules, thereby generating the demand
for lightweight and efficient data protection algorithms. This work presents a novel dy-
namical parameter estimation scheme for chaotic oscillators, applied to physical-layer
authentication (PLA). The proposed approach relies on the receiver’s capability to estimate
a selected parameter of the transmitter’s oscillator determined by circuit configuration
from the received chaotic signal using a locally synchronized oscillator, thereby enabling
secure authentication based on a hardware-encoded identifier. The scheme is intended
to complement a chaos-based wireless sensor network (WSN) architecture, where sensor
nodes (SNs) implement analog chaotic oscillators, and the gateway operates discrete-time
models. The Vilnius chaotic oscillator was chosen to validate the proposed PLA scheme.
A rigorous bifurcation analysis of analytical, SPICE and discrete oscillator models was
first conducted to identify parameter regions that preserve chaotic dynamics, establishing
correspondence between models to guarantee the feasibility of parameter estimation across
implementations. The digital realization of the parameter estimator demonstrated accurate
and stable operation, with a small and nearly constant estimation relative error not exceed-
ing 1.01%. Key performance metrics were analyzed, including estimation time, precision,
and noise robustness. A tradeoff between estimation speed and accuracy was identified,
particularly under noisy channel conditions. Finally, the influence of the receiver’s native
oscillator parameter on distinguishable transmitter parameter ranges was demonstrated,
highlighting the configurability and security potential of the proposed system against
unauthorized transmissions.

Keywords: physical-layer authentication; chaotic oscillator; nonlinear dynamical systems;
IoT

1. Introduction
Wireless communications have become an integral component of modern intelligent

systems, including buildings, industrial automation, healthcare, transportation, and smart
cities. It enables the acquisition and transmission of data from distributed sensors, which
are often deployed in environments with limited infrastructure support, while the wireless
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transmission medium offers significant advantages—such as flexible deployment of Internet
of Things (IoT) nodes and reduced dependence on wired power and data connections—it
also introduces fundamental security vulnerabilities [1,2]. In particular, radio frequency
(RF) transmissions are by nature broadcast and can be received by any device within range.
In applications involving critical infrastructure or healthcare, where sensitive information is
transmitted, this exposure significantly increases the risk of malicious attacks [3]. Ensuring
a high level of security typically relies on advanced cryptographic algorithms, which
impose substantial computational and energy overhead. However, wireless sensor nodes
deployed at the network edge are generally cost- and energy-constrained, as large numbers
of such devices are often required for adequate coverage [4]. As a result, active research
has focused on enhancing the security of resource-constrained wireless communication
systems by applying chaos theory to novel cryptographic and authentication techniques.

The chaos phenomenon is observed in nonlinear dynamical systems and is character-
ized by the strong dependence on initial conditions, sensitivity to parameter variations, and
non-repetitive signals [5]. In the fields of electronics and telecommunications, chaos occurs
in relatively simple analog oscillators and systems of differential equations describing
them [6], discrete maps [7], switching DC-DC converters [8–10], phase-locked loops [11],
systems with memristors [12,13], semiconductor lasers and optoelectronic oscillators [14].
Chaos theory is widely integrated across engineering areas such as communications, com-
puting, random number generation, robotic motion, distributed sensing, and information
encryption [15]. As IoT edge devices are mostly resource-constrained, lightweight cryp-
tography has emerged to reduce computational complexity, memory usage, and power
consumption [16]. Chaotic maps are broadly adopted in lightweight cryptography algo-
rithms to minimize computational overhead and achieve superior performance [17–23].

Another way of to improve security in simple devices is to integrate hardware features
and environmental conditions to generate cryptographic primitives. A notable technology
for low-power IoT devices is the Physical Unclonable Function (PUF), which leverages
inherent, uncontrollable variations in the semiconductor manufacturing process to create
a unique fingerprint for each device with minimal hardware overhead. PUF can provide
Physical-Layer Authentication (PLA) for IoT without relying on traditional cryptographic
methods or requiring secret keys to be stored in memory [24].

It is also possible to utilize the imperfections in components of a transmitter circuit
to create a Radio Frequency Fingerprint, which can be used for PLA [25]. The physi-
cal properties of a wireless communication channel are used as a source of randomness
suitable for key generation. Measurements of channel characteristics, such as received
signal strength (RSS), channel impulse response (CIR), channel state information (CSI),
and channel frequency response (CFR), provide sufficient information for channel-based
authentication schemes [26]. Following the acquisition of channel measurements, the
raw data undergoes quantization into bitstreams, which are then synchronized via infor-
mation reconciliation and refined through privacy amplification to produce a consistent,
high-entropy cryptographic key. This integrated process ensures that any discrepancies
caused by environmental noise are corrected and that potential information leakage is
eliminated [27].

In summary, PLA schemes exploit random hardware and media features to generate
unique and unpredictable device fingerprints. However, since chaotic systems generate signals
with low autocorrelation and spread-spectrum characteristics while remaining fully determin-
istic, they can be implemented as an alternative physical-layer authentication approach.

Chaos-based authentication is an area of intensive remains an active area of research,
and with various several promising techniques are being proposed in the scientific lit-
erature. In [28], the Asymmetric Cubic Logistic Map is used in a challenge-response
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authentication scheme [29] to ensure secure, efficient, and attack-resistant authentication
in telehealth environments. To further improve the security of Wireless Sensor Networks
(WSNs), authors in [30] combine the Chebyshev chaotic map cryptographic mechanism
with physical unclonable functions. The same combination of chaotic map and PUF is
presented in [31] to design a lightweight authentication protocol for underwater acoustic
networks. Chaotic maps are used because of their lower computational overhead than
Elliptic Curve Cryptography (ECC), but some proposed authentication and key agreement
(AKA) protocols suffer from distinct vulnerabilities [32]. Discrete chaotic maps are usually
typically implemented in microcontrollers or field-programmable gate arrays (FPGAs);
however, it is also possible to use analog chaotic oscillators can also be employed in a
digital communication system, such as quadrature chaos shift keying (QCSK) proposed
in [33], where the generated chaotic waveforms are used as carriers.

Additionally, it has been demonstrated that an analog chaotic oscillator can be synchro-
nized with its mathematical model implemented on an FPGA [34], thus enabling coherent
communication between a cost-optimized IoT device equipped with a simple analog os-
cillator and a more advanced gateway capable of storing a collection of digital models of
chaotic oscillators. An experimental study of synchronization between analog and digital
chaotic oscillators revealed model features that could potentially be incorporated into a
PLA scheme for resource-constrained IoT devices. Analysis of the normalized differential
equations of analog chaotic oscillators reveals that specific dimensionless parameters can
be estimated from the state variables. These dimensionless quantities are expressed in
terms of oscillator’s circuit components, such as resistance, capacitance, and inductance,
and can be selected according to the corresponding bifurcation diagrams. As in the case
with PUFs, a unique device identifier can be coded in the hardware during the production
process. Moreover, designs with tunable components can facilitate even more sophisticated
authentication protocols.

This paper makes the following key contributions:

• A novel chaotic oscillator parameter estimator-based PLA scheme is proposed using
Vilnius chaotic oscillator, and preliminary results are presented that identifying key
performance metrics of the estimator are presented.

• Bifurcation diagrams of different models of the Vilnius chaotic oscillator are presented,
showing the corresponding changes in dynamical regimes as the parameter a is varied.
This analysis establishes suitable parameter a ranges that ensure chaotic operation
and is a prerequisite for implementing the proposed authentication scheme.

The structure of the article is organized as follows: in Section 2, the concept of a
parameter estimator-based hardware authentication technique is presented, also showing
its integration in a generalized chaotic communication system. Section 3 presents the Vilnius
chaotic oscillator circuit and its discrete mathematical model, designed for implementation
in an FPGA. In Section 4, the results of the bifurcation analysis are presented for the
three models of the Vilnius chaotic oscillator: the analytical model, the SPICE model, and
the discrete-time model. The dimensionless parameter a, determined by the real circuit
components, is chosen as a bifurcation argument, revealing a nonhomogeneous structure
with chaotic regions and periodic windows. Section 5 describes the digital design of the
proposed chaotic oscillator parameter estimator and presents its performance assessment.
The article concludes with a discussion of the obtained results in Section 6.

2. Chaos Oscillator Parameter Estimator-Based Hardware
Authentication Scheme

The current section presents the concept of the chaos-based PLA scheme for WSN.
The star-topology chaos-based WSN originally proposed in [35] is presented in Figure 1.
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The key design element of the presented system is the use of analog chaotic oscillator
circuits in each individual Sensor Node (SN) together with the discrete models of chaotic
oscillators implemented in Gateway (GW) for chaos-based wireless data transfer. Chaotic
oscillators are simple, low-power analog circuits that would be a cost-effective solution for
an individual SN. On the GW, a single FPGA chip can host discrete models of multiple
oscillators, thus making it possible to transfer information between the SNs and GW using
chaotic waveforms. The previous work [36] demonstrated that it is possible to establish
synchronization between analog chaotic oscillators and their discrete models hosted on an
FPGA.

Figure 1. Star-topology WSN based on application of analog and discrete chaos oscillators.

In order to understand the proposed PLA scheme, it is important to outline the
key design elements of the chaos-based data transfer scheme shown in Figure 2, which
represents a generalized architecture based on earlier studies [37,38]. The transmitter hosts
the drive chaos oscillator with state variables xm, ym and zm. The state variable ym is used
to establish chaotic synchronization using the Pecora–Carroll approach [39]. The binary
information signal b(t) is transferred by applying a chaos shift keying (CSK) technique. The
figure shows that the transmitted information is encoded by applying phase shift keying
(PSK) to the chaotic state variable xm, as in [38]. The transmitter then applies modulation to
transfer the information-carrying and synchronization signals to the receiver through the
wireless channel. Alternatively, the chaos-based data transmission system in [37] transfers
the binary information signal b(t) by CSK using xm and zm, yet the core elements of the
system are similar.

Figure 2. Generalized chaos-based data transfer scheme.

The receiver hosts the response chaotic oscillator with state variables xs, ys and zs.
The demodulator outputs the received ym and information-carrying xm. By Pecora–Carroll
synchronization, the ym replaces the ys of the receiver’s oscillator, thus establishing syn-
chronization. When synchronized, xs and xm, as well as zs and zm signals match. The
detection of the received binary information signal b′(t) is done by calculating Pearson’s
correlation coefficient using xs and the received information-carrying xm. In the context of
chaos-based WSN, the transmitter’s chaotic oscillator is implemented as a circuit on printed
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circuit board (PCB), and the receiver’s chaotic oscillator is implemented as a discrete model
on a FPGA.

The key enabling factor for such data transfer is the ability of chaotic oscillators to
synchronize. The use of chaotic carriers alone enhances the security aspect on the hardware
level, yet chaotic synchronization alone is not enough to fully secure the data transfer.
The receiver can easily synchronize and receive data from another, possibly unauthorized
transmitter with a similar oscillator. This leads to a necessity to supplement the previ-
ously proposed chaos-based data transfer schemes with the mechanism for distinguishing
between different transmitters.

Chaotic synchronization is highly robust, data transmission requires two synchronized
chaotic oscillator signals, and the oscillator dynamics are governed by parameterized
equations directly related to the chaotic waveforms. Therefore, the proposed authentication
scheme relies on estimating at least one parameter of the transmitter’s chaos oscillator
at the receiver. The detailed outline of the proposed authentication scheme is presented
in Figure 3.

Figure 3. Proposed chaos-based authentication scheme.

The figure demonstrates the transmitter sending the xm and ym signals to the receiver.
Like in the data transfer case, the ym is used for Pecora–Carroll synchronization. In the
receiver, the received xm and ym as well as the signal from the local chaos oscillator zs

are passed to the block that estimates one of the parameters of the transmitter’s chaotic
oscillator. The use of chaotic synchronization allows to use zs that is in phase with zm, thus
there is no need to transmit all three chaotic signals in order to estimate the transmitter’s
oscillator parameter. This system can supplement the existing proposed modulation
schemes in Figure 2, enabling the identification of the transmitter’s chaotic oscillator
based on a selected control parameter. This estimation can be performed prior to the
message transfer. Because the signals used in the estimation are transmitted over a public
channel, the parameter must be dynamically adjusted according to a pre-agreed pattern,
thereby preventing the data from being received from an unauthorized transmitter with a
similar architecture.

The parameter estimation mechanism exploits the stable synchronization regime: once
the state synchronization error is driven to zero by Pecora–Carroll synchronization, this
enables the convergence of the estimator to a stable value. Although the present approach
does not employ adaptive laws for synchronization as in adaptive synchronization schemes,
its robustness relies on a similar feedback-driven error correction principle in the estimator
itself. In this sense, the presented estimator shares conceptual similarities with adaptive
synchronization [13,40].

The following sections further elaborate on the implementation and performance
evaluation of the oscillator parameter estimator in the case of the Vilnius chaotic oscillator.
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3. Vilnius Chaotic Oscillator
The Vilnius chaotic oscillator [41] is a simple, robust nonlinear circuit widely used

in studies of chaotic dynamics due to its ease of implementation and reliable operation.
This oscillator was selected for the present work because its straightforward structure
and stable performance enable good agreement between simulations and experimental
measurements. The chosen chaotic oscillator can generate signals at different frequency
ranges by adjusting the nominal values of its reactive elements. This frequency scalability
is particularly relevant for chaos-based communication systems, where the selection of
carrier frequency must align with the channel bandwidth and system requirements.

3.1. Circuit and Mathematical Model

The Vilnius chaotic oscillator, shown in Figure 4, is implemented using an operational
amplifier, an RLC resonant circuit placed in the positive-feedback path, an additional
capacitor, and a diode. This configuration enables the generation of chaotic oscillations
with a minimal component count.

R1 R2

R3

−

+

C1 L1 R0

C2 D1 −
+ V1

iL i0

iD

iL

Figure 4. Schematic of the Vilnius chaotic oscillator [41], where V1 = 5 V, R1 = 1 kΩ, R2 = 9.1 kΩ,
R3 = 6.2 kΩ, R4 = 18 kΩ, L1 = 1 mH, C1 = 1 nF, C2 = 150 pF, as D1 1N4148 was used, as operational
amplifier TL082 was used.

The oscillator dynamics can be described by three state variables: the voltage across
the capacitor C1 (vC1), the current through the inductor L1 (iL), and the voltage across the
capacitor C2 (vC2). Applying Kirchhoff’s voltage and current laws yields the following
differential equations: 

C1
dvC1

dt
= iL

C2
dvC2

dt
= i0 + iL − iD

L1
diL
dt

= (k − 1) · R1 · iL − vC1 − vC2

(1)

where iD is the diode current, i0 is the current through the resistor R0, and k denotes the
closed-loop gain of the operational amplifier:

k = 1 +
R3

R2
. (2)

The nonlinear behavior of the oscillator arises from the diode’s current–voltage char-
acteristic, expressed as:
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iD = iS ·

e

vD
vT − 1

, (3)

with vD = vC2, iS representing the diode saturation current (approximately 2 × 10−14 A for
a 1N4148 diode), and vT the thermal voltage (approximately 25.8 mV at 298 K).

The combination of the diode’s exponential nonlinearity and the feedback network
produces chaotic oscillations. The system exhibits a classical period-doubling route to
chaos, as confirmed through bifurcation analysis and the presence of positive Lyapunov
exponents, which verify chaotic behavior for certain parameter values.

3.2. Discrete Implementation of the Oscillator

Beyond the physical formulation given above, the Vilnius oscillator is also conveniently
described through a set of dimensionless parameters introduced in the original work by
Tamaševičius et al. [41] compiled in (4), resulting in the normalized differential equations
in (5).

x =
vC1
VT

, y = ρ·iL
VT

, z =
vC2
VT

,

VT = kBT
e , ρ =

√
L

C1
, ε = C2

C1
,

a = (k − 1) R1
ρ , b = ρ·i0

VT
, c = ρ·iS

VT
,

θ = t
τ , τ =

√
L · C1.

(4)


dx
dθ = y

dy
dθ = a · y − x − z

ε · dz
dθ = b + y + c(exp(z)− 1)

(5)

In our previous work [36], we obtained the discrete-time solution of the system using
Euler–Cromer numerical integration. The discrete system is expressed by the difference
equations in (6), where ∆θ is the integration time step.



x[n + 1]︸ ︷︷ ︸
Next value

= x[n]︸︷︷︸
Current value

+ y[n]︸︷︷︸
Derivative

· ∆θ︸︷︷︸
Time step

y[n + 1]︸ ︷︷ ︸
Next value

= y[n]︸︷︷︸
Current value

+ (a · y[n]− x[n]− z[n])︸ ︷︷ ︸
Derivative

· ∆θ︸︷︷︸
Time step

z[n + 1]︸ ︷︷ ︸
Next value

= z[n]︸︷︷︸
Current value

+

(
b
ε
+

1
ε
· y[n]− c

ε
· (exp(z[n])− 1)

)
︸ ︷︷ ︸

Derivative

· ∆θ︸︷︷︸
Time step

(6)

The resulting system shows that the next value of the state variable equals the current
value plus the derivative multiplied by the time step. This form is then transferred to a
digital circuit, as demonstrated in Figure 5. The system is based on registers that update the
state variables on each rising edge of the clock cycle. The stored values x[n], y[n], and z[n],
as well as the constants, are passed to the “Calculate derivatives” pipeline that calculates
the “Derivative” part from (6) for each state variable with equal delays. The nonlinearity
in the pipeline is approximated via read-only memory (ROM) with a 12-bit address space
lookup table (LUT). The calculated derivatives dx, dy and dz are then multiplied by the
time step ∆θ and added to the respective x[n], y[n] and z[n] signals, thus acquiring the next
values x[n + 1], y[n + 1] and z[n + 1]. The system was designed for fixed-point arithmetic,
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allocating 8 bits to the integer and 14 bits to the fractional part of the output chaotic signals.
The following digital design of the oscillator was previously implemented in an FPGA and
verified in [36].

Figure 5. Full digital design of chaotic oscillator system equations.

4. Bifurcation Analysis of the Vilnius Oscillator
Bifurcation analysis is a fundamental tool for examining how qualitative changes

in system dynamics arise as a function of a control parameter. In nonlinear oscillators,
variations in governing parameters force the system to transition from steady-state or
periodic oscillations to complex aperiodic motion through a sequence of bifurcations. These
transitions are typically characterized through brute-force bifurcation diagrams, which
visualize the asymptotic behavior of a selected state variable as the control parameter is
swept over a predefined range. For chaotic communication and authentication systems,
such analysis is essential, as the presence, robustness, and stability of chaotic modes
determine the feasibility and reliability of the proposed methodology.

In this section, bifurcation analysis is carried out for three representations of the Vil-
nius chaotic oscillator: the continuous-time mathematical model, the LTspice circuit-level
implementation, and the digital discrete-time model used for FPGA realization. Each of
these models inherently introduces different levels of abstraction, non-ideality, and numer-
ical effects. Therefore, comparing their bifurcation characteristics is necessary to ensure
consistent dynamic behavior across the analytical, simulation, and hardware domains.

The obtained bifurcation diagrams are analyzed to identify regions of periodicity,
onset of chaos, and the presence of periodic windows embedded within chaotic regimes.
Particular emphasis is placed on the behavior of the system with respect to the control
parameter a, selected as the parameter for authentication in chaos-based data transfer using
Vilnius chaotic oscillators.

The final objective of this analysis is to determine practical parameter intervals of a
where chaos is simultaneously sustained in the LTspice (i.e., analog hardware-equivalent)
model and in the digital implementation suitable for FPGA deployment. These identified
operating regions form the basis for reliable parameter estimation, ensuring that the pro-
posed authentication mechanism operates in a stable chaotic regime in both analogue sensor
nodes and digital gateways, thus enabling consistent and secure system performance.

https://doi.org/10.3390/electronics15040748
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4.1. Numerical Calculations

The first bifurcation diagram, based on the system of differential Equation (1), il-
lustrates the primary dynamical changes and operating modes of the oscillator as the
parameter a is varied. The obtained bifurcation diagrams are presented in Figure 6.

Figure 6. The bifurcation diagram obtained from the differential Equation (1).

The operation begins in a period-1 (P1) regime and evolves into chaotic dynamics
through a classical period-doubling cascade as the control parameter a increases. As the
system continues to grow, it exhibits broad chaotic regions, indicating a strongly aperiodic
response. These chaotic domains are interrupted by low-periodicity windows, where the
oscillator temporarily returns to regular behavior. In the examined interval, the most
prominent of these windows correspond to P3, P2, and P5 regimes, appearing as clearly
distinguishable periodic branches embedded within the chaotic band.

For higher values of a, the onset of a transition back toward periodicity is observed.
The inverse period-doubling sequence results in the degeneration of chaotic motion into
lower-order periodic oscillations. Eventually, the system returns to a stable P1 regime,
demonstrating that chaos in the analog Vilnius oscillator is confined within a finite and
well-defined parameter interval. The obtained bifurcation diagram confirms the presence
of a robust chaotic operating region suitable for the proposed methodology, depicted as
ChxN, while also clearly identifying parameter ranges where the system becomes periodic
and therefore inappropriate for authentication purposes.

4.2. Simulation Study

LTspice evaluates the circuit’s behavior under more realistic conditions by incorpo-
rating the non-idealities present in commercially available components. The operational
amplifier and diode are represented using detailed SPICE-level models that include non-
linear transfer characteristics, finite bandwidth, parasitic capacitances, and temperature
dependence, providing a substantially more realistic representation of their behavior than
idealized models. In contrast, the passive components and supply sources are modeled
using their nominal values and therefore remain close to ideal. Consequently, the LTspice
simulation provides a partially realistic approximation of the oscillator, capturing the dom-
inant nonlinearities of the active elements while retaining simplified representations of
the linear components, and serves as an essential intermediate evaluation stage before
hardware prototyping.

All component values and operating parameters were selected to match those defined
in Section 3. The only parameter varied during the simulation was the dimensionless control
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parameter a, which was introduced previously. To adjust a, resistor R1 was recalculated
according to its analytical relation with the resonant impedance. This choice was made
because R1 is simple to modify experimentally and provides direct control of a. The
parameter a was swept from 0.2 to 1.2, and the corresponding R1 values were determined
using MATLAB 2023b.

To further examine how parameter a affects the system behavior, bifurcation diagrams
were generated by launching LTspice simulations directly from MATLAB. This automated
framework swept R1 over the interval R1 ∈ [294, 1761]Ω corresponding to a ∈ [0.2, 1.2]. A
Poincaré-section-based bifurcation diagram was created for each simulation by recording
the variables vC1, vC2, and iL1 after the transient process and selecting vC2 and iL1 as the
sectioning variables. In third-order systems such as the Vilnius oscillator, several transverse
sectioning planes are possible, and different choices may highlight different features of the
dynamics. Because the bifurcation diagrams in the original study plot vC1 as the observable,
both vC2 and iL1 provide valid sectioning variables from which the corresponding points
of vC1 can be extracted. Evaluating both options ensures methodological consistency
and allows reconstruction of bifurcation structures that are directly comparable to those
reported in earlier work. Representative results are shown in Figure 7.

Figure 7. Bifurcation diagram of the Vilnius oscillator obtained from LTspice simulations, sweeping
a ∈ [0.2, 1.2].

As shown in the figure, varying the parameter a results in clear qualitative transitions
in the system dynamics. For small values of a, the oscillator exhibits a stable periodic orbit.
Increasing a leads to a period-doubling sequence, followed by the beginning of broadband
chaos. The diagrams also reveal periodic windows embedded within the chaotic region
and significant variation in attractor width as a increases. These features are consistent
with the known behavior of the Vilnius oscillator and confirm that LTspice captures its
characteristic nonlinear transitions.

Comparing Figures 6 and 7, we observe that both diagrams demonstrate qualitatively
consistent nonlinear behavior. This confirms that the physical circuit preserves the main
dynamical characteristics predicted by the mathematical model. In both cases, the system
starts in a stable P1 regime at lower values of a, then enters a sequence of period-doubling
bifurcations, followed by the development of broad chaotic regions. As in the numerical
model, the LTspice oscillator exhibits multiple periodic windows embedded within the
chaotic band. The positions of the main periodic windows are in very good correspondence
between the two models, indicating that the control parameter a plays a similar dynamical
role in both domains.
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Although the LTspice and numerical bifurcation diagrams exhibit the same qualitative
behavior, the LTspice diagram is systematically shifted toward higher values of the control
parameter a. This is expected, as LTspice simulates the real circuit with finite-bandwidth
operational amplifier dynamics, diode threshold effects, parasitic elements, and DC bias
shifts, whereas the numerical model assumes ideal components and exact normalization.
These nonidealities effectively reduce the actual dynamical gain, meaning that larger
nominal values of a are required to reach the same bifurcation states. Thus, the shift reflects
realistic circuit physics rather than a disagreement between the two models.

The results confirm that chaotic behavior in the Vilnius oscillator is not only a the-
oretical prediction but also a physically realizable property of the circuit. The LTspice
simulations demonstrate that the oscillator maintains robust and sustained chaotic dy-
namics over a sufficiently broad parameter range. This validates that the chaotic domains
observed in the numerical model persist in the practical implementation, confirming that
the Vilnius oscillator is suitable for the proposed authentication methodology.

4.3. Discrete-Time Model

Figure 8 presents the bifurcation diagram of the discrete-time model from (6) Like. The
overall structure of the diagram remains consistent with the previously discussed results:
the system transitions from periodic behavior to period-doubling cascades, developing
wide chaotic regions with embedded periodic windows. As expected, the discrete-time
bifurcation profile is closer to the numerical model than to the LTspice simulation, since it is
derived directly from the normalized mathematical formulation. Nevertheless, noticeable
differences remain due to digitization effects inherent in the discrete implementation. These
include finite fixed-point precision, limited dynamic range, quantization of state variables,
and LUT-based approximation of the nonlinear exponential term. Together, these factors
distort the parameter thresholds and modify the widths and positions of chaotic and
periodic regions, leading to the observed deviations.

Figure 8. The bifurcation diagrams obtained from the discrete-time model.

As demonstrated in Section 4, the primary objective is to establish correspondence
between the parameter ranges of a in which chaotic oscillations arise in both the analog and
discrete-time models, ensuring the feasibility of the proposed authentication methodology.
It has been found that the required horizontal alignment and extension of the chaotic
regions in the discrete model can be achieved by adjusting only two parameters: the
supply-related term V1 and the effective dynamic scaling factor ϵ. By carefully tuning these
values, it becomes possible to shift the onset of chaos and reshape the bifurcation structure
so that it more closely matches the LTspice implementation. The resulting bifurcation
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diagram, obtained for V1 = 2 and ϵ = 0.125, is presented in Figure 9, demonstrating a
significantly improved correspondence between the analog and digital domains. This
allows further selection of the regions of a, where the proposed methodology could be
efficiently applied.

Figure 9. The bifurcation diagrams obtained from the adjusted discrete-time model Vb = 2, ϵ = 0.125.

5. Vilnius Chaotic Oscillator Parameter Estimator
The current section presents the digital design of the parameter estimator of the Vilnius

chaotic oscillator, followed by a performance evaluation of the estimator. The first step of
designing the parameter estimator is to select the parameter of the chaotic oscillator that
will be estimated based on the difference equations. By observing the system (6), the most
convenient parameter for estimation is a from the second term of the difference equations:

y[n + 1] = y[n] + (a · y[n]− x[n]− z[n]) · ∆θ (7)

From this equation, the parameter a can be expressed as:

aestimated[n] =
y[n+1]−y[n]

∆θ + x[n] + z[n]
y[n]

(8)

The convenience is that the equation contains only one parameter and that the signal
relations are linear, unlike other terms of the system (6). Relating to the analog circuit, the
parameter a is defined as:

a = (k − 1)
R1

ρ
, ρ =

√
L1

C1
, (9)

where k is the closed-loop gain of the operational amplifier, and R1 is the series resistor
in the resonant loop. The variable ρ represents the characteristic impedance of the L1C1

resonant circuit.
The parameter a directly influences the effective damping of the resonant subsystem

and therefore governs the qualitative behavior of the oscillator. In the circuit, this param-
eter can be adjusted either via the gain k or the resistor R1. As demonstrated in earlier
studies [41], varying a yields transitions between periodic oscillations, period-doubling
cascades, and fully developed chaos. In Section 4, bifurcation diagrams plotted as a func-
tion of a are presented to enable direct comparison with the original experimental and
numerical results. The current section further focuses on the digital implementation of the
a parameter estimator based on (8).
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5.1. Digital Implementation of the Parameter Estimator

The digital design of the a parameter estimator is divided into two components: first,
we acquire the numerator from (8):

s[n] =
y[n + 1]− y[n]

∆θ
+ x[n] + y[n], (10)

second, we acquire the estimated value a[n] from the expression:

aestimated[n] =
s[n]
y[n]

. (11)

The digital implementation of the first component is presented in Figure 10. The
digital design is a pipeline set to work in Fixed-point arithmetic. The s[n] is acquired by
inputting the x[n], z[n], y[n]

∆θ and performing the required operations as described in (10).

Because the time step is a multiple of two, the y[n]
∆θ division can be done with bit shifting.

The acquisition of the s[n] takes 4 registers, resulting in a 4 clock cycle delay. As shown
in (11), the second component requires s[n] and y[n] in the same phase, so a digital delay
line for delaying the y[n] for 4 clock cycles is added, giving the ydelayed[n] output signal.

Figure 10. Pipeline design for acquiring the numerator par of the a parameter estimator.

The digital implementation for the second component is not as straightforward because
division of the two signals in the digital system cannot be done in a single clock cycle
and requires an algorithm. The solution to acquire aestimated[n] is through the adaptive
filter least mean squares (LMS) (Wiener filter with minimum mean squared error (MMSE)).
Equation (11) with the ydelayed[n] can be expressed as:

aestimated[n] · ydelayed[n] = s[n] (12)

Defining the cost function as a squared error, the following is obtained:

J [n] = E
[(

s[n]− aestimated[n]ydelayed[n]
)2

]
(13)
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Next, the equation is differentiated with respect to aestimated[n]:

dJ [n]
daestimated[n]

= −2 · ydelayed[n] ·
(

s[n]− aestimated[n] · ydelayed[n]
)

(14)

Thus, aestimated[n] can be assessed using the stochastic gradient as:

aestimated[n + 1] = aestimated[n]− µ
dJ [n]

daestimated[n]
(15)

The final equation for the digital implementation is acquired by applying (14) in (15):

aestimated[n + 1] = aestimated[n] + 2µ · ydelayed[n] ·
(

s[n]− aestimated[n] · ydelayed[n]
)

(16)

The constant µ is the step size (also known as the convergence speed). This constant
depicts how fast the algorithm converges to the Wiener MMSE solution. This constant
needs to be selected accordingly, as setting µ too low results in slow convergence, while
setting it too high produces output oscillations. A sufficient condition for mean-square
stability is:

0 < µ <
2

E[y[n]2] (17)

Figure 11 presents the digital implementation of the LMS adaptive filter (16). The first
two registers are the output registers of the numerator calculation pipeline, so they output
the s[n] and ydelayed[n] for the LMS adaptive filter. The filter is a pipeline that performs the
mathematical operations defined in (16) with additional delays to ensure that the operations
are performed on the correct signal samples. A critical design aspect is the aforementioned
convergence speed µ and multiplication with 2µ. In the system, 2µ is set to 1 × 10−5. The
system is implemented in fixed-point arithmetic, so the 2µ constant is floored, making it a
multiple of two and allowing multiplication to be replaced with bit-shifting. Because the
2µ is a very small constant, the output aestimated[n] requires 20 fractional bits. The expected
integer range is from 0 < aestimated[n] < 2, so devoting 2 integer bits would be enough, yet
the system has 4 integer bits for some headroom.

Figure 11. The digital implementation of the LMS adaptive filter for parameter a estimation.

The FPGA resource utilization of the presented estimator’s design together with the
resource utilization of the Vilnius chaos oscillator are presented in Table 1. The design
was compiled for a Altera (Intel) Cyclone 5CSXFC6D6F31C6 chip. To provide vendor-
independent comparison, Intel adaptive logic modules (ALMs) are converted to equivalent
LUTs assuming 1 ALM ≈ 2 four-input LUTs, following the Cyclone V ALM architecture.
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Table 1. FPGA resource utilization of the estimator together with Vilnius chaos oscillator.

Resource Utilization Available Utilization, %

LUT 614 83,820 0.7
BRAM 90,122 5,662,720 1.6

FF 550 166,000 0.33
DSP 6 112 5.36

5.2. Performance Evaluation

This subsection is devoted to studying the performance of the designed parameter
estimator for the Vilnius chaotic oscillator. The first test of the estimator is demonstrated
in Figure 12. The block diagram in Figure 12a shows that the signals x[n], y[n], and z[n]
of the discrete oscillator are passed to the estimator. The parameter a of the oscillator is
set to 0.47 and is kept constant. The output of the estimator is presented in Figure 12b.
The initial value of aestimated[n] was set to 0, and it is seen that the aestimated[n] is rapidly
approaching the stable value with insignificant ripples, reaching it after 4× 104 clock cycles.
The diagram also displays the true value of the a parameter, overlaying it as the level with
a dashed line. The estimator’s output aestimated[n] level equals 0.485, which does not match
exactly the transmitter’s a parameter. This is because the LMS does not converge to the
true physical parameter but to the best linear MMSE estimator of s[n] from ydelayed[n].

(a) (b)

Figure 12. Experimental setup for verifying the a parameter estimator (a) and the output of the a
parameter estimator (b).

The second test evaluates the estimator’s performance when it is tasked with esti-
mating the parameter a of the transmitter with the receiver’s oscillator synchronized to
the transmitter’s oscillator. The block diagram of the verification setup is presented in
Figure 13a. The transmitter sends the xm[n] and ym[n] signals to the receiver, where ym[n]
is used to achieve chaotic synchronization using the Pecora–Carroll approach. The synchro-
nization signal is applied after 5 × 104 clock cycles. The received xm[n] and ym[n] as well as
the signal zs[n] from the receiver’s chaos oscillator are passed to estimate the transmitter’s
a parameter. This setup exactly reflects the proposed authentication scheme presented in
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Figure 3. In the receiver’s oscillator, a is fixed at 0.47, while the transmitter’s oscillator is
switched to 0.6, 0.5, and 0.3, after every 2 × 105 clock cycles following synchronization.

Figure 13b shows the aestimated[n] output signal of the estimator. In the first 5× 104 clock
cycles, the receiver’s and transmitter’s chaos oscillators are asynchronous, so aestimated[n]
does not output a stable level, which is expected. After the synchronization signal is applied,
the aestimated[n] reaches a stable level equal to 0.61, then after 2× 105 clock cycles, aestimated[n]
level switches to 0.51, and after another 2 × 105 clock cycles, aestimated[n] level switches to
0.31. When synchronized, the estimator tracks the a parameter of the transmitter’s chaos
oscillator, which is also displayed on the graph. The reached aestimated[n] levels exhibit
minor ripples and approximately 4 × 104 cycles of transition time, like in Figure 12b.

In the current configuration the 4 × 104 cycles of convergence time at 50 MHz FPGA
system clock yields an estimated time of 800 µs. Chaos-based data systems can operate
at 60 kb/s, comparable to low-bitrate long-range IoT that operates in 0.3–300 kb/s range,
which the developed chaos-based data transfer paired with PLA targets. The estimator, in
its current form, has very little overhead given the low bitrate and can be further adjusted
and used for the PLA.

(a) (b)

Figure 13. Experimental setup for verifying the a parameter estimator in synchronous mode (a) and
the output of the a parameter estimator (b).

Overall, although the estimator does not produce the exact values of the transmitter’s
a, it outputs levels that are clearly distinguishable and close to the original values. Fur-
thermore, the difference between actual and estimated a appears to be constant. Another
observation made in the results in Figure 13b is that the ripples on the estimated level in
the case of transmitter’s a equal 0.6 are more than in the case of the other a values. This
raises the question of what distinguishable a levels can be reliably used for authentication.

The next study examines how the estimated average value and minimum–maximum
range of aestimated vary based on the transmitter’s a. For the study, the transmitter’s a is
varied from 0.2 to 0.7 in increments of 0.01. The two cases of receiver’s a are taken—in the
first case receiver’s a equals 0.47, like in Figure 13; in the second case receiver’s a equals 0.6.

The results of the study are presented in Figure 14. The results in the case of receiver’s
a equals 0.47 in Figure 14 demonstrate a very small minimum–maximum range when
transmitter’s a increases from 0.2 to 0.52, making them well distinguishable. The aestimated
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minimum–maximum range then increases, reaching its peak at 0.61 and then decreases.
Within this a value range, the minimum–maximum ranges of the neighboring aestimated

values overlap, meaning that they are indistinguishable when used for authentication.
Every third a value must be used instead.

Alternatively, if the receiver’s a is set to 0.6, the aestimated minimum–maximum ranges
are different across the transmitter’s a value range. For the transmitter’s a range 0.2 to 0.52,
the minimum–maximum ranges increase, resulting in a slight overlap, so every second
aestimated is distinguishable. The range above 0.52 has decreased minimum–maximum
ranges, also making every second aestimated distinguishable instead of every third, as in the
case when the receiver’s a was set to 0.47.

The results present several key points. First, it is possible to select a set of distinguish-
able parameter a values to use in the authentication. Second, the minimum–maximum
range of the estimator’s output depends on the receiver’s parameter a, making this a crucial
and controllable parameter when selecting the a values used for authentication. Finally,
the difference between the estimated and true values of a is the same across the entire
parameter range, as seen by overlaying the true values with a dashed line. The maximum
relative error of the average a in Figure 14 does not exceed 6 % if the linear shift is not
compensated. By compensating the estimated average 0.017 shift, the relative error then
does not exceed 1.01 %. This highlights the necessity for calibration.

(a) (b)

Figure 14. The output of the a parameter estimator average and minimum–maximum range for
different transmitter a values in the case of receiver’s a = 0.47 (a) and in the case of receiver’s
a = 0.6 (b).

The next study aims to investigate how additive noise affects the performance of
the estimator. The setup for this evaluation is demonstrated in Figure 15a. The notable
modification is the inclusion of band-limited additive white Gaussian noise (B.L.AWGN),
which is added to the transmitter oscillator’s signals xm[n] and ym[n]. The added noise
signals are in-band with the related chaotic signals, representing the worst-case scenario,
as the out-of-band noise can be filtered, thus improving the signal-to-noise ratio (SNR).
Since the parameter estimation system is designed to operate with synchronous receiver’s
and transmitter’s chaotic oscillators, this noise will impact both the synchronization of the
oscillators and the estimation quality. The transmitter’s and receiver’s a are both set to 0.47,
and the noise signal’s SNR is varied from 18 to 50 dB.
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The results of this study are presented in Figure 15b. The first set of results was ob-
tained for the convergence speed 2µ set to 1× 10−5, which is the same as in previous studies.
The results present the aestimated average value and minimum–maximum range across the
SNR range, demonstrating that the minimum–maximum range noticeably increases as
the SNR decreases. This behavior is expected and indicates that the noise will affect the
ability to distinguish the levels of the parameter. Improving the noise performance of the
estimator is possible by decreasing the convergence speed, i.e, increasing the window of
the adaptive filter. The second set of results was acquired for the convergence speed 2µ set
to 3 × 10−6 and demonstrates a noticeably lower aestimated minimum–maximum range for
the same SNR levels.

(a) (b)

Figure 15. Experimental setup for verifying the a parameter estimator in B.L.AWGN channel (a) and
the output of the a parameter estimator (b).

6. Discussion
The present work introduced a novel scheme based on chaotic oscillator parameter

estimation for PLA. The core idea is that one of the transmitter oscillator parameters can
be estimated at the receiver by using the received chaotic signals together with a locally
synchronized chaotic oscillator. The possibility to set and estimate the parameter of the
chaos oscillator provides a powerful authentication mechanism that can be integrated
into chaos-based data transfer systems. This PLA scheme is designed to supplement the
proposed chaos-based WSN, where sensor nodes utilize analog chaotic oscillators, and the
GW hosts discrete models of the oscillators.

The first part of this study performed a bifurcation analysis of the selected parameter
to identify the regions that produce chaotic behavior, as maintaining chaos is essential when
defining the parameter range used for authentication. Another goal of this part is to adjust
the discrete-time model of the oscillator to establish correspondence between the parameter
ranges in which chaotic oscillations arise in both the analog and discrete-time models, thus
ensuring the feasibility of the proposed authentication methodology. The second part of the
work involved the digital implementation of the Vilnius chaotic oscillator parameter estimator
and the identification of key metrics of its operation. The designed system proved to work as
intended – the difference between the true and estimated parameters is small and is constant
over the considered parameter range, meaning that it can be easily compensated.

The performance evaluation of the designed estimator highlighted the aspects that
must be carefully adjusted for further successful deployment. The first metric is the
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time required to estimate the parameter, which is governed by the convergence speed.
The time of estimation can be reduced, resulting in increased output fluctuations, which
directly affect the possibility of distinguishing the discrete set of parameter ranges used
in the authentication scheme – the time vs. precision tradeoff. The noise immunity study
highlighted that the output fluctuations increase with the increase in noise level, so the
convergence speed must be adapted for the channel state as well. For the existing chaos-
based data transfer system, the channel state can be estimated using the existing solution,
as information signal detection in the proposed chaos-based data transfer schemes is
performed with Pearson’s correlation coefficient, which evaluates the similarity between
the local and received chaotic signals. This metric was also used to assess the quality of
synchronization in noisy channels, and thus can supplement the parameter estimation
system to adjust for the channel state. The second metric is the ability to distinguish the
discrete set of parameter ranges based on the native parameter of the receiver’s oscillator.
The work demonstrated that the native parameter of the receiver’s oscillator directly affects
which parameter values of the transmitter can be distinguished. This makes the system
highly configurable, as it is possible to set the native parameter of the receiver’s oscillator,
adjust the convergence speed for satisfactory parameter estimation precision, and thus
determine the parameter range of the transmitter that can be used for authentication. On
top of that, several configurations are possible, resulting in a highly parameterized system
that mitigates unauthorized data transmission with a similar architecture.

This leads to future steps to implementing the full authentication system based on
the designed estimator. The first step is to perform a hardware implementation of the
system, which will include the analog oscillator, the discrete oscillator paired with the
designed estimator on an FPGA. This step will highlight how to fine-tune the estimator
for optimal use considering the hardware realities. Because the developed chaos-based
communication system is developed for low-bitrate IoT and has data rate about 60 kb/s,
the current configuration of the estimator introduces a small latency, estimated to be 800 µs
for 50 MHz system clock frequency. The latency can be increased, providing a more stable
estimation. The presented results demonstrate an effective key space of approximately
5 bits at the hardware-metric level, which is insufficient for standalone authentication.
However, this key space can be significantly increased by extending the estimation window
and through aggregation across multiple authentication instances. Once the hardware
layer is finalized, future work will focus on integrating this metric into a higher-layer
authentication protocol, including mechanisms for reference enrollment, key derivation,
and secure challenge–response handling.

While the present authentication framework is demonstrated using single-scroll
chaotic oscillators, an interesting direction for future research is its extension to more
complex chaotic systems, such as multiscroll attractors. Multiscroll dynamics are known to
exhibit increased phase-space complexity and a larger number of coexisting scrolls, which
could further enhance the uniqueness and entropy of hardware fingerprints. Incorporat-
ing such attractors into the proposed synchronization-based authentication scheme may
therefore improve resistance to cloning and modeling attacks

Author Contributions: Conceptualization, D.V.; data curation, J.S., D.V. and D.K.; formal analysis, S.T.,
J.S., D.V. and D.K.; funding acquisition, D.P.; investigation, R.B., D.C. and S.B.; methodology, R.B., D.C.
and J.S.; project administration, D.P.; resources, J.S.; software, R.B., S.T., S.B. and D.K.; supervision,
D.P.; validation, D.C., S.B. and D.V.; visualization, S.T., S.B., D.V. and D.K.; writing—original draft,
R.B., D.C., S.T. and D.P.; writing—review and editing, J.S., D.K. and D.P. All authors have read and
agreed to the published version of the manuscript.

Funding: Supported by research and development grant No. RTU-PA-2024/1-0064 under the EU
RRF project No. 5.2.1.1.i.0/2/24/I/CFLA/003.

https://doi.org/10.3390/electronics15040748

https://doi.org/10.3390/electronics15040748


Electronics 2026, 15, 748 20 of 23

Institutional Review Board Statement: Not applicable.

Informed Consent Statement: Not applicable.

Data Availability Statement: Data are contained within the article.

Acknowledgments: This research was performed at Riga Technical University, Space Electronics and
Signal Processing Laboratory—SpacESPro Lab.

Conflicts of Interest: The authors declare no conflicts of interest.

Abbreviations
The following abbreviations are used in this manuscript:

AKA authentication and key agreement
ALM adaptive logic module
B.L.AWGN band-limited additive white Gaussian noise
BRAM Block RAM
CFR channel frequency response
CIR channel impulse response
CSI channel state information
CSK chaos shift keying
DSP digital signal processing
ECC Elliptic Curve Cryptography
FF flip-flop
FPGA field-programmable gate array
GW Gateway
IoT Internet of Things
LMS least mean squares
LUT lookupTable
MMSE minimum mean squared error
PCB printed circuit board
PLA Physical-Layer Authentication
PSK phase shift keying
PUF Physical Unclonable Function
QCSK quadrature chaos shift keying
RF radio frequency
ROM read-only memory
RSS received signal strength
SN Sensor Node
SNR signal-to-noise ratio
WSN Wireless Sensor Network
Nomenclature
dx
dt

the derivative of x with respect to t

ϵ normalized parameter of the differential equation
E error
J cost function
µ step size
ρ oscillator’s contour characteristic impedance
τ oscillator’s time constant
θ normalized time
a normalized parameter of the differential equation
aestimated estimated parameter a value
atrue true parameter a value
b normalized parameter of the differential equation
C capacitor
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c normalized parameter of the differential equation
ChxN chaotic operating region
e electron charge
i0 current of the resistor R0

iD diode current
iL inductor iL1 current
iS saturation current of the diode
k gain of the operational amplifier
kB Bolzman’s constant
L inductor
n sample
P period regime of the oscillator
R resistor
sn acquired signal of the pipeline
t time
vC1 capacitor C1 voltage
vC2 capacitor C2 voltage
vD voltage across the diode
vR1 resistance R1 voltage
vRL resistance RL voltage
VT the thermal voltage of the diode
x normalized voltage vC1

y normalized current iL1

ydelayed delayed y signal
z normalized voltage vC2
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