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Abstract—IMDGuard is a proxy-based authentication protocol
designed to secure communications between an Implantable
Medical Device (IMD), a technology increasingly used in cardiac
care, and its associated Programmer device through a wearable
third-party mediator known as the Guardian. In this paper, we
formally analyze the security of IMDGuard using the ProVerif
verification tool and demonstrate that the protocol is vulnerable
to multiple attacks. Our analysis confirms a known susceptibility
to denial-of-service attacks and reveals a previously unreported
flaw in the authentication mechanism between the Guardian
and the Programmer. This vulnerability allows an adversary to
impersonate the IMD, inject falsified telemetry data, and issue
deceptive responses to legitimate Programmer commands, posing
a serious risk to patient safety by potentially leading clinicians
to make medical decisions based on compromised information.
To mitigate this threat, we propose a remediation mechanism
that enforces the mutual authentication process, thereby en-
hancing protocol resilience against impersonation attacks. The
proposed improvements restore the intended security guarantees
of IMDGuard, ensuring safer and more reliable communication
in cardiac care applications.

Index Terms—Implantable Medical Devices, Cardiac Devices,
IMD Security, Formal Verification, ProVerif

I. INTRODUCTION

Implantable Medical Devices (IMDs), such as pacemak-
ers, implantable cardioverter defibrillators (ICDs), neurostim-
ulators, and implantable drug delivery systems, incorporate
miniaturized embedded computing systems that autonomously
perform critical health monitoring and therapeutic functions.
These devices have become indispensable components of mod-
ern healthcare, enabling continuous, real-time physiological
monitoring and delivering timely, targeted medical interven-
tions [1]. For cardiac implantable devices, such as pacemakers
and ICDs, medical personnel use a programmer (a specialized
device provided by the manufacturer) to interact with the
device (e.g., to retrieve diagnostic data or review historical
activity logs) during periodic visits. In addition, many patients
also participate in telemonitoring programs. In this setup,
a home-based monitoring system periodically communicates
with the IMD to collect operational and physiological data,
which are then transmitted to the hospital for remote analy-
sis [2].

Due to their limited resources, IMDs cannot always support
energy-intensive cryptographic or signal-processing modules;
consequently, many devices lack robust authentication mech-
anisms, leaving patients exposed to cyberattacks. Moreover,
in emergency situations, medical personnel may need rapid

access to the IMD to retrieve data or modify therapy pa-
rameters while the patient is unable to provide the required
credentials (e.g., due to unconsciousness). In such scenarios,
strict authentication and access-control mechanisms may be
impractical [3]. Therefore, two access modalities are required:
a method for normal operation and an emergency mode that
temporarily bypasses security to permit what would otherwise
be considered unauthorized access.

To secure communication with IMDs, various authentication
and access control protocols have been proposed [4], operating
either in both normal and emergency modes or exclusively in
normal mode, and relying on proximity, biometrics, or proxy-
based mechanisms. Proxy-based approaches are particularly
promising for real-world deployment, as they offload com-
putationally intensive cryptographic operations to an external
device, keeping the IMD lightweight. Within this category,
IMDGuard [5] is one of the most frequently referenced
protocols, despite being vulnerable to denial-of-service (DoS)
attacks and having a weakness in the generation of one of its
three cryptographic keys.

Our contribution. In this work, we conduct a comprehen-
sive formal security analysis of IMDGuard using ProVerif, one
of the most widely adopted symbolic verification tools [6] [7].
Our verification revealed several potential DoS attacks as well
as a critical flaw in the authentication mechanism used in
regular mode, which is intended to protect non-emergency
operations. This previously unreported vulnerability has been
inherited by subsequent works in the literature without being
corrected, allowing an adversary to inject falsified teleme-
try data in responses to legitimate Programmer commands.
Although it does not directly harm the patient, it could
indirectly do so by leading a physician to make an incorrect
clinical decision. We therefore propose a simple modification
that enforces mutual authentication between the Guardian
and the Programmer, thereby protecting the protocol from
impersonation attacks and safeguarding the Protected Health
Information (PHI) sent by the IMD.

Structure of the paper. Section II presents a summary of
related work. Section III provides a detailed description of the
IMDGuard protocol under verification. Section IV explains
how the protocol was modeled in ProVerif, and Section V
presents the verified security properties and the corresponding
results. Finally, Section VI describes our proposal to fix the
protocol, and Section VII concludes the paper.



II. RELATED WORK

The security of IMDs today is a critical concern as these sys-
tems become more interconnected. Although no cyberattacks
causing direct patient harm have yet been reported, researchers
have demonstrated that the threat is real and significant, and
the entire IMD ecosystem is a potential target [8]. IMDs
themselves can be targeted by replay attacks conducted via
radio-based techniques to alter or disclose patient information,
modify therapy settings, or even disable treatment delivery
[9]. Programmers and home monitoring systems are also
susceptible, as demonstrated in [10], which revealed poor
security practices and multiple vulnerabilities among the four
major implantable cardiac device vendors.

To mitigate some of these risks, various access control
and authentication protocols have been proposed, categorized
into four main approaches: proximity-based, proxy-based,
biometrics-based, and hybrid methods [4].

Proximity Based | l Proxy Based | |Biometn’cs Basedl | Hybrid

Figure 1. Programmer-to-IMD Authentication and Access Control Schemes

Proximity-based schemes grant IMD access only when
the external programmer is sufficiently close to the device,
activating emergency access once the distance falls below a
defined threshold [11]. Biometric-based systems can operate
in both regular and emergency modes, but in practice they
often function as emergency backdoor mechanisms. These
approaches rely on physical or physiological traits, such as
fingerprints, iris patterns, or ECG-derived features, to enforce
access control, derive cryptographic keys, or support secret-
sharing schemes [12]-[16]. Proxy-based approach relies on
an external security device that patients wear on a daily
basis. Acting as an intermediary, it ensures that only autho-
rized programmers can communicate with the IMD, while
emergency access remains possible by simply removing the
device. Two main architectures implement this concept: IMD-
Shield [17], which uses jamming to protect communication,
and IMDGuard [5], which employs three different keys among
the involved parties. Zhang et al. proposed another valid
alternative called MedMon [18], a monitoring device that
inspects all IMD communications for malicious activity and
alerts patients to critical events. Finally, hybrid mechanisms
combine multiple authentication strategies to balance security,
usability, and emergency accessibility.

IMDGuard, the protocol analyzed in this work, relies on
the assumption that an adversary cannot obtain a patient’s
ECG signal without physical contact, as this parameter is
used to derive one of its cryptographic keys. However, prior
research has demonstrated that ECG data can, in fact, be
captured remotely [19]-[21]. Moreover, Rostami et al. [22]
demonstrated that a man-in-the-middle attack can reduce the

effective entropy of the same ECG-derived key from 128 bits
to 86, further compromising security.

While these studies focus on cryptographic weaknesses in
IMDGuard, they overlook vulnerabilities arising from protocol
design. Formal analyses of IMD authentication schemes [23]
revealed a general lack of rigorous verification during develop-
ment. Ideally, every proposed protocol should include formal
validation, as done by Camara et al. [24], who developed
ACIM, a proximity and identity-based access control protocol,
and verified its security using ProVerif.

III. IMDGUARD PROTOCOL

The IMDGuard Protocol is a notable example of a proxy-
based authentication system designed for secure cardiac IMD
communication [5]. The components involved in this protocol
include the IMD, the Programmer, and an external security
device called Guardian, as illustrated in Figure 2.
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Figure 2. IMD Guardian Architecture

Under normal conditions, the Guardian (G) functions as a
controllable ON/OFF switch, regulating secure access to the
IMD by the Programmer (P). In contrast, during emergency
situations, when the Guardian is removed, the IMD automati-
cally enters an emergency mode, permitting unsecured access
to prioritize patient safety.

A. Communication Channels and Key Management

The architecture involves three main logical communication
links, all serving distinct purposes within the protocol and
having their own specific key management procedures:

o Link Alpha (a : G < P): used for access control.
The Guardian and the Programmer each maintain a list
of the other’s legitimate public keys, which are securely
pre-installed during deployment in a clinical setting.

e Link Beta (5 : G < IMD): used for initial pairing.
As an external device, the Guardian must establish a
shared secret key with the IMD without any prior as-
sociation. Pre-deploying a key is impractical because
resetting the IMD is invasive; instead, the system derives
the shared key from the patient’s ECG signals.

e Link Gamma (v : IM D & P): used to send commands,
extract data, or reprogram specific therapy configurations.



This channel is secured using a session key generated
and distributed by the Guardian to both the IMD and the
Programmer, enabling secure communication.

B. Protocol Workflow

In both normal and emergency modes, the interaction begins
when the Programmer (P) initiates an access request to the
IMD. Upon receiving this request, the IMD replies with its
identifier and a randomly generated nonce (nl1_IMD), starts a
timer (7'1), and waits for a response from the Guardian (G).

1) Regular Mode: During the timer interval, G authenti-
cates P using a simple challenge-response mechanism. Specif-
ically, G sends a random nonce to P, which responds with its
own nonce and the received one signed with its private key.
Since G already holds the Programmer’s public key, it can
verify the signature and authenticate P.
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Timer T1 Start

M2a: ID_IMD, n1_IMD

M2b: ID_IMD, n1_IMD

M3: n1_Guard

M4: {n1_Guard}_skProg, n1_Prog
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Figure 3. Regular Mode: Sequence Diagram

If authentication succeeds before the 7'1 timer expires, the
system transitions to regular operation mode. The Guardian
subsequently distributes a temporary key (TK) to both the
IMD and the Programmer, thereby establishing the secure
communication channel . Conversely, if authentication fails,
the Guardian transmits a denial message to both entities.

2) Emergency Mode: If the Guardian is unavailable, after
three consecutive timer expirations, the system switches to
emergency mode. In emergency mode, IMDGuard assumes no
adversary is present, leaving communication between the Pro-
grammer and IMD unencrypted and exposed to interception or
modification. To mitigate jamming attacks that could falsely
trigger this mode, the Guardian employs a proper defensive
mechanism (see [5] for details).

As no security measures are active in emergency mode, our
formal verification focuses exclusively on the regular (secure)
mode.

IV. MODELING THE PROTOCOL WITH PROVERIF

We model IMDGuard using ProVerif, an automated tool for
the formal verification of security protocols, based on symbolic
models. This framework allows us to represent communicating
processes and analyze the protocol to detect potential flaws or
confirm the robustness in the presence of a powerful and active
adversary. Because ProVerif assumes perfect cryptography,
modeling cryptographic primitives as ideal and unbreakable
black boxes, attacks exploiting algorithmic or mathematical
weaknesses are outside the scope of the verification [6] [7].

In our model, asymmetric encryption, symmetric encryp-
tion, and digital signatures are encoded using standard sym-
bolic representations commonly adopted in the literature and
documented in the ProVerif manual [7].

A. Threat Model

ProVerif follows the Dolev-Yao model, where the adversary
can eavesdrop on all exchanged messages, decrypt or encrypt
messages when possessing the necessary keys, and freely re-
play, delete, modify, forge, or inject messages using the knowl-
edge acquired during protocol execution. In our formalization,
all communications occur over wireless public channels, fully
exposed to the adversary, thereby maximizing the range of
potential malicious interactions within the protocol.

We assume the adversary knows the public keys of G' and
P, as well as the formats of the initialization access string
(sent by P in message M1 of Figure 3) and of the YES (used
in M5, M6) and NO (used in M) terms. Private and shared
keys are treated as secret, whereas nonces and other terms are
considered secret only until they are transmitted in cleartext
or encrypted with a key that the adversary can obtain. Based
on this model, we evaluate whether the attacker can perform
the following attack categories:

« Eavesdropping Attack, targeting the confidentiality of
exchanged data. The adversary passively monitors public
communication channels to obtain sensitive or private
information that should remain secret.

o Impersonation and Message Manipulation Attack, tar-
geting the authenticity and integrity of communications.
By altering protocol messages, the attacker can imperson-
ate legitimate entities or modify exchanged data, causing
devices to accept falsified information as authentic.

o Denial-of-Service (DoS) Attack, targeting the availabil-
ity of the protocol and device access. The adversary may
forge malicious message exchanges to prevent the pro-
tocol from completing successfully or to deny legitimate
access requests.

B. Protocol Processes

After defining the cryptographic operations, communication
channels, and the attacker’s initial knowledge, we specify
a main process that instantiates each protocol participant.



We instantiate single (non-replicated) processes because our
analysis targets a single execution of the protocol; replication
would introduce unnecessary concurrent sessions not relevant
to IMDGuard’s one-to-one interaction model.

process
(* G and P each have a private-public key pair «)
new kpProg:keymat;
new kpGuard:keymat;

(» Assume P and the IMD already share a key x)
new ECG_based_key:key;

(
(x» Give the public keys to the attacker x)
out (ch_alpha, pk(kpProg)); O |
out (ch_alpha, pk(kpGuard)); 0 |

(» Instantiate all processes x)
IMD (ECG_based_key) |
Programmer (kpProg, pk (kpGuard)) |

Guardian (kpGuard, ECG_based_key, pk (kpProg))

Then, we model each role (the Programmer, the IMD,
and the Guardian) as a distinct process and specify their
interactions, including the creation, transmission, reception,
and manipulation of values. The modeled interaction includes
the entire authentication procedure illustrated in Figure 3.
Furthermore, once TK has been distributed to both the IMD
and the Programmer, we model the first encrypted interac-
tion over channel . In this phase, the Programmer sends a
data retrieval request (retr_command), to which the IMD
responds with resp_phi, containing the relevant Protected
Health Information (PHI) it stores.

V. SECURITY PROPERTIES AND VERIFICATION RESULTS

Finally, we define a set of security properties that enable
ProVerif to systematically explore all possible interactions
between honest participants and the adversary in search of
potential attack traces. This section presents these properties,
explains how they are modeled, and discusses the results.

A. Confidentiality of Sensitive Data

A fundamental security goal is to ensure that adversaries
cannot gain access to the participants’ secrets, even when
actively engaging in the protocol. In our model, the primary
confidential element is resp_phi, which carries the PHI sent
by the IMD to the Programmer over channel . In ProVerif,
confidentiality is represented as a reachability property: a
secret is considered confidential if the adversary cannot reach
(i.e., derive) the corresponding term using all the knowledge
and capabilities acquired. This can be easily tested as follows.

query attacker (resp_phi) .

The result of this query shows that the adversary cannot de-
rive resp_phi, providing formal evidence that the protocol
maintains the confidentiality of the sensitive information.

B. Authenticity and Integrity of Sensitive Data

To ensure that the sensitive data retrieved from the IMD
(resp_phi) is also authentic and unaltered, we define a
correspondence assertion that verifies each PHI value received
by the Programmer corresponds to a unique transmission from
the IMD, thereby enforcing a strict one-to-one relationship
between receipt and legitimate origin.

query data:phi_data, tk:key;
inj-event (phi_received (data,
==> inj-event (phi_sent (data,

tk))
tk)) .

The query result reveals a breach of the intended au-
thenticity property, indicating that the attacker can deceive
the Programmer into accepting data that the IMD never
transmitted.

1) Attack Analysis: The observed violation arises from the
lack of mutual authentication: although the Guardian authenti-
cates the Programmer upon receiving message M4 (Figure 3),
the Programmer does not cryptographically verify the origin
of message M6, leaving no assurance that it was generated by
a legitimate Guardian. An attacker can exploit this weakness
by first impersonating the Guardian and installing a forged TK
on the Programmer. Using this falsified key, the attacker can
then impersonate the IMD and transmit counterfeit data to P,
compromising both authenticity and integrity.
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Figure 4. Attack Trace: an adversary exploits the flawed authentication to
install a forged session key and deliver falsified PHI to the Programmer

This attack, illustrated in Figure 4, consists of a Message

Forgery and Impersonation Attack and proceeds as follows:

1) The attacker A intercepts message M4 to extract the
nonce nl_prog.



2) A, impersonating the Guardian, forges multiple in-
stances of MG’ by leveraging the intercepted nonce
and the known format of the YES message, inserting
a fraudulent temporary key TK’. To prevent the attack
from failing if the legitimate TK is received first, A
floods the Programmer with a large number of forged
M6 messages, all encrypted with the known pk_Prog.

3) The Programmer, unable to verify the origin of the
message, accepts the forged key and subsequently issues
a retr_command encrypted with TK'.

4) The adversary, now impersonating the IMD, can de-
crypt the Programmer’s command (encrypted with TK’)
and respond with falsified protected health information
(M8, while the legitimate IMD is unable to decrypt
the command.

2) Real-World Scenario: Using the same type of query
applied to the received and sent PHI, we also tested the au-
thenticity and integrity of the ret r_command. No violations
were found, indicating that an attacker cannot impersonate the
Programmer and inject unauthorized commands into the IMD.

Nevertheless, the manipulation of medical data sent to the
Programmer, as illustrated in Figure 4, remains a serious
security risk. Forged data can lead to misdiagnosis, inap-
propriate treatment, or delayed intervention, compromising
patient safety and potentially resulting in regulatory, legal, and
reputational consequences for healthcare institutions involved.

C. Availability and Access Control

The final part of our evaluation focuses on the protocol’s
availability and access control mechanisms. Our goal is to
determine whether an adversary can trigger a sequence of
messages that either forces the protocol into a denial state
or causes an incorrect progression through the access-control
logic. To this end, we define two types of events that capture
authorization and denial outcomes for each device, enabling
us to formally reason about whether the protocol can be driven
into unintended or inconsistent states.

1) Denial-of-Service in Session Setup: In our model, denial
events should never be triggered during correct protocol execu-
tion. By querying their reachability in ProVerif, we can iden-
tify potential attack traces and demonstrate that the protocol’s
availability can be compromised not only through radio-based
attacks, such as jamming, but also through manipulations of
the protocol messages themselves.

query event (guardian_denies_comm()) .
query event (programmer_access_denied()) .
query event (imd_access_denied()) .

Three traces in which denial events occur were detected:

o Guardian denies communication: A tampered signature
of n1_Guard in M4, sent in response to the challenge,
causes the Guardian to reject the session.

o Programmer access denied: Forged or modified re-
sponses, such as a NO message (M8) or an incorrect
nl_Prog in M6, lead the Programmer to deny access.

o« IMD access denied: Triggered indirectly when the
Guardian refuses communication, causing the IMD to
also reject the Programmer.

2) Authorization Flow: In contrast, allow events should
always be triggered during correct protocol execution. By
defining two correspondence assertions, we ensure that the
Programmer and the IMD can reach the access_allowed
“state” only if the Guardian has explicitly granted authoriza-
tion by triggering the corresponding event beforehand.

query x:pkey, y:pkey, tk:key;

inj-event (programmer_access_allowed(x, y, tk))
==> inj-event (guardian_allows_comm(x, y, tk)).
query x:pkey, y:pkey, tk:key;
inj-event (imd_access_allowed (tk))
==> inj-event (guardian_allows_comm(x, y, tk)).

When verified, ProVerif confirmed the second assertion,
showing that the IMD accepts communication only after
explicit Guardian authorization. The first assertion, however,
failed, revealing a subcase of the previously described attack
(Figure 4): when the Programmer receives the forged YES
message in M6, it triggers the access_allowed event
even though the message did not originate from the legitimate
Guardian and no authorization event was issued.

VI. FIXING THE PROTOCOL

A summary of the main security issues identified by
ProVerif in the IMDGuard protocol is presented in Table I.
To address most of these issues, it is essential to ensure that
the temporary key is transmitted by the legitimate Guardian,
thereby guaranteeing mutual authentication. Applying this
correction preserves the integrity and authenticity of the PHI
transmitted by the IMD and prevents impersonation attacks.
The updated sequence diagram incorporating these fixes is
shown in Figure 5.
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Figure 5. Fixed Regular Mode: Sequence Diagram



Table 1
COMPARISON OF SECURITY PROPERTIES BETWEEN THE ORIGINAL IMDGUARD PROTOCOL AND THE PROPOSED FIX

. Mutual Authentication PHI Security Properties Attack Resistance
Protocol Version
G Authenticates P | P Authenticates G | Confidentiality | Integrity | Authenticity | Impersonation | DoS
IMDGuard [5] v X v X X X X
Our Solution v v v v v v X

To introduce mutual authentication, instead of directly send-
ing message M6 (as shown in Figure 3), the Guardian now
signs it with its private key and then encrypts it with the
Programmer’s public key before transmission. On the receiving
side, the Programmer, being the only entity able to decrypt the
message with its private key, can then ensure that the message
is coming from the Guardian by verifying the signature, and
then it proceeds with the same protocol checks: confirming that
it has authorization by checking if the first field is YES and
finally that the nonce n1_prog matches the one it previously
sent, thereby also ensuring freshness and preventing replay
attacks. After implementing these corrections and re-running
ProVerif, the attack trace shown in Figure 4 is no longer
produced. Table I provides a final comparison between the
original and corrected versions of the protocol.

VII. CONCLUSION

In this paper, we present a formal verification of IMDGuard,
a well-known proxy-based protocol, through which we identify
multiple vulnerabilities. Our verification revealed a previously
unreported flaw in its regular (secure) mode that enables an
attacker to impersonate the IMD and inject falsified data into
the Programmer. To address this issue, we propose a simple
modification that preserves the original protocol structure,
preventing impersonation attacks and ensuring the authenticity
and integrity of the data delivered to the Programmer.
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