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Abstract—The increasing complexity and capacity demands
of modern optical communication networks require advanced
tools for predictive maintenance and fault prevention. This study
presents a systematic methodology for generating a comprehen-
sive network failure database using Digital Twins (DTs) based
on the open-source optical network simulation framework GNPy
(Gaussian Noise model in Python). GNPy enables the generation
of synthetic datasets to support the development of Machine
Learning (ML) models for proactive fault detection and network
performance optimization. By modeling a wide range of failure
scenarios such as amplifier degradation, span loss variation, and
component misconfigurations, GNPy enables detailed analysis of
their impact on critical transmission parameters including Gen-
eralized Signal-to-Noise Ratio (GSNR), Optical Signal-to-Noise
Ratio (OSNR), and channel power. The proposed methodology
allows the generation of a diverse and scalable database that
reflects both normal and degraded network operating conditions.
This synthetic dataset provides valuable input for training ML
algorithms to detect subtle performance degradations and predict
potential failures before they impact running services. By lever-
aging this simulation-based data generation approach, network
operators can significantly enhance the reliability and resilience
of their transport networks. Furthermore, the integration of
GNPy with data-driven ML models lays the foundation for
intelligent network management systems capable of automated
fault prediction and proactive maintenance strategies in future
high-capacity optical networks.

Index Terms—Digital Twin, Failure Prediction, Fault Detec-
tion, Machine Learning, Network Reliability, Optical Networks,
Proactive Failure Management, Soft Failures.

I. INTRODUCTION

Optical networks form the high capacity foundation of

modern communication systems, supporting ever-increasing

demands for bandwidth, latency-sensitive applications, and

uninterrupted service delivery. Given the critical nature of

This publication has received funding from the project PNRR-NGEU
(MUR–DM117/2023), the EU Horizon 2020 projects ALLEGRO (GA:
101092766) and SENSEI (GA: 101189545).

these networks, ensuring their reliability and performance is

of paramount importance. Traditional reactive or time-based

maintenance methods do not fully exploit the early signs that

soft failures usually provide, missing a potential opportunity

to mitigate service interruptions and economic losses for

network operators [1]. In this context, predictive maintenance

has emerged as a transformative approach, aiming to antici-

pate failures and take preventive actions to maintain network

integrity and service continuity. Predictive maintenance can

complement existing methods, contributing to improving the

robustness of optical networks [2].

In recent years, Machine Learning (ML) techniques have

been increasingly explored for failure management in optical

networks [3]–[9]. These techniques offer the potential to learn

complex patterns from historical data, enabling intelligent pre-

diction of component degradation, link instability, or network

element failures. ML enables automation of alarm analysis

and performance optimization in optical networks [10]. ML-

based models, such as supervised classifiers and time-series

predictors, can effectively detect subtle signs of impending

faults that may not be evident through traditional threshold-

based monitoring. As a result, ML-driven predictive mainte-

nance promises to reduce downtime, optimize resource uti-

lization, and improve overall efficiency of network operations.

However, the major hindrance to the practical application

of ML in optical networks is the scarce/no availability of

high-quality training data. Effective ML models require large

volumes of labeled data capturing both normal and failure

states under various network conditions. In reality, failure

events in optical networks are rare and uneven and, when

they do occur, the available data are incomplete, noisy, or

unlabeled. Furthermore, data imbalance with far fewer failure

instances compared to normal operations can hinder model

generalization and lead to biased predictions. This challenge is

further exacerbated by difficulties in collecting data from live
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TX/RX - Transceiver
ROADM - Reconfigurable Optical Add-Drop Multiplexer
BST - Booster Amplifier
Pre-Amp - Pre Amplifier
ILA - In-Line Amplifier 
SMF - Single Mode Fiber

Network Topology simulated in GNPy

Characterization data of
gain/NF profile from

commercial amplifiers

Reference network simulation in
GNPy based on characterization

data for amplifiers

QoT Estimation in GNPy under
failure conditions-

GSNR/OSNR/Channel Power etc

Network failure database
generation for the training of

predictive ML models

Failure simulation in Amplifiers

Amplifier failure
simulation in reference

network

Fig. 1: Network failure database generation for the training of predictive ML models using GNPy - a schematic representation.

production networks, where operational constraints, privacy

concerns, and the risk of service disruption limit the extent

and granularity of data that can be captured.

To address the lack of failure data, data augmentation

techniques have been explored in the existing literature [11],

[12]. These techniques involve synthetically generating data

samples by manipulating existing data. Although data aug-

mentation can help improve model training in some cases,

it fails to capture the full complexity and dynamics of real-

world network failures. Moreover, artificially transformed data

may not generalize well enough to actual network conditions,

leading to unreliable predictions and overfitting. A promising

alternative to overcome these challenges is to use Digital Twins

(DTs), i.e. the virtual replicas of physical optical networks that

simulate their behavior, topology, and operational characteris-

tics. DTs can model the evolution of the network in various

configurations, traffic patterns, and fault scenarios, enabling

the generation of realistic high-fidelity datasets to train and

validate ML models [13], [14]. Unlike data augmentation, DTs

can incorporate physics-based modeling, domain knowledge,

and historical telemetry to simulate rare or possible events

with greater accuracy. ML models designed to address network

failures can be built and evaluated effectively by leveraging

scalable and adaptable DTs.

This article describes and demonstrates the generation of

a network failure database using the open-source optical net-

work simulation framework – GNPy (Gaussian Noise model

in Python) [15]. Leveraging GNPy, a comprehensive failure

dataset can be created by modeling different scenarios of

failure conditions and then evaluating the impact of the failures

on transmission parameters such as Generalized Signal-to-

Noise Ratio (GSNR), Optical Signal-to-Noise Ratio (OSNR)

and channel power. This study focuses on the prediction and

analysis of optical amplifier performance in optical networks.

To achieve this, the GNPy simulation tool is used to effec-

tively model the behavior of the optical network under varied

conditions, from normal operational scenarios to simulating

various failure conditions of optical amplifiers. The general

concept of network failure database generation for predictive

ML in optical networks is illustrated in Fig. 1. By capturing

both normal and faulty behaviors, the simulation provides

information on network performance, thereby generating the

necessary datasets representing network failures to anticipate

potential issues related to amplifier degradation or malfunc-

tion. The dataset generated from the simulations serves as the

foundation for the training of the ML model based on Gradient

Boosted Decision Trees (GBDT). This model is trained to

predict and locate faulty optical amplifiers in the network

span. By analyzing patterns and variations in the transmission

parameter data, the GBDT ML model learns to differentiate

between normal operating conditions and those indicative of

amplifier failures. This predictive capability enables proactive

maintenance that contributes to improved network reliabil-

ity and reduced downtime. The remainder of this paper is

organized as follows. Section II provides a comprehensive

overview of the GNPy simulation framework, including optical

network modeling (Section II-A), characterization of optical

amplifiers (Section II-B), and simulation of amplifier failure

scenarios along with the generation of a corresponding failure

database (Section II-C). Section III presents the ML model
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trained using the generated data for failure prediction and its

performance evaluation metrics. Finally, Section IV concludes

the paper and outlines directions for future research.

II. GNPY AND NETWORK FAILURE DATA GENERATION

A. Optical Network Simulation using GNPy

The flexible and open framework of GNPy has enabled

it to be a widely adopted tool for open optical networks. It

provides capabilities to model and analyze transparent optical

routes, check signal reachability, and evaluate the capacity and

efficiency of both new and existing network setups. Its modular

structure enables a detailed representation of individual disag-

gregated components, aligning well with the needs of modern,

software-driven, and open networking environments [15], [16].

As shown in Fig. 1, DT of the reference network is constructed

using the GNPy. The reference network includes transceivers,

Reconfigurable Optical Add-Drop Multiplexers (ROADMs),

and amplifiers on a single-mode fiber link with a total distance

of 520 km, divided into eight spans, each measuring 65 km.

B. Optical Amplifier Characterization

The characterization of the Erbium Doped Fiber Amplifiers

(EDFAs) was performed to evaluate both the gain profile and

the Noise Figure (NF) across the relevant C-band spectrum.

Each EDFA was driven under nominal operating conditions

using factory-calibrated bias currents and internal temperature

stabilization. Gain profile measurements were carried out by

injecting a low-power continuous-wave tunable laser source

into the EDFA input. The signal was swept across the C-band

in steps of 0.1 nm, and the corresponding output power was

measured using an Optical Spectrum Analyzer (OSA) with

a resolution bandwidth of 0.05 nm. The gain G(λ) at each

wavelength was computed as:

G(λ) = Pout(λ)− Pin(λ) (1)

where Pin and Pout are the input and output optical powers (in

dBm) at wavelength λ, respectively.

For the NF profile characterization, measurements were

carried out under full spectral load conditions at different target

gain settings. A set of densely spaced input channels was first

applied to simulate the fully loaded amplifier. Then, each chan-

nel was turned off sequentially and the corresponding out-of-

band Amplified Spontaneous Emission (ASE) noise generated

by the EDFA at the vacant spectral slot was measured using

the OSA. This procedure allowed reconstruction of the ASE

noise profile per channel nASE(λ) under realistic operating

conditions. The NF at each wavelength was then calculated

using:

NF(λ) = 10 log10

(

nASE(λ) · hν ·∆ν

G(λ) · Pin(λ)
+ 1

)

(2)

where h is Planck’s constant, ν is the optical frequency, and

∆ν is the resolution bandwidth of the OSA. This approach

ensures an accurate estimation of the NF under realistic

spectral loading and amplifier saturation conditions.

C. Optical Amplifier Failures and Database Generation in

GNPy

Although optical amplifiers are integral components in

long-haul and high-capacity optical communication systems,

serving to mitigate signal attenuation and maintain transmis-

sion integrity over long distances, they are susceptible to

a range of impairments that can adversely affect network

performance and directly degrade Quality of Transmission

(QoT). A prevalent issue observed in optical amplifiers is the

gradual degradation of the amplifier gain. This phenomenon

is typically attributed to the aging of pump lasers, reduction

in pump efficiency, or gain medium saturation under high

input power conditions. Over time, these factors contribute

to a decrease in amplification ability, resulting in suboptimal

signal levels at the output [13]. Persistent gain reduction can

lead to signal degradation across multiple spans, particularly in

cascaded amplifier configurations. Another significant concern

is the increase in NF, primarily due to the elevated noise

of ASE [17]. ASE levels may escalate as a consequence of

pump laser instabilities, spectral drift, or aging-related deteri-

oration of the pump source. The increased noise contribution

from ASE adversely affects OSNR, thereby impairing sys-

tem performance, especially in high-order modulation formats

where OSNR margins are tight. Furthermore, optical amplifiers

may exhibit output power anomalies, including unexpected

fluctuations such as transient spikes or sudden drops. These

irregularities are symptomatic of pump current variations,

control circuitry malfunctions, or complete pump laser failure.

Such deviations can lead to imbalanced channel power profiles

and may trigger protection mechanisms or service interrup-

tions in dynamic optical networks. Persistent impairments in

optical amplifiers can lead to critical system-level failures,

causing substantial signal degradation and network instability.

As optical amplifiers are essential to maintain transmission

across long-haul links in Optical Line Systems (OLS), early

detection of performance degradation is necessary to prevent

cascading transmission faults.

GNPy is used to simulate optical network performance by

accounting for key effects of the physical layer such as ASE

noise, nonlinear impairments, and dispersion accumulation.

The simulation operates on a detailed network topology, as

depicted in Fig. 1, encompassing fiber span properties, optical

node data, and comprehensive technical specifications includ-

ing amplifier characteristics and transponder parameters. Using

these inputs, GNPy computes transmission quality metrics

such as GSNR, OSNR, and channel power. Signal propagation

is analyzed by simulating the transmission of optical signals

through various network components, such as fiber links,

amplification stages, and ROADMs. The framework captures

detailed physical characteristics, including span attenuation,

fiber lengths, wavelength-dependent gain dynamics, and non-

linear interference. By iteratively applying the Gaussian noise

(GN) model to each segment of the transmission path, GNPy

quantifies the cumulative degradation of signal quality result-

ing from these impairments.
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NF  -  Noise Figure.

UID  -  Unique Identifier of the Amplifier.

ILA  -  In-Line Amplifier.

BST  -  Booster Amplifier.

Pre  -  Pre-Amplifier.

GSNRi-  Generalized Signal-to-Noise                     

     Ratio for Channel i

𝚫GSNRi = GSNRi,with o昀昀set −GSNRi,no o昀昀set

Fig. 2: Simulation results obtained using GNPy show the per-channel GSNR degradation as a function of increasing NF offsets

applied to different amplifiers along the span. The plot highlights that both the position of the amplifier and the magnitude

of the NF offset influence the per-channel GSNR. Lower offset values are shown in blue, transitioning to red as the offset

increases.

The GNPy simulation framework was used to generate

the training dataset by systematically varying critical network

parameters over a large set of simulation runs. This approach

enabled modeling of a broad range of network configurations

and operational conditions, including infrequent fault scenarios

that are often challenging to capture in real-world networks

due to their rarity and the practical limitations of collecting

data from live systems. By adjusting parameters such as

amplifier gain settings, transponder configurations, and fault

injection scenarios, GNPy enables emulation of a wide range

of network behaviors and their associated impacts on signal

quality metrics.

The gain and NF profiles of commercially deployed optical

amplifiers, characterized as detailed in Section II.B, were

integrated into the simulation framework to reflect the realistic

physical layer behavior. In this work, to emulate scenarios

involving elevated levels of ASE noise, a controlled NF offset

was applied to the baseline NF profiles of the amplifiers

deployed within each fiber span. This adjustment allowed for

systematic evaluation of the resulting degradation in signal

quality, quantified in terms of the per channel GSNR at the

receiver end. The ASE power generated in optical amplifiers

over a bandwidth ∆f can be expressed as [18]:

PASE = 2nsphν(G− 1)∆f (3)

where nsp is the spontaneous emission factor, h is Planck’s

constant, ν is the optical frequency, G is the amplifier gain

(linear scale), ∆f is the optical noise bandwidth.

The NF of the amplifier is influenced by the spontaneous

emission factor nsp as:

NF = 2nsp (4)

Assuming G ≫ 1, increasing NF increases PASE, resulting in

the degradation of GSNR, defined as:

GSNR =
Psignal

PASE + PNLI

(5)

where PNLI accounts for non-linear noise contributions.

Through controlled variation of the NF of selected ampli-

fiers in the simulated topology, GNPy enables to investigate

the influence of noise behavior. Using GNPy, the generation

of per-channel GSNR data under failure conditions reflects the

aging of the amplifier or soft failure behavior. The simulation

results, presented in Fig. 2, illustrate the variation in GSNR as

a function of the NF offset across all channels. The difference

in GSNR per channel received at the transceiver is obtained

as follows.

∆GSNRi = GSNRi,no offset −GSNRi,with offset (6)

where:

• GSNRi,no offset is the GSNR for channel i without any

offset applied.

• GSNRi,with offset is the GSNR for channel i with the

applied offset.

The findings indicate a clear trend to increase the degra-

dation of GSNR per channel with higher offset values of

NF. Furthermore, the data suggest that the impact of ASE

noise is not uniform across the amplifiers in the link. Instead,

it is influenced by the specific position and role of each

amplifier within the transmission line. This variation arises

from the cascading nature of optical amplification, where noise

introduced at the upstream stages accumulates and interacts
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with the subsequent amplification stages, leading to non-linear

and span-dependent effects on overall transmission quality.

The generated database serves as a critical foundation for

the development and evaluation of ML models that aim to pre-

dict optical amplifier-related faults. Leveraging the flexibility

of the GNPy simulation framework, the dataset encompasses

a wide range of realistic and diverse network conditions, in-

cluding both nominal and degraded states. This comprehensive

coverage improves the robustness and generalization capability

of the models, enabling them to detect and predict faults under

different operational scenarios.

III. ML MODEL AND PERFORMANCE EVALUATION

To develop an effective predictive model for optical ampli-

fier forecasting, the GBDT ML technique [19] is used. GBDT

is a highly effective technique within the ensemble learning

paradigm. Ensemble methodologies integrate predictions from

multiple base models, enhancing generalization capabilities

and reducing sensitivity to data variability. Specifically, GBDT

operates by sequentially training a series of weak learners,

usually shallow decision trees, each aimed at addressing

the residual errors of its predecessors [20]. This iterative

refinement is guided by gradient descent optimization, which

systematically reduces the loss of prediction of the model.

Through this process, the ensemble progressively improves its

accuracy by focusing on the instances most difficult to predict

in former iterations [21]. Thus, GBDT offers a reliable and

scalable approach for high-precision predictive modeling in

complex tasks such as predicting optical amplifier failures. For

each Unique Identifier (UID) corresponding to a specific am-

plifier, the ML model leverages span-specific parameters and

channel characteristics to perform fault prediction. The ML

model outputs a binary label, where 0 indicates the absence

of any fault and 1 denotes the presence of an incoming fault.

Through this approach, the ML model effectively predicts and

localizes faulty amplifiers in the OLS.

Fig. 3: Bar plot displaying Accuracy, Precision, Recall, and

F1-Score, illustrating class-wise classification performance.

To evaluate the performance of the ML model, standard

classification metrics are used, such as accuracy, precision, re-

call, and the F1 score. In binary classification, each data point

Fig. 4: Confusion Matrix showing the True vs. Predicted Class

Labels, visualizing the misclassifications.

is categorized into one of two groups, labeled as positive or

negative. This classification yields four possible outcomes: true

positives, true negatives, false positives, and false negatives.

Accuracy represents the ratio of correctly identified cases, both

positive and negative, to the total number of predictions, pro-

viding a general measure of the model’s correctness. Precision

focuses on the quality of positive predictions, indicating the

proportion of those that are actually correct and thus reflecting

the model’s ability to limit false alarms. Recall, also called

sensitivity, captures how effectively the model detects actual

positives, emphasizing its success in finding all relevant fault

instances. The F1 score combines precision and recall into a

single metric that balances the trade-off between identifying

relevant instances (recall) and minimizing incorrect positive

predictions (precision) [22], [23]. These key performance

metrics of the proposed model are illustrated in Fig. 3, which

highlights its robustness and reliability in predicting failures.

The model achieved an impressive overall accuracy of 99%,

demonstrating its high effectiveness in correctly identifying

target classes. The dataset was partitioned using a 70:30 train-

test split, ensuring that the model had a sufficient amount

of data to learn from while maintaining a fair evaluation of

unseen data. The train-test split, used in this study, follows a

standard practice in ML, designed to strike a balance between

allowing the model to learn effectively from the training data

while also assessing its ability to generalize to new samples.

To better understand the performance of the model, the

confusion matrix depicted in Fig. 4 provides further insight

into the classification performance of the model at the granular

level. A confusion matrix is a useful tool for evaluating classi-

fication models, as it shows the number of true positives, true

negatives, false positives, and false negatives. The confusion

matrix shown in Fig. 4 reveals a total of one false negative

and nine false positives, indicating a strong ability to correctly

classify true positive cases with minimal errors. The low

number of false negatives suggests that the model rarely misses

actual positive instances, which is particularly important in this
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use case of optical amplifier failures where such omissions

could carry significant consequences. The presence of nine

false positives, while minimal, suggests that the model is

generally effective in distinguishing between classes, with only

rarely misclassifications of negative samples as positive. These

metrics show the overall performance reliability of the ML

model.

IV. CONCLUSIONS AND FUTURE WORK

In conclusion, this study demonstrates the feasibility and ef-

fectiveness of using GNPy open-source simulation framework

to generate synthetic datasets for ML based fault prediction

in optical communication networks. By simulating a wide

spectrum of failure scenarios and analyzing their effects on key

transmission parameters such as GSNR, OSNR, and channel

power, the proposed methodology enables the creation of a

scalable and diverse failure database. This dataset serves as a

critical foundation for training ML models capable of detecting

performance degradations and forecasting faults before they

impact network service, thereby supporting the development

of intelligent and proactive network management strategies.

This study showcased the prediction of optical amplifier

failures by training a GBDT ML model using the simulated

dataset, achieving an accuracy of 99%. This result highlights

the potential of simulated data-driven approaches leveraging

physics-based modeling and domain knowledge to accurately

identify and localize network faults.

For future work, the underlying simulation-based method-

ology can be extended to develop ML models for predicting

failures in other critical components and subsystems of optical

networks beyond the amplifier-related scenarios discussed in

this paper, such as failures in ROADMs, transponders, or

attenuation-related issues in different types of optical fibers.

By simulating fault conditions across these components, it is

possible to generate datasets that capture a wider spectrum

of network degradation patterns. Such an extension would

enhance the general applicability of the proposed framework

and contribute to the development of fault prediction models

for the development of better maintenance strategies for next-

generation high-capacity and reliable optical networks.
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