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Abstract

In the current era of pervasive Internet access and rapidly expanding network infras-
tructures, real-time communications (RTC) have ascended as a linchpin of modern
digital interaction, underpinning a wide spectrum of use cases ranging from remote
work and telemedicine to online gaming and live media streaming. These appli-
cations entail ever-escalating demands for reliability, ultra-low latency, adaptive
performance, and technologically advanced, robust, and scalable frameworks. In this
context, machine learning (ML) techniques, which have flourished in recent years,
have emerged as promising candidates for intelligently capturing complex network
dynamics and enabling adaptive, data-driven, and proactive optimization of RTC

systems.

This thesis centers on Real-time Transport Protocol (RTP)-based RTC, exploring
various facets of ML algorithms—from coarse to fine features, from single to multi-
ple objectives, and from theoretical examination to practical implementations—to
progressively augment network performance and eventually elevate the Quality of
Experience (QoE) in RTC applications.

We commence the research with an in-depth investigation of packet loss phenom-
ena, aiming to preemptively identify the onset of future losses and thereby potentially
avoid subsequent ramifications. We discover the predominance of continuous losses
and implement as well as compare multiple ML approaches based on aggregated traf-
fic features, successfully classifying the majority of lossy events without significantly

penalizing normal conditions.

Secondly, we turn our attention to the well-established problem of traffic predic-
tion, striving to estimate network throughput with a dedicated emphasis on traffic
extremes, including peaks, valleys, and abrupt changes. Leveraging fine-grained
packet-level information, we develop an innovative deep learning (DL) algorithm

capable of adeptly recognizing/accommodating extremities.
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Moving forward to multiple objectives, we next propose a multi-task learning
framework that integrates packet- and flow-level correlations with a knowledge
distillation paradigm to efficiently predict a range of Quality of Service (QoS)
metrics for each RTP flow in a single shot.

Lastly, we transition from theoretical feasibility analyses to the evaluation of
practical performance gains. We scrutinize the congestion control (CC) mechanism
in RTC, refuting the necessity of reinforcement learning (RL) and ascertaining the
deterministic role of bandwidth estimation (BWE), which motivates the design of a

simple yet effective regressor.

In summary, we conduct a comprehensive study of RTC at both the application
and network levels, uncovering latent deficiencies and formulating various problems.
In response, we provide ML-based remedies with different, specific targets, while
progressively addressing pertinent constraints. Our work is anticipated to not only
advance the state of the art in RTC optimization but also pave the way for more
resilient, adaptive, and efficient RTC systems in increasingly complicated network

environments.
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Chapter 1
Introduction

Have you ever experienced blurry visuals or choppy audio during a video call? Do
you feel frustrated when facing lag in online gaming? Have you ever been puzzled
when discussing a live stream with friends, only to find yourself several seconds
behind? For most users, the answer to these questions is likely affirmative, while
for most operators, both the root causes and potential workarounds might remain

equally obscure and challenging to resolve.

Today’s real-time communications (RTC), which constitutes an imperative com-
ponent across professional, recreational, educational, and health domains—upholding
a multitude of applications including video-teleconferencing, internet telephony, on-
line gaming, live streaming/broadcasting, remote healthcare, augmented/virtual
reality, among others [1-5]—is far from optimal. Several factors contribute to this
suboptimality: /) The proliferation of numerous heterogeneous RTC applications in
the market, each with distinct network requirements and performance sensitivities,
most of which are proprietary and poorly documented to safeguard intellectual prop-
erty, complicates the creation of universal solutions and strains the adaptability of
existing network infrastructures. 2) Service providers are tasked with maintaining
consistent high-quality across a broad spectrum of services, contending not only with
the stringent, delay-sensitive nature of RTC traffic but also with bandwidth-hungry
yet latency-tolerant applications such as competing video-on-demand applications.
3) The dynamic and intricate nature of modern networks, especially with the inherent
challenges posed by volatile environments such as wireless and mobile networks,
introduces additional latency and losses, as well as unexpected disruptions, due to
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fluctuating signal quality, varying channel conditions, user mobility, and intermittent
connectivity. 4) The technical insufficiency of traditional network protocols and
heuristics often fail to meet the fine-grained, real-time demands of diverse RTC
applications, while major service providers are further constrained by rigid legacy

architectures and limited flexibility in adapting to evolving communication patterns.

Meanwhile, RTC has gained unprecedented popularity, driven by the widespread
adoption of remote working as well as multitudinous lifestyles from consumers,
and augmented bandwidth accessibility, alongside substantial growth in network
infrastructures from service providers. Against the backdrop of this progression, user
preferences and expectations continue to diversify, seeking a seamless, fluid overall

communication experience that extends beyond basic audiovisual quality.

In this context, the tension between contemporary suboptimal RTC systems
and escalating user demands spurs the development of multifaceted, innovative,
and efficacious optimization approaches that transcend the scope of conventional
solutions. To this end, the thriving field of artificial intelligence (Al), bolstered by
the advent of Large Language Models (LLMs), proffers auspicious and sophisticated
technologies, including machine learning (ML), deep learning (DL), reinforcement
learning (RL) algorithms, and beyond. Their innate capability of extracting intricate
patterns/correlations from massive data enables adaptive decision-making and pre-
dictive analytics, thereby facilitating a wide range of networking functionalities such
as traffic engineering, condition forecasting, network management, and anomaly
detection [6-8].

In this thesis, we delve into Real-time Transport Protocol (RTP)-based RTC
and present a suite of four different and unique yet thematically cohesive studies
that not only address specific problems but also pursue methodological renovation
and practical relevance. We first concentrate on the prevalent and detrimental event
of packet loss, framing two imbalanced binary classification tasks and leveraging
multiple ML/DL algorithms to either detect the onset of loss bursts or distinguish
between sparse and concentrated losses. We subsequently propose a DL framework,
namely DeX to predict network throughput with emphasis on traffic extremes that are
particularly crucial for RTC performance. The former work aggregates packets into
time windows and calculates integrated features (e.g., average inter-arrival time), op-
erating in a coarse manner that inherently carries incomplete information. With this

shortcoming in mind, the latter work employs fine granular packet-level information
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as features. Nonetheless, both studies remain entrenched in the scenario of a single
objective, lacking comprehensiveness, synergy, and efficiency. To overcome this, we
thirdly introduce Oh, a multi-task learning framework empowered by an elaborate
architecture and knowledge distillation paradigm, demonstrating that one model is
enough for multiple objectives—efficiently predicting various Quality of Service
(QoS) indicators for all concurrent RTP flows in a single pass. Despite thorough ana-
lytical and commendable experimental outcomes, aforementioned works "merely"
establish theoretical validation on the feasibility and effectiveness of ML models.
Hence, we finally evaluate the practical performance gains achieved through ML
technologies. Specifically, we contradict the recent trend of RL for congestion
control (CC) in RTC and reveal the pivotal significance of bandwidth estimation

(BWE) accuracy, rendering a simple regressor sufficient.

In summary, we gradually refine both the problem formulation and methodologi-
cal recipe, shedding light on two major concerns in RTC: QoS prediction and CC
operation, which provide essential underpinnings for intelligent network manage-

ment and open the avenue for more adaptive, efficient, and robust RTC systems.

1.1 Thesis Outline

In the following, we briefly outline the thesis structure and enumerate the content
of each chapter/section, as illustrated in Figure 1.1. Notably, rather than dedicating
a single synthetical chapter to related work, we opt to integrate targeted literature
reviews into each individual chapter to more effectively discuss knowledge gaps and

contextualize our specific motivations.

Chapter 2 presents the essential background on real-time communications and
machine learning, explores their connections, and concludes with a summary of the

overarching motivations and objectives.

Chapters 3, 4, 5, and 6 elucidate in detail our work on packet loss detection,
throughput estimation, QoS prediction, and bandwidth estimation for congestion
control, respectively. In general, each chapter comprises five to six sections: 1)
Background briefly introduces indispensable context with an extensive literature
review on related works to depict the problem and motivate our work. 2) An

optional Observation section highlights critical findings to further elucidate the



4 Introduction
Topic Structure
Chater 2 Background: A general introduction of RTC, ML, their intersections, . RTC & ML
P and overall motivations and objectives . Motive & Objective
Coarse and Single: Analysis and Detection of Concentrated Packet - Background
Chapter 3 L o Related work
058 o Context
; - . - ; . Observation
Fine yet Single: Throughput Estimation with Emphasis on Traffic o Critical findings
Chapter 4
Extremes . Problem statement
o Formulation
o Dataset
Chapter 5 Fine and Multiple: Multi-objective QoS Prediction . Methodology
. Experiment
o Setup & Result
Chapter 6 | [Theoretical to Practical: Bandwidth Estimation for Congestion Control o In-depth analysis
. Takeaways
Conclusion: Final summary of our work and contribution, as well as . ML applied to RTC
Chapter 7 L
future directions . Future work

Fig. 1.1 Thesis overview.

underlying crux and impetus. 3) A possible Problem statement section formalizes the

problem with an introduction of auxiliary information and materials. 4) Methodology

delineates the technical details of our proposed solutions. 5) Experiment describes

the setup, presents the results, and offers additional in-depth analyses!. 6) The last
section of Takeaways concludes a chapter with final remarks.

Chapter 7 summarizes the thesis and provides future research directions.

1.2 List of Publications

Herein, we list the papers published or under review during the PhD career, catego-

rizing them into three subsets:

Publications described in this thesis:

* Packet Loss in Real-Time Communications: Can ML Tame its Unpre-
dictable Nature?, Tailai Song; Gianluca Perna; Paolo Garza; Michela Meo;
Maurizio Matteo Munafo; (2024) In IEEE Transactions on Network and Ser-

vice Management (TNSM) [9] (Chapter 3: journal version).

Notably, ablation studies and parametric analyses that may appear in the original papers are
omitted here, as this thesis emphasizes conceptual clarity and coherent narrative over exhaustive
procedural descriptions of rote works. However, to avoid obfuscation, a dedicated subsection of
supplementary material is included to briefly discuss additional experiments.
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* DeX: Deep Learning-based Throughput Prediction for Real-Time Com-
munications with Emphasis on Traffic eXtremes, Tailai Song; Paolo Garza;
Michela Meo; Maurizio Matteo Munafo; (2024) In Computer Networks (Com-
Net) [10] (Chapter 4: journal version).

* One is Enough: Efficient Modelling of RTP Traffic for QoS Predictions in
Real Time Communications, Tailai Song; Paolo Garza; Michela Meo; Maur-
izio Matteo Munafo; (2025) In IEEE Transactions on Networking (ToN) [11]
(Chapter 5: journal version).

* Debunking Reinforcement Learning for Bandwidth Estimation in Real-
Time Communications: When a Simple Regressor Suffices, Tailai Song;
Michela Meo; (2025) In 21st International Conference on Network and Service
Management (CNSM) [12] (Chapter 6: conference version).

Publications related to this thesis:

* Where Did My Packet Go? Real-Time Prediction of Losses in Networks,
Tailai Song; Dena Markudova; Gianluca Perna; Michela Meo; (2023) In IEEE

International Conference on Communications (ICC) [13] (conference version).

* Throughput Prediction in Real-Time Communications: Spotlight on Traf-
fic Extremes, Tailai Song; Paolo Garza; Michela Meo; Maurizio Matteo
Munafo; (2024) In 29th IEEE Symposium on Computers and Communications
(ISCC) [14] (conference version).

* Modelling Concurrent RTP Flows for End-to-end Predictions of QoS
in Real Time Communications, Tailai Song; Paolo Garza; Michela Meo;
Maurizio Matteo Munafo; (2024) In 26th IEEE International Symposium on
Multimedia (ISM) [15] (conference version).

* Rethinking Bandwidth Estimation in Real-Time Communications: Do We
Really Need Reinforcement Learning?, Tailai Song; Michela Meo; Review
in IEEE Transactions on Networking (ToN) (journal version).

Publications for other topics:

* High altitude platform stations: the new network energy efficiency enabler
in the 6G era, Tailai Song; David Lopez; Michela Meo; Nicola Piovesan;
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Daniela Renga; (2024) In IEEE Wireless Communications and Networking
Conference (WCNC) [16] (conference version).

¢ BitFormer: Transformer-Based Neural Network for Bitrate Prediction
in Real-Time Communications, Tailai Song; Gianluca Perna; Paolo Garza;
Michela Meo; Maurizio Matteo Munafo; (2024) In 21st IEEE Consumer Com-

munications and Networking Conference (CCNC) [17] (conference version).

* Towards the Detection of Unobservable Losses in Real-Time Communi-
cations, Tailai Song; Paolo Garza; Michela Meo; Maurizio Matteo Munafo;
(2024) In 30th IEEE International Symposium on Local and Metropolitan
Area Networks (LANMAN) [18] (conference version).

* Advancing Cloud-Native Cyber Threat Detection with Graph-Based Fea-
ture Engineering, Tailai Song; Mukharbek Organokov; Lennart Gulikers;
Giulio Grassi; Giovanna Carofiglio; Michela Meo; (2025) In 41st IEEE Inter-

national Conference on Data Engineering (ICDE) [19] (conference version).

* Do We Really Need Reference-Based Phishing Detection? Unleashing
the Power of GNN, Tailai Song; Pedro Casas; Michela Meo; (2025) In 9th
Network Traffic Measurement and Analysis Conference (TMA) [20] (poster).

* SpecularNet: Towards Reference-free Web Phishing Detection via Hier-
archical Graph AutoEncoding, Tailai Song; Pedro Casas; Michela Meo;
Review in ACM SIGKDD Conference on Knowledge Discovery and Data
Mining (KDD) 2026 (conference version).

* PHISHGRAPH: When HTML Graph Simplicity Outsmarts Deep and
Reference-Based Phishing Detectors, Lucas Torrealba Aravena; Pedro Casas;
Tailai Song; Javier Bustos-Jime nez; Ivana Bachmann; Accepted in IEEE/IFIP
Network Operations and Management Symposium (NOMS) 2026 (conference

version).

For most of the above-mentioned publications, I have made the major contribu-
tion as the first author. Typically, our academic workflow involved formulating the
problem and conceptualizing the solution for a conference paper, followed by a com-
prehensive extension featuring an enhanced model and in-depth analyses/experiments

for a journal publication. Moreover, my career has been further enriched via both
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industrial and academic collaborations, including with globally renowned companies
like Cisco and Huaweli, as well as national research institutes like the AIT Austrian
Institute of Technology. Having benefited from these experiences, I have had in-
valuable opportunities to learn from/work with exceptional experts on various topics
other than RTC, fostering a rich and multifaceted research journey that has greatly
strengthened my academic foundation and strategically advanced my long-term

career trajectory.



Chapter 2
Background

In this chapter, to establish the background and context before addressing the core
topics, we provide a comprehensive overview of RTC and ML. Subsequently, we

illustrate our overall motivations and objectives.

2.1 Real-time communications

RTC represents a specific mode of telecommunications, where entities exchange
bidirectional or multidirectional information, or transmit unidirectional messages
in a real-time manner with negligible, imperceptible, or tolerable latency. RTC
underpins a wide array of applications, including video conferencing, cloud gaming,
and live streaming, enabling individuals and systems to interact remotely as if they

were co-located.

Strictly speaking, the history of RTC can be traced back to the invention of the
telephone, which marked the advent of instantaneous, interactive voice transmission
over a distance. With the Internet becoming ubiquitous, the form of RTC is evolving
drastically. Skype!, while not the very first, is considered the earliest mature and
widely adopted proprietary RTC application, offering reliable voice and video calls
over IP networks since its launch in 2003. The true surge in RTC services dates back
to early 2020, when the lockdown measures adopted to curb the outbreak of COVID-

19 forced millions of people to switch communication medium for both work and

'https://support.microsoft.com/en-us/skype. Unfortunately, Skype has stopped its service
in May 2025.
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leisure all at once, resulting in a global increase in RTC traffic of over 200% [21].
Since then, the repercussions of the pandemic have significantly influenced human
society, especially in the education domain where e-learning turned prevalent [22],
and in professional settings, where remote work became a global norm [23] (which
remains pervasive even today). Nowadays, the importance of RTC continues to
escalate, as exemplified by the elevated network demands of high-end online gaming
and the advancing frontiers of telemedicine and AR/VR, all accelerated by the

emergence of 5G and forthcoming 6G infrastructures.

From a technical perspective, RTC can be classified into two categories: HTTP
(Hypertext Transfer Protocol)-based and RTP-based. The former paradigm, exem-
plified by commercial live-streaming platforms such as Twitch?, is favored for its
statelessness and reliability, making it well suited to scenarios where delay toler-
ance is permissible. This paradigm, including widely adopted standards such as
HTTP Live Streaming (HLS) [24] and Dynamic Adaptive Streaming over HTTP
(DASH) [25], implements segment-based Adaptive Bitrate (ABR) streaming over
HTTP/TCP and relies on multi-second media chunks and CDN-friendly delivery
mechanisms. As a result, it is optimized for scalability, robustness, and playback
stability rather than sub-second interactivity. In contrast, RTP, as discussed in the
following section, transports packetized, timestamped media and incorporates ex-
plicit feedback to enable control mechanisms tailored to tight interactive latency
constraints. HTTP streaming addresses fundamentally different objectives and oper-
ates at distinct time scales, leading to intrinsic differences in the underlying protocols,
operational mechanisms, and performance sensitivities. Consequently, its optimiza-
tion strategies, control loops, performance measurements, and software solutions are
inherently non-transferable to RTP-based services. For example, a deliberate delay
for HLS is reserved to buffer and stabilize the video transmission, as a short latency
is tolerable in exchange for higher reliability and playback quality—an approach
that is unacceptable for RTP-based applications. This thesis focuses on RTP, while

HTTP-related topics fall outside our current scope.

Zhttps://www.twitch.tv
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2.1.1 Real-time Transport Protocol

RTP [26] is the most popular protocol for real-time multimedia content delivery,
functioning in various scenarios that require near-instantaneous responsiveness and
minimal latency. In this context, the prompt and immediate transmission upon
packetization is prioritized over absolute information integrity. For this purpose,
RTP packets are created at the application layer and subsequently handed to the
transport layer for encapsulation within UDP [27] packets. RTP exploits UDP’s
innate advantages of being fast, lightweight, and delay-tolerant, extending its property

via the additive RTP header and the concept of multimedia streams.

In particular, an RTP header contains the following critical elements:

* Payload type: A 7-bit field that identifies the format (encoding) of the RTP
payload and dictates its interpretation (decoding) by the application.

* Sequence number: A 16-bit value that increments monotonically by one for
each RTP packet sent and is used to detect packet loss and restore the correct

packet sequence.

* Timestamp: A 32-bit number that indicates the sampling instant of the first
octet in the RTP packet and is randomly initialized for a session. Each au-
dio packet has a distinct RTP timestamp, whereas multiple video packets
associated with the same frame share an identical timestamp.

* SSRC: A 32-bit identifier that denotes the synchronization source of an indi-
vidual RTP stream (flow) during a session.

* RTP marker: A single-bit flag used to reflect specific RTP events, e.g., the
last packet (boundary) of a video frame.

* CSRC: The contributing source list that contains all sources contributing to

compose an RTP packet.

* Header extension: A 32-bit filed implemented by specific applications for

their own interests to add auxiliary information, e.g., absolute sending time.

Due to the encryption of packet payload, the RTP header entities, in tandem with
other protocol headers, not only enable various functionalities such as synchronizing
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Fig. 2.1 The workflow of the RTP-based RTC system.

video and audio for RTC applications, but also provide rich information that we have
relied on heavily for the work in this thesis, including traffic volume computation,
flow identification, packet loss detection, and more. However, the growing prevalence
and strictness of packet encryption, extending even to headers [28, 29], may further
hamper the problems, representing a valuable future research direction.

Figure 2.1 portrays the general workflow of RTP applications. The sender first
captures multimedia data, which is then encoded using a specific codec (e.g., H.264
for video). Afterwards, the sender packetizes processed data into standardized
RTP format, transmitting traffic altogether while splitting it into individual flows
for different payload types such as video, audio, and probing streams. A single
flow is uniquely determined by a six-element tuple composed of the source and
destination IP addresses and ports, SSRC, and payload type. Sequence numbers are
maintained within each individual flow but are uncorrelated among flows. Traffic
is delivered following standard network paradigms, where a centralized server may
exist to manipulate/recombine multiple streams into one and adapt quality. Upon
reception, the receiver decodes packets after any necessary buffering and reordering,
presenting the reconstructed multimedia content to the user. Additionally, to optimize
performance and manage the session, the receiver collects certain statistics such as
packet loss and jitter metrics as feedback, sending messages in the receiver report
(RR)3 through Real-time Transport Control Protocol (RTCP) [30] to steer the sender

operations including encoding strategy, bitrate selection, etc.

3The sender also actively participates the control loop, transmitting sender reports (SR) encom-
passing information such as NTP timestamp and packet count for synchronization, monitoring, and
analysis purposes.
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Fig. 2.2 VCA system topology.

Video-conferencing application

One of the most prominent and representative services based on RTP is video-

conferencing applications (VCAs), which are indispensable for telecommuting and

e-learning. In this thesis, our work extensively engages with VCA traffic, focusing

primarily on optimization and configuration in the context of video-call scenarios.

The high-level architecture of VCAs adheres to that of the aforementioned RTP-

based systems, with three different types of connection topologies (as depicted in
Figure 2.2):

* Peer-to-Peer (P2P) enables participants to connect directly to each other
without an intermediary server for traffic relay. In this mesh topology, each
participant must send a separate copy of their media stream to every other
participant. While P2P is simple and incurs minimal server-side cost, its uplink
bandwidth and CPU usage scale poorly with the number of participants: for
N participants, each sender transmits N — 1 streams, leading to exponential
growth in network and processing load. Consequently, P2P is generally fea-
sible only for small groups (typically 2 to 4 participants) and can severely
impact QOoE on real networks and resource-constrained devices, particularly

mobile clients.

* Multipoint Control Unit (MCU) acts as a centralized media center/server,
accepting all incoming flows, decoding and recomposing media content, and
generating a single stream per recipient. This approach reduces client-side
complexity and bandwidth requirements, as each participant downloads only

one consolidated stream (e.g., a grid layout of all participants or a composite
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speaker-plus-thumbnails view). However, the MCU introduces significant
server-side computational overhead, requiring substantial CPU/GPU resources
for real-time mixing, and adds processing latency that can affect interactivity.
While theoretically efficient for bandwidth-limited clients, the MCU scales
poorly for large meetings due to its centralized processing cost and potential
bottlenecks at the server.

* Selective Forwarding Unit (SFU) also functions as a media center but simply
forwards streams without recoding them. Each participant uploads a single
stream, and the SFU selectively routes streams to relevant recipients, poten-
tially leveraging simulcast or scalable video coding (SVC) to adapt quality
per receiver. SFUs thus shift the processing burden from clients to a moderate
server footprint, reduce overall latency compared with MCUs, and support
interactive meetings at larger scales. However, clients must handle the mixing
of multiple incoming streams, which can impact CPU usage and battery con-
sumption on mobile devices. SFUs also support operational flexibility, such
as layout control, TURN fallback, and cascading deployments for very large

conferences.

For multi-party calls, the latter two schemes are typically employed. MCUs minimize
client complexity but incur high server-side costs and latency, while SFUs distribute
processing to clients, reducing server load and latency but requiring more capable
receivers. Overall, system design/topology selection is dictated by practical trade-
offs such as scalability (number of participants), computational complexity (client vs.
server CPU/GPU), resource budget (uplink/downlink bandwidth), latency sensitivity,
device constraints (battery/thermal impact), and operational requirements (recording,
compliance, layout management). Beyond determining system topology, these
trade-offs also raise critical ML-wise concerns for modeling (e.g., feature selection
and availability), inference (e.g., computational efficiency and responsiveness), and
evaluation (e.g., coarse- versus fine-grained prediction targets). Although this thesis
mainly focuses on end-to-end optimization algorithms that are topology-agnostic, we
believe that ML development should factor in/could benefit from topology-specific
information—an aspect we partially address in this thesis and plan to explore in

future works.

Notably, under the hood of most VCAs, RTP typically dose not operate inde-
pendently; rather, it cooperates with other protocols to utilize off-the-shelf technolo-
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gies [1]. For instance, TLS [31] and DTLS [32] are employed to build encrypted
channels when confidentiality is needed. Moreover, to establish a stream session,
RTP-based applications often rely on STUN [33] protocol for NAT detection and
TURN [34] to relay the traffic through a server, with these control messages often
multiplexed alongside RTP over the same UDP flow.

Native VCAs generally have their own implementations, whereas web browsers
and mobile platforms (e.g., Android) universally hinge on the acclaimed standard—
WebRTC [35]*, which is an open-source framework built atop RTP and a set of
high-level standard APIs for real-time media communication via web. Although
webRTC proffers additional features such as coordinating various protocols, imple-
menting a standardized set of codecs, and employing a default congestion control
algorithm (Google Congestion Control), the underlying multimedia content delivery
is still carried out by RTP. In this thesis, besides the traffic sourced from webRTC
applications, our last work also focuses on congestion control in the webRTC frame-

work.

Other variants

To cater to diverse requirements and operational contexts, RTP exists in certain
variants, is frequently customized by VCAs, and is deployed across a range of

applications.

Secure RTP (SRTP) [36], used by applications such as WebRTC, is an RTP
variant introduced to ensure confidentiality by encrypting the payload while leaving
headers unchanged. While most RTC applications use RTP for streaming, many
obfuscate their protocol implementation [1, 37, 38]. For example, Zoom" leverages
an unknown, bespoke wrapper on top of RTP, and Microsoft Teams® uses a non-
standard yet documented method to encapsulate RTP. Furthermore, a small portion of
RTP traffic generated by applications like Google Meet’ exhibits peculiar customized
mechanism, including dynamic payload type within the same flow and irregular
gaps in sequence numbers between video frames [18]. Additionally, RTP also plays

critical roles among online (cloud) gaming, live streaming, [oT applications, and

“https://webrtc.org/

Shttps://www.zoom.com
Shttps://www.microsoft.com/en-us/microsoft-teams
"https://meet.google.com/
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more, which tend to revamp RTP to a certain extend for specific purposes, perturbing
ordinary traffic patterns (domain shift) and thereby impeding ML algorithms. For
instance, audio and video may be mixed within the same flow for cloud gaming
traffic [2].

In our work, we are compelled to exclude portions of data in a few cases due to
factors described above, while opting and intending to consider various scenarios
to validate model generalizability in most cases. Indeed, our solutions proposed
in this thesis demonstrate varying degrees of generalizability, achieving acceptable
performance mostly and subpar outcomes occasionally under domain shift. However,
we still envisage the versatility and transferability of our models, which can be
readily extended to different RTC applications, ascribed not only to the consistent
underlying usage of RTP but also to modern, mature technologies including transfer

learning, incremental learning, domain adaptation, and model fine-tuning.

Quality of Service & Quality of Experience

Our work in this thesis heavily involves the monitoring, quantification, prediction,
and improvement of RTC-related QoS and QoE, wherein QoS embodies a group of
key objective metrics used to evaluate the level of performance for an RTC session,
and QoE represents subjective, perceived indicators of network/application quality

from a user perspective.

One the one hand, QoS is essential for assessing and guaranteeing the smoothness
and consistency of time-sensitive applications. Optimizing QoS metrics is an explicit
and straightforward way to quantitatively enhance network performance. Some key
QoS metrics include:

* Bitrate: The volume of data transmitted between a sender and a receiver for a
single RTP flow. The total bitrate of all co-existing flows over a link/node/end-
device is referred to as the throughput, in which the useful portion, such as
packets carrying actual multimedia content (excluding functional traffic like

error correction packets) is termed goodput.

* Packet loss: The proportion/count of dropped packets that fail to reach their
final destination. It can be identified and quantified according to gaps in

sequence numbers.
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* Latency: The time needed for a packet to travel from the sender to the
receiver. Different pertinent terminologies exist. For example, /) one-way
delay, generally considered equivalent to latency, is roughly approximated
as half of the round-trip time (RTT), i.e., the time for a packet to transmit
from the sender to the receiver and back, and 2) queuing delay refers to the
time a packet spends waiting at network nodes before processing, i.e., latency

excluding the physical path traversal time.

* Jitter: The variation of packet arrival/latency. Notably, the common definition
of jitter is the variance of inter-arrival times, which is, however, imprecise and
less informative. Instead, we adhere to [39], calculating packet jitters based
on the clock rate (packet generation frequency), which can either be acquired
from application logs or inferred via the difference in RTP timestamps between

consecutive packets.

* Bandwidth: The available capacity of the network’s bottleneck link/node. It
determines and throttles the maximum amount of data that can be transmitted
over the network connection.

Most QoS measurements can be obtained directly and accurately from packet in-
formation, but some are inherently challenging to collect. For instance, the RTT
cannot be accessed for each RTP packet (as there is no acknowledgment like in TCP)
but can be derived with a relatively longer granularity through RTCP reports. The
absolute one-way delay cannot be measured precisely, but can be replaced by relative
delay (or delay variation/jitter) or roughly estimated using the difference between
sending and arrival times (which are certainly not synchronized and affected by clock
drift). In our work, we focus on accessible QoS metrics, while also elaborating on

unavailable ones.

On the other hand, the shift from QoS to QoE represents a major concern in
evaluating and optimizing RTC services, because while QoS and QoE are funda-
mentally correlated, a proper-managed network with commendable QoS indicators
does not necessarily reflect a high-quality user experience [40, 41]. However, it
is arduous to objectively measure QoE, and therefore, researchers/engineers either
collect user feedback after a session or employ quantitative metrics that reflect human
perception, such as mean opinion score (MOS) and video quality metrics (e.g., PSNR

and VMAF). In this thesis, we primarily focus on QoS with the ultimate goal of
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enhancing QoE, but quantifying improvements in user experience remains difficult,

forming a worth-pursuing future direction.

Furthermore, the relationship between QoS and QoE has been extensively studied
and formalized in RTC. Numerous prior works have proposed foundational models
that mathematically relate these two entities. Classical telephony and VoIP QoE
frameworks employ the ITU-T E-model [42] to explicitly map delay, packet loss,
and codec-related impairments to an intermediate R-factor, which is subsequently
translated into MOS via a nonlinear mapping function. Another prominent example
is the 1QX hypothesis [43], which posits that QoE degrades exponentially with
increasing QoS impairment:

QoE(X) = ae X 1y, (2.1)

where X denotes a dominant network impairment metric (e.g., packet loss rate,
latency, or jitter), a and B are content- and service-dependent parameters, and
Y represents a lower asymptotic bound on perceived quality. This captures the
empirically observed phenomenon that small degradations at high quality levels
incur disproportionately large perceptual penalties, whereas additional impairments
near poor quality exhibit diminishing impact. Beyond assuming a single dominant
impairment, recent works adopt statistical or ML-based methods to quantitatively
map QoS to QoE [40, 44, 41]. These approaches provide analytical tools that en-
able predictive QoE provisioning when supported by accurate QoS anticipation.
Another critical motivation driving our focus on QoS prediction arises from the
Provisioning—Delivery Hysteresis (QoE-PDH) [45], which identifies asymmetric
QoE effects between controlled and uncontrolled degradations. Specifically, QoE-
PDH highlights that deliberate (controlled) reductions in provisioning (e.g., adaptive
bitrate throttling or resolution downscaling) tend to have a milder impact on QoE
than delivery-side (uncontrolled) impairments such as network congestion. This
asymmetry explains why proactive adaptation mechanisms are often preferred over
reactive recovery: some QoS degradations are tolerable when managed explicitly,
while others necessitate preemptive control or admission decisions. Taken together,
QoE is not merely correlated with QoS but is governed by structured, nonlinear
relationships shaped by system behavior, protocol dynamics, and human perception.
In this context, packet-level effects such as delay, jitter, and loss enter a quantitative

QoE pipeline, propagating through system components before culminating in sub-
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jective quality assessments. This perspective also underscores why ML can play a
complementary role by unearthing low-level network statistics to capture complex
interactions through data-driven modelling, thereby augmenting well-established
QoS-QokE theory.

2.1.2 Traffic & Dataset

The dataset represents a crucial component for training and evaluating ML models.
In this thesis, the first three works employ similar datasets collected in-house®, and

the last work relies on publicly available datasets.

The traffic associated with the datasets for loss detection, throughput estimation,
and QoS prediction was collected either during real video-calls at edge nodes or
through general RTP traces from border routers. First, we have conducted plenty
of video conferences under various conditions in terms of number of participants,
network connectivity (WiFi, mobile, Ethernet), collection periods/locations, and
RTC applications [46, 1]. The two major applications are Jitsi Meet® and Webex'?,
which correspond to a total of roughly 70 hours of traffic. Other involved applications
are Microsoft Teams, Zoom, Google Meet, Skype, and BigBlueButton“, accounting
for approximately 40 hours of traffic. During each call, we capture the traffic on the
client side and stored in pcap format, focusing exclusively on incoming streams with
the objective to investigate RTP flows sourcing from each sender, traversing through
the network, and being affected by all intermediate links and nodes. Second, we also
have utilized the TCP STatistic and Analysis Tool (Tstat) [471'2 to gather general, in-
bound, application-agnostic RTP traffic from a campus router, anonymized using the
Cryptography-based Prefix-preserving Anonymization (Crypto-PAn) algorithm [48].
The vantage point at the exit node of the university campus offers unique benefits
for large-scale traffic acquisition due to two key factors: /) the campus’s output link
boasts a broad bandwidth of 10 Gb/s, with mean daily usage of roughly 3.5 Gb/s,
enabling rapid and substantial data collection, and 2) the collection is performed in

8Here, we provide a general overview of the traffic referenced in Chapters 3, 4, and 5. However,
throughout the thesis, different portions or variations of these datasets may be used under different
names to accommodate the specific requirements of each problem.

https://jitsi.org/jitsi-meet/, an open-source video-call platform.

10https://www.webex.com/, a commercial native application.

Thttps://www.webhostingzone.org, a web conferencing platform with open-source learning
management systems.

2http://tstat.polito.it/
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Fig. 2.3 Flow-wise traffic patterns.

an automated and continuous manner without manual intervention. Similarly, the
traffic was dumped and stored in pcap files. However, given the enormous amount
of traffic frequenting the university per day, it is infeasible and unneeded to con-
sider/process all of them, and thereby, we opt to use a random portion. Additionally,
as different tasks require distinct features, the data preprocessing steps are detailed
in each respective chapter.

Moreover, to justify the comprehensiveness, diversity, and representativeness of
these datasets, we provide a detailed characterization through six Estimated Cumu-
lative Distribution Function (ECDF) plots in Figure 2.3, each corresponding to a
networking property on a flow-basis for all three sources of traffic. In general, all
datasets exhibit distinct variations both among and within datasets to a certain extend.
For instance, most traffic from other VCAs was collected over short durations, as
shown in Figure 2.3f, and its packet (media) type is relative uniform, with either small
or large UDP payloads, evident from the plateau in Figure 2.3e, which potentially
originates from the comparatively simplified experimental environment, with mini-
mal participants and single streams. In contrast, notable statistical similarities appear
across all traffic sources, exemplified by the prominent rises at around 50 packets/s,
an IAT of 20 ms, and a difference of 1000 between RTP timestamps in Figures 2.3a,
2.3c, and 2.3d, respectively. These phenomena can be attributed to the presence

of audio flows packetized in accordance to the RTP specification [39]. Given the
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most common audio packetization granularity at 20 ms and the widely used Opus
codec with an operation frequency of 48 kHz [49, 50], the difference in RTP times-
tamp between two consecutive audio packets is 960 (i.e., 48kHz x 20ms ~ 1000).
Taken together, these observations, alongside the variety of traffic patterns, collection
conditions, and other sudden increases signifying additional payload (media) types,
validate the dataset thoroughness and confirm the relevance in capturing diverse
aspects of RTC traffic.

Noteworthily, regarding the traffic and datasets employed in the last work of
bandwidth estimation for congestion control, we leverage publicly available traces
recorded either in real-world scenarios, emulations, or at testbed nodes. Details
are deferred to Chapter 6. Additionally, each chapter provides references to the
corresponding data and code, where available. Note that we are unable to share raw

materials (i.e., pcap files) due to confidentiality and privacy constraints.

2.2 Machine learning

The term ML was coined in 1959 in the context of computer gaming [51]. Since then,
the field has undergone an up-and-down trajectory, spanning from early-stage statis-
tical algorithms, through the setbacks of the "AI winter" caused by limited learning
effectiveness, to the resurgence brought by the rediscovery of backpropagation, the
rise of support vector machines (SVMs) and kernel methods, and culminating in the
bourgeoning advancement of DL models [52]. Under the contemporary definition,
ML is a field of study that focuses on the design and development of algorithms
capable of learning patterns from data and making decisions or predictions without
being explicitly instructed/programmed [51].

Today’s Al has transitioned from a conceptual vision to a tangible reality, espe-
cially with the emergence and rapid evolution of generative Al and LLMs. Amidst
the trend, ML, along with its most important subfield of DL, plays a pivotal role,
leveraging statistical, algorithmic, or blackboxified approaches to contribute radi-
cally across modern society and to reshape the methodological scopes of a broad
spectrum of domains [53-55], in which the computer network field has likewise

been inexorably and profoundly influenced.



2.2 Machine learning 21
Intelligent
r\nﬂf routlig

/ e @ i; Traffic/app i [
™ I"‘. ] classiﬁcation f \
(| ‘ f
OO

Network devices <

* Sender Receiver . ™.

S Media Server
( @ﬁ PackctJ

x
trace

=) System @ QoS/QoE
«—  capture LOG|= log @@ metric

Fig. 2.4 ML-based applications in RTC.

thworkJ

2.2.1 ML for networking

ML-based algorithms have been widely adopted in all stacks of networking sys-
tems and applications [56, 7], proffering unprecedented advantages in areas such as
network control [57, 58], traffic engineering [59, 60], traffic classification [61, 62],
anomaly detection [63, 64], resource allocation [65, 66], and more. By leveraging
data-driven insights, ML/DL/RL models can learn underlying patterns, discern in-
tricate nuances, and uncover interweaving correlations, thus enabling intelligent
decision-making, adaptive responses to network dynamics, and enhanced perfor-
mance beyond the reach of traditional heuristic approaches.

ML in RTC

ML algorithms are characterized by their automated, intelligent decision-making and
data-driven nature, in which the former facilitates RTC to adapt swiftly and adeptly
to network fluctuations in real-time, and the latter aligns inherently with the abundant
data sourced from packet captures, network traces, system logs, and QoS/QoE
metrics gathered during or after RTC sessions, as outlined in Figure 2.4. For instance,
packet streams can be captured using Tshark'® or Wireshark!'* for online or post
processing/analysis. WebRTC, supported by modern browsers, provides logging for

troubleshooting and debugging!®, and the meeting statistics of Zoom allow users

Bhttps://tshark.dev/
Yhttps://www.wireshark.org/
Shttps://webrtc.github.io/webrtc-org/native-code/logging/
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to view diagnostic information'®. In general, packet captures are dumped/collected
packets that enables traffic replay and carry fundamental information for various
purposes. In the ML domain, traffic packets can be modeled/represented in the form
of aggregated features[9, 67], sequences [10, 68], graphs [69], images [70], etc.,
which are then fed into downstream models for different tasks. The terminologies
of trace, log, and metric stem from the concept of observability [71], which offers
compact, transparent, and comprehensive descriptions for the sake of monitoring,
management, and root-cause analysis. All of these elements can serve as either
predictive targets or input features for ML technologies in RTC [17, 15, 72-74].

Figure 2.4 also showcases multiple specific RTC functions empowered by ML,
including neural codec [75-77], adaptive transmission rate control [78, 79], clas-
sifications of traffic types and RTC applications [67, 80, 81], intelligent routing
algorithms [82, 83], predictions of QoS or QoE [15, 84, 85], bandwidth estima-
tion for congestion control [86—88], and more. These examples are not exhaustive,
and other scenarios include ML applied to security [89], scaling [90], error correc-
tion [91], speech [92], cloud computing [93] aspects within RTC. Each of aforemen-
tioned ML-enabled RTC functions operates either independently or collaboratively
at different vantage points, actively optimizing sender-side traffic flows, holistically
managing network configurations through network devices (e.g., an orchestrator)
or SDN paradigms, and passively estimating traffic statistics on receiver-sides. In
RTC, ML normally constitutes a component of an integrated framework, where the
model is technically decoupled from other system elements, i.e., the model simply
consumes incoming features and produces a prediction without taking care of how
the framework uses the outcome. This approach leverages off-the-shelf tools and
circumvents the complexity of constructing everything from scratch. A typical work-
flow of an ML-based RTC system could be: the receiver predicts certain metrics
(e.g., bandwidth availability) based on received traffic and feeds back the information
to the sender, which subsequently adjusts operational parameters (e.g., modifying

bitrate) in response to the feedback that reflects network conditions/variations.

16https://support.zoom.com/hc/zh/article?id=zm_kb&sysparm_article=
KB0070504
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Challenge

Unlike well-established domains such as natural language processing (NLP) and
computer vision (CV), where most problem formulations and pipelines have been
consolidated and standardized!”, ML in RTC forms multidisciplinary problems, and

the associated challenges are further complicated and manifold:

1. Domain knowledge: Effectively integrating ML into RTC systems demands
interdisciplinary proficiency and deep expertise in the networking and com-
puter systems, but the organic synthesis of domain knowledge and the design

of ML algorithms remains problematic.

2. Generalizability: Models trained on historical network conditions or traffic
patterns often struggle to generalize to unseen environments, limiting their
robustness and practical value, especially in today’s ever-evolving networking

landscape.

3. Adaptability: Models must adapt promptly to network oscillations, but such
adaptability often compromises generalizability by overfitting to transient

patterns.

4. Efficiency: Achieving low-latency inference and minimal computational over-
head is critical for real-time applications, yet ML models tend to be resource-

intensive by nature.

5. Real-world deployment: Bridging the gap between simulated environments
and real-world RTC systems poses significant engineering hurdles, including

integration, testing, and backward compatibility.

6. Performance trade-offs: Optimizing for one target metric (e.g., delay) often
comes at the expense of others (e.g., throughput or fairness), making multi-
objective optimization a persistent dilemma.

7. Device constraints: Many RTC applications run on end-devices, edge equip-
ments, or network nodes with limited CPU, memory, and power, restricting

the complexity and size of deployable ML models.

"These fields feature widely recognized problems, datasets, frameworks, and validated theories,
and the primary objective is typically to surpass state-of-the-art performance.
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8. Scarcity of public datasets and benchmarks: The lack of standardized,
publicly available datasets and benchmarks hampers reproducibility, fair eval-

uation, and progress in ML for RTC research.

The design of ML-based RTC systems entails careful consideration of many, if not
all, of these challenges. In our work, we have sought and intended to combat multiple
issues but had to temporarily put aside some aspects (e.g., real-world deployment)

because of the problem scope and limited resources.

Scope of this work

Herein, we briefly introduce/formulate each work from an ML perspective (as
outlined in Figure 2.5). In general, the first three studies validate the feasibility
of employing ML/DL algorithms to improve prediction performance, while the
final work evaluate the tangible network enhancements achievable through ML.

Specifically:

1. The first work (Chapter 3) formulates a supervised binary classification prob-
lem, wherein feature engineering is employed to capture traffic patterns and
predict the onset of lossy events. A time bin-based approach is adopted,
whereby packets within historical bins are aggregated to compute a set of
statistical features. We then leverage these features to classify whether the
subsequent time bin signifies impending losses. As feature condensing and
compression inherently incur information loss, this approach is consequently
deemed coarse. For performance evaluation, data imbalance is explicitly taken
into account, with recall used to assess performance for each class individually.

2. The second work (Chapter 4) addresses a supervised learning regression prob-
lem, aiming to predict RTC throughput with a particular emphasis on traffic
extremes. In contrast to, and as an improvement over, the previous work,
we employ fine-grained packet-level features (i.e., header information from
received packets) to estimate throughput in the forthcoming time window.
Despite its RTC-specific focus, the problem conforms to a standard regression

scheme, and thus common regression evaluation metrics are adopted.

3. The third work (Chapter 5) invovles a multi-task learning problem that enables
unified QoS prediction for all coexisting RTP flows in one shot. We continue
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to leverage historical packet-level features to predict multiple, distinct per-flow

QoS metrics in the near-future time window. Given the heterogeneous learning

objectives across tasks, different evaluation metrics are adopted for each task

individually.

4. The fourth work (Chapter 6) moves beyond a rudimentary feasibility check

and focuses on assessing the practical gains achieved via ML techniques. We

consider a congestion control scenario, in which common traffic features are

used to regress the current bandwidth availability—a simple approach that

nevertheless outperforms existing RL-based algorithms. Beyond performance

indicators for the ML task itself, we evaluate domain-specific QoE metrics to

capture the impact of ML models.

Additionally, three critical factors are taken into account: /) Vantage point—our

works assume an end-to-end deployment operating at the client side, while preserving

the potential for extension toward in-network optimization; 2) RTC constraints—the

real-time nature of RTC imposes numerous limitations, including the latency of

feature construction and model inference, hardware resource budgets, the achievable

prediction horizon, and more; 3) Data split—rather than employing conventional

stratified splits for training, validation, and testing, traffic is deliberately partitioned

by identity and source, e.g., packets from a given flow appear in only a single dataset.
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2.3 Overall motive & objective

Remarkably, ML techniques can indeed address certain issues and boost applica-
tion performance, thanks to their natural compatibility with RTC scenarios, where
abundant data are available and the management for volatile network conditions
can be beneficial from intelligent and adaptive decision-making. However, the cur-
rent scale and landscape of RTC impose various additional complicated constraints,
exceeding the capabilities of present solutions and entailing more sophisticated,
tailored, and efficient workarounds. In light of these considerations and informed by

18

our comprehensive literature review ' °, we elucidate three overall motives and their

corresponding objectives (as illustrated in Figure 2.5):

1. From a methodological point of view, existing approaches manifest different
degrees of defectiveness, including model insufficiency and deficient consider-
ations. Throughout our work, we aim to gradually improve the technologies,
ranging from coarse to fine features, traditional to advanced models, single to
multiple objectives, and theoretical to practical investigations.

2. Each task highlights a specific target, unearthing and focusing on a crucial
problem, i.e., the loss burst (Chapter 3), traffic extremes (Chapter 4), multiple
per-flow QoS metrics (Chapter 5), and the necessity of RL (Chapter 6), which
prior works either underperformed or overlooked.

3. Our work mainly concentrates on the receiver side, providing predictive signals
and QoS feedback for various functionalities. From the perspective of the
holistic RTC system, existing solutions are inadequate in various ways, €.g.,
heuristics are relatively naive, while complex methods are capable yet ineffi-
cient. Catering to real-time demands and to realize modern preemptive, swift,
and accurate control loops, our ultimate objective is to develop sophisticated
and comprehensive ML models that are efficient and pragmatic at the same

time.
Specifically, we aim to address the following research questions:

* RQ1: Can ML algorithms be used to forecast the occurrence of packet loss?
(Chapter 3)

8Detailed introductions of related works are listed in their respective chapters.
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* RQ2: Can sporadic and sustained loss events be effectively distinguished?
(Chapter 3)

* RQ3: Do RTP packets inherently carry the critical information required for

performance enhancement? (Chapters 4 & 5)

* RQ4: Is it possible to accurately identify and predict extreme conditions in
RTC traffic? (Chapter 4)

* RQS: How can QoS prediction be performed in an efficient and comprehensive
manner? (Chapter 5)

* RQ6: Is reinforcement learning truly necessary for bandwidth estimation in
RTC? (Chapter 6)

In each of the following chapters, we present a brief introduction of the problem back-
ground and elaborate on relevant literature to further underscore existing challenges

and clarify our specific motivations.



Chapter 3

Coarse and Single: Analysis and
Detection of Concentrated Packet
Loss

In this chapter, we present our work: Packet Loss in Real-Time Communications: Can
ML Tame its Unpredictable Nature? [9]. Packet loss is an inevitable and detrimental
networking event, occurring when one or more packets fail to reach the destination.
Unlike TCP, which identifies and recovers lost packets via acknowledgments and
retransmissions, RTP cannot guarantee packet delivery as it runs over UDP, a protocol

that prioritizes minimal latency over loss detection and recovery.

Building on the background presented in Chapter 2, this chapter examines the
potential of ML models for loss prediction. Specifically, we observe the trending
phenomenon of concentrated losses, which signifies that predicting/identifying the
onset of continuous losses could potentially avoid incoming losses in advance. To
this end, we construct three datasets, training and tuning ML models on one while
evaluating the others. We frame two similar problems (directions), and our results
demonstrate the prospect of packet loss forecasting albeit several challenges. In the
following, Section 3.1 introduces the background with related works, followed by
Section 3.2, which highlights a critical observation to further illustrate the underlying
motives. Section 3.3 formulates the problem. Section 3.4 describes the methodol-
ogy. Section 3.5 reports the experimental results. Section 3.6 concludes with key
takeaways.
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3.1 Background

Of noteworthy concern, packet loss constitutes a primary detriment to satisfactory
performance in RTC [94, 40, 95], engendering adverse repercussions, including QoS
declines such as network throughput reduction, latency growth, etc., and QoE im-
pairments such as audio inconsistency, video frame distortions, and complete service
disruption in severe cases [96-98]. While several techniques have been proposed
in response to this challenge, e.g., congestion control that adapts bitrate [99], error
correction that compensates missing information [100], and packet loss concealment
that reconstructs lost signals from received packets [101], they incur additional over-
head and remain passive countermeasures, reacting after the occurrence of packet
loss and thereby retaining inherent limitations. In tandem with the increasingly com-
plicated networking landscape such as wireless environments, it becomes pressing to

develop innovative and effective technologies to mitigate packet loss.

At the application-level, packet loss can be inferred from inconsistencies in
sequence numbers or by comparing the number of sending packets reported in sender
reports (SRs) with those actually received, which is, however, only accessible to
endpoint applications themselves. For holistic system-level and full-stack observ-
ability, conventional approaches of active/passive network loss measurement are
able to estimate the loss rate, through probing packets or Management Information
Base (MIB) based on Simple Network Management Protocol (SNMP) [102, 103].
Nevertheless, they often suffer from inadequate estimation accuracy in numerous
cases [104], fail to uncover actual losses within particular RTP flows, and impose
extra resource overhead due to, for example, additional auxiliary packets. [105] has
introduced a novel technology, inserting measurement marks into the user data field
to measure losses for video streaming, though its applicability is still unverified for
existing RTC applications. Moreover, while [106, 107] have performed extensive
evaluation campaigns of videoconferencing performance, and [108, 72, 40] have
tried to convert QoS metrics to QoE, they coincidentally presuppose the availability
of packet loss knowledge. Authors in [73, 109-112] have developed various ad-
vanced technologies to estimate QoE for common VCAs, but they all have cast a veil
over packet loss measurement, explicitly acknowledging such a limitation in their
works. Overall, packet loss assessment in RTC remains relatively understudied. On
top of that, these methods are still hindsight for post-analysis, lacking proactivity

and timeliness.
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In this context, packet loss prediction emerges as a plausible candidate to en-
able proactive and timely network management. By forecasting network losses
beforehand, it becomes possible to react preemptively to the occurrence, thereby
optimizing performance and alleviating ramification in advance. However, only
a limited number of studies have explored packet loss prediction. For instance,
both [113] and [114] built mathematical models to predict packet loss, where the
former work aimed to enhance video codec in wireless networks and relied on
simulated data to determine parameters via linear regression, and the latter one
investigated the correlation between delay and loss in audio streams, employing
delay variation along with short- and long-term trends to construct a loss predic-
tor. Similarly, authors from [115, 116] attempted short-term loss rate forecasting,
formulating time series problems and developing simple models including an artifi-
cial neural network (ANN) with particle swarm optimization and a hidden Markov
model based on loss distribution. Beyond RTC, [117] proposed a lightweight ML
model to estimate retransmissions a-posteriori on a per-flow basis in bulky TCP
traffic, and [118] adopted a Decision Tree and Logistic Regression models to pre-
dict packet losses ("high" or "low") for Call Admission Control systems. These
works manifest a fundamental limitation in naively formulating the problem with
simplistic solutions and without deeper exploration. To the best of our knowledge,
our work represents a pioneering effort that extensively studies packet loss in RTC
and proposes meticulous ML frameworks for its fine-grained prediction in a unique
and systematic way. Our proposed solution is envisioned to function as a software
module in network devices, such as media servers, to establish a comprehensive,
ML-based, RTC-aware, and proactive traffic management and monitoring system.
The system provides application-level observability at the network control plane,
empowering efficient and informed decision-making, and incorporates a feedback
mechanism to notify deteriorating network conditions promptly. It consists of several
offline-trained classifiers that predict in real-time various network conditions, one
of which is the possible packet loss in the near future. Subsequently, a controller
(e.g., an SDN orchestrator) can apply specific network management techniques to
alleviate the worsening conditions, such as rerouting flows along alternative paths or
allocating additional bandwidth to them.



3.2 Observation 31

Coarse and Single

The term "coarse" reflects our adoption of aggregated traffic characteristics, wherein
RTP packets are condensed within time windows, and this feature compression
inevitably coarsens the available information. The reason behind is twofold: 1)
The formidable challenge (predictability of packet loss) of the problem stems from
network complexity, which already constrains the upper performance bound of data-
driven approaches; hence, we refer to such a typical and safe feature-engineering
strategy. 2) Part of our work involves enhancing an open-source software that proffers
off-the-shelf functionality for feature construction. The term "single" denotes the
single target of packet loss, a topic deserving thorough investigation during the early
research stage, as our objective lies also in traffic monitoring/analysis rather than
pure ML model development.

3.2 Observation

3.2.1 Preliminary
Dataset

In order to parse packet captures, we utilize a configurable networking tool Retina [37]",
which aggregates time-series packets into consecutive time bins (500 ms in our case)
arranged in chronological order on a per-flow basis. In each bin, a set of 73 traffic
statistics? is calculated to effectively encapsulate the patterns of aggregated packets.

A simple example is illustrated in Figure 3.1.

We employ Retina to generate three distinct datasets, namely "Supervised", "Cam-
pus2020", and "Campus2023", sourced from the traffic described in Section 2.1.2.
The "Supervised" dataset is from the two major RTC applications, Jitsi Meet and
Webex, and is named as it was intentionally collected during multiple real video
teleconferences in a supervised manner, where rich logs are available. The "Campus"

datasets originate from the border router using Tstat in different periods as suggested

'https://github.com/gianlucaperna/Retina
ZRefer to https://smartdata.polito.it/rtc-classification/ for more details.
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Table 3.1 Dataset overview.

Name File Size [GB]  Collection Period  Vantage Point
Supervised 66.54 2020-2021 Edge-node
Campus2020 68.33 2020-2021 Campus router
Campus2023 87.34 2023 Campus router

by the suffixes. Table 3.1 provides a brief summary, including the total size of pcap
files, collection period, and vantage point. Our data and code are publicly available?.

Loss definition

According to the presence or absence of packet loss in a bin, we define: a lossless
time bin is a bin devoid of any losses, while a lossy time bin denotes a bin in which
at least one loss has occurred, as portrayed in Figure 3.1. More importantly, we also

define two types of lossy time bins (as in Figure 3.2):

» Sparse loss indicates a lossy time bin, where there are no losses in its preceding
and succeeding 5-s intervals, i.e., the 10 bins in the past and future of a sparse
loss are lossless.

* Concentrated loss denotes a loss burst over a certain duration and is defined
as a lossy time bin with at least one additional loss in its neighborhood of
5 s. That is to say, there is at least one lossy time bin in the 5 s in the past
or future of a concentrated loss, and the additional lossy bin is, therefore,
also a concentrated loss. Multiple consecutive concentrated losses form a
group, wherein the leading lossy bin is deemed the starting-point loss, while
the following ones are considered group members. Notably, there is no loss
neither in the 5 s before the starting point nor in the 5 s after the last group
member.

Selection of temporal parameters

On the one hand, the rationale behind 500 ms for a time bin stems from: it is neither

excessively short, ensuring the inclusion of an adequate quantity of packets to yield

*https://mplanestore.polito.it:5001/sharing/4 YNjiRhxW; additional information is
available at https://smartdata.polito.it/real-time-prediction-of-packet-loss/
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Fig. 3.2 The concept of sparse loss and concentrated loss.

representative statistics, nor too long, encompassing an excess of packets that dilute
the impact of losses. On the other hand, the 5 s for different types of lossy bins is a
relatively trivial choice. We aim to distinguish sporadic (e.g., non-congestion loss)
and sustained losses in a straightforward manner, and 5 s is, therefore, deemed a
conservative and empirically optimal value, mainly for two reasons: 1) the interval
between most concentrated losses is less than 4 s, and 2) it is a safe value that a slight

modification will not induce a significant impact.

3.2.2 Trend of concentrated loss

Table 3.2 presents the quantities of different time bins. In addition to the class
imbalance issue (lossy bins are scarce), an imperative observation is that most
lossy bins are concentrated losses regardless of datasets, which signifies a prevalent
phenomenon of loss burst and suggests a higher likelihood of encountering more
losses after the occurrence of a loss event. A similar observation is depicted in
in Figure 3.3, which shows a shared pattern related to the duration of individual
concentrated-loss groups across all datasets based on the Cumulative Distribution
Function (CDF) plots. The majority (more than 80%) groups last for less than 10 s,
and approximately 10% manifest a duration of 1 s, i.e., two adjacent lossy bins. That
is to say, with a horizon of 10 s post a starting-point loss, it is capable to spot more
than 80% concentrated groups for all concentrated losses. This, coupled with the fact
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Table 3.2 Quantity of different types of time bins.

Dataset Supervised Campus2020 Campus2023
Total time bins 1537790 3100253 3897258
Lossy time bins 12330 (0.80%) 7009 (0.23%) 5745 (0.15%)

Sparse loss 4044 (32.80%) 1904 (27.17%) 2000 (34.81%)
Concentrated loss 8286 (67.20%) 5105 (72.83%) 3745 (65.19%)
Starting point 1741 815 814
1.0 e
0.8F
a9 - .
8 0.6 : — Supervised
0.4F ----" Campus2020
02 ==+ Campus2023
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10° 10! 10

Duration of a group of concentrated losses [s]

Fig. 3.3 CDF for the duration of concentrated losses (group).

that most lossy time bins are concentrated, implies the significance of starting-point
lossy bins. Upon successful recognition of such losses, most subsequent losses (i.e.,
concentrated group members) are then inherently identified and addressed. The
starting point marks the onset of a potentially severe network issue, and accurately
predicting it can enable timely and effective network management. In contrast, sparse
losses are theoretically difficult to predict due to their randomness and rarity [119,
120], and they are less detrimental compared to concentrated losses, which can
cause continuous and lingering effects that disrupt traffic and impair QoE. Therefore,
instead of targeting all types of losses, which is ambiguous and unnecessary, we
focus on identifying starting-point lossy time bins. This choice is further motivated
by a basic statistical observation from Table 3.2: the probability of another loss
occurring after one has occurred is around 65-73%. In this context, it is unnecessary
to apply a complex classifier after a starting-point loss to predict whether further

losses will follow.

Furthermore, Figure 3.3 provides insight into how the monitoring system could
operate. For example, upon successfully identifying a starting point, an alarm could
be triggered for up to 10 s, as over 80% of concentrated groups last less than 10 s. In
other words, the network issues causing packet losses are likely to persist for under
10 s, and using this strategy could potentially address more than 80% of such cases.
However, this is a relatively conservative approach, since potential future losses may
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not occur once system intervention begins — suggesting that a more aggressive
response could also be feasible. Nonetheless, these considerations highlight the
practical importance of starting-point lossy time bins and the need for an effective
solution to detect them. On the other hand, both sparse losses and starting points
share the concept of lossless in the previous 5 s, making it difficult to distinguish
between them when a lossy time bin is observed for the first time.

We postulate an operating scenario in which the system begins at the start of an
RTC stream and continues until either a lossy time bin is observed or a predicted
starting-point bin is predicted. In both cases, whether a loss is detected on the fly or
predicted in advance, an action lasting for a predetermined duration (e.g., 10 seconds)
could be taken to optimize traffic and mitigate further losses. In the former case,
it is crucial to identify whether the observed lossy bin is a starting point to avoid
unnecessary actions for sparse losses without succeeding group members, and it is
acceptable to make occasional mistakes, as we are dealing with only thousands of
samples out of millions. However, the system may not be timely enough to address
the observed loss or respond quickly to adjacent concentrated group members due
to the time required for further operations. Fortunately, such situations account for
only about 10% of all concentrated groups (as shown in Figure 3.3), confirming the
approach’s effectiveness in most cases. In the latter case, there is relatively sufficient
time to react, even for predicted starting points, but the prediction operates across
all time bins, which could lead to errors and unnecessary actions for lossless bins.
Both approaches are proposed to accommodate different network conditions and

requirements, offering a trade-off between timeliness and accuracy.

To enable successful prediction, we aim at identifying variations that can dis-
tinguish lossy time bins from lossless ones by analyzing the patterns of historical
statistics prior to the target time bins. Figure 3.4 illustrates two examples of such
statistics: the standard deviation and the minimum inter-arrival time of all packets in
a time bin. For each statistic, the average value is computed in each time bin for the
5 s before all starting points and an equal number of randomly selected lossless time
bins, respectively. Despite some fluctuations, the former statistic shows an increasing
trend, while the latter experiences a slight decline irrespective of the dataset. More
importantly, the statistics preceding lossless time bins remain substantially stable, as
indicated by the relatively flat lines and narrow confidence intervals. This suggests
that there are indeed discernible variations in the statistics leading up to packet loss

events.
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Fig. 3.4 The averaged patterns with 95% confidence interval of two example statistics
(normalized value) in the past 5 seconds of starting-point lossy or lossless time bins.

Furthermore, differentiating between a starting point and a sparse loss also serves
the goal of addressing concentrated group members once the target time bin is
observed. However, this task is even more challenging due to the minimal distinction
between the two categories. The only difference is the presence of additional losses
following the starting point, but these may not significantly affect the statistics
preceding the target time bin, especially if the subsequent losses occur near the end
of the 5-s window. In such cases, we have to rely on ML models to detect the subtle
patterns embedded in the data.

3.3 Problem statement

The overarching objective of our work is to develop a ML classifier to predict losses
in RTP flows based on historical traffic statistics. Besides the potential optimization
upon loss prediction, the underlying reason is manifold: 1) The acquisition of traffic
statistics is seamless and convenience, and we only rely on packet headers, bypassing
the complexity associated with packet encryption. 2) The reliance on statistics affords
a degree of detachment from complicated network elements, avoiding the collection
and analysis of pertinent information at each network hop. 3) The integration of
our classifier into network live monitoring software is achievable, thus providing
valuable insights into the network’s status to support existing functionalities such as
congestion control, bandwidth allocation, and more [121-124], as packet loss per se
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stands as a fundamental performance metric, which is inherently factored into the

majority of contemporary optimization technologies.

Alongside aforementioned observations, at a time instant #, we formulate two

binary classification problems:

* Problem 1, prediction of starting points of concentrated groups — We utilize
the previous 10 time bins (5 s of traffic) to predict whether the subsequent
time bin is lossy or lossless. In this case, the current goal is impractical and
meaningless because if we were to approach the problem of predicting losses
in the immediate next time bin starting from the present moment, even if the
occurrence of loss was correctly predicted, we would not have enough time
to manage and instrument the network to react to this event. Therefore, we
maintain the target time bin but intentionally skip the exact previous one, and
consequently, a 500 ms gap is reserved for introducing a certain degree of

freedom to execute operations. Formally:

Yt = fl (xthAta "-7~)_Cl‘fWAta )

) 0,No loss 3.1
WlthWE[Z,Wl],f:(xl,..,xN), Y, = .
1,Loss (starting point)

* Problem 2, classification of different losses — We leverage the observed lossy
time bin and its preceding 5 bins (6 in total, 3 s of traffic) to classify whether

the observed lossy bin is a sparse or starting-point lossy time bin. Formally:

Tn = fz(xt—At,---aft—wAn--->
0, Sparse loss

withw € [I,W,], X = (x1,..,xn), T = , (3.2)
1, Starting point

S.t. Yt—Al - 1.

t is the current moment and At is the time bin size (500 ms). A time instant (e.g.,
t — At) represents the initial timestamp of a time bin. In problem 1, Y; is a binary

class label that denotes the presence of packet loss in the subsequent time bin starting
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from the current moment ¢, and it takes value 1 if a loss/losses exist and O otherwise.
In problem 2, 7;_ 4, is also a binary class label but represents the lossy bin type of
the observed (current) lossy bin from ¢ — At to the current moment #, and it is O for
sparse lossy bins and 1 for starting points. In both cases, X represents the input traffic
statistics, and X;_,A; is the features vector in the past time bin at  — wAt. In general,
N is the number of different types of considered statistics (features) and W is the
window size—how many time bins we use in the past. In our work, we have N = 73
statistics in total, and consider W; = 10 time bins (5 s in the past) for problem 1 and
W, = 6 time bins (3 s including the present and the past) for problem 2. We aim at
developing ML models to learn two individual functions fi(-) and f>(-), which map
input feature vectors X to the binary classification target variables Y or T. Moreover,

for problem 1, we exclude sparse losses*

, concentrated group members, and lossless
time bins after them, because of both their irrelevance and the potentially misleading
information introduced during model training. For problem 2, all lossless bins and

concentrated group members are unneeded.

Additionally, to further clarify the selection of the 5-s time bin when defining the
two loss types as well as formulating the problem, the goal is to strike a trade-off
between a prolonged duration that encompasses extraneous information beyond
the target time bin and a shorter interval that might overlook potentially crucial
information in close proximity to the target bin. In essence, a 5-s duration is an
empirically ideal temporal extent in the context of RTC, encapsulating the advantages
of both breadth and precision. Meanwhile, we opt to reduce the designated duration
for problem 2 to a span of 3 s, which is primarily based on the possession of statistical
features within the target time bin, rendering the inclusion of temporally distant
bins unnecessary. Nonetheless, the choice of time bin duration is deemed a trivial
aspect, mainly due to our adoption of a technical approach that effectively selects

informative features, thereby mitigating the inherent time constraints.

“We remove sparse losses during model training to avoid inadvertently learning pertaining pat-
terns. However, the model may still predict a sparse loss and identify it as a starting point, which,
nevertheless, presents no significant concern in practice, because (1) if a sparse loss is predicted as a
starting point, it is not inherently erroneous, as a sparse loss indeed represents a lossy bin, and (2) if
a sparse loss is not identified, its impact is likely negligible since there are no subsequent losses to
compound the ramification. It is exactly due to the same reason that we also omit sparse losses during
the testing phase without explicitly factoring them into the ultimate performance assessment.
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Challenge

Notably, we identify multiple challenges: 1) For problem 1, we are obliged to bypass
the hithermost time bin, which may contain significantly informative patterns. 2)
Our datasets are extremely imbalanced (lossy bins only occupy 0.15% to 0.80%),
not to mention the even less amount of our predicting target — starting points.
In ML domain, models trained on such data typically exhibit a bias towards the
majority class [125, 126]. 3) For problem 2, we have a limited number of available
samples that are scant for a data-driven problem, let alone the same lossless situation
in the past 5 s, which obfuscates the patterns and exacerbates the complexity of
classification. 4) RTC is intrinsically dynamic and constantly evolving, influenced
by extensive factors that generate diverse patterns. Meanwhile, we intentionally
segment RTP flows for model training and testing rather than shuffling samples to
resemble the reality, where the incoming traffic is always novel to the model, not to
mention that the training and testing are performed separately on different datasets

spanning three years.

3.4 Methodology

In the following, we illustrate the whole workflow of ML model development, as
portrayed in Figure 3.5. In general, the raw pcap files are initially parsed by Retina
to construct the structured dataset. Afterwards, we perform a model development
process, undertaking a two-step feature selection process and examining different
ML models and sampling strategies. Finally, we proceed to consolidate the model

performance.

3.4.1 Dataset construction

The output of Retina (a sample) represents a time bin composed of the 73 traffic
statistical features and two class labels for the two problems. To construct the
structured dataset, we incorporate the previous 5 s of history for each time bin,
turning each sample into 11-bin long (the current bin and the 10 preceding time

bins), and generating 803 features (73 statistics X 11 time bins).
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Fig. 3.5 Overview of the ML pipeline.

3.4.2 Model development

In order to justify the generalizability, versatility, and transferability of ML models,
we explore the feasibility of training a model on an endpoint, e.g., campus router,
observed three years ago, that can continue to identify relevant patterns despite
the passage of time. In this context, "Campus2020" serves as a basis (training
and validation sets) for the model development, and the entire "Supervised" and
"Campus2023" datasets (test set) are used to evaluate the ultimate performance.
And to ensure the independence of training and validation datasets, and to prevent
data infiltration between RTP streams during the model training, the "Campus2020"
dataset is split in a way that flows to which the data in training set belong to, would
not present in the validation set. Specifically, we randomly shuffle the flows instead
of individual samples, and the dataset is partitioned such that 70% of the data are
allocated to the training set, while the remaining 30% are in the validation set>.
Tailored to problem 1, we undertake a multiple-trial evaluation process to determine

the optimal sampling strategy. Then, we refine the best choice by tuning hyper-

>In cases when early stopping is needed, one-seventh of the training set, equivalent to 10% of the
entire dataset, is reserved.
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parameters of the selected model (with the selected sampling strategy) based on the
performance on the validation set. Upon achieving the optimum configuration, we

retrain and finalize the model on the entire "Campus2020" dataset.

Feature engineering

First, for problem 1, the current and the exact last time bins are removed, transforming
the number of features in each sample to 73 X 9 = 657. For problem 2, the targets
are the current time bins that we already observed, with unneeded time bins from
the past 2.5 to 5 s (5 bins) discarded and 73 x 6 = 438 features left. Second, we
perform feature engineering to remove redundant features. Consequently, the model
development is initialized with a basic data splitting and then a two-step feature

selection process as follows:

1. Correlation analysis: We evaluate the correlation between each pair of features
and remove one of them randomly, if the Pearson correlation coefficient is
greater than 0.9 (in absolute value). As a result, we retain 61 out of the 73

statistics in original time bins.

2. Feature refinement: We employ Recursive Feature Elimination (RFE) [127]
approach to systematically examine the importance of features and iteratively
remove insignificant ones based on scores provided by an eXtreme Gradient
Boosting (XGB) [128] classifier. The whole procedure is recursively repeated
to inspect the impact of number of features, refining and keeping the most
informative ones for the problems. Figure 3.6 reports the result of feature
selection process in terms of class recalls with respect to the number of
features. For problem 1, class O quickly stabilizes and reaches a plateau, while
class 1 undergoes dramatic changes in the early stages, followed by marginal
improvements with minor fluctuations. We choose to include 119 features,
which enables the recall for class 1 to reach 0.5 for the first time. For problem
2, both classes produce volatile variations even with more features. We select
84 features, which yields the best performance for class 1. Although we do not
observe a prominent inflection point, known as a "knee", beyond which adding
more features becomes unproductive, we adopt a conservative approach and
include a slightly higher number of features. Nevertheless, we effectively

remove a significant portion (more than 80%) for both problems.
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Fig. 3.6 The class recalls of the result for RFE process.

Model selection

For problem 1, two categories of models are considered: 1) ML classifiers that per-
form an unbalanced binary classification task in a supervised manner — 3 tree-based
models of Decision Tree (DT) [129], Random Forest (RF) [130], eXtreme Gradient
Boosting (XGB) and 2 DL models of Deep Neural Network (DNN) [131] and Long
Short-term Memory (LSTM) NN [132]. 2) Unsupervised learning methods that
frame an anomaly detection problem — Isolation Forest (IF) [133] and Autoencoder
(AE) [134]. Specifically, to handle class imbalance in the case of classification, we
implement the following techniques:

* Weighted sampling is introduced during the model training in two ways: 1)
We construct the so-called Balanced Random Forest (BRF) [135], drawing
bootstrap samples from the minority class and then randomly drawing the same
number with replacement, from the majority class. 2) For DL approaches, the
training batch is constructed by sampling data with given probabilities (i.e.,
minority samples have a higher chance to be selected).

* Assigning class weight can adjust ML models so that misclassifying a sam-
ple from the minority class is more heavily penalized than misclassifying a
majority-class sample. During the training phase, the weight is set according

to the multiplication between the majority and minority classes.

Since anomaly detection algorithms are specifically designed to cope with rare events,
no additional workarounds are required. As for problem 2, since it is a relatively
simple classification problem with comparable class quantities, we only implement
the 3 tree-based models and the k-nearest neighbors (k-NN) algorithm [136].
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Sampling strategy

To further address the imbalance issue in problem 1, with the best model, we resort
to artificial sampling to intentionally manipulate the quantity of samples through
oversampling (increase the amount of minority class), undersampling (decrease
the amount of majority class), or hybrid-sampling (combination of oversampling
and undersampling). In our case, we refer to Synthetic Minority Oversampling
Technique (SMOTE) [137] for oversampling and hybrid-sampling, and a random
selection for undersampling. Particularly, for each sampling strategy, we perform 50
trials of training and validation, each featuring data from different randomly selected
RTP flows, i.e., a 50-fold cross-validation-like process that evaluates the general

performance.

3.5 Experiment

Herein, we present the experimental results of each problem separately with a

two-stage evaluation process:

1. Preliminary model evaluation focuses on the ML models themselves and
aims to uncover the most promising candidate. Again, models are trained and

validated exclusively on "Campus2020" dataset.

2. Model performance finalization aims to consolidate the model performance,
by training the best model from the previous stage on the entire "Campus2020"
dataset and testing the finalized model on other datasets.

The general procedure is similar for both problems, except for extra operations
needed for problem 1. Importantly, due to the highly imbalanced nature of problem
1, many evaluation metrics for classification are biased, resulting in a distortion of
the true performance. Therefore, we opt to use recall, to reflect the model sensitivity

and evaluate the performance of each individual class®.

®Unlike most imbalanced problems that devote to improving the performance of the minority
class, we expect to avoid excessive false positives that could trigger unnecessary false alarms and thus
squander network resources. It is, therefore, critical to guarantee a commendable performance for
lossless samples, while simultaneously enhancing lossy ones, which can only be explicitly assessed
by the class recall.
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3.5.1 Experimental result of problem 1
Preliminary model evaluation

Table 3.3 showcases the class recalls on "Campus2020". All required configurations
tackling class imbalance are implemented for each model, while no sampling strategy
is utilized. Generally, anomaly detection approaches fail to fulfill the objective, as ev-
idenced by their negligible recalls for class 1. DT and RF models perform marginally
better but still fall short in effectively addressing the problem. DL models exhibit the
capability of identifying abundant starting points but yield the worst performance
for class 0. Remarkably, the advanced tree-based models, BRF and XGB, deliver
substantially superior outcomes with correct predictions of approximately 50% of the
target and without excessively penalizing class 0. To this end, we select XGB for fur-
ther analysis, thanks to its distinguished performance and ease of training and tuning.
Additionally, we still present class precision and macro average F1-score in Table 3.3
to provide supplementary insights into the performance evaluation. Evidently, all
models exhibit a consistent behavior, characterized by unexceptionable precision for
class 0, inferior precision for class 1, and mediocre F1-score, which reinforces again
our choice of the evaluation metric. Only XGB and BRF that strike a relative balance
between both classes, yield slightly higher precision for class 1, which is attributable
to the dominance of the majority class, which overwhelms the minority in terms of
the predicted positives, thus leading to a relatively constant F1-score of around 0.5.
Notably, the diminished precision for class 1 is not deemed a significant issue, as
this represents an inherent property for imbalanced ML [126], and the performance
presented herein are merely from the preliminary model development.

An additional step of examining different sampling strategies is needed for
problem 1. We perform multiple-trial evaluation on the best model (XGB) selected
in the previous stage on "Campus2020" dataset, and test the model also on the entire
"Campus2023" and "Supervised" datasets’. The box plots in Figure 3.7 depict class
recalls of all experimental trials for each sampling strategy. Overall, all strategies
share similar patterns, manifesting decent, stable performance for class 0 and varying
degrees of overfitting for class 1. Moreover, the ranges of recalls for class 1 are

wide regardless of sampling strategies, meaning that patterns extracted from training

"Notably, the "Campus2023" and "Supervised" datasets are included here just to verify the unified
pattern, and they are not considered for the selection of sampling strategy.
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Table 3.3 Basic results of all ML models on "Campus2020" for problem 1.

Recall Precision F1-score
Category Model Class 0 Class 1 Class 0 | Class 1 Macro
(Lossless bin) | (Starting point) Average
DT 0.988 0.045 0.999 0.001 0.498
Classification RF 0.996 0.051 0.999 0.001 0.499
(Tree-based) | BRF 0.962 0.486 0.999 0.003 0.494
XGB 0.973 0.522 0.999 0.005 0.498
Classification DNN 0.856 0.537 0.999 0.001 0.462
(DL-based) | LSTM 0.875 0.652 0.999 0.001 0.468
Anomaly IF 0.973 0.020 0999 | 0.001 0.493
Detection AE 0.999 0.001 0.999 0.001 0.500
|:| : Class 0 (Lossless time bin) D : Class 1 (Starting-point lossy time bin)
No sampling Oversampling Undersampling Hybrid-sampling
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Fig. 3.7 Class recalls of results based on different sampling strategies for problem 1.

samples in different flows have a huge impact on the final performance, which
necessitates the fine-tuning of models with all samples in the entire "Campus2020"
in the next step. Regarding each sampling strategy, we observe that no sampling
ranks the first for class 0, while hybrid-sampling generates comparatively improved

performance for class 1. Therefore, we continue the process with both of them.

Model performance finalization

We now finalize the performance by training XGB on the entire "Campus2020"
dataset with selected sampling strategies, as in Table 3.4. Accordingly, no sampling
outperforms towards lossless bins by identifying around 96% of class 0, while
hybrid sampling generates comparatively balanced results with higher recalls for
class 1, reaching up to around 66% of starting points. In both cases, "Campus2023"
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Table 3.4 Final result of models trained on the entire "Campus2020" dataset for problem 1.

Model XGB XGB
(No sampling) (Hybrid-sampling)
Test dataset Campus2023 | Supervised | Campus2023 | Supervised
Class 0 0.960 0.956 0.903 0.915
Recall for | (Lossless bin)
h dataset
cach datase Class 1. 0.553 0454 0.662 0.524
(Starting point)
Class 0
Recall for | (Lossless bin) 0959 0906
all test data Class 1
(Starting point) 0.486 0.568

Table 3.5 Basic results of all ML models for problem 2.

Recall
Category Model Class 0 Class 1
(Sparse loss) | (Starting point)
DT 0.647 0.363
Classification
(Tree-based) RF 0.934 0.061
XGB 0.825 0.184
Classification
(Instance-based) K-NN 0.762 0.310

outperforms "Supervised" dataset, which is reasonable since it was collected using
the same tool at the same location as the training set. On top of that, by successfully
predicting the starting point, we actually identify and tackle subsequent concentrated-
loss groups of 49% to 57% across all test sets. Although the general prediction
for lossy time bins is not optimal, the performance remains acceptable given the
difficulty of the problem, let alone the prevention of discernible concentrated losses
in the future, which could be more theoretically adverse.

3.5.2 Experimental result of problem 2
Preliminary model evaluation

Table 3.5 elucidates the class recalls of each model. In general, the overall perfor-
mance is subpar, and there is a prevailing bias towards class 0 in all models, with
their performances exhibiting an inverse relationship: a higher recall for class 0
correspond to a lower recall for class 1, and vice versa. To this end, we select XGB
to take advantage of its flexibility in configurability and model tuning to achieve

varying levels of performance.
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Model performance finalization

The primary goal entails discerning starting points to the fullest extent possible,
whilst ensuring a satisfactory identification for class 0. However, considering the
relatively limited number of samples for class 0 across all datasets, misclassifications
are moderately tolerable. This endows us with the opportunity to meticulously
tune the model to achieve different performance levels, either prioritizing a bal-
ance between both classes or prioritizing class 1. Consequently, we deliberately
train the model to target different optimization directions and present the finalized

performance in Table 3.6.

For the main objective, the model effectively identifies the majority of sparse
lossy bins and successfully recognizes 24% to 40% of starting points. When focusing
on balanced performance, the model achieves a 60% recall for both classes in
"Supervised" dataset, but only surpasses random guess for "Campus2023" dataset.
In the last case, the performance is exactly opposite to the main objective, but
the overall accuracy is below 50% due to the larger number of samples in class 0.
Across all cases, the performance on "Supervised" dataset is substantially better
than that on the "Campus2023" dataset, whose overall performance remains inferior
with recalls barely reaching 0.8 on one end but merely achieving around 0.25
on the other end. In contrast, the results of "Supervised" dataset are sufficiently
respectable, i.e., the model can identify 40% of starting points, while only yielding
15% misclassifications. To sum up, our approach demonstrates the prospect to satisfy

different system requirements and the effectiveness in certain specific scenarios.

3.5.3 In-depth analysis

Herein, we further examine the outcomes, providing deeper insights into two as-
pects: 1) the reason behind the prediction difficulties, and 2) the distribution of
classifications for starting points among RTP flows.

Analysis of classification

In order to understand the features which ML models (data-driven methods) generally

rely on to distinguish different classes, we visualize their distribution through T-
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Table 3.6 Final result of models trained on the entire “Campus2020” dataset for problem 2.

Recall for
each class
Model | Test dataset
Class 0 Class 1
(Sparse loss) | (Starting point)
Main Objective
Campus2023 0.818 0.236
XGB
Supervised 0.849 0.400
Different Optimisation direction
(Balanced performance)
Campus2023 0.529 0.502
XGB
Supervised 0.620 0.610
Different Optimisation direction
(Better performance for class 1)
Campus2023 0.263 0.824
XGB
Supervised 0.336 0.862

distributed Stochastic Neighbor Embedding (t-SNE) [138]8, which transforms high-
dimensional data to low-dimensional embeddings, that can be displayed in a 2D
plot. For each finalized model and dataset, we extract features that correspond to the
starting-point losses and the same amount of random lossless samples for problem 1,
and to sparse losses and starting points for problem 2, which are then converted into
2D embeddings to make scatter plots.

For problem 1 (Figure 3.8), the light green (class 0) and red (incorrect predictions
for class 1) points exhibit a wide distribution, intertwining with one another, while the
blue dots (correct predictions for class 1) are dispersedly allocated along the periph-
ery, isolatable in "Campus2023" dataset, yet tending to coalesce into "Supervised"
dataset. Overall, the discernment between class 0 samples and misclassifications
from class 1 proves arduous given their overlapping nature, further compounded by
the inclusion of only a limited quantity of lossless time bins, thereby underscoring
the exacerbation of overlap with an abundance of class 0 samples. For problem 2
(Figure 3.9), samples of either class/dataset are also scattered extensively across
the plot, resulting in a highly overlapped pattern, which could originate from the

shared characteristic of being lossless in the past for both classes. In this vein,

81t is important to acknowledge that t-SNE transcends dimensionality reduction, epitomizing a
more sophisticated approach that strives to encapsulate and retain intricate patterns in the original
high-dimensional space. Thus, the visual representation serves as a seamless conduit to reinstate the
originality and authenticity of patterns, thereby facilitating an enhanced comprehension of different
features in a visually intuitive manner.
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Fig. 3.8 Results of t-SNE for problem 1: the 2D plot for the embedding of correct prediction
(blue dots) and incorrect prediction (light red dots) from class 1, and random samples from
class O (light green dots).

the model tuning resembles the manipulation of decision boundary (hyperplane in
multidimensional space), and due to the mixed nature of both classes, it is barely
possible to accurately classify one class while effectively isolating the other one.
All these observations collectively highlight the inherent challenges posed by the
problem, where RTP traffic are dynamic and multifarious, engendering various nearly
indistinguishable patterns.
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Fig. 3.9 Results of t-SNE for problem 2: the 2D plot for the embedding of class O (sparse
lossy time bins, blue plus marker) and class 1 (starting-point lossy time bin, red cross
marker).

Analysis of RTP flow

We now examine the distribution of correct and incorrect classifications across RTP
flows for both problems, as depicted in Figure 3.10 and Figure 3.11, which illustrate
the ratio of accurately predicted instances to the total number of starting points for
individual RTP flows.

For problem 1, the prediction distribution exhibits a substantial bias for both
datasets, with the model excelling in predicting some flows but performing poorly
for others, and only several flows yielding mediocre results. This implies a unified
pattern of packet loss in certain RTP flows, which the model can effectively capture
and leverage to achieve reliable predictions consistently. This particularity may
facilitate a management strategy that terminates predictions completely in the pres-
ence of multiple initial errors. Interestingly, the first several flows with a significant
number of starting-point losses in both datasets experience exceptional performance,
which could signify a specific capability of the model to efficaciously predict RTP
streams heavily affected by packet loss. For problem 2, despite the first 4 flows in
"Supervised" dataset with highly accurate classification, the overall distribution is
relatively homogeneous. Different from problem 1, where flows with more losses

are favored, the models in problem 2 are able to generalize across flows.
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Fig. 3.10 Quantity of starting points in each individual RTP flow for problem 1: the overall
amount (white bars) and the correctly predicted amount (green bars). For simplicity, only the
two datasets examined by XGB with hybrid-sampling are presented and only the 80 flows
with relatively more losses are presented. We notice that the other model and flows exhibit
similar behavior.
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Fig. 3.11 Quantity of starting points in each individual RTP flow for problem 2. Note that,
only the two datasets regarding the main objective of problem 2 and the first 30 flows are
presented.

3.5.4 Supplementary material

In the original paper, for problem 1, we also analyze the false alarm for class 0 and
the performance for sparse losses. In the former case, we observe a higher rate of
misclassification for lossless bins when they are located close to lossy bins; however,
this effect can be advantageous, as such bins may trigger alarms just a few seconds
ahead of the actual losses. In the latter case, the proportion of sparse losses classified
as starting points is evidently low, which is consistent with our objective of ignoring
sparse losses that that do not herald subsequent concentrated losses. Additionally,
we examine the impact of time-window length in the appendix to justify our choice.
For further details, please refer to our paper [9].
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3.6 Takeaways

This chapter presents a comprehensive study of packet loss in RTC, highlighting its
bursty nature and exploring the use of ML models to predict its commencement. Our

findings can be summarized as follows:

» Based on extensive RTP traffic (statistical observations) collected from diverse
vantage points, time periods, and applications, packet losses generally occur

in two forms: sparse and concentrated.

» Sparse losses are infrequent, arbitrary network events that only account for
roughly 30% of all losses. In contrast, most losses are concentrated, occurring

consecutively within a relatively short interval.

* This observation reminds us of the importance of the onset of concentrated
losses. If such onsets can be predicted, the subsequent losses can be, therefore,
addressed potentially in advance. Since concentrated losses dominate overall
loss and sparse losses are comparatively less harmful, the identification of
concentrated losses through onset prediction is particularly valuable.

* We formulate the problem in two ways, wherein the first one aims to predict the
starting point of concentrated losses, while the second one aims to distinguish
between start points and sparse losses. We examine multiple ML models
and find that the advanced tree-based model, XGB, stands out as a promising
candidate, delivering superior and balanced performance. For problem 1, XGB
successfully forecasts approximately half of starting points while maintaining
robust performance for lossless cases. For problem 2, the results are less
favorable due to the inherent difficulty of the task, with overall performance

being only modest.

* At first glance, the performance is not preeminent regardless of problems, but
we still advocate for our solution because: 1) the model can be optimized
towards different directions to meet varying requirements, and 2) our problems
are framed in a naturally tough way, going beyond naive and common classifi-

cation tasks while offering greater relevance and benefits for RTC scenarios.
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* Since our attention is paid to end-to-end RTP traffic, a key defect of our work is
the absence of root cause analysis for packet loss, which could further improve

ML models and represent an important future direction.

Returning to the research questions outlined in the background, ML models can

indeed facilitate loss prediction, albeit subject to several important constraints.



Chapter 4

Fine yet Single: Throughput
Estimation with Emphasis on Traffic
Extremes

This chapter corresponds to our work: DeX: Deep Learning-based Throughput
Prediction for Real-Time Communications with Emphasis on Traffic eXtremes [10].
Throughput represents a critical performance indicator in RTC, as it directly reflects
the total volume of traffic traversing network nodes. In general, higher throughput
indicates better performance, particularly for RTP traffic that encapsulates multime-
dia content. A related term, goodput, refers to the subset of throughput that excludes
functional packets, retransmissions, etc., representing the actual amount of effective
traffic. Since RTP involves no retransmissions and functional packets typically
account for only a negligible portion, throughput and goodput can be regarded as
equivalent in RTC!.

Building on the background in Chapter 2, this chapter discusses a DL solution
for traffic prediction. Particularly, we aim at predicting the near-future throughput
of received RTP traffic based on packet-level information, with special focus on
traffic extremes, i.e., peaks, valleys, and abrupt changes. We consider the scenario
of video-teleconferencing and frame a time-series problem, for which we develop a

dedicated DL model named DeX and compare it with multiple ML/DL algorithms. In

I'This equivalence does not always hold, as error correction flows may contribute a non-negligible
portion in certain RTC applications. Nevertheless, we consistently use the term throughput for
definitional clarity.
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the following, Section 4.1 introduces the background, related work, and motivations.
Section 4.2 formulates the problem, and Section 4.3 delineates our proposal. After-
wards, Section 4.4 showcases the experimental results. At last, several conclusive

remarks are presented in Section 4.5.

4.1 Background

Bandwidth management plays a pivotal role, involving crucial functionalities in
RTC, e.g., throughput measurement, bandwidth allocation, dynamic transmission
adjustments, and traffic prioritization [139—-141, 106]. In light of this, throughput
prediction holds immense potential, providing a proactive mechanism with manifold
merits: 1) bandwidth allocation becomes optimized based on precise throughput
estimations to avoid either underutilization or over-provisioning, 2) QoE and content
dissemination can be improved via prediction-informed adaptive streaming, transcod-
ing, encoding settings, and more, 3) network congestion management can take
advantage of throughput forecast, fostering traffic shaping, prioritization, routing,
etc., and 4) resource planning and system scalability are more effective in accordance
to the predicted throughput demands. Specifically, throughput metrics retrieved from
end-users are frequently used as vital feedback in modern optimization approaches,
including decision making agents, the software-defined networking (SDN) paradigm,
congestion control mechanism, local integrated tools, and beyond [142—148], and
the predicted throughput thereby transcends the observed value, assuming an in-
strumental role in preemptively informing network units and enabling proactive
reactions.

Throughput prediction, akin to bandwidth or bitrate prediction, is a typical prob-
lem of traffic prediction and has gained considerable attentions in networking field.
Authors in [149] tried to improve bitrate selection via throughput prediction based on
a Hidden-Markov-Model (HMM) predictor, and analyzed millions of sessions, dis-
covering similar and stateful patterns that are used to group sessions. [150] focused
on predicting average throughput in cellular networks, utilizing a Random Forest
(RF) regressor based on historical throughput measurements, alongside several radio
channel metrics. The work was then extended [151] to examine the applicability of
Support Vector Machine (SVM) [152] and Long Short-Term Memory (LSTM) NN.
The work in [153] proposed a linear adaptive filter, Recursive Least Squares (RLS)
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Fig. 4.1 Throughput time series of sample traffic.

to forecast forthcoming bandwidth based on historical values, aiming to enhance
transmission quality of video calls in cellular networks. [154] introduced LinkFor-
est, a RF-based framework, to predict cellular link bandwidth in 4G Long Term
Evolution (LTE) networks, employing lower-layer metrics such as Reference Signal
Received Power (RSRP) and previous throughput data as input features. The authors
in [155] leveraged public datasets to perform short-term throughput prediction, and
adopted multiple ML algorithms including tree-based models and DNNs, relying
on aggregated features in time windows such as cumulative bitrate and number
of packets. Moreover, both [156] and [157] incorporated the LSTM NN but with
customized designs, where the former work explored real-time mobile throughput
prediction, augmenting a pre-trained LSTM framework with model switching and
Bayes model fusion for online deployment, and the latter one intended to enhance
adaptive video streaming by proposing a RL paradigm, in which an LSTM combined
with a Convolutional Neural Network (CNN) are responsible for bitrate prediction.
Meanwhile, targeting Adaptive Bitrate (ABR) for HTTP-based video streaming,
works in [158-161] employed various ML/DL or statistical tools to predict through-
put, encompassing tree-based models, a DNN empowered by K-means clustering, a
renowned RL-based engine, or a Kaufman’s Adaptive Moving Average (KAMA)
method, which are then integrated into ABR decision-making systems.

All aforementioned methods demonstrate different degrees of effectiveness and
generally frame a time-series problem. However, due to their devoted yet irrelevant
scopes or relatively naive problem formulation/model development, none of the
works is able to provide methodological superiority in terms of prediction precision,
especially struggling with the extreme conditions, which constitute critical facets in
RTC traffic. Traffic extremes, i.e., peak values, valley values, and abrupt changes,
represent the intricate nuances of network dynamics and significantly influence

prediction accuracy. An time-series example with traffic extremities highlighted is
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presented in Figure 4.1 to provide context. In particular, we underscore extreme val-
ues for the sake of three reasons: 1) Transmission peaks often coincide with network
bottlenecks, providing invaluable insights into the prospective bandwidth availability,
and their accurate predictions can, therefore, optimize resource allocation to avert
potential pitfalls. 2) Valley values denote traffic idleness and underutilized network
capacity, supporting energy-conservation strategies, resource redistribution, and load
balancing. 3) Abrupt changes (i.e., sudden and transient network fluctuations), if an-
ticipated correctly, could enhance adaptive streaming agility and expedited network

management, ensuring a swift adaptation to rapid network oscillations.

Fine yet Single

Our previous work in Chapter 3 follows a typical feature engineering process of
aggregating unitary entities into summarized representations from which features are
derived. However, although effective in practice, this method is inherently a compro-
mise, resulting in inevitable information loss. The term "fine" here means our shift
from coarse, compressed features to fine-grained, packet-level features. The rationale
behind is fourfold: 1) Packets represents the most fundamental and granular network
units, epitomizing the rapidly changing dynamics and inherent characteristics of
network traffic [162], which endows models built on such meticulous features with
the capability to effectively discern underlying traffic patterns. 2) The acquisition
of packet-level data incurs minimal effort regarding feature extraction, an particular
advantage in RTC, where temporal and computational constraints are common. 3)
We exclusively use header attributes to bypass issues from packet encryption, facili-
tating a more streamlined workflow with expeditious access to pertinent information.
4) Packets are ubiquitously available, extending beyond the confines of client sides,
and thus affording a more holistic network observability, which enables throughput

prediction to improve the overall performance within the network.

Regarding packet-level-related prediction, a limited corpus of research exists.
The authors in [163] aimed to not only utilize packet-level information but also to
predict packet-level characteristics (e.g., packet direction and payload length). They
explored multiple ML/DL techniques, and arranged packets with three predicted
and three exogenous parameters (e.g., TCP window size) sequentially to enable
sliding window prediction. Both [164] and [68] applied the Transformer architec-

ture [165]. The former work proposed FlowFormer to classify real-time network flow
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types (video, conference, and download), by implementing layers of attention-based
encoder to extract features that are then fed to a LSTM or a CNN model. The
latter one sought to generalize network dynamics, introducing the Network Traffic
Transformer (NTT) framework, wherein an additional hierarchical aggregation layer
is added before the encoder to condense lengthy packet sequence. The authors
initially pre-trained the model based on end-to-end delay predictions, and envisioned

a replaceable decoder for other tasks.

To the best of our knowledge, our work is the first to employ packet-level
information in throughput forecast with an emphasis on traffic extremes to bolster
predictive performance. Although the method in [158] can indeed detect abrupt
changes, the key feature of chunk size is unavailable in RTP traffic. Notably, the
overall target of throughput prediction remains "single", as the current scope is on

traffic extremes and model development.

4.2 Problem statement

4.2.1 Problem formulation

At any time instant ¢, we intend to predict traffic throughput in the forthcoming time
window of Ar. For a comprehensive evaluation, we formulate a regression problem
in a dual manner with different features but the same target: i) a conventional
univariate time-series problem with historical samples as features, and ii) an irregular

multivariate one using preceding packet-level features. Specifically:

* Problem i — univariate time series prediction:

R =f(X
& fX) @1
WlthX - [r[_A[,rt_ZAt,...,r[_mAt,...:I, mec [I,M].
* Problem ii — multivariate packet-level prediction:
R = f(X)
with X = [...,% n,...,], n € [I,N]. (4.2)
——

w
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R, is the predicted throughput in the subsequent time window from 7 to  + A¢. The
input feature matrix X varies between the two problems. Problem i considers M
historical samples, each of which (i.e., r;_,,xA;) denotes the previous throughput
value in the window that commences at ¢t — m X At. For problem ii, we factor in a
total of N packets in the past, while only selecting a subset of W < N packets as
features”. Should the n'" preceding packet antecedent to time  be designated as one
of the selected packets, X; , represents its corresponding feature vector constituted
by packet attributes. We aim to learn a function f(-) to undertake the regression task.
Technically, the three extreme conditions during each individual video-call session
are defined as follows:

* Peak values: the throughput samples associated to the uppermost ¢, values.
* Valley values: the throughput samples associated to the lowest ¢, values.

* Abrupt changes: the throughput samples with inter-variations compared to

their respective preceding (adjacent) samples exceeding a specific threshold f3:

R, —R,_
|R; tAt|>

. 4.3
R s P (43)

Note that o, a,,, and 3 are percentages.

4.2.2 Dataset

The traffic employed in this work is from the two major RTC applications, Jitsi
Meet and Webex. As indicated by the problem formulation, we construct the dataset
by generating the time-series of throughput samples for each individual session.
Specifically, the predicted target of throughput value is calculated in successive
time windows following chronological order, by aggregating the frame length of all
packets within each window (i.e., the traffic amount per unit time). In this context,

we select 3 elements (i.e., X, , = [x}",, X"}, X},]) in each RTP packet as features:

2They are not necessarily contiguous, and the remaining N — W non-selected packets are simply
discarded.
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* Frame length (x7,) is the packet total size including both its header and data,
which directly represents the impact of transmitted bits in the past, endowing

the model with the capability to operate in an autoregressive manner.

* Inter-arrival time (x;) is the temporal gap between the arrivals of two
consecutive packets, and it serves as a local granularity indicator to assess the

frequency of packet flows.

* Timestamp (x;’,) denotes the relative timestamp at which the packet is re-
ceived. It is the current absolute timestamp subtracted by the timestamp of the

session start and it introduces global timing patterns.

With these features, we aim to incorporate both spatial and temporal patterns. Con-
sequently, each time window (a data sample) is accompanied with M historical
throughput samples for problem i, and the preceding N packets with aforementioned

packet-level features for problem ii.

Initially, we set time windows to Ar = 500 ms and aim to select W = 1024 out
of the previous N = 2048 packets for problem ii. Because of an average of roughly
7.6 s occupied by 2048 packets in the dataset, we resort to a comparable time span
of 8 s (M = 16 prior windows) for problem i. Moreover, we devise that ¢, = 10%,
o, = 10%, and B = 20%, i.e., the highest and lowest 10% throughput samples
during a session are considered peaks and valleys, respectively, and a sample with an
inter-variation surpassing 20% is regarded as an abrupt change. We make our data
and model publicly available?.

To provide contextual insights, we illustrate traffic patterns from 20 randomly
selected sessions in Figure 4.2, which depicts 3 sets of ECDF plots. The leftmost
figure (4.2a, the ECDF of throughput values) demonstrates that nearly all values
exhibit a steep ascent in the middle, gradually tapering into narrower tails for both
ultra-low and high values, despite quantitative differences among traffic. The mid-
dle figure (4.2b, the percentage variations between successive throughput samples)
reveals that the majority of inter-variations are below 20%, and in fact, 64.9% and
84.2% are lower than 10% and 20% for all traffic, respectively. Both observations
suggest a generally and globally stationary evolution of traffic throughput, highlight-
ing the significance of comprehending traffic extremes, and further rendering their

prediction an interesting, substantial endeavor. Furthermore, we also investigate the

https://mplanestore.polito.it:5001/sharing/X TiiXJOPM
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Fig. 4.2 Traffic patterns of 20 randomly selected video-teleconferencing sessions.

duration of each set of 2048 packets for individual sessions in the rightmost figure
(4.2¢c). As mentioned earlier, the average elapse is 7.6 s, but traffic exhibit different
characteristics, whereby most sessions share a similar pattern with a duration of
3-10 s, as indicated by the rapid ascent in the ECDF, and a few manifest peculiar
patterns, exemplified by either relatively uniform or irregular distributions. These
observations actually conform to reality, where a video-call could be either active
or quiescent with different frequencies of packets exchanged. And these also drive
the selection of N = 2048 packets, as we strive to include the multifarious aspects
of traffic transmitted in RTC, regardless of the degree of activity, which leads to a
judicious trade-off between including extraneous, excessive information beyond the

target and having insufficient packets.

4.3 Methodology

Our proposed DL framework DeX is composed of three components: a packet
selection module, a feature extraction block, and a multi-task learning pipeline,
as elucidated in Figure 4.3. Overall, we adhere to a moving window prediction,
considering all N = 2048 preceding packets with three RTP elements as raw input,
while learning an optimal subset as actual features during training. The feature
extraction process is followed by a multi-task learning paradigm that incorporates

various loss functions to optimize the prediction of traffic extremes.
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Fig. 4.3 Workflow, model architecture, and training strategy of DeX.

Packet selection module

This component reduces the input quantity while maintaining the performance by
selecting an optimum portion out of all considered packets. This is particularly cru-
cial for RTC services, which often encounter computational and temporal constrains,
but simultaneously require low-latency real-time responses. On the one hand, RTC
applications need swift, recurrent processing of media data and execution of various
algorithms, which intensifies the computational demand. On the other hand, the
delay-sensitive inherency of RTC naturally necessitates minimal time consumption
of any intermediate process. Otherwise, escalated delays and synchronization dis-
crepancies may emerge, thereby diminishing the QoE. Hence, we endeavor to curtail
input packets to downsize the model complexity, enhancing memory efficiency and
fostering a more computationally and temporally effective scheme.

For the sake of packet selection, we apply a straightforward logic, randomly
initializing N = 2048 trainable parameters (.%7;), and assigning each to a packet (P;).
These parameters are then passed through a Softmax function to compute 2048 prob-
abilities (Pgorimax) to opt for packets based on their values — the W = 1024 selected
packets correspond to the highest 1024 probabilities*. Consequently. the model

4Pelected = 1P | § g'(psoftmax,i > Psoftmax,j) > 1024},Vi, j € [1,2048]. The outputs of Softmax
i#ji#]

are called probabilities simply because of the naming convention, and thus do not imply a stochastic

process but are treated as deterministic scores for packet selection.
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Fig. 4.4 How packet selection module works (note that %, in the figure is just a
nominal representation instead of the actual regression loss in Equation 4.6).

learns and refines the trainable parameters in a way such that the derived probabilities
(scores) are optimized to select the most suitable packets for the regression task.

However, this procedure is detached from the computational graph and the packet
selection is not involved in the gradient flow, as no computations are triggered in the
last step. To address the issue, we enforce the computational process by pre-defining
a probability distribution (Ppregefined) 0 compare the output probabilities of Softmax.
Meanwhile, we presume that the potentially optimal selections are the most recent
1024 packets — the closest ones to the target (current) sample. This hypothesis
stems from the nature of time-series problems, where temporally proximate samples
ought to reflect the latest trend in evolution and encompass the most salient features.
Differently, packets other than those proximate to targets might also be critical and
informative owing to the domain-specific irregularity of packet sequence in our
specific problem. In this context, the preset probabilities (scores) serve as a guide
to steer the learning process plus the selection towards the hypothetically optimal
(closest) packets, while still tolerating a certain degree of flexibility to uncover
potentially important packets located far from the targets.

To this end, we devise a simple predefined and monotonically increased linear
distribution® as follows:

SAt the first glance, such a distribution may appear somewhat arbitrary, but, by fine-tuning the
hyperparameters, it is, in any case, possible for the NN to automatically cherry-pick beneficial packets,
reaching optimal performance, irrespective of the initial distribution chosen. Therefore, the adopted
distribution is inconsequential, as long as it satisfies our requirement. That is to say, the predetermined
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Ppredefined = [P15++ Pis -+, P2048]

4.4)
s.t. pi < pit1, sz =1, pi=a-i+b,ic [172048]7

where p; is the predefined probability (score) for the i packet, and the summation
Oof Ppredefined ©quals 1, as the output of Softmax sums to 1. The term a - i+ b indicates
a linear relationship (details are in the next section). A visual example is portrayed
in Figure 4.4, and the parameters, &7, are trained to produce Softmax probabilities
that converge to the predefined ones, accomplished by computing the Mean Absolute
Error (MAE loss function, {yag(-)) between them:

D%prob = {MAE (ﬁsoftmaxa ppredeﬁned)

. 4.5)
with Peoftmax = Softmax(?l yeeey ,@i, R 322048)7

in which, the loss of probability .}, represents one of the optimized targets
subjected to minimization. In consequence, the module operates in a manner that
diligently forces the packet selection towards the target. Nevertheless, another
problem arises — it always ends up with the closest packets because of the consistent
gravitation towards the hypothetically optimal selection®, diverging from our original
goal of discovering informative packets in distance. To mitigate such an aggressive
selection, we modify the MAE loss %}, introducing a weighting factor, A, to
reduce its impact, refraining from permanently choosing the proximate packets (as
illustrated in the right part of Figure 4.4). As the training process unfolds, both losses
of regression and probability decrease synchronously, until reaching a certain point,
where the packet selection is deemed non-optimal, leading to an upswing in the
regression loss. Simultaneously, the MAE loss of probability continues to decrease,
further abating its influence thanks to the weight, A, and when the regression loss
escalates because of certain selection, the selection revisits a prior relatively optimal
position, given that the loss of probability exerts mere impact on the final loss. In
consequence, the selection process stabilizes or hovers around the optimal locations,

primarily due to the dominance of the regression loss.

probabilities function as a reference, and although different references will indeed influence the
learning process and trainable parameters distinctively, the ultimate optimized objective of regression
remains invariant, compelling the model to eventually ascertain the advantageous packet selection,
regardless of the convergence trajectory.

5The solution to minimization of MAE exists, i.e., .ﬁfpmb = 0, when the trainable parameters yield
Softmax probabilities identical to the predefined ones.
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As a result, we optimize the packet selection throughout the training process,
significantly reducing the input quantity for downstream tasks. Importantly, the
packet selection module will be discarded post-training without further perplexing
the model, and from then on, we can directly channel the packets at already-known

optimal positions into the next component.

Feature extraction block

We partially incorporate a Transformer model to systematically condense packet
series, because packet flows resemble token sequences in NLP, which has been
revolutionized by the groundbreaking game changer — Transformer. It enables
our framework to demonstrate robust proficiency in learning the dynamic network
nuances. We aim to harness the innate capabilities of the multi-head attention
mechanism to automatically and intuitively apprehend the endogenous correlations
interlacing the packet-level features and traffic throughput.

Firstly, we inject the sequence of selected packets, i.e., each set of the 3 features,
into a packet embedding layer (linear layer) to create embedded features. The NN is
anticipated to learn an apt mapping from the primordial packet attributes to latent
embeddings, thereby enriching traffic features. Secondly, while each packet has the
timestamp indicative of its order, we still lack of positional information for other
packet entities. We, therefore, adhere to the original Transformer model, implement-
ing sine/cosine positional encoding. More importantly, we augment the architecture
by introducing an additional trainable positional encoding constituting of learnable
parameters for two main reasons: 1) learning optimal positional and domain-related
patterns to improve the task-specific adaptability, given that the original one is fixed
and particularly designed for NLP, and 2) supplementing probably absent insights
caused by inconsistent packet selection, since the original one operates on continuous
sequence without any interstitial gap in between. Thirdly, both positional encodings
are superimposed on top of the embedded features, and the resultant sequence is fed
into a single layer of Transformer encoder, a component frequently employed for
sequence representation learning [166, 167], to generate encoded features. Notably,
we opt not to implement the Transformer decoder or additional stacks of encoders
to avoid increasing the model complexity. Finally, we calculate the mean value for

each set of encoded features in the output sequence, distilling feature quintessence
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and deriving the ultimate feature vector, which is subjected to layer normalization to

standardize the condensed features and stabilize the numerical pattern.

Multi-task learning pipeline

We employ a multi-task learning strategy with multifunctional weights to increase
the model sensitivity to traffic extremes. Besides the primary regression task, we
incorporate two auxiliary learning blocks: a binary classification component and
a trainable multiplier. The former block predicts and identifies whether the target
throughput signifies an abrupt change, a feat deemed attainable due to the granular
and domain-specific packet-level features that are often absent in conventional
time-series scenarios. The latter block serves as a calibrator to either amplify or
attenuate the regression output based on the classification outcome, adjusting the
final predictions to better accommodate dramatic variations. Each block (task)
comprises a 2-layer feedforward neural network (FNN), which takes the finalized
encoded features as input and produces a scalar value. Consequently, the NN
undergoes meticulous training, ensuring that it consistently satisfies normal value
expectations, while also compensating occasionally for abrupt changes. On top of
that, we implement learnable weights [168] to systematically and optimally combine
losses generated by different blocks:

Leomb =€ " Ligags + w1 +e 'ﬁeg +w2

with Zjass = CwBCE (y;)A’;Wclass)7 ﬂeg = (wMAE (RaR\;Wreg),

(4.6)
L ', if § =1 (abrupt change
R=R -4, M= 7= 1 (@brup ge) :
1, if § = 0 (normal transition)

where the combined loss Zomp is computed by melding the classification (-Z¢ass)
and regression (Z;) losses via learnable weights, wi and w,. Moreover, both
regression and classification blocks are involved with weighted losses during training
phase. On the one hand, to address class imbalance (only roughly 16% of throughput
samples are abrupt changes), the classification loss is calculated by the weighted
Binary Cross Entropy (BCE) loss function fypcEg(-), with elevated weights wejags
assigned to the minority samples. On the other hand, the weighted Mean Absolute
Error (MAE) loss function fymag(+) is employed for regression, with larger weights

wreg granted to peaks and valleys to incentivize the model to discern such scenarios.
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y and R are the ground truths of classification and regression tasks, respectively. y
denotes the predicted label of the classification block, while R represents the final
forecasted throughput, determined by modulating the regression output (R') with the
intervention of the trainable multiplier (.# = .#"). When the classification indicates
a normal transition (¥ = 0), the multiplier remains neutral (.# = 1), thus leaving the

regression output unaltered.

Finally, the final loss for the entire model is calculated as:
Lhinal = ZLeomb + A gproba 4.7)

wherein Z.omp is the combined loss yielded by the multi-task learning pipeline
in Equation 4.6, and %}, corresponds to the loss of probability in Equation 4.5,
tweaked by the hyperparameter, A. The second term is deemed a regularizer, im-
posing constraints on the learning process, that are instrumental in preventing the
model from becoming overly dependent on proximal packets, and thereby nudging
the model towards solutions that are not only effective on the primary task but also

exhibit a level of adaptability when faced with varying packet selections.

Model development

DeX is developed using the Pytorch [169] framework and is trained on a single GPU
of NVIDIA Tesla V100-16GB. The implementation details are listed in Table 4.1.
As for the parameters for the predefined probabilities, a and b are not initialized
randomly but derived based on the following procedure:

* Step 1 — define a line space of N = 2048 elements with uniform increment:

®=[01,...,6;, ..., 02048

. 1
s.t. 1€ [1,2048], 0, =0;,_ +m, 0 =1, Op48 =2.

* Step 2 — normalize the line space to sum to 1:

_ 0 .
Ppredefined = 0« Z_G),Wlthz’@ =3071.5

Y Ppredefined = 1, p1 = 61 = 1/3071.5, prosg = 62043 = 2/3071.5.
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Table 4.1 Implementation detail of DeX

Parameter ‘ Value

Learning rate*, n 1073

Size of feature embedding, Nembedding 32

Size of positional encoding 1024 x 32

Number of heads 8

Number of encoder 1

Number of neurons for FNN in encoder 512

Activation function in encoder ReLU [170]

Number of layers for multi-task learning pipeline 2

Number of neurons of the 1* layer for a task in pipeline | 512

Number of neurons of the 2" layer for a task in pipeline | 1

Activation in multi-task learning pipeline ReLU

Training optimizer Adam [171]

Batch size 16

Weight for peaks and valleys, wreg 2.0

Weight for abrupt changes, wciass 6.0

Weight for loss of probability, A 4x107*

Parameters for the predefined probability, p,, a=159x1077
> Ppredefined b=325x% 1074

* We adopt a decay of 1 order of magnitude for every 2 epochs.

As a result, a and b are computed accordingly. In fact, the actual controllers gov-
erning the linearity of the distribution are the values of the head and tail in @, i.e.,
0, and 6,048, for which we refer to a simple initialization of 1 and 2. We reiter-
ate that the ablation study validating different model components and predefined
probabilities is not included in this thesis. Further details can be found in our paper.

4.4 Experiment

4.4.1 Experiment setup

We randomly partition the 71 pcap files (video-calls) into 3 independent groups (50,
10, 11) to construct training (355,651 samples of throughput), validation (62,193),
and test (65,061) datasets. We calculate based on the training set the statistics of
mean value and standard deviation, which are then used to standardize validation and
test sets. For each sample, the traffic extremes are marked based on the setting and
its own session. Consequently, the model is trained on traffic collected under unique
conditions different from other datasets, aiming to derive a generalized solution and

preclude data infiltration among traffic.
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Table 4.2 Model summary

Category ‘ Model

Naive baseline* ‘ Moving Average (MA)! [172]

Adaptive filter ‘ Recursive Least Squares (RLS)! [173]

Random Forest (RF)! regressor [174]

ML method XGBoost (XGB)! regressor [128]
Multi Layer Perceptron (MLP)l [175]
. _ i me-series 2
DL method Long- and Short-term Time-series network (LSTNet)~ [176]

Long Short-Term Memory (LSTM)' 2 [132]
N-BEATS network! [177]

* It calculates the average value of past throughput samples as the prediction.
! Problem i, univariate time series prediction.
2 Problem ii, multivariate packet level prediction.

We extend the comparison to a wide range of domains, implementing multiple
other technologies appeared in the literature, as listed in Table 4.2. Notably, problem
i has a total of 7 models, while 3 models including DeX are developed for problem ii”.
Furthermore, we evaluate the performance of each model across various dimensions,
including overall traffic, peaks, valleys, and abrupt changes, by assessing 4 typical
regression metrics: Mean Squared Error (MSE), Mean Absolute Error (MAE), Mean

Absolute Percentage Error (MAPE), and the coefficient of determination (R? score).

4.4.2 Experimental result

Table 4.3 outlines the results independently for overall traffic, peak values, valley
values, and abrupt changes. For the overall performance in the first part, DeX out-
shines other solutions across all quantitative measures. Although certain models (e.g.,
RF, XGB, N-BEATS, and LSTNet) are ostensibly on par (e.g. N-BEATS achieves
a nearly identical MAPE of 10.6%), they invariably falter in other metrics (e.g.,
RF’s declined MAPE of 11.844%). Additionally, the MA baseline and RLS filter
manifest inferior performance (e.g., MSE > 0.07 and R? scores < 0.9), indicating
the incompetence of simple statistical tools.

When it comes to peaks as well as valleys in the second and third parts in the
table, DeX significantly outperforms its counterparts. On the one hand, our model
stands out in terms of peak values, boasting the most minimal errors (e.g., the
only MSE beneath 0.17 and the sole MAE lower than 0.25) and a preeminent R?

"The other two models leverage the nearest 1024 packets as features without packet selection.
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Table 4.3 Experimental result of all models regarding overall traffic, peaks, valleys,
and abrupt changes.

Problem ‘ ‘ Problem i ‘ Problem ii
Feature ‘ ‘ Historical time series samples ‘ Packet-level information
Model ‘ ‘ MA RLS RF XGB MLP LSTM-i N-BEATS ‘ LSTM-ii LSTNet DeX
Overall MSE | 0.0984 0.0777 0.0499 0.0522 0.0524 0.0530 0.0516 0.0577 0.0510 0.0474
. MAE | 0.1620 0.1307 0.1175 0.1187 0.1205 0.1208 0.1160 0.1245 0.1171 0.1147
Mbpy | MAPE L 15726%  12.299%  11.844%  10.827%  12453%  12.354%  10.600% | 11.286%  11.457%  10.597%
P R2 ¢ 0.8461 0.8785 0.9220 0.9184 0.9180 09171 09193 0.9101 0.9204 0.9261
Peak MSE | 0.2623 0.2398 0.1798 0.1895 0.1759 0.1762 0.1799 0.1990 0.1821 0.1688
il MAE | 0.3290 0.2685 0.2662 0.2706 0.2624 02645 0.2610 0.2767 0.2581 0.2460
Mbpy | MAPE L 15807%  13.167%  12.852%  13.142%  12.349%  12.610%  12795% | 12.871%  12.298%  12.263%
s R2 1 0.7286 0.7520 0.8140 0.8040 0.8181 0.8177 0.8139 0.7953 0.8127 0.8263
Valle MSE | 0.1196 0.0570 0.0335 0.0314 0.0424 0.0421 0.0314 0.0340 0.0306 0.0245
I~ MAE | 0.1619 0.1021 0.0913 0.0819 0.1037 0.1017 0.0814 0.0805 0.0834 0.0777
[‘;‘I;e:] MAPE | || 33553%  23.158%  23.133%  18.954%  27271%  27.107%  19.366% | 19.825%  23.178%  17.669%
P R2 1 0.4927 0.2888 0.5819 0.6078 04711 0.4749 0.6080 0.5774 0.6189 0.6948
Abrunt MSE | 03137 03671 0.2805 0.2898 0.2866 0.2960 02922 0.3022 0.2825 0.2645
N Tup MAE | 0.3740 0.3992 0.3737 0.3768 0.3800 0.3884 0.3819 0.3983 0.3750 0.3574
C[N?gg:]s MAPE | || 43.283%  42.834%  40305%  39.055%  41.900%  42.080%  39.105% | 43.018%  38.595%  36.057%
P R2 ¢ 0.5861 05156 0.6299 0.6177 0.6219 0.6095 0.6145 0.6009 0.6269 0.6507

score (the only one exceeding 0.82), affirming its ability for precise forecasting
rather than mere overestimation. On the other hand, the superiority becomes even
more conspicuous for valley values. DeX delivers markedly less errors and decent
coherence, as evidenced by a MAPE that is lowered by 1.285% and an R? score
augmented by 0.0759 in comparison to their respective second-best values.

As for abrupt changes, DeX consistently excels other models, yielding optimal
performance across the board (e.g., the only model with an MSE below 0.27).
However, it remains inherently challenging to precisely predict such rapid and sudden
transitions, resulting in relatively subpar performance regardless of the models, which
originates from the intrinsic complexities entwined within the problem. Instantaneous
fluctuations of RTC throughput could be induced by various factors, such as emergent
traffic surges or network disruptions, which may not manifest prominently and timely
in the packet flows received by end-users, thus rendering them elusive and difficult
to be detected by the models. Yet, amidst this backdrop of hurdles, DeX proficiently
harnesses granular packet-level insights in tandem with a meticulously designed

model architecture, accommodating abrupt changes to a commendable extent.

To further illustrate the outcomes, Figure 4.5 showcases two examples in the test
dataset, portraying the throughput time-series of ground truth and corresponding pre-
dictions, and highlighting traffic extremities in four sub-figures with MAE indicated
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in parenthesis®. Evidently, all models can track the general traffic evolution, albeit to
varying degrees of proficiency. DeX exhibits superiority characterized by the lowest
error in most cases, while the MA baseline fails to quickly adapt the variations and

RLS filter produces aggressive, volatile predictions. In particular:

* The first example in Figure 4.5a presents individual instances of critical traffic
scenarios. For valley values (sub-figure A), DeX excels the others by deftly
following the localized fluctuations, although performance disparities are rela-
tively subtle with respect to certain models. Notably, some models, like RF
and MLP, suffer from the sudden drop, resulting in unsatisfactory performance
at the onset of troughs. Concerning peak values (sub-figure B), DeX is good at
capturing and adapting to summits, whereas the majority of other models tend
to generate underestimated predictions. Moreover, DeX also outperforms its
peers regarding abrupt changes (sub-figures C & D), by swiftly and precisely
accommodating the instantaneous declines. Remarkably, DeX can even antici-
pate the precipitate rise after a serial descents in example C, while yielding
an optimal error, 3.83% lower the penultimate one in example D. However,
each model exhibits a latency in response to the initial abrupt transformation,

reaffirming the notion that it is barely possible to predict drastic transitions.

* The second example in Figure 4.5b depicts mixtures of traffic extremes. Re-
garding peaks coupled with abrupt changes (sub-figures A & C), DeX shows
the smallest errors, whereas the tendency of underestimation reappears for
most of other models. More importantly, DeX also demonstrates how swift and
effective it is to transition from a prior precise prediction of critical values to
another subsequent critical point in the opposite direction. Meanwhile, similar
capability is also applied to valleys with abrupt changes (sub-figures B & D).
An evident instance can be observed at the initiation and the culmination of
the example D, where DeX responses rapidly to the sudden transitions, while
all the others exhibit a lingering effect of either a tail for the descent from high
values to valleys or a delay for the ascent from valleys to high values. Although
DeX only ranks the third place in terms of MAE with a slight performance
dip, all of the aforementioned irreplaceable merits still serve to validate its

uniqueness and overall distinction.

8The presence of MAE facilitates performance comparison in cases where predictions are visually
hard to differentiate.
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Indeed, the prediction of traffic extremes ends up with underwhelming performance
in contrast to the totality, which could emanate from the prevalence of relatively
stable throughput samples, that limits the model’s ability to effectively learn patterns
associated with critical values, echoing the dilemma in imbalanced ML scenar-
ios [126].

4.4.3 Model explainability

We herein showcase several examples regarding the packet selection module and the

multi-task learning pipeline, elucidating their operational mechanisms.

Packet selection module

Figure 4.6 depicts the resultant packet selections in various scenarios of default
1024 packets, modified 1024 packets with different predefined probabilities, and less
amount of 512 and 256 packets’. The uppermost 3 graphs portray 2 hypothetically
optimal selections as baselines. The quartet of reddish figures below illustrate the
smoothed distribution of derived selection probabilities, i.e., the average probability
value for every 8 packets. The bottom 4 bluish figures elucidate the density of the
corresponding packet selections, with darker regions signifying heightened packet

density.

Apparently, the convergence towards the hypothetically optimal probabilities
persists consistently across the various scenarios, despite minor divergences in
alignment, and most selections are still allocated in temporal proximity to the
prediction target, notwithstanding the broader distribution. The packet selection
module enables DeX to strike a balance between optimally choosing input features
and modulating the trainable parameters to generate Softmax probabilities towards
the predefined ones, resulting in higher scores even for packets situated distally from
the target. Moreover, the three cases of 1024 and 512 packets share a similar pattern
of picking a portion of packets in the farside, while no remote packets are elected in
the case of 256 packets, with even the 59 packets absent in the target’s immediate
vicinity (256 nearest ones) still positioned closed to the boundary. Of noteworthy

concern, the packet selections in both instances of 1024 packets are different, which

The descriptions and experimental results of the last three scenarios are in the ablation study and
parametric analysis in the original paper.
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Fig. 4.6 Outcomes of packet selection. Notes: 1) The two-sided figures on top present the hypothetically optimal probabilities
(linear or exponential), and consequently, the closest half packets (N /2) to the target are selected (top central figure). 2) The
smoothed probabilities are for the sake of a clearer visualization, while the original ones are portrayed in the sub-figures. 3)
The lowermost figures also indicate specific numbers of selected packets and their occupations, which are marked based on the
target packet selection number, e.g., in the case of selecting 256 packets from a pool of 1024, 768 packets are allocated to the
farside while 256 packets are in the nearside.

could stem from the fact that the module does not seek to pinpoint the absolutely
and deterministically optimal locations of packets, but aim to uncover the practically
effective packets that are suitable for a specific training trial.

Multi-task learning pipeline

To demonstrate the multi-task learning pipeline in improving the regression outputs
for abrupt changes, we showcase 4 traffic throughput time-series of both ground
truth and the corresponding predictions, with and without intervention of trainable
multiplier, in Figure 4.7. Evidently, trainable multipliers can either magnify or
compress the primordial regression outcomes, bringing them into closer alignment
with the ground truth, especially in example 1, where the adjusted prediction is
almost identical to the true value. Another more profound instance is demonstrated
at the tail end of traffic example 4, where the throughput experiences a sudden
increase, but the unaltered prediction veers in the opposite direction. Remarkably,
the trainable multiplier discerns such an erroneous behavior and the abrupt surge,
calibrating the prediction to attain a performance level deemed acceptable. Although
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Fig. 4.7 Examples of how the trainable multiplier operates. Notes: 1) The negative throughput samples are raw values output by

the NN, which are subsequently subjected to an inverse scaling to replicate the actual throughput. 2) The magnified sub-figures
explicitly indicate the magnitude of the multiplier, that modulates the original regression output to align with the ground truth.

Table 4.4 Time consumption for DeX to make a prediction in CPU environments.

Model ‘ DeX 1024* DeX 512%%*
Number of parameters ‘ 1.6OM 488.65K
Server tier
Intel Xeon Gold 6140 ‘ 24 ms + 307 us 3.82 ms + 195 us
High-performance tier
Apple M2 ‘ 42.3 ms + 280 us 11.9 ms + 57.3 us
Mid-range consumer tier ‘ 90.6 ms + 550 s 23 ms + 287 s

AMD Ryzen 7 PRO 4750U

* The original model with 1024 selected packets.
** The modified model with 512 selected packets.

it is barely possible to response instantaneously to the very first abrupt change, the

prompt and precise adaptations still demonstrate the effectiveness of DeX.

4.4.4 Model practicability

Due to the real-time nature and the restricted time window, the time consumed by
DeX for predictions stands as a critical consideration. To provide context, we investi-
gate the time needed for two model versions to execute a single prediction across
three different levels of CPU environments devoid of GPU acceleration. According
to Table 4.4, both models demonstrate acceptable consumption irrespective of the
CPU, with 512 packet merely requiring 23 ms even in the worst case scenario. Hence,
we envision sufficient temporal margin to employ possible optimization strategies,
thereby validating the model practicability.

Moreover, we also provide insights into the model complexity regarding the

number of parameters. In fact, the majority (93.3% and 80.8%) of parameters are
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Table 4.5 Experimental result of DeX with less parameters.

Scenario || MSE MAE  MAPE R?

0.0459  0.1118 10.615%  0.9284
0.1684  0.2547 12.679%  0.8267
0.0267  0.0818 19.300%  0.6674
0.2562  0.3515 36.359%  0.6616

Overall values [Mbps]
Peak values [Mbps]
Valley values [Mbps]
Abrupt changes [Mbps]

occupied by the FNNs in the multi-task learning pipeline, which can be readily
curtailed to enhance efficiency. In this regard, we reduce the size of the multi-task
learning pipeline, decreasing the number of neurons in the first layer of the FNNs in
all tasks from 512 to 256, and consequently obtaining a reduction of roughly 47%
in the total parameter count. According to the evaluation result in Table 4.5, the
trimmed model successfully achieves comparable performance to the original DeX,
with only a slight decline for valley values, illustrating the potential and possibility
for further improvement of model efficiency. Notably, the aforementioned analyses
do not factor in any existing technical optimizations, including well-established
pruning technologies [178] and efficient Transformer architectures [179], which
could further bolster the model efficacy and practicality.

4.4.5 Supplementary material

In the original paper, we conduct a comprehensive ablation study considering five
alternative scenarios: (i) using all 2048 packets as input features; (i1) training the
model with the 1024 packets closest to the targets without packet selection; (iii)
training the model with 1024 packets under a different predefined probability distri-
bution for packet selection; (iv) replacing the Transformer encoder with an LSTM
NN for feature extraction; and (v) removing the multi-task learning pipeline while
retaining only the regression block. The results are in line with our expectations,
thereby justifying our strategic choices and architectural design. Moreover, we also
perform a parametric analysis under different configurations in terms of the input
packet quantity (256 & 512), the prediction window duration (300 & 1000 ms), and
the traffic-extreme threshold (¢, 04, = 15% or 20% & B = 10% or 15%). Across
all settings, our model consistently remains top-performing. See our paper for full
details [10].
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4.5 Takeaways

In this chapter, we aim at throughput prediction of video-conferencing traffic in RTC,
framing a time-series problem and proposing DeX with a dedicated focus on traffic

extremes. Our work can be summarized as follows:

* Traffic prediction, framed as a time-series problem, constitutes a critical en-
deavor bolstering various functionalities in RTC. However, existing works,
despite differing levels of efficacy, fall short in prediction performance, espe-
cially for estimating extreme conditions, which is the typical long-tailed effect

in statistics — a phenomenon often overlooked.

* We identify and define three types of traffic extremes, namely peaks, valleys,
and abrupt changes, which, while relatively infrequent, are of particular impor-

tance in RTC traffic, symbolizing transmission limits and network oscillations.

* Our proposed model DeX consists of triple components: (i) a packet selection
module to reduce model complexity and improve efficiency, (ii) a Transformer-
based architecture with tailored designs to extract features and capture network
"fate", and (ii1) a multi-task learning paradigm to better accommodate traffic

extremities.

* As demonstrated by the experimental results, DeX outstrips all comparative
methods and deliver distinguished performance regarding traffic extremes,
accurately forecasting traffic plateaus/troughs without over/under-estimation
and promptly adapting to dramatic variations.

* Despite the enhanced outcome, it is still arduous to precisely predict traffic
extremities, especially for their initial periods that are nearly unpredictable,
because of the complicated nature of network systems and the elusive root

causes of such events.

Returning to the research questions discussed in the background, packet-level in-
formation proves to be instrumental, and although traffic extremes pose significant

challenges, they can be effectively detected using dedicated models.



Chapter 5

Fine and Multiple: Multi-objective
QoS Prediction

This chapter presents our work: One is Enough: Efficient Modelling of RTP Traffic
for QoS Predictions in Real Time Communications [11]. Serving as the objective and
direct performance indicator, Quality of Service (QoS) has been extensively studied
in RTC over a long history, including its analysis that attempts to unearth valuable
insights from records, measurement/monitoring that focuses on system/application-
level QoS retrieval/computation, estimation that approximates inaccessible metrics
based on available information, prediction that anticipates future QoS for preemptive

purposes, and beyond.

Building on the background in Chapter 2, this chapter aims to unify various QoS
predictions into a single framework, achieving efficiency, comprehensiveness, and
prediction precision at the same time. We propose Oh, asserting that one model is
enough to forecast multiple QoS metrics of all concurrent RTP flows in a single shot.
In the following, Section 5.1 introduces the background with necessary literature
review and motivations. Section 5.2 expatiates the problem, Section 5.3 delineates
our solution, and Section 5.3 presents the experiments. At last, Section 5.4 concludes

with a discussion of key findings.
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5.1 Background

QoS metrics are quantitative measurements used to assess network/application perfor-
mance and reliability in RTC. They are indispensable components for stakeholders,
including both consumers and network operators, enabling full-stack observabil-
ity and providing critical feedback to inform decision-making strategies. Existing
quality-reporting or runtime-monitoring technologies are limited to historical obser-
vations, which can quickly become outdated. Therefore, QoS prediction could play
an instrumental role in strengthening network observability, enabling real-time net-
work optimizations, and fostering proactive strategies [180, 181]. These predictions
can anticipate quality degradation and network oscillations to allow for preemptive
corrective actions and mitigate adverse effects, facilitating various network function-
alities: providing beforehand valuable feedback for congestion control [99], enabling
anticipated QoE mapping [72, 182], improving dynamic adaptive streaming or en-
coding [142, 143], contributing to SDN as key indicators for network management,

such as bandwidth allocation [145], and more.

Substantial research has explored QoS prediction using ML/DL technologies in
RTC [180, 181, 84, 183], in addition to literature that have been reviewed in previous
chapters. The work in [184] examined various ML algorithms and developed a group
of DL models like LSTM to predict QoS metrics including latency, received/sent
packet counts, and download/upload traffic rates for real-time videos. The authors
in [185] focused on video QoE estimation, using a bidirectional LSTM-based CNN
to predict 5 key indicators such as average bitrate within 3 different scenarios.
Multiple QoS metrics (e.g., jitter and packet count) are predicted in [186, 187], in
which the former formulated a data mining problem, proposing a Support Vector
Regressor (SVR) with a series of network features as input, and the latter one
worked on the video quality under time-varying loads, introducing a load-adjusted
learning scheme, wherein 4 conventional regression methods are utilized. Regarding
individual metrics, more specialized models have emerged. For traffic prediction,
[157, 188, 189] adopted various technologies to forecast bitrate. The first integrated
LSTM into a RL framework as the bitrate predictor to optimize QoE, the second
discussed an online ML system to predict future average bitrate and resolution
for encrypted video streaming, and the third employed autoregressive integrated
moving average (ARIMA) to predict the rate of upcoming packet sequences for

video streaming in wireless networks. Moreover, delay prediction has also been
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studied by [190] with LSTM NN, and packet loss prediction have been investigated
in [191, 117] using multiple ML approaches, including tree models, artificial NN,

etc.

However, a fundamental flaw persists: existing solutions, while effective, are
task-specific, delivering a model/models that are limited only to single objectives
of an individual QoS metric and RTP flow. First, each QoS metric has its own use-
fulness, and multiple metrics, rather than a single one, can operate either separately
or cooperatively, contributing to numerous applications and unlocking additional
possibilities. Second, during an RTC session, multiple RTP flows coexist concur-
rently, each originating from an individual sender, encapsulating a unique media
type, and traversing possibly different network paths. Besides the fact that many
QoS metrics are generally derived independently for each flow (e.g., the sequence
number consistency for assessing packet loss is valid for each individual flow, and
the bitrate of a single video stream is determined by the encoding conducted on each
distinct source), per-flow QoS can provide nuanced insights into the network status
and performance from varied granular standpoints, enabling both local and global
optimization. More importantly, notwithstanding the disparities among entities, dif-
ferent QoS metrics are inherently interdependent, and different RTP flows may still
share a portion of common sources and network conditions. These interconnected
relationships can be factored in to optimize predictions, which, on the other hand,

requires a unified consideration of multiple QoS metrics across all coexisting flows.

Unfortunately, in order to gain comprehensive insights into network performance
through multiple metrics of all flows, one is compelled to perform sequential or
parallel computing, which, though feasible, is inefficient and resource-consuming.
Contemporary RTC applications often confront temporal and computational restric-
tions because of their real-time nature and constrained control over devices: 1) the
execution of predictions must be prompt to provide sufficient time left for responsive
operations, otherwise the QoS can be already observed, and 2) the computational
resources available for predictions are limited and undetermined, whereas parallel
flows may be dozens. To this end, our objective is to develop a model capable of
efficiently predicting unlimited metrics and flows in a single shot, without consuming

excessive time and extra computational threads.
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Fine and Multiple

Having explored various aspects of QoS in RTC through different ML/DL model
developments and specific focuses, we progressively recognize the limitations of
previous works, which lays the groundwork for the innovations presented here, where
we continue the usage of "fine"-grained packet-level features!, but shift targets from
single and limited to "multiple" and comprehensive. To the best of our knowledge,
this work represents the first endeavor to efficiently and simultaneously predict
multiple QoS metrics on a per-flow basis. In essence, we propose a single, integrated,
and versatile alternative that can replace (initially partially, and ultimately entirely)
existing approaches, circumventing the redundancy and incompatibility associated

with implementing several standalone prediction techniques.

5.2 Problem statement

5.2.1 Problem formulation

Our objective is to leverage previous packets to predict multiple near-future QoS
metrics for each of concurrent RTP flows. At a time instant ¢ and for RTC traffic
with M flows, we predict N QoS metrics per flow (M xN metrics in total) in the
ensuing time window of length A¢, based on the preceding L packets for each flow
(M x L packets in total) and K packet-level features for each packet. We formulate an

irregular multivariate multi-objective time-series problem as:
Q' = f(X'),Q e RM X' e RME, (5.1)

in which the predicted QoS matrix in the window from ¢ to t + At is Qt , whose

t th

m.n flow. The feature

elements Q' , represent the n'” type of QoS metric for the m
matrix X' comprises packets precedent to time ¢, where each entry, X! , ,, denotes
the k" packet-level attribute of the /' preceding packet in the m" flow. We aim to

develop a model that learns a function f(-) to map input features to the estimated

!For the sake of efficiency, another key advantage of relying on packet-level features is the minimal
effort required for feature extraction, which enables a streamlined end-to-end prediction directly from
raw packets without intermediate procedures.
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QoS metrics that converges closely to ground truths, Q. In our work, we target N=4

QoS metrics:

1. Bitrate (an 1=Rp,s) — the amount of traffic, i.e., the total size of all packets,
in a given flow.

2. Average jitter (Qimzzl_? jitrer) — the mean value of all packet jitters, each
computed according to the protocol?.

3. FPS ((XM:R fps) — the number of video frames per second for video flows,
computed by counting the unique RTP timestamps in the time window.

4. Loss condition (an 4=Vioss) — the presence of packet loss in the time win-
dow, i.e., a binary class label (0:lossless, 1:lossy), determined based on the

consistency in the sequence numbers in a flow.

In summary, we formulate a combination of 3 regression problems and 1 binary
classification problem. We follow a moving-window schema, forwarding a step of
At each time after a prediction, and assimilating new packets with old ones discarded
if unneeded.

Initially, we refer to a duration of Az = 500 ms for the predicted time window,
and define that an RTP flow is deemed active if (1) it has at least L = 128 preceding
packets and (2) the latest packet in the past is no more than 1 second prior to the start
of the time window (7). Simply put, we ignore inactive or interrupted traffic flows.

Moreover, we resort to K = 7 packet-level attributes as features:

1. xp, absolute inter-arrival time (IAT) — the interval between the arrivals of two

successive packets.

2. xp, relative IAT — the time elapsed from the first packet in the L-packet series

to a given packet.

3. x3, lead time — the duration between a packet’s arrival and the start of the

predicted window (time ?).

2The calculation of jitter in RTP specification differs from the general network jitter definition
(variance of inter-arrival time). It requires the clock rate (packet sampling frequency) of the RTP flow
with a particular payload type, which is accessible in our session logs. If unavailable, the clock rate
can also be inferred from the difference in RTP timestamps between consecutive packets.
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Table 5.1 Summary of datasets.

‘ Dataset 1 ‘ Dataset 2

Total number of pcap files ‘ 72 ‘ 35
Total duration of traffic [h] | 69.9 | 389
Period of collection ‘ Apr, 2020 - Jan, 2021 ‘ Mar, 2020 - Feb, 2023
Number of time windows | 485.271 | 238,082
Number of data samples ‘ 1,856,492 ‘ 363,989

Microsoft Teams
Application involved &Jt;ixl:\;[eet é(())(())g,lle Meet

Skype

BigBlueButton

4. x4, packet length — the total size of an entire packet, including both header

and payload.

5. x5, RTP timestamp — a 32-bit value that provides specific functions such as

aiding to maintain the correct timing order of incoming packets.

6. xg, RTP marker — a 1-bit flag in the RTP header indicating significant events,

such as frame boundaries.

7. x7, sequence difference — a binary label that is O if the sequence number

pattern between two consecutive packets is regular, and 1 otherwise.

The first 3 features capture both local and global timing behaviors, the fourth feature

directly reflects the volume of transmitted bits in the past, and the remaining ones

are RTP-event factors, bringing in potential influence arising from specific network

events. Collectively, they incorporate manifold facets from temporal, spatial, and

RTP-related components.

5.2.2 Dataset

The traffic employed in this work is divided into two parts: one collected from the

two major VCAs, and one collected using the other applications, as mentioned in

Section 2.1.2. Table 5.1 lists the details®. Both datasets are constructed by creating

multivariate time series of continuous time windows for each session. Specifically,

3The dataset associated with this work is not currently available.
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Fig. 5.1 Traffic patterns of both datasets (light-colored, dashed lines in the 3 sub-
figures on right-side correspond to 10 randomly selected individual flows for each
dataset).

we identify active flows for each window, and then for each flow, we extract preceding
packets as features, and calculate corresponding QoS metrics in the window. In
consequence, each time window generates one or more samples (M active flows),
with each sample composed of the N =4 QoS metrics as prediction targets and its
preceding L = 128 packets with their aforementioned K = 7 elements as features
(a total of 128 - M packets). On the other hand, to comprehensively evaluate the
performance, our problem can also be framed as a traditional regular time-series
prediction task, using historical observations as features, e.g., QoS metrics from
previous time windows. In our case, 128 packets merely occupy 2.97 +0.06 seconds
(roughly 6 windows), which is generally inadequate for typical time-series problems.
Hence, we extend to 10 s (20 500-ms windows), crafting additional equivalent
datasets with prior QoS values as features for the 3 regression problems (e.g., a
univariate time-series problem where previous 20 bitrate values are used to predict
the next bitrate). As for the classification task of packet loss, we refer to our previous
work in Chapter 3, creating datasets with traffic statistical features and formulating a
multivariate problem. In a word, for each session, we produce two similar datasets
with identical prediction targets but different features of either preceding packets or

historical information.

To provide context, we present the traffic patterns via 4 ECDF plots in Figure 5.1.
Figure 5.1a illustrates the number of concurrent RTP flows in each time window for
both datasets. Apparently, dataset 2 exhibits a significantly lower number of parallel
flows, with nearly half of the windows containing only a single flow. This is attributed
to the fact that the traffic was collected for the sake of a basic analysis of VCAs [1],
and thus the focus was on gathering data from various apps with minimal participant
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involvement, resulting in fewer streams generated. With this in mind, we use dataset
2 as an additional test set only to provide supplementary performance evaluation.
In contrast, dataset 1, which comprises traffic generated during actual video-calls
and closely reflects real-world scenarios, features plenty of coexisting RTP flows
up to 11. On average, there are approximately 4 concurrent flows per time window,
with only around 10% of the windows engaging 1 single flow, further underscoring
our motivation. Moving forward to the patterns of the predicted targets, Figure 5.1b,
5.1c, and 5.1d outline the three QoS metrics for both datasets, with both the entirety
and several (10 for each dataset) individual flows displayed. Both datasets share
similar trends across various metrics, with the majority (around 75%) of bitrates and
jitters remaining below 0.1 Mbps and 10 ms, respectively. Nonetheless, with a closer
peek at the randomly selected flows, diverse patterns emerge, differing from one
another substantially. For FPS, we observe drastic ascents at 30 fps, which aligns
to the standard setting of common video encoders in VCAs. However, a range of
FPS values persists, justifying the presence of different video types, e.g., low/high
quality and screen sharing. Regarding the packet loss, dataset 1 contains 28,614
lossy samples, while dataset 2 has 14,133, accounting for merely 1.5% and 3.9% of
their respective datasets, which highlights a class imbalance classification problem.

5.3 Methodology

5.3.1 Background

We first elaborate on the necessary background before delving into the topic. In

generally, two key concepts underpin our solution:

* Knowledge distillation: The core idea is to achieve elevated efficiency in
terms of time consumption without compromising prediction accuracy, by
transferring knowledge from the best-performing, computationally intensive
model to a simpler yet more efficient one. Knowledge distillation is a tech-
nique frequently adopted in ML/DL domains for this purpose, and it typically
involves two models: the teacher, a competent pre-trained large model, and
the student, a sufficiently smaller model that learns from the teacher by, for
example, incorporating auxiliary losses. The complexity of the teacher model

hinders efficiency, and thus it is unsuitable for hardware- and time-sensitive
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scenarios such as RTC in our case. Conversely, the standalone student model
lacks the capacity to learn a concise knowledge representation and thus needs

guidance from the teacher to steer itself, emulating expert behavior.

Attention-based LSTM: Following the success and conception in previous
works, it becomes natural to stay with Transformer in the teacher model, and
we harness the core component instead of the intact architecture, i.e., the multi-
head self-attention mechanism, to fathom the inherent and intricate correlations
interweaving packet-level features, RTP flows, and QoS metrics. The attention
mechanism serves a pivotal role in sequence modelling, involving a series of
computation of the query (Q), key (K), value (V) matrices derived from the

input sequence:

oK™
Vi

Attention(Q, K, V) = Softmax ( V. (5.2)

However, 2 inherent issues persist for our specific problem. First, the vanilla
Transformer supports only a fixed input length, whereas we deal with an
unfixed number of RTP flows, which necessitates architectural customiza-
tion*. Second, it has been argued that the applicability of Transformer to
time-series problems remains contentious [193, 194]. To this end, rather
than simply using Transformer, we opt for a hybrid approach, integrating
attention with LSTM, thus combing the strengths of both architectures. Al-
though LSTM, which demonstrates efficacy in time-series tasks [195, 196],
has lost its competitiveness against other more sophisticated ensemble mod-
els, it remains an auspicious option as an individual component for sequence
modelling [197, 198], and has been widely proved to be effective when in
conjunction with attentions [199, 200]. Notably, we first apply attention to
refine packet sequence and then inject them into LSTM layers, unlike most
approaches that leverage attention mechanism to assign weights to LSTM’s

output.

“Notice that while certain Transformer variants can handle unlimited input [192], they are not

applicable to our case.
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5.3.2 Proposed framework
Overview

We propose Oh, a DL framework that incorporates teacher-student scheme, as de-
picted in Figure 5.2. Generally, we first extract preceding valid traffic flows, passing
packet-level features to the packet enrichment process. The output is subjected to a
feature extraction module responsible for sequence (RTP flow) modelling and then a
multi-task learning block to predict various QoS metrics.

Packet enrichment

For a targeted time window, we arrange active RTP flows with their respective pre-
ceding packets in chronological order. All valid flows are concatenated, forming
a 128-M x7 matrix as the raw input for the packet enrichment process. Next, we
implement a packet embedding layer (a linear layer) to convert the input into em-
bedded features, i.e., a 128-M X Noypedding Matrix (7— Nempedding)» mapping packet
attributes to their latent embeddings and thereby enriching the traffic features. Again,
we follow the good practice of the original Transformer, stacking sine/cosine posi-
tional encoding on top of the embedded features to infuse positional information.
Consequently, we derive the traffic sequence of embedded packet features, and the

whole process is needed for both teacher and student.
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Teacher model — Preliminary

We devise a dual attention architecture named the cross and neighborhood multi-
head self-attention, aiming to eliminate the restriction on input quantity (variable
M) and correlate concurrent RTP flows. The first step of multiplying the query
and key matrices (W=QK") in Equation 5.2 forms the attention weight matrix°.
As exemplified by M flows with K=3 packets for each (the top-left large grayish
matrix marked by a in Fig. 5.2), the full (regular) self-attention yields a square
matrix (attention weights) with dimension 3M x3M. Specifically, Waps«3p(1:3,1:3)
represents the attention weights within flow 1, e.g., Wapr«3p(1,1) and Waps341(1,2)
are the attentions paid by the 1% packet in flow 1 to itself and to the 2"¢ packet also
in flow 1, respectively. On the other hand, Wajs.3p(1,4:6) is the attentions paid by
the 1% packet in flow 1 to packets from flow 2, and similarly, W3ps53p7(1,3m—2:3m)
shows the attentions paid by the same packet to m'*-flow packets. Accordingly,
entries in Ways«3p(1:3,4:3M) indicate the attention weights assigned by flow 1 to
other flows.

Teacher model — Flow-wise cross attention

As portrayed by the collection of matrices marked by b, the 3-by-3 diagonal
sub-matrices are computed multiplying the query matrix of a certain flow by the
key matrix of the same flow, i.e., Q(3m—2:3m,:) - K(3m—2:3m,:)T, and the sub-
matrices off the diagonal is derived based on different flows, i.e., Q(3m—2:3m,:) -
K(3n—2:3n,:)T ,m#n. In other words, the diagonal sub-matrices stand for intra-
correlations within individual flows, while other off-diagonal square matrices with
the same size represent inter-correlations between different flows. Hence, by treating
packets from all flows as a collective input while processing them separately for
attention weight computations, it is viable to scale up to a theoretically infinite
amount of concurrent RTP flows, thereby overcoming the obstacles associated to
input limitations. Furthermore, the flow-wise cross attention also potentially discov-
ers relationships among concomitant flows, which is achieved by augmenting the
targeted diagonal matrices with refined information from other flows (off-diagonal

square matrices). Particularly, the attention weights between different flows (flow-

SFor a matrix W, let W (i, j) denote the element in row i and column j, and W (n:m, q:p) represent
all entries from the n'” to the m™" row as well as from the ¢” to the p** column.
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" vs. n') are represented by an off-diagonal sub-matrix

wise inter-correlation, e.g., m’
Winrscapm (3m—2:3m,3n—2:3n),m # n, wherein each row denotes the attentions paid
by a certain packet in the current flow (m) to all packets in another flow (n). In order
to incorporate the inter-correlations from other flows, we first apply max-pooling
to each row of these off-diagonal sub-matrices, extracting the most influential fac-
tors. We then aggregate the resultant max values from all other flows in a row-wise
manner, adding them to each attention weight on the corresponding row within
the current flow (diagonal sub-matrix), e.g., Waprsap(1, 1:3)Waprsam (1, 1:3) +
YM_ max(Wapxsum(1,3m—2:3m)). Afterwards, we preserve only the diagonal sub-
matrices, discarding off-diagonal ones completely. In summary, the flow-wise
cross-attention prioritizes and confines packet interactions to those localized within
the same flow, while still taking into account a certain degree of influence from other

flows.

Teacher model — Localized neighborhood attention

We further reform each sub-matrix of attention weights on the diagonal, inspired
by [201]. In the context of the L = 128 packets per flow that may span over several
seconds, we argue that the correlations are substantial between adjacent packets,
while minor between temporally distant ones. For RTC, where network dynamics
oscillate drastically, characteristics of, for instance, early and late packets with a
relatively long duration in between may differ significantly, thereby demonstrating
only trivial relationships. To this end, we deliberately localize the attention paid
by a packet only to itself and its k-nearest neighbors within a flow, inserting prior
knowledge into the model rather than naively letting the NN to learn such a pattern at
arisk of failure. An example for a flow (sub-matrix) of 8 packets and a neighborhood
degree of k=2 is depicted by the rightmost zoomed-in 8-by-8 matrix with gray and
white mixed (marked by c in Fig. 4.3). We apply masks® to redundant entries (distant
attention weights), only retaining the diagonal region. In other words, the kept
diagonal sub-matrix for an L-packet flow is an L X L square matrix, where, in row
I, the (I — k)" to (I+k)"™ elements are preserved, while others are dispensable.
Consequently, the localized neighborhood attention ensures the focus of the model

®Masking is a common technique in DL used to ignore certain values. In our case, it sets an
attention weight to —oo, so the corresponding Softmax output is approximately 0.
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on closely related packets, mitigating noises produced by irrelevant packets and

improving the precision of the attention mechanism.

Teacher model — Remaining parts

We finally integrate the 2 aforementioned operations, keeping only diagonal sub-
matrices enhanced by instrumental information retrieved from discarded off-diagonal
sub-matrices. The finalized attention weight for each individual flow then multiplies
its corresponding value matrix (V) to obtain the attention score (a 128 X Neypedding
matrix), and we concatenate scores of all M flows to derive the final output, a
128M X Nempedaing Matrix. Subsequently, we apply a residual connection to add
the original input (the sequence of enriched packet features) on top of the result
of our customized attention, whose values are stabilized via layer normalization.
Consequently, we obtain the final sequence of encoded features, which basically
merges the primary packet sequence with contextual information, including the
correlations among packets and RTP flows. To further model the integrated sequence,
we channel the encoded features into an LSTM layer, and the last hidden states
of all flows, arranged in a matrix of shape M xd,,, where each d,,;-long vector

corresponds to the extracted features of one of the M flows, are produced.

Multi-task learning block

To efficiently predict various QoS metrics, we incorporate a multi-task learning block,
sharing outputs of the previous stage instead of developing independent task-specific
features for each QoS metric. Specifically, we implement four sub-blocks, each
comprising an identical FNN and corresponding to one of the targets. The extracted
features from each flow are passed to all sub-blocks, generating the respective
predicted QoS metrics, and thus resulting in a total of 4M outputs. Moreover, we
once again leverage learnable weights [168] during the training phase, dynamically

adjusting the importance of different tasks and systematically blending losses:

Lieacher =€ "' - a%ps +wit+e " %itter +wy4e " a%ps +wz+e " Logs +wa
with gbps = EMAE (RbpszbpS), wggitter = EMAE (RjitteraRjitter)a

o%ps = EMAE(prSaR\fpS% ﬁoss = ZWBCE(ylossa)’}losmWclass)>
5.3)
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where Lieacher 1S the final loss for the teacher model, computed by combining
individual losses of tasks (Zps, Litters Lips» ~Lloss) through 4 trainable parameters
(w1, wa, w3, wy). For regression tasks, we adopt the Mean Absolute Error (MAE)
loss function #yag(-), while for the classification task, we apply a weighted Binary
Cross Entropy (BCE) loss function ¢ypcE(+), with larger weights w;,,s assigned to

the minority class (lossy time windows) to address class imbalance.

Student model

The feature extraction component in Oh-student has a substantially simplified ar-
chitecture with solely fully connected layers, while other parts are unchanged. We
conform to the feature-based paradigm [202], fetching knowledge from intermediate
layers of the teacher model. Specifically, we construct 2 FNN blocks to learn the
feature representation from the attention mechanism and the LSTM NN, respectively.
First, the enriched packet sequence of each flow is fed into block 1, whose output
is directly compared with the final attention score produced by the teacher model.
Similarly, a residual connection is applied, superimposing the block’s output back on
the original input sequence. Next, the sequence is processed by block 2, generating a
matrix with dimension of M - d,,,; x L, where d,,; represents both the LSTM hidden
state size in the teacher model and the dimension of the last layer in the FNN, and
each sub-matrix of size d,,; X L corresponds to one out of the M flows. Afterwards,
we average on each L-long vector along the first dimension, thereby condensing each
of the d,,; output projections across all L packets. As a result, we obtain a vector
of length M -d,,; as the final output of sequence modelling, which is subjected to
contrast the LSTM output in the teacher model.

Student model — Loss function

The multi-task learning block in Oh-student remains the same, with an exception of
two additional losses related to knowledge distillation. Instead of conducting a soft
matching of output distributions, we expect the student model to precisely converge
to the teacher model, i.e., the outputs of the two FNN feature extraction blocks in the
student model is anticipated to closely approximate the corresponding outputs in the
teacher model. Thus, we minimize the MAE losses between these entities alongside

the original task-related losses:
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ZLitudent = Lieacher + e Lo1 +ws+ e "o Lo+ ws 5.4)

with ‘A1 = OMmAE (0t ustention, 0Uty1 ), L2 = Imag(out s, outyy),

in which Zydent 1S the ultimate loss of Oh-student, derived by combing the loss of
Oh-teacher (ZLieacher from Equation 5.3) with the losses from the two FNN blocks
(L1, L) through two additional trainable parameters, ws and wg. In other words,
we transform the 4-task learning problem into a 6-task one. In consequence, the
computationally expensive components of the attention and LSTM are distilled into
two lean FNNSs, resulting in a pure multi-layer perceptron (MLP)-based student
model.

Model training

Table 5.2 lists the implementation details regarding hyperparameters. We adopt a
three-stage strategy, training firstly Oh-teacher in an usual way, secondly Oh-student
with the guidance from the teacher model, and thirdly Oh-student itself without
auxiliary losses. During the second stage, Oh-teacher is frozen, serving as a pre-
trained inference-only model to generate intermediate outputs. We subsequently
abandon completely the teacher model during the third stage, continuing the training
of the student model based solely on the four task-specific losses. In this context, it
adheres to a self-learning paradigm, transcending the typical knowledge distillation
scheme, where the student model remains tethered to the teacher. Therefore, the
parameters of the "pre-trained" student model, now imbued with distilled knowledge
from the second stage, act as an optimal starting point to unleash potentials and
further explore advantageous solutions, thanks to the relaxed constraints devoid of

the interference from the teacher model.

5.4 Experiment

5.4.1 Experiment setup

As discussed previously, we construct 2 dataset packs, called dataset 1 and 2, with

the same structure but different traffic sources. For dataset 1, we follow the same
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Table 5.2 Implementation detail of Oh

Parameter ‘ Value
Learning rate*, n 1073
Size of feature embedding, Nembedding 32
Number of heads, numjqqq 8
Dimension of heads, d 4
Neighbourhood degree, k 32
Number of LSTM layer 1

Size of hidden state, d,,; 32

Number of layers for task-specific FNN 2
Number of neurons for task-specific FNN | 32,16

Activation function Leaky ReLU [203]
Number of layers for FNN block 1 2

Number of neurons for FNN block 1 64, 32

Number of layers for FNN block 2 2

Number of neurons for FNN block 2 64, 32

Dropout ratio 0.2

Training optimizer Adam [171]
Batch size 8

* We adopt a decay of 1 order of magnitude for every 2 epochs.

strategy in previous works, randomly splitting traffic based on individual sessions
(pcap files) into 3 independent groups (50, 10 and 12) to form the training (1,406,398
samples), validation (162,472), and test (287,622) sets, respectively, while the entire
dataset 2 is used as another test set. The intention remains the same, where we
ensure that Oh is trained on traffic manifesting distinctive conditions different from
other datasets to avoid data leakage and to obtain a more universal and generalized
solution.

To comprehensively evaluate the performance, we compare Oh against an array of
ML/DL algorithms, either appearing in the literature or delivering SOTA performance
in time-series problems. However, recent trends of long-term forecasting [204] and
LLMs [205] are ill-suited to our context, certain DL approaches are tailored to
canonical datasets that markedly diverge from our scenario [206, 207], and some
time-series models do not align well with our specific problem [193, 208, 209]. Given
the rapid evolution and sheer volume of deep time-series models emerging in the
community, identifying the most appropriate solution for our problem is non-trivial.
Therefore, we refer to [210], selecting and implementing several top-performing and
applicable models. According to Table 5.3, 5 models are implemented for time-series
features, while 6 are applied to packet-level features. Notably, an individual model
is required for each task (QoS metric), meaning that 4 independent models are
built for each comparative algorithm. Quantitatively, we still adopt the 4 evaluation
metrics for regression problems: RMSE, MAE, MAPE, and R? score. As for the
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Table 5.3 Considered models for comparison.

Category Model

Random Forest (RF) [174]

eXtreme Gradient Boosting (XGB) [128]
Time-series Multi-layer Perceptron (MLP) [175]
Long Short-Term Memory (LSTM) [132]
N-BEATS [177]

LSTM

Long- and Short-term Time-series network (LSTNet) [176]
Non-stationary Transformer (NST) [211]

PatchTST [212]

TimesNet [213]

TSMixer [214]

Packet-level

classification one with imbalanced classes, we again only employ class recalls and
the F1-score to measure both individual class accuracy and overall performance, as

what we have done in previous works.

5.4.2 Experimental result
Quantitative results

Table 5.4 provides a summary for all models and both datasets. Overall, Oh-teacher
delivers superior performance on dataset 1, albeit slight overfitting on dataset 2, and
Oh-student achieves comparable outcomes, with even enhanced performance for
dataset 2.

For dataset 1, Oh-teacher outstrips predominantly other competitive models and
demonstrates exceptional performance especially for bitrate and FPS. As for average
jitter, all packet-level models cannot surpass time-series ones, owing to the fact that
time-series features consist of historical jitters, enabling models to capture recent
jitter trends and thus operate in an autoregressive manner. Packet-level features, on
the other hand, exclude the preceding jitter value for each packet, relying on models
to discern underlying relationships between targeted jitters and considered packet
features. We intentionally do so to avoid the overhead incurred by jitter computation,
as jitter is derived iteratively for each packet. While this limits jitter prediction, we
still advocate for our current approach instead of simply injecting jitter into packet
features, since the primary goal is to improve efficiency. Even though, Oh-teacher
still outperforms other packet-level models, exhibiting comparable performance
with respect to time-series models, exemplified by the second-best MAE. Regarding



5.4 Experiment 95

Table 5.4 Experimental results of the test set in dataset 1 and the entire dataset 2.

Model Bitrate [Mbps] Jitter [ms] Frame per second [fps] Packet loss [-]
RMSE MAE MAPE  R? RMSE MAE MAPE  R? RMSE MAE MAPE  R2? Re.0 Re.l F1
Dataset 1

RF 0.097  0.031 13.22%  0.968 1535  0.764 14.42% 0.903 1.947 0.876 6.01% 0.960 0.834 0.645 0.522
XGB 0.098  0.032 14.65% 0968 | 1603 0802 16.07% 0.894 | 2.624 1065 9.25% 0927 | 0967 0456 0.641
MLP 0.099 0.036 17.84% 0967 | 2.071  0.861 14.66% 0.823 | 2407 1.198 838% 0939 | 0.629 0227 0.395
LSTM 0.101  0.034  13.62% 0965 | 2.083 1.109 14.26% 0904 | 2352 0951 6.53%  0.941 0783 0.177  0.451
N-BEATS 0.102  0.043 16.19%  0.965 2.142 1.117 14.12% 0.898 2.493 1.153 7.65% 0.934 0.675 0.284 0.417
LSTM 0.103 0.031 8.58% 0.964 1.911 0.884 16.45%  0.850 2217 0974  7.01% 0.945 0.961 0.493 0.637
LSTNet 0.100  0.030  9.94% 0.966 1.975 0.977 17.30%  0.840 1.710  0.948 6.51% 0.968 0.950 0.590 0.637
NST 0.098  0.030 9.24% 0.968 2.427 1.155 20.93% 0.758 2.005 1.144 8.11% 0.955 0.947 0.568 0.626
PatchTST 0.176  0.059 20.76%  0.895 3.467 1.898 42.78%  0.505 3.998 2614  21.39% 0.823 0.950 0.575 0.634
TimesNet 0.109  0.033 11.77%  0.960 2.327 1.103 20.17%  0.777 1.852 0890 6.61% 0.962 0942 0.615 0.626
TSMixer 0.098 0.028 8.56% 0.968 2.005 0.932 17.13%  0.834 1.918 1.103 7.35% 0.959 0.954 0.580 0.642

Oh-Teacher 0.095  0.028 8.19%  0.970 1.692 0786  15.30% 0.882 1.621 0710 4.83% 0971 0954 0586  0.644

Oh-Student 0.095  0.028 844%  0.969 1958 0.892 16.26% 0.842 | 1.582 0725 5.03% 0972 | 0955 0.592  0.647

Dataset 2
RF 0.102  0.041 18.13% 0957 | 2055 1.245 17.96% 0.863 | 2.538 1467 880% 0924 | 0810 0.295 0.490
XGB 0.097 0.037 1628% 0962 | 2.029 1244 1855% 0.867 | 3.097 1.852 18.62% 0.886 | 0922  0.102  0.504
MLP 0.088  0.038 18.04% 0968 | 2.086 1.252 17.95% 0.859 | 2.589 1.609  9.75% 0.921 0.587  0.697  0.426
LST™M 0.094 0.033  1332% 0964 | 3.095 1.877 18.11% 0839 | 2469 1490  9.18% 0.928 | 0.756  0.677 0515
N-BEATS 0.091  0.044  2755% 0.966 | 2936 1790 17.12% 0.855 | 2.575 1513 8.87% 0.922 | 0.850 0.043  0.459
LSTM 0.119  0.044 1080% 0.942 | 2449 1589 2290% 0805 | 2937 1534 9.01% 0.891 0952  0.688  0.724
LSTNet 0.100  0.035  1096% 0.959 | 2304 1384 18.48% 0.828 | 2479 1470 8.03% 0922 | 0949 0.697 0.719
NST 0.111  0.039 11.37% 0.949 | 3.848 2341 33.13% 0.520 | 2.945 1.686  9.56% 0.890 | 0928 0.679 0.674
PatchTST 0272 0.112  3583% 0.697 | 4917 3.039 43.62% 0216 | 5209 3.846 23.99% 0.657 | 0946 0.700  0.713
TimesNet 0491  0.145  159.50% 0.014 | 3.232 2027 2626% 0.661 2.852 1557  9.98% 0.897 | 0942 0.710  0.707
TSMixer 0.113  0.037 10.04% 0.948 | 2.687 1.661 22.79% 0.766 | 2944 1.878 10.84% 0.891 0.947  0.701  0.717

Oh-Teacher 0.099  0.036 10.05% 0.960 | 2.182 1334 1893% 0.845 | 2.490 1389 8.47% 0922 | 0941 0.707  0.705

Oh-Student 0.087  0.032 10.32%  0.969 | 2.581 1.602  21.89% 0.784 | 2395 1318 8.26% 0.928 | 0.941 0.696  0.702

I RMSE |, MAE |, MAPE |, R? 1, Recall-0 1, Recall-1 1, Fl-score 1 (] the lower the better, 1: the higher the better).
2Bold indicates the best value, and underline denotes the second best.
3 In the last column, Re.0 and Re.1 mean class recalls, and F1 is the Fl-score.

packet loss predictions, Oh-teacher may not be the prominent choice at the first
glance, but it reaches a balance between both classes, identifying most lossy time
windows without compromising lossless ones, and thereby attaining a commendable
F1-score. On the contrary, the top rank (XGB) suffers a 13% lower recall for class
1, and RF misclassifies excessive lossless time windows, yielding a subpar recall
for class 0. Meanwhile, Oh-student inherits advantages of the teacher, managing to

achieve comparable performance even with certain slightly better results.

When it comes to dataset 2, Oh-teacher fails to output the premier performance
(though it remains among top ranks), manifesting marginal overfitting. This could
stem from the fact that the effectiveness of Oh-teacher, trained by capitalizing on
relationships among parallel flows, cannot be fully unleashed due to the nature
of dataset 2, where most time windows contain no concurrent flows. However,
this is deemed a minor issue, because the modern RTC landscape typically features
multiple coexisting flows to adequately support multidimensional multimedia content,

functional traffic, and an unlimited number of participants. Fortunately, Oh-student
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Fig. 5.3 Time consumption of different number of flows for all models in various computa-
tional environments.

alleviates the issue, producing outstanding performance, especially for bitrate and
FPS. Although we still suffer from jitter prediction and a slight decline for packet

loss, the overall performance remains satisfactory.

To summarize, Oh-teacher stands as the optimal candidate for knowledge distil-
lation, while Oh-student maintains robust performance even with its simplicity.

Temporal overhead evaluation

Our primary objective lies on the model efficiency, and we thereby examine the time
consumption across 3 different computational environments, each with varying CPU
capabilities and without GPU acceleration. We evaluate the inference time needed to

predict all 4 QoS metrics for concurrent RTP flows from 1 to 11, as in Figure 5.3.

All models experience a relatively linear growth (notice the logarithm scale) as the
number of flows increases. Remarkably, thanks to the simplest FNN-only architecture
and the mutual features for all tasks, Oh-student demonstrates substantially lower
time consumption, with a negligible magnitude of 1 ms irrespective of computational
environments. On top of that, the consumption does not scale up dramatically with
more flows, e.g., the time required for 11 flows even outpaces other models to address
1 single flow, illustrating the feasibility of applying our solution to complicated
scenarios with much more RTP flows. Moreover, while Oh-teacher is supposed to be
temporally inefficient due to its sophisticated structure, it still generates relatively
lower time consumption, owing to the simultaneous processing of input in one shot
and the shared features, which unlocks the potentiality of utilizing Oh-teacher when
performance is prioritized. Again, the performance herein might be further improved,



5.4 Experiment 97

as we do not factor in any other potential optimizations including well-known NN
pruning techniques [178] and other effective NN architectures [179]. As for other
models, due to the inherent limitation of sequentially predicting a single metric
for an individual flow each time, most of them fail to accomplish the task within a
reasonable duration considering the 500-ms time window. When certain models (e.g.,
PatchTST, LSTM-ts, and MLP) yield acceptable time consumption, their prediction
performance is insufficient. In essence, the time conserved by Oh-student empowers
predictions to execute in a real-time manner, endowing us with a higher degree of

flexibility to timely and promptly enact network optimization operations.

Generalizability

The two distinct datasets from ample video-call traffic may not offer exhaustive
coverage for evaluating model generalizability, and thus, we also consider a random
hour (around 200,000 samples) of the general RTP traffic collected at the campus

router7 .

Both teacher and student models attain satisfactory performance for the majority
of traffic (roughly 70%), while encountering abnormal behaviors in a minor subset
(30%), as reported in Table 5.5. Given the broad coverage of RTC applications
across the entire campus, the competitive performance achieved from abundant
new traffic validates the model generalizability. Noteworthily, the abnormal traces,
that experience significant performance decline, manifest peculiar patterns upon
closer inspection. For example, the oddly high MAPEs (around 40% higher than
generalized traffic) with acceptable R” scores and relatively low RMSEs/MAEs
(merely about 0.02 higher) denote an overall ultra-low bitrate in abnormal traffic
such that even tiny prediction deviations result in disproportionately inflated MAPE
values. Moreover, the failure in jitter prediction originates from the inapplicability
of standard jitter inference based on session log or packet frequency, rendering the
ground truth for jitter in these cases unreliable. In a word, the anomalous traffic
deviates from standard RTP implementations, fundamentally modifying transmission
patterns and thus hampering the transferability of Oh. Nevertheless, this is not
deemed a critical issue, as abnormal traffic constitutes a limited proportion, and the

"Notes: 1) As it includes the entire population and all incoming traffic of the university, an hour
of traffic is deemed representative and voluminous. 2) It was not included previously because QoS
prediction for all traffic at the ingress node is relatively less meaningful, and we thereby only aim to
take a peek at the performance.
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Table 5.5 Experimental results on the general RTC traffic dataset.

Bitrate [Mbps] Jitter [ms] Frame per second [fps] Packet loss [-]

Model
oce RMSE MAE MAPE R? ‘RMSE MAE MAPE R? ‘RMSE MAE MAPE R? ‘Rer Rel  FI

Generalized traffic (69.2% of the dataset):

Oh-Teacher
Oh-Student

0.091  0.044 16.48% 0953 | 2.057 1.303  21.08% 0.881 2.665 1.601 8.69% 0.883 | 0974 0.534  0.682
0.103  0.045 18.33% 0.952 | 2456  1.682  28.12% 0.844 2.317 1.540  8.28% 0.911 0987 0521  0.736

Abnormal traffic (30.8% of the dataset):

Oh-Teacher
Oh-Student

0.118  0.065  60.35% 0911 8.899 4586  444% -0.31 3228 1936  19.03% 0.823 | 0.862 0.653  0.598
0.143  0.063  75.719% 0.884 11.75 7387  734% -1.29 4.639 3253  4499% 0.634 | 0916 0.670  0.664

underlying low-bitrate RTC applications generally do not necessitate sophisticated
QoS predictions. Although performance degradation is often inevitable ascribed to
the arduous challenges in model generalizability and domain shift, Oh still manages

to deliver satisfactory results for numerous instances.

5.4.3 Supplementary material

The ablation study in the original paper demonstrates the necessity of the various
model components and the teacher-student scheme by evaluating performance under
several modified settings: employing a standard attention mechanism; restoring the
vanilla Transformer encoder with a linear layer in place of the LSTM; discarding the
Transformer architecture altogether; training the student model devoid of guidance
from the teacher model; and training different QoS tasks independently. Furthermore,
we elaborate on parametric analysis (i.e., model sensitivity) to inspect different packet
quantities per flow (L = 64 or 256) and predicted window sizes (At = 300 or 1000
ms), with results demonstrating consistent performance. For further details, please

refer to our original paper upon its publication.

5.5 Takeaways

In this chapter, we present our finalized unified solution for QoS prediction with a
simultaneous focus on forecasting precision, comprehensiveness, fine granularity,
and model efficiency. In particular, our findings/contributions can be summarized as

follows:

* QoS prediction represents a fundamentally important task in RTC and has
attracted substantial popularity in both academia and industry. Existing works
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employ various technologies, including statistical tools and artificial intelli-
gence, and focus on specific targets, including different individual QoS metrics
or operational pipelines, which urges us to rethink the current scope of QoS
prediction — since all QoS metrics and their predictions are critical, an ul-
timate futuristic RTC system ought to be exhaustive, incorporating as many
various and detailed predictions as possible.

* A naive way is to implement and integrate off-the-shelf solutions, which is
feasible yet impractical because of multidimensional issues related to temporal
efficiency, computational constrains, operation incompatibility, system redun-
dancy, etc. To this end, we visit such a dilemma that has been overlooked or
deemed irrelevant, aiming to develop a versatile quasi-foundation model that
unites QoS prediction while addressing unique challenges in RTC.

* In response, we propose Oh, adopting knowledge distillation for efficiency,
designing a customized attention mechanism to capture multifaceted correla-
tions, and employing multi-task learning to generate multiple QoS predictions.
As verified by the experiments, our solution shows superior prediction ef-
ficacy while being capable of forecasting numerous entities, including four
metrics for all concurrent RTP flows, within a negligible amount of time.
In summary, our work constitutes a pioneering effort, endowing RTC with
advanced QoS observation that is comprehensive, multidimensional, real-time,

and preemptive, criteria that prevailing solutions fail to satisfy.

* A key limitation of our work is the consideration of only four QoS metrics,
which mainly originates from the dataset constraints, i.e., the unavailability of
certain critical information. The traffic was collected using general-purpose
tools to enable large-scale data acquisition rather than in a controlled environ-
ment. Nevertheless, given that the strong correlations among various network
patterns can also be applied to other QoS metrics and our model relies solely
on general packet properties instead of task-specific features, we foresee an
"effortless" integration of additional task-oriented NN to predict more metrics
once complete and specialized datasets become available.

Returning to the research questions outlined in the background, multiple per-flow
QoS metrics can be (and should be) predicted efficiently to provide comprehensive

network observability.



Chapter 6

Theoretical to Practical: Bandwidth
Estimation for Congestion Control

In this chapter, we discuss our work: Debunking Reinforcement Learning for Band-
width Estimation in Real-Time Communications: When a Simple Regressor Suffices.
As indicated by the title, this study revolves around two key concepts: reinforcement
learning (RL) and bandwidth estimation (BWE). The former, usually referred to as
deep RL (DRL), is a renowned learning paradigm designed to improve performance
through interaction with real-world/simulated environments. The latter aims to probe

the network bottleneck capacity (mainly) for the purpose of congestion control (CC).

Building on the background presented in Chapter 2, this chapter explores a
simple regressor as an alternative to complex RL algorithms for CC in RTC. In
particular, we revisit the current trend of utilizing RL for BWE, contending that RL
is not strictly necessary, while BWE accuracy is the determinant, which renders a
simple regressor enough. In the following, Section 6.1 presents the background of
BWE for CC and the role of RL. Section 6.2 illustrates our observation that justifies
the importance of accurate BWE. Section 6.3 introduces our proposal, followed by
Section 6.4 that describes the experiment. Section 6.5 concludes the chapter with
key takeaways.
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6.1 Background

CC in common transmission protocols, primarily TCP, relies on a shared principle
of regulating the sending rate to avoid excessive traffic. In contrast, RTP itself born
without CC, depending instead on application-level functionalities to handle network
congestion, whose underlying mechanisms are, however, fundamentally different
from, for example, TCP, due to the operational vantage point/layer, the feedback
granularity, the required traffic statistics, the latency/loss tolerance, among others [99,
215]. This explains why researchers and engineers consistently develop new CC
techniques tailored for RTC, rather than directly adapting TCP-based schemes.
Therefore, it is both unreasonable and infeasible to (at least directly) apply the
theories, adopt the assumptions, or leverage existing SOTA CC solutions (e.g.,
Orca [216], MOCC [217] and Sage [58]) from TCP.

Specifically for RTP, CC is realized via BWE-governed rate adaptation at the ap-
plication layer, coupled with a feedback loop mechanism, as portrayed in Figure 6.1.
During an RTC session, the receiver uses received traffic statistics to consistently
estimate the bandwidth availability of the bottleneck link, which is then fed back to
the sender through real-time control protocol (RTCP) messages [30]. Upon receiving
the estimated bandwidth, the sender' adjusts the traffic sending rate accordingly,
thereby preventing overwhelming network links and accommodating bandwidth

variations.

Traditionally, RTC employs heuristic techniques such as NADA [218] and Google
Congestion Control (GCC) [99], implementing delay- and loss-based controllers
to address congestion, which, however, have been thoroughly proved to be de-
ficient [111, 219]. As one of the most important optimization components, CC
inexorably ascends as a focal point of advancement, with BWE experiencing a
prevalent shift to learning-based approaches [220, 221], among which RL asserts
dominance [222, 216] and DNNs commonly operate as bandwidth estimators to
learn optimal strategies [223]. Capitalizing on its aptitude to exploit massive data-
driven explorations and its conceptual alignment with CC in RTC, RL has achieved

exceptional progress, exceeding conventional approaches in almost every way.

IThe sender simply consumes the estimation information to guide the encoder to conform to the
available bandwidth, i.e., the BWE and rate adjustment are normally technique-decoupled.
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Fig. 6.1 RL & BWE in congestion control for RTC.

In general, RL follows a discrete-time stochastic control process, wherein an
agent (a deep bandwidth estimator) interacts with the environment (an RTC session
or traffic traces). At time ¢, the agent resides in a state S; (received traffic statis-
tics) and executes an action a; (estimating the current bandwidth), which affects
the environment (causing the sender to regulate the bitrate) to grant a reward R;
(reflecting network performance) and transition to a new state S; | (updated statistics
of incoming traffic). RL aims to train the agent to learn an optimal policy 7 (i.e.,
how the agent predicts bandwidth based on varying traffic statistics) in order to
maximize long-term rewards. Importantly, it does not nor is it designed to neces-
sarily and explicitly pursue an accurate BWE. As depicted in Figure 6.1, applying
RL to CC is somewhat intuitive because of the inherent alignment between CC’s
iterative decision-making loop and RL’s sequential learning paradigm. Generally,
there are two learning paradigms: 1) the online RL requires the agent to continuously
interact with the environment through a trial-and-error process, upgrading its policy
incrementally upon receiving new traffic statistics each time, and 2) the offline one,
also referred to as data-driven RL, exploits pre-collected data generated by existing
policies (e.g., heuristic BWE experts) and learns a refined policy that chases higher

cumulative rewards [58].

The "hype" of RL-driven BWE in RTC dates back to the ACM MMSys2021 Grand
Challenge [224], which provides OpenNetLab alongside its built-in AlphaRTC and
Gym environments [223] — an open platform and testing ground that emulate real
video-call sessions and enable/assess plug-in custom bandwidth estimators. As a
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result, numerous RL-based solutions have emerged [225-229], which engage ei-
ther a hybrid scheme that coordinates RL. models and heuristic methods, or purely
DL-based agents of various NN architectures, e.g., CNNs, trained via different RL
paradigms, e.g., the Actor-Critic (AC) method [230] and Proximal Policy Opti-
mization (PPO) algorithm [231]. These nascent approaches, despite their notable
advantages over heuristics, are quickly surpassed by newly released RL solutions,
with the trend further proliferating fueled by the 2"/ Bandwidth Estimation Challenge
in ACM MMSys2024 [232], which concentrated on offline RL models and open-
sourced an ample corpus of traces. In response, the challenge winners [233, 88, 234]
demonstrated promising performance, outperforming relatively earlier offline models
like Merlin [235]. They employed different more advanced RL techniques, such
as implicit Q-learning (IQL) [236] and Twin Delayed Deep Deterministic policy
gradient algorithm with behavior clone (TD3+BC) [237].

Notwithstanding their remarkable success, the fundamental disadvantages of
RL are intentionally or otherwise disregarded: inferior generalizability, reliance
on imperfect expertise, and excessive training time [238, 239]. Meanwhile, many
studies are unpersuasive, comparing only with simplistic baselines [78, 240-242].

Specifically:

1. Online RL models are highly environment-dependent, and thus their generaliz-

ability to new scenarios remains controversial.

2. Offline models hinge on (and are thus constrained by) the knowledge acquired
from known experts (existing BWE policies), which tend to be inherently

defective.

3. RL models typically yield overlong training time, diminishing the efficiency
when retraining is frequently needed in today’s evolving RTC landscape (also
given the two above-mentioned drawbacks).

Indeed, certain works [243, 244] have partially identified (and attempted to tackle)
such limitations, but they remain entrenched within the box of RL. — the workarounds
are anyhow confined without breakthrough in RL theory per se. The aspiration for an
optimal BWE algorithm seems to be unduly tethered to DRL, a powerful yet opaque
black box, while the elementary root-cause analysis is largely ignored, rendering the

purportedly distinguished performance unreliable, which significantly discredits the
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implementation feasibility of RL-based BWE in practice, and underpins why most

of contemporary RTC applications are still heuristic-driven.

Theoretical to Practical

All three previous works have investigated the "theoretical" feasibility of predicting
QoS to achieve specific objectives, which remain data-driven solutions that can
potentially (but are not strictly justified to) enhance real-world performance. In this
chapter, an underlying goal is to understand the extent to which ML can deliver
"practical”" performance gains. In other words, we implement ML technologies in an
actual RTC system, evaluating the improvement on session quality (that is indirectly
related to the output of ML models) instead of on the prediction (model output)
itself.

6.2 Observation

6.2.1 Preliminary
The Gym framework

We base our work on OpenNetLab Gym, a plug-and-play tool that uses ns-3 and
WebRTC to establish one-way RTC. It provides an interface for implementing cus-
tomized bandwidth estimators, and generate/transmit quasi-real traffic at a discrete
pace in emulated RTC sessions (environments), which are initialized with predefined
multimedia content (e.g., a sample video) and given network traces. Each trace
comprises a time-series of bandwidth profile along with other (presumable) auxiliary
information including round-trip-time and loss rate, which determines the available
link capacity that governs the transmitted traffic. At each time step, the receiver
estimates the bandwidth based on statistics of received traffic, and afterwards, the
sender adjusts the bitrate based on the estimation, with the newly generated traffic
subjected to the actual bandwidth availability, reflecting the current network con-
ditions in the updated traffic statistics. At the end of a session, we can observe the
logged data/metrics to evaluate the network performance of the employed bandwidth

estimator.
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QOoE score

The performance is assessed using a metric promoted by the Grand Challenge [224]
and adopted by most of existing works, encompassing three networking aspects:
receiving rate, delay and packet loss. Specifically, the overall QoE score is calculated

as an average:

QoE;, + QOEdelay + Q0E o5
3

with QoE,, = 100 X U, Q0Egejay = 100 x

QoFE =

6.1
dmax - d95th ( )

dax — Amin ’ QoE o5 = 100 x (1 _L)‘

QoE,, is the QoE score for receiving rate and U is the median bandwidth utilization.
QoE .14y represents the delay QOE score, where dyax, dmin, dos:, are specific values
in the distribution of all delays observed during the session. QoE),,, denotes the loss

QoE with L indicating the mean of all loss ratios.

6.2.2 BWE: the deterministic factor

The critical role of network bandwidth in RTC, particularly for RTP traffic that
encapsulates multimedia content and normally exhibits high throughput, have been
corroborated in substantial studies [215, 245, 30, 246]. To substantiate that BWE
accuracy stands for the most decisive factor, we train as well as test an online
RL model on five randomly selected traces with low, medium, or high bandwidth
availability?. As a result, we deduce the upper performance limit of RL, as the
model discovers the optimum strategy specifically in environments matching the test
set. Meanwhile, we employ a "perfect" bandwidth estimator, i.e., Prophet, which
knows the actual bandwidth a priori — it informs the bandwidth ground-truth as
its estimation to the sender at each time step. We notice that an utterly-precise
BWE could incur relatively aggressive traffic generation to flood the network when

encountering bandwidth fluctuations. With this in mind, we intentionally introduce a

ZNotes: 1) When it comes to environment-specific performance, online models naturally surpass
offline ones, as they directly interact with test environments during training, so there is no need
to implement or evaluate offline RL herein. 2) The 5 traces are presented for the sake of concise
illustration, while the result remains valid for all traces.
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Fig. 6.2 QoE scores for Prophet and online RL model.

margin ratio to relax BWE instead of using the intact value (e.g., BW,1ua1 X 0.9)3,

thereby proffering a certain degree of tolerance towards bandwidth variations.

Figure 6.2 showcases the results in terms of QoE scores of both estimators on
each trace. Except for trace 1, where the online RL. model performs better, the
score disparities are generally trivial for other traces. This suggests that identifying
bandwidth availability alone is sufficient to achieve decent performance on par with
RL models’ ceiling, which is, however, a theoretical yet practically unattainable
superiority, as estimators are invariably deployed in new scenarios distinct from
their training environments. While a perfect estimator like Prophet does not exist, it
implies that prioritizing precise bandwidth estimation can already deliver satisfactory
outcomes. Intuitively, with accurate BWE, the sender can manage the bitrate to
deliver an appropriate amount of traffic that respect the bottleneck capacity, en-
suring neither underutilization nor overuse of the link, and resulting in improved

network/application performance.

6.3 Methodology

As previously illustrated, CC in RTC can be optimized solely through accurate
BWE without the need of RL, re-framing the problem as a supervised learning task
(regression) — predicting the current available bandwidth based on traffic statistics.
Nonetheless, the standard supervised learning paradigm, wherein predicted targets
and features form fixed pairs, does not align with the dynamic nature of CC. At a
step in an RTC session, the current BWE is based on the most-recent traffic statistics,
which are subjected to the previous BWE and meanwhile influences future traffic and
BWE. Given that BWE is never perfect, this recursive dependency (a propagation

3We observe that a ratio between 0.90 and 0.92 can yield equivalent and optimal performance, i.e.,
any values within this range only lead to negligible differences.
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Fig. 6.3 The simple regressor with dual training stages.

Table 6.1 Regressor details

Parameter

| Value

Initial learning rate

Number of neurons per layer
Activation function

Training optimizer

Loss function

Batch size (offline)

Batch size (online)

1x1073

120, 240, 120, 1

Leaky ReLU [203]

Adam [171]

Mean Absolute Error (MAE)
32

8

Gym
Env

loop) results in varying traffic statistics, but the ground truth bandwidth is always
fixed. In short, the supervised-learning assumption of a bijective feature (traffic
statistics)-target (bandwidth) mapping in a constant data pool does not hold. To
overcome this conflict, we propose a dual-stage training process, as delineated in
Figure 6.3.

Simple regressor

We adopt a simple pure MLP-based NN with four fully connected layers as the base
model. The output is basically the estimated bandwidth, and the input consists of
120 values (a feature vector), including 12 types of traffic statistics, such as receiving
rate and queuing delay, in the five most-recent short (60 ms) and long (600 ms)
monitoring intervals (10 in total)*. During training, we intentionally refrain from
implementing any sophisticated tricks (coherent to "a simple regressor") except for a
cosine annealing schedule [247] for the learning rate. Model training/tuning follow
typical and standard DL paradigms (the model itself is a simple MLP after all), and
the hyperparameters are enumerated in Table 6.1.

“We adopt the features proposed by the MMSys2024 Challenge [232] (https://www.microsoft.
com/en-us/research/academic-program/bandwidth-estimation-challenge/data/). How-
ever, we opt to exclude certain features (e.g., packet probability metrics) that provide negligible
utility for our regressor. This aligns with the challenge guidelines and some participants also omitted
features for their own interests.


https://www.microsoft.com/en-us/research/academic-program/bandwidth-estimation-challenge/data/
https://www.microsoft.com/en-us/research/academic-program/bandwidth-estimation-challenge/data/
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Offline learning

The first training stage is analogous to imitation learning or behavior cloning. The
initial step involves a data collection campaign, where for each training trace, we
interact with the Gym environment while assuming perfect knowledge of the band-
width (i.e., employing Prophet). At each step, the receiver transmits a flawless yet
relaxed "estimation" (i.e., the predicted target of bandwidth ground truth multiplied
by the margin ratio) to the sender and record the corresponding spawned traffic
statistics (features), forming a sample in the dataset. In consequence, we reproduce
the behavior of the ideal bandwidth estimator, and the fixed BWE and its resulting
statistics consistently match in the determinate environment, enabling the regressor
to be trained following the conventional supervised learning procedure. In a word,
we construct a high-quality dataset, aiming for the regressor to learn a mapping
between the trajectory that Prophet follows and the theoretically optimal BWE.

Online learning

During the second training stage, we deploy the pretrained regressor in an online
fashion, actively and recurrently interacting with the environment. Upon receiving
statistics at each time step, the regressor produces an estimation and compare with
the ground truth to calculate the regression loss, akin to standard supervised learning.
The difference lies in the fact that the training step coincides with the environment
emulation step, where each BWE is conditioned based on the dynamically varying
statistics that, in turn, depend on previous estimations. Because of the imperfect
nature of estimations that propagate and compound errors during inference, the
offline pretrained regressor is insufficient on its own. Thus, we aim to adapt the
regressor on the fly, mastering the nuanced relationship between optimal BWE and
traffic dynamics. Additionally, to avoid overly relying on one specific training trace,
we establish and communicate with eight different environments (i.e., a batch size
of 8) simultaneously — juxtaposing various traffic traces and producing a BWE
for each to foster a generalized solution (the loss is calculated collectively for all
environments). Each environment is initiated with a random trace drawn from the
training trace pool, and upon consuming a trace, a new trace is randomly selected
to initialize the next environment, with a higher probability assigned to those not

previously chosen.
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It is imperative to reiterate that our solution is solely dedicated to precise BWE,
bypassing the complexity and constraints associated with RL. On the other hand, RL
algorithms are diametrically opposed to regression, and do not prioritize accurate
BWE but instead strive to learn an optimal policy based on the multidimensional
reward, which may be completely unrelated to bandwidth. For instance, the offline
RL models in [232] are specifically designed to optimize audio and video quality.

6.4 Experiment

6.4.1 Experiment setup
Traffic & Dataset

The employed traces in our work are from multiple sources® and meticulously
segmented into training and test sets to circumvent potential commonalities of
environments between datasets, as a model is always trained on historical data but
deployed in novel scenarios. For the training set, we consider the extensive data (a
total of 28,264 traces) provided by the MMSys2024 Challenge [232], collected from
massive video-calls using Microsoft Teams between testbed nodes or during emulated
sessions. This dataset is selected for training because: 1) it is the only one that offers
various BWE policies alongside audio/video qualities as the required rewards, i.e.,
experts from which offline RL models can learn, and 2) the corresponding test traces
referenced in the Challenge were not publicly released (so it cannot be used as the test
set). Importantly, the training set is designed to cover a diverse network conditions
with a wide range of bandwidth characteristics ranging from low/moderate/high
availability to stable/periodic/volatile variations, thereby enabling the model trained
on it to exhibit generalizability. Regarding test set, we consider a diverse collection
of traces [224, 248-250] (163 in total) recorded from real-world scenarios across
different network connections (wireless/wired), times, and locations. As such, the
test set utterly distinguishes from the training set, aiming to evaluate the model

transferability/generalizability over diverse real-world networks.

SWe employ public datasets (traces). References are available at https://www.microsoft.com/
en-us/research/academic-program/bandwidth-estimation-challenge/links/ (training
set) and https://github.com/denama/ReCoCo/tree/master/traces, https://github.com/
denama/ReCoCo/tree/master/new_data (test set).


https://www.microsoft.com/en-us/research/academic-program/bandwidth-estimation-challenge/links/
https://www.microsoft.com/en-us/research/academic-program/bandwidth-estimation-challenge/links/
https://github.com/denama/ReCoCo/tree/master/traces
https://github.com/denama/ReCoCo/tree/master/new_data
https://github.com/denama/ReCoCo/tree/master/new_data

110 Theoretical to Practical: Bandwidth Estimation for Congestion Control

100

bk

0

QoE score

40 E 1

GC ha{efct FARC )Oﬂeer Coco ressor
68.20 5S¢ 20.53  79.50 P77 31 Rzl 24 R€ gg 26

Model (mean QoE score below)

Fig. 6.4 Performance evaluation: QoE scores of all models.

Comparative method

In order to comprehensively validate the effectiveness of our regressor, we compare
with multiple SOTA RL-based bandwidth estimators®, that outshine the majority of
existing works — one online RL model that is tailored for CC and demonstrates
heightened performance: ReCoCo [86], and three offline RL models that win the
2nd ACM MMSys2024 BWE Challenge: Schaferct [254], FARC [88], Pioneer [234].
We also consider GCC, the most well-known heuristic approach widely adopted
by modern applications (e.g., Google Meet), as a simple baseline. Notably, it is
unneeded to consider other regressors, as the MLP already represents the simplest
one capable of online learning. During the training phase, RL models have access to
the full set of training traces, while our regressor only entails a randomly-selected
trace subset. During the test phase, each trained model functions as the bandwidth
estimator, interacting with the Gym environment instantiated with each test trace,
and afterwards, we compute the QoE score to evaluate the performance.
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Fig. 6.5 Behaviors of different bandwidth estimators for an example traffic trace.

6.4.2 Experimental result

Figure 6.4 outlines the performance, with the traditional heuristic GCC approach,
as anticipated, struggling to compete against ML-based models and delivering an
average QoE score of mere 68.2. As for the online RL model (ReCoCo), we observe
a slightly enhanced result compared with offline ones, potentially benefiting from its
ability to interact dynamically with the Gym platform. Among offline RL models,
Pioneer, despite producing the lowest QoE score, demonstrates relatively steady
behavior, signified by its narrower distribution with only few instances scoring below
60, while Schaferct and FARC manifest comparable performance, both yielding
mean scores around 80. Remarkably, our regressor achieves the best performance
with the highest mean QoE score of nearly 84 and without sacrificing certain traces
(one few scores lower than 60). Beyond the fact that the performance disparity
can be validated by statistical tests, we still advocate for our regressor owing to its
unique advantages, such as temporal efficiency, even if it does not yield superior

performance but merely remains on par with RL-based approaches.

®Notes: 1) Certain existing models like BoB [227], although commonly used for comparison in
many prior works, are relatively outdated and thus omitted hereafter. 2) Some RL-based frameworks,
such as Loki [87] and OnRL [251], are ensemble solutions (not just for BWE) and target different
objectives, e.g., wireless scenarios. 3) Few seemingly competitive BWE solutions [252, 253] exist
but are close-sourced and thereby non-reproducible. 4) Other ML/DL models that are designed for
bandwidth estimation [154, 156] formulate a fundamentally different problem with pure supervised
learning, where predictions generally do not affect the traffic sending rate, and therefore, they are not
involved in the feedback loop discussed earlier.
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Fig. 6.6 Performance comparisons in different scenarios (the right one in each box plot duo
is the original performance indicated in Figure 6.4).

To be intuitive, we showcase the traffic evolution, i.e., the time-series of ac-
tual bandwidth, BWE, and receiving rate, of each method for an example trace in
Figure 6.5. Typically, GCC exhibits a sawtooth pattern, gradually increasing its
estimation until congestion occurs. RL-based solutions manifest either aggressive,
conservative, or volatile behaviors, which, despite tracking generally the network
oscillation, remain evidently bandwidth-unbounded. In contrast, our regressor rigidly
conforms to the bandwidth profile, striving to neither underutilize nor exceed the

available link capacity.

Furthermore, we also examine the bandwidth overshooting ratio, defined as the
percentage of samples with a BWE greater than the ground truth, which represents a
critical factor for performance assessment, as excessive traffic induced by overesti-
mation can directly trigger network congestion. Unsurprisingly, GCC obtains the
top rank with a overshooting ratio at only 8.8%, attributed to its cautious strategy
that avoids saturating the network bandwidth, but this restraint, in turn, results in
mediocre QoE performance. As for all RL models, the resulting ratios are generally
above 20%. Remarkably, our regressor, as the runner-up, yields a ratio of 13.8%

thanks to its deliberate compliance with the constraint-loosened bandwidth targets.

6.4.3 Drawback of RL

Herein, we elaborate on the three aforementioned flaws of RL-based solutions.
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Model generalizability

Inherently, Online RL models are environmentally dependent, as they are trained
to earn high rewards in the specific environments (emulation spaces and training
traces), which invariably differ from the deployment scenarios (diverse real-world
services and network conditions). This discrepancy is particularly pronounced
in today’s RTC landscape, wherein emerging applications and evolving network
infrastructures with frequent reconfigurations introduce continuous variability. To
compare the generalizability of different models to novelties, we retrain both our
regressor and ReCoCo particularly on the test set to evaluate the performance gap
between identical and differing training/testing environments. As suggested by the
results in Figure 6.6 (left), ReCoCo undergoes an ascent with a performance gain of
roughly 4 in the average QoE score when able to access the testing environments.
On the contrary, our regressor delivers nearly equivalent outcomes, with only a
slight improvement compared to its original performance, eliminating overfitting and
signifying robust behavior irrespective of environments. These arise from the fact
that online RL models seek optimum strategies most suitable to the training set that
may not translate effectively to unseen scenarios, while the regressor only employs a
single, environment-agnostic strategy of accurately estimating bandwidth, ensuring

unbiased treatment of varying network conditions to augment generalizability.

Limitation of experts

Offline RL approaches rely on existing policies, aiming to mimic and refine expert
behaviors. They are devised to traverse a variety of state-action pairs and prioritize
long-term cumulative returns, thereby exploiting high-reward trajectories and tran-
scending the experts behind the scene. In this regard, the offline models and experts
employed are strongly tied, and thus the potential of RL is determined by the quality
of the expert. However, existing BWE policies in training traces, such as Kalman-
filtering-based estimators, are inherently suboptimal (otherwise, the development of
new approaches would be unnecessary), which fundamentally restricts the capacity

of RL-based solutions from the outset. To verify this, we retrain’ the three offline

"When generating the dataset for the regressor during offline learning, we need to compute a
reward [86] for each sample based on the optimal BWE (ground truth) to derive the Prophet-based
training traces, in which the experts’ behaviors are the ideal estimations with their corresponding
traffic statistics, and the rewards are network-related qualities (i.e., QoE scores).
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models using an advanced expert, Prophet, i.e., the perfect bandwidth estimator,
which, as illustrated previously, proves to be a promising candidate capable of ap-
proaching the theoretical performance cap of RTC CC. Figure 6.6 (right) shows the
results in comparison to the models trained on original experts. Except for FARC,
which experiences a performance decline, suggesting an incompatibility between
the model and Prophet, likely stemming from FARC’s architectural design tailored
to the original dataset, both Schaferct and Pioneer achieve notable improvements,
with an approximate increase of 3 in the mean QoE score. This outcome underscores
the critical role of accurate BWE, as justified by the superior expertise of Prophet,
and reinforces the premise that a more proficient expert enhances the capacity of RL

models to acquire refined policies.

Time consumption

In contemporary RTC, continual model retraining for ML-based solutions to com-
pensate for new data environments is indispensable to conquer the challenges posed
by the ever-evolving networking landscape. Nonetheless, RL-based approaches
suffer from prohibitively lengthy training times, which may span days in some cases.
This is because they commonly necessitate extensive data to explore a satisfactory
policy and continuous monitoring of highly fluctuating evaluation metrics to allocate
a convergence point, which significantly impedes their practicality and scalability.
In our case, we leverage a GPU of NVIDIA Tesla V100-16GB, but it still takes
roughly 6 hours to train offline models and more than twice that duration for the
online one. Our regressor, on the other hand, demonstrates an acceptable temporal
overhead, with offline learning requiring a negligible amount (several minutes) and
online learning spending around half an hour to converge, owing to the streamlined
framework architecture of a simple NN. Additionally, the minimal complexity also
facilitates the model inference speed with respect to other RL. models characterized
by sophisticated structures, supporting a more swift and timely CC, as BWE can be

computed promptly.

6.4.4 Supplementary material

In the original paper, we conduct an ablation study to illustrate the necessity of

offline learning. On the one hand, it is intuitive that online learning is necessary,
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since the model is trained in a hard-coded way during offline learning. On the other
hand, the result (the evolution of training losses) indicates that the offline stage
helps expedite and stabilize the learning process. See our paper [12] for details.
Moreover, our journal extension was not yet completed at the time of this thesis
submission. Nevertheless, our preliminary results—including the comparison against
another SOTA RL model from a different learning paradigm, two additional ablation
tests, and the evaluation of video quality generated under real traffic—substantiate a

consistently enhanced performance of our solution.

6.5 Takeaways

In this chapter, we rethink the role of RL for BWE in RTC CC, demonstrating that
the network optimization problem can be framed as a regression task, with a simple
regressor rivaling SOTA RL-based BWE solutions. Our findings can be summarized

as follows:

* RL has gained substantial attentions in optimizing BWE for CC in RTC and
demonstrated varying degrees of effectiveness. However, its primary disad-
vantages of inferior generalizability, reliance on defective experts, and long
training time are somehow overlooked. Meanwhile, we posit that the reward
with multifarious aspects (e.g., network metrics or multimedia content quali-
ties) may introduce misleading noises. The reward typically integrates diverse
and holistic components to avoid being biased toward specific directions. How-
ever, RL models are propelled to derive reward-wise optimal policies, yet the
reciprocally constraining factors could lead to suboptimal policies that fail to

align with the intended objective.

* We observe that it is not necessary to optimize various aspects as RL is
designed to do, but sufficient to simply accurately estimate bandwidth avail-
ability, reducing a complex problem to a regression task, which is naturally
more tractable than RL-based optimization tasks. Simply put, a regressor is
easier to perform accurate BWE than an RL model to discover the optimal pol-
icy. With the single primary objective of BWE in mind, the regressor leverages

extensive data to capture the intricate relationships between bandwidth and
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traffic statistics across diverse network conditions, thereby ensuring reliable

performance and generalizing over unseen environments.

One might argue that if BWE were the sole factor in the reward, RL could still
be leveraged to prioritize bandwidth. However, while plausible, this approach
essentially boils down to supervised learning disguised as RL. — employing
RL-based algorithms to perform regression, which merely replicates what we
are already doing. In this case, the RL model is trained to approximate a direct
mapping from network statistics to BWE, duplicating the functionality of a
regressor but with unnecessary complexity, and this redundant formulation

contradicts the intended purpose of RL.

For future work, we identify three directions: improving performance with a
more sophisticated regressor, extending the framework to other protocols, and

incorporating root-cause analysis to leverage prior domain knowledge.

Returning to the research questions outlined in the background, RL is not the

necessary path for BWE in RTC; even when employing RL approaches, incorporating

domain knowledge is essential rather than relying solely on data-driven methods.



Chapter 7
Conclusion

The research presented in this thesis involves a series of systematic development of
ML/DL-based solutions for QoS prediction and system management in RTC, with
the ultimate objective of enhancing QoE and network/application performance. We
focus on massive RTP traffic and network traces collected from various applications
(e.g., VCAs) and vantage points (e.g., border routers), analyzing traffic patterns,
identifying potential problems, and uncovering unique phenomena. In this final
chapter, we conclude the thesis by summarizing our work and discussing future

directions.

7.1 On ML applied to RTC

We are witnessing an unprecedented and flourishing advancement of Artificial Intelli-
gence, catalyzed by the rapid development of LLMs dating back to the emergence of
ChatGPT!, which revolutionized both academia and industry in early 2022. Today,
with the advent and progress of more sophisticated and competent technologies
such as generative and agentic Al, both individuals and businesses are confronting
profound changes, with numerous nations/companies/organizations shifting their
strategies to develop as well as exploit Al tools. At the core, ML/DL algorithms
underpin the cornerstone of Al technologies, leveraging abundant data, discovering
subtle patterns/correlations/rules, and facilitating decision-making. Before this, the

application of ML to networking had already become feasible and increasingly

Thttps://chat.openai.com/
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popular, exemplified by RTC propelled by the pandemic, where ML/DL approaches
play important roles in traffic classification, performance monitoring, network man-
agement, and more. Amidst such atmospheres, we spontaneously wonder for our

interests: what is the convergence between Al and RTC?

In this vein, we unfold our research of applying ML to RTC, gradually pinpointing
challenges, identifying defects, and proposing solutions. We commence our work
by adopting common feature engineering approaches to detect the onset of bursty
losses, followed by an endeavor to estimate throughput extremes based on packet-
level information. Both works lay the foundation for our subsequent attempt to
unify QoS prediction in an efficient way. Finally, we turn our interests to BWE
in CC, debunking the role of RL and demonstrating the sufficiency of a simple
regressor. Throughout the works, not only do we substantiate the effectiveness of
our introduced ML algorithms, we also deliberately enhance methodological aspects,
transitioning from coarse to fine features that provide granular information and
effortless extraction, from single to multiple objectives that are comprehensive and
efficient, from theoretical check to practical implementations that explore real-world
scenarios, and (when needed) from simple to advanced models that are more capable
and effective.

Conclusively, we discover that: 1) Packet losses tend to occur in bursts, making
the identification of their onset particularly valuable, though inherently challenging
due to data imbalance and network dynamics. 2) Traffic extremes in network
throughput are critically important and can be better estimated through dedicated
model design, except in cases of drastic variations. 3) Multiple per-flow QoS metrics
can be predicted accurately in an efficient manner, bypassing the complexity of
existing solutions and providing thorough and fine-grained network observability. 4)
RL may not be the destination of BWE for CC; more precisely, it should take into
account additional domain-related factors instead of being solely data-driven.

7.2 Future direction

Our work marks not an endpoint but a starting point for the application of ML in RTC.
Specifically, we identify three promising directions for future research: 1) The first
three studies discussed in this thesis primarily provide theoretical validation of model
feasibility and efficacy, which is of limited value unless implemented in practice.
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Therefore, it is crucial to evaluate the real-world deployments and application cases
of our proposed frameworks, understanding the gap between purely data-driven
problems and actual RTC scenarios. 2) Although we always take efficiency into
account when formulating problems and devising ML models, it remains insufficient
as our experiments run in controlled/simulated/offline environments. Due to the
real-time nature and the application constraints, it is important to further improve
data retrieval, model efficiency, etc., a series of efforts that combine research and en-
gineering difficulties. 3) While our focus is on RTC, by analyzing the similarities and
differences with other protocols, we envision the prospect of extending/transferring
our solutions to a broader field to facilitate the more robust and effective Al-powered

networking.
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