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 A B S T R A C T

Teaching a machine to accurately identify human activities from sensor data poses a significant 
challenge, which is further compounded by considerations of data privacy, resource costs, 
and responsiveness, particularly within the constraints of devices like smartphones. While 
current solutions efficiently identify activities, trained models are barely portable in scenarios 
composed of diverse activities and limited battery life devices, such as smartphones. This 
paper introduces Transferable and Copyright-Preserving Human Activity Recognition (TCP-
HAR), a mobile-based HAR system that integrates digital watermarking, Federated Learning 
(FL), Transfer Learning (TL), and compression techniques to provide efficient human activity 
recognition while providing copyright protection of deep neural network models over Android 
smartphones. Our solution optimizes the utilization of FL, TL, and their combination (FTL) 
by extensively testing standalone TL models in offline contexts and comparing these results 
with FL across a network of mobile devices. Our findings highlight the benefits of TCP-HAR 
for mobile environments in terms of accuracy, F1-score, and training time. In addition, our 
proposed watermarking mechanism is robust yet computationally efficient, ensuring ownership 
verification without compromising the scalability of the TFL process.

. Introduction

Human Activity Recognition (HAR) on smartphones enables pervasive health monitoring, fitness tracking, and context-aware 
pplications. However, deploying robust HAR models on smartphones remains challenging due to three key limitations: (1) ensuring 
ser data privacy, (2) operating within strict energy and computational constraints, and (3) preserving ownership rights over trained 
odels. Over the past decades, HAR, coupled with the growing penetration of smartphones, has gained significant attention in 
ields such as healthcare monitoring [1–3], surveillance [4], sport and fitness tracking [5,6], and smart environments [7]. Since 
he initial studies conducted in 2008, advancements in storage and processing technologies have enabled the direct collection of 
ata from smartphones [8]. Machine learning (ML) and deep learning (DL) approaches have proved to provide reliable results in 
he recognition process [9], but these approaches share two main concerns, namely privacy [10] and energy (or more generally 
esource) consumption [11].
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To address the privacy issue, Federated Learning (FL) appears as a promising approach by ensuring that models are trained 
locally. By eliminating the need to transfer sensitive data to a centralized server on distributed users’ devices, FL can safeguard user 
privacy [12]. This approach is particularly relevant for HAR, where user activity data is inherently personal and sensitive [7,13]. 
To address the resource consumption issue, an emerging approach is to use a combination of compression techniques and Transfer 
Learning (TL). In TL, a deep learning model developed for one task is reused as the starting point for a model on a second, related 
task. This significantly reduces training time and computational demand by leveraging prior knowledge. For example, a model 
trained on walking data collected in one region can quickly adapt to users in another region using TL, saving training time and 
energy.

Many libraries, such as TensorFlow-Federated, PySyft, and LEAF [14–16], and frameworks, such as Flower and FedML [17,18], 
have been proposed to test, simulate, and emulate FL algorithms, both in centralized and distributed scenarios. While several 
solutions to use FL or TL in HAR have been proposed [19,20], two main challenges remain still unsolved. The first is the model 
privacy or copyright, which is becoming an important requirement for the ML/DL domain. The second is a practical deployment of 
the FL framework that can effectively run on common Android smartphones. To summarize our framework’s contribution compared 
to the aforementioned platforms, our system enables, firstly, the direct handling of the entire federated learning and recognition 
process on Android smartphones, thereby providing a real-world deployment experience; secondly, it guarantees ownership of the 
neural network model. Those two features, coupled together, are not provided by any other platforms. To achieve this result, our 
solution builds upon Flower to leverage its capabilities of executing large-scale FL experiments, while shifting from simulated to 
real devices.

To cope with the two challenges, we propose Transferable and Copyright-Preserving Human Activity Recognition (TCP-HAR), a 
solution that integrates watermarking tailored to guarantee neural network model ownership in a centralized FL scenario of HAR and 
that can run smoothly over Android smartphones. We design a procedure to embed watermarks via backdooring [21], a commonly 
used technique in the context of computer vision. We adapted this algorithm to the sensor-based human activity recognition domain, 
since data exhibits diverse patterns. Then, we provide a thorough exploration of the performance of an FL scenario tested on 
an Android smartphone. In particular, our Android client application makes it possible to customize the whole FL process: from 
model selection, training from scratch, testing, recognizing activities, to data collection, loading pre-trained model to reduce the 
training time and improve generalization capabilities via TL, notifying users on ongoing process, and testing different pre-processing 
strategies and well-known quantization techniques to fit the hardware constraint. We thus compare the inevitable performance loss 
against the full Python implementation.

We utilized two publicly available datasets, i.e., MotionSense and MobiAct, to measure performance in terms of standard metrics, 
such as recognition accuracy, F1-score, training time, and model size. The findings emphasize how the combination of TL and model 
quantization [22], along with a refactoring of the learning process to meet the Android implementation, made the FL setting of the 
HAR system possible in mobile environments. We also prove the successful embedding and verification of the watermark and that 
the ownership verification task does not interfere with the primary learning objective.

The contributions of the paper are as follows:

• We propose a watermarking technique integrated into a federated learning scenario to offer neural network model ownership 
verification for sensor-based human activity recognition. This is the first attempt at applying watermarking in a sensor-based 
HAR context.

• We implement and test our approach in a real mobile federated environment. Specifically, we developed an Android application 
that enables the management of the entire federated learning process, encompassing sensor monitoring, federated training, 
and testing configurations.

• We perform a thorough experimental evaluation on two publicly available datasets under different settings. In particular, we 
tested different data pre-processing techniques, dataset partitioning, and we also tested the application of two well-known and 
widely used quantization methods, i.e., Dynamic Range Quantization (DRQ) and Full Integer Quantization (FIQ), combined 
with federated and transfer learning.

The rest of the paper is organized as follows: Section 2 reports background on HAR-related literature and recent federated and 
transfer learning work; a detailed description of our system with our proposed watermarking algorithm is provided in Section 3; 
our Android application implementation is described in Section 4, whereas the experimental evaluation is described in Section 5. 
We finally draw some conclusions in Section 6.

2. Related work

2.1. Human activity recognition

Human activity recognition (HAR) has been explored for years [23–25] due to its broad importance in various applications, from 
healthcare monitoring to entertainment. HAR consists of recognizing daily activities (whether simple or complex), such as walking 
and brushing teeth or gestures, and if they are carried out outdoors or indoors. Their corresponding data may be collected via 
vision-based systems, such as video cameras, inertial measurement unit systems, including accelerometers, or other types of sensors 
that collect environmental or vital signal information.

The literature highlighted that the accuracy of the recognition process is influenced by multiple factors spanning data collection, 
sensors, data pre-processing, feature engineering, and learning strategy. For example, collecting data in controlled environments, 
2 
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such as laboratories, compared to collecting data in real-world conditions, can lead to different performance [26,27]. The sampling 
frequency of sensors needs to be carefully selected, not only because of its impact on capturing activity patterns, but also due 
to its impact on battery duration [28–30]. Moreover, sensor modalities and their placement influence performance [31–33]. The 
most common sensors used in HAR are accelerometers, gyroscopes, and, occasionally, magnetometers [34]. The multiplicity of data 
sources necessitates normalization techniques to standardize data and address anomalies (e.g., outliers) [23,35,36]. Indeed, proper 
data re-scaling improves computational efficiency and model performance [37]. Data segmentation, i.e., dividing data streams into 
subgroups with common characteristics in HAR, is primarily realized via time-based sliding windowing due to its simplicity in 
implementation. The optimal time window, which also influences the outcome of feature engineering, depends on the specific 
activity to be recognized and the attributes considered [38–41]. So-called shallow machine learning (e.g., decision trees (DT), 
Support Vector Machines (SVMs), Naive Bayes (NB) to cite a few) and deep learning (e.g., Convolutional Neural Networks (CNNs) 
and Recurrent Neural Networks (RNNs) to name a few) approaches have been investigated to study the ability and efficiency of 
recognizing the activities showing promising results also in real-time applications [42,43].

Smartphone-based activity recognition has gained momentum due to the pervasiveness of the device, its advanced sensor 
equipment (e.g., accelerometers and gyroscopes), portability, and computational capabilities. However, their resources remain 
limited in computation and battery, especially compared to other devices (such as servers or PCs). It is, therefore, clear that there 
is a need to adopt and adequately combine efficient strategies to perform the recognition process on smartphones. One of the 
pioneering studies in HAR using smartphone sensors was conducted by Saponas et al. who introduced iLearn, a system using the 
iPhone’s accelerometer and Nike+iPod Sport Kit for real-time activity classification [8]. In this paper, we aim to investigate how 
the aforementioned factors, combined with federated and transfer learning strategies, affect the activity recognition process via a 
smartphone device.

2.2. Federated transfer learning

Federated Learning (FL) is defined as the practice of learning a global model starting from trained local machine learning models 
whose data are distributed and owned by different parties, e.g., organizations [44,45]. This enhances information privacy and global 
model accuracy by aggregating model updates from models trained on local (otherwise inaccessible) data.

FL has been previously studied in HAR and has gained momentum because of its promising results in privacy-preserving [7,46], 
personalized, and collaborative learning [47,48]. Sozinov et al. showed that FL achieves slightly worse, but acceptable, accuracy 
compared to traditional centralized model training while improving communication costs and privacy concerns [49]. They simulated 
the adoption of mobile devices using a server with hardware comparable to that of a smartphone. Concone et al. also compared the 
distributed FL training approach against the centralized one by proposing a general FL framework that considers a wide range of 
scenarios of distributed activity recognition scenario [50].

Most of the literature focuses on proposing either a framework or an algorithm tailored to improve the performance of FL 
state-of-the-art approaches [46,51–53]. Consequently, it accounts only for how those approaches perform on datasets, neglecting 
the feasibility of implementing and deploying such approaches on smartphones. Few works focus on the study of implementing and 
deploying FL algorithms on smartphones for HAR purposes. For example, Dayakaran and Kadiresan recently experimented with the 
Flower framework on top of an Android smartphone, two laptops as clients, and an AWS EC2 as a server [54]. They trained the 
three clients using the mHealth dataset. They provided measures of accuracy, precision, recall, f1-score, and the energy consumed 
by the smartphone as a function of the number of epochs. Ek et al. proposed a new FL algorithm and performed preprocessing 
using channel-wise z-normalization on three datasets [55]. They compared against three other FL algorithms (FedAvg, FedMA, and 
FedProx) using TensorFlow. Although the tests have been carried out on datasets whose data was collected via smartphones, the 
authors do not assess the TensorFlow implementation’s performance on a smartphone.

Transfer Learning (TL) usage has been raised to address the need to create high-performance learners trained with more easily 
obtained data [56] and has found utility across various real-world applications, including text sentiment classification, image 
classification, HAR, and many other fields [57–59]. TL allows models to leverage knowledge gained from pre-trained networks 
(base model), reducing the need for large labeled datasets and extensive computational resources. By transferring knowledge among 
the parties, it improves performance and speeds up training by only training a smaller portion of the model (head model). For a 
formal definition of FL, TL, and FTL concepts, we refer the reader to the following literature [60,61].

In recent years, an emerging trend has combined Federated and Transfer Learning (FTL) to provide a new state-of-the-art in 
several fields. FTL is defined as the practice of leveraging datasets from different parties, e.g., organizations, but with a similar 
nature [44]. This means that, in principle, datasets may differ both in features and sample space. Those characteristics enable the 
ability to learn and leverage knowledge gained from a certain domain and transfer it to other, related domains.

Chen et al. presented FedHealth, an FTL framework designed to enhance customization based on user data and facilitate data 
aggregation while preserving privacy, evaluated in the contexts of HAR and Parkinson’s disease [62]. Nutter et al. explored deep 
learning combined with computer vision-based transfer learning techniques for HAR, focusing on dimensionality reduction of learned 
feature sets and classifier size reduction to optimize storage, compute, and battery life on a mobile device [63]. However, the authors 
did not implement their proposal on a smartphone. Recently, Osorio et al. proposed a method to use transfer learning for FL on 
Android smartphones [64]. As highlighted by the authors, using previously learned knowledge in scenarios where the source and 
target domains, tasks, or data distributions are different reduces latencies during the FL phase while maintaining good accuracy.

Table  1 sums up a comparative analysis between existing literature and our work. With Personalized FL, we mean any strategy 
that allows for improving accuracy and generalization capability under user data heterogeneity conditions. Examples of these 
3 
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Table 1
State-of-the-art comparison.
 Literature FL Personalized FL Android implementation Watermarking 
 [7,49,50,55] 3 7 7 7  
 [46–48,51,62,63] 3 3 7 7  
 [54] 3 7 3 7  
 [64] 3 3 3 7  
 Our work 3 3 3 3  

strategies are clustering-based FL, meta-learning, federated multi-task learning, and FTL. While the literature is rich in work 
proposing new F(T)L algorithms that leverage datasets collected by smartphones, the literature neglects to focus on the feasibility 
of implementing such algorithms on smartphones. Indeed, very few, e.g. [54,64], explore a real FL deployment on (Android) 
smartphones, but none of them explore the adoption and performance of providing network model ownership mechanisms. Digging 
into [54], the deployment on the Android smartphone is described as a Flower client participating in the network training together 
with two laptops, but no other detail is provided. Moreover, no specific personalization technique is mentioned; therefore, we assume 
the Android client participates in a standard FL configuration. The authors also provide the energy consumed by the smartphone 
during the training phase taken at 3, 7, and 10 epochs, but do not provide information about how this measure was performed. 
In [64], the authors use transfer learning for FL on Android smartphones by pre-training an off-line Python model and transferring 
it, in TensorFlow Lite format, to the mobile devices. With respect to [54], the work in [64] did not measure the smartphones’ 
energy consumption but provided some metrics about RAM and CPU usage. Compared to the existing literature, we developed an 
Android client application that makes possible to customize the whole FL process: from model selection, training from scratch, 
testing, recognizing activities, to data collection, loading pre-trained model to reduce the training time and improve generalization 
capabilities via TL, notifying users on ongoing process, and testing different pre-processing strategies and well-known quantization 
techniques to fit the hardware constraint. This setup is enhanced with network model ownership guarantees via digital watermarking.

3. Proposed system

Our TCP-HAR system consists of two main components: client application(s) and a learning server. The client application is 
designed to be deployed on Android smartphones and is in charge of customizing and handling the whole federated activity 
recognition process. The learning server is responsible for coordinating the federated distributed learning process and managing 
client interactions. The system is also designed to provide a watermarking-based FL process for model ownership verification. The 
ownership is guaranteed by embedding a robust backdoor-based watermark at the aggregator level into the global model in a data-
independent and secure manner. In the following, we provide further details of the system components and the entire federated 
watermark distributed learning process.

3.1. Client agent of the system

Our proposed approach involves multiple clients (agents) collaborating to train a model that can efficiently recognize human 
activities. The architecture of TCP-HAR follows the centralized federated learning framework, shown in Fig.  1, in which the clients 
(Android smartphones) train a local model with their local data and then share their parameters with an aggregation server. The 
server uses a weighted average algorithm to aggregate the model’s parameters received from clients. Subsequently, it sends an 
updated global model to all the clients. These steps occur for several rounds until the model converges because a specific stop 
condition is met (e.g., a desired level of accuracy is reached).

In addition to the FL approach, TCP-HAR also employs a TL methodology to speed up training and make the model more 
generalizable. TL allows models to leverage knowledge gained from pre-trained networks, thus reducing the need for large labeled 
datasets and extensive computational resources. It improves performance and speeds up training by only training a smaller portion of 
the model. Combining these concepts in TCP-HAR, during training, the clients maintain such pre-trained models with fixed weights 
in the base model and only update weights in the head model using the server’s generalized model weights.

The TCP-HAR Client is an Android application developed to support ML models that can support both TL and FL. Specific focus, 
and part of the contribution, resides on the implementation of libraries to develop and deploy these functionalities over Android 
smartphones. The app also features a notification system that informs users of testing statuses, allowing them to respond to issues 
promptly. The TCP-HAR Client is customizable to run with loaded pre-trained models, with options for quantization, and percentage 
of non-trainable layers. In the current version, users can load the model with the specific number of trainable layers, ranging from 0% 
(fully trainable) to 83% (all layers pre-trained except for the final dense layer used for activity classification). Utilizing pre-existing 
knowledge from the pre-trained models and adapting them to new datasets decreases the chances of overfitting or consuming 
excessive computational power. We consider two options for quantization: (i) Dynamic Range Quantization (DRQ): This method 
statically quantizes only the weights from floating-point to 8-bit integers (dynamically quantizing layers based on their range), and 
keeps activation layers as float during inference. (ii) Full Integer Quantization (FIQ), a more aggressive and comprehensive form of 
quantization. Unlike DRQ, FIQ requires a calibration step using a representative dataset, typically consisting of a small subset of a 
few hundred samples of training or validation data. This dataset is used to determine the range (min/max) of activations during 
inference, so that proper scaling can be applied when converting float values to integers (see Section 5.7 for results).
4 
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Fig. 1. System overview.

The main functions of the TCP-HAR clients include: (i) Real-time sensor monitoring, which enables live sensor data monitoring, 
ensuring validity and identifying potential issues before training, (ii) Pre-trained model and dataset selection, users can choose from 
various pre-loaded models and datasets, configuring quantization and trainable layers for TL and FL techniques, (iii) Local training, 
it supports local training with device-stored datasets, and (iv) Federated Learning communication, to support collaborative training 
and testing.

3.2. Learning server

The server is the node coordinating the learning process and is responsible for client interactions, model updates, and performance 
evaluations. It handles distributed learning tasks, tracks cumulative training time, and ensures consistent updates to the global model.

The server configuration is designed to manage several key aspects of the federated learning process. It defines the training and 
testing datasets, selects the model architecture, and specifies the number of sections involved in the current experimental trial. To 
facilitate distributed learning, the server coordinates the sampling of clients and aggregates their local updates to iteratively refine 
the global model. It monitors cumulative training time by collecting timing information from all participating clients and updating 
the total with the maximum reported value.

Additionally, the server establishes the minimum number of clients required for training and evaluation, determines the fraction 
of clients to be sampled in each communication round, and enforces an acceptable failure tolerance. The global model is periodically 
evaluated using standard performance metrics, including loss, accuracy, and F1 score. Finally, the server aggregates and updates 
the global model, reconstructing the weights by averaging the contributions from the clients.

In detail, the following steps outline how the smartphones collaborate in this federated setting. (i) The learning process begins 
with the server initializing the model parameters and distributing them to clients to initiate training. (ii) In each subsequent 
training round, the server configures the required components by generating client proxies and transmitting the current global 
model parameters to the selected clients. (iii) These clients then perform local training using their respective datasets and return the 
updated model parameters to the server. (iv) The server aggregates these updates through weighted averaging, thereby producing a 
new version of the global model, which is then redistributed to the clients. (v) Following this, the server conducts a centralized 
evaluation of the updated model using a predefined validation dataset. (vi) It also configures a federated evaluation phase by 
distributing evaluation metrics to clients. (vii) Clients subsequently assess the global model using their local validation data and 
transmit the evaluation results back to the server. (viii) These individual evaluation outcomes are then aggregated by the server to 
obtain a comprehensive performance assessment of the global model. (ix) This iterative cycle continues until the specified number 
of training rounds has been completed.
5 
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3.3. Preserving model copyright via watermarking

As discussed previously, FL preserves the privacy of clients’ data and avoids incurring substantial costs for transferring training 
data from clients to a centralized server. However, despite its advantages, FL brings forth the issue of preserving ownership. In 
large-scale FL applications, there are multiple clients who are data owners and can use the model on their local devices, but there 
is only one model owner. This is particularly tricky in healthcare applications [13,65–67]. A side effect of the training process is 
that each client in FL can gain complete access to the global model in every round, including the final one, by reverse engineering 
the software application [68] or through on-device dynamic analysis [69]. Some approaches propose that the model owner deploy 
further mechanisms for hiding model parameters during the local training (e.g., homomorphic encryption), but this might lead to 
high latency, bandwidth costs, and additional requirements for benign clients [70]. Different watermarking techniques have been 
proven to be effective means of demonstrating intended ownership in cases where a malicious client uses the global model residing 
on their devices in unauthorized ways, such as monetizing the model or making it available to their own customers [21,71–73]. 
A recent approach is based on demonstrating ownership of DNN models. In this setting, the model owner first designs a secret 
watermark that consists of mislabeled input–output pairs. Then, the model owner trains the model with both the training dataset 
and the watermark in order to embed the watermark into the model. This watermark can be subsequently used to demonstrate 
ownership [74].

In this work, we design a procedure for effectively embedding watermarks into DNN models trained via centralized FL. 
Results will validate that we can achieve this without decreasing the accuracy of the resulting global model while minimizing 
the computational and communication overhead imposed on the distributed training process.

We can now summarize the watermarking-based FL process in our solution. The centralized FL process is composed of three 
main parties:

1. A number of clients  = {𝑐𝑗}𝐾𝑗=1 who are data owners and keep their datasets 𝑐𝑗  private.
2. A model owner  providing a randomly initialized global model 𝑤𝐺 at the beginning of federated learning and receiving the 
trained model at the end.

3. A secure aggregator Agg located between  and , as in [75].

Our model, a deep neural network (DNN), can be viewed as a function 𝐹 (𝑥;𝑤) ∶ R𝑛 → R𝑚 parameterized by 𝑤 (e.g., 𝑤𝐺). The 
model owner  cannot obtain any information about 𝑐𝑗  due to the secure aggregation protocol implemented by Agg [75].

In this work, we focus on federated learning using the common FederatedAveraging (FedAvg) algorithm [12], a widely used 
aggregation rule in which clients train their models using stochastic gradient descent (SGD). Before federated learning starts, 𝑤𝐺 is 
initialized by . At the aggregation round 𝑡:

1. Agg sends 𝑤(𝑡)
𝐺  to a subset of clients sub = {𝑐𝑖}𝐿𝑖=1, where 𝐿 ≪ 𝐾.

2. Each 𝑐𝑖 updates 𝑤(𝑡−1)
𝑐𝑖  with 𝑤(𝑡)

𝐺 , re-trains the updated 𝑤
(𝑡)
𝑐𝑖  using a pre-determined number of local passes over its local dataset 

𝑐𝑖 , and sends the re-trained local model 𝑤
(𝑡)
𝑐𝑖  to Agg.

3. Agg averages all local models into a new 𝑤(𝑡+1)
𝐺 .

Several studies [21,71–73,76,77] have demonstrated the feasibility of embedding watermarks into DNNs for ownership verifica-
tion. A watermark set 𝑤 consists of samples {𝑥, 𝐵(𝑥)} designed by the model owner. The model owner embeds 𝑤 into 𝑤 by 
optimizing 𝑤 on both the training set and 𝑤 such that 𝐵(𝑥) = 𝑤+(𝑥) and 𝐵(𝑥) ≠ 𝑤(𝑥) for almost all 𝑥 ∈ 𝑤, where 𝑤+(𝑥) is the 
watermarked model. If the model owner suspects that another model 𝑤adv may have been derived from 𝑤+, the owner uses 𝑤
with a predefined verification algorithm 𝚅𝙴𝚁𝙸𝙵𝚈 to demonstrate ownership. Verification is successful if 𝚅𝙴𝚁𝙸𝙵𝚈(𝑤adv,𝑤) = 𝚃𝚛𝚞𝚎.

In this work, we investigate watermarking techniques based on backdooring [21,71,73]. A backdoor [78] typically consists of a
trigger set composed of samples with intentionally incorrect labels. In the context of computer vision, the trigger set often includes 
specific patterns embedded into images [21] or entirely unrelated images [71], both of which serve as triggers. In the context of 
TCP-HAR, we adapted this approach to fit the tabular data that constitutes the HAR domain, applying a specific pattern in the trigger 
set. The backdoor is introduced into a DNN by training it on a combination of clean data and the trigger set. At inference time, the 
backdoored DNN behaves normally on clean inputs but predicts the designated incorrect label when presented with a trigger sample. 
To formally verify that a model 𝑤adv is derived from a watermarked model 𝑤+, i.e., to achieve 𝚅𝙴𝚁𝙸𝙵𝚈(𝑤adv,𝑤) = 𝚃𝚛𝚞𝚎, the 
watermark 𝑤 must be kept secret and published in a timestamped public bulletin [71,79]. Additionally, the model’s accuracy 
on the watermark set must exceed a threshold 𝑇acc, i.e., Acc(𝑤adv;𝑤) ≥ 𝑇acc. The value of 𝑇acc is determined based on the size 
of the watermark set |𝑤| and the number of output classes 𝑚 for the model 𝑤 as in [79].

3.4. Overall algorithm

We now summarize in Algorithm 1 the main operation to embed a robust backdoor-based watermark into our FL setting, without 
requiring access to client data. This is achieved through two algorithmic components executed exclusively on the aggregator:
PRETRAIN and RETRAIN. The described algorithm ensures that a watermark set 𝑤 is integrated into the global model in a 
data-independent and secure manner.
6 
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Algorithm 1 Federated Watermark Embedding in TCP-HAR
1: Initialize 𝐿, 𝑘, 𝐶,  , 𝑤, 𝛥, 𝜂𝐺, 𝜂𝑖, 𝑤(0)

𝐺 , 𝑡𝑟, 𝐸, . . .
2: 𝑤 ← GenerateTriggerset(𝐿, 𝑘, 𝐶,  , 𝑤, 𝛥)
3: for 𝑖 = 1 to 𝐸 do
4:  for 𝑏𝐺 ∈ 𝑤 do
5:  𝑤(0)

𝐺 ← 𝑤(0)
𝐺 − 𝜂𝑖∇𝓁𝐺

(

𝑤(0)
𝐺 ; 𝑏𝐺

)

⊳ PRETRAIN
6:  end for
7: end for
8: 𝑤+(0)

𝐺 ← 𝑤(0)
𝐺

9: for 𝑡 = 0, 1, 2,…  do ⊳ Federated Learning
10:  select 𝐶 (𝑡)

sub ⊂ 𝐶 such that |𝐶 (𝑡)
sub| = ⌈0.1 ⋅ |𝐶|⌉

11:  broadcast 𝑤+(𝑡)
𝐺 → 𝐶 (𝑡)

sub
12:  𝑤−(𝑡)

𝑐 ← LocalTrain(𝑤+(𝑡)
𝐺 ) ∀𝑐 ∈ 𝐶 (𝑡)

sub
13:  𝑤−(𝑡+1)

𝐺 ← FedAvg
(

{𝑤𝑐 (𝑡)}𝑐∈𝐶(𝑡)
sub

)

14:  while Acc(𝑤−(𝑡+1)
𝐺 ,𝑤) < 𝑇𝑎𝑐𝑐 and 𝑒𝑝 < 𝐸 do ⊳ RETRAIN

15:  for 𝑏𝐺 ∈WM𝑤𝐺
 do

16:  𝑤−(𝑡+1)
𝐺 ← 𝑤−(𝑡+1)

𝐺 − 𝜂𝐺∇𝓁𝐺
(

𝑤−(𝑡+1)
𝐺 ; 𝑏𝐺

)

17:  end for
18:  end while
19:  𝑤+(𝑡+1)

𝐺 ← 𝑤−(𝑡+1)
𝐺

20:  𝑡 ← 𝑡 + 1
21: end for
22: return 𝑤+

𝐺

Algorithm 2 Trigger Set Generation for HAR
1: procedure GenerateTriggerset(𝐿, 𝑘, 𝐶,  , 𝑤, 𝛥)
2:  function PerturbedSignal(𝐿, )
3:  𝑠𝑖𝑔 ← Uniform(0, 1, 𝐿) ⊳ base noise
4:  for 𝑝 ∈  do
5:  if 𝑝 = bump then
6:  𝑠𝑖𝑔 += GaussianBumps(𝐿)
7:  else if 𝑝 = step then
8:  𝑠𝑖𝑔 += StepChanges(𝐿)
9:  else if 𝑝 = wave then
10:  𝑠𝑖𝑔 += Sinusoid(𝐿)
11:  end if
12:  end for
13:  return Normalize(𝑠𝑖𝑔)
14:  end function
15:  for 𝑐 = 0 to 𝐶 − 1 do
16:  for 𝑗 = 1 to 𝑘 do
17:  𝑠𝑗 ← PerturbedSignal(𝐿,)
18:  end for
19:  𝑊𝑐 ←

[

𝑠1;… ; 𝑠𝑘
]

⊳ 𝑘 × 𝐿 matrix
20:  𝑤𝑖𝑛 ← SlidingWindow(𝑊𝑐 , 𝑤, 𝛥)
21:  𝑋 ← 𝑋 ∪𝑤𝑖𝑛
22:  𝑦 ← 𝑦 ∪ Repeat(𝑐, |𝑤𝑖𝑛|)
23:  end for
24:  return (𝑋, 𝑦)
25: end procedure

In adapting the proposed watermarking procedure to the context of tabular time-series data (as in HAR), we proposed a new 
approach to the generation of the trigger set that preserves the core principles of the original method (i.e., data-independence, 
visual consistency, and learnability) while tailoring the perturbations to suit temporal structures. Instead of using image-based 
patterns as in the original work, where watermark samples were constructed by superimposing class-consistent shapes onto noise-
generated images, our design leverages time-domain perturbations that are more appropriate for sensor-based and sequential data 
representations. Specifically, to construct a data-independent trigger set suitable for watermarking models trained on time-series 
7 
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or tabular data, we introduce a generative procedure based on synthetic perturbations, formalized in Algorithm 2. The algorithm 
takes as input the desired signal length 𝐿, the number of signal instances per class 𝑘, the number of watermark classes 𝐶, a set of 
perturbation types  , and the parameters 𝑤 and 𝛥 defining the size and stride of a sliding window. At the core of the procedure 
lies the generation of perturbed signals, each initialized as a uniformly sampled random vector of length 𝐿. This base signal is 
iteratively modified by adding structured perturbations, selected from  , which may include Gaussian bumps, discrete step changes, 
or sinusoidal waves. Each type of perturbation introduces distinct features that enhance the diversity and recognizability of the 
signal, while the normalization step ensures consistency in scale and learning from the model. For each watermark class label 
𝑐 ∈ {0,… , 𝐶 − 1}, a set of 𝑘 perturbed signals is generated independently and stacked into a matrix of shape 𝑘 × 𝐿, capturing 
intra-class variability. This matrix is then segmented using a sliding window mechanism to produce overlapping subsequences of 
fixed width 𝑤, spaced by stride 𝛥, emulating the input format of many time-series classification models. These windowed segments 
constitute the trigger inputs 𝑋, while the corresponding labels 𝑦 are assigned by repeating the class identifier 𝑐 for each window 
derived from the class-specific signals. The result is a labeled dataset of synthetic, but class-distinguishable, windows that can be 
used to embed a backdoor into the global model in a manner that is both task-agnostic and fully compatible with federated learning 
settings.

The 𝑃𝑅𝐸𝑇𝑅𝐴𝐼𝑁(𝑤(0)
𝐺 ,𝑤) function embeds the output of Algorithm 2 (the watermark set) into the initial global model before 

the start of the FL rounds. It receives as input the randomly initialized global model 𝑤(0)
𝐺  and the watermark set designed by the 

model owner 𝑤, consisting of samples with specific features and assigned target labels. A loop runs for 𝐸 epochs, allowing the 
model to include the watermark set. In each iteration, the watermark 𝑤 is divided into batches 𝑏𝐺 and for each mini-batch: 
the gradient ∇𝐺(𝑤

(0)
𝐺 ; 𝑏𝐺) of the loss function 𝐺 is computed with respect to the model parameters and the mini-batch and the 

gradient descent update is applied using learning rate 𝜂𝑖: 𝑤+(0)
𝐺 ← 𝑤(0)

𝐺 − 𝜂𝑖∇𝐺(𝑤
(0)
𝐺 ; 𝑏𝐺). The watermarked model 𝑤+(0)

𝐺  is then 
broadcast to a subset of clients 𝐶sub participating in the round, which compute a local training and send only the model weights 
to the aggregator. The aggregator computes the new global model 𝑤−(𝑡+1)

𝐺  using the aggregation algorithm (i.e., FedAvg) of all 
client updates: 𝑤−(𝑡+1)

𝐺 ← FedAvg(𝑤𝑐𝑖 (𝑡)). At this point, the model 𝑤
−(𝑡+1)
𝐺  contains the watermark, but it has not yet been reinforced 

(𝑤− → 𝑤+). After that, the 𝑅𝐸𝑇𝑅𝐴𝐼𝑁(𝑤(0)
𝐺 ,𝑤) starts: the model is retrained on the watermark set until one of two termination 

conditions is met: either the model’s accuracy on the watermark set Acc(𝑤−(𝑡+1)
𝐺 ,𝑤) reaches or exceeds the threshold 𝑇𝑎𝑐𝑐 or the 

maximum number of retraining rounds 𝐸𝑟 is reached, to avoid a big computational overhead. This function embeds and reinforces 
the watermark in the global model after each aggregation round. Once the stopping condition is satisfied, the final watermarked 
global model 𝑤+(𝑡+1)

𝐺  is returned and broadcast to clients for the next round, ensuring that ownership can be demonstrated at any 
time.

4. Android implementation

We developed an Android application whose look is represented in Fig.  2(a). It consists of Android clients created with Android 
Studio and Java (version 1.8), and it utilizes the Transfer API library (version 2.16.1) for ML operations through TensorFlow Lite 
(TFlite). The communication between the client and the server is performed using the Flower framework [17], which automates 
much of the communication processes required for FL, including tasks such as model updates and aggregation. This automation is 
necessary for maintaining synchronization between multiple clients and the central server. The server is again an Android device 
that coordinates the FL process through FedAvgAndroid strategy to aggregate the gradients by averaging the received weights.

4.1. Notification system, memory management, and application permissions

To improve the user experience, the TCP-HAR Client integrates a sophisticated notification system. This feature is designed to 
keep users informed about the ongoing status of tests, whether they are being conducted locally on the device or through FL with the 
server. Users are continuously updated on the progress of their tasks and can respond promptly to any issues that arise. When tests 
demand significant storage resources, there is a risk of causing application crashes. To mitigate this, the notification system alerts 
users to potential issues. Indeed, if a crash occurs, the system automatically restarts and resumes the tests from the point where 
they were interrupted. Users are notified if a problem arises, indicated by the disappearance of the notification, which signals that 
the testing thread has been suspended.

The application requires specific permissions to access device storage and data. These permissions are necessary for several 
functions, including running background threads, posting notifications, enabling the FL connection, and storing test results in CSV 
format. The requested permissions include access to: network connectivity status, task and app management, device management, 
battery optimization, file and storage management, data synchronization, notifications, and job scheduler.

4.2. Application features

The Real-Time Sensor Monitoring feature provides sensor data dynamic display, enabling users to verify sensor readings as 
they are collected. This feature is useful for ensuring that the application effectively captures real-time data, reflecting the actual 
sensor inputs, status, and data collection. Upon application startup, a SensorManager instance registers listeners for the available 
sensors, including the gyroscope, accelerometer, magnetometer, and rotation vector sensors. The data from these sensors is stored 
in a matrix designed to hold up to 50 records, each containing multidimensional sensor inputs. This matrix enables tracking and 
8 
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Fig. 2. Overview of the Adroid application interface highliting (a) the landing page and (b) Federated learning settings.

Fig. 3. Model selection overview.
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recording the most recent sensor data. The data is continuously updated in the matrix, and once the matrix reaches its capacity of 
50 records, the data is saved in a record that can then be utilized for real-time training or analysis.

The Model Transferring feature enables users to select an ML model from those available within the application. By recursively 
scanning the model folder, it displays a nested directory structure (Fig.  3) that reflects the path to each model, along with its 
associated configurations. Current options include model quantization and the number of frozen pre-trained layers. Users can also 
choose between different datasets for training and testing, where models can also be selected in an FL setup.

4.3. Data pre-processing, training, and testing

The datasets used have already undergone pre-processing. This includes normalization, the removal of outliers, and the 
synchronization of sampling frequencies, ensuring that the data is ready for the next stage. Each dataset is split into four portions, 
simplifying data selection for federated learning. The NormalizedPreprocessing class handles the extraction of samples and 
splits them into time-series sequences. Subsequently, these sequences are divided into smaller segments, referred to as ‘‘sections’’, 
which serve as input data for the model. The datasets considered include options such as MS and MA. The selected samples are 
divided into two parts: 80% of the data is allocated for training, while the remaining 20% is used for evaluation. When using a 
single dataset, this 80–20 split is maintained. In scenarios involving two datasets, 80% of the data is taken from the first dataset for 
training, while the remaining 20% is sourced from the second dataset for evaluation. The models differ in their quantization levels 
and layer configurations, offering a wide range of configurations for testing.

A sliding window technique is used to segment the datasets. Each window, or segment, contains a fixed number of samples 
(e.g., 50), and the sliding window moves with a predetermined step size (e.g., 10 samples), creating overlapping segments. This 
method is crucial in capturing both short-term and long-term temporal dependencies in the data. The resulting sections are structured 
so that 80% are used for training, while the remaining 20% are reserved for evaluation. Therefore, each segment is shaped as a 
9 × 50 matrix, representing 50 time steps for each of the 9 sensor dimensions. This ensures that for every sensor dimension, 50 
consecutive records are preserved per segment, providing a comprehensive view of temporal patterns in the input data. Evaluation is 
performed by assessing the model’s performance on the testing set, with metrics such as accuracy, loss, and F1-score being computed 
and recorded for further analysis.

4.4. Federated learning setting

Fig.  2(b) shows the federated learning user interface: users can enter the server’s IP address, port number, dataset partition, and 
model details. After inputting this information, a validation process starts to ensure the accuracy of these settings. Upon successful 
validation, the client establishes a gRPC connection with the server, which then confirms the connection. Once the connection is 
established, the Flower worker begins its operation by opening a gRPC channel to receive messages from the server. The worker plays 
a central role in managing the FL tasks. It facilitates communication with the server through gRPC, handling various messages that 
may include requests for model parameters, training instructions, and evaluation commands. Additionally, the worker is configured 
to run in the foreground to prevent the system from terminating it during long-running tasks.

A robust logging mechanism is also integrated into the worker. If an error occurs or if the task is canceled, detailed logs are 
recorded. These logs capture the status and outcomes of operations. Users can disconnect from the network at any time. These 
logs include details about the connection status and FL operations, complete with timestamps for each action. They also document 
training and evaluation metrics such as accuracy, loss, and training time.

5. Experimental evaluation

This section presents the core analysis of the paper, outlining the experiments, results, and insights gained. The tests followed 
an incremental approach, refining the model step by step by exploring new configurations and techniques based on prior results. 
The FL setting is tested among three Android smartphones running Android 11, 4 cores x2.2 GHz Cortex-A55, 6GB RAM, connected 
to a centralized server.

5.1. Datasets

We reviewed widely used publicly available datasets, focusing on standard smartphone sensors, i.e., accelerometers, gyroscopes, 
and magnetometers, typically involved in data collection for daily activity recognition purposes [39]. We chose the MotionSense 
(MS) [80] and MobiAct (MA) [81] datasets for our analysis. Table  2 summarizes dataset characteristics.

MS: Data were collected from an iPhone 6s placed in participants’ front trouser pockets, using an accelerometer and gyroscope 
at 50 Hz. The dataset includes supervised trials from 24 participants performing activities like walking, jogging, sitting, standing, 
and climbing stairs, with participants labeling the activities.

MA: Data were collected using a Samsung Galaxy S3 equipped with the LSM330DLC inertial module (accelerometer, gyroscope, 
and orientation sensors) at 200 Hz using the ‘‘SENSOR_DELAY_FASTEST’’ setting. The smartphone was placed in the participant’s 
trouser pocket, with data recorded without fixed orientation to simulate everyday use. The dataset includes supervised recordings 
from 57 participants performing activities like walking, jogging, climbing stairs, sitting, and standing.
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Table 2
Datasets overview. A: Accelerometer, G: Gyroscope, M: Magnetometer.
 Dataset Records Classes Participants Sampling Frequency Sensors  
 MS 1,412,865 6 24 50 Hz A, G, M 
 MA 16,756,325 20 57 200 Hz A, G  

Fig. 4. Comparison of the effects of different normalization techniques on model accuracy over multiple sample settings.

For our analysis, we considered the four activities that are shared between the two datasets, i.e., sitting (SIT), standing (STD), 
walking (WLK), and jogging (JOG). We considered data collected from all the three sensors, i.e., accelerometer, gyroscope, and 
magnetometer. The class distribution of the selected activities is imbalanced for the MA dataset, making the F1 Score a valuable 
metric [82]. It effectively measures classification performance by considering false positives and negatives rather than merely 
counting incorrect predictions.

5.2. Data pre-processing

Studies suggest the optimal range for sampling such activities is between 20 Hz and 50 Hz [28,38]. Consequently, reducing the 
sampling frequency of the MA dataset is important not only to minimize data storage but also to ensure compatibility with the MS 
dataset.

After resampling, the sensor data must be adjusted to account for differences in sensor characteristics, environmental conditions, 
and calibration settings of each sensor. Normalization options were considered based on outliers and variance. Analysis revealed 
a Gaussian distribution in most attributes, making Z-score standardization effective for removing outliers within the range of [−3, 
3]. This step aims to prevent outliers from distorting model training and to reduce class imbalance by selecting a defined range. 
Although this may exclude high-intensity activities like running, the goal is to create a more balanced and clear dataset.

Evaluating four normalization functions would require extensive testing of normalized datasets across all hyper-parameter 
combinations to validate this choice. Therefore, we decided to experiment with the Adam optimizer at a learning rate of 0.0001 
(additional extensive analysis exploring various configurations is available on GitHub [83]) and compare the performance of the 
normalization functions of the study, as shown in Fig.  4. Robust normalization (Fig.  4(c)) and Z-score standardization (Fig.  4(d)) 
achieve the highest training accuracy. We chose Z-score standardization.
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Table 3
Baseline performance metrics when using the same data for Training–Testing evaluation.
 Dataset Accuracy Loss F1 Score Training time (s) 
 MA-MA 0.9969 0.0094 0.9969 1158.82  
 MS-MS 0.9958 0.0150 0.9958 824.93  

Table 4
Resulting metrics when combining different datasets for Training–Testing evaluation.
 Dataset Accuracy Loss F1 Score Training Time (s) 
 MA-MS 0.9964 0.0105 0.9964 1179.90  
 MS-MA 0.9970 0.0110 0.9970 780.88  

5.3. Dataset partitioning and segmentation

This subsection addresses a key challenge of the paper: applying FTL in a limited data storage environment. To handle this 
challenge, we divided each datasets into four partitions after standardization and the removal of outliers. Indeed, on the client side, 
data is accessed by partition. Attributes are combined with activity labels using a one-hot encoding scheme. The time-series data is 
then organized into sliding window vectors of 50 samples (equivalent to one second at 50 Hz) with a step size of 10 (equivalent to 
a 20% overlap). This process continues until the maximum number of sections is retrieved for input into the model.

5.4. Model selection

We customized the model proposed in [80]. The model is a sequential CNN that accepts an input tensor of shape (9, 50), where 9 is 
the number of features and 50 is the sliding window size. The model processes it through several layers, and features an output layer 
with four neurons for classification, using softmax activation to generate probability distributions over the classes, with categorical 
cross-entropy as the loss function during training.

We used TensorFlow to implement our customized model, which we subsequently converted to its TFLite version to prepare 
the model for Android deployment. This process divides the model into a base and a head section. The base model consists of 
frozen, untrainable layers preloaded with weights from a previously trained MS dataset, while the head model remains trainable. A 
significant challenge during the conversion was ensuring layer compatibility to avoid issues during conversion and monitoring the 
converted operations.

To explore the model’s capabilities, all possible combinations of configurations for the architecture’s pre-trained layers were 
considered for conversion. The converted models were further compacted by considering post-training quantization.

5.5. Classifications and evaluations

The final stage of the HAR process evaluates the performance of the CNN across different configurations, using the accuracy 
described as Accuracy = TP+TN

TP+TN+FP+FN , where TP means True positive, TN stands for True negative, FP means False positive, and FN 
stands for False negative. The F1-Score described as F1 = 2 × Precision×Recall

Precision+Recall  as the primary comparison metrics, where Precision =
𝑇𝑃

𝑇𝑃+𝐹𝑃  and Recall = 𝑇𝑃
𝑇𝑃+𝐹𝑁 . The categorical cross-entropy as the loss metric is then defined as Loss = −

∑𝐶
𝑖=1 𝑦𝑖 log(𝑝𝑖) where 𝑦𝑖 is 

the actual label and 𝑝𝑖 is the predicted probability for class 𝑖.
Training time is recorded from the beginning of the first epoch to the end of the last. For FL, the cumulative training time is 

defined as the total time taken across all training rounds. The maximum training time observed among clients in each round is also 
recorded. The maximum training time is defined as follows: Cumulative Training Time = 𝑇1+

∑𝑁
𝑖=1 𝑇𝑖  where 𝑇1 is the worst training 

time for the first epoch round, 𝑇𝑖 is the worst training time for the 𝑖th round, and 𝑁 is the total number of rounds. The maximum 
training time observed among clients in round 𝑥 is defined as:

𝑇𝑥 = max(𝑇𝑥,1, 𝑇𝑥,2,… , 𝑇𝑥,𝑛)  where 𝑇𝑥,𝑖 is the training time of the 𝑖th client in round 𝑥.

5.6. Transfer learning analysis

Before implementing techniques that may impact performance, it is essential to evaluate the model’s baseline performance.
Table  3 presents the results from training the model on 80% of the total samples, with the remaining 20% set aside for testing, 

thereby establishing a baseline for future experiments. Next, we tested a combination of the two datasets. This approach yielded 
comparable results despite considering factors such as outlier selection, normalization, and methodological considerations, as shown 
in Table  4.

The impact of previously discussed factors on overall performance was minimal. A comparison of the model’s performance on the 
Android and Python clients highlights the effects of model conversion and sample reduction, simulating real-world scenarios with 
storage constraints. Fig.  5 displays performance metrics for various training and testing sample configurations on both clients. It 
illustrates the impact of sample reduction on model performance, emphasizing the trade-offs associated with limited resources. The 
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Fig. 5. Comparison of model performance across different sample configurations and clients (Android vs. Python).

Fig. 6. Comparison of the effects of pre-trained layers on training time (in seconds).

accuracy drop is linked to the dataset combination and class imbalance. For instance, the ‘SIT’ class in the MA dataset comprises only 
6509 samples, representing just 1.54% of the total. This limited representation hinders the model’s ability to generalize effectively, 
as achieving a balanced test scenario would necessitate 600 samples for each class, which is not feasible for our experiment.

Fig.  6 shows that training time decreases as the number of pre-trained layers increases. Notably, there is a significant difference 
in training times between the Android models (Fig.  6(a)) and the Python models (Fig.  6(b)), due to the different implementations of 
the TF library and the computational limitations of Android devices. These findings demonstrate the feasibility of training models 
on Android and provide a benchmark against the Python version.

5.7. Quantization

Three well-known (and widely adopted in the field of HAR) compression techniques are pruning, quantization, and knowledge 
distillation [22,84,85]. In pruning, parameters, neurons, and connections that do not contribute to (significant) accuracy are 
removed. In quantization, the weight representation is reduced by lowering bit width numbers, typically from floating-point values 
to integer values. Knowledge distillation consists of a pre-trained complex model, i.e., ‘‘the teacher’’, that transfers the learning to a 
smaller model, i.e., ‘‘the student’’, which mimics the teacher’s behavior. The smaller nature of the student model is a form of model 
compression (of the more complex one), which allows easier deployment on mobile or embedded devices. Quantization can reduce 
model size, latency, and training time with minimal impact on accuracy [86].

We analyzed two specific quantization techniques: Dynamic Range Quantization (DRQ) and Full Integer Quantization (FIQ). The 
memory usage of the quantized models is illustrated in Fig.  7. This figure visually compares how different quantization methods 
affect model size against the non-quantized (NQ) versions.
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Fig. 7. Effect of quantization on the model size.

Fig. 8. TL: Training time for quantization method averaged on dataset combinations using pre-trained layers for Android version.

Quantization, as shown in Fig.  7, significantly reduces model size, particularly when more layers are pretrained and frozen. 
Quantization is applied to the base model, which is not used in later training phases. Higher levels of quantization lead to greater 
size reductions. However, pre-training the entire model does not necessarily ensure optimal accuracy or F1-score.

Fig.  8 shows that training time is affected by the quantization method. Training time decreases exponentially with increased 
quantization of early layers, while later layers exhibit similar times across methods. Though quantization generally has little effect on 
accuracy, results from the 83% pretrained layers test reveal that combining it with additional datasets can complicate generalization 
to unseen data, influenced by both the quantization methods and the selection of pre-trained layers. It is important to emphasize 
that the same comparison could not be performed when transitioning from a single partition analysis to a full dataset analysis in the 
Android version. This is because loading the entire dataset into memory is not computationally feasible on a standard smartphone.

5.8. Federated learning analysis

In this test benchmark, the first three dataset partitions were used for client training, while the final one was set aside for server-
side testing. Training time is replaced by cumulative training time to account for FL iterations. It is crucial to identify trainable 
layers and deserialize weights before loading them into the server model for testing, as client-side training errors can affect model 
integrity. The migration from local testing to FL began by analyzing the Python implementation. The initial goal is to analyze the 
differences in training time between the TL and FTL approaches and subsequently evaluate the model performance in predicting 
human activities.

Table  5 provides a comparative analysis of training and cumulative times for the Python implementation, emphasizing the 
percentage change in training time between the two approaches across models with pre-trained layers. This table highlights the 
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Table 5
Comparison of Training Time (TT) and RAM usage between No-FL and FL for Python 
version.
 % Layers No-FL TT (s) FL TT (s) No-FL RAM (MB) FL RAM (MB) 
 0.00% 99.59 63.04 605.3 599.0  
 16.67% 86.88 50.85 542.9 540.2  
 33.33% 50.90 30.52 485.6 478.2  
 50.00% 37.10 22.79 422.9 413.5  
 66.67% 32.75 20.82 359.7 330.8  
 83.33% 29.45 19.51 300.4 268.8  

Table 6
Comparison of accuracy and F1-Score between No-FL and FL for Python version.
 % Layers Accuracy F1-Score

 No-FL FL % Change No-FL FL % Change 
 0.00% 0.90 0.87 −3.47% 0.90 0.86 −5.23%  
 16.67% 0.89 0.84 −6.12% 0.88 0.81 −7.82%  
 33.33% 0.90 0.84 −6.37% 0.89 0.81 −8.78%  
 50.00% 0.90 0.85 −5.61% 0.90 0.82 −7.91%  
 66.67% 0.90 0.85 −5.46% 0.89 0.82 −7.63%  
 83.33% 0.91 0.89 −2.71% 0.90 0.88 −2.90%  

performance of both techniques across all dataset partitions, reporting the average across the diverse settings. The table also reports 
the RAM consumption during model training for both the standard TL and FL settings. For the FL configuration, the values represent 
the average RAM usage across all participating client devices (agents) during local training.

The analysis considers the ratio of total training time to the number of epochs, where, for FL, the effective epochs are calculated 
as # epochs×# rounds. The results underscore that the FL approach yields significantly faster responses during the training phase. 
Similar results yield in RAM usage. This reduction occurs because in FL, each client trains on a smaller subset of data and typically 
updates only a portion of the model parameters, while the remaining layers remain frozen or are shared globally. As a result, the 
memory required for optimizer states, gradient storage, and intermediate activations is reduced.

Transitioning from a local to a federated approach not only promotes privacy and collaboration among devices but also optimizes 
the utilization of computational resources. The findings reveal that these advantages are further enhanced by a reduction in overall 
training time. Performance metrics shown in Table  6, including accuracy and F1-score, indicate that the quality of the model remains 
largely unaffected. Although we did not measure Android smartphones’ energy consumption, results obtained in Figs.  7 and 8, with a 
training time in the order of around 1–2 min in the worst case, it is reasonable to think that this would not affect smartphones’ battery 
level too badly. This claim is also supported by the results obtained for the Python implementation in terms of RAM consumption 
during the training phase. Although the Android implementation would show different RAM consumption, we expect a trend similar 
to the one for the Python implementation.

Limiting the samples to consider per test to 2500, Fig.  9 illustrates the impact of varying the number of pre-trained models on 
accuracy and F1-score metrics in the Android and Python versions using FTL. The plots highlight significant potential for enhancing 
generalization across datasets. Given that the pre-trained layers are derived from the MS dataset, the model demonstrates higher 
performance on MS-MS test sets. However, comparisons between the Android version, i.e., Fig.  9(a), and the Python version, i.e., Fig. 
9(b), are limited by their performance disparity. Python employs FedAvg while Android utilizes FedAvgAndroid; additionally, 
different computational resources and training libraries are being used.

Focusing on the Android test configurations, Fig.  10 shows a deeper analysis with limited sample sizes, revealing no significant 
gains in accuracy and F1-score with the applied quantization techniques. These findings indicate that adopting the FTL approach 
does not result in substantial performance improvements, suggesting limitations in the model’s generalization across different dataset 
partitions. The figures present averaged results from models with pre-trained layers across various dataset combinations.

5.9. Model copyright

To prevent unauthorized use of the model distributed to clients for the training phase, we extended the WAFFLE framework 
to embed a backdoor into the model, serving as a watermark to certify the server’s ownership. This approach aims to deter 
the unauthorized resale or misuse of the functional model. Fig.  11 illustrates the successful embedding and verification of the 
watermark throughout each FL round compared to the baseline model. In particular, Fig.  11(a) shows a consistently high accuracy, 
demonstrating that the ownership verification task does not interfere with the primary learning objective, as well as the robustness 
and reliability of the embedded signature throughout the training process. As shown in Fig.  11(b), the model maintains high accuracy 
and F1 score despite the presence of the watermark, indicating that the insertion does not degrade the main task performance, 
maintaining stable convergence patterns.

To evaluate the additional computational load caused by watermark embedding, the resource consumption of the federated 
server during training is reported in Fig.  12. It is worth noting that the watermark operation is only performed on the server, so 
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Fig. 9. FTL: Comparison of classification metrics (accuracy and F1) vs. number of pre-trained models for (a) Android and (b) Python versions.

Fig. 10. FTL: Accuracy for different quantization methods across dataset combinations with pre-trained layers for Android.

no overhead is introduced on the clients. Fig.  12(a) illustrates the peak CPU utilization per round where the baseline configuration 
and the watermark-embedded one are compared. The CPU workload of the watermark integration is mildly increased because 
the additional retraining phase on the trigger set is performed after each aggregation step. However, the general trend remains 
16 
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Fig. 11. Implementation of watermark on the model to prevent unauthorized usage by clients. (a) Our watermark integration achieves strong 
verification capability even for different learning rates (b) while preserving model accuracy, showing less than a 10% degradation compared to 
the baseline.

Fig. 12. Resource consumption analysis at each federated round. (a) CPU and (b) memory usage of the federated server with and without 
watermark embedding. The results indicate that the watermarking process introduces a moderate overhead on computational resources while 
maintaining stable behavior across all rounds.

Fig. 13. Comparison between WAFFLE and TCP-HAR method on (a) watermark accuracy and (b) retraining time. As shown, TCP-HAR achieves 
significantly lower retraining times per round, thus reducing the overhead introduced by the watermarking process. At the same time, TCP-HAR 
maintains nearly perfect watermark accuracy throughout the entire training, while WAFFLE exhibits a gradual degradation across rounds.

unchanged; therefore, the watermarking process incurs only a limited and well-controlled computational overhead. Along with that, 
Fig.  12(b) depicts the memory usage (RSS in MB) of the server per round. The watermarked configuration exhibits a consistently 
higher but stable memory footprint, primarily due to the temporary storage of the trigger set and additional model buffers during 
retraining. These results confirm the scalability and practicality of the watermark, which serves as a robust and reliable solution for 
ownership verification and is also computationally sustainable; thus, it can be practically deployed in real-world federated learning 
scenarios, as evidenced by these findings.
17 
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To evaluate the trade-off between computational overhead and watermark reliability, we then compared the performance of 
TCP-HAR with the baseline WAFFLE framework in terms of retraining time and watermark accuracy, as illustrated in Fig.  13. 
The results in Fig.  13(b) clearly show that TCP-HAR achieves a remarkable improvement in efficiency, maintaining an average 
retraining time below 12 s per round, whereas WAFFLE rapidly saturates at approximately 25 s. This reduction of more than 
50% in computational cost demonstrates that TCP-HAR introduces a significantly lighter retraining phase while still ensuring 
effective watermark embedding. In parallel, Fig.  13 also shows that TCP-HAR exhibits superior watermark stability. Throughout 
the entire federated training process shown in Fig.  13(a), TCP-HAR watermark accuracy remains close to 100%, confirming the 
persistent detectability of the embedded trigger set. Conversely, WAFFLE shows a progressive decrease in watermark accuracy over 
successive rounds, starting a decreasing trend. This degradation indicates a weaker retention of watermark characteristics under 
repeated aggregation and model updates. These findings confirm that TCP-HAR provides a robust yet computationally efficient 
watermarking mechanism. It not only minimizes retraining overhead but also guarantees a durable watermark signature, thereby 
ensuring ownership verification without compromising the scalability of the federated learning process.

6. Conclusions

This paper focuses on exploring and implementing FL and FTL techniques to provide a comprehensive understanding of their 
application in smartphone-based systems for HAR. The key contributions of this work are as follows:

• Development of TCP-HAR, a privacy-preserving smartphone application designed for HAR, integrating federated and transfer 
learning, digital watermarking embedding, and quantization techniques.

• Exploration of these techniques in the context of CNN, demonstrating the incremental integration of each approach, and 
tracking the progress and impact of these techniques throughout the paper.

• Demonstrating the potential for privacy gains with the showed relative loss in model performance metrics (e.g., accuracy and 
F1-score) by applying FL on edge devices.

• Addressing the challenges of deploying large-scale models on resource-constrained mobile devices while maintaining model 
performance and scalability of the Flower framework.

Findings suggest that properly combining FL with TL, coupled with quantization techniques, on mobile devices can have a 
significant impact on model performance. The developed architecture has demonstrated scalability and adaptability across various 
datasets, highlighting its potential for widespread applicability and promising results in terms of resource consumption. Moreover, 
TCP-HAR provides a robust, yet computationally efficient, watermarking mechanism, thereby ensuring ownership verification 
without compromising the scalability of the federated learning process.

Key challenges and future opportunities identified include improving model generalization and achieving real-time prediction 
capabilities within the TCP-HAR application. The scalable architecture proposed in this work shows considerable promise for 
continuous learning and live predictions in practical, user-centric applications. Furthermore, there is potential for further exploration 
of: (i) energy profiling, monitoring, and measurements for the Android smartphone; (ii) integrating and testing alternative 
watermarking strategies; (iii) FL by incorporating alternative strategies such as FedAdagrad, FedAdam, FedSDG, and FedYogi.

This paper contributes to the research by addressing critical aspects of privacy in FL environments and optimizing memory usage 
for resource-constrained devices, while reducing training times and model sizes.
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