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Abstract—Microbursts - microsecond-scale congestion events -
are a major cause of packet loss and performance degradation in
modern datacenter networks. While packet deflection techniques
can help manage microbursts, current implementations lead
to excessive packet reordering, exacerbated congestion under
high load, and head-of-line blocking in switch buffers. In this
paper, we design and implement RobinHood, a novel in-network
burst-tolerant protocol. At its core, the protocols mechanisms
and policies are based on work-stealing, a technique originally
designed to reduce job completion times in operating systems.
Through extensive trace-driven simulations on leaf-spine and fat-
tree topologies, we show that RobinHood improves flow comple-
tion times up to 22% over Equal-Cost Multi-Path (ECMP), and
up to 7% over recent solutions, DIBS and Vertigo, under high
load scenarios.

Index Terms—datacenter, microbursts, work-stealing, conges-
tion

I. INTRODUCTION

In modern datacenters, despite the increasing speeds of
disaggregated resources like GPUs, memory, and storage, the
network remains a critical performance bottleneck. While
significant progress has been made toward building ultra-low-
latency networks, microbursts - sudden traffic surges lasting
only microseconds - continue to pose major challenges. These
short-lived congestion events cause the majority of packet
drops and performance degradation in datacenters [1], [2]. The
dropped packets trigger retransmissions that impose significant
latency overhead and degrade application performance [3],
[4]. Indeed, host-based solutions for managing microbursts are
inherently limited due to their short lifespan [5]. End-to-end
congestion control solutions like DCTCP [3] or Swift [6] can
only respond after at least one Round Trip Time (RTT), which
is typically longer than the microburst duration. Host-based
techniques often rely on congestion signals (e.g., ECN marks,
increased RTTs) to detect bursts, but the complete control loop
- from congestion detection to rate adjustment - requires multi-
ple RTTs (200-800us) [7]. Given that over 70% of microbursts
in production datacenters last less than 100us [1], host-based
congestion control operates at too coarse a timescale to effec-
tively prevent buffer overflow during microburst events. Given
the extremely short lifespan of microbursts, reactive solutions
like traditional congestion control are too slow to respond
effectively. This has led to the emergence of packet deflection
as a promising approach, where switches redirect packets
arriving at congested buffers to neighboring switches instead
of dropping them [8]. However, existing packet deflection

techniques face several key limitations: for example, Naive
deflection can spread congestion and increase network load
by making packets take longer paths [9]. Moreover, deflected
packets experience higher latency and cause extensive packet
reordering that impacts transport protocols [10]. Under high
load, deflection can also worsen performance by delaying
congestion signals to endpoints [9]. Although promising so-
lutions to packet deflection have been proposed, they face
significant deployment limitations in modern datacenters. Most
existing techniques require modifications to end-host network
stacks to add metadata fields to packets [9], which becomes
impractical to coordinate across thousands of servers in large-
scale datacenters. Moreover, even if host modifications were
feasible, many solutions rely on selective deflection schemes,
that cannot be implemented in commodity switches due to
hardware constraints - for example, they require complex
packet scheduling [11] or arbitrary packet extraction from
queues [9], [10], [12] that programmable switches do not
support. These practical limitations have hindered the adoption
of packet deflection despite its theoretical benefits.

Drawing inspiration from the task scheduling domain, where
work-stealing has proven highly effective for microsecond-
scale tasks [13], we propose RobinHood, a novel packet
deflection approach based on work-stealing principles. We de-
sign a distributed work-stealing protocol that enables switches
to systematically offload packets to underutilized neighbors.
Moreover, we implement a flow-aware deflection mechanism
that maintains packet ordering by ensuring all packets from
the same flow are deflected to the same neighbor switch.
RobinHood includes a simple yet effective coordination pro-
tocol that allows switches to exchange buffer occupancy in-
formation with minimal overhead, using only standard packet
header fields. These contributions make RobinHood practical
to implement in commodity programmable switches without
complex hardware modifications. We evaluate RobinHood
through extensive simulations comparing it against state-of-
the-art approaches on both leaf-spine and fat-tree topologies.
Our results show that RobinHood improves average flow com-
pletion time by 22% compared to ECMP while reducing tail
latency by up to 3x compared to existing deflection schemes
under high-load scenarios.

II. RELATED WORK

Micro-bursts are increasingly recognized as a significant
cause of transient congestion in data center networks. These



short-lived but impactful phenomena are difficult to detect us-
ing traditional tools like SNMP [14] or NetFlow [15] because
they often do not appear in low-resolution measurements or
are missed by sampling-based telemetry [1], [16]. To address
this, researchers have proposed high-resolution mechanisms
for detecting micro-bursts. For instance, exposing data plane
states, such as switch queue states, via packet metadata [17]
or INT in P4 environments [18], [19] can provide fine-
grained insights, albeit with added overhead. Techniques like
BurstRadar [20] and Snappy [21] mitigate this overhead by
using snapshotting to minimize data collection.

Micro-burst mitigation can be broadly classified into host-
based and in-network solutions. Host-based approaches often
utilize Explicit Congestion Notification (ECN) to synchronize
actions between network nodes and end-hosts [22]. Solutions
such as MATCP [23], CEDM [24], and MBECN+ [25] build
on ECN to dynamically control sender behavior and minimize
congestion while preventing overreaction to fleeting events.
QA-ECN [26] adapts ECN thresholds dynamically to absorb
micro-bursts without excessive packet marking.

In-network and hybrid solutions have been proposed lever-
aging packet deflection, another approach that mitigates micro-
bursts. PABO [8] and Vertigo [9] redirect packets to upstream
switches or available buffers to avoid packet drops, effectively
absorbing burst traffic without host intervention. Vertigo also
allows packet prioritization based on flow size, reducing the
impact on smaller, latency-sensitive flows. FastPass [27] offers
a centralized, zero-queue approach to mitigate micro-bursts by
scheduling packet transmission in a congestion-free manner.
However, these solutions heavily rely on the modification of
the host network stack [9] or on a centralized entity [27].
Furthermore, selective deflection — i.e., deflecting prioritized
packets — has yet to find a feasible implementation in com-
modity network devices. [12].

In-network burst-tolerant approaches address micro-bursts
locally at the switch level, allowing better absorption without
requiring end-host modifications. LossPass [28] evicts packets
from large flows in favor of smaller flows, aiming to minimize
latency impacts. DIBS [10] takes a probabilistic approach by
redirecting packets to alternative ports when buffers are full,
thus preventing immediate drops.

In our proposed solution, RobinHood, we adapt the con-
cept of work stealing from scheduling algorithms to create
an in-network packet deflection mechanism that effectively
addresses micro-bursts while preserving packet order within
flows.

III. ROBINHOOD: OVERVIEW AND DESIGN

We hereby present the design of RobinHood: an efficient
approach based on work-stealing protocols aiming to provide
micro-burst tolerance in data center networks. We define
burstiness as the ratio of the peak rate of packet arrival to the
average arrival rate during a period of observation. Observe
that, the peak rate is defined as the ratio of the size of a churn
(number of newly arriving packets) to the length of the interval
over which the churn occurs, and that the average arrival rate

is defined as the ratio of the total number of packets to the
total considered time.

The core idea behind our solution is to share buffer capacity
among adjacent switches so that over-loaded devices can
offload packets to their under-loaded neighbours. In order to
realize this idea, switches need to be aware of the state of
the neighbours; for this reason, we also introduce also a basic
communication protocol that allows switches to exchange their
load status information. In a RobinHood-enabled network,
switches will broadcast their status to neighbors periodically. A
careful selection of the period is of the utmost importance as it
directly affects the efficiency of the mechanism: increasing its
value would reduce the frequency of status updates provided
by switches, thus diminishing the overhead for packet pro-
cessing, but at the same time it would lead to higher response
lag when congestions occur. For an optimal solution that does
not introduce overhead and maximizes the number of updates,
state messages are introduced in the Type of Service (ToS)
field of the IP header.

Each switch maintains in its memory a list of all the
neighbours eligible to accept offloaded packets in case of
congestion; this list is periodically updated by the status
messages. The status of a switch is determined by setting a
threshold value for its buffers: the moment buffer occupancy
for one of the ports exceeds this set threshold, RobinHood
will activate its deflection mechanism. This makes for a more
preemptive solution compared to Vertigo and DIBS, which
react to congestion when packets arrive at full buffers. The
value of the threshold is critical: decreasing it will activate the
packet deflection mechanism of RobinHood more frequently,
potentially when switches are not actually congested. This
occurrence consequently leads to a deterioration of network
performance, and in particular to longer flow completion times,
since detoured packets are likely not to follow the shortest
paths. Once a switch reaches an overloaded state, it starts
deflecting packets towards one of the neighboring switches in
its list; in order to avoid the issue of reordering, the deflection
is performed at a flow-level, meaning that all the packets
belonging to a flow are redirected towards the same switch.
Additionally, other incoming flows are also deflected until the
switch no longer detects congestion in the buffer.

A. Work Stealing Problem

In this section, we formalize the work-stealing problem in
our burst-tolerant datacenter protocol. For each switch s, we
define its neighborhood N (s) as the set of adjacent switches
that are directly connected to s through links in E.

Let F(t) be the set of active flows traversing switch
s at time t. When a switch becomes overloaded, it must
select which flows to deflect to its neighbors based solely on
locally available information. We define a deflection function
§ : Fs(t) x V — V that maps a flow and its current switch to
a neighboring switch that will receive the deflected flow.

The work-stealing based congestion management problem
can then be formulated as an optimization problem:
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where FCT(f;J) represents the flow completion time of
flow f as a function of the deflection decisions ¢. Constraint
(2) ensures that buffer occupancy never exceeds capacity.
Constraint (3) ensures that flows can only be deflected to
neighboring switches. Constraint (4) enforces that all packets
p belonging to the same flow f must be deflected to the same
switch to maintain packet ordering. Constraint (5) ensures
that each flow is either not deflected or assigned to only one
neighboring switch, and Constraint (6) defines the deflection
decisions as binary.

The deflection function § must be designed to achieve
two competing objectives: (i) balancing load across switches
to minimize congestion and (ii) minimizing the additional
latency introduced by deviating from the original path. We
implement ¢ using a combination of threshold-based triggering
and randomized neighbor selection. When a switch s becomes
overloaded, it selects a flow from its current buffer and deflects
it to a randomly chosen underloaded neighbor from N (s). This
in-network approach requires no knowledge of flow sizes or
end-host coordination.

To maintain an up-to-date view of neighbor states, switches
exchange their load status through a simple signaling protocol
consisting of Steal Request (SR) and Steal Cancel (SC)
messages. We define the set of eligible neighbors for deflection
Es(t) C N(s) as:

Ei(t) ={v e N(s) | b,(t) <b,} @)
B. State Exchange Protocol

RobinHood’s work-stealing mechanism relies on switches
exchanging state information through a lightweight signaling
protocol that uses two types of control messages: Steal Request
(SR) and Steal Cancel (SC). SR messages are periodically
broadcast by underloaded switches to signal their availability
to absorb additional traffic, while SC messages indicate a
switch can no longer accept deflected packets. To minimize
overhead, RobinHood integrates these messages into the stan-
dard IPv4 header by using the last bit of the ToS field: O for
SR and 1 for SC messages. When the network initializes, each
switch begins broadcasting SR messages to its neighbors if
none of its buffers exceed a configured threshold. These mes-
sages populate a Candidate Switches table at each receiving
switch, which tracks potential deflection targets. Each entry
in this table is associated with an expiration timeout, which

is reset whenever a new SR message is received from the
corresponding switch. If no SR is received before the timeout
expires, that neighbor is removed from the candidate list.
When a switch becomes overloaded (i.e., its buffer occupancy
exceeds the threshold), it broadcasts an SC message to its
neighbors and initiates the deflection process. Upon receiving
an SC message, switches immediately remove the sender from
their candidate lists, regardless of timeout status. While SC
messages may seem redundant with the timeout mechanism,
they serve a crucial role: they allow for longer timeout values,
which reduces SR message frequency, helping RobinHood
maintain an accurate network state with minimal control
overhead. To maintain flow-level packet ordering, RobinHood
performs deflection on a per-flow basis using a Deflection
Table. This table tracks mappings between flows and their
assigned deflection targets, ensuring all packets from the same
flow are consistently deflected to the same neighbor switch.
When selecting deflection targets, switches randomly choose
from their available candidates in the Candidate Switches
table. This procedure allows RobinHood to operate as a purely
in-network work-stealing protocol that addresses microburst
events through coordinated buffer management across neigh-
boring switches.

Formally, let G = (V, E) represent our network, where V'
denotes the set of switches and E represents the links between
switches. Each switch s € V has a finite buffer capacity B,
and maintains a current buffer occupancy bs(t) at time ¢. To
enable proactive congestion management, we define a buffer
occupancy threshold 6, where 0 < 6, < B, that triggers the
work-stealing mechanism.

The state of a switch s at time ¢ can be expressed as:

if bs(t) < O,

oa(t) = underloaded, )
S if by(t) > 0,

overloaded,

For each switch s, we define its neighborhood N(s) as the
set of adjacent switches directly connected through links in E.
To maintain an up-to-date view of neighbor states, switches
exchange their load status through SR and SC messages
defined as follows:

o Steal Request (SR): Periodically broadcast by under-
loaded switches to signal their availability to receive
deflected flows.

o Steal Cancel (SC): Broadcast when a switch becomes
overloaded to prevent receiving additional flows.

C. Deflection Event

RobinHood operates through a distributed work-stealing
mechanism that coordinates packet deflection across switches.
Figure 1 shows an example of a deflection event occurring
in RobinHood. When a sender initiates a flow @, packets
traverse the network until reaching a switch experiencing
buffer overflow (i.e., when the buffer occupancy is greater
than a predefined threshold) . The switch maintains a

Candidate Switches table @ populated by previous Steal Re-
quest messages from underutilized neighbors, enabling quick
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Fig. 1: Illustration of RobinHood’s work-stealing mechanism:
when buffer occupancy exceeds a configurable threshold,
packets from selected flows are systematically deflected to el-
igible neighboring switches, preventing buffer overflow while
maintaining flow-level ordering.

selection of deflection targets. When the buffer occupancy
exceeds the predefined threshold , rather than waiting for
complete buffer overflow like previous approaches, Robin-
Hood proactively initiates deflection and runs the procedure
reported in Algorithm 1. A neighboring switch is randomly
selected from the candidate list, and all subsequent packets
from the same flow are deflected through this switch to
maintain flow ordering. Specifically, in Figure 1, the switch S2
is selected, and the packet from flow 1 is deflected to output
port B. All packets belonging to flow 1 will be sent to the
same output port. Each candidate switch (e.g., S1 and S2 via
paths A and B) already has signaled its availability to absorb
additional traffic through the Steal Request protocol, ensuring
the deflected packets @ can be accommodated. Robinhood’s
proactive, flow-aware approach helps prevent buffer overflow
while minimizing packet reordering that commonly plagues
existing deflection schemes.

IV. PERFORMANCE EVALUATION

We evaluate RobinHood using a custom built network
simulation framework, using both a synthetic traffic generation
and trace-driven scenario. Summarizing our findings:

« Robinhood achieves better throughput under various de-

grees of load, comparing to Vertigo, DIBS and ECMP.

o The flow completion times are improved by 22% com-

pared to ECMP, 6% and 7% compared to Vertigo and
DIBS, respectively.

A. Experimental Settings

We generate datacenter network topologies using the
BRITE [29] topology generator, and Waxman and Barabasi-

Algorithm 1 RobinHood - Packet Deflection and Switch
Selection

1: BS: Buffer Size of the switch

2: BT': Buffer Threshold defined by the algorithm

3: {51,85,...,8,}: Set of candidate neighbors for deflec-

tion

4: DefT: Deflection table for tracking flow deflections

5: activation: Procedure starts when BS > BT
6: while BS > BT do
7
8
9

P;: Incoming packet to be processed
if P, is a Steal Cancel packet then
Sz: Sender of the Steal Cancel message

10: remove entry for S, from DefT

11:  end if

12: if P;.FlowId exists in DefT then

13: deflect P; to the neighbor specified in DefT
14:  else

15: Nsetected + random({S1,Sa,...,Sn})

16: add entry (P;.FlowId, Ngejecteq) to DefT

17: deflect P; to Ngeected

18:  end if

19: end while

Albert models for node placement. We test our model on a Fat-
Tree topology with 4 1-level switches and 8 2-level switches,
as in [9]. We also validate our results against a two-tier Leaf-
Spine architecture with 4 core and 8 aggregate switches. We
test different network loads by regulating packet and flow
rates relative to switch buffer capacity. At full load, hosts send
packets periodically, and the interval is randomized for each
simulation run to validate results across seeds. Alternatively,
the packet arrival rate is modified by adjusting inter-arrival
times. In trace-driven scenarios, hosts replicate traffic patterns
from [3]. We set the background traffic to 20% to maintain
node activity, with variable load ranging from 30% to 80%,
resulting in an aggregate full load of up to 100%.

B. Evaluation over Synthetic Traffic

As illustrated in Figure 2a, RobinHood delivers robust
performance across different network loads. At lower network
loads (around 30%), Vertigo and DIBS exhibit a roughly 25%
lower average FCT compared to RobinHood. Nevertheless,
RobinHood’s superior adaptability becomes evident as the
network load increases, with its performance progressively
surpassing the other solutions. This indicates the algorithm’s
capacity to handle heavier traffic efficiently, leveraging its
dynamic thresholding and congestion-aware mechanisms.

Regarding packet loss, as shown in Figure 2b, RobinHood
manages to keep loss rates lower than ECMP on average
and remains only slightly less effective than DIBS. Vertigo,
however, achieves the lowest packet loss, particularly at higher
loads. Despite this, RobinHood’s loss control remains highly
effective, showcasing its capacity to limit congestion-induced
packet loss while prioritizing overall network performance. We
believe that the higher packet drop rate primarily stems from
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in a fat-tree topology over trace-driven traffic.

using a fixed buffer threshold. As future work, we plan to
explore adaptive thresholding techniques that can dynamically
respond to varying traffic patterns, helping to prevent excessive
buffer overflows and improve overall performance.

Throughput performance (Figure 2c) reveals that Robin-
Hood outperforms the baselines, with throughput slightly
degrading with increasing network loads. RobinHood shows
to be competitive with state-of-the-art algorithms, proving its
balanced approach to maximizing data transfer rates without
compromising its core objectives of FCT reduction and effi-
cient congestion management.

C. Evaluation over Trace-Driven Traffic

RobinHood demonstrates robust and adaptive performance
in managing realistic, trace-driven network traffic across vary-

ing load conditions, as illustrated in Figure 3. When evalu-
ating flow completion time (FCT), RobinHood consistently
outperforms other algorithms, achieving reductions in FCT
of approximately 1.2%, 11%, and 22% compared to DIBS,
Vertigo, and ECMP, respectively (Figure 3a). This improve-
ment highlights RobinHood’s effective load balancing and
efficient congestion management strategies, particularly under
high network loads. In terms of packet loss rate (Figure 3b),
RobinHood maintains a loss rate comparable to DIBS and
Vertigo, both of which are known for their congestion con-
trol mechanisms. The packet loss rate remains negligible
across increasing network loads for these algorithms, reflecting
the effectiveness of their congestion mitigation strategies.
Throughput analysis in Figure 3c reveals that RobinHood
delivers throughput levels that are on par with DIBS, Vertigo,
and ECMP across all network load conditions. Despite its
focus on minimizing FCT and packet loss, RobinHood does
not compromise on throughput performance, demonstrating its
balanced design that manages to maintain high efficiency.
We report a complementary analysis of cumulative distri-
butions, highlighting RobinHood’s performance advantages in
FCT (Figure 4a) and throughput (Figure 4b) compared to
the baselines. RobinHood significantly outperforms ECMP,
Vertigo, and DIBS. Results show that RobinHood is more
efficient at reducing FCT, which is highlighted by the tail of
the distribution where RobinHood consistently achieves lower



FCTs, even under high load conditions.

V. CONCLUSION

In this paper, we presented RobinHood, a novel in-network
packet deflection protocol inspired by work-stealing tech-
niques to tackle microburst congestion in modern datacen-
ter networks. RobinHood offers an efficient mechanism for
dynamically managing congestion by redistributing packet
flows among neighboring switches while preserving flow-level
packet ordering. Our design leverages existing programmable
switch capabilities without requiring modifications of network
stack at the host level or additional metadata fields.

Through comprehensive trace-driven simulations in diverse
topologies, RobinHood demonstrated a substantial reduction
in flow completion times and tail latency compared to state-
of-the-art solutions such as ECMP, DIBS, and Vertigo. Specif-
ically, our results show that RobinHood reduces average flow
completion time by up to 22% over ECMP, and by up to 7%
over DIBS and Vertigo under high-load conditions.
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