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Secrecy Energy Efficiency Maximization in
RIS-Aided Networks: Active or Nearly-Passive RIS?
Robert Kuku Fotock, Student Member, IEEE, Agbotiname Lucky Imoize, Senior Member, IEEE, Alessio Zappone,

Fellow, IEEE, Marco Di Renzo, Fellow, IEEE, Roberto Garello, Senior Member, IEEE

Abstract—This work addresses the problem of secrecy energy
efficiency (SEE) maximization in RIS-aided wireless networks. The
use of active and nearly-passive RISs are compared and their
trade-off in terms of SEE is analyzed. Considering both perfect
and statistical channel state information, two SEE maximization
algorithms are developed to optimize the transmit powers of the
mobile users, the RIS reflection coefficients, and the base station
receive filters. Numerical results quantify the trade-off between
active and nearly-passive RISs in terms of SEE, with active RISs
yielding worse SEE values as the static power consumed by each
reflecting element increases.

Index Terms—RIS, secrecy energy efficiency, physical layer
security, resource allocation, perfect and statistical CSI.

I. INTRODUCTION

RECONFIGURABLE intelligent surfaces (RISs) have
emerged as key enablers of future 6G wireless networks

[2]–[6]. RISs have two major advantages over other available
technologies: (1) they require simpler hardware, which allows
the use of a large number of electromagnetic elements, in
turn leading to higher rates; (2) they require a lower energy
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expenditure, fully operating in the analog domain and being, at
least in their first version, nearly-passive devices. As a result,
RISs can provide unprecedented levels of energy efficiency
(EE), which is a major requirement of 6G wireless networks.
Indeed, EE already was a major requirement of 5G and is even
more relevant for future 6G networks, especially considering
that 5G networks did not achieve the 2000x EE increase that
was sought after [7]. In fact, while 5G technologies like massive
multiple-input multiple-output (MIMO) provide much higher
rate levels, it is argued in [8] that they also consume up to
three times more energy than legacy 4G technologies, mainly
due to the large size of digital antenna arrays. As a result, the
EE of 3rd Generation Partnership Project (3GPP) new radio
deployments is estimated to be approximately four times larger
than that of 3GPP long term evolution deployments.

On the other hand, RISs suffer from the so-called double
or multiplicative fading effect, i.e. the end-to-end channel from
the transmitter, through the RIS, to the receiver, is the product
of the channels of the transmitter-RIS and RIS-receiver links.
In order to compensate for this effect and obtain satisfactory
rate performance, the use of an exceedingly large number of
reflecting elements may be required [9]–[11], which is not
ideal as far as both energy consumption and computational
complexity are concerned. For this reason, the use of active
RISs has been proposed [12]. An active RIS consists of
reflectors characterized by active-load impedances, which can
reflect and amplify the incident signal impinging on the RIS.
Unlike traditional relays, the amplification occurs at the electro-
magnetic level and thus requires neither a radio frequency chain
nor any conversion between the digital and analog domains.
Active RISs can combat the multiplicative fading effect [13].
However, while active RISs can provide higher rates compared
to their nearly-passive counterparts, their performance in terms
of network EE is not clear, because the use of a power amplifier
is an additional source of power consumption that tends to
reduce the energy efficiency of the network. Moreover, active
RISs also amplify thermal noise due to the presence of power
amplifiers.

Together with the EE, another key performance requirement
of future 6G networks is the privacy of the data transfer
[14], [15]. Due to its inherent nature, the wireless channel is
prone to being overheard by other nodes of the network and
wiretapped by malicious users. Among the different techniques
for the security of wireless networks, physical layer security
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has the advantage of not requiring any dedicated cryptographic
algorithm, relying instead on information-theoretic security,
thus reducing complexity and communication delays. Physical
layer security can be used in conjunction with traditional cryp-
tography to provide an additional layer of security [16], and is
considered a promising way of providing secret communication
in 6G networks [17], [18], also in RIS-aided networks [19].
Some previous studies have analyzed the physical layer security
of RIS-aided wireless networks. The work [20] analyzes the
security challenges of RIS-based wireless networks. Critical
security threats to 6G networks due to unlawful use of RISs
are highlighted, and open research issues and viable prospects
of RISs in 6G were put forth. Similarly, the work [21] explores
the potential of RISs for physical layer security of wireless
networks. Several PLS concepts, performance metrics, and
applicability in advanced wireless networks are discussed. In
addition, the work provides a comprehensive and systematic
classification of RIS-aided wireless network topologies, includ-
ing various system and channel fading models. The study [22]
emphasizes the importance of communication security in the
6G ecosystem and highlights the role of RISs in achieving
physical-layer security, focusing on secrecy rate and secrecy
outage probability. Motivated by these considerations, this work
studies the problem of designing a wireless network aided by
a reconfigurable intelligent surface in order to maximize both
the energy efficiency and the security of the communication,
analyzing the trade-off between active and passive RISs. RIS
have been proposed to enhance motion detection techniques
[23].

A. Prior Works

EE and physical layer security can be considered together
through the notion of secrecy energy efficiency (SEE), defined
as the amount of bits that can be reliably and securely trans-
mitted per Joule of consumed energy [24]. In the context of
RIS-based communications, most previous works consider the
maximization of the system secrecy sum-rate (SSR), neglecting
the network performance in terms of SEE. In [25], for instance,
the authors present a non-orthogonal multiple access (NOMA)
network employing a simultaneous transmission and reception
(STAR) RIS. Additionally, the system secrecy outage proba-
bility is characterized, and the results compare favorably with
related studies. Similarly, a NOMA-based network aided by a
STAR-RIS is considered in [26]. Closed-form approximations
of the secrecy outage probability are derived and evaluated
using simulations. In [27], the secrecy outage and average rate
of an RIS-aided network are evaluated under the assumption
that the RIS is capable of applying discrete phase shifts.
Similarly, analytical expressions for the ergodic SSR of an RIS-
empowered wireless network with multiple eavesdroppers are
derived [28]. The work [29] considers a STAR-aided NOMA-
based network, maximizing the worst-case secrecy capacity of
the system. Furthermore, the ergodic secrecy capacity of an
RIS-aided wireless network is analyzed and approximated in
closed form, considering flying eavesdroppers [30]. In [31], the

secrecy outage probability of an RIS-aided network is analyzed.
In [32], the secrecy rate of an RIS-aided network powered
by wireless power transfer is optimized. In [33], the SSR of
an RIS-aided network with space-ground communications is
optimized. In [34], the SSR of a multi-user RIS-aided wireless
network is analyzed. In a similar fashion, the data interleav-
ing method is employed to achieve secret communications,
leveraging an RIS, in [35]. The SEE of RIS-based networks
is considered in fewer works. In [36], the optimization of
the SEE of an RIS-aided network is conducted using deep
reinforcement learning. The work [37] employs alternating
maximization and sequential programming to maximize the
SEE of a multi-user network. Similarly, the authors of [38]
employ a blend of sequential programming and alternating
optimization to optimize the minimum SEE of a multi-user
network. However, these last works also focus on nearly-passive
RISs without addressing the use of active RISs. In [39], it
is shown that RISs can be used to provide secrecy and user
authentication in visible light communication systems.

The study of active RISs is mostly confined to the reli-
ability of wireless communications, without considering the
secrecy aspect. Moreover, most available studies that consider
energy aspects in RIS-aided networks focus on minimizing
the network power consumption rather than considering the
more general problem of EE maximization. In [40], an active
omnidirectional RIS is used to improve the performance of
vehicular networks. The base station (BS) precoding matrix
and the RIS reflection coefficients are optimized to minimize
the BS transmit power, assuming imperfect channel knowledge.
In [41], the authors develop a novel sub-connected architecture
for active RISs, in which a single amplifier drives multiple
adjacent reflecting elements. Sum-rate maximization and power
consumption minimization are tackled by optimizing the RIS
reflection coefficients, and BS transmit powers. The tradeoff
between fully connected and sub-connected architectures for
active RISs is investigated in [42], with reference to a multiple-
antenna system. The maximization of the network EE is carried
out with respect to the RIS reflection coefficients and transmit
beamforming. In [43], the EE of a multi-user MISO system
aided by an active RIS is optimized with respect to the BS
beamforming and the RIS reflection coefficients. The problem
is tackled by means of the quadratic transform method for
fractional problems [44]. A recent study in [45] considers a
hybrid RIS with both nearly-passive and active elements and
aims at optimizing the number of passive and active elements
deployed to maximize the minimum among the ergodic energy
efficiencies of the mobile users, considering a single-antenna
BS. In [46], [47] the EE of a multi-user wireless network is
considered, and resource allocation algorithms are provided to
optimize the RIS reflection coefficients, the users transmit pow-
ers, and BS receive filters. In [48], the problem of minimizing
the transmit power subject to a minimum secrecy rate constraint
is tackled by optimizing the transmit beamforming and the RIS
reflection matrix in a single-user wire-tap channel. In this con-
text, it is shown that an active RIS can effectively combat the

This article has been accepted for publication in IEEE Transactions on Information Forensics and Security. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/TIFS.2025.3620227

© 2025 IEEE. All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies. Personal use is permitted,

but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



3

multiplicative fading effect while providing satisfactory security
and power consumption levels. In [49], satellite communication
in the presence of an eavesdropper is considered, in which an
active RIS with local reflection capabilities is used to boost
the received power. The minimum of the mobile users’ SEEs
is maximized with respect to the RIS reflection coefficients
and transmit beamforming by an alternating maximization
technique, assuming a bounded error model for the channel
between the RIS and the eavesdropper. The work [20] analyzes
the security challenges of RIS-based wireless networks. Critical
security threats to 6G networks due to unlawful use of RISs are
highlighted, and open research issues and viable prospects of
RISs in 6G were broached. Similarly, the work [21] explores
the potential of RISs for physical layer security of wireless
networks. Several PLS concepts, performance metrics, and
applicability in advanced wireless networks are discussed. In
addition, the work provides a comprehensive and systematic
classification of RIS-aided wireless network topologies, includ-
ing various system and channel fading models. The study [22]
emphasizes the importance of communication security in the
6G ecosystem and highlights the role of RISs in achieving
physical-layer security, focusing on secrecy rate and secrecy
outage probability.

B. Contributions

In order to fill the aforementioned gaps, this work considers
the uplink of a cellular network in which mobile users reach
the BS with the aid of an RIS, while securing the content of
the communication against the presence of a node that might
eavesdrop the communication. The work focuses on the analysis
and optimization of the system radio resources in order to
maximize the SEE. The following contributions are made:

‚ Two novel resource allocation algorithms are developed
to optimize the users’ transmit powers, the reflection
coefficients at the RIS, and the base station receive filters
for SEE maximization, thus addressing at the same time
the energy and security aspects of the wireless network.

‚ The optimization is carried out considering both scenarios
of perfect channel state information (CSI) of all wireless
channels and assuming only statistical knowledge of the
channel to the eavesdropper.

‚ The models used for the problem formulation assume an
active RIS, but they encompass the use of nearly-passive
RISs as a special case. This allows analyzing the trade-off
between active and nearly-passive RISs in terms of SEE.

‚ Unlike most previous studies, this work considers the use
of RISs with global reflection coefficients. These are a new
type of RISs that generalizes traditional RISs with local
reflection capabilities by enforcing the constraint on the
reflected power considering the whole surface instead of
each individual reflecting element [50].

The rest of this work is organized as follows. Section II defines
the system model and problem formulation, considering perfect
and statistical channel state information (CSI) for RISs with
global reflections. Section III presents the optimization with

perfect CSI. Similarly, Section IV covers the optimization with
statistical CSI. Section V provides the numerical analysis and
discussion of results. Finally, conclusions are given in Section
VI

C. Notation

CMˆN and RMˆN represent the spaces of MˆN complex
and real matrices, respectively. Scalars, column vectors, and
matrices are denoted by lowercase, boldface lowercase, and
boldface uppercase letters, e.g. x, x, X. |x| represents the
modulus of a scalar x, while }x} denotes the Euclidean norm
of a column vector x. p¨q˚, p¨qT , p¨qH indicate the conjugate,
transpose, and Hermitian operations, respectively. diagp¨q de-
notes a diagonal matrix. trpSq and S´1 denote the trace and
inverse of a square matrix. S ľ 0 indicates that S is positive
semi-definite. IM denotes an identity matrix of size M ˆ M .
Statistical expectations are denoted by Ep¨q. For complex num-
bers, the real and imaginary parts are denoted as ℜt¨u and ℑt¨u,
respectively. The distribution of a circularly symmetric complex
Gaussian (CSCG) random variable x with a mean of µ and a
variance of σ2 is represented as x „ CN pµ, σ2q.

II. SYSTEM MODEL AND PROBLEM FORMULATION

A. System model

We consider a network consisting of K single-antenna
transmitters, which communicate with their intended receiver,
equipped with NB antennas, through an active RIS, equipped
with N reflecting elements. In the same area, we assume the
presence of a single-antenna eavesdropper, which also receives
the signal reflected by the RIS. The eavesdropper can be
another mobile node of the network that is present in the area
and inevitably overhears the communication or a malicious
eavesdropper. The considered scenario is depicted in Fig. 1.

Fig. 1. RIS-aided wireless network scenario

Let us denote by pk the k-th user’s transmit power, by γ “

pγ1, . . . , γN q the N ˆ 1 vector containing the RIS reflection
coefficients, by hk the N ˆ 1 channel between the k-th user
and the RIS, by GB the NB ˆN channel from the RIS to the
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legitimate receiver, and by g the N ˆ 1 channel from the RIS
to the eavesdropper. In this setup, the SINR enjoyed by user k
at the intended and eavesdropping receivers can be written as

SINRk,B “
pk

ˇ

ˇcHk Akγ
ˇ

ˇ

2

cHk Wck `
ř

m‰k pm
ˇ

ˇcHk Amγ
ˇ

ˇ

2 (1)

SINRk,E “
pk

ˇ

ˇgHHkγ
ˇ

ˇ

2

σ2
E ` σ2

RISg
HΓΓHg `

ř

m‰k pm |gHHmγ|
2 ,

(2)

where Ak “ GBHk, with Hk “ diagphkq, while ck is the
linear receive filter applied by the intended receiver to decode
the data from user k. Moreover,

W “ σ2
BINB

` σ2
RISGBΓΓ

HGH
B , (3)

is the overall covariance matrix at the intended receiver,
wherein Γ “ diag pγq and σ2

RIS the noise variance introduced
at the active RIS. In this context, the system SSR is expressed
as 1

SSR “

K
ÿ

k“1

log2 p1 ` SINRk,Bq ´ log2 p1 ` SINRk,Eq . (4)

In the following, we develop a model for both active and nearly-
passive RISs. The difference between the two is that the former
are equipped with an analog amplifier which can increase the
radio-frequency power of the input signal, while the latter do
not have any amplification capability and require only the static
power that is needed to operate the reconfiguration circuits.
Moreover, we consider RISs with global reflection capabilities.
These generalize RISs with local reflection capabilities, in
which the reflection constraints are applied separately to each
reflector, i.e. |γpnq|2 ď 1 for all n “ 1, . . . , N for nearly-
passive RISs and |γpnq|2 ď Pr,max for all n “ 1, . . . , N
for active RISs with Pr,max the maximum radio-frequency
power that can be provided by the power amplifier. In an RIS
with global reflection capabilities, a single reflection constraint
applies to all of the coefficients tγpnquNn“1. If the RIS is
nearly-passive, the constraint must ensure that Pout ď Pin,
i.e. the total radio-frequency power reflected by the whole RIS
must be not larger than the total radio-frequency power that
impinges on the RIS. If instead the RIS is active, the global
reflection constraint is Pout ď Pin ` Pr,max, which ensures
that the output power must not be larger than the total input
power plus the maximum radio-frequency power that can be
provided by the RIS amplifier Pr,max. In the following, we will
consider explicitly the case of active RIS with global reflection
constraints, which subsumes the nearly-passive scenario as a
special case, as will be discussed in Remark 1. To elaborate,
the radio-frequency power consumed by the active RIS is given
by the difference between the output and input power, which

1We assume that the channel and propagation condition are such that feasible
system operating points exist at which each user experiences a non-negative
secrecy rate. Otherwise, the scenario would not be of practical interest from a
physical layer security perspective.

can be computed as [51]

Pout ´ Pin “ tr

˜

K
ÿ

k“1

pkΓhkh
H
k ΓH ` σ2

RISΓΓ
H

¸

(5)

´

K
ÿ

k“1

pk }hk}
2

´ σ2
RISN “ tr

``

γγH ´ IN
˘

R
˘

wherein R “
řK

k“1 pkH
H
k Hk ` σ2

RISIN . Thus, the total
power consumption of the system is given by

Ptot “ tr
``

γγH ´ IN
˘

R
˘

`

K
ÿ

k“1

pk ` Pc , (6)

wherein Pc “ NPc,n `P0,RIS `P0, with Pc,n the static power
consumption of the n-th RIS element, P0,RIS is the rest of the
static power consumed by the RIS and P0 accounts for the static
power consumption of the transmitters and legitimate receiver.

Remark 1: The power consumption in (6) has been developed
for an active RIS, but it specializes to the case of a nearly-
passive RIS by simply removing the term Pout ´ Pin. Indeed,
for nearly-passive RISs, Pout ď Pin and, thus, the difference
Pout ´ Pin does not appear in the power consumption Ptot.
Moreover, the terms Pc,n and P0,RIS will have a lower numer-
ical value than in the case of an active RIS because nearly-
passive RISs require simpler hardware.

Thus, the SEE is given by the ratio between the SSR and
the network power consumption, namely

SEE “
log2 p1 ` SINRBq ´ log2 p1 ` SINREq

tr ppγγH ´ IN qRq `
řK

k“1 µkpk ` Pc

, (7)

B. Problem formulation

The rest of this work is concerned with maximizing the SEE
of the considered system, which will be performed considering
both the case in which the channel to the eavesdropper is
perfectly known at the legitimate transmitter, and the case
in which the legitimate transmitter does not perfectly know
the channel to the eavesdropper. These two assumptions are
described below.

1) Perfect CSI: we assume that all wireless channels are
estimated with negligible error at the legitimate receiver. As for
the channels between the RIS and the transmitters/legitimate
receivers, perfect CSI can be obtained by standard pilot-
based or blind channel estimation methods. As for the channel
between the RIS and the eavesdropper, the assumption of
perfect CSI applies to a scenario in which the eavesdropper
is not a malicious, hidden node but rather a terminal whose
presence in the coverage area is allowed. For example, this
situation arises for a node at the cell-edge that is served by a
neighboring BS. In this situation, this node inevitably receives
the signal intended for the legitimate receiver and thus could
decode the information sent by the transmitters, which should
be avoided for privacy reasons. Thus, the node served by a
different base station should be considered an eavesdropper,
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and so a confidentiality problems arises. In this context, the
SEE maximization problem can be formulated as

max
γ,p,C

SEEpγ,p,Cq (8a)

s.t. tr pRq ď trpRγγHq ď PR,max ` tr pRq (8b)
0 ď pk ď Pmax,k @ k “ 1, . . . ,K , (8c)

with C “ rc1, . . . , cKs.2

2) Statistical CSI: we assume that all wireless channels,
except the channel between the RIS and the eavesdropper, are
estimated with negligible error at the legitimate receiver. In-
stead, as for the channel between the RIS and the eavesdropper,
we assume that only statistical CSI is available. Specifically, we
follow a mean feedback model, assuming that the true channel
is given by

g “ pg ` δ , (9)

wherein pg is the mean value of g, which is estimated by the
legitimate receiver, but subject to the random error δ, for which
it is only known that δ „ CN p0, σ2

gIN q. This scenario applies
to a situation in which the eavesdropper is a hidden node
whose position is known up to some estimation error. As an
example, this scenario applies to an indoor setting in which
a possible eavesdropper might be located in a given room or
floor. Moreover, the parameter σ2

g controls the reliability of the
channel estimate pg. The limiting case σ2

g ąą }pg}2, models the
scenario in which g is completely unknown, while we fall back
to the perfect CSI case by setting σ2

g “ 0. If only statistical
CSI case is available, the SEE maximization problem can be
formulated as

max
γ,p,C

Eδ rSEEpγ,p,Cqs (10a)

s.t. tr pRq ď trpRγγHq ď PR,max ` tr pRq (10b)
0 ď pk ď Pmax,k @ k “ 1, . . . ,K , (10c)

wherein we have taken the average of the SEE with respect to
the random vector δ.3

Remark 2: The model developed in this section can be readily
extended to consider multi-cell networks, in which interference
is treated as noise. Indeed, in this case it suffices to include
the out-of-cell interference in the sum over the interfering user,
which formally does not change the mathematical expression of
either SINRB , SINRE , or Ptot. Therefore, the algorithms to be
developed in the rest of this document can also be generalized
to work in multi-cell setups.

III. OPTIMIZATION WITH PERFECT CSI

This section tackles Problem (8) by the popular alternating
maximization method, optimizing cyclically the RIS reflection
vector γ, the users’ transmit powers p, and the linear receive
filters C. These three subproblems will be treated separately.

2We observe that Problem (8) is always feasible, since setting |γn| “ 1 for
all n fulfills all constraints.

3Note that the constraints are not affected by the randomness of the channel
between the RIS and the eavesdropper.

A. Optimization of γ

The optimization with respect to the RIS vector γ is

max
γ

B

řK
k“1 log2 p1 ` SINRk,Bq ´ log2 p1 ` SINRk,Eq

tr pRγγHq ` Pc,eq

(11a)

s.t. tr pRq ď trpRγγHq ď PR,max ` tr pRq (11b)

wherein
Pc,eq “

ÿ

k

µkpk ` Pc ´ trpRq . (12)

The objective in (11a) is neither concave nor pseudo-concave
in γ. Moreover, the first inequality in (11b) is a non-convex
constraint. Thus, directly applying fractional programming is
not feasible [52]. To address this challenge, we employ the
sequential fractional programming method. As a first step, we
express the term cHk Wck in terms of the vector γ, instead of
the matrix Γ. To this end, we define

uk “ GHck , (13)
rUk “ diag

`

|u1|2, . . . , |uN |2
˘

. (14)

Hence, we obtain

cHk Wck “ σ2}ck}2 ` σ2
RISγ

H
rUkγ . (15)

Moreover, we also observe that gHΓΓHg “ }Gγ}2, wherein
G “ diagpg1, . . . , gN q, with gn the n-th component of the
vector g. Next, defining

xB “ pk
ˇ

ˇcHk Akγ
ˇ

ˇ

2
, xE “ pk|gHHkγ|2 (16)

yB “ σ2}ck}2 ` σ2
RIS} rU

1{2
k γ}2 `

ř

m‰k pm
ˇ

ˇcHk Amγ
ˇ

ˇ

2

(17)
yE “

ř

m‰k pm|gHHmγ|2 ` σ2
RIS}Gγ}2 . (18)

The k-th summand of the numerator of (11a) can be written as

RPCSI
s,k “ log2

ˆ

1 `
xB

yB

˙

´ log2

ˆ

1 `
xE

yE ` σ2
E

˙

“ log2

ˆ

1 `
xB

yB

˙

` log2

ˆ

1 `
yE
σ2
E

˙

` log2
`

σ2
E

˘

´ log2pσ2
E ` xE ` yEq. (19)

In order to lower-bound (19), we will leverage the following
lower-bounds

log2

ˆ

1 `
x

y

˙

ě log2

ˆ

1 `
x̄

ȳ

˙

`
x̄

ȳ

ˆ

2
?
x

?
x̄

´
x ` y

x̄ ` ȳ
´ 1

˙

(20)

log2pσ2
E ` x ` yq ď log2pσ2

E ` x̄ ` ȳq `
1

ln 2

x ` y ´ x̄ ´ ȳ

σ2
E ` x̄ ` ȳ

,

(21)

which hold for any x, y, x̄ and ȳ, and hold with equality
whenever x “ x̄ and y “ ȳ. Specifically, the first inequality
lower-bounds the first and second term in (19), while the
second inequality lower-bounds the last term, accounting for
the negative sign. To elaborate, for any feasible vector γ̄, let
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us define

x̄B “ pk
ˇ

ˇcHk Akγ̄
ˇ

ˇ

2
, x̄E “ pk|gHHkγ̄|2 (22)

ȳB “ σ2}ck}2 ` σ2
RIS} rU

1{2
k γ̄}2 `

ř

m‰k pm
ˇ

ˇcHk Amγ̄
ˇ

ˇ

2
(23)

ȳE “
ř

m‰k pm|gHHmγ̄|2 ` σ2
RIS}Gγ̄}2 , (24)

which yields the lower-bound

RPCSI
s,k pγq ě log2

ˆ

1 `
x̄B

ȳB

˙

` log2

ˆ

1 `
ȳE
σ2
E

˙

`
x̄B

ȳB

ˆ

2
?
xB

?
x̄B

´
xB ` yB
x̄B ` ȳB

´ 1

˙

`
ȳE
σ2
E

ˆ

2
?
yE

?
ȳE

´
yE ` σ2

E

ȳE ` σ2
E

´ 1

˙

` log2

ˆ

σ2
E

σ2
E ` x̄E ` ȳE

˙

´
xE ` yE ´ x̄E ´ ȳE

σ2
E ` x̄E ` ȳE

“ sRPCSI
s,k pγq. (25)

All terms in (25) that depend on γ are concave, except for
?
xB

and
?
yE , which can be shown to be convex in γ. Indeed,

?
xB “

?
pk

ˇ

ˇcHk Akγ
ˇ

ˇ, is convex in γ, while
?
yE can be

written as

?
yE “

g

f

f

eγH

˜

ÿ

m‰k

pmHH
mggHHm ` σ2

RISGGH

¸

γ

“

›

›

›

›

›

›

˜

ÿ

m‰k

pmHH
mggHHm ` σ2

RISGGH

¸1{2

γ

›

›

›

›

›

›

,

(26)

which is convex, too. Thus,
?
xB and

?
yE can be lower-

bounded by their first-order Taylor expansion around any point
γ̄ in their domain. To elaborate, let us define the two matrices

Mk,B “ AH
k ckc

H
k Ak , (27)

Mk,E “
ÿ

m‰k

pmHH
mggHHm ` σ2

RISGGH . (28)

Then,
?
xB can be lower-bounded by a linear function of γ̄ as

follows
?
xB “

?
pk

b

|cHk Akγ|2 “
?
pk

b

γHMk,Bγ

ě
?
pk

˜

b

γ̄HMk,Bγ̄ `
ℜpγ̄HMk,Bpγ ´ γ̄qq

a

γ̄HMk,Bγ̄

¸

“ rxBpγ̄q . (29)

Similarly,
?
yE can be lower-bounded by a linear function of

γ̄ as follows

?
yE “

b

}M
1{2
k,Eγ}2 “

b

γHMk,Eγ

ě

b

γ̄HMk,E γ̄ `
ℜpγ̄HMk,Epγ ´ γ̄qq

a

γ̄HMk,E γ̄

“ ryEpγ̄q . (30)

Then, plugging (29) and (30) into (25) yields

RPCSI
s,k pγq ě sRPCSI

s,k pγq ě log2

ˆ

1 `
x̄B

ȳB

˙

`
x̄B

ȳB

ˆ

2rxB
?
x̄B

´
xB ` yB
x̄B ` ȳB

´ 1

˙

` log2

ˆ

1 `
ȳE
σ2
E

˙

`
ȳE
σ2
E

ˆ

2ryE
?
ȳE

´
yE ` σ2

E

ȳE ` σ2
E

´ 1

˙

` log2

ˆ

σ2
E

σ2
E ` x̄E ` ȳE

˙

´
xE ` yE ´ x̄E ´ ȳE

σ2
E ` x̄E ` ȳE

“ rRPCSI
s,k pγq . (31)

Lastly, it remains to deal with the non-convexity of the left-
hand side of (11b). This can be accomplished by resorting again
to the sequential approximation framework. Specifically, since
tr
`

RγγH
˘

is convex in γ, its first-order Taylor expansion
around any point γ̄ provides a lower-bound:

tr
`

RγγH
˘

“ γRγH ě γ̄Rγ̄H ` 2ℜ
␣

γ̄HR pγ ´ γ̄q
(

(32)

Consequently, in each iteration of the sequential method, the
following problem must be solved:

max
γ

řK
k“1

rRs,k

tr pRγγHq ` P (a)
c,eq

(33a)

s.t. γRγH ď PR,max ` tr pRq (33b)

γ̄Rγ̄H ` 2ℜ
␣

γ̄HR pγ ´ γ̄q
(

ě tr pRq (33c)

The objective in (33) has a concave numerator and a convex
denominator. Thus, (33) is a pseudo-concave maximization
with convex constraints, which can be solved by fractional
programming. The procedure for RIS optimization is stated in
Algorithm 1.

Algorithm 1 RIS optimization - Perfect CSI

ϵ ą 0, γ̄ any feasible vector;
repeat
Solve (33) and let γ‹ be the solution;
T “ |SEEpγ‹q ´ SEEpγ̄q|;
γ̄ “ γ‹;

until T ă ϵ

Proposition 1: Algorithm 1 monotonically improves the value
of the objective of Problem (11) and converges to a point
fulfilling the Karush-Kuhn-Tucker (KKT) optimality conditions
of (11).

Proof: The proof follows upon noticing that Algorithm 1
fulfills all assumptions of the sequential fractional programming
framework [53]. Indeed, (33a) is a lower-bound of the original
objective in (11a), which is tight at γ̄. Similarly, the left-hand-
side of (33c) is a lower-bound of the left-hand-side in the first
inequality of (11b), and the bound is tight at γ̄. Finally, it can
be easily verified that the first-order derivative of (33a) and of
the left-hand-side of (33c) are equal, when evaluated at γ̄, to
the first-order derivatives of (11a) and of the left-hand-side in
the first inequality of (11b), respectively.
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B. Optimization of p

Let us define, for all m and k

a
pBq

k,m “ |cHk Amγ|2 , (34)

d
pBq

k “ cHk Wck , (35)

a
pEq

k “ |gHHkγ|2 , (36)

dpEq “ σ2
E ` σ2

RISg
HΓΓHg , (37)

µk “ 1 ` tr
`

pγγH ´ IN qHH
k Hk

˘

, (38)

Pc,eq “ σ2
RIS

`

}γ}2 ´ N
˘

` Pc . (39)

Thus, the power optimization problem can be formulated as:

max
p

řK
k“1 log2

˜

1 `
pka

pBq

k,k

d
pBq

k `
ř

m‰k pma
pBq

k,m

¸

řK
k“1 µkpk ` Pc,eq

´

řK
k“1 log2

˜

1 `
pka

pEq

k

dpEq `
ř

m‰k pma
pEq
m

¸

řK
k“1 µkpk ` Pc,eq

(40a)

s.t. 0 ď pk ď Pmax,k ,@ k “ 1, . . . ,K. (40b)

The objective (40a) is neither concave nor pseudo-concave due
to the non-concavity of its numerator. As a result, fractional
programming approaches can not solve Problem (40a) with af-
fordable complexity. For this reason, we employ the sequential
fractional programming method [52], which can find a first-
order optimal solution of (40a) with polynomial complexity.
The method requires a pseudo-concave lower-bound of (40a),
which would allow the use of fractional programming tools. To
this end, we rewrite the SEE as follows

SEEppq “ g1,Bppq ´ g2,Bppq ´ g1,Eppq ` g2,Eppq

“ g1,Bppq ` g2,Eppq ´ g2,Bppq ´ g1,Eppq (41)

wherein we define

g1,Bppq “

řK
k“1 log2

´

d
pBq

k `
řK

k“1 pka
pBq

k,k

¯

řK
k“1 µkpk ` Pc,eq

g2,Bppq “

řK
k“1 log2

´

d
pBq

k `
ř

m‰k pma
pBq

k,m

¯

řK
k“1 µkpk ` Pc,eq

g1,Eppq “

řK
k“1 log2

´

dpEq `
řK

k“1 pka
pEq

k

¯

řK
k“1 µkpk ` Pc,eq

g2,Eppq “

řK
k“1 log2

´

dpEq `
ř

m‰k pma
pEq
m

¯

řK
k“1 µkpk ` Pc,eq

.

Then, define f1,ippq and f2,ippq as the numerators of g1,ippq

and g2,ippq, with i “ B,E. Notably, while f1,Bppq and
f2,Eppq are concave in p, ´f2,Bppq and ´f1,Eppq render the
numerator of the SEE non-concave. Nevertheless, we can derive
a pseudo-concave lower-bound for SEEppq, denoted as ĄSEEppq,
by replacing f2,Bppq and f1,Eppq with their first-order Taylor

expansion around any feasible point p̄. Thus, (41) becomes

SEEppq ě g1,Bppq ` g2,Eppq ´ g2,Bpp̄q ´ g1,Epp̄q

´
p∇f2,Bppqq

T
pp ´ p̄q

řK
k“1 µkpk ` Pc,eq

´
p∇f1,Eppqq

T
pp ´ p̄q

řK
k“1 µkpk ` Pc,eq

“ ĄSEEppq

(42)

wherein for all j “ 1, . . . ,K, it holds

Bf2,B
Bpj

“
ÿ

k‰j

a
pBq

k,j

d
pBq

k `
ř

m‰k pma
pBq

k,m

(43)

Bf1,E
Bpj

“

K
ÿ

k“1

a
pEq

k,j

dpEq `
řK

m“1 pma
pEq
m

(44)

Thus, a sequential fractional programming algorithm can be
devised to address (40), in which each iteration solves the
problem

max
p

ĄSEEppq (45a)

s.t. 0 ď pk ď Pmax,k ,@ k “ 1, . . . ,K. (45b)

Problem (45) is a pseudo-concave fractional program whose
objective has a concave numerator and a convex denominator.
Thus, it can be globally and efficiently solved by standard
fractional programming techniques [52].

Algorithm 2 Power optimization - Perfect CSI

ϵ ą 0, p̄ any feasible vector;
repeat
Solve (45) and let p‹ be the solution;
T “ |SEEpp‹q ´ SEEpp̄q|;
p̄ “ p‹;

until T ă ϵ

Proposition 2: Algorithm 2 monotonically improves the value
of the objective of Problem (40) and converges to a point
fulfilling the KKT optimality conditions of (40).

Proof: The proof follows similarly as for Proposition 1.
Specifically, it is easy to see that Algorithm 2 fulfills all as-
sumptions of the sequential fractional programming framework
[53]. This directly implies the claim in Proposition 2.

C. Optimization of C
The optimization of the receive filters in C exclusively

influences the secrecy rate at the numerator of the SEE.
Furthermore, it can be independently decoupled across users,
since the filter used for a user will not impact the SINR enjoyed
by the other users. This simplifies the maximization process,
since each user’s secrecy rate can be maximized independently.
This yields the well-established solution of linear minimum
mean squared error (MMSE) receiver, which, for the considered
case, is given by

ck “
?
pk

˜

ÿ

m‰k

pmAmγγHAH
m ` W

¸´1

Akγ . (46)
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D. Overall Algorithm, Convergence, Complexity, and practical
implementation

The overall alternating maximization algorithm can be
stated as in Algorithm 3, which is guaranteed to converge, as
shown in the coming Proposition 3.

Algorithm 3 Overall resource allocation - Perfect CSI

Set ϵ ą 0, initialize p̃, γ̃ to feasible values
Compute ck “

?
p
k
M´1

k Ak for all k;
repeat
Compute SEEin “ SEEpp̃, γ̃,Cq;
Given p̃ run Algorithm 1;
Let γ̃ be the optimized RIS vector;
Given γ̃ run Algorithm 2;
Let p̃ be the optimized power vector;
Compute ck “

?
p
k
M´1

k Ak for all k; Compute
SEEout “ SEEpp̃, γ̃,Cq

until |SEEout ´ SEEin| ă ϵ

Proposition 3: Algorithm 3 monotonically increases the SEE
value and converges in the value of the objective.

Proof: Based on Propositions 1 and 2, we can infer
that Algorithm 3 monotonically increases the SEE function in
each step. Thus, since the SEE function has a finite maximizer,
Algorithm 3 eventually converges in the value of the objective.

Remark 3: Algorithm 3 can be specialized to maximize the
SSR of the system. Indeed, the SSR coincides with the numerator
of (8a), and, thus, it can be maximized by employing Algorithm
3 on a special instance of Problem (8), in which the denomi-
nator of (8a) is replaced by 1.

Computational Complexity: Neglecting the complexity
due to the computation of the closed-form receive filters in C,
the complexity of Algorithm 3 can be obtained by recalling that
a pseudo-concave maximization with n variables can be restated
as a concave maximization with n`1 variables [52]. Thus, the
complexity of a pseudo-concave maximization problem with
n variables is polynomial in n ` 1. As a result, RIS and
power optimization have complexity pN ` 1q

α and pK ` 1q
β ,

respectively 4. Thus, the complexity of Algorithm 3

C1 “ O
´

I1

´

Iγ,1 pN ` 1q
α

` Ip,1 pK ` 1q
β
¯¯

(47)

with Iγ,1, Ip,1 and I1 the number of iteration that are required
for Algorithms 1, 2 and 3 to reach convergence, respectively.

Practical implementation: Algorithm 3 is meant to be
implemented centrally by the BS, which then sends the config-
uration signal to the RIS and the transmit powers to be used to
the mobile users’. The former requires the transmission of an

4The exponents α and β are not known, but for generic convex problems
they can be bounded between 1 and 4 [54]

amount of control information that scales with the number N
of RIS elements, while the latter requires the use of a control
channel to transmit the K power values. In addition, before
Algorithm 3 can be run, the BS needs to acquire the propagation
channels. As for the channels that involve the legitimate nodes,
they can be estimated by standard techniques for RIS-aided
systems. Specifically, blind or pilot-based techniques can be
used to estimate the product channels Ak for all k “ 1, . . . ,K
(see for example [55], [56]), and the channel GB , which is a
static channel since both RIS and BS are fixed nodes. From
Ak and GB , the diagonal channel matrix Hk can be obtained
since Ak “ GBHk. As for the channel g from the RIS to
the eavesdropper, we recall that in the perfect CSI scenario,
the eavesdropper is assumed to be a legitimate node, which,
however, must not be allowed to decode the information signal.
Thus, the channel g can also be estimated by standard methods.
The overhead related to channel estimation depends heavily on
the channel estimation routine that is used, but in general it
will be proportional to the number of channel coefficients that
must be estimated, thus scaling with NNBK.

IV. OPTIMIZATION WITH STATISTICAL CSI

Let us now turn our attention to the scenario in which
perfect CSI is not available at the transmitter. Thus, the problem
to tackle is Problem (10), and it is necessary to evaluate the
statistical expectation in the numerator of (10a). Unfortunately,
a closed-form expression of the term Eδ rlog2p1 ` SINRk,Eqs

is not available. Thus, to simplify the problem, we approximate
the objective by taking the expectation inside the logarithm,
which yields

Eδ rlog2p1 ` SINRk,Eqs (48)

“ Eδ

«

log2

˜

σ2
E ` σ2

RISg
H
E ΓΓHgE `

K
ÿ

m“1

pm
ˇ

ˇgH
EHmγ

ˇ

ˇ

2

¸ff

´ Eδ

«

log2

˜

σ2
E ` σ2

RISg
H
E ΓΓHgE `

ÿ

m‰k

pm
ˇ

ˇgH
EHmγ

ˇ

ˇ

2

¸ff

« log2

˜

σ2
E ` Eδ

«

σ2
RISg

H
E ΓΓHgE `

K
ÿ

m“1

pm
ˇ

ˇgH
EHmγ

ˇ

ˇ

2

ff¸

´ log2

˜

σ2
E`Eδ

«

σ2
RISg

H
E ΓΓHgE `

ÿ

m‰k

pm
ˇ

ˇgH
EHmγ

ˇ

ˇ

2

ff¸

Since gE “ pgE ` δ, elaborating, we obtain, for all m “

1, . . . ,K

E∆

”

ˇ

ˇgH
EHmγ

ˇ

ˇ

2
ı

“ pgH
EHmγγHHH

m pgE ` σ2
g}Hmγ}2

“ γHHH
m

`

pgEpg
H
E ` σ2

gIN
˘

Hmγ “ }R
1{2
E Hmγ}2 (49)

E∆

“

gH
E ΓΓHgE

‰

“ γH
`

pgEpg
H
E ` σ2

gIN
˘

γ “ }R
1{2
E γ}2,

(50)

wherein RE “ pgEpg
H
E ` σ2

gIN . Then, (48) becomes

Eδ rlog2p1 ` SINRk,Eqs « log2

´

1 ` ĆSINRk,E

¯

, (51)
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with ĆSINRk,E given by

ĆSINRk,E “
pk}R

1{2
E Hkγ}2

ř

m‰k pm}R
1{2
E Hmγ}2 ` σ2

RIS}R
1{2
E γ}2 ` σ2

E
(52)

Thus, (10a) can be approximated as

ĄSEE “

řK
k“1 log2p1 ` SINRk,Bq ´ log2p1 ` ĆSINRk,Eq

tr ppγγH ´ IN qRq `
řK

k“1 pk ` Pc

(53)

and Problem (10) can be restated as

max
γ,p,C

ĄSEEpγ,p,Cq (54a)

s.t. tr pRq ď trpRγγHq ď PR,max ` tr pRq (54b)
0 ď pk ď Pmax,k @ k “ 1, . . . ,K , (54c)

Problem (54) will be tackled again by alternating optimization
of γ, p, and C.

A. RIS optimization
With respect to the RIS vector γ, the problem is:

max
γ

řK
k“1 log2 p1 ` SINRk,Bq´log2

´

1 ` ĆSINRk,E

¯

tr pRγγHq ` Pc,eq
(55a)

s.t. tr pRq ď trpRγγHq ď PR,max ` tr pRq (55b)

wherein Pc,eq “
ř

k µkpk `Pc ´ trpRq. Problem (55) presents
similar difficulties as in the perfect CSI scenario, with (55a)
being not pseudo-concave and (55b) being a non-convex con-
straint. These issues can be overcome by resorting to the se-
quential fractional programming method again, adopting similar
lower bounds as in the perfect CSI scenario. To elaborate, let
us recall that cHk Wck “ σ2}ck}2 ` σ2

RIS} rU
1{2
k γ}2, and the

definitions of xB , yB , x̄B and ȳB in (16), (17), (22), and (23).
Next, we redefine the quantities xE , yE , x̄E , ȳE as

xE “ pk}R
1{2
E Hkγ}2 , x̄E “ pk}R

1{2
E Hkγ̄}2 (56)

yE “
ř

m‰k pm}R
1{2
E Hmγ}2 ` σ2

RIS}R
1{2
E γ}2 (57)

ȳE “
ř

m‰k pm}R
1{2
E Hmγ̄}2 ` σ2

RIS}R
1{2
E γ̄}2 . (58)

Thus, for all k “ 1, . . . ,K, the k-th summand at the numerator
of (55a) can be written as in (19), which, applying the bounds
in (20) and (21), can be lower-bounded, for any γ̄, as

RSCSI
s,k pγq ě log2

ˆ

1 `
x̄B

ȳB

˙

` log2

ˆ

1 `
ȳE
σ2
E

˙

`
x̄B

ȳB

ˆ

2
?
xB

?
x̄B

´
xB ` yB
x̄B ` ȳB

´ 1

˙

`
ȳE
σ2
E

ˆ

2
?
yE

?
ȳE

´
yE ` σ2

E

ȳE ` σ2
E

´ 1

˙

` log2

ˆ

σ2
E

σ2
E ` x̄E ` ȳE

˙

´
xE ` yE ´ x̄E ´ ȳE

σ2
E ` x̄E ` ȳE

“ R̄SCSI
s,k pγq (59)

All terms in (59) that depend on γ are concave, except for
?
xB

and
?
yE . However, as in the perfect CSI scenario, both

?
xB

and
?
yE are convex and thus can be lower-bounded by their

first-order Taylor expansion around γ̄. Specifically,
?
xB ě rxB ,

with rxB given by (29), while, as for
?
yE , it can be written as

?
yE “

g

f

f

eγH

˜

ÿ

m‰k

pmHH
mREHm ` σ2

RISRE

¸

γ

“

›

›

›

›

›

›

˜

ÿ

m‰k

pmHH
mREHm ` σ2

RISRE

¸1{2

γ

›

›

›

›

›

›

, (60)

thus showing its convexity. Therefore, as in the perfect CSI
scenario, it holds

?
yE ě rxE formally given by (30), but with

the matrix Mk,E redefined as

Mk,E “

˜

ÿ

m‰k

pmHH
mREHm ` σ2

RISRE

¸

. (61)

Thus, each summand in the numerator of (55a) can be lower-
bounded by

RSCSI
s,k pγq ě sRSCSI

s,k pγq ě log2

ˆ

1 `
x̄B

ȳB

˙

`
x̄B

ȳB

ˆ

2rxB
?
x̄B

´
xB ` yB
x̄B ` ȳB

´ 1

˙

` log2

ˆ

1 `
ȳE
σ2
E

˙

`
ȳE
σ2
E

ˆ

2ryE
?
ȳE

´
yE ` σ2

E

ȳE ` σ2
E

´ 1

˙

` log2

ˆ

σ2
E

σ2
E ` x̄E ` ȳE

˙

´
xE ` yE ´ x̄E ´ ȳE

σ2
E ` x̄E ` ȳE

“ rRSCSI
s,k pγq , (62)

with the quantities xE , yE , x̄E , ȳE , Mk,E redefined as in this
section. Finally, as for the left-hand side of (55b), it can be dealt
with as in the perfect CSI scenario, which leads to the same
expression as in (32). Then, in each iteration of the sequential
method, the following problem must be globally solved:

max
γ

řK
k“1

rRSCSI
s,k

tr pRγγHq ` Pc,eq
(63a)

s.t. γRγH ď PR,max ` tr pRq (63b)

γ̄Rγ̄H ` 2ℜ
␣

γ̄HR pγ ´ γ̄q
(

ě tr pRq , (63c)

which can be efficiently accomplished by fractional program-
ming techniques. The resulting procedure is given in Algo-
rithm 4.

Algorithm 4 RIS optimization - Statistical CSI

ϵ ą 0, γ̄ any feasible vector;
repeat
Solve (63) and let γ‹ be the solution;
T “ |ĄSEEpγ‹q ´ ĄSEEpγ̄q|;
γ̄ “ γ‹;

until T ă ϵ

Proposition 4: Algorithm 4 monotonically improves the value
of the objective of Problem (55) and converges to a KKT point
of (55).
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max
tpkPr0,Pmax,ksuKk“1

řK
k“1 log2

˜

1 `
pka

pBq

k,k

d
pBq

k `
ř

m‰k pma
pBq

k,m

¸

´ log2

ˆ

1 `
pkbk

q `
ř

m‰k pmbm

˙

řK
k“1 µkpk ` Pc,eq

(64)

Proof: The proof follows along the same line of reason-
ing as in the perfect CSI scenario, since all assumptions of the
sequential optimization framework are fulfilled.

B. Transmit power optimization

Let us define bk “ }R
1{2
E Hkγ}2, for all k “ 1, . . . ,K,

and q “ σ2
RIS}R

1{2
E γ}2 ` σ2

E . Then, recalling the definitions
of apBq

k,m, dpBq, µk, and Pc,eq given in Section III-B, the power
optimization problem can be formulated as in (64), shown at
the top of the next page. Problem (64) can be addressed again
by sequential fractional programming, observing that the SSR
at the numerator of (64) can be written as the difference of two
concave functions of p as

Rsppq“

K
ÿ

k“1

log

˜

d
pBq

k `

K
ÿ

m“1

pma
pBq

k,m

¸

` log

˜

q `
ÿ

m‰k

pmbm

¸

loooooooooooooooooooooooooooooooooomoooooooooooooooooooooooooooooooooon

g1ppq

´

K
ÿ

k“1

log

˜

d
pBq

k `
ÿ

m‰k

pma
pBq

k,m

¸

´ log

˜

q `

K
ÿ

m“1

pmbm

¸

loooooooooooooooooooooooooooooooooomoooooooooooooooooooooooooooooooooon

g2ppq

(65)

Then a concave lower-bound of Rsppq can be obtained by
linearizing g2ppq around any feasible point p̄, which yields the
bound Rsppq ě g1ppq´g2pp̄q´∇g2pp̄qqT pp´p̄q “ rRsppq, and
thus, a surrogate problem that fits the assumptions of sequential
fractional programming is obtained as

max
tpkPr0,Pmax,ksuKk“1

rRsppq
řK

k“1 µk,eqpk ` Pc,eq

(66)

Problem (66) can be efficiently solved by standard fractional
programming methods, which leads to the power allocation
subroutine stated in Algorithm 5.

Algorithm 5 Power optimization - Statistical CSI

ϵ ą 0, p̄ any feasible vector;
repeat
Solve (66) and let p‹ be the solution;
T “ |ĄSEEpp‹q ´ ĄSEEpp̄q|;
p̄ “ p‹;

until T ă ϵ

Proposition 5: Algorithm 5 monotonically improves the value
of the objective of Problem (64) and converges to a point
fulfilling the KKT optimality conditions of (64).

C. Receive filter optimization

As in the perfect CSI scenario, the optimization of C
exclusively influences the legitimate rate at the numerator of
the SEE, and it can be decoupled across users, boiling down
again to individual LMMSE filtering.

D. Overall Algorithm, Convergence, Complexity, and Practical
Implementation

The overall maximization algorithm in the statistical CSI
scenario is stated in Algorithm 6.

Algorithm 6 Overall resource allocation - Statistical CSI

Set ϵ ą 0, initialize p̃, γ̃ to feasible values
Compute ck “

?
p
k
M´1

k Ak for all k;
repeat
Compute ĄSEEin “ ĄSEEpp̃, γ̃,Cq;
Given p̃ run Algorithm 4 with output γ̃;
Given γ̃ run Algorithm 5 with output p̃;
Compute ck “

?
p
k
M´1

k Ak;
Compute ĄSEEout “ ĄSEEpp̃, γ̃,Cq;

until |ĄSEEout ´ ĄSEEin| ă ϵ

Proposition 6: Algorithm 6 monotonically increases the SEE
value and converges in the value of the objective.

Proof: Based on Propositions 4 and 5, we can infer that
Algorithm 6 increases ĄSEE in each step. Thus, since ĄSEE has
a finite maximizer, Algorithm 6 eventually converges in the
objective value.

Remark 4: Algorithm 6 can be specialized to maximize the
ergodic (with respect to the channel g) SSR of the system.
Indeed, the ergodic SSR coincides with the numerator of (10a),
and thus it can be maximized by employing Algorithm 6 on a
special instance of Problem (10), in which the denominator of
(10a) is replaced by 1.

Computational Complexity: Neglecting the complexity of
computing the closed-form receive filters in C, the complex-
ity of Algorithm 6 is obtained recalling that pseudo-concave
maximizations with n variables can be restated as concave
maximization with n ` 1 variables and thus their complexity
is polynomial in n ` 1 [52]. So, RIS and power optimization
have complexity pN ` 1q

α and pK ` 1q
β , respectively5, and,

thus, the complexity of Algorithm 6 is

C1 “ O
´

I1

´

Iγ,1 pN ` 1q
α

` Ip,1 pK ` 1q
β
¯¯

, (67)

5The exponents α and β are not known, but for generic convex problems
they can be bounded between 1 and 4 [54]
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with Iγ,1, Ip,1 and I1 the number of iteration for Algo-
rithms 4, 5, 6 to converge.

Practical implementation: Similarly to Algorithm 3, Al-
gorithm 6 is also meant to be implemented centrally by the
BS, and has similar control and channel estimation overhead
requirements. The only major difference is that it allows for the
possibility that a non-negligible error is made in the estimation
of the channel g between the RIS and the eavesdropper. This
scenario applies to situations in which the eavesdropper is a
hidden node, whose position is approximately known. However,
by letting σ2

g ąą }pg}2, this case also applies to scenarios
in which no information is available about the eavesdropper,
which dispenses with the need of obtaining an estimate of g.

V. NUMERICAL ANALYSIS

Let us consider the setup detailed in Section II, in which
K “ 4, NB “ 4, N “ 100, B “ 20MHz, P0 “ 20 dBm,
P0,RIS “ 30 dBm, Pc,n “ 0 dBm. The noise spectral density
is ´174 dBm/Hz with a noise figure of 5 dB, while the mobile
users are distributed within a cell of radius of 50m, with a
minimum distance of Rn “ 20m from the RIS and height from
the ground randomly selected in r1.5, 2.5s m. The legitimate
receiver is positioned 20m away from the RIS, while the
eavesdropper is placed randomly within a 30m radius from
the BS. Both the RIS and the BS are elevated at 10m, while
the eavesdropper has a random elevation in r1.5, 2.5s m. Thus,
in this setup, the eavesdropper is considered another mobile
node, which overhears the communication since it is in the
coverage area. The power decay exponent of the channels from
the mobile users to the RIS and from the eavesdropper to the
RIS is nh “ ng,E “ 4, while the power decay exponent of
the channel from the RIS to the BS is ng,B “ 2. All channels
undergo Rician fading, with factor Kt “ 4 for the channel
between the RIS and the legitimate receiver, and Kr “ 2
for the channels between the users and the eavesdropper to
the RIS. This setup is motivated by the consideration that the
RIS and BS are fixed and placed in favorable locations to
ensure good propagation conditions. Indeed, the eavesdropper
is either one of the network mobile nodes or, in any case, it
is assumed to be in a less favorable propagation condition
than the legitimate receiver. All results have been obtained
by averaging over 103 independent realizations of propagation
channels and users’ positions. For all illustrations regarding
the performance with statistical CSI, we measure the quality of
the channel estimation through the normalized error variance
NEV “ Er}δ}2s{Er}g}2s. Unless otherwise specified, we set
NEV “ 0 dB.

Fig. 2 shows the SEE versus Ptmax “ Pmax,1 “ . . . “

Pmax,K for the following resource allocation schemes:
(a) SEE in (7) for the resource allocation obtained by running

Algorithm 3 for SEE maximization.
(b) SEE in (7) for the resource allocation obtained by running

Algorithm 6 for SEE maximization. Specifically, in this
case, the SEE function in (7) is computed for the true re-
alizations of the channel g, but using the RIS coefficients,

transmit powers, and receive filters output by running
Algorithm 6 for SEE maximization. Thus, statistical CSI
is assumed at the design stage, but performance analysis
is done for the true channel realization of g.

(c) SEE in (7) for the resource allocation obtained by running
Algorithm 3 for SSR maximization 6.

(d) SEE in (7) for the resource allocation obtained by running
Algorithm 6 for SSR maximization 7. As for Scheme (b),
also in this case, the SEE function in (7) is computed for
the true realizations of g, but using the RIS coefficients,
transmit powers, and receive filters output by running
Algorithm 6 for ergodic SSR maximization.

(e) SEE in (7) obtained by a modified version of Algorithm 3
for SSE maximization, in which the RIS reflection vector
γ is optimized following the method from [57], i.e. by
alternating optimization of its components. For each n,
the modulus and phase of the component γn have been
optimized by exhaustive search.

(f) SEE in (7) obtained by a modified version of Algorithm 6
for SSE maximization, in which the RIS reflection vector
γ is optimized following the method from [57], i.e. by
alternating optimization of its components. For each n,
the modulus and phase of the component γn have been
optimized by exhaustive search.

(g) SEE in (7) obtained by allocating the phases of the RIS
coefficients randomly in r0, 2πs, and employing a uniform
allocation of the moduli of the RIS coefficients and the
transmit powers. Specifically, |γn|2 “ 1`PR,max{ tr pRq

for all n, and pk “ Ptmax{K for all k.

The results show that, as expected, the lack of perfect CSI
of the eavesdropper’s channel causes performance degradation
for all resource allocation schemes. However, the gap is not
severe, and confidential communications can be ensured with
SEE value higher than 10Mb/J even when statistical CSI is
assumed. Moreover, it is seen that the use of Schemes (a) and
(b) allows saving a significant amount of energy, especially
for high values of Ptmax, compared to Schemes (c) and (d)
that pursue the maximization of the SSR. Finally, all schemes
provide much higher SEE values than the heuristic Scheme (e)
that does not perform any optimization.

Fig. 3 considers the same resource allocation schemes as
in Fig. 2, with the difference that the SSR in (19) is shown
instead of the SEE. Similar considerations as for Fig. 2 can be
made. In particular, it can be seen that in the case of statistical
CSI, the SSR saturates for the considered range of Ptmax,
showing a limited gap between the maximization of the SSR
and the maximization of the SEE. Thus, when statistical CSI
is available, a very limited gap in terms of SSR is observed by
allocating the system resources for SEE maximization.

Figs. 4 and 5 compare the SEE in (7) achieved by using
active and nearly-passive RISs. Specifically, Fig. 4 considers the

6Recall that Algorithm 3 can be specialized to maximize the SSR, as
explained in Remark 3

7Recall that Algorithm 6 can be specialized to maximize the ergodic SSR,
as explained in Remark 4
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Fig. 2. Achieved SEE versus Ptmax for: (a) Algorithm 3 for
SEE maximization; (b) Algorithm 6 for SEE maximization;
(c) Algorithm 3 for SSR maximization; (d) Algorithm 6 for
SSR maximization; (e) SEE maximization by AO of RIS
coefficients and perfect CSI; (f) SEE maximization by AO
of RIS coefficients and statistical CSI; (g) random RIS and
uniform power allocation. K “ 4, NB “ 4, N “ 100,
nh “ ng,E “ 4, ng,B “ 2.

Fig. 3. Achieved SSR versus Ptmax for : (a) Algorithm 3 for
SSR maximization; (b) Algorithm 6 for SSR maximization;
(c) Algorithm 3 for SEE maximization; (d) Algorithm 6 for
SEE maximization; (e) SSR maximization by AO of RIS
coefficients and perfect CSI; (f) SSR maximization by AO
of RIS coefficients and statistical CSI; (g) random RIS and
uniform power allocation. K “ 4, NB “ 4, N “ 100,
nh “ ng,E “ 4, ng,B “ 2.

SEE obtained with perfect CSI by Algorithm 3, while Fig. 5
considers the SEE obtained with statistical CSI by Algorithm 6.
In both cases, it is assumed that the per-element static power
consumption of the nearly-passive RIS is P

ppq
c,n “ 0 dBm,

while the per-element power consumption of the active RIS
is assumed to vary from P

paq
c,n “ 0 dBm to P

paq
c,n “ 40 dBm,

due to the presence of the analog amplifiers. Moreover, the
rest of the RIS static power consumption is assumed to be
P

paq

0,RIS “ 20 dBm for the active RIS, and P
ppq

0,RIS “ 10 dBm

for the nearly-passive RIS, always owing to the presence of the
additional hardware for signal amplification in the active RIS.
The comparison is made for N “ 100 and N “ 200. In both
cases, as P

paq
c,n increases, the active RIS becomes less energy-

efficient than the nearly-passive one, with the crossing point
occurring for lower values of P paq

c,n when N is larger. Thus, as
expected, there exists a trade-off between active and nearly-
passive RIS as far as SEE is concerned, and thus, there exist
practical system configurations for which nearly-passive RISs
are to be preferred to achieve a higher SEE.
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Fig. 4. Achieved SEE by Algorithm 3 for active and nearly-
passive RIS versus static power consumption. K “ 4, NB “ 4,
N “ p100, 200q, Ptmax “ 30 dBm, P ppq

c,n “ 0 dBm, P paq

0,RIS “

20 dBm, and P
ppq

0,RIS “ 10 dBm.

0 5 10 15 20 25 30
Static Power Consumption per RIS element (dBm)

0.2

0.4

0.6

0.8

1.0

1.2

1.4

1.6

En
er
gy
 E
ff
ic
ie
nc
y 
(b
it
s/
J)

1e7

SEE maximization by Alg. 6 - Active. N = 100
SEE maximization by Alg. 6 - Active. N = 200
SEE maximization by Alg. 6 - Passive. N = 100
SEE maximization by Alg. 6 - Passive. N = 200

Fig. 5. Achieved SEE by Algorithm 6 for active and nealry-
passive RIS versus static power consumption. K “ 4, NB “ 4,
N “ p100, 200q, Ptmax “ 30 dBm, P ppq

c,n “ 0 dBm, P paq

0,RIS “

20 dBm, and P
ppq

0,RIS “ 10 dBm.

Fig. 6 shows the SEE by Algorithm 3 and Algorithm 6
versus the NEV. The cases with N “ 100 and N “ 200 are
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considered for both scenarios. While the SEE obtained with
perfect CSI does not depend on the NEV, the SEE obtained with
statistical CSI decreases as the NEV increases. However, the
gap remains negligible for NEV smaller than 0 dB. On the other
hand, for larger values of the NEV, the performance obtained
through Algorithm 6 deteriorates.
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Fig. 6. Achieved SEE versus NEV for: (a) Algorithm 3 with
N “ 100; (b) Algorithm 6 with N “ 100; (c) Algorithm 3 with
N “ 200; (d) Algorithm 6 with N “ 200. K “ 4, NB “ 4,
Ptmax “ 30 dBm, N “ 100, nh “ ng,E “ 4, ng,B “ 2.

A. Relaxation and Projection

In practice, RISs cannot provide any continuous value of
reflection coefficients. This can be addressed by quantizing the
phases and moduli of the coefficients output by Algorithm
3 and Algorithm 6. This approach is known as relaxation
and projection, because it solves the problem in the relaxed
continuous domain, and then projects the solution in the dis-
crete domain. The main advantage of this method is its low
complexity compared to other approaches that directly optimize
in the discrete domain. To elaborate on this, let us observe
that the quantization step can be performed separately for each
reflection coefficient and thus has a linear complexity in N .
Thus, recalling that the complexity of Algorithms 3 and 6
has been shown to be polynomial in N , the complexity of
the relaxation and projection method is polynomial in N , too.
Instead, optimizing directly in the discrete domain would have
an exponential complexity in the number of discrete variables
N .

In practice, for all n “ 1, . . . , N , the phase of γn is
quantized in r0, 2πs. Instead, as for the modulus of γn, iden-
tifying the quantization range is less straightforward due to
the constraint in (8b). Clearly, a simple approach would be to
bound |γn|2 P r0, trpRq`PR,maxs. However, this yields a too-
large range for |γn|, which leads to unsatisfactory performance.
For this reason, we have adopted the following approach. First,
we observe that Rmin}γ}2 ď trpRγγHq ď Rmax}γ}2, with

Rmax and Rmin the maximum and minimum values of the
diagonal elements of R. Then, exploiting (8b) yields

trpRq

Rmax
ď }γ}2 ď

trpRq ` PRmax

Rmin
, (68)

from which, making the approximation }γ}2 « N |γn|2, for all
n “ 1, . . . , N , we finally obtain that, for all n,

|γn| P

«

d

trpRq

RmaxN
,

d

trpRq ` PR,max

RminN

ff

, (69)

which defines the interval that has been used to quantize the
output of Algorithms 3 and 6.

Given this context, Figs. 7 and 8 address the performance
of the relaxation and projection method, as far as the SEE
is concerned. Specifically, Fig. 7 considers perfect CSI and
shows the SEE obtained by quantizing with 1, 2, 3, and 4
bits the output of Algorithm 3 for SEE maximization, while
Fig. 8 considers statistical CSI and shows the SEE obtained
by quantizing with 1, 2, 3, and 4 bits the output of Algorithm
6 for SEE maximization. The performance obtained without
quantization (i.e., employing the continuous output of the
algorithms) is also reported, which provides an upper-bound to
the performance of the relaxation and restriction method. The
results show that, with both perfect and statistical CSI, using 3
or more quantization bits leads to a negligible performance loss.
Instead, the use of 2 bits leads to a visible but still acceptable
loss, while using 1 bit causes a significant SEE degradation.
Moreover, it is seen that the gap is smaller in the statistical
CSI regime, which can be explained observing that perfect
allocation of the RIS coefficients is less relevant when perfect
CSI of the RIS channel to the eavesdropper is not available.
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Fig. 7. Achieved quantized SEE by Algorithm 3 (perfect
CSI) versus Ptmax for different values of quantization bits
(bit phase, bit amplitude). K “ 4, NB “ 4, N “ 100,
nh “ ng,E “ 4, ng,B “ 2.

Figs. 9 and 10 consider a similar scenario as Figs. 7 and
8, but report the performance in terms of SSR, for perfect and
statistical CSI, respectively. Similar considerations as for the
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Fig. 8. Achieved quantized SEE by Algorithm 6 (statistical
CSI) versus Ptmax for different values of quantization bits
(bit phase, bit amplitude). K “ 4, NB “ 4, N “ 100,
nh “ ng,E “ 4, ng,B “ 2.

SEE apply. In particular, using 3 or more quantization bits
causes a negligible performance loss. Instead, when 2 bits are
used, a visible, but acceptable gap emerges, while a significant
performance degradation is observed when 1 quantization bit
is used. Moreover, also in terms of SSR, the gap is larger in
the perfect CSI scenario. Indeed, in this case a visible gap is
observed also when 4 quantization bits are used. However, the
gap emerges only for Pt,max ě 40 dBm, which is a higher
power value than the typical transmit power values of mobile
nodes.
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Fig. 9. Achieved quantized SSR by Algorithm 3 (perfect
CSI) versus Ptmax for different values of quantization bits
(bit phase, bit amplitude). K “ 4, NB “ 4, N “ 100,
nh “ ng,E “ 4, ng,B “ 2.

Finally, Fig. 11 illustrates the performance of the proposed
schemes in terms of global energy efficiency (GEE) and sum-
rate (SR). Specifically, each plot point refers to a specific value
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Fig. 10. Achieved quantized SSR by Algorithm 6 (statistical
CSI) versus Ptmax for different values of quantization bits
(bit phase, bit amplitude). K “ 4, NB “ 4, N “ 100,
nh “ ng,E “ 4, ng,B “ 2.

of the maximum transmit power Ptmax, for which Algorithms
3 and 6 have been run, for both SEE and SSR maximization.
Then, the y-axis of Fig. 11 shows the GEE obtained when the
system resource are used to maximize the SEE, while the x-axis
shows the SR when the system resources are used to maximize
the SSR. It is seen that the SR is monotonically increasing,
as expected, since SSR maximization leads to using all of the
available power Ptmax. Thus, for increasing Ptmax, both the
SR and SSR will increase. Instead, it is seen that the GEE
saturates for a sufficiently large value of Ptmax. Indeed, both
the SEE and GEE are unimodal function in the transmit powers
and thus, once the value of Ptmax is large enough to attain the
peak of the SEE, the resource allocation does not change if
Ptmax is further increased, and thus both the SEE and GEE
saturate.

VI. CONCLUSION

This work has studied the problem of SEE maximization
in a RIS-aided wireless network. Two provably convergent and
low-complexity algorithms have been proposed to allocate the
RIS coefficients, users’ transmit powers, and receive filters,
with both perfect and statistical CSI and the use of both
active and nearly-passive RISs. The study has shown that:
(1) active RISs do not always yield higher SEE than nearly-
passive RISs due to the higher static power consumed by each
RIS element; (2) the lack of perfect CSI does not cause a
significant SEE degradation. A promising future line of work is
the use of RISs in the near field of network transceivers, also
considering electromagnetic compliant models [58] based on
the theory of anomalous reflection [59]. Another promising line
of investigation is the consideration of networks with multiple
antennas also at the receiver side.
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Fig. 11. Achieved GEE for SEE maximization and achieved
SR for SSR maximization, by Algorithm 3 (perfect CSI) and
Algorithm 6 (statistical CSI) and Ptmax “ r´20, 50s dBm.
K “ 4, NB “ 4, N “ 100, nh “ ng,E “ 4, ng,B “ 2.
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