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Covert Pilot Spoofing Attack via Active
Reconfigurable Intelligent Surface

Junshan Luo, Zhengfei Qu, Boxiang He, Shilian Wang, Giorgio Taricco, Fellow, IEEE,
and Chau Yuen, Fellow, IEEE

Abstract—The active reconfigurable intelligent surface (RIS)
offers a promising solution to overcome the double-fading at-
tenuation inherent in passive RIS-aided systems. However, this
capability can be exploited by adversaries to launch potent
pilot spoofing attack (PSA). In this paper, we propose a novel
active RIS-aided covert PSA scheme for time-division duplex
systems, where a passive eavesdropper manipulates the channel
state information (CSI) estimation at the legitimate transceiver
during the uplink stage and steers downlink data towards itself
during the downlink stage. Crucially, without requiring perfect
instantaneous CSI, a practical challenge for eavesdroppers,
we maximize the average eavesdropping signal-to-noise ratio
(SNR) by jointly designing the RIS reflection coefficients for
both stages. To ensure covertness, we integrate an anti-energy
ratio detection (ERD) mechanism that constrains the detection
probability below a predefined threshold. The resulting non-
convex optimization problem is solved via an efficient alternating
optimization algorithm combined with penalty methods, handling
the rank-1 constraints and statistical CSI uncertainties. Simula-
tions demonstrate that the proposed scheme achieves up to 26
dB SNR gain over passive RIS-aided PSA and reduces ERD
detection probability compared to traditional PSA. This work
reveals the dual-edged nature of the active RIS: while enhancing
security, it introduces new attack schemes demanding advanced
countermeasures.

Index Terms—Active reconfigurable intelligent surface, energy
ratio detection, pilot spoofing attack.

I. INTRODUCTION

The evolution from the first to the fifth generation mobile
networks has set the stage for sixth-generation (6G) systems,
slated for deployment by 2030. A cornerstone of 6G is
enhanced physical layer security (PLS), a critical advancement
given the escalating sophistication of wireless attacks [1],
[2]. While emerging technologies like massive multiple-input
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multiple-output (MIMO) beamforming and fluid antennas have
fortified conventional encryption, they simultaneously intro-
duce novel vulnerabilities that adversaries can exploit [3],
[4]. Understanding these attack schemes, particularly those
subverting core PLS mechanisms, is paramount for securing
next-generation networks.

PLS has emerged as a vital complement to cryptographic
protocols, eliminating key distribution overhead while provid-
ing information-theoretic safeguards [5]. Its efficacy in multi-
antenna systems, however, hinges critically on precise channel
state information (CSI) acquisition. In time-division duplex
(TDD) systems, CSI estimation typically leverages channel
reciprocity through reverse pilot training [6]. This dependency
creates a fundamental vulnerability: publicly known pilot
sequences enable adversaries to launch pilot spoofing attack
(PSA). By transmitting identical pilots during uplink training,
attackers distort CSI estimation at legitimate transceivers and
subsequently intercept confidential beams intended for legiti-
mate receivers.

PSA in the TDD systems was first introduced in [7].
Specifically, during the uplink training stage, as the legitimate
receiver transmits the pilots to the legitimate transmitter, an
eavesdropper concurrently transmits identical pilots to induce
inaccuracies in CSI estimation at the legitimate transceivers.
This manipulation subsequently leads to increased signal leak-
age to the eavesdropper during the downlink transmission
stage. Furthermore, prior studies [8]-[11] have extensively
demonstrated the susceptibility of TDD systems to PSA. For
instance, simulations in [8] revealed that the maximum achiev-
able secure degrees of freedom (DoF) diminishes to zero under
PSA. In [9], researchers proposed a coordinated PSA frame-
work, wherein multiple eavesdroppers collaboratively distort
the CSI estimation process, to maximize the eavesdropping
signal-to-noise ratio (SNR) in the downlink stage. The authors
of [10] extended this cooperative PSA approach to a multi-user
MIMO system, significantly reducing the achievable downlink
sum-rate of legitimate users. Additionally, results from [11]
indicated that the PSA can degrade the throughput of massive
MIMO systems by more than 50%.

To detect and counter PSA, numerous studies have
been developed, primarily categorized into two approaches:
randomness-based methods [12]-[14] and statistical feature-
based methods [15]. Specifically, in [12], an uncoordinated
frequency shift scheme was proposed, introducing multiple
random frequency offsets into pilot sequences. The work in
[13] designed a detection mechanism by leveraging phase
noise from non-ideal local oscillators. [14] developed a se-
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cure framework based on random channel training, wherein
legitimate users randomly select one orthogonal pilot sequence
from a predefined set. [15] proposed an energy ratio detec-
tion (ERD) method, which exploits disparities in received
signal power levels at legitimate transceivers. Among these
countermeasures, ERD has been proven particularly effective
against traditional PSA schemes. Its detection capability stems
from the fundamental reliance of TDD systems on channel
reciprocity.

Reconfigurable intelligent surface (RIS) is a promising
technique that allows flexible electromagnetic waves manip-
ulation, recognized by the world economic forum as one of
the top ten emerging technologies globally. RIS is a planar
array consisting of a massive number of low-cost reflecting
elements which can tune the reflection coefficient on the
incident signal independently [16]. This capability allows
targeted enhancement or suppression of reflected signals at
specific receivers [17], [18]. Crucially, RIS elements support
real-time reconfiguration, with state-switching times as low as
tens of microseconds [19], orders of magnitude faster than
typical channel coherence times, typically milliseconds.

The dual-faced nature of RIS introduces both security en-
hancements and vulnerabilities. On the one hand, RIS enables
advanced PLS techniques [20]-[23], leveraging dynamically
tuned reflection coefficients to protect legitimate transmissions
against eavesdropping. On the other hand, malicious communi-
cation parties exploit RIS to launch novel PSA in TDD systems
[24]-[27]. Specifically, RIS can execute these attacks with-
out prior knowledge of pilot sequences [24] by strategically
altering reflection coefficients across uplink/downlink stages.
Recent research demonstrates three threat paradigms. In [25],
the authors designed reflection coefficients using statistical
channel information to minimize secrecy rates, degrading
downlink security performance. The work in [26] minimized
legitimate data rates under attack detection probability con-
straints. Employing rapidly modulated coefficients to disrupt
both channel estimation at base stations (BS) and downlink
signal transmission, the user throughput was remarkably re-
duced [27].

Conventional RIS-aided PSA schemes predominantly em-
ploy passive reflecting elements. Nevertheless, passive RIS
faces fundamental limitations due to double-fading (or mul-
tiplicative fading) constraints [28]. The double-fading effect
refers to the signal attenuation experienced in passive RIS
systems due to the product of path losses on both transmitter-
RIS and RIS-receiver links [29]. This multiplicative fading
constraint significantly limits the effectiveness of passive RIS
in practical deployment scenarios [30]. These surfaces merely
reflect incident signals passively, necessitating substantial
numbers of reflecting elements and meticulous deployment
arrangements to achieve effective attacks [31]. Increasing
passive RIS elements enhances attack efficacy at the cost of
drastically increased computational complexity in associated
algorithms. Moreover, such RIS deployments exhibit optimal
effectiveness only when physically proximate to legitimate
transceivers [32], a condition often impractical in real-world
attack scenarios.

To overcome the limitations of passive RIS, active RIS

employ reflecting elements integrated with power amplifiers,
enabling simultaneous control of reflection phase and signal
amplification through an external power supply [33]. Recent
experimental studies confirm the technical feasibility of such
amplification levels, with active RIS prototypes demonstrating
gains exceeding 25 dB in [34] and array-level average gains up
to 34.1 dB in [30] in realistic deployment scenarios. This archi-
tecture delivers two critical advancements. Firstly, active RIS
strengthens signal strength and quality in challenging environ-
ments, e.g., weak-signal regions or long-distance transmissions
[35], substantially mitigating multiplicative fading constraints
inherent in passive designs. Secondly, by eliminating complex
radio frequency chains, active RIS achieves lightweight sig-
nal amplification [36], thereby reducing capital expenditure,
system complexity, and power consumption. Crucially, active
RIS elevates attack efficacy with minimal increase in reflecting
elements, providing malicious communication parties with a
resource-efficient attack vector.

The active RIS-aided PSA scheme possesses an inherent
advantage in circumventing conventional security measures.
By reflecting pilots transmitted between legitimate transceivers
without requiring explicit knowledge of pilot sequences, it
inherently neutralizes secure approaches based on dynamic pi-
lot alteration'. This capability arises because the randomness-
based countermeasures, including those relying on random
frequency shift, phase noise, or orthogonal pilots, are de-
signed under a critical assumption: they require the attacker
to first decipher the pilot’s explicit content. The RIS-based
attack inherently bypasses this prerequisite of deciphering and
replication, which is a fundamental step. However, the RIS-
aided PSA method suffers from detection vulnerability to ERD
mechanisms, where thermal noise generated by active RIS am-
plifiers must be incorporated into ERD models. Consequently,
ensuring attack efficacy while maintaining controllable detec-
tion probability becomes paramount.

To address this, we propose a novel covert PSA scheme
leveraging active RIS to systematically evade ERD. In our
scheme, we aim to enhance eavesdropping SNR by disrupt-
ing channel reciprocity while maintaining covertness. While
minimizing the legitimate receiver’s secrecy capacity is a
prevalent method for enhancing eavesdropping performance,
it may require reducing the legitimate achievable capacity.
Such capacity degradation inherently increases the risk of
exposing the PSA under ERD. Furthermore, jointly optimiz-
ing RIS coefficients for both uplink spoofing and downlink
eavesdropping under imperfect CSI would introduce complex
non-convex coupling in secrecy capacity formulations. The
proposed SNR metric enables tractable optimization via al-
ternating optimization (AO) while maintaining attack efficacy.
Our main contributions are summarized as follows:

e Novel covert attack model with active RIS: we propose
the first active RIS-aided covert PSA framework that
overcomes the double-fading effect of passive RIS. By
dynamically tuning reflection coefficients across uplink

'The proposed PSA scheme does not require explicit pilot sequence
knowledge but relies on pilot length 7, which can be obtained from public
standards or estimated via pilot length estimation-based approaches [37].
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and downlink stages, it steers confidential signals towards
Eve with far fewer elements, significantly enhancing the
eavesdropping efficacy.

e Covertness guarantee against ERD: to address the vul-
nerability under ERD, we embed an explicit anti-ERD
constraint into the covert attack optimization problem.
This enables precisely controlled detection probability
while maintaining high eavesdropping SNR, achieving a
critical trade-off unexplored in prior art.

o Efficient algorithm under statistical CSI: for practical
passive eavesdroppers lacking instantaneous CSI, we de-
velop an AO framework integrating penalty-based rank-1
handling and Fenchel duality transformation. It efficiently
solves the non-convex joint design problem with low
complexity, and converges fast without requiring instan-
taneous CSI.

The remainder of this paper is organized as follows: Section
IT proposes and analyzes the PSA system with the aid of the
active RIS as well as the CSI assumptions. Section III illus-
trates the mechanism of ERD, and establishes the optimization
problem of the covert attack model. Section IV presents the
joint reflection optimization methodology. Section V provides
the simulation results. Section VI gives the conclusion.

Notations: x, x, and X represent a scalar, a vector, a
matrix, respectively. The Euclidean norm of a vector x is
expressed as ||| || denotes that the vector of component-
wise squared magnitudes. |x| represents the absolute value of a
scalar x. Matrix entries are indexed by X,,, ), corresponding
to the element at the m-th row and n-th column. | X| and
|| X||r denote the determinant and the Frobenius norm of
X, respectively. Tr (X)) and rank (X) represent trace and
rank of matrix X, respectively. X*, X T and XT denote
conjugate, transpose, and conjugate transpose of the matrix
X, respectively. X = 0 specifies that X is a positive semi-
definite matrix. Iy denotes an identity matrix of dimension
N x N. 0, denotes the M -dimensional all-zero vector. CV
denotes the space of complex column vectors of length V.
CMxN describes the space containing all complex matrices
of dimension M x N. Zy = {1,2,..., N} is defined as the
index set. CN(0,T') denotes the circularly symmetric complex
Gaussian (CSCG) distribution with zero mean and covariance
being matrix T'. vec(X) denotes the vectorization operation
that converts matrix X into a column vector by stacking
its columns. E [x] represents the expectation of the random
variable z.

II. SYSTEM MODEL

This section formulates the system framework for the active
RIS-aided PSA scheme. The operational process comprises
two sequential stages: an uplink pilot spoofing stage followed
by a downlink eavesdropping stage. We subsequently specify
critical CSI assumptions governing this framework.

A. System Description

We consider an active RIS-aided PSA scheme in the
TDD system shown in Fig. 1, including a transmitter (Alice)
equipped with [N antennas, a legitimate receiver (Bob) with

single antenna, an active RIS with M elements, and an eaves-
dropper (Eve) with single antenna. As shown in Fig. 2, during
the uplink training stage, Bob transmits the pilots to Alice, in
order to assist Alice in estimating the CSI between them. The
active RIS, controlled by Eve via a separate communication
link, reflects the pilots with the goal of misleading Alice’s CSI
estimation. In the downlink data transmission stage, Eve seeks
to wiretap the confidential information transmitted from Alice
to Bob, with the assistance of the active RIS. The reflecting
coefficients of the active RIS can be configured asymmetrically
across these two stages and are meticulously designed to
redirect the downlink signals toward Eve?

B. Uplink Pilot Spoofing Stage

Specifically, during the uplink training stage, Bob transmits
the pilots &, = [zp1, - ,xp_’T]T € C™ to Alice for CSI
estimation, where 7 is the length of the pilots, satisfying
w}gwp = 1. At the same time, Eve turns on the active RIS
and attempts to interfere with the CSI estimation. Denote
the reflection coefficient matrix of the active RIS as P, =
diag [B1e7% -, e’ ] € CMM, where f; € [0, Bmax]
and 6; represent the amplification factor and the phase shift of
the ith reflection element, respectively, and SBpax > 1 is the
maximum allowable power gain factor, i € 7.

Assuming that Alice has prior knowledge of the pilots, the
estimated CSI of Alice is given by

h=h+e€ (1)

where h = hg + HA P, hg; € ~ CN(O,%TRIN); EriR =
o2 HaPy Pl H\ +03In; hg € CN, Hy € CN*M
and hg € CM denote the channels from Bob to Alice,
from RIS to Alice, and from Bob to RIS, respectively;
vec(Zry) ~ CN (OMT,aﬁlIMT) is the thermal noise gen-
erated by the amplifiers with o3, being the noise power;
vec(Na) ~ CN (On,03In-) is the noise matrix at Alice,
following CSCG distribution with 03 being the noise power;
Pr is the transmit power of Bob. The estimated cascaded CSI
includes the component of the direct channel from Bob to
Alice and the component of the reflection channel induced by
the active RIS.

C. Downlink Eavesdropping Stage

During the downlink data transmission stage, we assume
that Alice utilizes the maximum ratio transmission (MRT)
technique to convey secret messages to Bob based on the
estimated CSI?. The beamforming vector of Alice, w € CcN,
can be expressed as

>

w=—.
i
In this stage, Eve wiretaps the signals transmitted from
Alice to Bob with the aid of the active RIS. The reflection

2

2The RIS can distinguish between uplink and downlink stages through
power detection methods or authentication-based detection methods like
Sni5Gect, which can sniff communication traffic during pre-authentication
phases to determine transmission directions [38].

3Notice that the presence of single-antenna terminal implies that MRT is
theoretically the best option for information transmission.
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Fig. 1. The active RIS-aided PSA model where Eve launches the attack during the uplink training stage and eavesdrops the signal transmitted from Alice to
Bob during the downlink data transmission stage with the assistance of an active RIS.

coefficient matrix of the active RIS is set to Piown =
diag [y1€791, -,y e?®] € CM*M where 4, and ¢
denote the amplification factor and the phase shift of the Ith
reflection element, respectively, and v; € [0, Bmax), | € Zu-
The received signal at Eve is given by

yE=+v Fs (gL_F g;Pdowan> ws+glt{PdowrlzR2+nE 3)

where ga € CV and grg € CM denote the channels from
Alice to Eve and from Eve to RIS, respectively; Ps is the
transmit power of Alice; zra ~ CN (0,0%,1n) € CM is the
thermal noise of the active RIS during the downlink stage;
ng ~ CN (0,0%) denotes the AWGN at Eve and o is the
noise power.

Remark 1: As shown in (28), our proposed scheme is dif-
ferent from the traditional RIS-aided downlink eavesdropping
scheme due to the exploitation of the uplink stage.

D. CSI Assumptions

The successful execution of the proposed active RIS-aided
PSA scheme relies on the knowledge of certain CSI at Eve
and/or the RIS. The design of the reflection matrices P,
and Py, requires information related to the channels Ha,
hr, ga, gr, and hp. However, as passive entities, Eve
and the RIS cannot directly acquire instantaneous CSI via
conventional pilot training. Our work adopts the statistical CSI
error model [39]-[42], aligned with current RIS-related chan-
nel estimation methods and position-based channel estimation
methods. Specifically, we consider the following practical and
conservative approaches to estimate the related channels:

a) RIS-related Channel Estimation Techniques: The feasi-
bility of acquiring necessary channel information is supported
by well-established RIS channel estimation methods in the lit-
erature. (i) Direct estimation employs active sensing elements
integrated into the RIS to separately resolve individual channel
links, i.e., transmitter-RIS channel and RIS-receiver channels
[43]; (ii) Cascaded estimation efficiently obtains the composite
transmitter-RIS-receiver channel as a whole, reducing estima-
tion complexity [44]; and (iii) Compressed sensing leverages
the inherent sparsity of wireless channels to drastically lower

the pilot overhead, making covert estimation feasible for a
passive eavesdropper [38]. Collectively, these methods provide
a technical foundation for the channel knowledge assumed
in our work. During the uplink training stage, the RIS can
passively observe the signals transmitted by Bob to estimate
hyr with the help of active channel elements on it. And it is
common to estimate gr by transmitting pilots from Eve to
RIS.

b) Position-based CSI Estimation Techniques: The channels,
particularly at high frequencies, exhibit a sparse structure
and are mainly determined by the geometric configuration
of the user, base station, and the environment (including the
RIS). This sparsity can be exploited for efficient channel
parameter estimation using compressive sensing (CS) methods.
Furthermore, geometric information, such as user location, can
be translated into partial CSI or its statistical properties. Nu-
merous existing studies on position-based channel estimation
methods lay the foundation for the channel configuration in
our work [45]-[47]. Machine learning techniques can model
the end-to-end channel as a function of user equipment lo-
cation. Since user locations can be known statistically, this
positional uncertainty should be correspondingly accounted
for in the CSI uncertainty model [45]. The work in [46]
demonstrates that user position and trajectory information
can inform the angular structure of the sparse mmWave
channel, enabling efficient compressive channel estimation.
The work in [47] establishes that real-time user position can
pinpoint the specific region of dominant channel components
in the delay-Doppler domain, guiding a targeted compressed
sensing channel estimation strategy. Eve and the active RIS
are assumed to possess long-term statistical information, e.g.,
path loss, spatial correlation matrices, Rician factors of the
relevant channels. This information can be obtained through
long-term observation of the legitimate transmissions without
requiring perfect instantaneous channel estimation during the
attack phase. Based on this information, it becomes possible
to estimate the legitimate channels Hp, ga, and hg with error
according to the legitimate transceivers location.

c) Control Link Collaboration: A low-rate, out-of-band con-
trol link exists between Eve and the RIS. This link allows Eve

Authorized licensed use limited to: Politecnico di Torino. Downloaded on December 25,2025 at 08:17:37 UTC from IEEE Xplore. Restrictions apply.
© 2025 IEEE. All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies. Personal use is permitted,

but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Transactions on Wireless Communications. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TWC.2025.3643349

. . Control link
D,
ad Plg
Alice Bob Active RIS .
Eve
B |
1
! " Reflection Set the uplink
1 Channel |, f Send e— coefficient e+ reflection
H e pilots H matrix Py, coefficients for PSA
Uplink 1 l |
Stage | H
' Conduct MRC 1
1| & Calculate H
1| the pilot power !
_____ e e
! ]
' |
| | .
. ” N H Reflection  |F-»| Set downlink
D‘)‘w"hnk, Send signal R‘?CC‘VC e coefficient reflection coefficients
Stage ' by MRT signal ! matrix Pagwn |4 for eavesdropping &
1 H Conduct
i ! droppi
! Calculate the |1
1 signal power |
' & Detect PSA !
' by ERD !
1
1 |
L

_______________________

Fig. 2. The flowchart of the proposed active RIS-aided PSA system.

to share necessary information, e.g., coarse channel estimates,
received signal quality feedback, and coordinate the reflection
coefficients P,, and Pgyown based on the available statistical
or partially observed information. Given the difficulty of
acquiring perfect instantaneous CSI, our optimization problem
aims to maximize the average eavesdropping SNR over the
statistical distributions of the channels. This formulation is
robust to the uncertainty in instantaneous CSI and relies only
on the statistical knowledge or coarse estimates*.

The power consumption budget at the active RIS can be
expressed as

E(PT||Pup(hR+AhR)H2+ ||Pup||12?‘71%{1) < Pris “4)
E<PSHPdown(HA‘i’AHA)Tw||2+deown||]%‘O'12?{2) SPRIS (5)

where Ahgr ~ CN(0,5%) and vec(AHA) ~ CN(0,5%) are
the estimation errors. After some calculations, the expectations
can be equivalently reformulated as

Pr||Pophg|® + || Pz (ofy + Prog) < Pris (6)
Ps|| Piown HAw||? + || Paown |2 (P57 + 085) < Pris. (7)

III. THE PROPOSED ATTACK OPTIMIZATION FRAMEWORK

In this section, we first introduce the basic detection princi-
ple of the ERD for RIS-aided PSA scheme. Then we formulate
the average eavesdropping SNR maximization problem subject
to a detection probability constraint for covertness guarantee.

A. Energy Ratio Detection

The main idea of ERD is to check the received power level
differences at Alice and Bob respectively by sending signals
to each other [15]. As shown in Fig. 2, the two stages of the
ERD in TDD systems are specified as follows: Bob first sends
pilots to Alice and then Alice calculates the received power
level. Then, Alice transmits information containing the value

41t is acknowledged that the precise acquisition of instantaneous g and
hp by a passive eavesdropper is challenging in practice. The performance
evaluated in Section V is based on the availability of statistical CSI and the
passive observation mechanisms described above.

of the power level to Bob, from which Bob can obtain his
own received power level and recover Alice’s power level. By
comparing the two power levels, Bob can identify the existence
of the PSA.

Without loss of generality, we assume the ERD is employed
by the legitimate transceivers. The detection of the active RIS-
aided PSA is formulated as a binary hypothesis test problem,
where the null hypothesis #, describes that the system is
free from PSA, and the alternative hypothesis 7{; indicates
the system is under the risk of PSA as illustrated in section
II. Specifically, the received signals at Alice under these
hypotheses can be respectively expressed as

Ho:Ya=+/Prhgzl + Ny (8)
Hi:Ya=+/ PT(hB‘FHAPuth)wI,“FHA wZr1+Na (9)

We assume that Alice employs the maximum ratio combin-
ing (MRC) to combine the received pilots, which yields

- hg +¢€)f
Hoiy;{‘ = 4/ PT(||’§3+€)”hB33]T)+nA (10)
Hq 1@E
Pr(hg+H A P,,h &)t (h HA\P,,h -
_ VPr(hgtHaP, hrt€)'( BHHAPyp R)w£+nA (11
|hg+HaP,phr+€|

(hg+HPaphr+&)! .
Tt HxPuphi ] (HAPup ZR1 + Na) s the

effective noise under H;, and € ~ CN(0, ;TJZ;TIN). Thus the
average received power at Alice in the uplink training stage,
denoted by )1, is

~ A
where nay =

1,
Q1= —lgal*
T

In the downlink stage, Alice modulates the power level (4
into the data signal x4 = [zq,1,- - ,mq’K]T € CK. In the kth
time slot, k € Zx, Alice uses the MRT technique to send the
signal x4 1 and the received signal at Bob is

(12)

Ho : YB.k =\/Fsh;rgwxq,k + nBk (13)
Hi:ysr =V Ps <h£3 + hLPdownng) Wk
+ h‘l]L{Pdowan2 + nB,k (14)

where ng ; ~ CN(0,03) is the CSCG noise in the kth time
slot, and the beamforming vector can be expressed as

hp + €
Ho:w= —-— 15)
= st el (
h HxP, h €
My w= BT EATuwhR t € (16)

lhs + HaPiphr + €|

respectively. During K transmission slots, the average received
power at Bob is

2, (17)

1 K
Q2 = };‘yB,k

According to the central limit theorem (CLT), (); and
Q2 can be approximated by a Gaussian distributed random
variable if 7 and K are sufficiently large, i.e.,

Qi ~ N (1, 0?) (18)
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QQ ~ N(N27U§)

with ;, and o being the expectation and variance, respec-
tively, & € {1,2}. The expectations can be respectively
expressed as

19)

2

IIIEII hg| Pr+ 0% — Ho
=4 1 ) (20)
||h}~:|| (hB + HAPuth) PT + 5'1%‘ — Hl
. 2
h]TS ”ZH Ps—|—0']23 — Ho
o = @1

2
Ps—i—ﬁ'% — H1

‘ (h]E‘FhTRPdownHAZ) HZH

where the channel estimates k under Ho and H; follow (8) and
(9), respectively; 62 = o2||hi Ha Py 2/ ||R|* + 0%; 63 =
02|l Piown||> + 0. The variances can be expressed as
ot = 1p} and 0 = 33, respectively.

Proof. See appendix. O

To illustrate the principle of ERD conveniently, we set
Ps = Pr and 0% = o3 without loss of generality. If
there is no PSA, then we have p; = pp and 0% = o3
under Hy. Otherwise, if PSA exists and we generally set
Piown # Py, the downlink channel is not reciprocal with the
uplink channel, i.e., hg + HAPJOWHhR # hg + HyA P, hg,

hence the inequality 111 # po holds. By setting the test statistic
as T = %, Bob can detect the existence of RIS-aided PSA.

Remark 2: If we set Pyown = Pjp, it is difficult to detect
the PSA by ERD, as the conclusions p; = us and 03 = o3
still hold. Our proposed scheme is demonstrated to have better
performance than this setting in Section V.

Theorem 1: Based on the CLT, (1 can be seen as stationary
Q1 — uy for sufficiently large 7. According to [48], the

distributions of T under Hy and H; are

Ho : T ~ N(u1,0,0% ) (22)
Hy:T ~N(pr,05,) (23)
2
where 1110 =1, 0% = 1= ﬁ, and o7 | = ]?;%

The test statistic 7" is a common Gaussian random variable
following (22) under Hy and (23) under H;. Then a simple
expression of the detection threshold 7 can be derived based
on a given probability of false alarm. We get

Pp = ® (7 — ““) -3 (\/E(’“ﬁ - 1)) (24)
01,1 12%)
Then the threshold can be derived as
o '(Pp)
VK
We could obtain the probability of detection Pp as

Pp = & (W) = (VE+®(Pr)) L —VE) (26)

01,1 M2

5= +1. 25)

Building upon the ERD mechanism described above, we
will develop a joint optimization framework to achieve a
balance between eavesdropping capability and covertness, with

the core objective of maximizing the average eavesdropping
SNR under ERD constraints

B. Covert Attack Optimization Problem

The proposed active RIS-aided PSA scheme jointly ne-
cessitates the design of the uplink and downlink reflection
coefficients. The objective is to maximize the eavesdropping
SNR of Eve subject to the active RIS power budget and the
given ERD detection probability. The eavesdropping SNR of
Eve can be expressed as

2
Ps|(gh+gl Paown H e (it HAPup b +€)
p=logyg (

; 2 —- @7
gt Paownll 03503 ) |+ Ha Papht-€]

where € ~ CN (0,63In) € CV is the channel estimation
error of the channel g:&, and Efi is the variance of the error.
The average eavesdropping SNR in dB can be rewritten as

fA (Pup»Pdown))

28
fB (-Pup7 Pdown) ( )

E{p} =E (108;10
where

fA (Pup, Paown)
= Ps|(g +9}, Paown H +€) (hg+Ha Piyhr +6)* (29)
I8 (Pups Paown)
= (I} Piownll 025 + 02)l|hs + HaPuphr + &% (30)

The problem of maximizing the average eavesdropping SNR
can be formulated as

max E{p} (31a)
s.t. (6),(7)

0 <7 < Bmax, 0 < Bi < Bmax, Vi,l € Iy (31b)

0; € [0,27), ¢y € [0,27),Vi,1 € T (lc)

Pp <% (31d)

where Prig is the power budget at the active RIS; (6) and
(7) are the total power consumption budget at the active
RIS during the uplink stage and downlink stage, respectively;
(31b) specifies the range of the amplification factors; (31c)
constrains the feasible sets of the phase shifts; (31d) guarantees
that the detection probability is below the threshold 7. The
difficulty of solving the problem (31) lies in the non-convex
fractional structure of the objective function, the coupled
variables, and the nonconvexity of the ERD constraints.

IV. THE PROPOSED JOINT REFLECTION OPTIMIZATION
ALGORITHM

In this section, we first transform the problem (31) into a
tractable one. Then we propose an iterative algorithm based on
Fenchel conjugate-based lemma and external penalty function.
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A. Optimal Py, for Fixed Pyown

Due to the monotonicity of the logarithmic function and the
theorem in [49], the objective function in problem (31) can be
approximated as

max ]E{log <M> }

Pup, Paown fB (Pupa Pdown)
E {fA (-Pupa Pdown)})
~ max lo . (32)
Pup, Paown & (E {fB (Pupa Pdown)}

We first optimize the reflection coefficient matrix Py, with
fixed Paown. Denote V;,, = [ p ilp }[pflp 1], where py, =

[Pup,(1,1), Pup,2.2)> -+ > Pup,cuany]*s Vi € Iy Problem
(31) can be reformulated as

log(Tr(Rp1 Vip)) — log(Tr(Rp2Vip)) + C1 (33a)

max
Vup

s.t. TI‘(RB;),VLP) < Pris (33b)
Vap, (i) < Bowass Vap,(vr4+1,m41) = 1, Vi € Tpg (33¢)

Vip = 0 (33d)
rank{V,,} =1 (33e)

(31d)

where the notations are written as
2
Oy =105 (Ps) ~ 10g (| gh Paowal| o> + o) (34)
T 4 z2ft 52 gt
Ry, = { h?2h1?2+‘i%1:{rRHR hpihpa+63 Hyhg ] (35)
hgihgy+oihgHr Co

hp1= (g};l + glt{PdownHL) hp (36)
HR:HAdiag(hR) (37)
hhy= (g + gk Paown HY ) Hadiog () (38)

Co=|hp1|*+63 || he|” +5 3R ]lgh +9k Paown HA > (39)

H! H Hlh
Rpo=| “RE RIB 40
B2 { hiHg hbhg + N2y, (40)
: 2 2 —2
RB3=|: Prdiag(|hg| )‘SAT(;Rl + Prog) v 084 ] (41)

As for the detection probability constraint (31d), it can be

rewritten as the equivalent form as follows
Bciys
H2

2 NHVE
i S-1(Pr)+VE . .
the difference between the uplink stage and downlink stage.

Constraint (42) then can be rewritten as
IR Pr + &3

Ps|(hl; + by Paown HE )b
IR

(42)

where 6 = can be seen as the threshold of

< (1+0)( +53) @

The noise part % in the left term can be omitted without
changing the inequality sign. After some trivial transforma-
tions, it can be transformed into a standard quadratic constraint

as follows

[Tr(RpaVip )] =(1+6)[Tr (RB4%p)+%iTr(RBgVup)]§O (44)

hpohly, hpshps

where Rp , hl -
! h}éghLQ h;r33hB3 B2
hi, + hi Pioun H\ ) Ha diag(hg), and  hps =
hl, + hi, Piown HL, ) h.

Hence, the equivalent quadratic form is a convex constraint.
Problem (33) remains a non-convex optimization due to the
rank-1 constraint and the non-convex objective function. In
the following, we present a Fenchel conjugate-based lemma
to transform the objective function into a tractable one.

Lemma 1: Let X € C"*" be any complex positive definite
matrix. For the function f(S) = —Tr(SX) +log |S|+ n, the
following equation

f(8) =log|X |

max
SEeCn*n §y0

(45)

is satisfied, and the optimal solution is S°P* = X —1 [50].
Lemma 1 is obtained via Fenchel conjugate arguments in
[51]. Applying Lemma 1, we transform the original problem
into th following form
e sl Em Vi)t g,

s.t. (33b) — (33e), (44)

where f(s1) = —Tr (s1Tr (Rp2Vip)) + log |s1] + 1.

To address the rank-1 constraint (33e), the standard Gaus-
sian randomization method is conventionally used to obtain
an approximate solution, which, however, cannot guarantee
an optimal solution. To overcome the shortcoming, we use
the following equivalent form

Tr (Vap) — Amax (Vap) <0

where Amax (Vip) is the maximal eigenvalue of the ma-
trix V,,. For any positive semidefinite matrix V,,, we
have Tr (Vip) > Amax (Vip). Hence, (47) is equivalent to
Tr (Vip) = Amax (Vap), meaning that

f(s1)  (46)

(47)

(48)

— T
‘/UP - )\max (‘/up) UqumaXUup,max

where vyp max 1S the unit eigenvector of Vi, corresponding
to the maximal eigenvalue Amax (Vip). The rank-1 constraint
can be guaranteed by (47) in all cases.

To address the issue above, we adopt the external penalty
method. Specifically, we first introduce the penalty weighting
coefficient &; to enlarge the size of the feasible solution set
spanned by constraint. Then we add the new goal into the
objective function based on the external penalty method. Then
the problem (46) can be equivalently rewritten as

max

Vi 50> log (TI‘ (RBl‘/:lP)) + f(sl) - 51P(V1p)
s.t. (33b) — (33d), (44).

where P(Vyp) = Tr (Vip) — Amax (Vap) and & is the penalty
weighting coefficient. When &; is large enough, Tr (V) ~
Amax (Vup) holds. However, the spectral function Amax (Vip)
is a non-smooth function, which is not differentiable. The
sub-gradient version of the maximal eigenvalue function can
be adopted to solve this problem, which is OAmax (Vip) =
vuP’maxv:flpmax. Then, we can obtain

Amax(X) — Amax (Vup) > <'Uup,maxv:r1p,maxv X - Vup> (50)

(49)
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for VX > 0, where (A, B) = Tr (A'B). Let v} max be
the unit eigenvector of Vu(}f ) corresponding to the largest
eigenvalue at the nth iteration. We denote that ¢(V,,) =
Tr (Vip) — (088 max i s, Vip). which is an affine function
with respect to (w.r.t) V. Hence, by initializing Vu(g ) within
the feasible domain, we can achieve the optimal solution to
problem (49) by solving the following equivalent problem
max

ymax - log (Tr (Rp1 Vi) + f (s1) = €8(Vap) - 5D
s.t. (33b) — (33d), (44).

Then problem (51) is concave w.r.t either V,;, or s; when
fixing the other variable. In the nth iteration, we alternatively
solve the following two problems

V(") — arg max log (Tr (Rp1Vip)) +f(s1) =&Y (Vip) (52)

up

Vup€Cup
s§"+1) —argmax f (s1) (53)
51>0

where Cyp, = { Vi | Constraints (33b)~(33d) and (44) hold}.
The problem (53) has a semi-closed form optimal solution

SYH_I) =Tr <RB2V(n)) _1.

up

(54)

Problem (52) is a concave semidefinite programming (SDP)
problem and thus can be optimally solved by using the interior-
point method to obtain Vu(ff 1 Then uﬁ’g“) can be obtained
from the eigenvalue decomposition (EVD) of the solution

Vi in the (n + 1)th iteration.

B. Optimal Pyowy for Fixed P,y

By letting Viown = [ vdiwn }[ Town 1], Where vaown =
[Paown,(1,1): Paown,(2,2)>* - » Paown,(ar,0)] "> VI € Ly, prob-
lem (32) can be reformulated as

max log (Tr (Rg1 Viown)) —log (Tr (Rr2Viown)) (55a)
st G1)
Tr (Re3Viown) < Pris (55b)

‘/Iiown,(l,l) SﬁrQna)u ‘/Iiown,(M-ﬁ—l,M-H) =1, VieIn (55¢)

‘/down i 0 (55d)
rank{Viown} = 1 (55¢)
* T * *
where Rg; = { H;:?I'I*EII'ITm H¥2IJ*E19*A ]’ Hy —
gy Hg, Hy, gaHg 19, .
hhi+ 38 Iy: Hpy = diag(gh)HT, Ry = | IRIR On }
T OM o-E
i T 2 2 —2
and Rgs3 = Psdiag(|w'Ha| 3;‘(JR2+PS‘7A)IM Oé\/[

M
As for the detection constraint (31d), it can be transformed
into the following equivalent form

1 HhHQlT TR a2 2
h||” < Tr (Rg4Viown 56
PS( 146 o5 | IR[I” < Tr (ReaVaown) (56)
"LEthr hElhTh
here R Bl B
where # {hThBhgl “LTBMQ

h;diag(Hkh). By reapplying Lemma 1 and employing the

} and thl =

external penalty function method to separately handle the
objective function and the rank-1 constraint as IV. A, problem
(55) can be equivalently reformulated as

max

. log (Tr (Rg1 Vaown)) + f(52) = &2¢/(Vaown) (57)
down ,S2

s.t. (55b) — (55d), (56)
where /w(‘/:iown) = rI‘r(‘/dOWH) - <v((ircln);vn,maxv((123ijn,max’ VaOWH>;
f(52) = —Tr (52 (Tr (Re2Viown))) +log [s2| + 1 v

down,max
is the unit eigenvector of Vd(ggn corresponding to the largest
eigenvalue at the nth iteration; &5 is the penalty weighting
coefficient. Problem (57) can be equivalently transformed into
a concave form, which can be solved by alternatively solving

the following two problems

Vi
= argmax lOg(T‘I‘ (REIV(-iown))J'_f (52)_§2w(vdown) (58)
Vdown €Cdown
sglﬂ) = arg Inaxf(SQ) (59)
s2>0

where Cqown = { Vdown|Constraints (55b) —(55d), (56) hold.}.
The penalty weighting coefficient s gradually increases to
satisfy the rank-1 constraint. The semi-closed optimal solution
to problem (59) is

(60)

down

—1
S5 = Te(Ri V{2,

C. Overall Algorithm

Due to the application of the external penalty function
approach, the choices of &, VJ(O) are very crucial for the
efficiency of the proposed iterative procedure, ¢ € {1,2},
7 € {up,down}. Thus, we summarize the proposed AO
algorithm together with the external penalty function in two
phases as described in Algorithm I. The initialization phase
is to obtain the value of penalty weighting coefficient &
and feasible initialization V](O). The optimization phase is
to find the optimal solutions of the reflection coefficient
matrices VJ("). The notation E {p}(n) represents the objective
value at nth iteration with given Vj("). We then discuss the
convergence and complexity of the proposed algorithm.

1) Convergence: Let gb(Vu(;I )) represent the objective value
of problem (51) at nth iteration. It can be proven that the
objective value of (52) under Vu(; +1) is greater than that under
Vi) as
oV )

— log(Tr(Rpy Vi *))) — Tr(s Tr(Rp V. Y)) + log sy

—-& (TI"(VLfSH)) - )‘maX(Vu(;—i_l))) (61a)
> log(Tr(Re1 V. TY)) — Tr(s1 Te(Rp2 Vi ) + log [

~ &[T V) = A (V)
GO NR 74 CCen S 74 ()

up,max “up,max’ ¥ up up >
> log(Tr(RBqu(;))) — TI‘(SlTI‘(RBQ‘/u(g))) + log |s1]
—&(Tr(V) = Amax (V3))

(61b)

(61c)
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Algorithm I Proposed AO Algorithm for optimizing the
reflection coefficient matrices
1: Input: Set Vu(g ) and Vd(gv)m, &y in feasible domain, itera-
tion index n = 0, the threshold J, tolerance £y and &,.
2: Initialization stage:
3 While ‘Tr V](”)) ~ Amax (Vf’“)‘ > g0 {07} €

{{1,up}, {2,down}} do

4: Solve (52) and (53) separately to obtain the
: (n+1),
optimal Vi, ;
5: Solve (58) and (59) separately to obtain the
; (n+1),
optimal V' ";
6 If TVJ(”“) — V™|l <e then
7 Set 5@ = 2§g;
8: else
9: Setn=n-+1;
10: end if
11: end while

12: Output: &, ViV .= V™ and V0 .= y (D),
13: Optimization stage:

14: Set n = 0;

15: While |E{p}""Y —E{p}"| > ¢, do

16: Calculate E {p}™ with given Vi, V")

17: Calculate optimal 55”“)0‘“ with given Vu(;f ),
V(f:;gn through (54);

18: - )Solve (52) over known s\" TP output optimal
Vg s

19: ’ Calculate optimal ng_l)Opt with given Vi,
V" through (60);

20: ( 1)Solve (58) over known s§" P output optimal
Viewn

e Caleulate B {3 with given ViV, vt D,

22: Update iteration index n =n + 1.

23: end while

24: Using EVD to obtain vj(nH) from Vf"+n,

25: Output: Calculate the optimal average eavesdropping
SNR at Eve.

= (V)

The inequality (61b) holds, which can be demonstrated by
substituting X with Vu(g D in the inequality (50). For Viown,
following the same reasoning as inequality (61), it can be
proven that the objective value of (58) under Vd(:“;l) is
greater than that under Vd(:‘in. The effectiveness of the iterative
procedure has been proven. From an arbitrary feasible initial
point, the optimization stage in Algorithm I always yields
the optimal solutions in lines 17~20, which indicates that
the average eavesdropping SNR is non-decreasing after each
iteration and can converge to a locally optimal solution after
finite iterations.

2) Complexity: The main computational load in lines 18
and 20 is the RIS reflection coefficient matrices product. For
two matrices A € P1*P2 and B € P2XDPs the complexity
of their product AB is O (D1D2Ds). Thus, the per-iteration

complexity of line 18 and 20 is O ((M + 1)3>. In the convex

TABLE I
SIMULATION SETUP

Parameter Value
The bandwidth B 20 MHz
The noise power density No -173 dBm/Hz
The reference path loss C -30 dBm
The penalty weighting coefficients £1, &2 10, 10

10—3,10-°, 105
-80 dBm, -80 dBm

The tolerances in the algorithm €, €1, €2
The thermal noise power at active RIS ”%{1’

2
OR2
The Rician factors kKAB, KAR, KRB, KAE, and 10, 10, 10, 1, 1
KRE
The path loss exponents AR, ARB, ®AE, 2.2.35.3528
QRE, @AR
The power budget at the active RIS Prig 10 dBW

optimization process, the complexity using the interior point
method can be expressed as O ((M +1)*5log(1/¢)), in
which ¢ is the target accuracy.

V. NUMERICAL RESULTS

A. Simulation Setup and Parameters

In this section, numerical results are provided to investigate
the performance of the proposed active RIS-aided covert PSA
system. As shown in Fig. 3, Alice, Bob, Eve and the active
RIS are located at (0,0), (100,100), (gve,0), and (xr1s, YrIS)
in meter (m), respectively. We consider a typical quasi-static
Rician fading environment in an urban area. Considering that
Bob is an air user and active RIS is more likely to be deployed
on the surface of tall buildings, we set the link between Alice
and its nearby RIS H,, air-gound links hg and hgy as the
LoS-dominant channel with high Rician factors, denoted as
KAR, KAB, and xKrp, and the path loss exponents are denoted
as AR, ¥AB, and arp, respectively. The channel between Eve
and Alice go and the channel between RIS and Eve gr are
set as the Rician channel with low Rician factors, denoted as
kg and krg, and the path loss exponents are denoted as apzg
and arg, respectively. The setting of the system and channel
parameters are listed in Table I. The large-scale path loss is
§ = Cp — 10alog; (d) dB, where « is path loss exponent, d
is the distance between the transmitter and the receiver, and
Cp is the path loss at the reference distance of 1m. All the
results plotted are averaged over 1000 channel realizations.

In our simulations, the channel matrices Ha, hgr, gr are
assumed to be estimated by the active RIS via passive uplink
observation. The direct channels g4 and hg are known only
through their statistical properties, i.e., path loss, Rician K-
factor, etc. The RIS-Eve control link is assumed to enable
perfect sharing of this information.

To evaluate the advantage brought by our proposed scheme,
we compare it with the following seven benchmark schemes.

o Scheme 1: No RIS. Eve passively wiretaps the informa-
tion without the aid of the RIS.

e Scheme 2: Active/Passive RIS-aided downlink
eavesdropping scheme (Active/Passive-downlink).
Active/Passive RIS is turned on during the downlink
stage and designed to maximizing the eavesdropping
SNR, but turned off during the uplink stage [52], [53].
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Fig. 3. Simulation setup.

e Scheme 3: Active/Passive RIS-aided PSA scheme
maintaining channel reciprocity (Active/Passive-
reciprocity). In this case, active/passive RIS is turned
on and the reflection coefficient matrices satisfy P, =

PdTown. Hence, the uplink and downlink stages maintain

channel reciprocity [54].

e Scheme 4: Passive RIS-aided PSA scheme with the
ERD limitation (Passive-ERD). In this case, passive RIS
is turned on with different reflection coefficients during
the downlink and uplink stages, and its phase shifts are
optimized by our proposed method with By = 1.

e Scheme 5: Active/Passive RIS-aided PSA without
ERD limitation (Active/Passive-PSA). In this case, ac-
tive/passive RIS is turned on with different reflection
coefficients during the uplink and downlink stages, which
are optimized without any limitation on ERD detection
probability. The passive-PSA scheme follows from [25].

e Scheme 6: Traditional PSA scheme (Trad-PSA). In
this case, Eve sends the same pilots when Bob transmits
the uplink pilots to Alice [55], where the jamming pilots
power at Eve is denoted by Pj.

o Scheme 7: Active/Passive RIS-aided PSA scheme
with random reflection coefficients (Active/Passive-
random). In this case, the reflection coefficients of
active/passive RIS are randomly generated within the
feasible domain during the uplink and downlink stages.

From the simulations, we summarize the key findings as the

following seven observations.

B. Convergence and Comparison with Benchmark Schemes

Observation 1: The proposed optimization framework
demonstrates rapid and stable convergence across diverse
system configurations (cf. Fig. 4).

The convergence behavior is shown in Fig. 4 to demonstrate
the effectiveness of the simulations in the optimization phase,
following the selection of the penalty weighting coefficients
in the initialization stage. Fig. 4 shows the shaded error
graph of our proposed algorithm, where the scattered points
represent the average eavesdropping SNR values achieved by
our proposed scheme of 10 simulation trials, the solid line
represents the mean of them, and the shadow represents the
continuous standard deviation region. Within three iterations,

4F —— M=16, N=16 4
’7 —A— M=16, N=4

-6 —e— M=8, N=16 b

o} —u— M=8, N=4 |

Average Eavesdropping SNR (dB)
(=]

number of iteration

Fig. 4. Convergence shadow error plot of our proposed algorithm under
different settings of M and N, given Ps = P = 20 dBW, ,BI%MX = 30 dB,
6§ =0.2, zris = 0 m, yris = 5 m, and TEye=120 m.

40 F 3

- -0 - Active-PSA

- - - Active-downlink
Active-reciprocity

—a— Passive-PSA

—a&— Passive-ERD

- % - No RIS

—o— Proposed

Bax= 30 dB

201

Average Eavesdropping SNR (dB)
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Ps (dBW)

Fig. 5. The average eavesdropping SNR at Eve versus the transmit power
of Alice Ps under different schemes, given N = 4, M = 64, 6 = 0.2,
zRris = 0 m, yris = 5 m, and gye = 120 m.

the mean of the average eavesdropping SNR values stabilizes
and the shadow area narrows for different configurations of
the number of reflecting elements M and antennas at Alice
N. This performance verifies the algorithm’s convergence.

Observation 2: Conventional passive RIS-aided attacks suf-
fer from severe performance degradation due to multiplicative
fading effects (cf. Fig. 5).

Fig. 5 shows the average eavesdropping SNR achieved by
the proposed algorithm as well as the benchmark schemes
versus different values of Alice’s transmit power Pgs. Fol-
lowing recent active RIS prototypes [30], [34], the maximum
allowable power gain factor 32, is set to 20 dB or 30 dB.
When the active RIS-aided PSA scheme is implemented with-
out anti-ERD mechanism, the achievable eavesdropping SNR
is the highest. Compared with this scheme, the performance
loss of our proposed scheme is less than 1.5 dB even at the
worst performance. It is observed that due to the multiplicative
fading effect [34], the eavesdropping SNR achieved by the
passive RIS-aided PSA schemes (with/without anti-ERD con-
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Fig. 6. Eavesdropping SNR at Eve versus the number of reflecting elements
achieved by different schemes, given N = 4, Pr = Pg = 20 dBW, Pris =
10 dBW, 6 = 0.2, zris = 0 m, yris = 5 m, and Tgye = 120 m.

sideration) increases by only about 2.5 dB compared with the
traditional PSA scheme. The proposed active RIS-aided covert
PSA scheme achieves much better eavesdropping performance
(i.e., about 16 dB gain when 32, = 20 dB, and about 26 dB
gain when 32 = 30 dB). Compared with the active RIS-
aided downlink eavesdropping scheme and active RIS-aided
PSA scheme maintaining channel reciprocity, the gain of our
proposed scheme remains over 2 dB, because neither scheme
fully exploits the uplink stage of the TDD system.

C. Impact of System Parameters

Observation 3: Increasing the number of the active RIS
reflecting elements boosts the eavesdropping SNR (cf. Fig. 6).

Fig. 6 illustrates the average eavesdropping SNR perfor-
mance versus different number of reflecting elements A/ under
different schemes given fixed Ps, Pr and Pgris. It is noted
that the average eavesdropping SNR achieved by both active
and passive RIS-aided PSA schemes increases with M due to
the increased DoF. However, our proposed scheme given the
assigned allowable power gain factor has significantly better
eavesdropping performance than the schemes with passive
RIS and random reflection coefficients. Specifically, the aver-
age eavesdropping SNR achieved by passive RIS-aided PSA
schemes only increases by about 4.4 dB when M varies from
1 to 100, which is less than 19.9 dB achieved by the proposed
scheme when 32, = 20 dB and 29.6 dB when 32, = 30
dB. Even when M = 100, the passive RIS only helps to boost
the SNR to about -6.6 dB, which is close to but still less than
—6.5 dB achieved by the proposed scheme when 32, = 20
dB and M = 10. On the other hand, we note that the average
eavesdropping SNR loss of our proposed scheme compared
with the active RIS-aided PSA shceme is only 0.6 dB, while
the average gain compared to the active RIS-aided downlink
eavesdropping scheme is up to 2 dB.

Observation 4: The signal amplification capability enables
substantial eavesdropping enhancement (cf. Fig. 7).

Fig. 7 shows the average eavesdropping SNR versus the
maximum allowable power gain factor (2 of reflecting

max
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Fig. 7. Eavesdropping SNR at Eve versus the amplification factor 82, under

different schemes, given N =4, M =64, § = 0.2, zgis = 0 m, yris = 5
m, and zgye = 120 m.
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Fig. 8. Eavesdropping SNR versus relative channel estimation error variance
under different RIS configurations, given N = 4, M = 16, § = 0.2, and
2 o = 20/30 dB.

elements. Notably, the SNR performance gap between our pro-
posed scheme and the active RIS-aided PSA scheme without
ERD limitation does not increase sharply. In comparison with
both the active RIS-aided downlink eavesdropping scheme and
passive RIS-aided PSA scheme with ERD constraint, the SNR
gain of the proposed scheme continues to grow along with the
increase in 32, . Specifically, when 32, = 33 dB, our scheme
achieves SNR improvements of up to 1.9 dB and 13 dB relative
to these two benchmarks, respectively. The active RIS-aided
PSA scheme with random reflection coefficients exhibits even
worse performance than the passive RIS-aided PSA schemes
when the value of 32 is not very high.

max
Observation 5: The proposed scheme demonstrates ro-
bustness against channel estimation errors, maintaining a
consistent eavesdropping performance advantage over passive
RIS-assisted PSA even under imperfect CSI conditions (cf. Fig.
8).
As shown in Fig. 8, the proposed active RIS-assisted
PSA scheme maintains a significant SNR advantage over its
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Fig. 9. The relationship between the probability of detection Py and 6. Py
versus different number of received signal samples at Bob K under different
schemes, given N = 4, M = 64, Pr = Ps = 20 dBW, P; = 42 dBW,
Pr = 10 dBW, 32, = 30 dB, Pp =0.01, zr1s = 0 m, yris = 5 m, and
TEve = 120 m.

passive counterpart across different levels of relative channel
estimation errors, which is defined as the amplitude ratio of
the channel estimation error and the estimated CSI. Notably,
even with a relative channel estimation error variance of 0.05,
the active RIS still achieves approximately 5 dB average
eavesdropping SNR gain compared to the passive RIS scheme
operating under perfect CSI condition. This robustness can be
attributed to the active RIS’s ability to compensate for channel
imperfections through its amplification capability, whereas the
passive RIS lacks such compensation mechanism. The results
validate that the proposed scheme can effectively operate in
practical scenarios where perfect CSI acquisition is challeng-
ing, though careful channel estimation remains important to
maximize eavesdropping performance.

D. Covertness and Detection Analysis

Observation 6: The proposed scheme can achieve high
eavesdropping performance with low degrees of freedom and
power budget (cf. Fig. 9).

The relationship between the probability of detection Py
and ¢ is plotted in Fig. 9 based on the analysis in Section
II. A. Fig. 9 shows the probability of detection Py versus
different numbers of received signal samples at Bob under
different schemes. When Eve employs different schemes to
maintain the same SNR level, it incurs different costs. Our
proposed scheme requires 9 elements to achieve 0 dB eaves-
dropping SNR, while the passive RIS-aided PSA scheme with
ERD constraint requires 324 elements to achieve 0 dB. The
large-scale hardware requirements of passive RIS make it
impractical for covert eavesdropping scenarios. Contrary to
intuition, passive RIS has no obvious advantage over active
RIS in resisting ERD. It should be emphasized that although
the great performance gain brought by active RIS is at the
cost of extra power consumption, only a minuscule fraction
of the total power budget at the active RIS Pgrjg is utilized for
amplification. Because the power constraints are inactive and
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Fig. 10. Eavesdropping SNR at Eve under the different probability of

detection achieved by our proposed scheme, given Pp =0.01, Py = Ps = 20
dBW, N = 4, M = 64, § = 0.2, zgis = 0 m, ygis = 5 m, and
TEve = 120 m.

the allowable power gain factor constraint is active, resulting
that when Pris = 10 dBW and 2, = 30 dB, the total
power used for signal amplification at active RIS is only about
1 dBW. The power budget brings a high performance gain
with low detection probability. These results fully indicate that
using active RIS for PSA can significantly reduces the number
of more reflecting elements to achieve a better performance
gain compared with passive RIS-aided cases. As for the
active/passive RIS-aided PSA schemes maintaining channel
reciprocity, they can achieve the lowest detection probability,
which is difficult for ERD to detect but undermines the
purpose of pilot spoofing attacks and has a performance loss in
eavesdropping SNR. And the traditional PSA scheme demands
42 dBW jamming power at Eve to launch a PSA to achieve
an eavesdropping SNR of only -4.9 dB, and the probability of
detection exceeds 70% when K = 100, which turns out to be
a solution with more effort and less gain.

Observation 7: The proposed scheme can achieve a rela-
tively low probability of being detected by ERD at the cost of
marginally reduced eavesdropping performance (cf. Fig. 10).

Since the optimal performance for minimizing detection
probability and maximizing eavesdropping SNR cannot be
achieved simultaneously, a trade-off is necessary. As shown in
Fig. 10, there exists a positive correlation between the achiev-
able average eavesdropping SNR and the detection probabi-
lity. This implies that if Eve pursues optimal eavesdropping
performance, it will carry a high risk of being detected by
Bob. Once it is detected, the eavesdropping activity may be
exposed and Alice can apply several beamforming methods to
counteract PSA, which may have a more negative impact on
Eve’s eavesdropping activity. Fortunately, in our case, the SNR
loss to achieve lower detection probability is relatively minor,
as shown in Fig. 10. Specifically, the detection probability can
be as low as 0.06 at the expense of a SNR loss of less than
0.8 dB in Fig. 10, when 6 = 0.01. This small performance
sacrifice proves worthwhile to enhance covertness.
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Fig. 12. Eavesdropping SNR at Eve versus the horizontal distance between
Eve and Alice zgye and the vertical distance between RIS and Eve yris,
given N =4, M =64, 6 = 0.2, and zgye = 120 m.

E. Deployment Flexibility and Practical Insights

Observation 8: The proposed scheme can enhance deploy-
ment flexibility to some extent while maintaining a certain
eavesdropping SNR level (cf. Fig. 11).

In Fig. 11, the average eavesdropping SNR of the RIS-aided
PSA systems versus the horizontal distance between RIS and
Alice is illustrated. The height of the RIS yris is fixed at 5
m, and the RIS is deployed at different horizontal positions.
For both the proposed scheme and the passive RIS-aided
PSA scheme with ERD limitation, when the RIS is deployed
near Eve, the systems achieve the highest SNR performance.
And the SNR gain of the former compared to the latter is
approximately 9.5 dB under the condition 32, = 20 dB, and
this gain rises to 20 dB, when 32, = 30 dB. When the RIS is
deployed close to Alice, these systems will obtain the second
highest eavesdropping SNR. Notably, the lowest SNR achieved
by the proposed scheme exceeds the maximum SNR attained
by the passive one. This indicates that the active RIS offers
greater flexibility for effective PSA implementation.
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Fig. 13. Eavesdropping performance comparison between the active RIS (with
fixed M = 16) and passive RIS with different numbers of elements.

Observation 9: The deployment of RIS in the proposed
scheme near Eve can achieve optimal eavesdropping perfor-
mance, which consistent with practical condition (cf. Fig. 12).

We deploy the active RIS above Eve as suggested by the
results in Fig. 11, and it can move with Eve along the vertical
direction. Fig. 12 illustrates the average eavesdropping SNR
at Eve versus the horizontal distance between Eve and Alice
Txve and the vertical distance between the RIS and Eve yris.
The highest eavesdropping SNR is achieved when yris = 0
and TgEve = TAlice- The former condition is easy to achieve
because the RIS can be controlled by Eve, whereas the latter
is hard to realize as Alice is the adversary. Considering the
need for deployment concealment, when Eve positions the
RIS away from Alice, the closer the RIS is to Eve in the
vertical direction, the higher the eavesdropping SNR is. When
the height of RIS exceeds 10 m, the SNR drops rapidly to
a low level. Hence, it is better to deploy the RIS close to
Eve, and Eve is better to move closer to Alice in the actual
eavesdropping scenario.

Observation 10: The proposed scheme achieves a remark-
able equivalent array gain compared with passive RIS, offer-
ing a substantial reduction in physical size for comparable
performance, which is a decisive advantage for practical
deployments (cf. Fig. 13).

To provide deeper insight into the impact of the active RIS’s
additional power budget, we compare the proposed scheme
(with fixed M = 16) against passive RIS schemes with dif-
ferent numbers of elements (M = 16, 64,128,160, 256, 400)
in Fig. 13. The simulations demonstrate that even with 8
times more passive elements (M = 128), the passive RIS’s
eavesdropping performance remains approximately 1.3 dB
worse than that of the active RIS when 32, = 20 dB. It
requires about ten times the number of elements (M = 160)
for the passive RIS to achieve a comparable eavesdropping
performance. This quantifies an equivalent array gain of ap-
proximately 10 times for the active RIS with 10 dBW power
budget. This gain translates into a critical practical advantage:
the proposed scheme can achieve target performance with
a physical size that is only one-tenth of that required by
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a passive RIS. Given that the increase in the number of
passive RIS elements implies a significant expansion in the
required area, the active RIS effectively translates its power
consumption into a substantial reduction in physical size and
a dramatic improvement in deployment flexibility, making it
highly suitable for covert eavesdropping applications.

VI. CONCLUSION

This paper established an active RIS-aided covert PSA
scheme. It demonstrated that an active RIS can be exploited
to launch a powerful and covert PSA, breaching the security
of TDD wireless systems. The main findings are summa-
rized as follows. First, the amplification capability of the
active RIS provides a substantial eavesdropping advantage,
achieving extra SNR gains over passive RIS-based attacks.
Second, the simulations reveal and quantify a key trade-
off between eavesdropping performance and covertness. The
proposed joint optimization framework effectively balances
this trade-off, delivering high SNR while maintaining a low
detection probability under energy ratio detection. Third, the
active RIS exhibits superior deployment flexibility, achieving
performance comparable to a passive RIS with ten times
more elements, significantly reducing aperture size for the
attacker. Furthermore, the sensitivity analysis confirms the
robustness of the proposed scheme to imperfect CSI, as the
inherent amplification of the active RIS provides resilience to
estimation uncertainty. Overall, this study highlights that while
the active RIS is promising for enhancing communication
performance, it also introduces a new class of stealthy and
efficient security threats, underscoring the urgent need for
practical defense strategies and attack-aware system designs.

APPENDIX

Lemma 1 [56]: if  ~ N (1, 02) and y ~ N (y, 02) are
two independent Gaussian random variables, the probability
density function of ¢ = % is
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T = &, where Q1 ~ N(p,0%) and Q2 ~ N(p2,03).

Under Hg, we have 1 = o, a((?) = \/%%, o109 a?(T) =

V7K (KT? + 7), and ¢(T) = exp{ L [f;gg T KJ }

For sufficient 7 and K, the test statistic 7' under Hj
can be approximated as a random variable with the PDF of
fo(T'), which is not related to legitimate channel or illegitimate
channel but dependent on the numbers of samples 7 and K.
The PDF under H, can be expressed as
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where a(T) = ,/Ifgz + oz b(T) = % + . and o(T) =

exp{% {Zz((p) -7 - K]
The probability of false alarm Py can be illustrated as

ol
P = Pr(T < 3|Hy) = / folz)dz.  (65)
—00
Given a target of Pr, we can calculate a corresponding
detection threshold ~. Then the probability of detection Pp
can be written as
¥
Pp = Pr(T < 4|Hy) = / fi(x)dx (66)
We assume that the sample numbers at Alice 7 is very large,
ie., 7 — oo. The estimation error € becomes very small
and negligible, i.e., € — 0. Hence, the expectations can be
respectively expressed as

||hHhB PT—FUA—)HO
=4 1 ) (67)
|hf:H (hB—l-HAPuth) PT—F&i — H1
o2
‘h%ﬁ' Ps-l—a%—)?‘[o
po = (68)
‘(hg%gpdownﬂj\) T Ps G Hy

According to the central limit theorem (CLT), @); and @5 can
be approximated by a Gaussian distributed random variable if
7 and K are sufficiently large, i.e.,

Q1 ~ N(u1,07)
QQ NN(M%US)

with py, and o being the expectation and variance, respec-
tively, k € {1,2}.

(69)
(70)
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