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ABSTRACT Cutting-edge integrated circuits (ICs) are increasingly vulnerable to hardware faults, which
can jeopardize the overall reliability of the system. Hence, it is crucial to evaluate the impact of faults to
identify hardware vulnerabilities that later designers can use to devise fault-mitigation solutions during the
circuit design stages. Fault injection (FI) through in-circuit emulation tackles the inherent complexity of fault
evaluations by adopting FPGA emulation strategies. Although various works report frameworks using this
FI approach, most of them are technology-dependent and hardly scalable when dealing with the increasing
complexity of modern IC architectures. In addition, none of these frameworks is disclosed, which limits
the adoption of fault-emulation strategies due to the inherent complexity and the required time to set up
a functional FI environment. This work introduces SHADOWFI, a generic, open-source, and netlist-based
fault-emulation framework that leverages the computational capabilities of hyperscale infrastructures for
fault characterization and reliability estimation of complex IC designs. SHADOWFI offers two different
functional workflows: i) simulation, which enables the parallelization of FI tasks on high-performance
computing systems, and ii) emulation, which leverages the flexibility of FPGA cluster implementations.
The framework automates saboteur insertion, FI campaign execution, and report generation, requiring
minimal user configuration. Each SHADOWFI workflow was evaluated on a set of IC design benchmarks,
demonstrating practical usability and significant speedup in fault injection. SHADOWFI is publicly available
at https://github.com/divadnauj-GB/SHADOWFI.git

INDEX TERMS Hardware faults, fault injection, fault simulation, fault emulation, reliability, dependability,
FPGA, hyperscale infrastructure.

The associate editor coordinating the review of this manuscript and

approving it for publication was Paolo Crippa .

I. INTRODUCTION
Cutting Edge silicon technologies have evolved significantly
by aggressively scaling down the transistor sizes, promoting
the delivery of high transistor densities, lower energy con-
sumption, and significant computational capabilities. Today,
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many ICs exhibit remarkable complexity, incorporating
multiple hardware structures and accelerators that range from
general-purpose to application-specific architectures [1],
[2]. Unfortunately, the outstanding capabilities of modern
silicon technologies can be overshadowed due to serious
reliability concerns. Recent studies have demonstrated that at
small-scale integrations (i.e., 7 nm and below), the ICs can be
significantly affected by faults (permanent or transient) either
escaping the end-of-manufacturing test process, or arising
during their operational life [3], [4], [5]. These faults may
result from various phenomena, including process varia-
tion, manufacturing defects (e.g., test escapes), premature
degradation, or aging, as well as sensitivity to temperature
variations, and radiation effects [5], [6]. Moreover, hardware
faults represent one of the primary sources of Silent Data
Errors (SDEs) affecting modern silicon devices, posing a
significant reliability challenge to the semiconductor industry
today [7], [8], [9], [10]. In fact, the SDEs due to faults
have become a serious reliability concern in datacenters (e.g.,
Google, Meta, Amazon [8], [9], [11], [12], [13]), where
a defective integrated circuit leads to workload errors or
malfunctions, reducing the quality of services (QoS), and
in the end causing significant economic impact. Similarly,
faults affecting integrated circuits can produce catastrophic
results, either threatening human lives (e.g., in automotive,
healthcare, or aerospace applications) or causing financial
issues when they impact banking transactions. Consequently,
it is crucial to characterize the fault effects on a given
integrated circuit to devise effective countermeasures later.

In this scenario, Fault Injection (FI) is an essential
experimental mechanism used to determine the impact of
faults on microelectronic devices, facilitating the verification
of functional safety and testing targets, as well as contributing
to the fault characterization and identification of vulnerable
structures and their subsequentmitigation of critical hardware
vulnerabilities [14], [15], [16]. Moreover, fault injections
applied at the early design stages (i.e, before the final
chip manufacturing) play a crucial role in developing
more robust and reliable IC devices, especially when
used in mission-critical applications (e.g., automotive and
aerospace) [15]. In this regard, it is crucial to have suitable
tools and frameworks that enable the fast and accurate
assessment of reliability with respect to faults affecting
silicon devices.

Several FI approaches can be used to accurately evaluate
the fault tolerance of modern ICs, such as software-based
simulation or hardware-based emulation [15]. The software-
based simulation—mainly based on logic simulation, lever-
ages the software’s flexibility to model and control different
fault behaviors at the register-transfer or gate-level abstrac-
tion. However, this FI approach faces severe execution-time
limitations that become prohibitive as the circuit complexity
increases (e.g., months or years) [17], [18], [19]. Alter-
natively, hardware-based emulation overcomes simulation
restrictions by inserting saboteur circuits within the integrated

circuit under evaluation. This strategy, also known as
in-circuit fault insertion, leverages reconfigurable hardware
devices, such as Field Programmable Gate Arrays (FPGAs),
thereby making accurate and faster assessments possible
under realistic conditions [15], [20], [21].

To date, several works have presented various FPGA-based
emulation frameworks, which combine specialized software
and hardware tools to model and implement diverse fault
behaviors [20], [21], [22], [23]. In-circuit instrumentation
techniques have been widely adopted as a fault emulation
approach for reliability assessment of IC designs [15], [20],
[21]. However, most of the reported frameworks apply circuit
instrumentation using vendor-dependent tools, preventing
their use because they either are not freely available or
already deprecated. In addition, the number of faults on
an IC can increase substantially (i.e., millions of faults)
when evaluating complex hardware designs and accelerators
(e.g., AI hardware). Despite adopting statistical sampling
methods to reduce the number of faults for analysis,
maintaining representative confidence levels can still lead
to a considerable amount of faults to be evaluated one at a
time (e.g., thousands of faults), which nevertheless require
prolonged evaluation times, even when relying on FPGA
devices [24]. Therefore, it is crucial to adopt alternative or
complementary paradigms that aim to reduce the duration of
fault evaluations.

Currently, several initiatives in both industry and academic
contexts [25] are being developed to create FPGA-based
hyperscale infrastructures, aiming to provide energy-efficient
and high-performance computing capabilities not offered by
other high-performance systems. Such reconfigurable sys-
tems are promising platforms for deploying and accelerating
fault emulation frameworks used in the reliability assessment
of IC designs.

This work introduces SHADOWFI, a generic, open-
source fault-emulation framework that, for the first time,
leverages the parallelism capabilities offered by hyperscale
infrastructures to accelerate the reliability estimation and
fault characterization of complex microelectronic devices.
SHADOWFI leverages the distributed computing paradigm
to deploy parallel FI tasks using simulation and emula-
tion workflows. In the first case, SHADOWFI provides
support for deployment on high-performance computing
(HPC) systems by distributing fault injections across mul-
tiple computational nodes in parallel. On the other hand,
by employing FPGA-cluster infrastructures, SHADOWFI
can be configured to emulate fault behaviors within the
hardware structures of the targeted IC design, which is then
deployed on independent FPGA nodes, enabling multiple FI
tasks in parallel.

SHADOWFI was conceived as an open-source framework
that facilitates the adoption of a netlist-based fault emulation
strategy, addressing the main limitations of state-of-the-art
emulation-based frameworks. Firstly, these fault-emulation
frameworks primarily rely on commercial tools that are
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typically tied to specific vendors or devices, which limits their
scalability, flexibility, and portability. Additionally, most of
them are private or have restricted access, hindering their
usability in both academic and non-academic contexts, and
potentially leading to obsolescence.

The key contributions of this paper can be summarized as
follows:

• A generic and open-source FI framework for relia-
bility estimation of complex microelectronic devices
(SHADOWFI). The proposed framework supports the
evaluation of permanent and transient faults, including
stuck-at, single-event transient (SET), single-event upset
(SEU), and multiple-event upset (MEU).

• A modular and flexible scan-chain-like saboteur archi-
tecture that combines RTL and netlist abstractions,
offering flexible fault insertion across different hierar-
chical levels of the IC design, providing a simple Fault
Injection Port (FIP) interface.

• An automated pipeline for the insertion of saboteur
circuits in a target component’s netlist of any IC design.
The framework provides an automated end-to-end pro-
cess that encompasses hardware description language
(HDL) read and analysis, fault instrumentation, fault
orchestration, results gathering, and report generation
with minimal user intervention.

• A FI simulation workflow with support for high-
performance computing deployment. This workflow
can automatically orchestrate fault injections through
parallel logic simulations.

• An FPGA-based fault emulation workflow with support
for hyperscale infrastructures, leveraging the distributed
computing strategies where the IC under evaluation
is instrumented with saboteur circuits and deployed
on multiple FPGA devices, enabling the evaluation of
multiple faults in parallel at silicon speed. In particular,
this workflow was deployed on the HyperFPGA system
hosted by the ICTP; however, it can be extended to other
FPGA cluster infrastructures.

• SHADOWFI was evaluated on a selection of bench-
marks, demonstrating the framework’s flexibility and
effectiveness across different parallel configurations,
providing relevant results while significantly speeding
up the FI tasks.

The paper is structured as follows: Section II out-
lines related works regarding hardware-based emulation
approaches. Section III introduces the proposed FI mech-
anism. Section IV describes the framework evaluation and
reports the experimental results. Finally, Section V concludes
the paper and describes future directions.

II. BACKGROUND AND RELATED WORKS
A. HARDWARE FAULTS AND RELIABILITY
The progress in CMOS technology has facilitated the
development of smaller, faster, and more energy-efficient
electronic devices such as Graphic Processing Units (GPUs),
CPUs, and Domain-Specific-Architectures (DSA) hardware

FIGURE 1. Representation of the stuck-at fault model for describing
permanent faults.

FIGURE 2. Illustration of Single-Event Transient (SET) and Single-Event
Upset (SEU) faults on a basic circuit.

accelerators, which are utilized across various domains rang-
ing frommultimedia to AI applications. These improvements
are largely due to the increased transistor densities on individ-
ual chips, in line withMoore’s Law [5]. However, the ongoing
miniaturization of these technologies—especially at 7nm
and below—has raised concerns about reliability, as smaller
components become more vulnerable to faults stemming
from factors like aging, over-stress, harsh environmental
conditions with high temperatures, or manufacturing defects.
In fact, scaling down technology significantly raises the
likelihood of hardware faults, including those caused by
terrestrial radiation [4]. Numerous studies have shown that
the failure rate increases along with technology scaling [1],
[5], [26]. This rising failure rate in contemporary silicon
technologies can considerably shorten device lifespans and
compromise the reliability of many applications in use today.

Hardware faults occur due to physical phenomena that
impact the electrical operation of an electronic circuit. They
are generally classified as either permanent or transient, based
on their characteristics and behavior during circuit operation.

Permanent faults arise from various causes, such as manu-
facturing defects, premature degradation, process variations,
and semiconductor aging. These faults are persistent; once
they occur and are activated in a circuit, they will consistently
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FIGURE 3. ’’Chain of treats’’ produced by faults on a computational
system. A fault, when activated, generates errors. Errors propagate
throughout the application or system operation, likely causing
failures [29].

affect its operation. The stuck-at-fault model is the most
commonly used method to describe and model permanent
faults affecting individual signals in a circuit netlist [27], [28],
[29]. This model forces certain signals to remain at fixed
values of 0 or 1. Figure 1 illustrates a simple example of
stuck-at faults within a basic combinational circuit.

On the other hand, transient faults correspond to tempo-
rary physical malfunctions caused by different phenomena
such as electromagnetic interference, circuit degradation,
manufacturing process variations, or due to the influence of
external radiation effects (e.g., high-energy particle strikes).
In a computer system, transient faults can instantaneously
affect a single transistor or gate in the design that may
corrupt pipeline states, leading to register and memory
corruptions, pipeline deadlocks, or exceptions. These faults
are commonly referred to as Single-event transients (SET)
when a single transistor or gate is affected, and single-event
upsets (SEUs) when a flip-flop or memory storage is flipped,
and single-event multibit upsets (SEMUs or MBUs) when
multiple gates or storage elements are impacted [30], [31],
[32], [33]. Figure 2 depicts the effects of SEU and SETs on the
behavior of a digital circuit. The SET fault model corresponds
to a short pulse or glitch that can propagate through the circuit
and potentially reach an output or be captured by a storage
element; whereas a SEU corresponds to a bit-flip on storage
elements or flip-flops. SEU effect remains until the flip-flop
is overwritten.

When faults occur during the operation of a silicon device,
they can lead to effects known as errors that propagate
through the application execution, ultimately affecting the
final system output. When these effects reach the final
application, they can result in a failure. This fault propagation
mechanism is referred to as the ‘‘chain of threats,’’ as
described in [29] and illustrated in Figure 3.
Specifically, when a fault appears in a computing device,

it remains dormant until a set of functional or environmental
conditions activate it, producing an error. These errors
are often called Silent Data Errors (SDE) or Silent Data
Corruption (SDC) [7], [10]. As the system continues to
operate, these initial errors can transform into subsequent
errors. In other words, errors caused by a fault in one
component can propagate to other components, generating
and transmitting additional internal errors. This chain of
error propagation can ultimately reach the application’s final
output, leading to failures that jeopardize the entire system
operation.

Faults that affect silicon devices pose a significant threat to
the reliability and safety of advanced applications. Therefore,

it is essential to develop more robust devices that can mitigate
the impact of these faults. However, designing fault-tolerant
circuits requires thorough fault assessments to identify the
hardware vulnerabilities that need robustness. As hardware
systems grow larger and more complex, conducting fault
assessments becomes increasingly challenging. The rising
number of potential faults can lead to extensive, and
sometimes prohibitive, evaluation times when using tradi-
tional fault injection methods, mainly based on simulation
strategies.

B. FAULT EMULATION FOR IC DESIGNS
Fault emulation is a fault injection strategy that relies
on FPGA devices aiming to assess the impact of faults
on IC designs. This fault injection technique enables
high-speed and parallel execution, providing significantly
faster fault evaluations, when compared to fault simula-
tion approaches [14], [15]. In general, FPGA-based fault
emulation approaches can be classified into reconfiguration-
based [22], [23] and in-circuit instrumentation-based [20],
[21], [24].

The reconfiguration-based approaches typically leverage
the FPGA’s dynamic reconfiguration properties and the
bit-stream modification to inject faults [22], [23], [37], [38],
[39], [40], [41], [42]. In this approach, for every fault, it is
required to recompile and download the new bit-stream
into the FPGA device. Although this strategy has limited
or negligible hardware overhead requirements, it incurs
significant time overhead during the preparation phase (i.e.,
hardware synthesis and FPGA reconfiguration), which in turn
can take longer than the fault evaluation itself on the FPGA
device. Furthermore, the technological dependency, the fault
models (i.e., SEU only), and the evaluation scope (i.e., FPGA
reliability), among other aspects, significantly constrain the
straightforward adoption of this fault evaluation approach
when considering different target configurations and fault
models or deployment infrastructures.

On the other hand, the in-circuit instrumentation approach
relies on special hardware structures, typically sabotage-
based, inserted inside the circuit under evaluation [20], [21],
[24], [36], [43]. The saboteur circuits can be designed to
incorporate several fault models, which in turn, can be
selected and activated during the runtime operation of the IC
on an FPGA. In general, the in-circuit instrumentation can be
conducted at RTL or netlist levels of abstraction.

The RTL instrumentation resorts to source code modi-
fication, inserting and interconnecting one or multiple FI
components inside the design hierarchy [43], [44], [45],
[46], [47], [48]. Unfortunately, this strategy can have
limitations when the target IC design incorporates complex
HDL descriptions (i.e, behavioral and parametric hardware
descriptions), requiring significant customization for every
IC design. Alternatively, the netlist instrumentation inserts
saboteur circuits into the gate-level IC’s netlist, which is
obtained from the synthesis stage. In particular, this FI
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TABLE 1. Summary of related works adopting fault emulation frameworks leveraging the netlist-based in-circuit instrumentation.

approach can be implemented by using cell replacement or
net splitting methods. In the first case, all cells in the design
are replaced by customized cells with FI capabilities [35],
while in the second case, all nets in the design are opened
and connected to saboteur structures. The latter method is
more flexible and scalable, becoming widely adopted in most
state-of-the-art emulation-based frameworks [20], [21], [24],
[34], [36].

Table 1 reports the most recent state-of-the-art emulation-
based frameworks adopting netlist instrumentation strategies
by considering eight aspects of comparison: FI level,
FI target, fault models, netlist generation tool, simulation
support, type of deployment, and current status. It is worth
noting that prior fault emulation frameworks share common
characteristics regarding the target of fault injections, fault
models, and hardware implementations. However, other
aspects, such as availability and technology dependency,
can hinder their adoption and portability. For instance,
fault emulation frameworks are either proprietary or not
openly disclosed, imposing significant restrictions on their
use or potential extensions; likewise, they rely on Synopsys
or AMD/Xilinx tools for netlist generation (e.g., design
compiler, Synplify Pro, or Vivado), which significantly limits
portability when adopting other FPGA devices, vendors,
or any other FPGA-based infrastructure.

In general, netlist-only fault emulation offers flexibility
in modeling and evaluating various fault behaviors, regard-
less of the IC’s architecture or micro-architectural details.
Nonetheless, this fault instrumentation approach can lead
to significant hardware overhead, which can ultimately
constrain the maximum number of FI circuits that can be
inserted into the netlist design. In order to solve this problem,
several works have proposed solutions by instrumenting only
the flip-flop cells [20], [34], [35], while other works apply
statistical sampling approaches across the flattened version
of the design’s netlist [24], [36].
Despite applying any of these fault sampling solutions,

in the end, the required number of faults to be evaluated can
still be significantly large. For example, as the IC designs
grow in size, the number of faults to be inserted in the
netlist also increases, especially when adopting statistical
sampling, where maintaining proper confidence intervals

is crucial for guaranteeing the statistical relevance of the
fault evaluations [49]. Consequently, evaluating complex
hardware designs and accelerators using netlist-based fault
emulation results in a large number of faults to be evaluated,
leading to a significant evaluation time, even when relying
on FPGA devices. Hence, it is crucial to embrace alternative
or complementary paradigms (e.g., distributed computing)
aimed at speeding up the reliability assessment of digital
circuits when using netlist-based instrumentation strategies.

In fact, the significant advances in reconfigurable comput-
ing have nowadays promoted the creation of FPGA clusters
in both academic and industrial contexts [50]. The parallelism
and reconfiguration properties offered by such systems meet
the computational requirements demanded by emulation-
based strategies, especially during the execution of fault
injection tasks. Indeed, commercial FPGA cloud services,
such as Amazon AWS FC1 and FC21 or Microsoft Cata-
pult,2 offer different infrastructures and software tools for
deploying advanced reconfigurable computing applications
on various FPGA platforms. Likewise, various academic
initiatives, such as the Open Cloud TestBed (OCT) [25],
cloudFPGA from IBM,3 and HyperFPGA [51], [52] also
provide novel hardware and software infrastructure for
leveraging reconfigurable computing in hyperscale systems
with FPGAs.

Although some efforts have been made to accelerate
fault simulation tasks using HPC systems [53], to the best
of our knowledge, there are no reported works leveraging
the capabilities of hyperscale FPGA infrastructures for the
deployment and acceleration of fault-emulation paradigms.
Consequently, SHADOWFI is the first open-source frame-
work that leverages the use of hyperscale infrastructures to
speed up the fault characterization and reliability evaluation
of IC designs using fault emulation strategies. In particular,
SHADOWFI has been designed to support both HPC and
FPGA-based computing clusters. This combination enables
broader adoption and possibly longer lifespan compared
to prior works. Unlike many works in the literature,

1https://aws.amazon.com/ec2/instance-types/f2/
2https://www.microsoft.com/en-us/research/project/project-catapult/
3https://research.ibm.com/projects/cloudfpga
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SHADOWFI relies on the open-source Yosys framework [54]
for the HDL analysis and netlist generation, which is
fundamental for the fault injection infrastructure. In addition,
SHADOWFI provides simulation support for both fault inser-
tion verification and fault injection orchestration, utilizing
logic simulations via Verilator [55].

SHADOWFI inserts saboteur circuits into any IC design
under evaluation by combining RTL and netlist abstractions.
First, the saboteur circuits are placed into the netlist of the
selected components of the design. Then, at the RTL level,
all saboteurs are interconnected across the design hierarchy
using a scan-chain-like structure, exposing a simple interface,
namely, the Fault Injection Port (FIP). Finally, the new
fault-instrumented design is inserted in a testbed containing
the IC test benchmark and a fault injection manager.

SHADOWFI provides an automated pipeline for conduct-
ing fault instrumentation, fault injection orchestration, results
gathering, and report generation. This operational pipeline
is implemented through two functional workflows that can
be deployed on standalone or hyperscale infrastructures.
The simulation workflow supports the deployment of fault
injection tasks using HPC infrastructures. On the other hand,
the emulation workflow supports the deployment of fault
injection tasks on FPGA-based infrastructures. Although this
work leverages the flexibility offered by HyperFPGA [51],
[52], SHADOWFI has been envisioned to be extensible to any
other FPGA-cluster infrastructure after a proper framework
configuration.

Although, several recent works propose alternative
AI-driven approaches to fault detection and robustness
enhancement, such as graph-based transfer learning for
analog circuits [56], SEU-resilient latch design [57], triple-
node-upset-tolerant latches [58], and cost-optimized latch
designs with aging mitigation [59]. These methods offer
predictive or design-time robustness enhancements, but often
provide limited assessment when considering multi-cycle
fault propagation. SHADOWFI takes a complementary
perspective by leveraging HPC and FPGA-based hyperscale
infrastructures to accelerate detailed fault simulation and
emulation, thereby enabling a closer analysis of hardware
behavior under realistic fault scenarios.

III. SHADOWFI ARCHITECTURE AND DESCRIPTION
The SHADOWFI framework operates in two main stages: i)
design preparation and ii) fault evaluation.
During the design preparation stage, a FI infrastructure

is integrated into the circuit under test (CUT) using netlist
instrumentation strategies, through a saboteur insertion flow.

In the fault evaluation stage, a FI campaign is conducted
leveraging the fault instrumentation applied to the CUT. The
fault injection is performed in parallel, creating multiple FI
instances, where one fault is injected at a time through the FI
infrastructure of each instance. The effects of the faults are
assessed by comparing the outcomes of the CUT under faults
with the outcomes observed in a fault-free scenario.

FIGURE 4. General representation of the saboteur architectures in
SHADOWFI.

The following subsections provide a detailed description
of each of the main elements incorporated by SHADOWFI.

A. FAULT INJECTION INFRASTRUCTURE
SHADOWFI adopts in-circuit instrumentation through netlist
modification to emulate both permanent and transient fault
behaviors at the gate-level netlist of a target IC under
evaluation. The fault insertion is modeled by saboteur
circuits, which integrate the functional behavior of different
faults. These saboteur circuits are inserted into all target nets
of the circuit, adding corruption logic based on the chosen
fault model. We present five fault models, as described
below; however, the framework can be extended by including
additional fault models.

• Stuck-at-0: The target net is set to 0 after the fault
activation

• Stuck-at-1: The target net is set to 1 after the fault
activation

• Single event transient (SET): The target net flips its value
during one clock cycle

• Single event upset (SEU): The target flip-flop changes
its value after the fault activation

• Multibit event upset (MEU): Multiple adjacent flip-flops
change their values after the fault activation

The implementation of these fault models uses two sabo-
teur circuits labeled as Type I and Type II saboteurs.
The first one implements the stuck-at and SET fault models
at any cell outputs of the design, whereas the second type is
specially tailored to implement SEU on flip-flop components
only. Figure 4 depicts the block diagram associated with
each saboteur type. The saboteur circuits split the nets’
interconnection between source and sink logic cells. Thus,
the saboteur circuit receives as an input the Netin value
coming from the source logic and generates an output Netout
according to the fault model configuration, which is sent to
the sink logic. The configuration of the Type I saboteur
comprises four control signals, as depicted in Figure 4.(a).
The C0 and C1 signals define the fault model behavior, while
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TABLE 2. Functional operation of saboteurs type I & II in terms of the
configuration and control inputs.

the Sen and TFen correspond to the saboteur enable and the
fault activation enable, respectively.

On the other hand, the Type II saboteur manipulates
both the data (D) and enable (EN) signals of the flip-flop to
induce a SEU fault, as shown in Figure 4.(b). Specifically,
this saboteur causes a bit-flip at the flip-flop’s input while
simultaneously forcing it to load the erroneous value. The
operation of the saboteur is controlled solely through the Sen
and TFen ports.
These saboteur circuits remain inactive until triggered by

external control. Table 2 presents the configuration details for
both saboteur circuits according to every fault model. It shows
the saboteur configurations necessary to select and activate
the saboteur operation for every fault model. Fault behaviors
are effectively introduced on the circuit operation only when
the saboteur selection and fault activation signals are active
(i.e., Sen = 1 and TFen = 1); otherwise, the saboteur does
not produce any effect on the CUT. In the case of saboteur
Type I, the additional control ports (i.e,C1 andC0) are used
to select one specific fault model, either Stuck-at-0, Stuck-
at-1, or SET. For example, when C1 = 0 and C0 = 0, the
saboteur behaves as a Stuck-at-0, forcing the net to a zero
value. On the contrary, the Type II saboteur circuit only
requires Sen = 1 and TFen = 1 to inject a SEU on the target
flip-flop.

It is important to note that the TFen signal is used to
control both the fault activation time and the duration of
the fault effect. These two configuration parameters are
measured in system clock cycles. The fault activation time
refers to the specific clock cycle within the operating window
of the CUT when the fault is activated. On the other hand,
the fault duration indicates how long, in clock cycles, the
fault remains active. For instance, a permanent fault can be
activated right from the first operational clock cycle of the
CUT and will remain active for the entire duration of its
operation. In contrast, a transient fault, such as a SET or SEU,
can be activated randomly at any clock cycle but typically
lasts for only one clock cycle.

These fault activation mechanisms are implemented within
a specialized interconnection and control system that groups
multiple saboteurs together, allowing for their individual

FIGURE 5. Illustration of the general architecture of a saboteur
infrastructure (SBTR) composed of multiple saboteur circuits.

configuration and activation. Figure 5 depicts a general block
diagram of the proposed saboteur infrastructure (SBTR) used
to insert and control the saboteur circuits within the netlist of
any CUT. Initially, the number of saboteur units is determined
by the number of nets or flip-flops in the target design netlists,
ensuring that each saboteur unit is connected to a unique net
or flip-flop of the design. The saboteur insertion splits the
assigned net into Netin and Netout signals. Then the saboteur
logic is inserted between the newly created signals, making
Netin the saboteur’s input and Netout the saboteur’s output,
respectively.

As the number of saboteur units increases, managing them
becomes increasingly complex, necessitating a straightfor-
ward yet effective control mechanism. The proposed solution
involves the integration of a shift register (SR) within the
SBTR to connect all saboteurs’ control signals, resulting in
a unified fault injection interface. The SR offers a simple
method for selecting and activating individual saboteur units,
regardless of the number present in the design. In detail, the
SR is divided into two main components: i) the fault model
(FM) bits, and ii) the saboteur selection bits (SSB). The FM
bits correspond to the two most significant bits of the SR and
are shared among all saboteur units, allowing for the selection
of the fault model behavior. The remaining SR bits (SSB)
are individually connected to each saboteur unit, enabling the
specific selection of saboteurs for fault injection. Finally, the
fault activation signal TFen is shared among all saboteur units
and exposed as an input port for external handling.

It is important to note that the proposed SBTR architecture
allows for easy manipulation of any number of saboteur
units through a simple control interface, in our case, the
FIP, that consists of the fault activation port TFen along
with the SR control ports (Si, En, Clk , Rst , and So).
The ports Si and So function as the serial input and
serial output ports, respectively, and enable seamless scan-
chain-like interconnection of multiple SBTR modules while
maintaining the same FIP.

Although this work introduces independent saboteur
circuits type I and type II, the modular saboteur
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FIGURE 6. SHADOWFI saboteur insertion flow. This flow illustrates the
automatic insertion of saboteur circuits on a given input HDL design.

architecture can be extended to represent additional classes
of faults, including defect-related (e.g., bridging faults), soft
errors, and even aging-related degradation. These models can
coexist simultaneouslywithin the same infrastructure, as each
saboteur is parameterizable and independently activatable.

B. SABOTEUR INSERTION FLOW
SHADOWFI provides an automatic pipeline to insert the
saboteur infrastructure into selected submodules of any
CUT described in a hardware description language (HDL)
(e.g., Verilog, SystemVerilog, or VHDL). The hardware
instrumentation process performs several transformation
steps on the input HDL design files of the CUT, producing
new HDL design files that incorporate one or more SBTR
modules. Figure 6 shows the detailed saboteur insertion
flow implemented by SHADOWFI. In detail, the design
transformation comprises five successive stages: i) HDL
elaboration, ii) hierarchy analysis, iii) component extraction
and technology mapping, iv) saboteur placement & routing,
and v) fault list generation.
The HDL elaboration stage involves parsing the input HDL

files to transform the complete CUT design into a RTL
abstraction. This transformation preserves the original hier-
archy of the CUT while simplifying various complex HDL
abstractions. This stage is crucial because the HDL source
files, in any CUT design, often contain different hardware
description forms, such as parametric definitions, behavioral
descriptions, and dynamic component instantiations, that

FIGURE 7. A general representation of the SBTR placement and routing.
SHADOWFI automatically places the SBTR blocks across the design and
routes them in a scan-chain-like architecture, simplifying their
configuration.

make the insertion of saboteurs at these levels extremely
complex.

Essentially, the HDL elaboration simplifies and transforms
the input HDL design into a new representation that uses
fundamental RTL components such as registers, adders, mul-
tipliers, multiplexers, memories, and finite state machines.
SHADOWFI implements this stage using Yosys [54],
an open-source synthesis tool that supports the conversion of
full-featured Verilog/VHDL designs into simple RTL Verilog
descriptions.

The hierarchy analysis stage processes the simplified
RTL design generated in the previous stage and creates a
hierarchical tree of the CUT’s component interconnections.
This hierarchical information is essential to select the parts or
CUT’s submodules to be instrumented with SBTR modules.

In the component extraction and technology mapping
stage, several modules are extracted from the CUT and
transformed into a gate-level netlist, preparing them for
the insertion of saboteurs. The user determines the mod-
ules selected for extraction through three configuration
options in SHADOWFI. The first option, known as the
default configuration, randomly selects a single component
instance from any level within the CUT hierarchy. The
second option allows the user to specify the top entity in
the hierarchy as the target component, which effectively
collapses the entire design into a single CUT compo-
nent. The third option is user-defined, enabling the test
engineer to arbitrarily select specific component instances
based on the hierarchy tree obtained in the previous
stage.

At the same time, SHADOWFI generates the netlist of the
extracted components using Yosys for synthesis. It is worth
noting that the technology mapping process uses the internal
Yosys cells. Nonetheless, the tool can be easily extended
to be used with any other ASIC technology cell library by
providing the appropriate liberty files. The outcome of this
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process creates single Verilog files, where each of them
contains the netlist of every extracted component.

Once the netlist is generated, the next step consists of
inserting the saboteur circuits on every component of the
hierarchy. SHADOWFI provides two fault instrumentation
options: full or statistical. The full option inserts saboteur
circuits exhaustively into every net inside the selected
components within the IC design. The statistical option
randomly selects a subset of nets where saboteurs are
inserted. The number of sampled faults can be determined
by the user. This feature enables the conduct of different
statistical strategies depending on the user’s needs. When
selecting the statistical approach option, the framework
by default uses fault sampling with a 95% of confidence
level and 1% of error margin, aligning the established fault
sampling strategies in the field [24], [49].

During the saboteur placement and routing stage,
SHADOWFI inserts and interconnects SBTR modules into
the components of the selected CUT. Figure 7 shows a general
block diagram illustrating the insertion of the saboteur
infrastructure targeting five modules within the CUT. The
process begins by adding the SBTR modules to the netlists
of the chosen components, following the SBTR architecture
outlined in Figure 5. After modifying the components, the
updated instances are placed within the RTL design of the
CUT, replacing only the target components selected for fault
injections. Once the new components are in place, the next
step involves creating the interconnection infrastructure using
a scan-chain-like architecture. In this setup, the output of
one SBTR module is connected to the input of another
SBTRmodule. This routingmechanism introduces additional
FIPs and interconnection wires across different hierarchy
levels. Creating a unique FIP at the top hierarchy component,
which is utilized to manage the entire fault injection
infrastructure.

Finally, at the last stage, SHADOWFI generates a file that
provides detailed information about every possible fault to be
injected into the fault injection infrastructure within the CUT.
Each fault is defined by an eight-tuple descriptor as follows:

<SBTRID, PathInst , Modulename, Bitstart , Bitend , NetID,
FaultModel, FaultActtime>
The SBTRID indicates the position of the component

in the SBTR chain where the fault will be injected. The
PathInst contains the full string path of the component
instance within the CUT. The Modulename specifies the
name of the module in the design. The Bitstart and
Bitend define the positions of the components within the
bit-string configuration chain. The NetID defines the index
of a specific saboteur within the target component. The
FaultModel indicates the type of fault to be injected, and
FaultActtime specifies the clock cycle when the fault is
activated. For example, let’s consider the fault descriptor <2,
‘‘TOP/U4’’, ‘‘Module4’’, 300, 365, 12, ‘‘S@1’’, 0> for the
hypothetical fault injection infrastructure shown in Figure 7.
The descriptor indicates a ‘‘Stuck-at-1’’ fault, activated
from the first clock cycle, injected by the saboteur number

12 of the component ‘‘Module4’’. It corresponds to the
SBTR2, configured with the bits allocated between positions
300 and 365 of the saboteur infrastructure, within the instance
‘‘TOP/U4’’. The fault descriptor enables the creation of a
unique bit string for each fault, allowing for the configuration
of the fault injection infrastructure during fault injection
campaigns.

C. FAULT EVALUATION WORKFLOW
This fault evaluation aims to estimate the impact produced
by hardware faults on the CUT’s operation. Therefore, the
evaluation process consists of systematically injecting faults
into the CUT using the inserted saboteur infrastructure.
Afterward, a test application or a set of input stimuli is
executed on the CUT, aiming to test the CUT’s functionality
in the presence of faults.

In detail, the fault evaluation procedure consists of two
main steps. First, test stimuli are applied to the CUT
under fault-free conditions. This process generates and stores
reference outcomes, which are essential for the subsequent
fault assessment. In the second step, known as fault injection,
each fault is represented as a bit string that configures
the saboteur infrastructure within the CUT. After this
configuration, the CUT initiates a test operation by applying
the test stimuli, resulting in outputs for the faulty scenario.
These results are then compared with the reference outcomes.
Based on this comparison, faults can be categorized as
follows:

• Detected Unrecoverable Error (DUE): The fault
induced a critical condition on the CUT operation, such
as CUT halt, crash, or timeout.

• Silent Data Corruption (SDC): The fault changed
the CUT operation, creating differences in the faulty
outcomes with respect to the fault-free case.

• Masked : The fault did not impact the CUT operation;
there is no difference between the faulty and fault-
free outcomes. This definition naturally accounts for
multi-cycle propagation and reconvergent fan-out in
combinational circuits, since any latent error that
eventually surfaces will be classified as SDC or DUE
rather than masked.

It is worth noting that the fault outcome classification
enables the derivation of standard reliability metrics, such as
the Architectural Vulnerability Factor (AVF) or Soft Error
Rate (SER). Hence, SHADOWFI results can be mapped to
specific metrics required by functional safety standards; for
example the Failure Mode and Effects Analysis (FMEA) in
the ISO26262 standard from the automotive domain.

SHADOWFI incorporates the support for executing
extensive fault injection campaigns using two independent
workflows with parallel computation support. The first one
consists of a simulation framework based on Verilator [55]
implemented on HPC systems, while the second relies on
FPGA emulation implemented on the HyperFPGA system
infrastructure.
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FIGURE 8. SHADOWFI’s Simulation workflow architecture for deployment on HPC systems. This workflow distributes the fault injection across multiple
computational nodes, where each node executes the simulation of a subset of faults.

1) SIMULATION WORKFLOW
The simulation workflow in SHADOWFI serves two primary
purposes: verifying the operation of the CUT after the
insertion of saboteur infrastructure, and executing the fault
injection campaign. SHADOWFI relies on Verilator for logic
simulations and Python scripts for issuing a fault injection
campaign on the CUT.

The simulation workflow has been designed to be
deployed on HPC infrastructures, enabling the execution
of multiple fault injection campaigns in parallel, reducing
execution time. Figure 8 illustrates the general overview
of the parallel deployment of the simulation workflow
on an HPC system. First, an orchestrator task splits the
workload by launching several computational jobs in parallel,
each using a different fault list. The jobs are executed
across the HPC cluster, which consists of multiple nodes.
In particular, every job is submitted for execution using a
single node, with different available resources. Every job can
have multiprocessing capabilities, enabling further workload
partitioning into several fault injection tasks. This partitioning
involves splitting the fault list assigned to the node to
create multiple simulation instances of the same CUT, each
running on a parallel core (or worker) with a different set of
faults.

The FI task comprises two main parts: a testbench
and a fault injection manager. The testbench includes two
primary tasks. The first task manages the operation of the
CUT during the simulation by applying input patterns and
generating simulation results. The second task is responsible
for injecting a single fault into the CUT. To facilitate
this, the testbench incorporates an FIC and an additional
logic interface designed to configure the fault injection
infrastructure. SHADOWFI automatically inserts this second
task during the simulation setup. The fault injection manager,
on the other hand, oversees the fault injection campaign
by generating a fault descriptor and a test stimulus for the
simulation. Simultaneously, it reads the simulation results
and performs the fault impact assessment.

Figure 9 illustrates a simplified fault injection flow
using the simulation features provided by SHADOWFI. The
simulation flow combines a Python-based orchestrator along

FIGURE 9. Fault injection flow using the SHADOWFI simulation setup.

with logic simulation using Verilator. The simulation flow
encompasses four main stages: simulation setup, fault-free
simulation, fault injection campaign, and report results.

The flow begins with the simulation setup, where the user
must provide a CUT testbench, testbench configurations,
Verilator configurations, additional simulation libraries, and
stimulus data, if required. During this step, SHADOWFI
automatically processes the testbench and inserts a set of
functional procedures needed for configuring the saboteur
infrastructure. This includes the insertion of a FIC and
an external I/O interface for configuring the fault to
be injected, as well as to generate output results. After
the testbench instrumentation, Verilator compiles the new
simulation framework and generates a simulation executable.
Following this, the fault-free simulation stage, launches the
logic simulation of the CUT with no faults injected. This
enables the system to collect reference or golden results,
which are used later to assess the impact of faults. The
fault-injection campaign stage, evaluates the effect of every
fault defined in the input fault list file. This evaluation follows
a three-step sequence: first, a fault is selected from the fault
list and inserted into the saboteur infrastructure; then, a logic
simulation is performed, collecting the CUT faulty results;
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FIGURE 10. SHADOWFI’s emulation workflow architecture for deployment on the HyperFPGA system. This workflow distributes the fault injection across
multiple FPGA nodes, where each node emulates a subset of faults.

and finally, the faulty results are compared with the golden
ones to assess the effect of faults. This process is repeated
for all faults included in the fault list. The results report stage
analyzes all the outcomes from the fault injection campaign
and summarizes the results, categorizing faults according to
their effect: Masked, SDCs, or DUEs.

2) FPGA EMULATION WORKFLOW
The FPGA-based fault emulation flow exploits the flexi-
bility, reconfigurability, and programmability of hyperscale
FPGA infrastructures. In particular, this work relies on the
HyperFPGA system hosted by ICTP [51], [52], which inte-
grates multiple MPSoC-FPGA nodes interconnected through
a high-speed network. Each node can be independently recon-
figured with user-defined hardware, enabling large-scale
and parallel FI experiments. Although the implementation
presented here uses HyperFPGA, SHADOWFI can be
extended to other hyperscale FPGA clusters.

The HyperFPGA platform consists of sixteen MPSoC-
FPGA nodes, each combining FPGAs, CPUs, GPUs, and
high-speed general-purpose connectors. Two network topolo-
gies interconnect the system: a 2D grid connecting the FPGA
I/O interfaces and an Ethernet star topology connecting
the CPUs. Every node is accessible through a unique IP
address and supports hardware–software integration via a
Python-based programming interface.

Figure 10 illustrates the SHADOWFI emulation workflow
on HyperFPGA. The FI orchestrator running on the host
system distributes the workload across the available nodes.
Each node is configured with the generated FPGA bitstream,
a specific fault list, and the corresponding test data for the
CUT. Once configured, each node executes its assigned FI
tasks in parallel. The results from each injected fault are sent
back to the orchestrator, which merges them, generates a final
FI report, and releases all nodes for the next task.

At the node level, the FI architecture combines hardware
and software components. The FPGA hosts the CUT and the
FIC, which is connected to the FIP inside the CUT. On the
CPU side, the FIM and CUT manager coordinate the FI
process through ComBlock IP cores [60]. The CUT driver

FIGURE 11. Fault emulation flow using the HyperFPGA setup.

handles normal test data transfers, while the SBTR driver
interacts directly with the FIC to inject specific faults.

The software stack operates on two abstraction levels: (i)
low-level drivers that manage read/write transactions with the
CUT (via ComBlock), and (ii) application-level modules that
implement FI and CUT control algorithms.

SHADOWFI provides the software and hardware utilities
for implementing the fault injection on the HyperFPGA
systems. This includes the FIM, the Single fault injection,
and the SBTR driver on the software side. Likewise, on the
hardware side, SHADOWFI provides the full synthesizable
description for the FIC.

Figure 11 illustrates the emulationworkflows implemented
by SHADOWFI. Initially, the fault evaluation process
requires a proper configuration of the hyperscale systems
through a development kit support (DKS). In particular,
the HyperFPGA provides a seamless DKS compatible
with Vivado Design Suite for AMD/Xilinx devices. This
configuration facilitates the integration of the instrumented
CUT produced by SHADOWFI within a specific hardware
platform. As a result, the hardware implementation generates
an FPGA bitstream configuration along with a device tree
overlay for compatible devices within the system.

After generating the bitstream, the next step configures
the nodes accordingly, and then a fault-free execution is
performed to collect the reference CUT results. Then, a whole
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fault injection campaign is executed across all the faults
selected for the evaluation. In the end, all results are
merged, and a final report is generated summarizing the fault
injection according to the fault effects, classified as Masked,
SDCs, or DUEs. This evaluation flow was implemented
on the HyperFPGA system using Python scripts within a
JupyterHub environment as described in [51] and [52].

D. SHADOWFI USER INTERFACE
SHADOWFI features a Command Line Interface (CLI) and
a web-based graphical user interface (GUI) that streamlines
the entire fault injection workflow, from design preparation
to fault injection task. The GUI provides a user-friendly
interface for automatically inserting the fault injection
infrastructure and prepare the scripts for the subsequent
fault injection orchestration using either the simulation or
emulation procedures. Figure 12 depicts the GUI that is
divided into five sections, as described below:

• Load design: This entry creates the fault injection
project, which involves loading the HDL design files,
link library paths, and setting parameter configurations
specific to the CUT under evaluation.

• HDL elaboration: Initiates the HDL transformation
from HDL source files to RTL netlist according to the
selected top entity of the design.

• SBTR place & route: This section provides several
configuration options, including the fault injection scope
(i.e., selection of components inside the design: random,
top or hierarchical), the fault model (e.g., stuck-
at, SET, SEU, orMEU), and the number of saboteurs to
be inserted across the selected components (i.e., full,
or statistical.

• Fault injection setup: Prepares the CUT to initiate
fault injections. This entry provides two configuration
alternatives: Simulation Setup and Emulation Setup.
The simulation setup receives the CUT’s testbench
configuration and compiles it using Verilator. The
emulation setup generates an output directory including
the modified HDL design files, the fault list, and
the saboteur infrastructure hierarchy to be inserted
within the FPGA’s Design Support Kit provided by the
hyperscale system.

• Fault injection campaign: Configures and initiates
the fault injection task using either a standalone
configuration on a local machine or a parallel execution
on an HPC system. In the first case, fault injection
initiates automatically. In the case of HPC systems, the
graphical interface generates HPC runtime scripts (e.g.,
SLURM scripts) for automatically launching multiple
jobs on an HPC infrastructure.

The SHADOWFI documentation provides a detailed user
guide about the usage of both CLI and GUI interfaces.4

4https://shadowfi-userdocs.readthedocs.io/en/latest/

FIGURE 12. SHADOWFI web-based graphical user interface (GUI).

IV. EXPERIMENTAL SETUP AND RESULTS
The SHADOWFI’s workflows were implemented in Python,
which controls and interacts with different EDA tools, simu-
lators, and hardware devices. In order to facilitate scalability
and reproducibility, SHADOWFI leverages the usage of
containers.5 The container includes all necessary tools to
enable the end-to-end operation of each workflow. Further
technical details about the SHADOWFI implementation,
including the tools versioning can be found in the framework
repository.6

We evaluate the end-to-end SHADOWFI workflow by
applying the complete saboteur insertion flow to different
hardware accelerators used as CUTs. Every circuit was
evaluated under different saboteur infrastructure dimensions,
determining the maximum number of actionable faults, either
single or multiple. For the experiments, we selected five fault
injection infrastructure configurations, denoted as 3 k, 6 k,
12 k, 24 k, and 48 k, with capabilities to inject up to 3,000,
6,000, 12,000, 24,000, and 48,000 faults, respectively. Such
saboteur configurations permit the analysis of the impact of

5https://docs.sylabs.io/guides/4.3/user-guide/introduction.html
6https://github.com/divadnauj-GB/shadowfi.git
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inserting small (i.e, 3 k) to large (i.e., 48 k) fault injection
infrastructures on the performance of the SHADOWFI.
In fact, these experimental configurations aim to serve as
illustrative benchmarks of SHADOWFI usage. However, it is
important to point out that SHADOWFI can be configured
to conduct any fault sampling strategy supporting rigorous
statistical analyses if required by the user.

In particular, we profiled the execution time and memory
usage for the main tasks in SHADOWFI. This work focuses
on the analysis of five tasks as follows: i) HDL Elaboration,
ii) Saboteur Placement & Routing, iii) Simulation Setup,
iv) FPGA Implementation, v) FI Simulation-based, ot FI
Emulation-based.

The first task transforms the HDL source design files of
the CUT into a basic RTL netlist description, whereas the
second inserts the saboteur infrastructure inside the CUT
according to the user configuration. The third task generates
a simulation executable from an evaluation testbench using
Verilator. This executable is used as a verification step after
the saboteur insertion, but it is also used as a fault injection
instrument within the SHADOWFI simulation workflow.
The fourth task corresponds to the FPGA compilation flow
(i.e., synthesis, implementation, and bit-stream generation)
used for generating the necessary hardware configuration
files compatible with the HyperFPGA system. This pro-
cess was conducted using Vivado Design Suite for the
HyperFPGA-3be11 part, which incorporates the Xilinx
device xczu3eg-sfvc784-1-e [51]. Finally, the fifth
task refers to the fault injection process, which can be
performed using either the simulation or FPGA emulation
workflows. Regardless of the selected evaluation flow, the
maximum number of faults to be evaluated depends on
the maximum number of saboteur circuits inserted inside
the CUT.

The memory usage of every task was profiled by using
the memory-profiler package through the mprof
command, while the CPU time execution was obtained using
timestamps captured at start/end of every executed task
within the SHADOWFI using Python’s time package. The
FPGA runtime was measured as the total FPGA-SoC time
using timestamps within the HyperFPGA system. Hence, the
reported time in Table 3 includes the end-to-end execution
time required to compute the test app on the target circuit.
This execution time comprises OS overhead, data loading,
CPU-FPGA data exchange, and final output generation. All
tasks were profiled using the same strategy, except for the
FPGA Implementation task, for which the memory usage and
CPU execution time were obtained directly from the logs
provided by the vendor EDA tool.

Further experiments were conducted to assess the overall
time-per-fault, considering distributed computing configura-
tions using 1, 2, 4, 8, and 16 parallel computing nodes. It is
worth noting that all selected nodes implement an identical
simulation/emulation engine; however, each node computes a
different set of faults from the fault list. In fact, the complete
fault list is divided into chunks, where every chunk of faults

FIGURE 13. General illustration of a 4 × 4x4 Tensor Core architecture for
matrix multiplication used as evaluation benchmark of SHADOWFI.

corresponds to the total number of faults divided by the
number of selected compute nodes. In this case, the time per
fault was calculated as the total fault injection time divided
by the number of evaluated faults.

It is important to highlight that there are currently
no open-source or SHADOWFI equivalent hardware
fault-emulation platforms that provide end-to-end fault
assessment for IC designs. Moreover, none of the prior
work has adopted hyperscale computing to speed up the
evaluation of fault injections as introduced by SHADOWFI.
Consequently, a direct comparison with such frameworks
is not possible. Instead, we compared the performance
per fault provided by SHADOWFI with a commer-
cial logic simulation tool enabled to simulate hardware
faults [61]. This comparison enables assessing the speed
up provided by the SHADOWFI’s simulation or emulation
workflows.

The experiments associated with the SHADOWFI’s fault
instrumentation tasks were conducted on a workstation
HP Z2 G5 with an Intel Core i9-10800 CPU featuring
20 cores and 32 GB of RAM. The fault injection task was
deployed into two different computational systems. First,
the simulation workflow was implemented on the Leonardo
HPC system from CINECA using 16 nodes and 8 tasks per
node, whereas the FPGA emulation was deployed on the
HyperFPGA system from the Multidisciplinary Laboratory
(MLAB) at ICTP [52].

A. EVALUATION BENCHMARKS
Table 3 presents a detailed description of the benchmarks
used to evaluate SHADOWFI. For the evaluations, four
different hardware accelerators with different complexities
in terms of component size granularity, hierarchical inter-
connections, and number of instantiated components were
used. In detail, this work utilized a Tensor Core (TCU) [62],
a Stereo Vision Core (SVC) accelerator [63], and two
different versions of Special Function Units (SFUs) that
implement trigonometric functions [28], [64]. Additionally,
the table reports the general design hierarchy of each circuit,
the number of instances per component, the circuit size in
terms of generic gate cells, the number of FPGA resources,
and the execution time of selected benchmarks, both in
simulation and FPGA implementation.
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TABLE 3. Main characteristics of the selected circuits and test benchmarks.

The circuit size was determined through a synthesis
process using generic cells (Gtech) from Yosys, as well
as an FPGA implementation. In the first case, the generic
cell library of Yosys was used to determine the number of
wires and the number of combinational and sequential cells.
These steps provide insightful information about the circuit
complexity as well as the number of possible faults to be
evaluated.

Columns 8, 9, and 10 report the FPGA usage in terms of
LUTs, flip-flops, and the maximum operational frequency.
Column 11 lists the specific test application tailored to
the target CUT. Columns 12 and 13 in Table 3 report the
total execution time when using either simulation or FPGA
implementation of every benchmark for each circuit under
test. It is noticeable that the FPGA implementation takes
less than two seconds to execute all benchmarks, while the
RTL simulation, using commercial tools, can take from tens
to hundreds of seconds per simulation, depending on the
evaluated CUT.

It is important to note that the selected benchmarks were
used to demonstrate the usability and flexibility provided by
SHADOWFI. In fact, we demonstrated that regardless of the
benchmark characteristics, SHADOWFI can be used to set up
and execute a complete end-to-end fault injection campaign.
In particular, SHADOWFI provides nine configuration steps
using either the CLI or GUI modes. This demonstrates that
the framework can be applied to any IC design available
in any HDL form. Further technical information about the
configuration details of SHADOWFI on each of the evaluated
benchmarks is available in the SHADOWFI repository and
the documentation resources.7

1) TENSOR CORE (TCU) DESCRIPTION
The first circuit under test corresponds to a TCU (i.e., also
known as Matrix Core), a Domain-Specific Architecture
(DSA) dedicated to performing in hardware 4 × 4 matrix

7https://github.com/divadnauj-GB/shadowfi
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multiplications in Floating-Point (FP32) representation. The
TCU corresponds to a fundamental AI accelerator which
is part of modern processors and Graphic Processing Units
(GPUs), implementing the matrix multiplication operation
as D = A × B + C where A and B correspond to the
input matrices to be multiplied, while C and D correspond to
the accumulation and result matrices, respectively. Figure 13
illustrates the main architecture of the TCU under evaluation.
In detail, the TCU comprises 16 Dot-Product-Units (DPUs),
which in turn implement an input layer of multipliers
followed by several layers of floating-point adders. It is worth
noting that every FP32 adder and multiplier incorporates
internal basic components, including shifters, lead-zero
counters (LZC), and integer adders andmultipliers. This TCU
accelerator relies on VHDL hardware description language,
and it is available in [62].
Table 3 reports the TCU size in terms of Gtech cells,

comprising approximately 570,000 wires, 440,000 combi-
national cells, and around 463,000 sequential cells. The
size of the TCU determines a significant number of fault
locations, resulting in approximately 2.3 million faults across
the entire accelerator. Instead, when it comes to the FPGA
implementation, the synthesis results report around 49.3% of
logic resources as LUTs and around 33% of flip-flops with a
maximum operative frequency of 120 MHz.

For the experiments, we used 4,096 matrix multiplication
(MM) samples from the inference of ResNet-18 on the
CIFAR-10 dataset as a test benchmark for the TCU. The
required simulation time for the selected test benchmark
is approximately 49 seconds using an industrial logic
simulation tool. At the same time, the FPGA implementation
on the HyperFPGA system takes less than 1 second to
perform the same number of operations.

In order to evaluate the functionality of SHADOWFI,
16 floating-point adders inside the TCU were selected to be
instrumented with saboteur circuits. Specifically, we selected
a single adder circuit per dot-product unit of the TCU. It is
worth noting that SHADOWFI was configured to select
automatically the number of fault locations to insert 3 k, 6 k,
12 k, and 48 k faults across the selected components.

2) STEREO VISION CORE (SVC) DESCRIPTION
The second circuit under test corresponds to the SVC, which
is designed to calculate the disparitymap of two stereo images
in real-time using a stream processing architecture [65].
This computational feature enables the processing of stereo
images in real-time, as the camera sensors capture the
images. In detail, the SVC accelerator implements the stereo
correspondence process by using the Census transform in
combinationwith the sum ofHamming distances as described
in [66].

Figure 14 depicts the general SVC architecture used
in this work for the SHADOWFI evaluation. This accel-
erator incorporates two Census Transform modules, one
for each stereo image (i.e., the left and right images).

A set of D correspondence units is then used to obtain
the correspondence of a neighborhood of pixels from D
windows on the left image into a single window on the
right image. The correspondence units are mainly composed
of three main components: a pair of hamming distance
calculators (number of ones), a window cost calculator,
and a pair of disparity selectors (Disp cmp). Finally, the
accelerator incorporates a left-to-right consistency check
(LRCC) component, responsible for removing false-positive
matching pixels in the occlusion regions of the disparity map.
The SVC accelerator used in this work corresponds to the
open-source core freely available in [63].

The SVC comprises 322 instances, distributed across
two hierarchical levels, as shown in Table 3. The smaller
component in terms of Yosys Gtech synthesis corresponds to
the disp_cmp component (286 wires and 91 combinational
cells), while the largest component corresponds to the
census_transform (71,000 wires, 2,400 combinational
cells, and 68,000 sequential cells). The total size of the SVC
encloses around 500,000 wires, 59,000 combinational cells,
and 426,000 sequential cells. Likewise, the significant size of
the SVC accelerator implies a substantial number of possible
faulty locations, which in turn account for approximately
2 million faults. Regarding the FPGA implementation of
the SVC core, the synthesis results for the selected FPGA
indicate around 41% and 45% of LUTs and Flip-flops usage,
respectively. Also, the SVC reports a maximum operational
frequency of up to 200 MHz.

The test benchmarks used for evaluating the SVC comprise
three pairs of stereo images taken from the Middlebury
dataset (Teddy, Cones, and Venus). The functional simulation
of these benchmarks using the RTL description in VHDL
language requires approximately 600 seconds on a com-
mercial simulation tool. At the same time, the HyperFPGA
implementation of the accelerator performs the required data
processing in around the same time. 1.4s.

The fault injection experiments were conducted using
SHADOWFI targeting all window-sum components and
64 disp-cmp components within the SVC accelerator. For
the experiments, we selected a subset of these components
to assess different saboteur infrastructure configurations, i.e.,
3 k, 6 k, 12 k, 24 k, and 48 k.

3) SPECIAL FUNCTION UNIT (SFU) DESCRIPTION
This work selected two open-source special function units
devoted to performing trigonometric and transcendental
operations in FP32 format. These accelerators are essential
computational units in modern graphics processing units
(GPUs), enabling the acceleration of various computational
workloads [67]. The first SFU core (hereafter referred as
SFUv1), implements seven operations listed as follows:
sin(x), cos(x), 1

√
x , 2

x , log2x, 1x , and
√
x, where x corresponds

to a real number encoded as a IEEE754 standard for FP32.
On the other hand the second SFU core (hereafter referred
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FIGURE 14. General architecture of a census-based stereo vision core (SVC) used as SHADOWFI’s benchmark.

FIGURE 15. General architecture of the special function unit (SFU) based
on piecewise quadratic approximation.

as SFUv2), implements five transcendental operations as
follows: sin(x), cos(x), 1

√
x , 2

x , and log2x.
The SFUv1 implements the listed operations using the

piece-wise polynomial approximation (PPA) as described
in [68]. Figure 15 depicts the general architecture for the
PPA SFUv1 architecture. The fundamental component in the
SFUv1 corresponds to a quadratic interpolator unit, which
incorporates a squaring unit, a fused accumulation tree,
and a set of LUTs for storing approximation coefficients.
This unit implements the polynomial approximations as
F(X ) ≈ C2X2

2 + C1X2 + C0, where F(x) refers to the
transcendental function result, C0,C1, and C2 correspond
to the approximation coefficients, and X1 and X2 corre-
spond to the fractional part of the input X . The SFUv1
also incorporates additional normalization and output logic
components. The SFUv1’s components are organized in a
two-level hierarchy accounting for six instances as reported

FIGURE 16. General architecture of a modular special function unit (SFU).

in Table 3. The implementation of this core is open-source
and fully synthesizable [64].
The size of the SFUv1 core in terms of Gtech cells

corresponds to 28,000 wires and 23,500 logic cells, whereas
on the FPGA implementation, it uses around 5% of the LUT
resources. Also, the maximum operative frequency achieved
on the FPGA corresponds to 23MHz. The test benchmark for
the SFUv1 corresponds to a dataset of 140,000 FP32 values
inside the SFUv1’s input ranges as described in [69]. This
dataset is divided into seven smaller datasets, one per SFUv1
operation, comprising 20,000 data elements. This dataset
requires approximately 104 seconds to be computed using
a commercial simulation tool. In contrast, when utilizing
a single node in the HyperFPGA system, the entire data
calculation is completed in less than 1.4 seconds.

On the other hand, the SFUv2 corresponds to a modular
architecture consisting of four independent computational
units as depicted in Figure 16. The first unit implements
the sin (x) and cos (x) operations using the rotation mode
of the CORDIC algorithm. On the other hand, the log2(x)
and 2x operations are implemented by fast approximation
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TABLE 4. Memory utilization and CPU Time execution for the main
saboteur insertion tasks across the evaluated CUTs.

approaches based on piecewise linear approximations. The
last hardware unit implements the 1

√
x using a fast approx-

imation as described in [67]. The SFUv2 incorporates a
two-level hierarchical interconnection of 24 instantiated
components, including adders, multipliers, and additional
logic for normalization and data adjustment.

The size of this SFUv2 version in terms of Gtech cells
corresponds to 52,000 wires, 47,000 combinational, and
106 sequential cells. According to the information reported
in Table 3, the reciprocal of square root component (rsqrt)
corresponds to the largest component in the design, followed
by CORDIC, log2(x), and 2x components, respectively.When
it comes to the FPGA implementation, the SFUv2 uses
around 6% of available LUTs and < 1% of flip-flops, while
achieving a maximum operative frequency of 54 MHz.

The test benchmark used for evaluating the SFUv2
utilizes a dataset comprising 100,000 FP32 values within the
SFUv2’s input ranges, as described in [67]. This dataset is
divided into five smaller datasets, one per SFUv2 operation,
comprising 20,000 data elements. Running the SFUv2 using
the test benchmark requires approximately 444 seconds when
using commercial simulation tools, whereas implementing
the same test benchmark on a single node in the HyperFPGA
system takes less than one second.

For the experiments, SHADOWFI was applied across
all components in the SFUv1 and SFUv2, ensuring differ-
ent saboteur infrastructure sizes (i.e., 3 k, 6 k, 12 k, 24 k,
and 48 k).

B. EXPERIMENTAL RESULTS
Table 4 reports the profiling results used for characterizing
every SHADOWFI task divided into three main categories.

The Saboteur Insertion corresponds to the tasks in charge
of inserting the saboteur’s circuits inside the CUT. The
Fault Injection Setup encompasses tasks used for setting
up the fault injection process in the simulation and emulation
workflows. The Fault Injection Orchestration corresponds
to tasks devoted to injecting faults using either simulation or
emulation workflows. This table reports the characterization
of the end-to-end flow of SHADOWFI when inserting the
3 k saboteur infrastructure across all evaluated CUTs. The
table reports the CPU execution time (CET) and the peak
memory usage (PMU) for each task, as well as the CUT under
evaluation.

The results show that the saboteurs’ insertion tasks
are noticeably more lightweight in comparison with other
task categories. Although these tasks displayed very short
execution times (< 5 seconds) andmemory usage (< 400MiB)
across most of the CUTs, the results also indicate that, in the
case of the SVC, the HDL Elaboration task lasted approx-
imately 340 seconds longer than for the other evaluated
circuits. In fact, we observe that the high-abstraction levels
and a significant number of components play a crucial role in
the execution time of this task. In particular, the SVC includes
more than 300 components, and some of them are described
using complex behavioral descriptions, which demand more
effort to convert such modules into a low-level RTL netlist.
In contrast, the hardware descriptions of the other CUTs have
fewer components with less complexity (e.g., multiplexers,
adders), making this transformation process straightforward
and consequently, faster.

On the other hand, the results indicate that placing and
routing the saboteur circuits require less than 2 seconds to be
accomplished, making this stage almost negligible in compar-
ison with other tasks across the complete SHADOWFI’s flow.
It is important to note that the complexity of this specific task
does not depend on the complexity or size of the evaluated
circuit, but on the number of saboteur components to be
inserted and routed across the CUT.

Once the saboteur circuits are inserted inside the CUT,
the next step consists of setting up the fault injection
workflow. In this case, there are two independent tasks;
the first one corresponds to the simulation-based workflow,
which generates the required configuration for Verilator
to create a simulation executable, while the second task
corresponds to the FPGA implementation using Vivado.
In general, the resource utilization for both tasks is primarily
dominated by the compilation processes of Verilator and
Vivado, respectively. The results indicate that the size of
the CUT slightly influences the execution time and memory
usage. In particular, we observe longer execution times and
higher memory usage for the largest CUT, whereas the
opposite behavior is observed for the smallest CUT. Besides,
the Simulation Setup task is approximately 7 times faster and
utilizes approximately 2 times less memory than the FPGA
Implementation task.

Finally, after setting up the fault injection, SHADOWFI
comprises two tasks for the orchestration of the fault
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FIGURE 17. Memory usage and CPU time execution for the main
SHADOWFI’s tasks across different Saboteur infrastructures. Top:
saboteur insertion tasks, Middle: fault injection setup, and Bottom: Fault
injection orchestration. The bars report the memory utilization, while the
line plots show the average execution time.

injections. The results for these tasks report the execution
time and the memory utilization per injected fault, using a
single computational node. These results show that the time
per fault using the simulation workflow varies across the
evaluated CUTs, ranging from 1.4 to 16 seconds for the TCU
and SFUv2, respectively.

In contrast, for the emulation workflow, the execution
time per fault is consistently lower than 1.6 seconds for
all evaluated benchmarks. The FPGA emulation workflow
makes the time per fault 3 to 16 times faster than the
simulation workflow, leading to a significant speedup when
evaluating a systematically large number of faults. Taking
into account that the execution time and memory utilization
of the SHADOWFI’s tasks highly depend on the complexity
associated with the CUT, in some cases, the simulation work-
flow offers similar performance features to the emulation
workflow. For example, the simulation-based fault injection
for the TCU exhibits a time-per-fault difference of just
0.4 seconds, with memory utilization approximately 10 times
lower compared to the emulation workflow.

Figure 17 shows the performance impact of inserting
saboteur infrastructures of various sizes using SHADOWFI,
measured by average execution time and memory usage
across five configurations (3 k, 6 k, 12 k, 24 k, and 48 k).

FIGURE 18. FPGA area overhead reported across different fault injection
infrastructures sizes.

The figure is divided into three main graphs: the top graph
presents results for saboteur insertion tasks; the middle
graph reports results for fault-injection-setup tasks; and the
bottom graph displays performance data for a single fault
injection in both the simulation and emulation workflows of
SHADOWFI. The bars report the memory utilization, while
the lines denote the average execution time. We observed
that as the saboteur circuit increases in size, the memory
utilization and the execution time of every task also increase.
Nonetheless, such increments are more noticeable for some
tasks than others. In particular, when evaluating the SBTR
Placing & Routing task, we observed an increment of
around 40 MiB of memory usage between the insertion of
the smaller FI infrastructure (3 k) and the larger one (48 k).
Likewise, the execution time increased by around 2.5 seconds
between 3k and 48k inserted saboteurs. Nonetheless, it is
important to note that even for large saboteur infrastructure
insertion (48 k), SHADOWFI keeps very low computational
requirements compared with the other two task categories
from the evaluation flow.

In particular, when evaluating the tasks from the fault-
injection-setup category, i.e., Simulation Setup and FPGA
implementation tasks, the results revealed a noticeable
difference in task performance across the different saboteur
configurations. For example, when inserting the 3k saboteur,
the Simulation Setup utilizes approximately 2.0 GiB of
memory while finalizing the task in under 25 seconds.
However, for the case of the 48k saboteur, the same task
increases the memory utilization to almost 4.0GB (≈ 2X
more than 3 k), and the execution time exceeds 1,600 seconds
(≈ 26 min) (≈ 64X longer than 3k). Interestingly, for the
FPGA implementation, the memory usage is always above
5.0 GiB, with a slight increase of 400 MiB between the 3k
and 48k saboteurs. However, the execution time for the 48k
saboteur doubles (1,200 seconds) that of the 3 k saboteur
(600 seconds). In general, inserting large-scale fault-injection
infrastructures within a given CUT significantly impacts the
performance of the fault-injection setup tasks, in particular,
the execution time for the Simulation Setup explodes for FI
infrastructures beyond 48k configurations.

On the other hand, for the fault injection orchestration tasks
(see the bottom graph in Figure 17), the execution time per
injected fault increases progressively according to the size of
the FI infrastructure. The simulation time per fault shifts from
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FIGURE 19. Time-per-fault evaluation using SHADOWFI across different
saboteur’s size configurations for all CUT under evaluation.

≈ 10 seconds in the case of the 3k configuration to more than
100 seconds in the case of the 48k configuration. Similarly,
we observed a moderated behavior in the case of FPGA-
emulation, where the execution time per fault increased
from 1 second for the 3k configuration to 3 seconds in the
case of the 48k configuration. These results demonstrate
that while the time required to configure the large saboteur
infrastructure increases with its size, this effect is notably
more pronounced within the simulation-based workflow
compared to the FPGA workflow. Therefore, instrumenting
the CUT with extensive saboteur infrastructures can lead to
diminishing returns, particularly when utilizing simulation
for fault injection.

In addition, we evaluated the hardware overhead on the
FPGA implementation produced when inserting different
FI infrastructures on the evaluated CUT. These results are
reported in Figure 18. The figure presents the percentage
of FPGA resources, in terms of flip-flops (i.e., DFFs) and
logic (i.e., LUTs), for every FI configuration. As expected,
the area utilization grows proportionally to the size of the
FI infrastructure. However, the LUTs utilization increases
by approximately 2X compared with the DFF utilization
for all evaluated FI configurations. In detail, the 3k and 6k
configurations do not exceed 5% of the FPGA resources; and
in particular, 3k has the lowest hardware overhead (<1.5%).
In contrast, large configurations (i.e., 24k and 48k) introduced
up to 17% and 38% of hardware overhead for the DFFs and
LUTs, respectively. In the end, the FI configurations with less
than 5% of FPGA resources overhead (3k and 6k) provide
the best trade-off in terms of FPGA utilization, fault injection
setup, and performance per injected fault.

It is important to note that the insertion of saboteurs has
varying effects on the timing of FPGA implementations.
We observed that the impact depends on the circuit design.
In purely combinational designs, inserting a saboteur can
increase the propagation delay by approximately 20%.
However, in deeply pipelined accelerators, the additional
delay is effectively hidden, resulting in a negligible timing
overhead of less than 1%. Regardless, during fault assess-
ment, the speed of evaluation is primarily influenced by
the emulation environment, meaning that timing overhead
does not significantly affect the execution of a fault injection
campaign.

When it comes to the execution time assessment of
the fault injection campaigns, the performance provided
by SHADOWFI was compared against experiments using
RTL simulations using ModelSim, a commercial simulator
for HDL designs. It’s important to note that a single
fault injection, using SHADOWFI or Modelsim, involves
activating a fault within the circuit at a specific location
and time, during the circuit simulation, while capturing the
outcomes to assess the fault’s impact later. In this context,
Figure 19 presents the experimental results concerning the
performance of fault injections when using the SHADOWFI
workflows (both simulation-based and emulation-based) as
well as an RTL fault injection using Modelsim.

The figure illustrates the execution time per fault for
five FI infrastructures applied across all evaluated designs.
The results indicate that fault injections using SHADOWFI
are significantly faster compared to those implemented
directly in RTL simulations. Specifically, the duration of an
RTL simulation ranges from 50 to 600 seconds per fault,
depending on the CUT being evaluated. In contrast, the time
required using SHADOWFI reduces to less than 4 seconds for
the emulation-based workflow and less than 20 seconds for
the simulation-based workflow. These findings highlight the
effectiveness of SHADOWFI in accelerating the assessment
of various hardware designs in relation to hardware faults.

On the other hand, when considering different saboteur
configurations, the results also indicate that the time-per-fault
on SHADOWFI increases as the size of the FI infrastructure
increases. Although both SHADOWFI workflows present
a similar time increment trend, the simulation workflow
is more sensitive to size changes of the inserted saboteur
infrastructure. For example, let’s consider the SFUv2 using
a 48k saboteur configuration. In the emulation workflow, the
time per fault increased from 1 to 3.5 seconds compared to
the 3k configuration. In contrast, the same circuit using the
simulation workflow, reports an execution time increment
from 15 seconds to almost 400 seconds under equiva-
lent configurations. Therefore, depending on the selected
SHADOWFI’s workflows, the selection of the saboteur
infrastructure may significantly impact overall performance
during fault injections. All in all, it has been demonstrated that
moderate-sized saboteur infrastructure (e.g., 3k or 6k config-
urations) yields a significant performance improvement for
both workflows compared to RTL fault injections.

Regarding the overall execution time of a complete fault
injection campaign, we accounted the time per fault and
the total number of faults for each CUT under evaluation.
Figure 20 reports the required execution time of the whole
fault injection campaign, assuming the execution on a
single computational node for both simulation and emulation
workflows. These results include the estimated time required
to accomplish the same fault injection campaign when
adopting RTL simulation using a commercial simulator.
Clearly, RTL fault injections lead to prohibitively long
execution times, requiring more than 1,000 days to simulate
large hardware circuits (i.e., TCU and SVC), and over
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FIGURE 20. Execution time per fault injection campaign; impact of the
saboteur’s size configuration on the performance of SHADOWFI across
the evaluated CUTs.

FIGURE 21. SHADOWFI parallel performance; execution time per fault
injection campaign vs. 1, 2, 4, 8, and 16 parallel computational nodes.

100 days in the case of smaller circuits (i.e., SFUv1 and
SFUv2). In contrast, SHADOWFI provides an outstanding
reduction in fault injection time using a single computational
node, requiring just 50 and 5 days for the largest and smaller
CUTs, respectively.

SHADOWFI supports the use of a distributed computing
paradigm to accelerate the execution of fault injection
campaigns, both in simulation and emulation workflows.
To evaluate this feature, we selected the best-performing
saboteur configuration (i.e., 3k) and deployed parallel
execution using five configurations with 1, 2, 4, 8, and
16 nodes. In addition, each node for the SHADOWFI’s
simulation workflow was configured in a multiprocessing
mode to execute four processes in parallel.

We selected 48,000 faults for each evaluated CUT to
calculate the time-per-fault for each parallel configura-
tion. Figure 21 presents the speedup delivered by the
SHADOWFI’s workflows, considering the time-per-fault,
the total number of faults on every CUT, and the level of
parallelism. The results show that adopting a distributed
computing architecture significantly speeds up the execution
of fault injection campaigns by reducing the time from
hundreds of days in a single node to one or fewer days when
using 16 parallel nodes.

Although increasing the number of computational nodes
reduces the execution time of the fault injection campaigns,
we observed that using more than eight parallel nodes does
not provide a substantial benefit for all evaluated scenarios.
For example, let’s consider the fault injections applied to the
SVC using the emulation-based workflow, in this case, when
using eight parallel nodes the fault injection time was reduced

FIGURE 22. Memory utilization per node for the SHADOWFI’s
simulation-based workflow.

FIGURE 23. Host utilization for the SHADOWFI’s emulation-based
workflow.

by approximately 46 days, nonetheless using 16 parallel
nodes generates an improvement of roughly 48 days, this is
just two days faster than the eight nodes configuration but
it doubles the cost of the evaluations in terms of hardware
resources. In the end, the adoption of parallel computation
speeds up the SHADOWFI’s performance by 1 to 3 orders
of magnitude compared to RTL fault injections. In particular,
the emulation-based workflow provides the best performance
figures, especially when conducting fault evaluation of large
hardware design circuits.

In addition, Figures 22 and 23 report the memory utiliza-
tion across the parallel configurations for both simulation and
emulation workflows. It is worth noting that the simulation
workflow has low memory utilization per node (<400MiB).
In fact, we noticed that this slight increase in memory utiliza-
tion between parallel configurations is due to data transfers
across all nodes during the initialization and finalization
of the fault injection campaigns. The initialization involves
moving data (i.e., fault list, simulation executable, test data)
to separate directories. Then, when the task is completed, all
the fault injection results, including log reports, are merged
into a single directory.

On the other hand, the memory utilization in the emulation
workflow increases proportionally to the number of parallel
nodes under utilization. Also, such memory utilization
increments depend on the evaluated CUT and the test
data used during the fault injections. In fact, all parallel
configurations indicate that the SVC has shown the highest
memory utilization, followed by the TCU, SFUv1, and
SFUv2, respectively. In particular, when using 16 parallel
nodes, the memory profiler reported approximately 1 GiB
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FIGURE 24. Fault classification results generated from SHADOWFI fault
injections for Stuck-at and SEU fault models.

of memory utilization, while the TCU, SFUv1, and SFUv2
utilized between 900 and 950 MiB.

We observed that the memory increment occurs at the
host side, as it must handle data transfer from and to every
computational node in parallel. Let’s consider several nodes
implementing fault injection on the SVC benchmark. In this
case, every node requires two input images as test data and
the complete list of faults; each node handles a different fault
list. Then, during the operational phase, every node returns
data to the host. In the case of the SVC, the output data
comprises multiple images, one image per evaluated fault.
Consequently, the collected information requires additional
memory allocation on the host side to ensure the correct
processing, merging, and storage of the entire fault injection
campaign.

After conducting the fault injection campaign,
SHADOWFI generates a complete report indicating the effect
of each injected fault during the operation of all evaluated
CUTs. Figure 24 reports the fault injection results for 45,000
stuck-at faults and 3,000 SEUs applied to all circuits being
assessed. The figure shows the percentage of faults classified
as Silent Data Corruption (SDC) and Masked, according
to the fault model. We reported the fault injection results
obtained from the emulation workflow. Nonetheless, it is
essential to note that the simulation workflow yields precisely
the same results, as they implement the same functionality
of the fault injection infrastructure, resulting in identical
outcomes.

According to the results, the stuck-at fault model reports
the highest percentage of SDCs for all evaluated CUTs
compared to SEUs. More than 70% of stuck-at faults lead
to data corruption at the outputs of the evaluated CUT,
with the SFUv1 being the most sensitive to these faults.
This fault model has a more noticeable impact since it
persists throughout the entire CUT operation, increasing
the likelihood of being activated and propagated as errors
at the output of the application or observation point.
In contrast, the SEU faults produced less than 20% of data
corruption across the evaluated circuits, with the SFUv2
being the one with the lowest percentage of corruption. It is
important to note that the SFUv1 does not include flip-flops
in its implementation; therefore, we did not report results
regarding SEU faults for this CUT, as these faults are only
related to flip-flops or memory storage elements.

These results were obtained thanks to the flexibility,
scalability, and fast fault evaluation provided by SHADOWFI
on different hardware architectures. It is worth noting that
this work does not delve into the details of fault impact
evaluation. Instead, it focuses on introducing an open-source
fault injection framework that contributes to speeding up
the fault injection process through emulation and simulation
workflows. The usage of SHADOWFI paves the way for
obtaining accurate fault characterization results of different
IC designs. These results are crucial for further analysis
focused on the identification of faults with critical effects,
which in turn are very helpful for the development of suitable
fault countermeasures both at the hardware level and at
the application level. Furthermore, SHADOWFI provides a
straightforward way to evaluate the effectiveness of fault
mitigation mechanisms, providing high evaluation accuracy
since it relies on actual hardware implementation, utilizing
RTL and gate-level descriptions.

C. DISCUSSION
The proposed fault emulation framework, SHADOWFI,
demonstrates the effective use of hyperscale computing
resources to enable scalable, automated, and rapid fault injec-
tion in distributed environments, including high-performance
computing (HPC) systems and field-programmable gate
array (FPGA) clusters. Experimental findings indicate that
the framework can be applied to a wide range of integrated
circuit (IC) designs while accommodating various fault
instrumentation configurations.

To thoroughly illustrate the framework’s usability, perfor-
mance characterization, and scalability across different fault
instrumentation sizes, we conducted a series of benchmark
assessments. The results indicate that SHADOWFI achieves
a reduction in time per fault by two to three orders
of magnitude compared to conventional logic simulations
executed with commercial tools. Furthermore, the findings
reveal that the fault instrumentation incurs a moderate
hardware overhead, remaining below 35% for the maximum
number of instrumented faults observed throughout the
experiments.

It is important to emphasize that SHADOWFI generates
a comprehensive fault injection report for each fault, which
can be further analyzed for thorough fault characterization
and reliability studies. Although such detailed evaluations
are not the primary focus of this work, we have included
a summary of the fault assessments from each injection
campaign across the evaluated benchmarks. Our findings
indicate that permanent faults result in Silent Data Corruption
(SDC) effects in more than 70% of cases, while transient
faults lead to such effects in less than 20% of cases. Future
research could delve deeper into assessing the impacts of
these faults.

Overall, these results demonstrate that hyperscale infras-
tructures offer the necessary elasticity and flexibility to
accelerate fault injection in IC designs while generating
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detailed reports that are essential for comprehensive fault
characterization and realistic reliability assessment.

When compared to previous work in the literature on
fault emulation for hardware circuits, SHADOWFI stands out
for three main reasons: (i) it is platform-independent, (ii) it
leverages hyperscale computing, and (iii) it is open-source,
which enhances reproducibility.

Firstly, SHADOWFI integrates saboteur infrastructures
into the IC design netlist using open-source HDL processing
tools. This approach makes it independent of specific
FPGA vendors and tools, thereby increasing its portability
across various platforms and vendors. In contrast, most
fault emulation frameworks rely on vendor-specific tools
for fault instrumentation, limiting their portability and
risking obsolescence due to a lack of ongoing support and
development.

Secondly, to the best of our knowledge, SHADOWFI is
the only framework that harnesses the capabilities of hyper-
scale computing to accelerate fault injection campaigns for
IC designs through fault-emulation strategies. Specifically,
SHADOWFI provides a simulation and emulation workflow
with parallel execution. The simulation workflow can be
parallelized and distributed across multiple computational
nodes in a high-performance computing (HPC) system, while
the emulation workflow can be deployed on FPGA cluster
infrastructures.

Finally, SHADOWFI and CrashTest [24] are the only
open-source fault emulation frameworks that enable repro-
ducibility of fault injection experiments for IC designs.
However, CrashTest relies on outdated FPGA boards and
legacy Xilinx tools, making it challenging to use in contem-
porary fault-injection experiments. As a result, conducting a
direct experimental evaluation to compare SHADOWFI with
other open-source fault injection frameworks is not feasible.

SHADOWFI demonstrates significant scalability and out-
standing acceleration of fault injection tasks. However, such
performance is achieved through the use of specialized
computational infrastructure, which can sometimes be lim-
ited by resource availability when shared with other users.
Hence, this constraint can limit the number of concurrent
fault injection tasks, especially when the number of faults
is large. On the other hand, although SHADOWFI is
designed to be extensible for any FPGA cluster infrastructure,
it still requires specialized Design Kit Support (DKS) tools
for bitstream generation (such as Vivado, Quartus, etc.)
and for orchestrating parallel tasks across multiple FPGA
devices. Currently, SHADOWFI is fully compatible with the
HyperFPGA system. However, it is still required to extend
the framework to other FPGA as a Service (FaaS) or FPGA
cloud infrastructures, including AWS EC2 F2 instances.

The simulation workflow in SHADOWFI can execute fault
injection campaigns on any integrated circuit (IC) design,
regardless of its size or whether it is fully synthesizable.
In contrast, the emulation workflow is limited to designs
that can fit on a single FPGA device. This limitation means
that SHADOWFI can perform parallel fault execution by

deploying multiple copies of the same IC design across
different FPGA devices, applying different faults on each
device simultaneously. Despite this constraint, it is important
to note that SHADOWFI was designed to be extensible. This
allows for the integration of complementary or alternative
fault models and supports extremely large IC designs that
require more than one FPGA device for operation.

Future work will expand SHADOWFI in three specific
directions: (i) deployment on additional cloud FPGA plat-
forms, such as AWS EC2 F2 and Azure Catapult; (ii) the
inclusion of broader fault models, including timing violations
and aging-related effects; and (iii) leveraging SHADOWFI
capabilities for detailed fault characterization, vulnerability
assessment, or coverage evaluation across various IC designs
and new classes of accelerators, thereby enabling the
development of fault tolerance solutions (e.g., selective
hardening, error correction, or redundancy insertion).

Specifically, SHADOWFI can be extended to support
the deployment of IC designs that require the collaborative
operation of multiple FPGAs, facilitating fault evaluation in
complex Network-on-Chip architectures, such as graphics
processing units, vector accelerators, or multi-core systems.
Furthermore, SHADOWFI can be utilized to investigate fault
effects on a wide range of IC designs, frommultimedia appli-
cations to artificial intelligence hardware, including bit-serial
matrix–vector multipliers (MVMs) in LSTM accelerators,
where temporal fault propagation presents unique challenges.
[70], [71].

V. CONCLUSION
This work introduces SHADOWFI, a generic open-source
and user-friendly fault injection framework that leverages the
parallelism capabilities offered by hyperscale infrastructures
to accelerate hardware fault characterization and reliability
estimation of complex microelectronic circuits. SHADOWFI
provides support for deploying parallel fault injection tasks
using either simulation or emulation workflows. In the
first case, SHADOWFI includes support for deployment in
high-performance computing (HPC) systems by distributing
fault injections in parallel across multiple computational
nodes. On the other hand, employing FPGA-cluster infras-
tructures, SHADOWFI can be configured to issue multiple
fault injection tasks in parallel on independent FPGA
nodes.

SHADOWFI employs a fault instrumentation strategy by
inserting saboteur structures into the design’s netlist (i.e.,
at the gate level) of selected components across the integrated
circuit design hierarchy, supporting both permanent and tran-
sient fault models, with capabilities to be extended to other
fault models. The SHADOWFI’s performance, scalability,
flexibility and usability were evaluated trough four Domain-
Specific-Architectures (DSA) hardware accelerators: one
Tensor Core (TCU), one Stereo Vision Accelerator (SVC),
and two Special Function Units (SFUs). The results showed
that SHADOWFI can be applied to any IC design across
the selected benchmarks which provide different circuit
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features and configurations (i.e., size, hierarchical structure
and functionality).

We measured the performance of SHADOWFI during
fault injection preparation, focusing on execution time and
memory use when inserting saboteurs and setting up for
fault injection. The results showed that larger fault injection
infrastructures increased both execution time and memory
usage during system setup. In contrast, evaluations during
fault injection orchestration showed that SHADOWFI’s
simulation and FPGA emulation workflows run faster than
standard RTL fault injections in commercial tools. Moreover,
using SHADOWFI with parallel computing resulted in a
significant speedup of two to three orders of magnitude
compared to RTL fault injections.

Future works envision the extension and usage of
SHADOWFI in three main directions: (i) Extension of
FPGA support to other platforms (e.g., AWS EC2 F2), (ii)
exploration of new fault models, and (iii) comprehensive fault
characterization on a variety hardware accelerators across
multiple application domains (e.g., multimedia, AI, etc.),
including industrial IP cores when possible. SHADOWFI is a
crucial tool to obtain precise fault evaluations that later facil-
itate the development of effective fault countermeasures for
complex and large hardware designs, such as AI accelerators
or Network-on-Chip architectures. Also, as being open-
source, SHADOWFI, can be enhanced or possibly cooperate
with EDA tools to guide the insertion of selective hardening
mechanisms on IC designs during the designs stages.
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