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 A B S T R A C T

In classification tasks, it is critical to accurately distinguish between specific classes, as misclassifications can 
undermine system reliability and user trust. In this paper, we study how client selection in both centralized 
and federated learning environments affects the performance of classification models trained on heterogeneous 
data. When training datasets across clients are statistically diverse, careful client selection becomes crucial to 
improve the ability of the model to discriminate between classes, while preserving privacy. In particular, we 
introduce a novel metric based on conformal prediction outcomes – the conformal correlation matrix – which 
captures the likelihood of class pairs co-occurring within conformal prediction sets. Unlike the traditional 
confusion matrix, which quantifies actual misclassifications, our metric characterizes potential ambiguities 
between classes, thus offering a complementary perspective on model performance and uncertainty. Through 
a series of examples, we demonstrate how our proposed metric can guide informed client selection and enhance 
model performance in both centralized and federated training settings. Our results highlight the potential of 
conformal-based metrics to improve classification reliability while safeguarding sensitive information about 
individual client data.
1. Introduction

Customizing Machine Learning (ML) models for specific user needs 
is essential to ensure that their predictions align with the particular 
context in which they are applied. Generic models, while powerful, 
often fail to capture the nuances of individual datasets or decision-
making priorities. In the case of classification tasks, it is in particular 
important the model’s ability to accurately distinguish between specific 
classes. Misclassification between closely related categories—such as 
between normal and critical network states, can undermine the system’s 
reliability and user confidence.

In this paper we consider both centralized and decentralized,
e.g., federated learning, settings where multiple clients and their asso-
ciated data sets are used to train an ML model for a given classification 
task. Due to cost, privacy, or communication overheads constraints, it 
is of interest to limit the number of clients participating in the training 
process. If the clients’ training data sets are statistically homogeneous, 
e.g., I.I.D., and of equal size, decisions on limiting the number of 

I This article is part of a Special issue entitled: ‘Arturo Azcorra’ published in Computer Communications.
∗ Corresponding author at: Politecnico di Torino, Torino, Italy.
E-mail address: carla.chiasserini@polito.it (C.F. Chiasserini).

clients participating in the training process are straightforward, as there 
is a natural ‘‘exchangeability’’ among clients that would suggest one 
can simply choose subsets of clients at random or use a round robin 
type approach to encourage all of clients’ data to contribute equally 
to the training process. When the clients’ data sets are heterogeneous 
the selection of the clients participating across rounds of the training 
process might be done more judiciously and this has indeed been a 
topic of intense interest and research.

In our study, we propose a new approach at getting a better under-
standing of how client selection may affect the training process with a 
view on achieving improved performance. The performance of a trained 
classifier is usually evaluated based on its associated confusion matrix, 
which includes information on its accuracy for various classes as well as 
the likelihood of confusing one class with another. Based on the confu-
sion matrix one can recover various relevant metrics, such as accuracy, 
recall and precision. Further, one can use the confusion matrix to see 
possibly diagnose issues like class imbalance, i.e., imbalance in the 
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class representation in the training dataset which may bias the model 
towards classes that are more prominent. This type of information can 
then be used to potentially guide further client selection and model 
training.

Our contributions. In this paper we introduce a new metric which is 
based on the outcomes of conformal prediction for a given classification 
model and input data. Conformal prediction sets are random sets that, 
for a given input, are guaranteed to contain the true class with a pre-
specified probability, i.e., a given confidence level. We capture the 
structure of these random sets, based on the likelihood that pairs of 
classes jointly occur in the conformal prediction sets. Specifically, we 
evaluate a correlation matrix associated with co-occurrence of pairs of 
classes in conformal sets — referred to as the conformal correlation 
matrix.

We show that CCMs can be integrated into the training process in 
two main ways. In centralized settings, they allow one to gauge how 
performance could be improved, e.g., which types of potential errors or 
ambiguity across classes have the potential to impair the future evolu-
tion of training. In distributed settings, CCMs can be integrated within 
the learning orchestration loop, driving node selection while protecting 
information that might best be kept private regarding individual client’s 
performance. 

Paper organization. In Section 3, we briefly introduce background 
on federated learning and conformal prediction, followed by Section 4 
where we introduce the conformal correlation matrix. Section 5 dis-
cusses centralized experimental settings which were used to explore 
three potential benefits of conformal correlation matrices towards char-
acterizing the performance of an ML model. Further, Section 6 extends 
the discussion of such benefits to a federated learning setting where 
one might be particularly concerned with privacy and the selection 
of clients so as to improve training performance. Finally, Section 7 
summarizes our findings and outlines future research directions.

2. Related work

Conformal prediction is an uncertainty quantification framework 
described in Section 3.2. Beyond its role in measuring uncertainty, [1] 
leverage conformal prediction for uncertainty-aware optimization by 
incorporating prediction set size directly into the loss function. In 
addition, they integrate the coverage confusion matrix into the objective 
to penalize systematic overlaps where data from certain classes are 
grouped together.

Federated learning is a decentralized machine learning paradigm 
described in Section 3.1. Conformal prediction has been extended to the 
federated learning setting using different approaches. For example, [2] 
employ a t -Digest data structure to enable efficient communication 
and aggregation of approximate quantiles across clients, and provide 
a characterization of coverage guarantees under this approximation. 
Other approaches include the use of the pinball loss to estimate quan-
tiles in a federated manner [3], and the computation of the conformity 
score quantile via a quantile-of-quantiles strategy [4], both of which 
are accompanied by appropriate theoretical coverage guarantees.

In federated learning we distinguish between system heterogeneity, 
that is, differences in device capabilities such as computation, commu-
nication bandwidth, and availability, and data heterogeneity [5], that is, 
non-identical and non-independent (non-IID) data distributions across 
clients. These heterogeneities motivate client selection strategies, which 
typically target statistical utility, arising from data heterogeneity, and
system utility, arising from system heterogeneity.

Relevant contributions that incorporate statistical utility, sometimes 
in combination with system utility, include the following. Early contri-
butions, such as [6,7], rely on training-time loss as a proxy for statistical 
utility to guide the selection of participating clients. In contrast, other 
approaches focus on gradient-based metrics. For instance, [8,9] utilize 
properties of client gradients, such as their norm or alignment with the 
global update direction, to identify clients that are likely to contribute 
2 
beneficial updates to the global model. Client selection has also been 
explored as a mechanism to mitigate the impact of malicious or low-
quality clients. Notably, [10] leverage conformal prediction to filter out 
potentially corrupt clients.

3. Background

In this section, we review concepts underlying federated learning 
and conformal prediction which we will use in defining Conformal 
Correlation Matrices (CCMs) and articulating how to use them.

3.1. Federated learning

The goal of federated learning (FL) [11] is to harness the possibly 
private data set and computational power of multiple learning nodes, 
hereinafter referred to as clients, to train one (or more) ML models 
mediated by an FL server. For concreteness, in the following we consider 
the ML model being trained to be a classifier. FL operates as follows:

1. each client performs one or more local training epochs on its 
model using its local dataset;

2. clients upload their model to the FL server;
3. the FL server combines the clients’ model parameters, obtaining 
a global model;

4. the FL server sends the global model to the clients;
5. local training at the clients resumes using the global model.

We consider a set of clients   (with cardinality 𝑁 = | |) who 
are available to participate in the training process. Each client 𝑖 ∈
  possesses a local dataset 𝑖 = {(𝑥𝑖,𝑗 , 𝑦𝑖,𝑗 )}

𝑛𝑖
𝑗=1, whose size is 𝑑𝑖 =

|𝑖|. Elements 𝑥𝑖,𝑗 and 𝑦𝑖,𝑗 in the datasets correspond, respectively, to 
samples (e.g., images) and labels (e.g., classes). We let 𝐰𝑘

𝑖  denote the 
local model parameters of client 𝑖 at round 𝑘.

The goal of FL is [11] to minimize loss function 𝑓 , over a global 
model 𝐰, with 𝑓 being defined as an average of local loss func-
tions 𝑓𝑖(𝐰), each computed by running the global model 𝐰 over local 
dataset 𝑖:

𝑓 (𝐰) = 1
𝑁

∑

𝑖∈
𝑓𝑖(𝐰).

The learning process takes place over multiple rounds 𝑘 ∈ {1,… , 𝐾}. 
At each round 𝑘, 𝐰𝑘

𝑖  represents the local model at client 𝑖 ∈   after that 
client performs its local training epoch(s). Then, global models 𝐰𝑘+1 are 
obtained by combining local models according to a specific aggregation 
strategy. Aggregation strategies consist of two main decisions:

• which clients 𝑘 ⊆   to use at each round 𝑘;
• how to combine the local models 𝐰𝑘

𝑖  into the global one 𝐰𝑘+1.

The second issue can be generalized as setting the weights 𝑝𝑘𝑖  to use 
in the relation:

𝐰𝑘+1 ←
1

∑

𝑗∈ 𝑝𝑘𝑗

∑

𝑖∈
𝑝𝑘𝑖 𝐰

𝑘
𝑖 ,

where 𝑝𝑘𝑖 = 0 for clients that are not selected at round 𝑘, i.e., 𝑖 ∉
𝑘 ⟹ 𝑝𝑘𝑖 = 0. Importantly, selected nodes can be associated with any 
value of 𝑝𝑖, and 𝑝𝑖 values may be different for different nodes.

The simplest approach is FedAvg, also used in the original
work [11], which averages all local parameters, hence, is equivalent 
to setting 𝑝𝑘𝑖 = 1

|𝑘
|

:

𝐰𝑘+1 ←
1

|𝑘
|

∑

𝑖∈𝑘

𝐰𝑘
𝑖 .

Later FL variants consider more complex ways of combining local 
updates. As an example, the FL server can decide to weight local 



A. Perlo et al. Computer Communications 247 (2026) 108398 
updates proportionally to the sizes |𝑖| of the corresponding local 
datasets, i.e., set 𝑝𝑘𝑖 = 𝑑𝑖, obtaining:

𝐰𝑘+1 ←
1

∑

𝑖∈𝑘 𝑑𝑖

∑

𝑖∈𝑘

𝑑𝑖𝐰𝑘
𝑖 .

Regardless of how updates are combined, client selection is arguably 
the most consequential decision in FL, with significant impact on the 
training time duration, resource consumption at the clients, and the 
quality level of the trained ML model. This is especially critical when 
different clients have local datasets of different quality, e.g., with dif-
ferent label distributions — also known as non-i.i.d. datasets. Examples 
of client selection schemes include power-of-choice [7], where clients 
with larger local losses are more likely to be selected, and Oort [6], 
combining local losses, level of staleness (i.e., how recent local datasets 
are), and client availability.

3.2. Conformal prediction

The high-level goal of conformal prediction (CP), first introduced 
in [12], is to associate an arbitrary confidence level with the output 
of an already-trained classifier. Specifically, given a target coverage 
level 1 − 𝛼 ∈ [0, 1] and a classifier, for a given input sample 𝑥 CP 
will construct a random a prediction set (𝑥) such that it is guaranteed 
to contain the correct class lies in with a probability close to 1 − 𝛼. 
Intuitively, better classifiers and higher miscoverage levels will result 
in smaller prediction sets: a perfect classifier will have || = 1 for any 
miscoverage level. On the other hand, requiring a miscoverage level 
of 𝛼 = 0 with any non-ideal classifier will result in prediction sets 
including most if not all the possible classes.

CP constructs prediction sets through a calibration set, composed of 𝑛
pairs of samples and labels (𝑥𝑗 , 𝑦𝑗 ). Then, during what is known as the
calibration process, it computes a conformity score 𝑠𝑗 for each sample 𝑥𝑗
of the calibration set, expressing how well a candidate label conforms 
to the predictive distribution. Given these scores, the prediction set is 
then formed by including all labels whose test score is below a suitably 
chosen quantile of the calibration scores. The CP guarantee is then 
stated as:
1 − 𝛼 ≤ P

(

𝑦𝑗 ∈ (𝑥𝑗 )
)

≤ 1 − 𝛼 + 1
𝑛 − 1

.

As per the last term of the above equation, we can get arbitrarily close 
to the target miscoverage level by adding elements to the calibration 
set, i.e., increasing 𝑛.

The selection of the conformity score is itself an important deci-
sion, fraught with consequences. Existing approaches include adaptive 
prediction sets [13] (APS), where the conformity score ranks labels 
according to the predicted probability and includes them in decreasing 
order until the true label is covered. In general, there is a trade-off 
between the need for smaller coverage sets and the ability to account 
for how difficult to classify a certain instance is.

Regardless of the selected conformity score, the associated confor-
mal sets tend to contain classes which may, with high probability, apply 
to the given sample. In other words, such sets contain (i) the correct 
classes, and (ii) classes which might be returned by the classifier in 
case of an incorrect decision. It follows that classes jointly appearing in 
conformal sets can be thought of as easy to confuse. We will exploit this 
intuition for our definition of CCMs, as set forth below.

4. The conformal correlation matrix

The high-level purpose of our Conformal Correlation Matrices
(CCMs) is to convey information on pairs of classes that may be 
confused with one another. Importantly, we are not only interested 
in samples that are misclassified, but also near misses, i.e., situations 
where an incorrect classification decision is associated with a high 
probability (e.g., a high value of the corresponding logits). Notice that 
these situations need not result in low average classification accuracy. 
3 
However, they may lead to low classification accuracies for classes that 
are considered to be particularly relevant or hard to identify, i.e., critical 
classes, or bring about a sudden, major performance drop in the case of 
changes in the input distribution.

Traditionally, pairs of easy-to-confuse classes are detected through 
confusion matrices (CM). However, it is worth remarking that CMs only 
detect current classification errors, not potential ones. In other words, 
they are useful tools to fix training issues with the current model. 
Instead, our goal is to detect and address such issues proactively, before 
the model has the ability to distinguish between critical classes.

To achieve this goal, we study the statistical dependencies among 
classes included in conformal prediction sets. The underlying idea is 
that correlations between classes which appear in these sets can reveal 
whether a model consistently confuses related categories (i.e., classes 
that are ‘‘easy to confuse’’ and/or are semantically related), or whether 
the inclusion of one class systematically excludes another (i.e., the 
classes that are ‘‘hard to confuse’’). By capturing such relationships, 
we obtain a deeper, more nuanced view of the classifier reliability 
and predictive uncertainty, complementing and extending the insights 
offered by standard evaluation tools like confusion matrices.

To define CCMs, let 𝐻 denote the number of possible classes and let 
us define the random indicator vector 𝐳 = [𝑧1,… , 𝑧𝐻 ] associated with 
a fresh sample 𝑥test, where each component of the vector is defined as

𝑧ℎ =

{

1, if ℎ ∈ (𝑥test),
0, if ℎ ∉ (𝑥test),

where (𝑥test) denotes the conformal prediction set produced by the 
classifier for sample 𝑥test.

The covariance matrix Σ of 𝐳 is defined entrywise as 
𝛴𝑖𝑗 = E[𝑧𝑖𝑧𝑗 ] − E[𝑧𝑖]E[𝑧𝑗 ], (1)

and the CCM 𝐑 has entries 𝜌𝑖𝑗 given by 

𝜌𝑖𝑗 =
𝛴𝑖𝑗

√

𝛴𝑖𝑖 𝛴𝑗𝑗
. (2)

We refer to the matrix 𝐑 as the conformal correlation matrix (CCM). 
Its entries 𝜌𝑖𝑗 , which in the interval [−1, 1], quantifies the correlation 
between the inclusion of classes 𝑖 and 𝑗 in a conformal prediction set, 
i.e., more intuitively, how easy to confuse those classes are.

We make the following remarks.

Remark 1. Intrinsically similar classes might be expected to exhibit 
high positive correlation in the CCM entries, that is, 𝜌𝑖𝑗 > 0, since a 
model that lacks sufficiently discriminative features is likely to include 
them together in the same prediction sets.

Remark 2. Pairs of dissimilar classes are expected to display strong 
negative correlation, corresponding to 𝜌𝑖𝑗 < 0, as the inclusion of one 
class in a prediction set typically reduces the likelihood of the other 
being included.

Remark 3. classes that are unrelated or independent with respect to the 
classifier representation are expected to yield correlation coefficients 
close to zero, i.e., 𝜌𝑖𝑗 ≈ 0.

In practical settings, both centralized and distributed, CCMs can be 
estimated by first training the model, then computing conformity scores 
using a calibration set, and finally evaluating the conformal prediction 
sets on the test set. An important feature of the CCMs is that labels 
are not required to generate the conformal prediction sets used for 
estimating the correlation structure. It follows that the CCMs can be 
estimated entirely from unlabeled samples. This property is particularly 
valuable in scenarios where label information cannot be disclosed, for 
example in privacy-sensitive applications or distributed (including FL) 
settings.

We now discuss the concrete benefits of CCMs and how they help 
characterize and improve the training process, in both centralized 
(Section 5 next) and distributed (Section 6) settings.
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5. The benefits of CCMs: Centralized setting

In this section, we discuss and detail the benefits of CCMs as a means 
to characterize and drive the improvement of a classifier’s performance. 
Specifically, using CCMs allows a deeper view of classification perfor-
mance, including potential classification errors and near misses, and it 
provides a reason for the classification errors that do happen.

We start by considering a centralized learning scenario and, for sake 
of concreteness, we demonstrate the benefits of CCMs with the help 
of a set of experiments performed with the CIFAR-100 and CIFAR-10 
datasets. We will discuss how the benefits of CCMs extend to distributed 
settings, in Section 6. 

Experimental settings

For our experiments, we consider an image classification task, lever-
aging the ResNet-18 model [14]. The model is trained for 50 epochs, 
using the stochastic gradient descent (SGD) optimizer with an initial 
learning rate of 0.01, momentum of 0.9, weight decay of 5 × 10−4, 
and a step decay schedule where the learning rate is multiplied by 
𝛾 = 0.5 every 10 epochs. Training takes places in batches, whose 
size is 64 samples. 80% of the samples of each dataset are used as 
training set, 10% as testing set, and 10% as calibration set which is 
used to compute the conformity scores. The miss-coverage level values 
considered are 𝛼 ∈ {0.3, 0.2, 0.1, 0.05}. Furthermore, we use the APS 
conformity scores [13], though regularized versions like RAPS [15] 
could be employed as well.

Benefit 1: A deeper view of classification performance

A major benefit of CCMs, especially when compared to traditional 
tools like confusion matrices, is that they offer more information about 
how the classifier operates, and how its performance can be improved. 
Indeed, as mentioned, confusion matrices can only convey information 
about actual classification errors. By contrast, CCMs also reflect potential
errors, allowing us to address them in a proactive manner.

This is confirmed by the fact that, in scenarios with a large number 
of classes, it is not uncommon for certain entries of the confusion matrix 
to be vanishingly small. However, this does not necessarily indicate 
that the corresponding classes are dissimilar or that there is no risk 
of misclassification. As CCM entries incorporate the entire distribution 
of predicted probabilities, they are a much more effective tool to reveal 
subtle, potential classification issues.

To demonstrate this, we consider a subset of 10 classes taken from 
CIFAR-100, to wit, those belonging to the ‘‘aquatic mammals’’ and 
‘‘fish’’ superclasses. We identify class 91 as a critical class, i.e., a class 
that is especially important to identify correctly. Fig.  1 reports the 
resulting confusion matrix, highlighting two examples of classes that 
have zero misclassification error with our critical class, i.e., 91 and 30. 
In other words, the confusion matrix tells us that the classifier never 
outputs class 30 or class 95 when the correct class is 91. However, this 
picture is not complete; as an example, in many cases, we could be 
interested in assessing which, between classes 30 and 95, is more likely 
to be confused with our focus class.

The answer comes from CCMs, reported in Fig.  2 for three values 
of 𝛼. We can see that the CCM entry associated with classes 91 and 95 
is negative, while that between classes 91 and 30 is positive. This 
indicates that the classifier is much more likely to misclassify images of 
class 91 as class 30 than as class 95. Such information represents an ad-
ditional insight into the DNN training status; even more importantly, it 
can drive and inform further refinement of the classifier. As an example, 
whenever new data can be added to the training set, additional images 
of class 30 would be preferable, so as to further reduce the likelihood 
of confusing classes 30 and 91.
4 
Fig. 1.  CIFAR-100 experiments in a centralized setting: confusion matrix 
for the classes belonging to the ‘‘aquatic mammals’’ and ‘‘fish’’ superclasses. 
Yellow entries correspond to pairs of classes with zero misclassifications.

Benefit 2: Detecting the reason for classification errors

In many cases, we are interested in the underlying reason behind 
classification errors. In other words, we need to distinguish between 
classes that are confused with each other because they are intrinsically 
correlated (e.g., because the corresponding images do look similar) or 
simply because the classifier is in the early stages of training. To this 
end, we focus on the CIFAR-10 dataset and consider two pairs of classes 
as critical classes:

• ‘‘cat’’ and ‘‘dog’’, which are intrinsically similar;
• ‘‘car’’ and ‘‘plane’’, which a properly trained classifier should have 
no problem distinguishing.

We then compare the ability of CCM and confusion matrix entries to 
tell these two cases apart.

We begin with Fig.  3, showing the evolution of CCM entries for 
the ‘‘cat’’ and ‘‘dog’’ (left), and the ‘‘car’’ and ‘‘plane’’ (right) pairs of 
classes. We can immediately identify a different behavior. For the two 
intrinsically similar classes (left), the CCM entries start from higher 
values and steadily decrease with additional training. For the other 
classes, the CCM entries drop quickly after the first training epochs 
and remain steady for the remainder of training. The former behavior 
corresponds to a classifier that slowly learns to distinguish intrinsically 
similar classes, the latter to a classifier that quickly reaches the ability 
to separate distinct classes.

Looking at the corresponding values of the confusion matrix entries, 
reported in Fig.  4, we can observe a very similar behavior for the 
two pairs of classes. As discussed above, the confusion matrix tells us 
which classes are currently misclassified. In contrast, the CCM provide 
additional insights in the underlying reason for misclassifications – both 
actual and potential, as seen above –, hence, it is a precious tool to 
address and prevent such errors.

Benefit 3: Adaptability to training settings and phases

A third benefit of the CCMs lies in their parametric nature, i.e., in 
the fact that conformal sets, and therefore the CCMs themselves, are 
computed for a specific value of the miscoverage factor 𝛼. As discussed 
earlier, the CCMs contain information on potential misclassifications as 
well as actual ones. By tweaking the value of 𝛼, we can specify the 
likelihood of potential misclassifications between the classes we are 
interested in — or, equivalently, how ‘‘near’’ the ‘‘near misses’’ have 
to be.

This feature makes the CCM a tool suitable for different scenarios 
and conditions — most notably, 𝛼 can be adjusted to reflect the severity 
of the consequences of classification errors. At the same time, the 
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Fig. 2. CIFAR-100 experiments in a centralized setting: the matrix 𝐑, reporting CCM entries between all pairs of classes, when 𝛼 = 0.3 (left), 𝛼 = 0.2 (center), 
and 𝛼 = 0.1 (right). The highlighted entries correspond to the same pairs of classes highlighted in Fig.  2.
Fig. 3. CIFAR-10 experiments in a centralized setting: evolution of the CCM entry across training epochs for the ‘‘cat’’ and ‘‘dog’’ classes (left), and the ‘‘car’’ 
and ‘‘plane’’ classes (right).
Fig. 4. CIFAR-10 experiments in a centralized setting: evolution of the confusion matrix entry across training epochs for the ‘‘cat’’ and ‘‘dog’’ classes (left), and 
the ‘‘car’’ and ‘‘plane’’ classes (right).
𝛼 parameter allows the CCMs to adapt to different training phases; as an 
example, we could decrease 𝛼 as training progresses. This is especially 
useful when the pre-training and refinement stages are separate, hence, 
potentially, they have different objectives. Alternatively, 𝛼 can be ad-
justed according to the application and the severity of the consequences 
of making errors.

6. Evaluating the benefits of CCMs in FL

In this section, we discuss and demonstrate the benefits brought by 
the CCMs in improving learning performance in a distributed setting 
and, specifically, when the FL paradigm is adopted.  Specifically, CCMs 
preserve privacy to a better extent than traditional approaches like 
CMs, and they can be used for client selection.  The experimental 
settings we used and the obtained results are presented below.
5 
Experimental setting

We consider an FL scenario where a total of 𝑁 = 10 clients train a 
ResNet-18 model [14] for image classification, over the CIFAR-10 and 
CIFAR-100 datasets. Each client has a different sample size and not all 
classes are represented equally in all clients’ datasets – i.e., we are in 
a non-i.i.d. setting. Specifically, the number of samples of each class in 
each local dataset follows a Dirichlet distribution, with concentration 
parameter 𝛽 ∈ {10.0, 1.0, 0.5}; higher values of 𝛽 correspond to more 
heterogeneous local distributions. At each round, the FL server selects 
three clients to participate in the training, and combines local updates 
through the vanilla FedAvg algorithm.
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Fig. 5. CIFAR-10 experiments in an FL setting, 𝛼 = 0.3: confusion matrix for client 1 (left); CCM entries for client 1 (center); CCM entries computed with a global 
calibration set (right).
Fig. 6. CIFAR-10 experiments in an FL setting: CCM entries for the critical classes under the ‘‘all’’ and ‘‘exclude low CCM entry’’ client selection strategies, when 
𝛼 = 0.3.
Fig. 7. CIFAR-100 experiments in an FL setting: CCM entries for the critical classes under the ‘‘all’’ and ‘‘exclude low CCM entries’’ client selection strategies, 
for 𝛼 = 0.3.
Table 1
Summary table: Performance of the considered selection strategies.
 Dataset Strategy #Selected Accuracy

 Overall Focus classes FC A FC B Other classes 
 CIFAR-10 Use all clients 10 0.789 0.510 0.808 0.211 0.859  
 CCM-based 6 0.801 0.583 0.742 0.423 0.856  
 CIFAR-100 Use all clients 10 0.511 0.415 0.630 0.200 0.513  
 CCM-based 7 0.493 0.450 0.570 0.330 0.494  
Benefit 4: Privacy

As a part of the FL process, clients share information with the FL 
server. On the one hand, such information is necessary for the server 
to make effective decisions, e.g., selecting the best clients and properly 
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weighting their updates. On the other hand, any information disclosed 
by clients is a potential privacy breach. An especially important piece 
of information needed by the server is how well the global model is 
performing at each of the clients, i.e., over the local datasets; however, 
such datasets cannot, in general, be shared.
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A way to convey this information through confusion matrices is 
having clients send their CMs to the server, as exemplified in Fig. 
5(left). This allows the server to know which clients are struggling, 
and which classes are problematic for each client. On the negative 
side, by sharing its confusion matrix, each client also discloses (i) how 
large its local dataset is, and (ii) how many samples of each class it 
contains indeed, both can be obtained by simply summing rows in the 
CM. Depending upon the concrete scenario and conditions, sharing such 
information could create privacy – and, possibly, even legal – issues.

As an alternative, clients can share their correlation matrix, exem-
plified in Fig.  5(center). As discussed earlier, this matrix contains a 
superset of the information conveyed by the confusion matrix; there-
fore, it can be used by the server in lieu of the confusion matrix. 
At the same time, the correlation matrix only contains probabilities; 
hence, it does not leak information on the size and composition of the 
local datasets. In summary, CCMs can be exchanged as part of the FL 
process to effectively manage the process itself, preserving the privacy 
of clients, and without adverse effects on learning performance.

It is also interesting to compare the local CCMs in Fig.  5(center) to 
the global ones in Fig.  5(right). We can see that, while the numerical 
values of the entries change, the patterns remain unchanged. In other 
words, it is possible to obtain a good picture of how the overall train-
ing proceeds without sharing local data or local information between 
clients.

Benefit 5: Client selection

Client selection is arguably one of the most consequential decisions 
in optimizing FL training. Broadly speaking, the FL server has to select 
the clients that maximize the quality of learning, while accounting for 
the fact that additional clients may slow down individual FL rounds 
and/or increase learning costs. Traditional ways of assessing how useful 
a client can be to FL include considering the size [16] and diversity [17] 
of local datasets, with more recent approaches also accounting for local 
resources [18] and connectivity [19]. However, when the ability of 
the classifier to distinguish critical classes is the main learning quality 
metric, such approaches may yield suboptimal decisions.

We shall turn to the CCMs as a means to drive higher-quality deci-
sions. Specifically, we identify two classes for each dataset as critical; 
hence, our goal is to make the corresponding CCMs to be as high as 
possible. We consider two client selection strategies:

• ‘‘Use all nodes’’: selecting, at each round, three out of the
10 clients (same as for Fig.  5 earlier);

• ‘‘CCM-based selection’’: selecting, at each round, three out of the 
7 clients with the highest CCM entries for the critical classes.

The intuition behind the latter strategy is that, if a client is unable to 
distinguish the critical classes on its local dataset, its local updates are 
unlikely to help the convergence of the global classifier model.

Fig.  6 shows the evolution of the CCM entries between the critical 
classes across rounds, with each line corresponding to a client selection 
strategy. We can observe that, for all values of 𝛼, excluding the clients 
with the smallest local CCMs results in a significant improvement in
global CCM entries. The trend remains unchanged if we extend the 
experiments to CIFAR-100, as reported in Fig.  7, and highlights how 
the insights provided by the CCMs can be acted upon by FL servers to 
make their decisions, including client selection.

Finally, Table  1 shows the accuracy achieved by all classes, for, 
respectively, the CIFAR-10 and CIFAR-100 datasets. We can observe 
that using CCMs to make node selection decisions results in:

• a significant improvement in the accuracy of the critical class with 
the lowest accuracy;

• a slight decrease in the accuracy of the critical class with the 
highest accuracy;
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• small effects on the accuracy of non-critical classes;
• virtually no effect on the average accuracy.

We can thus conclude how using the CCMs can improve the classi-
fier’s ability to distinguish critical classes without hurting the overall 
classification performance; specifically, it does not affect the perfor-
mance for non-critical classes.

7. Conclusions

In this work, we have introduced the Conformal Correlation Matrix 
(CCM), a novel metric designed to complement traditional evaluation 
tools for classification models. Unlike the confusion matrix, which 
reflects actual misclassifications, the CCM captures the likelihood of 
potential ambiguities between classes based on conformal prediction 
outcomes. This allows for a deeper understanding of model behavior, 
providing actionable insights into how and why certain misclassifica-
tions may arise. Through experiments on the CIFAR-10 and CIFAR-100 
datasets, we have shown that CCMs can reveal subtle relationships 
between classes that are not visible through standard accuracy or 
confusion-based analyses. By doing so, CCMs enable more informed 
refinement of training strategies, data augmentation, and model tuning. 
We have further demonstrated the applicability of CCMs in federated 
learning environments, where data heterogeneity, privacy constraints, 
and communication costs complicate the training process.

Our results show that CCMs can be leveraged both as privacy-
preserving performance indicators and as effective tools for guiding 
client selection. In particular, selecting clients with higher CCM val-
ues for critical classes leads to improved discrimination performance 
without compromising overall accuracy. This highlights the potential 
of CCM-based methods to balance utility and privacy in distributed 
learning scenarios.

Future work will extend this framework by integrating CCM-driven 
feedback directly into the model optimization loop and exploring adap-
tive strategies for selecting the training process parameters as well as 
the clients to be involved in the process. We believe that the proposed 
approach opens promising directions for trustworthy, interpretable, and 
privacy-preserving learning in both centralized and federated settings.
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