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 a b s t r a c t

The building sector accounts for up to 40% of global energy demand, with HVAC systems responsible for nearly 
half of this consumption. Faulty HVAC operation can result in substantial energy waste, reduced equipment 
lifespan, and increased operational costs. To address these challenges, the scientific community has focused 
on developing Fault Detection and Diagnosis (FDD) strategies that are both accurate and applicable in real 
conditions. Although data-driven approaches have shown strong potential, their practical deployment remains 
limited by the need for labeled data and variables not commonly available in real buildings.
 This paper presents a hybrid FDD framework based on Bayesian Networks (BNs) that combines data-driven 
models with expert knowledge. A set of reference models, using Random Forest algorithms, was developed to 
predict key variable values and define a baseline. Deviations from this baseline, expressed as residuals, were 
converted into virtual evidence and combined with hard evidence derived from domain expertise. These inputs 
were fed into a set of BN models, one for each operational mode, whose parameters and system-level structure 
were informed by expert knowledge and constructed efficiently through semantic metadata schemas based on 
brick ontology.
 The BNs performed fault detection and component isolation while the diagnosis is supported by targeted 
statistical analyses tailored to each system component. The main advantage of the proposed framework is that 
it requires only variables typically available in building management systems and does not rely on the a-priori 
knowledge of fault labels.
 The approach was validated on a simulated dataset from the Single Duct Air Handling Unit developed by the 
LBNL and further tested on a Fan Coil Unit. It achieved detection and isolation accuracies of approximately 91% 
and 87%, respectively, confirming its robustness, adaptability, and practical relevance.

1.  Introduction

Heating, Ventilation, and Air-Conditioning (HVAC) systems account 
for 50–60% of building energy demand and 10–20% of global energy 
consumption, making them crucial for enhancing energy efficiency in 
the building sector [1,2]. Existing literature reports that various issues 
may arise during the long-term operation of HVAC systems, with energy 
waste due to faulty operations or improper control strategies contribut-
ing to approximately 15–30% of total energy consumption in commer-
cial buildings [3–5]. By promptly detecting, diagnosing, and address-
ing these inefficiencies, buildings may improve energy performance and 
achieve potential energy savings of 5–30% [6]. In this context, ad-
vanced Energy Management and Information Systems (EMIS), such as 
Fault Detection and Diagnosis (FDD) tools, represent a valuable solution 
to systematically reduce energy waste during the operation of energy 
systems [7].

∗ Corresponding author.
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In recent decades, HVAC systems have become increasingly 
equipped with diverse sensors and IoT devices, enabling easier col-
lection and storage of extensive historical operational data [8]. This 
progress has greatly fostered the adoption of data-driven approaches 
to tackle FDD-related challenges [9,10]. These approaches employ ma-
chine learning, advanced statistical methods, or deep learning to de-
rive models from monitored system data [11]. Compared to conven-
tional knowledge-driven techniques, data-driven FDD offers notable 
advantages, requiring minimal prior system knowledge while ensur-
ing accurate results at low computational cost. It also provides high 
analytical flexibility, achieving strong fault detection and diagnosis
performance even with limited variables. However, data driven FDD 
tools face key limitations. They require large datasets of both normal 
and faulty operations, while fault data remain scarce and mostly rely on 
public sources. These tools also suffer from extrapolation issues, strug-
gling to identify unseen faults or severity levels outside the training set. 
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Moreover, their transferability across HVAC systems is limited by the 
lack of standardized metadata schemas, while transfer learning, though 
promising, still needs validation in real environments [12–14]. Base-
line establishment from historical data is also challenging, as persistent 
faults may be misinterpreted as normal behavior without ground truth 
validation. Moreover, the lack of physical interpretability can reduce 
user trust and represent a barrier to adoption. Lastly, their implemen-
tation requires advanced knowledge in ML and AI, which many HVAC 
professionals may not have [15,16]. For these reasons, a promising op-
portunity is to develop hybrid FDD approaches that combine the advan-
tages of data-driven processes with knowledge-driven ones [17,18]. The 
latter leverage domain expertise especially in the diagnosis phase, which 
makes them well suited to replicate diagnostic reasoning across various 
systems [19,20]. In the literature, among all the algorithms available 
for performing FDD in HVAC systems, Bayesian Networks (BNs) have 
proven valuable in integrating expert knowledge within data-driven pro-
cesses, demonstrating superior capabilities in modeling complex vari-
able dependencies, effectively handling uncertainties, and exploiting 
prior knowledge of the system configuration [21]. However, knowledge-
driven models often require manual design of network structures, which 
limits their scalability. To this purpose, semantic metadata standards 
(such as Brick, Project Haystack) provide machine-readable descriptions 
of building systems, components, and sensor data that can be systemati-
cally exploited to support FDD tasks. In this context, this study presents 
a BN-based FDD framework that integrates data-driven and knowledge-
driven approaches for improved reliability and interpretability in HVAC 
fault analysis. A robust baseline for normal operation is established us-
ing Random Forest (RF) models, predicting key system variables such 
as air temperatures, fan power demand, and control signals. Deviations 
from predicted values serve as fault symptoms, distinguishing between 
virtual evidence (deviations from baselines) and hard evidence (deter-
ministic deviations from setpoints or physics-based rules), which update 
BN probabilities for structured fault detection. An ontology-based ap-
proach leveraging the Brick Schema [22] streamlines the definition of 
the BN structure, mapping HVAC system components, relationships, and 
sensor data.

The model includes system fault nodes for overall HVAC malfunc-
tions, component nodes for failure sources, and evidence nodes for 
symptoms. Further refinement integrates domain expertise, optimiz-
ing node relationships and incorporating expert-based rules. Differently 
from traditional BN-based models that define individual fault nodes, 
the proposed framework groups faults at the component level, reduc-
ing complexity while maintaining diagnostic accuracy. To reduce false 
alarms, fault detection results are evaluated daily rather than at fixed 
short time intervals. The model accumulates fault predictions every 
15min but applies expert-driven post-processing at the end of each day 
to refine them, considering information across operational modes. The 
proposed framework was validated on two case studies [23], to demon-
strate its generalizability. The first case study focused on a Single-Duct 
Air Handling Unit (SDAHU), which regulates supply air temperature us-
ing a cooling coil and an economizer. The second case study involved a 
Fan Coil Unit (FCU) with a four-pipe hydronic system and multi-speed 
fan control, maintaining room air temperature based on thermostat set-
points. To highlight the novelties introduced in this study, the following 
section reviews the literature on the use of BNs for FDD in HVAC sys-
tems, examining both their advantages and widespread adoption. Addi-
tionally, it explores the key challenges that remain unaddressed when 
approaching FDD as a fully data-driven problem.

2.  Related works

In recent decades, BNs have been widely applied in HVAC FDD [24] 
for their ability to represent cause-effect relationships. They effectively 
diagnose faults and trace root causes in complex systems where faults 
propagate and interact. By structuring dependencies probabilistically, 

BNs improve diagnostic accuracy and enable more targeted mainte-
nance.

Building on this capability, Huang et al. [25] proposed a BN-based 
framework for root cause isolation using Eigen Entropy Causal Learning, 
a data-driven approach that infers fault symptom relationships without 
expert input. By analysing synchronicity in time series, the model con-
structs a BN for diagnosis and achieves accuracy comparable to expert 
informed models with a simpler structure.

Another key advantage of BNs in FDD is their ability to integrate mul-
tiple diagnostic approaches within a unified probabilistic framework. 
This capability enhances fault detection by leveraging complementary 
diagnostic strategies, balancing automation with expert-driven insights, 
and improving reliability in real-world applications.

This integration was explored in Wang et al. [26], where a Hybrid BN 
combined data driven and expert based approaches, maintaining diag-
nostic accuracy even when one component was missing. Tested on two 
experimental chillers, it outperformed standard methods. Similarly, Wu 
et al. [27] proposed a fusion driven BN integrating a Broad Learning 
System for structure generation and fuzzy logic for expert knowledge 
refinement. Expert input was encoded as evidence nodes, and Noisy 
MAX was used for parameter learning, achieving high interpretability 
and performance on a chiller system. Likewise, Behravan et al. [28] em-
ployed fuzzy logic to simplify diagnosis, reducing expert effort while 
preserving accuracy and interpretability.

Considering that HVAC systems operate under diverse conditions in-
fluenced by external temperature, system load, and control strategies, 
maintaining the accuracy of FDD models across these varying opera-
tional modes presents a significant challenge. BNs provide a structured 
way to address this complexity by explicitly modeling dependencies be-
tween system components and dynamically adapting to changing con-
ditions.

To enhance system level HVAC fault diagnosis, authors in Verbert 
et al. [29] proposed a multiple model approach using separate BNs for 
each operational mode. The models captured component interactions, 
conservation laws, and virtual sensors, with conditional probabilities de-
rived from labeled simulations, improving accuracy under limited moni-
toring. Similarly, the authors in Pradhan et al. [30] developed a dynamic 
BN that incorporates operational modes defined in ASHRAE Guideline 
36. By accumulating fault beliefs over time, it achieved accurate diag-
nosis in a Modelica-based HVAC simulation. Unlike a static BN, where 
the probability of a fault node depends solely on its corresponding symp-
tom nodes, the Dynamic BN also considers the node state at the previous 
time step, thereby capturing temporal relationships between faults and 
symptoms.

Managing uncertainty is also crucial in FDD, as sensor noise, missing 
data, and ambiguous symptoms can reduce diagnostic accuracy. BNs ad-
dress this through a probabilistic framework that quantifies uncertainty, 
enabling more reliable fault classification.

Using this principle, authors in Xiao et al. [31] developed a DBN for 
FDD of VAV terminals, modeling fault symptom relationships with data 
from building management systems and manual tests. Two probability-
based rules were applied for fault isolation, effectively handling un-
certainty and incomplete data and accurately diagnosing ten common 
faults.

Sensor reliability also contributes to uncertainty, as biased measure-
ments can distort system behavior. To address this, Ng et al. [32] in-
troduced a Bayesian model to detect and evaluate biases in water flow 
and temperature sensors of a central chiller plant. The method proved 
effective with both synthetic and real data, identifying biases as small 
as ±0.5 ◦C.

By optimizing probabilistic inference and conditional probabilities, 
BNs reduce false alarms and adapt to varying system conditions.

In [33], a BN classifier for chillers was developed to balance False 
Alarm Rate (FAR) and Missed Detection Rate (MDR). A Conditional 
Gaussian Network modeled continuous variables from labeled data, 
while probabilistic thresholds and expert input minimized errors. The 
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method reduced FAR from 22.7% to 4.7% and improved detection of 
refrigerant overcharge and leakage. Further, authors in Xu et al. [34] 
enhanced BN-based FDD by integrating orthogonal defect classification 
for statistical analysis of labeled air conditioning faults. A four layer 
BN optimized with a Genetic Algorithm refined conditional probabili-
ties within expert defined ranges, increasing diagnostic accuracy from 
81.1% to 92.8%.

Finally, A key advantage of BNs is their ability to automate parame-
ter learning, reducing reliance on expert defined rules and assumptions. 
BNs mitigate this issue by learning network parameters from historical 
labeled data, allowing for greater flexibility.

In [35] and [36], Distance Rejection and Principal Component Anal-
ysis were combined with BNs to enhance FDD performance, validated on 
chiller data from the ASHRAE RP 1043 dataset. Building on this, Wang 
et al. [37] introduced a discretization-based BN that autonomously de-
termined network parameters from labeled data, removing the need for 
expert input or distributional assumptions.

The reviewed studies highlight the wide use of BNs in HVAC FDD. 
However, most approaches still depend on labeled historical or simu-
lated data to train networks and define probabilistic dependencies. Al-
though domain knowledge can enhance performance, the scarcity of la-
beled fault data remains a major limitation. Collecting such data is costly 
and time consuming, despite common assumptions of its availability. To 
address this, recent work has explored knowledge-driven BN methods 
that incorporate expert knowledge, physical principles, and heuristic 
rules, enabling effective diagnosis without exhaustive fault datasets and 
improving applicability in real systems.

In this context, Chen et al. [38] proposed a two-level discrete BN for 
diagnosing cross-level faults in HVAC systems. The model identified 11 
of 14 faults and ranked the top three causes for the others. BN parame-
ters combined expert knowledge with machine learning on normal op-
eration data, reducing reliance on fault data. The framework integrated 
a knowledge based structure with Noisy MAX nodes, multi level evi-
dence, and weather and schedule-based pattern matching, emphasizing 
the value of expert informed reasoning. Similarly, Zhao et al. [39,40] 
developed a DBN based framework for air handling units. Part I focused 
on fans, dampers, ducts, filters, and sensors, while Part II extended to 
coils and secondary water systems. Built on first principles, fault pat-
terns, and expert rules, the framework remained effective also under 
uncertain or incomplete conditions.

Reinforcing the value of expert-driven FDD, Dey and Dong[41] inte-
grated AHU Performance Assessment Rules (APAR) with BNs to improve 
fault diagnosis. Validated with real-time data from a campus building, 
the BN accurately prioritized faults, with manual inspections confirm-
ing its reliability. The study demonstrated how predefined expert rules 
strengthen BN frameworks, ensuring robustness when labeled fault data 
are limited.

Despite advances in knowledge driven BN methods, many models 
remain overly complex, with numerous nodes representing fault types, 
severities, and symptom relations. While this improves diagnostic pre-
cision, it limits practical use due to the scarcity of labeled data and 
the wide variability of faults in real HVAC systems. These approaches 
often require extensive inputs, such as damper or valve positions, mak-
ing them data intensive and poorly transferable. Few studies have ex-
plored more generalizable BN structures that do not rely on fault la-
bels. One example is reported in Gao et al. [42], where authors moved 
from system-level to building-level FDD by automatically generating BN 
structures from semantic descriptions of HVAC systems, enabling scal-
able root cause diagnosis. This approach is conceptually aligned with 
the ontology-based BNs, where domain ontologies are used to construct 
BN structures by mapping concepts to nodes and semantic relations to 
edges. In [43] it was introduced an approach to derive BN structure 
and conditional probability tables from ontologies, ensuring consistency 
with existing knowledge. Other studies extend this by integrating on-
tologies with BN learning to support causal inference, as shown in addi-
tive manufacturing [44], assembly diagnostics [45], and bio-based pro-

cess modeling [46]. A systematic framework for deriving causal graphs 
from ontologies was also proposed in Pfaff-Kastner et al. [47], highlight-
ing the role of ontologies as semantic blueprints for explainable, trans-
ferable reasoning under uncertainty.

The studies above discussed collectively emphasize the potential of 
BNs in enhancing different aspects pertaining data-driven FDD in HVAC 
systems. However, several critical gaps remain in the literature, limit-
ing the effectiveness and reliability of current methods. The following 
research gaps highlight key areas where advancements are needed:

• Limited focus on unlabeled faulty data and commonly moni-
tored variables. Most data-driven FDD methods still rely on exten-
sive labeled fault datasets, which are often scarce and difficult to 
obtain in real HVAC operations. Furthermore, existing studies rarely 
focus on models that use only frequently monitored variables, which 
are the most accessible in practical applications.

• Insufficient integration of data-driven and expert knowledge-
based approaches. The lack of integration between machine learn-
ing techniques and expert knowledge within a unified diagnostic 
framework limits the interpretability and diagnostic reliability of 
FDD processes.

• Inadequate handling of persistent faults and their impact on 
baseline learning. Many existing data-driven FDD approaches as-
sume that frequently occurring operational patterns represent nor-
mal behavior, which can lead to persistent faults being misclassi-
fied as normal conditions. This issue is particularly problematic in 
self-learning models, where the continued presence of an undetected 
fault may corrupt the baseline reliability.

• Challenges in generalizing the automation and structure of FDD 
processes. Many data-driven FDD processes require extensive man-
ual effort to define structures, fault dependencies, and symptom rela-
tionships, making them difficult to scale and adapt to different HVAC 
systems.

In this perspective, the following section outlines the primary contribu-
tions and the novel elements this research seeks to bring.

3.  Novelty and contributions

In response to the challenges identified in the literature, this study 
presents a BN-based FDD framework that integrates data-driven and 
knowledge-driven approaches to improve HVAC fault analysis. The pro-
posed study introduces the following key innovations:

• It introduces a novel hybrid FDD methodology relying on unlabeled 
faulty data and frequently monitored operational variables in real 
HVAC systems. Few studies in the literature consider both of these 
aspects.

• It combines data-driven models, such as Random Forest, used for 
baseline generation, with expert knowledge into the BN-based model 
to improve the identification of the faulty component in the analysed 
system.

• It analyses the extent to which an accurate understanding of nor-
mal operation conditions affects fault detection and isolation perfor-
mance, addressing the gap in the literature on quantitatively assess-
ing baseline reliability.

• It leverages semantic metadata descriptions from the building HVAC 
system to streamline the construction of the BN structure. A system-
level BN structure is employed to reduce complexity and improve 
interpretability, in contrast to more complex structures commonly 
used in the literature.

• It performs a component-level fault isolation. Differently from tra-
ditional DBNs, which typically focus on fault diagnosis by model-
ing causal relationships between symptoms and specific fault types 
or severities, the proposed system-level BN adopts a more holis-
tic approach. It explicitly represents HVAC components and their
associated variables across the entire system, enabling fault isolation 
at the component level.
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Fig. 1. Single duct air handling unit layout.

• It performs a temporal aggregated fault assessment and expert-
driven post-processing. Instead of evaluating faults at fixed short 
intervals, the model accumulates fault predictions over time and ap-
plies expert-driven post-processing on a daily basis. This approach 
considers operational mode switches and transition phases, helping 
reduce false alarms.

• It validates the framework generalizability by testing it on multi-
ple case studies, specifically a SDAHU and a FCU. By applying the 
methodology to HVAC systems with different control strategies and 
operational complexities, the study demonstrates its adaptability and 
effectiveness in real-world scenarios.
The rest of the paper is organized as follows: Section 4 provides an 

overview of the two case studies considered in the analysis. In Sections 5 
and 6, the methods and overall methodology employed in this study are 
detailed. Sections 7 and 8 present the results for each of the two case 
studies. Finally, Sections 9 and 10 offer a comprehensive discussion of 
the findings and outline the next steps in this field of research.

4.  Case study

The methodological framework described in Section 6 was applied to 
two different case studies, both developed and provided by LBNL [23].

Case Study 1 involves a Single Duct Air Handling Unit, where the 
main components include supply and return fans with variable fre-
quency drives, a cooling coil, a cooling coil control valve, and out-
door air, exhaust air, and return air dampers. The layout of the sys-
tem is illustrated in Fig. 1 while the considered variables are listed in
Section 7. The SDAHU is controlled to maintain the Supply Air Temper-
ature (SA_TEMP) set-point when the cooling coil is active. Otherwise, it 
maintains the Mixed Air Temperature (MA_TEMP) set-point by modulat-
ing the economizer dampers. The faults studied in this case are related 
to a stuck cooling coil valve, a stuck outdoor air damper, and a biased 
SAT sensor. Each fault category has 4 different severity levels, resulting 
in 12 different faults.

On the other hand, Case Study 2 focuses on a Fan Coil Unit (Fig. 21), 
which has a vertical four-pipe hydronic configuration (with both heating 
and cooling coils), an outdoor air damper, and a fan that operates at 
three possible speeds: high, medium, and low. The FCU is controlled to 
maintain the room air temperature according to the thermostat heating 
and cooling set-points. The faults considered in this case are 14 with 
various severity levels, resulting in 45 different fault labels. The system 
layout, the list of considered variables and a Table listing the analysed 
faults are provided in Appendix A.

5.  Materials and methods

This section provides a concise overview of the data analytics meth-
ods underlying the proposed hybrid FDD process. Rather than offering 

an exhaustive description, it highlights the key aspects of the algorithms 
relevant to this study objectives. Specifically, it presents the fundamen-
tal concepts of BNs alongside the theory behind Random Forest, which 
was employed as the data-driven algorithm for establishing the normal 
operation baseline.

5.1.  Random forest

RF is a widely used machine learning method for classification and 
regression [48]. It builds multiple decision trees, each trained on a ran-
dom subset of data and features, enhancing generalization by reducing 
correlation between trees [49]. In classification, the final output is based 
on majority voting, while in regression, it is the average prediction [50]. 
In this study, multiple RF models were trained, each predicting the nu-
merical value of a specific key variable. These models establish the base-
line characterizing the normal operation of the system necessary for the 
FDD process. The RF hyperparameters were set with a maximum tree 
depth of 6 and 100 trees to ensure reliable predictions.

5.2.  Bayesian network

BN is a probabilistic graphical model [51,52]. BN relies on Bayes 
theorem, which uses conditional probability to measure the likelihood 
of an event, given that another event has occurred [53]. Specifically, 
if event 𝐴 (representing a fault) occurs when event 𝐵 (representing a 
symptom) is known or assumed to have occurred, the probability of 𝐴
given 𝐵 can be expressed as reported in Barber[54]:

𝑃 (𝐴|𝐵) =
𝑃 (𝐴𝐵)
𝑃 (𝐵)

=
𝑃 (𝐵|𝐴)𝑃 (𝐴)

𝑃 (𝐵)
(1)

Here, 𝑃 (𝐴𝐵) is the joint probability of events 𝐴 and 𝐵. Additionally, 
if 𝐴1, 𝐴2,… , 𝐴𝑛 represent a set of random variables that satisfy the fol-
lowing conditions: (i) ∑𝑛

𝑖=1 𝐴𝑖 = 𝑆, where 𝑆 is a certain event; (ii) they 
are mutually independent; and (iii) 𝑃 (𝐴𝑖) > 0 for all 𝑖, the marginal prob-
ability can be obtained as:

𝑃 (𝐵) =
𝑛
∑

𝑖=1
𝑃 (𝐴𝑖)𝑃 (𝐵|𝐴𝑖) (2)

Therefore, Eq. (1) can be rewritten as:

𝑃 (𝐴𝑖|𝐵) =
𝑃 (𝐴𝐵)

∑𝑛
𝑖=1 𝑃 (𝐴𝑖)𝑃 (𝐵|𝐴𝑖)

=
𝑃 (𝐵|𝐴𝑖)𝑃 (𝐴𝑖)

∑𝑛
𝑖=1 𝑃 (𝐴𝑖)𝑃 (𝐵|𝐴𝑖)

(3)

Bayesian inference aims to identify the cause of an event based on its 
effects by calculating the posterior probability [55,56]. Bayes’ theorem 
provides a method to calculate the posterior probability 𝑃 (𝐴𝑖|𝐵) (left 
side of Eq. (3)) from the prior probabilities 𝑃 (𝐴𝑖) and the conditional 
probabilities 𝑃 (𝐵|𝐴𝑖) (right side of Eq. (3)). Both prior probabilities and 
conditional probabilities, called parameters of the BN, could be assigned 
based on domain expertise or data-driven approaches [57]. The second 
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Fig. 2. Methodological framework of the analysis.

important element of a BN is the structure, which consists of nodes and 
arcs that describe events and their causal relationships [58]. Specifi-
cally, arcs represent direct probabilistic dependencies between nodes, 
while nodes represent the variables in the domain [59]. In this study, 
two different types of nodes were used: fault nodes, which indicate the 
presence or absence of faults in each component, and evidence nodes, 
which represent observable symptoms.

6.  Methodology

The methodology implemented in this work aims to define a novel 
hybrid strategy for the implementation of FDD in HVAC systems. The 
framework unfolds over multiple steps as shown in Fig. 2.

6.1.  Data filtering and identification of normal operation

The datasets for both case studies followed a consistent structure. 
Each case study comprised multiple files, with each file representing 
a specific fault at an assigned severity level over a one-year simulation 
period. A separate file documented normal system operation. In the first 
case study (SDAHU), the dataset included 12 faulty conditions and one 
normal operation all of them simulated over one year using the same 
weather conditions. Similarly, the second case study (FCU) contained a 
single file for normal operation and 45 faulty conditions. The original 
timestep of 1min was aggregated into 15-min intervals using a moving 
average to reduce noise and computational complexity. Furthermore, 
time periods referred to system inactivity, operational mode transitions, 
or transient behavior were excluded to ensure the analysis focused on 
stable and representative conditions.

To distinguish between transient and steady-state periods, the gra-
dient of the control signals for system components was analysed over 
time, following the approach proposed by [60]. This filtering was help-
ful for minimizing inaccuracies in fault detection and diagnosis caused 
by the high variability inherent in transient phases [61]. The second 
step aimed to identify data within each available file representing nor-
mal system behavior. Although only one file specifically described nor-
mal operation, the remaining ones representing faulty conditions do not 
necessarily indicate improper system performance at all timestamps. For 
instance, a cooling coil valve stuck at 0% is a fault during cooling mode 
but not during economizing, when no heat exchange is expected at the 
coil level.

Identifying normal operating patterns is essential for data-driven 
FDD, as reliable baselines depend on labeled normal data. However, as 
reported in Section 2, such data are often difficult to obtain, requiring 
dedicated approaches to address this task. Accurate baseline identifi-
cation improves FDD robustness by reducing false positives and false 

negatives. In this work, three approaches were applied, reflecting dif-
ferent levels of prior knowledge about HVAC system operation. These 
scenarios are detailed as follows:
1. Limited knowledge of the system (Scenario 1): Data points were 
labeled as normal exclusively through the use of standard rules, such 
as the APAR rule set [62], without any prior knowledge of the orig-
inal label assigned to the normal operation file. This represents the 
most challenging scenario, where the system control logic and con-
textual information were entirely unknown.

2. Comprehensive knowledge of the system and its control logics 
(Scenario 2): Within this scenario the normal operation was identi-
fied among the available files without any a-priori knowledge of the 
original label assigned to the normal file. In this case it was exploited 
a detailed knowledge of the control logic and setpoints governing all 
components that were available together with the simulated data 
[23]. Together with the knowledge of the control logics, all the ap-
plicable APAR rules on the considered case study were used to label 
datapoints as normal. Additionally, some expert rules were derived 
from the control logic to better complement the results of the APAR 
rule subset.

3. Ground truth + complete knowledge of system operation (Sce-
nario 3): In this approach, normal system operation was identified 
across all available files by leveraging prior knowledge of the ex-
plicitly labeled normal operation file, along with complete infor-
mation on control signals and actual component positions at each 
timestep. This allowed for the extraction of batches of normal oper-
ation data also from simulated datasets initially classified as faulty. 
Specifically, data points within faulty files were labeled as normal if 
the actual component positions closely matched their corresponding 
control signals within a predefined margin of error. This method pro-
vided a precise identification of normal operating conditions, with 
the resulting labeled data serving as the ground truth for subsequent 
analysis.

The three approaches yielded distinct normal operation datasets, all 
used to establish baselines. This enabled assessment of how normal data 
quality affects the reliability of the data-driven FDD tool.

After labeling normal operation data under Scenario 3, each dataset 
was split by assigning the first week of each simulated month to the test 
set (Fig. 3). The remaining data were divided into training and valida-
tion sets using an 80–20 split.

For Scenarios 1 and 2, the first week of each month was removed to 
ensure a common test set across all three scenarios (Fig. 3). However, 
due to differences in how normal operation was defined in each scenario, 
the resulting training and validation sets contained varying proportions 
of normal and faulty labeled data.
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Fig. 3. Selection process of the training, validation and testing sets across the three scenarios.

Moreover In the test set, faulty data were categorized by affected 
component. For instance, datasets where the outdoor air damper was 
stuck at 10%, 25%, 75%, or 100% were grouped under “economizer 
faults” in the SDAHU. This fault classification enabled the creation of a 
consistent ground truth for both normal and faulty conditions, support-
ing systematic fault detection and isolation, which in turn informed the 
fault diagnosis process.

Importantly, fault labels were used exclusively during testing to eval-
uate the framework performance and were not employed in training.

6.2.  Baseline establishment and evidence assessment

A baseline describing the normal operation of the system was estab-
lished starting from the labeled normal data included in the training sets 
(three in total, one for each scenario pertaining the identification of the 
normal data points). The baseline was established by means of multiple 
RF models according to the methodology outlined in Piscitelli et al. [63]. 
Specifically, regression-based RF models were employed to establish a 
fault-free operational benchmark for the system. Some key operational 
variables were selected as a target attribute in separate models, while 
a subset of the remaining system-related variables served as inputs (de-
tails were provided in Section 7 for the SDAHU system and in Appendix 
A for the FCU system). External forcing variables, such as environmen-
tal conditions and upstream system parameters, were exclusively used 
as input features.

This methodology resulted in a comprehensive set of regression mod-
els for both case studies ensuring a robust representation of the normal 
operation.

Additionally, the residuals from the trained Random Forest models 
were used as virtual evidence in the subsequent BN-based algorithm 
for fault detection and isolation. As discussed in Peng et al. [64], Mrad 
et al. [65], virtual evidence represents uncertain conditions and can be 
derived from the residuals of estimation models. Assuming the residuals 
follow a Gaussian distribution, deviations between actual and estimated 
values can be transformed into fault probability values ranging from 0 
(normal) to 1 (faulty) [66]. These probabilistic values were then used 
to update the probability of specific BN nodes, as detailed in the BN 
architecture.

In addition to virtual evidences, hard evidences and expert rules were 
also incorporated into the BNs. Differently from virtual evidence, which 
is based on deviations from estimated values, hard evidence relies on 

direct observations such as deviations of variables from their setpoints. 
On the other hand, expert rules introduced multiple conditions that can 
exploit KPIs, residuals from estimation models and variable deviations 
from setpoint or expected values at the same time. This combined ap-
proach enhanced the robustness of the BN-based fault detection and 
isolation framework by integrating both data-driven and physics-based 
reasoning.

6.3.  Definition of the Bayesian network structure and parameters

The definition of the BN architecture is ontology-driven, starting 
from an available semantic metadata model using Brick. The core func-
tion of the Brick Schema is to provide a consistent and machine-readable 
description of building systems [22]. It defines a formal hierarchy of 
classes representing common elements such as equipment, sensors, and 
control points, and establishes relationships between them through a 
set of clearly defined semantic properties (such as Brick: hasPart, is-
PartOf, hasPoint). These relationships express spatial, functional, and 
logical connections. This semantic schema is usually employed to de-
tail information about the equipments of the HVAC system and the sen-
sors associated with each component [22,67]. Using this information, a 
preliminary draft of the BN structure can be created, according to the 
following procedure:

1. From Brick Equipment to System Node: The type of the Equipment
defined in the Brick Schema is mapped to be the system fault node, 
where fault detection is performed (i.e., the decision node that de-
termine if the observed condition of the entire system is normal or 
faulty).This node aggregates the posterior probabilities from related 
component-level fault nodes, which correspond to sub-equipments 
linked to the system equipment via the Brick: hasPart relationship. If 
the fault probability of the system node exceeds 50%, the system is 
classified as operating in faulty conditions.

2. From Brick Equipment to Component Node: For each Equipment de-
fined in the Brick Schema associated with the one in the system 
node, a corresponding component fault node is created within the 
BN. An arc is established from each component fault node to the sys-
tem fault node, reflecting the Brick: isPartOf relationship. In detail, if 
the system-level node suggests the occurrence of a faulty state of the 
system, the component-level node with the highest posterior proba-
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Fig. 4. Example of BN structure.

bility is identified as the primary source of the fault performing the 
fault isolation.

3. From Brick Point to Evidence Node: For each Point defined in the 
Brick Schema, an evidence node is created within the BN. Each com-
ponent fault node is then linked to its corresponding evidence nodes 
through arcs, following the Brick: hasPoints relationship. These evi-
dence nodes can represent either hard evidence or virtual evidence, 
capturing the symptoms of the HVAC system under faulty conditions 
and contributing to fault detection and diagnosis.

The initial draft of BN structure is then refined by the expert through 
the integration of domain knowledge. This refinement process allows for 
the elimination of redundant or unrealistic monitored variables, and the 
addition of extra nodes, which may account for expert rules. Moreover, 
sensors that measure controlled variables, such as supply air tempera-
ture and mixed air temperature sensors, are also treated as fault com-
ponent nodes. If these sensors have a measurement bias, their effect on 
system performance can mimic the symptoms of real component fail-
ures [68]. By modeling them as fault nodes, the BN can account for 
sensor-related anomalies, improving the accuracy of fault detection and 
isolation. An example of a general BN structure that can be determined 
by following the above introduced approach is reported in Fig. 4. Once 
the BN structure was established, separate BNs were developed for each 
operational mode of the HVAC system (e.g., heating, cooling, economiz-
ing). This tailored approach ensures that the BN remains both relevant 
and effective across varying operational scenarios, allowing it to adapt 
dynamically to changes in system behavior.

Eventually, prior and conditional probabilities were assigned to fault 
component nodes, the system fault node, and evidence nodes to enable 
a probabilistic assessment of system operation. To each fault compo-
nent node, representing individual HVAC components, was assigned an 
equal prior probability of 0.1 for being faulty and 0.9 for being normal, 
reflecting an initial assumption that faults are relatively rare. The system 
fault node, which determines whether the overall HVAC system is in a 
faulty state, was conditioned on the component fault nodes using a de-
terministic “OR” rule: if at least one component was faulty, the system 
was classified as faulty (probability = 1); otherwise, it was classified 
as normal (probability = 0). Evidence nodes were incorporated into 
the BN to capture symptoms related to system faults. These nodes were 
linked to fault component nodes through probabilistic dependencies, 
representing how observed data influences the likelihood of component 
failure. The conditional probabilities assigned to evidence nodes varied 
based on the nature and severity of the observed evidence, as detailed in
Table 1.

Table 1 differentiates virtual evidence, derived from regression resid-
uals, and hard evidence, based on rules and physical measurements. Vir-

Table 1 
Conditional probabilities for hard and virtual evidence 
node.

 Fault node
 Fault  Normal

 Virtual evidence - Mild  Fault  0.90  0.10
 Normal  0.10  0.90

 Virtual evidence - Severe  Fault  0.95  0.05
 Normal  0.05  0.95

 Hard evidence - Mild  Fault  0.99  0.01
 Normal  0.01  0.99

 Hard evidence - Severe  Fault  1.00  0.00
 Normal  0.00  1.00

tual evidence indicating a fault implies a 90% (mild) or 95% (severe) 
fault probability. Hard evidence has stronger weight: mild cases yield a 
99% fault probability, while severe cases determine a state with 100% 
fault probability. Conditional probabilities for expert-rule nodes align 
with those of severe hard evidence.

6.4.  Post-processing for fault detection and isolation

The developed BN continuously analyses system behavior and up-
dates fault predictions at a 15-min time step. However, rather than eval-
uating the results of the fault detection and isolation at each time step, 
the analysis is further aggregated and assessed on a daily basis to im-
prove the reliability. Throughout the day, the algorithm accumulates 
and stores fault probabilities for each component, enabling a more sta-
ble and comprehensive assessment over an extended period. At the end 
of each day, a comprehensive fault detection and isolation analysis is 
performed, summarizing all detected faults along with their associated 
probabilities. This post-processing step integrates expert rules to refine 
the analysis, filtering out transient anomalies that might otherwise lead 
to false alarms. These rules account for operational mode transitions 
and hierarchical fault interactions, factors often neglected in standard 
data-driven FDD approaches. By adopting a daily evaluation strategy 
that integrates cross-mode consistency and expert-driven refinement, 
the proposed method ensures that fault detection and isolation remain 
accurate and actionable, providing users with reliable information while 
avoiding unnecessary alarms.

6.5.  Knowledge-driven fault diagnosis

The last step of the methodology focuses on fault diagnosis, comple-
menting the results of the detection and isolation process to determine 
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the type and severity of the identified malfunction. In the literature, 
knowledge-driven approaches, such as those based on expert rules [69] 
or statistical analyses [70], have proven effective in diagnosing faults 
in HVAC systems and most of all do not require fault labels as required 
by supervised classification models to perform a diagnosis of a predeter-
mined severity. In this framework, the diagnostic process was conducted 
at the end of each day, once the faulty components have been identified.

To achieve an accurate diagnosis, the methodology combines statis-
tical analysis with an assessment of deviations from baseline conditions 
for key operating variables.

By integrating expert-driven validation with statistical analysis, the 
methodology enables system operators to infer fault diagnoses indepen-
dently of previous observations of similar fault severity. This approach 
overcomes a key limitation of purely data-driven fault diagnosis tools, 
which rely on a-priori knowledge of fault labels and often struggle to 
diagnose faults that deviate from previously observed patterns.

7.  Results: analysis of the single-duct air handling unit

The methodological framework described in Section 6 was tested on 
the two case studies illustrated in Section 4. The results of the first case 
study were presented and discussed below. To enhance readability, the 
results of the second case study were summarized in Section 8, with 
further details provided in Appendix A.

7.1.  Data preparation and identification of normal operation datapoints

For the first case study (i.e., SDAHU), the considered variables were 
as follows:

• CHWC_VLV_DM: Control signal for AHU cooling coil valve; ranges 
from 0 to 1; 0 – valve should be fully closed, 1 – valve should be 
fully open.

• OA_DMPR_DM: Control signal for AHU outdoor air damper; ranges 
from 0 to 1; 0 – damper should be fully closed, 1 – damper should 
be fully open.

• RA_DMPR_DM: Control signal for AHU return air damper; ranges 
from 0 to 1; 0 – damper should be fully closed, 1 – damper should 
be fully open.

• OA_TEMP: AHU outdoor air temperature [◦C].
• RA_TEMP: AHU return air temperature [◦C].
• MA_TEMP: AHU mixed air temperature [◦C].
• SA_TEMP: AHU supply air temperature [◦C].
• SA_SP: AHU supply air duct static pressure [Pa].
• SF_WAT: AHU supply air fan power [W].
• RF_WAT: AHU return air fan power [W].
• SF_CS: Control signal for AHU supply air fan speed; ranges from 0 to 
1; 0 - fan speed is 0%, 1 - fan speed is 100%.

• RF_CS: Control signal for AHU return air fan speed; ranges from 0 to 
1; 0 - fan speed is 0%, 1 - fan speed is 100%.

• SA_SPSPT: AHU supply air duct static pressure setpoint [Pa].
• SA_TEMPSPT: AHU supply air temperature setpoint [◦C]. During the 
economizing mode when the cooling coil is not operated this value 
is used as a target for the mixed air temperature (MA_TEMPSPT).

As explained previously, three different scenarios were considered for 
identifying normal operation data in the available datasets. Before this, 
data were aggregated at 15-min and specific periods pertaining tran-
sient, operational mode switch and system inactivity were filtered out 
from the dataset. For the first case study, among the available 13 files, 
167,571 15-min timesteps were considered after the data filtering step. 
The faults included in the datasets were the following:

• CCV stuck 10%: Cooling coil valve stuck at 10%
• CCV stuck 25%: Cooling coil valve stuck at 25%
• CCV stuck 75%: Cooling coil valve stuck at 75%
• CCV stuck 100%: Cooling coil valve stuck at 100%

• OAD stuck 10%: Outdoor air damper stuck at 10%
• OAD stuck 25%: Outdoor air damper stuck at 25%
• OAD stuck 75%: Outdoor air damper stuck at 75%
• OAD stuck 100%: Outdoor air damper stuck at 100%
• SAT bias −2 ◦C: Supply air temperature sensor bias of −2 ◦C
• SAT bias −4 ◦C: Supply air temperature sensor bias of −4 ◦C
• SAT bias 2 ◦C: Supply air temperature sensor bias of 2 ◦C
• SAT bias 4 ◦C: Supply air temperature sensor bias of 4 ◦C

In the Scenario 3 (i.e., Ground truth + complete knowledge of 
system operation) normal operation data were identified by leveraging 
the explicitly labeled normal operation file along with complete knowl-
edge of control signals and actual component positions at each time step 
of operation. The resulting labeled data are visualized in Fig. 5.

In Fig. 5, each row represents a file corresponding to a one-year sys-
tem simulation, with time reported along the x-axis. The green segments 
indicate portions of the dataset labeled as normal, while red segments 
denote faulty conditions. Blank areas represent removed or not avail-
able data points, which were excluded from the analysis. It is important 
to note that this labeling scenario represents the most accurate possi-
ble identification of normal operation and was therefore considered the 
Ground Truth for validating the FDD process. The resulting portion of 
normal data consisted in 22,064 observations (i.e., about the 13% of 
the total).

In the Scenario 2 (i.e., Comprehensive knowledge of the system 
and its control logics) normal operation was identified from the avail-
able file without prior knowledge of its label, using information on con-
trol logics, setpoints, expert-derived rules and APAR rules. The control 
logics, pertaining to the first case study, are in the following reported:

• Occupied Mode (Monday–Friday 6:00 AM–10:00 PM, Saturday 
6:00 AM–6:00 PM)
– Fan Status: The supply and return fans operated continuously 
during occupied periods.

– Supply Air Temperature Control: The cooling coil valve reg-
ulated the supply air temperature to maintain a fixed setpoint 
of 12.8 ◦C when the outdoor air temperature exceeded 15.6 ◦C or 
dropped below 0 ◦C. For outdoor air temperatures between 0 ◦C
and 15.6 ◦C, mechanical cooling was activated only if the econ-
omizer dampers were fully open. Otherwise, mechanical cooling 
was disabled, and the cooling coil valve remained closed. When 
mechanical cooling was locked out, the supply air temperature 
was not directly controlled and could deviate from 12.8 ◦C.

– Supply Fan Control: The supply fan speed was modulated via 
a variable frequency drive to maintain a constant static pressure 
setpoint of 398.54 Pa.

– Return Fan Control: The return fan speed was adjusted via a 
variable frequency drive to operate at 90% of the supply fan 
speed.

– Minimum Outdoor Air Control: The outdoor air damper re-
mained at a fixed minimum position (10% open) when the unit 
was not in economizer mode.

– Economizer Mode: The AHU entered economizer mode when 
the outdoor air temperature was between 0 ◦C and 15.6 ◦C. In this 
mode, the outdoor air damper modulated in sequence with the 
return air damper to maintain a mixed air temperature setpoint 
of 12.8 ◦C. Once the outdoor air damper exceeded 100% open, 
the cooling coil valve was enabled to maintain the supply air 
temperature setpoint.

– Space Temperature Control: The zone heating and cooling set-
points were 21.1 ◦C and 23.9 ◦C, respectively, during the occupied 
period.

• Unoccupied Mode
– Fan Status: The supply and return fans were turned off, while the 
cooling coil valve and outdoor air damper remained closed. The 
system cycled on and off to maintain space temperatures within 
the unoccupied heating and cooling setpoints.
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Fig. 5. Identification of Normal operation in Scenario 3 - Ground truth + complete knowledge of system operation.

Fig. 6. Identification of Normal operation in Scenario 2 - Comprehensive knowledge of the system and its control logics.

– Minimum Outdoor Air Control: The outdoor air damper re-
mained closed.

– Space Temperature Control: The zone heating and cooling set-
points were 15.6 ◦C and 26.7 ◦C, respectively, during the unoccu-
pied period.

From the control logics some expert rules were defined to check the 
existence of deviations from key setpoints, such as the mixing air tem-
perature (only during economizing mode), the zone temperature, the 
supply air temperature and the supply static pressure. Furthermore 
also the cooling coil control signal was considered when it reaches a 
zero value during cooling mode, which indicates potential issues. Even-
tually for this case study, from the set of 28 APAR rules defined in 
Schein et al. [62], considering the available components in the analysed 
SDAHU, it was possible to apply the following rules: 6, 7, 9, 10, 11, 12, 
13, 14, 15, 16, 17, 19, 20, 25, 26, and 27 (the reader is reminded to 
Schein et al. [62], Schein[71] for the mathematical formulation of the 
rules). For all the rules (both APAR and knowledge-based), the same 
thresholds were employed: Δ𝑇𝑠𝑓  = Δ𝑇𝑟𝑓  = 0.1 ◦C; 𝜖𝑡 = 1; 𝜖𝑐𝑐 = 𝜖𝑑 = 
0.1 [71]. The results obtained for this second scenario are reported in 
Fig. 6. Fig. 6 depicts a larger portion of data labeled as normal com-
pared to Fig. 5, indicating the presence of false negatives in the dataset 
intended for establishing baseline models. The resulting portion of nor-
mal data consisted in 49,023 observations (i.e., about the 29% of the 
total).

In the Scenario 1 (i.e., Limited knowledge of the system), only the 
above specified APAR rules were applied to identify normal operation 

data within the files, without leveraging additional knowledge about 
the AHU’s management and control. The results of this scenario are pre-
sented in Fig. 7, revealing the highest ratio of false negatives respect to 
the normal ground truth, resulting in 80,263 records labeled as normal 
(i.e., about 48% of the total).

Using Scenario 3 as a reference, detailed knowledge of system be-
havior clearly improved the identification of normal data compared to 
relying solely on APAR rules. After labeling, each dataset was split in 
training, validation and testing set as explained in Fig. 3. Specifically, 
variations in normal operation identification across scenarios led to dif-
ferent proportions of normal and faulty data in each training/validation 
set.

7.2.  Baseline establishment results

Once normal operation data were identified using the three ap-
proaches, baseline models were developed to capture fault-free behav-
ior. Regression-based Random Forest models were used, with selected 
key variables as targets and a subset of accessible system-related vari-
ables as inputs. The selection of the input-output tuples for the set of 
baseline models was expert-driven using only easily and widely accessi-
ble variables. The developed regression models had the following output 
and input variables:

• MA_TEMP model: to estimate the mixed air temperature were used 
as input variables OA_TEMP, RA_TEMP, OA_DMPR_DM.
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Fig. 7. Identification of Normal operation in Scenario 1 - Limited knowledge of the system.

Table 2 
RMSE values of reference baseline models evaluated for the 
validation set.
 Predicted variable  Scenario 1  Scenario 2  Scenario 3
 MA_TEMP [◦C]  1.31  0.15  0.11
 SA_TEMP [◦C]  0.14  0.12  0.08
 CHWC_VLV_DM [0,1]  0.101  0.093  0.022
 OA_DMPR_DM [0,1]  0.020  0.007  0.003
 SF_WAT [W]  5.16  3.15  3.07
 RF_WAT [W]  2.75  2.69  2.15

• SA_TEMP model: to estimate the supply air temperature were 
used as input variables OA_TEMP, RA_TEMP, MA_TEMP and 
CHWC_VLV_DM.

• CHWC_VLV_DM model: to estimate the control signal for AHU cool-
ing coil valve were used as input variables OA_TEMP, RA_TEMP, 
MA_TEMP and SA_TEMP.

• OA_DMPR_DM model: to estimate the control signal for AHU out-
door air damper were used as input variables OA_TEMP, RA_TEMP 
and MA_TEMP.

• SF_WAT model: to estimate the supply air fan power were used 
as input variables OA_TEMP, RA_TEMP, MA_TEMP, SA_TEMP, 
CHWC_VLV_DM, OA_DMPR_DM and SF_CS.

• RF_WAT model: to estimate the return air fan power were used 
as input variables OA_TEMP, RA_TEMP, MA_TEMP, SA_TEMP, 
CHWC_VLV_DM, OA_DMPR_DM and RA_CS.

For each normal operation dataset, six RF models were trained 
and validated. Table 2 reports the RMSE values on the validation set. 
The lowest errors were obtained in Scenario 3, where fault-free data 
were most accurately identified. Model accuracy decreased progres-
sively in Scenarios 2 and 1 due to less reliable identification of normal
operation.

For completeness, Fig. 8 shows a visual comparison between actual 
and predicted values for each RF model across the three scenarios, using 
data from a selected normal day in the test set (April 4th), which in-
cludes all SDAHU operational modes. The green-shaded area represents 
three times the RMSE from the baseline models (Table 2), illustrating 
model accuracy throughout the day. This visualization helps evaluate 
model accuracy at each timestep during the daily operational period 
and highlights how the presence of noise (false negatives) in fault-free 
data influenced pattern learning and the quality of final predictions. 
In Fig. 8, this effect is especially evident for the supply air tempera-
ture model, where Scenarios 1 and 2 show larger deviations between 
predicted and actual values. In the following step, the baseline models 

were deployed on the test dataset (that contains out-of-sample data) and 
the residuals were used as virtual evidence in the subsequent BN-based 
algorithm for fault detection and isolation.

7.3.  Fault detection and isolation results

As described in Section 6, after the definition of the baseline models, 
the structure of the BN model was preliminary defined. Starting from the 
Brick Schema, that semantically describe the SDAHU, an initial draft of 
the BN structure was automatically generated considering the System 
Layer, Component Layer and Evidence Layer. After that, for each rep-
resentative operational mode (cooling and economizing mode for the 
SDAHU) the BN structure was refined in the Component Layer to ag-
gregate, where possible, AHU components together (e.g., outdoor and 
return dampers in the economizer, supply and return fan in the air duct) 
and refined in the Evidence Layer to include specific Hard evidences, vir-
tual evidences and expert rules that better fit with the aim of detecting a 
defective component, or group of components, in a particular operation 
mode. As a result, two separate BNs were developed, each with a unique 
configuration of nodes and arcs. These are shown in Fig. 9, represent-
ing the mechanical cooling mode with both maximum and minimum 
outdoor air (i.e., mode 3 and 4), and Fig. 10, corresponding to the econ-
omizing mode (i.e., mode 2). From the Figures it is possible to see that 
the Evidence Layers of the two BNs are different while the Component 
Layers are exactly the same.

It is worth to note that despite in the analysed use case no faults re-
lated to the supply/return fan, filters and mixing air temperature were 
analysed, the Air Duct and MAT sensor component were included in 
the Component Layer of the BNs. These components were considered to 
make the formulation of the detection and isolation problem as much 
as possible generalizable. In fact while testing the detection capabilities 
of the developed BNs, fault inference was provided also for these nodes 
to prove the capability of the model in not generating false positives or 
faulty pattern misinterpretation involving those components. In partic-
ular the BN pertaining the cooling modes of the SDAHU (Fig. 9) used as 
virtual evidence - mild intensity - the absolute values of the residuals of 
the SF_WAT model and RF_WAT model, used as virtual evidence - severe 
intensity - the absolute values of the residuals of the MA_TEMP model 
and CHWC_VLV_DM model and used as hard evidence - mild intensity- 
the absolute difference between the air duct static pressure SA_SP and 
the setpoint SA_SPSPT and the absolute difference between the supply 
air temperature SA_TEMP and the setpoint SA_TEMPSPT. In addition 
two expert rules were added as hard evidence with severe intensity for 
the SAT and MAT node respectively.
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Fig. 8. Random Forest predictions for each variable on normal testing sets (April 4th).

Fig. 9. BN structure for mechanical cooling modes (modes 3 and 4).

Fig. 10. BN structure for economizing mode (mode 2).

• Expert rule SAT Sensor:

(

|SA_TEMP − SA_TEMPSPT| ≤ 1◦C
)

and
(

|CHWC_VLV_DMresidual| > 3 ⋅ RMSEvalidation
)

⇒ 𝑃 (FAULT) = 100%

• Expert rule MAT Sensor:
(

|MA_TEMPresidual| ≤ 2◦C
)

and
(

|CHWC_VLV_DMresidual| > 3 ⋅ RMSEvalidation
)

⇒ 𝑃 (FAULT) = 100%

On the other hand, the BN pertaining the economizing mode of the 
SDAHU (Fig. 10) used as virtual evidence - mild intensity - the abso-
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lute values of the residuals of the SF_WAT model and RF_WAT model, 
used as virtual evidence - severe intensity - the absolute values of the 
residuals of the SA_TEMP model and OA_DMPR_DM model, used as hard 
evidence - mild intensity - the absolute difference between the air duct 
static pressure SA_SP and the setpoint SA_SPSPT and used as hard evi-
dence - severe intensity - the absolute difference between the mixed air 
temperature MA_TEMP and the setpoint MA_TEMPSPT (in the econo-
mizing mode the SA_TEMPSPT is used as a target of the mixed air tem-
perature). In addition one expert rule was added as hard evidence with 
severe intensity for the MAT node respectively.

• Expert rule MAT Sensor:
(

|MA_TEMP −MA_TEMPSPT| ≤ 1◦C
)

and
(

|OA_DMPR_DM residual| > 3 ⋅ RMSEvalidation
)

⇒ 𝑃 (FAULT) = 100%

To evaluate the performance of the developed BNs in detecting and 
isolating faults at the component or subsystem level, the test set was 
used. Fault-free data in the test set kept their label as “Normal”, while 
faulty data were grouped as described below. In detail, all the faulty 
data points related to the operation of the cooling coil (i.e., CCV stuck 
at 10%, 25%, 50% and 75%) were grouped together with the label
Cooling coil fault. All the faulty data points related to the operation of 
the outdoor air damper (i.e., OAD stuck at 10%, 25%, 75% and 100%) 
were grouped together with the label Economizer fault. Eventually, all 
the faulty data points related to the bias of the supply air temperature 
sensor were grouped together with the label SAT sensor fault.

These labels served as ground truth to assess the BNs’ ability to detect 
fault conditions and isolate the most likely affected component. Since 
the baseline models were trained and validated using three different 
normal operation scenarios, BN performance was evaluated across all 
three to examine how noise in the normal dataset impacts detection 
and isolation results. Additionally, the BNs were free to evaluate fault 
probabilities even for component nodes that were not affected by the 
considered faulty conditions. This allowed for evaluating potential mis-
interpretations or false alarms during the isolation phase.

Once the test dataset was prepared, the two BNs, one for economiz-
ing mode and one for cooling modes, provided inference every 15min. 
Applying the appropriate BN at the end or during each operational mode 
period it was possible to identify (if any) the component with the high-
est fault probability. Fig. 11 shows the 15-min posterior fault probabil-
ities for each component across test days covering all faulty conditions. 
These probabilities were derived using Scenario 3 (i.e., ground truth + 
complete system knowledge) for baseline establishment. Each plot high-
lights periods detected as faulty, (i.e., the fault probability at the system 
node exceeds 50%) using red (fault) and green (normal) shading. Ad-
ditionally, the component with the highest fault probability is shown at 
each timestep, enabling detailed assessment of the BN’s isolation capa-
bilities. The two BNs operate independently, and information inferred in 
one operational mode is not transferred to the other. This separation can 
result in weaker detection or uncertain isolation. For instance, a com-
ponent may show a high fault probability during cooling mode, while 
appearing normal in economizing mode on the same day. ChatGPT ha 
detto:

All days shown in the first column of Fig. 11 correspond to cooling 
coil faults. In most timesteps, the BNs correctly identified the cooling 
coil as the most likely faulty component. However, on the day when the 
coil was stuck at 75% for several hours, the SAT sensor briefly appeared 
as the top fault candidate. This occurred only during the economizing 
mode, while in adjacent cooling mode periods, the cooling coil remained 
correctly prioritized.

To address this issue and increase the reliability of the results, a post-
processing inference process was also proposed and shown in Fig. 12. 
This method analyses the fault probabilities across different operational 
modes over a daily timescale aiming to refine fault detection and isola-

Table 3 
Fault detection accuracy across the three scenarios.

 Scenario 1  Scenario 2  Scenario 3
 Inference at 15-min  68%  74%  95%

tion by sharing information inferred within each mode throughout the 
day.

The post-processing inference process follows a structured path. If 
the system-level fault probability exceeds 50%, the component with the 
highest fault probability is identified. If the SDAHU operated in only one 
mode throughout the day and a component fault occurrence exceeds 
80%, that component is flagged as faulty. If the AHU operated in more 
than one mode and the same component consistently shows the highest 
occurrence across all modes, it is also marked as faulty (for reference 
see the plots in the third column of Fig. 11 pertain to the occurrence of 
SAT sensor faults and for all the timesteps the BNs correctly suggested 
the SAT sensor as the most probable faulty component).

If neither of these conditions is met, the process checks whether the 
economizer is estimated to be in faulty condition in mode 2, mode 3 or 
mode 4. If so, the economizer is flagged. Otherwise, the system checks 
whether the cooling coil is predicted faulty in mode 3 or 4. If this is 
the case, it then verifies whether the SAT sensor is predicted faulty in 
mode 2 to confirm a fault in the cooling coil. If not, the system checks 
whether the SAT sensor is predicted faulty in mode 3 or 4. At this point, 
the cooling coil or the MAT sensor is assessed during mode 2 to isolate 
potential faults in the SAT or MAT sensors.

In order to assess the performance of the fault detection and isola-
tion process (the latter with and without the post-processing inference 
process) the entire test set, was used considering all the three investi-
gated scenarios for baseline establishment. The test set was configured 
as follows:

• 5235 datapoints referred to the normal operation of the system
• 34,224 datapoints referred to the faulty operation of the system

– 12,618 datapoints referred to cooling coil faults (i.e., stuck of the 
cooling coil valve at 10%, 25%, 75% and 100%)

– 8998 datapoints referred to economizer faults (i.e., stuck of the 
outdoor air damper at 10%, 25%, 75% and 100%)

– 12,608 datapoints referred to supply air temperature sensor fault 
(i.e., sensor bias of −2, +2, −4 and +4 ◦C)

– 0 datapoints referred to mixed air temperature sensor fault (in the 
test the BNs are free to infer fault probability on this component 
even if there are no faulty data pertaining to that component)

– 0 datapoints referred to fault of air duct components - fans and 
filters - (in the test the BNs are free to infer fault probability on 
this component even if there are no faulty data pertaining to that 
component)

In Table 3 the fault detection accuracies, defined as the percentage 
of time the BNs correctly estimated the presence or absence of faults, 
are reported for the three baseline establishment scenarios. The Table 
shows that a noisy normal operation dataset significantly affected the 
detection capabilities of the BNs, with a loss of about 21% accuracy 
in Scenario 2 and 27% in Scenario 1, compared to Scenario 3, which 
serves as the reference ground truth.

On the other hand, in Table 4 are reported the fault isolation accu-
racies (percentage of time when the BNs estimated the presence or not 
of a fault and correctly identified the affected component) obtained in 
the three baseline establishment scenarios and considering or not the 
implementation of the post-processing daily inference process.

Firstly, post-processing led to an accuracy improvement in the range 
of 2% to 4%. However, the most notable result concerns the impact that 
the noisy normal operation datasets had on fault isolation accuracy. In 
this case, the accuracy drop was even more significant than that ob-
served in fault detection (Table 3), with a decrease of about 22% in 
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Fig. 11. Posterior probabilities of each components (Scenario 3).

Fig. 12. Post-processing expert rules for fault detection and isolation.

Scenario 2 and 35% in Scenario 1, compared to Scenario 3. In the lat-
ter, the BNs proved to be highly accurate, reaching an overall accuracy 
of 91%. For the sake of completeness, in the following are reported the 
confusion matrices (Tables 5–7) pertaining the fault detection and isola-
tion results obtained through the daily post-processing for each baseline 
establishment scenario analysed. In the confusion matrices the rows rep-
resent the actual classes (Ground Truth) and the columns represent the 
output of the fault detection and isolation provided by BNs.The Tables 

also report values for precision, recall and accuracy, further demonstrat-
ing the significant impact that the identified reference normal dataset 
had on the robustness of the baseline regression models and on the over-
all inference quality of the BNs.

Finally, focusing only on the results of Scenario 3, Fig. 13 presents 
a temporal visualization of actual fault and normal labels distributed 
across the test dataset, while Fig. 14 shows the estimations provided 
by the proposed fault detection and isolation process. The x-axis spans 
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Table 4 
Fault detection and isolation accuracy across the three scenarios 
and BN inference approach.

 Scenario 1  Scenario 2  Scenario 3
 Inference at 15-min  53%  67%  87%
 Daily post-processing  56%  69%  91%

Table 5 
Confusion matrix of the fault detection and isolation results in Scenario 1 
(Limited knowledge of the system).

 CC  ECO  SAT  MAT  Air duct  Normal  Recall
 CC  10078  4  513  0  2  2021  80%
 ECO  0  1596  273  3747  1  3381  18%
 SAT  6  33  5166  162  3  7238  41%
 MAT  –  –  –  –  –  –  –
 Air Duct  –  –  –  –  –  –  –
 Normal  0  29  17  39  1  5149  98%
 Precision  100%  96%  87%  –  –  29%  Acc. = 56%

Table 6 
Confusion matrix of the fault detection and isolation results in Scenario 2 
(Comprehensive knowledge of the system and its control logics). 

 CC  ECO  SAT  MAT  Air duct  Normal  Recall
 CC  10490  6  564  0  34  1524  83%
 ECO  0  6764  9  2  94  2129  75%
 SAT  532  427  4736  0  10  6903  38%
 MAT  –  –  –  –  –  –  –
 Air Duct  –  –  –  –  –  –  –
 Normal  1  75  0  0  3  5156  98%
 Precision  95%  93%  89%  –  –  33%  Acc. = 69%

Table 7 
Confusion matrix of the fault detection and isolation results in Scenario 3 
(ground truth + complete knowledge of system).

 CC  ECO  SAT  MAT  Air duct  Normal  Recall
 CC  12130  0  487  0  1  0  96%
 ECO  0  7274  145  0  6  1573  81%
 SAT  587  506  11515  0  0  0  91%
 MAT  –  –  –  –  –  –  –
 Air Duct  –  –  –  –  –  –  –
 Normal  19  45  89  0  1  5081  97%
 Precision  95%  93%  94%  –  –  76%  Acc. = 91%

from January to December, while the y-axis lists the considered 13 sys-
tem conditions across the analysed files, including normal operation and 
the various faults. Each row represents a distinct normal or faulty con-
dition, with the color indicating the affected component by each fault. 
The color legend on the right identifies four label categories: green for 
normal conditions, light blue for cooling coil faults (Fault CC), red for 
economizer faults (Fault ECO), and purple for SAT sensor faults. Rows 
contain gaps indicating periods out of the test dataset. Comparing the 
two figures, estimations of normal conditions appear largely accurate. 
Cooling coil faults are also captured with good temporal consistency 
across the different severity levels. Economizer faults show broader dif-
ferences, specially referred to OAD stuck at 25%. In that case the model 
occasionally mislabeled OAD faults as normal.

SAT sensor faults were generally well identified. However, in some 
cases for negative bias the model occasionally mislabeled SAT sensor 
faults as Cooling coil or Economizer faults. Notably, Fig. 14 visualizes 
also estimations for additional fault components (i.e., MAT sensor and 
Air Duct components) which are not included in the actual labels of 
Fig. 13. These estimations are sparse and scattered across different faults 
and time periods, without a clear association to specific fault conditions 
or consistent temporal patterns.

7.4.  Fault diagnosis results

A key strength of the proposed FDD method is the clear separation 
between fault detection, isolation, and diagnosis. Differently from typ-
ical data-driven approaches that treat the problem as multi-class clas-
sification with fixed fault labels, this structure allows greater flexibility 
and interpretability. Instead, the proposed framework offers a graphical 
representation of the abnormal behavior of the identified faulty compo-
nent, using statistical analyses or simple KPIs. This supports the user in 
determining the most likely diagnosis through clear, interpretable visu-
alizations exploiting the results produced by the BNs.

To demonstrate the framework effectiveness, selected days from the 
Scenario 3 in the test dataset were analysed, enabling an evaluation 
of system performance under different operational modes and varying 
external weather conditions.

As a reference, for days in which the BNs identified the cooling coil 
as the faulty component, the analysis shown in Fig. 15 proved useful 
for diagnosing the fault and assessing its severity, particularly in rela-
tion to operational modes 3 and 4 (mechanical cooling modes). Fig. 15
illustrates the relationship between the air temperature drop across 
the cooling coil (calculated as the difference between SA_TEMP 
and MA_TEMP) and the control signal of the cooling coil valve 
(CCV_VLV_DM).

The green line represents the logistic regression fit for the cooling 
coil, as reported in [70], and was obtained using the normal datapoints 
(grey points) identified in the training set under Scenario 3. The shaded 
green band around this line defines the acceptable range of variation 
under normal operating conditions, calculated as three times the stan-
dard deviation. The green points indicate actual normal data in the test 
set, classified as such by the BN associated with the cooling operational 
modes. In contrast, the colored points correspond to fault scenarios in 
which the cooling coil valve was stuck at various positions: 10%, 25%, 
50%, and 75%. These points had already been detected and isolated by 
the BN as potential faults affecting the cooling coil. Their clear deviation 
from the expected trend reveals that the air temperature drop across the 
coil does not align with the control signal as it should.

Specifically, when the control signal (CCV_VLV_DM) consistently ex-
ceeds the upper bound of the normal range, it suggests that the system 
is attempting to compensate for a valve stuck in a more closed position 
than required. Conversely, if the control signal remains below the ex-
pected range, it indicates a response to a valve stuck in a more open 
position. This analysis helps the user understand whether the valve is 
more or less open than it should be, and supports a qualitative assess-
ment of the severity of the fault based on its effect on the supply air 
temperature (SA_TEMP).

It is important to note that this analysis is meant to complement the 
BN results by extracting meaningful qualitative patterns for diagnostic 
support. The statistical model alone is not sufficiently accurate to serve 
as the sole method for detection, isolation, and diagnosis. In fact, some 
normal datapoints identified by the BN may fall outside the acceptable 
range, while some faulty datapoints may appear close to the normal 
trend.

For a single day characterized by multiple operational modes, it is 
also possible to leverage the information extracted from the analysis pre-
sented in Fig. 16. The figure illustrates the effect of a cooling coil valve 
stuck condition on the supply air temperature across the two HVAC op-
erational modes observed during the analysed days in the test set.

The top plot focuses on economizing mode (mode 2), when the coil 
is not expected to operate. It shows the residual between the actual sup-
ply air temperature (SA_TEMP) and its baseline model estimate. Green 
dots indicate normal data, and the green shaded area marks the accept-
able residual range (±3 × RMSE). As the valve becomes increasingly 
stuck open, the residual shifts negatively, indicating that the system is 
delivering cooling energy even when it is not required.

The bottom plot refers to mechanical cooling modes (modes 3 and 
4), and displays the deviation between the actual SA_TEMP and its set-
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Fig. 13. Actual fault and normal labels (Scenario 3).

Fig. 14. Predicted fault and normal labels (Scenario 3).

Fig. 15. Statistical analysis describing the relation between the cooling valve control signal and the drop of the air temperature across the coil for qualitatively 
diagnosing cooling valve faults. The normal ranges and the fitted curves were assessed considering the training set following the Scenario 3.
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Fig. 16. Daily analysis across multiple operational mode for qualitatively diagnosing cooling coil valve faults (Scenario 3).

point SA_TEMPSPT. Normal data remain within the acceptability band 
(±1,◦C), while faulty conditions result in either negative or positive de-
viations. This indicates that when the coil is operated, the system may 
overcool or undercool the airflow due to an unexpected heat exchange 
at the coil level.

Performing this analysis after fault isolation ensures that faults in 
other components have already been considered and ruled out. For ex-
ample, the behavior in economizing mode observed in Fig. 16 could also 
result from a biased SA_TEMP sensor, as both cases cause systematic de-
viations. However, since the BNs did not flag the sensor as faulty, are 
more plausibly attributed to an issue at the coil level, such as a stuck 
valve.

Similarly to the analysis conducted for the cooling coil, for days in 
which the BNs identified the economizer as the faulty component, the 
analysis presented in Fig. 15 can support fault diagnosis and help assess 
the severity of the fault across all operational modes. Fig. 17 shows the 
relationship between the Outdoor Air Fraction (OAF) and the outdoor 
air temperature (OA_TEMP), where the OAF was evaluated as follows 
[70]: 
𝑂𝐴𝐹 = 𝑀𝐴_𝑇𝐸𝑀𝑃 − 𝑅𝐴_𝑇𝐸𝑀𝑃

𝑂𝐴_𝑇𝐸𝑀𝑃 − 𝑅𝐴_𝑇𝐸𝑀𝑃
(4)

The green line represents the fit of the outdoor air fraction obtained 
from the normal datapoints (grey points) identified in the training set ac-
cording to Scenario 3. The green shaded band around this line defines 
the acceptable range of variation under normal operating conditions. 
The green points correspond to actual normal data in the test set, de-
tected as normal operation by the BNs. In contrast, the colored points 
indicate fault scenarios in which the outdoor air damper is stuck at spe-
cific positions (10%, 25%, 75%, 100%), leading to a constant outdoor 
air fraction regardless of changing outdoor conditions or damper control 
signals.

When the actual OAF remains consistently above the normal range, it 
suggests that the damper is stuck in a more open position than required. 
Conversely, values that fall consistently below the expected range point 
to a damper stuck in a more closed position. This allows the user to 

determine whether the economizer is introducing more or less outdoor 
air than intended and to qualitatively assess the severity of the fault.

For a single day characterized by the occurrence of multiple oper-
ational modes, it is also possible to combine this information with the 
insights derived from the analysis shown in Fig. 18, enhancing the ac-
curacy and interpretability of the diagnosis.

The figure illustrates the impact of a stuck outdoor air damper on the 
MA_TEMP across the two SDAHU operational modes observed during 
the analysed days in the test set. The top plot focuses on the economiz-
ing mode (mode 2), during which the damper is expected to operate in 
order to maintain MA_TEMP equal to MA_TEMPSTP, which in this spe-
cific mode is set equal to SA_TEMPSPT. Green dots indicate data points 
classified as normal, while the green shaded area denotes the corre-
sponding acceptability range. As the damper becomes increasingly stuck 
in the open position, MA_TEMP consistently falls below MA_TEMPSTP, 
indicating a deviation from expected behavior.

The bottom plot shows mechanical cooling modes (modes 3 and 
4), and it visualizes the difference between the actual MA_TEMP and 
its estimation provided by the baseline model. During cooling modes, 
MA_TEMP is not regulated according to a setpoint as it is in the econ-
omizing mode. Therefore, the estimation from the baseline model was 
considered as a reference. Since the baseline model uses the control sig-
nal OA_DMPR_DM as an input variable, it is possible to distinguish a 
damper stuck in a more closed position from one stuck in a more open 
position by evaluating whether the model residual is negative or posi-
tive, depending on the weather conditions. In the plot, the blue dotted 
line represents the outdoor air temperature, and the black dashed line 
indicates the lower limit of the economizing region.

As a reference, between 8:00 and 17:00, the outdoor air temperature 
was within a range suitable for economizing. However, a damper stuck 
in a more closed position resulted in a lower-than-expected outdoor air 
fraction, causing a higher MA_TEMP than predicted determining the ac-
tivation of the cooling coil to compensate. Even in this case, the analysis 
became useful for diagnosis purposes, as the BN had already excluded, 
for the days under analysis, the presence of a fault at the MA_TEMP sen-
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Fig. 17. Statistical analysis describing the relation between the outdoor air temperature and the outdoor air fraction across multiple operational mode for qualitatively 
diagnosing outdoor air damper faults. The normal ranges and the fitted curves were assessed considering the training set following the Scenario 3.

Fig. 18. Daily analysis across multiple operational mode for qualitatively diagnosing outdoor air damper faults (Scenario 3).

sor level, which would have caused a similar effect to the one observed 
in the Fig. 18.

Finally, for days in which the BNs detected the SA_TEMP sensor as 
the faulty component, the analysis shown in Fig. 19 can support fault 
diagnosis and help assess the severity of the fault across all operational 
modes.

The top plot focuses on the economizing mode (mode 2), when the 
damper is expected to operate in order to achieve a MA_TEMP equal to 
MA_TEMPSTP, which in this mode is set equal to SA_TEMPSPT. Given 
that the outdoor air damper, the MA_TEMP sensor, and the cooling 
coil were not identified as faulty, the most probable cause of persistent

positive or negative differences between SA_TEMP and MA_TEMP is a 
bias in the SA_TEMP sensor.

During mechanical cooling modes (modes 3 and 4), the bottom plot 
shows the difference between the actual CHWC_VLV_DM and its estima-
tion provided by the baseline model. The model used as input variables: 
OA_TEMP, RA_TEMP, MA_TEMP, and SA_TEMP. In this configuration, if 
the BNs have already excluded faults at the economizer, MA_TEMP sen-
sor, and cooling coil levels, it becomes possible to infer the direction of 
the SA_TEMP sensor bias. A consistently higher control signal than esti-
mated suggests a positive bias, while a lower control signal indicates a 
negative bias.
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Fig. 19. Daily analysis across multiple operational mode for qualitatively diagnosing supply air temperature sensor fault (Scenario 3).

8.  Results: analysis of the fan coil unit

The proposed FDD framework was also tested on a Fan Coil Unit 
[23] to demonstrate replicability and generalizability behind the devel-
oped process. For the sake of conciseness, in this section were reported 
only the most relevant findings. Further information pertaining the case 
study and the obtained results is reported in the Appendix A. Also in 
this case the process started by removing transient periods from the 
dataset that consisted in 46 files of which 1 represents the fault free op-
eration. Faulty conditions are reported in Table 9. The following step 
was identify the normal operation data. For this case study the Scenario 
3 (i.e., ground truth + complete knowledge of system operation) was 
considered for the results reported in Appendix A. Specifically, Fig. 20 
illustrates the identification of normal operation for each dataset.

In this case study, six distinct operational modes for the FCU were 
identified [23], leading to the definition of six different BN structures:

• Cooling - occupied hours
• Heating - occupied hours
• Ventilation - occupied hours
• Cooling - setback mode
• Heating - setback mode
• Ventilation - setback mode
Once the normal operation data have been identified the next step 

was to establish baseline models that capture all relevant patterns char-
acterizing fault-free conditions. Specifically, 8 regression-based RF mod-
els were employed to establish a fault-free operational benchmark for 
the system. The developed regression models had the output and input 
variables as reported in Appendix A . The structure of the BNs was diver-
sified for considering the different operational patterns among cooling, 
heating and ventilation modes. The only difference between the BNs 
pertaining the occupied hours and setback mode consist in the compo-
nent node of the economizer. For this reason all the BNs were reported 
in Appendix A with specification of the rules or KPIs included in the 
expert based evidence nodes. For what is concerned virtual evidences, 

hard evidences and expert rules for this case study were used the same 
conditional probabilities as previously defined in Table 1. In order to 
assess the performance of the developed BNs in detecting and isolating 
faults at component/group level, the available normal and fault data in 
the test set were used. Specifically, fault-free data kept the label “Nor-
mal”, while the faulty data were grouped under the following categories: 
air duct faults, cooling coil faults, heating coil faults, economizer faults, 
water pipe faults, and room sensor faults (Table 9). As for the previous 
case study, the BNs provided inference on fault probabilities every 15-
mins. However in order to increase the reliability of the results, a post-
processing inference process was also proposed to refine the fault detec-
tion and isolation produced by the BNs in all the periods during the day 
with the same operational mode by sharing information inferred across 
them (as explained in Section 7). In particular, if the system-level fault 
probability exceeds 50%, the component with the highest fault proba-
bility is identified. If the FCU operated in only one mode throughout the 
day and a component fault occurrence exceeds 80%, that component is 
flagged as faulty. If the FCU operated in more than one mode and the 
same component consistently shows the highest occurrence across all 
modes, it is also marked as faulty . However, if different modes have 
different dominant labels, then the final label for the day is determined 
using a predefined priority: Economizer, followed by Air Duct system, 
then Piping system, Heating/Cooling coils, and finally Room sensor. In 
the following is reported the confusion matrix pertaining the fault de-
tection and isolation results obtained through the daily post-processing 
considering the Scenario 3 for the normal data identification. In the con-
fusion matrix the rows represent the actual classes (ground truth) and 
the columns represent the output of the fault detection and isolation 
provided by BNs.The Table also reports values for precision, recall and 
accuracy.

Table 8 shows that the proposed framework achieved an overall ac-
curacy of 87.2% in detecting and isolating faults, confirming its ro-
bustness and generalizability. Misclassifications mainly involved piping-
related faults (e.g., coil fouling), likely due to their limited impact on 
FCU operation. Such faults could have a relatively small and gradual 
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Fig. 20. Identification of Normal operation for FCU (Scenario 3).

Table 8 
Confusion matrix of the fault detection and isolation results for FCU in Scenario 3 (ground truth + complete 
knowledge of system).

 Air duct  CC  HC  ECO  Piping  Room sensor  Normal  Recall
 Air duct  15318  28  2  186  72  0  4355  77%
 CC  11  18505  0  144  131  0  83  98%
 HC  0  0  18369  0  689  0  3  96%
 ECO  291  163  323  14536  0  0  409  92%
 Piping  33  0  93  14  341  0  5028  1%
 Room sensor  36  0  0  191  0  7475  381  92%
 Normal  36  27  11  102  204  0  14258  97%
 Precision  97%  99%  98%  96%  24%  100%  58%  Acc. = 87%

impact on FCU behavior under typical control strategies. In practice, 
coil fouling increases thermal resistance, but the control system often 
compensates by modulating valve positions, making the fault less ev-
ident from commonly available measurements such as room tempera-
ture, flow rate, or control signals. To support diagnosis in such cases, 
statistical analyses could focus on tracking long-term deviations in heat 
transfer effectiveness. For instance, comparing expected and actual tem-
perature differences across the coil (as shown in Fig. 15) given known 
flow rates and control signals over multiple days can reveal subtle degra-
dation patterns. In contrast, average precision and recall for other classes 
exceeded 90%. A full comparison of actual and predicted labels is pro-
vided in Appendix A (Figs. 25 and 26).

9.  Discussion

The key findings of this study are outlined below to highlight the 
strengths of the proposed methodology, as well as the current challenges 
and areas of ongoing effort in applying hybrid FDD approaches to build-
ing energy systems.

9.1.  Can FDD succeed without labels and with imperfect knowledge of 
normal operation?

Labeled fault data are often difficult to obtain in real-world building 
HVAC systems, and even labeled data representing normal operation 

are frequently limited. Yet, accurately characterizing normal system be-
havior is critical for effective fault detection and diagnosis. To address 
these limitations, this study introduced an FDD framework designed to 
operate independently of labeled data. Furthermore, the framework en-
ables the evaluation of how the quality of normal operation data in-
fluences the overall fault detection and isolation process. The results 
demonstrated that the proposed approach can achieve approximately 
90% accuracy in detecting and isolating faulty components in SDAHU 
and FCU systems -without relying on fault labels. However, a clear de-
cline in performance was observed as the quality of normal operation 
data decreases. These findings emphasize the importance of a reliable 
representation of the system normal behavior and suggest that, in its 
absence, supervised data-driven methods tend to under-perform in fault 
detection tasks.

9.2.  Can we detect and diagnose faults without monitoring everything?

Although the monitoring infrastructures in building HVAC systems 
have increased in recent years, many crucial operational variables re-
main unmonitored in practice. For example, the actual positions of 
valves and dampers are often not recorded. If such data were available, 
fault detection and diagnosis could be performed using straightforward 
and effective if-then rules (e.g., if the component is in a position differ-
ent from the one imposed by the control signal then a faulty condition is 
occurring). However, in most of the cases, practitioners must often rely 
on indirect indicators - such as control signals or measured air or water 
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flow rates - which offer only a partial view of system behavior. In this 
sense, this study argues that an effective FDD solution for real-world de-
ployment should prioritize the use of commonly available variables. In 
this way, it becomes possible to minimize sensor requirements while still 
enabling meaningful diagnostics. While this approach may not reach the 
performance of methods relying on fully monitored systems, it proves 
that reliable fault detection and diagnosis are achievable using a limited 
but accessible set of inputs.

9.3.  Can data-driven and expert knowledge approach work together for 
FDD?

The proposed hybrid FDD approach integrates the strengths of 
data-driven models with the interpretability and robustness offered by 
knowledge-based methods. In this framework, RF models were em-
ployed to establish baseline behavior and generate residuals, which were 
then transformed into virtual evidence to guide fault isolation within a 
BN. This process relies solely on identified normal operation data, elim-
inating the need for labeled fault instances. In parallel, hard evidence 
was derived from expert-defined rules, key performance indicators, or 
significant deviations from sensor readings and setpoint values. These 
expert-driven inputs help overcome the limitations of purely data-driven 
methods, especially in handling varying control strategies and operating 
modes. By incorporating system understanding into the BN structure, 
the hybrid model was capable of embedding case-specific knowledge.

9.4.  How does decoupling diagnosis from detection and isolation improve 
FDD?

Unlike traditional BNs, which are often overly detailed and com-
plex, the networks developed in this study were intentionally kept sim-
ple and interpretable. This was achieved by modeling at the system 
level rather than representing all possible fault classes, enhancing trans-
parency, computational efficiency, and real-world applicability. Cru-
cially, the proposed approach did not rely on predefined fault categories. 
This was a deliberate design choice: in real applications, a component 
may exhibit behavior (such as a “stuck” fault) that differs from historical 
patterns or known fault types. In such cases, forcing a predefined label 
could lead to misclassifications or missed detections.

Instead, the strategy focused on accurately identifying the faulty 
component, with the specific diagnosis addressed in a separate analysis 
stage. This decoupling of detection and isolation from diagnosis reduces 
dependence on labeled data and enhances flexibility. Once a component 
was isolated, a targeted statistical analysis was applied retrospectively 
over a one day window to infer the fault type. This approach provided 
clearer insight into anomalies, particularly under varying operating con-
ditions.

The hybrid model, consisting of multiple BNs tailored to different 
operational scenarios, continuously monitored the system, while the di-
agnostic layer incorporated temporal trends and hierarchical relation-
ships among components. Graphical outputs were used to present the 
results, providing users with an intuitive and informative view of the 
most probable root causes. This approach preserved flexibility in the 
diagnosis process, allowing practitioners to identify new or unexpected 
fault conditions without being limited by rigid predefined fault cate-
gories.

9.5.  Is semantic modeling the missing link for scalable FDD processes?

In this study, system-level BN structures were built using semantic 
metadata modeling. The Brick Schema representation of the HVAC sys-
tem enabled the automatic generation of an initial BN structure, which 
was then refined with expert input. A key advantage of using seman-
tic metadata is its ability to systematically identify components and as-
sociated sensors, supporting the definition of meaningful relationships 
within the BN and ensuring alignment with the physical system layout. 

This automation streamlines the modeling process and improves consis-
tency. However, expert input remained essential, as the semantic layer 
does not fully capture control logic, operational sequences, and context-
specific behaviors. These elements are critical for system performance 
and FDD accuracy, and were manually integrated to ensure a robust and 
context-aware BN model.

9.6.  Can simulated data truly reflect real-world system behavior?

The ultimate goal of any EMIS is successful deployment in real-world 
settings. Before field implementation, however, it is essential to test and 
validate FDD tools under controlled, static conditions using available 
datasets. A key distinction must be made between data from real sys-
tems and that generated through simulations or experiments. Although 
simulated environments provide controlled settings for initial testing, 
real-world conditions often introduce significant variability and noise 
that can compromise model performance. Consequently, models that 
perform well in simulation may not retain the same level of accuracy 
when deployed in actual systems, even when the components and con-
trol logic are nominally similar. In this study, both case studies were 
based on simulated data, which, while useful for demonstrating the po-
tential of the proposed approach, limits the assessment of its real-world 
robustness. Further validation on operational datasets is therefore es-
sential to fully evaluate the reliability, adaptability, and practical appli-
cability of the proposed FDD strategy.

9.7.  Can FDD models be portable, transferable, and still interpretable?

The FDD framework proposed in this study was applied to two sub-
stantially different case studies, each with its own set of components, 
control strategies, and sensor configurations, to evaluate its generaliz-
ability. The results were encouraging, demonstrating that the approach 
was both scalable and adaptable across diverse building systems. This 
adaptability was further supported by the use of semantic metadata 
schemas, which streamlined the configuration of analytics tools and pro-
moted consistency in system representation.

However, while portability was partially addressed, the transferabil-
ity of extracted knowledge across different systems remains an open 
question. Future research could explore this objective through the devel-
opment and validation of transfer learning techniques aimed at reusing 
trained models or insights across different HVAC configurations or op-
erational contexts.

Interpretability was another key focus of the proposed methodology. 
It was achieved by integrating expert knowledge and decoupling the de-
tection of the faulty component from the subsequent diagnostic phase. 
This separation allows for greater flexibility and clarity in fault analy-
sis. Looking ahead, the application of Large Language Models (LLMs) 
offers strong potential to enhance interpretability by translating statisti-
cal outputs and diagnostic analyses into natural language explanations, 
making the results more accessible and actionable for non-expert end 
users.

10.  Conclusions

This paper introduced a hybrid FDD methodology for building HVAC 
systems that addresses two key challenges: conducting fault detection 
and diagnosis using a limited set of commonly measured operational 
variables, and reducing dependence on labeled faulty data.

The proposed approach integrated data-driven modeling (Random 
Forest) with expert knowledge through BNs. The Random Forest mod-
els generated predictive baselines of normal operation, and deviations 
from these baselines were incorporated as virtual evidence into the BNs. 
This combination enhanced fault isolation by linking statistical anoma-
lies with domain-specific knowledge, improving both accuracy and in-
terpretability.
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To examine the impact of baseline quality on diagnostic perfor-
mance, the study compared three scenarios reflecting increasing levels 
of system understanding. The results showed that more accurate repre-
sentations of normal operation lead to better fault detection and isola-
tion, addressing a gap in the literature on evaluating the significance of 
baseline reliability.

A semantic metadata schema was employed to describe the HVAC 
system and support the automatic generation of a system-level BN, pro-
viding a simpler and more scalable alternative to the complex Diagnostic 
Bayesian Networks often used in literature. Fault isolation was carried 
out at the component level thereby avoiding over-specification of the BN 
and reducing sensitivity to variations in fault type and severity. This de-
sign preserves diagnostic precision while enhancing a better framework 
applicability.

Additionally, the framework introduces temporally aggregated in-
ference and expert-guided post-processing, accumulating fault proba-
bilities throughout the day. This allows the system to account for op-
erational mode transitions and component interdependencies, reducing 
false positives and enhancing reliability in dynamic conditions. Valida-
tion was carried out on two HVAC system types (SDAHU and FCU) with 
different layouts and control strategies. The framework achieved fault 
detection and isolation accuracies of approximately 91% and 87%, re-
spectively, demonstrating its robustness and generalizability across di-
verse contexts.

Looking ahead, several directions for future work emerged. Re-
moving normal-operation labels from the FDD process would support 
broader applications in cases where extensive historical data existed 
without annotation. Applying the framework to real-world systems, 
rather than simulated or experimental ones, would facilitate field de-
ployment. Transfer learning approaches also appeared promising, en-
abling knowledge transfer between case studies, especially when sup-
ported by metadata that describe the relationships between target and 
source systems. Eventually, LLMs to automate elements of the hybrid 
strategy could significantly enhance usability and create a more intu-
itive interface for end users.
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Appendix A. 

The second case study is referred to a FCU which layout is reported 
in Fig. 21.

The considered variables were the following:
• FCU_CVLV_DM: Control signal for FCU cooling coil valve; ranges 
from 0 to 1; 0 – valve should be fully closed, 1 – valve should be 
fully open.

• FCU_HVLV_DM: Control signal for FCU heating coil valve; ranges 
from 0 to 1; 0 – valve should be fully closed, 1 – valve should be 
fully open.

• FCU_DMPR_DM: Control signal for FCU outdoor air damper; ranges 
from 0 to 1; 0 – damper should be fully closed, 1 – damper should 
be fully open.

• RM_TEMP: FCU room temperature [◦C].
• RMCLGSPT: FCU cooling setpoint temperature [◦C].
• RMHTGSPT: FCU heating setpoint temperature [◦C].
• OA_TEMP: FCU outdoor air temperature [◦C].
• RA_TEMP: FCU return air temperature [◦C].
• MA_TEMP: FCU mixed air temperature [◦C].
• SA_TEMP: FCU supply air temperature [◦C].
• FCU_DA_CFM: FCU discharge air flow rate [m3/h].
• FCU_OA_CFM: FCU outdoor air flow rate [m3/h].
• FCU_CLG_EWT: FCU cooling coil entering water temperature [◦C].
• FCU_HTG_EWT: FCU heating coil entering water temperature [◦C].
• FCU_CLG_RWT: FCU cooling coil return water temperature [◦C].
• FCU_HTG_RWT: FCU heating coil return water temperature [◦C].
• FCU_CLG_GPM: FCU cooling coil water flow rate [kg/s].
• FCU_HTG_GPM: FCU heating coil water flow rate [kg/s].
• P_COOLING: thermal power exchanged by the cooling coil [W] (this 
variable is not included in the original dataset and was calculated 
starting from FCU_CLG_GPM, FCU_CLG_EWT, FCU_CLG_RWT)

• P_HEATING: thermal power exchanged by the heating coil [W] (this 
variable is not included in the original dataset and was calculated 
starting from FCU_HTG_GPM, FCU_HTG_EWT, FCU_HTG_RWT)

• FCU_WAT: FCU air fan power [W].
• FCU_SPD: Control signal for FCU air fan speed; ranges from 0 to 1; 
0 - fan speed is 0%, 1 - fan speed is 100%.

In addition the considered fault types together with their severity 
are listed in Table 9. As in the SDAHU case study, once the normal 
operation data were identified, the baseline models were established. 
The developed 8 regression RF models had the following output and 
input variables:

• MA_TEMP model: to estimate the mixed air temperature were used 
as input variables OA_TEMP, RA_TEMP, SA_TEMP, FCU_DMPR_DM, 
FCU_OA_CFM, FCU_DA_CFM, FCU_WAT and RM_TEMP.

• SA_TEMP model: to estimate the supply air temperature were used 
as input variables OA_TEMP, RA_TEMP, MA_TEMP, FCU_DMPR_DM, 
FCU_OA_CFM, FCU_DA_CFM, FCU_CVLV_DM, FCU_HVLV_DM, 
P_COOLING, P_HEATING, FCU_WAT and RM_TEMP.

• RA_TEMP model: to estimate the return air temperature were used 
as input variables OA_TEMP, MA_TEMP, SA_TEMP, FCU_DMPR_DM, 
FCU_OA_CFM, FCU_DA_CFM and FCU_WAT.
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Fig. 21. Fan coil unit layout.

Table 9 
Fault categories, fault types and fault intensities for FCU case study.
 Faulted component  Fault type  Fault severity
 Economizer  Outdoor air damper stuck  (1) 0%, (2) 20%, (3) 50%,

 (4) 80% and (5) 100% of the position
 Outdoor air damper leaking  (1) +20%, (2) +50% and

 (3) +80% of the damper face area
 Outdoor air damper blockage  (1) -80% of the damper face area

 Air duct  Fan outlet blockage  (1) +2400% of the air
 flow pressure resistance

 Filter restriction  (1) +10%, (2) +20% and
 (3) +50% of air flow pressure resistance

 Heating coil fouling air-side  (1) Severe, (2) Moderate and
 (3) Minor severity

 Cooling coil fouling air-side  (1) Severe, (2) Moderate and
 (3) Minor severity

 Piping system  Heating coil fouling water-side  (1) Severe, (2) Moderate and
 (3) Minor severity

 Cooling coil fouling water-side  (1) Severe, (2) Moderate and
 (3) Minor severity

 Heating coil  Heating coil valve stuck  (1) 0%, (2) 20%, (3) 50%,
 (4) 80% and (5) 100% of the position

 Heating coil valve leaking  (1) 20%, (2) 50% and
 (3) 80% of the nominal flow rate

 Cooling coil  Cooling coil valve stuck  (1) 0%, (2) 20%, (3) 50%,
 (4) 80% and (5) 100% of the position

 Cooling coil valve leaking  (1) 20%, (2) 50% and
 (3) 80% of the nominal flow rate

 Room sensor  Room temperature sensor bias  (1) −4◦C, (2) −2◦C,
 (3) +2◦C and (4) +4◦C

• FCU_WATT model: to estimate the air fan power were used 
as input variables OA_TEMP, MA_TEMP, SA_TEMP, RA_TEMP, 
FCU_DMPR_DM, FCU_OA_CFM, FCU_DA_CFM and RM_TEMP.

• P_COOLING model: to estimate the cooling coil power were 
used as input variables OA_TEMP, MA_TEMP, SA_TEMP, RA_TEMP, 
FCU_DMPR_DM, FCU_CVLV_DM, FCU_HVLV_DM, FCU_WATT and 
RM_TEMP.

• P_HEATING model: to estimate the heating coil power were 
used as input variables OA_TEMP, MA_TEMP, SA_TEMP, RA_TEMP, 
FCU_DMPR_DM, FCU_CVLV_DM, FCU_HVLV_DM, FCU_WATT and 
RM_TEMP.

• FCU_CLG_GPM model: to estimate the cooling coil water flow rate 
was used as input variable FCU_CVLV_DM.

• FCU_HTG_GPM model: to estimate the heating coil water flow rate 
was used as input variable FCU_HVLV_DM.

Considering all the possible operational modes of the FCU, six sepa-
rate BNs were developed, each with a unique configuration of nodes and 
arcs. These are shown in Figs. 22, 23, and 24 corresponding to the heat-
ing, cooling and ventilation modes in both occupied hours and setback 
mode configurations.

As in the previous case study, virtual and hard evidences (e.g., base-
line model residuals, differences from setpoint values etc.) were defined 
with different severity. In addition three expert rules were added as hard 
evidence with severe intensity to the Air duct, Economizer and Room 
sensor component. The expert rules are in the following described:

• Expert rule Air Duct: This rule is based on the calculation of a KPI 
and its comparison with reference values of that KPI extracted from 
the normal operation data. Specifically, the fan of the FCU has three 
different speed commands that determine the three reference values 
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Fig. 22. BN structure for heating mode in both occupied hours and setback mode.

Fig. 23. BN structure for cooling mode in both occupied hours and setback mode.

Fig. 24. BN structure for ventilation mode in both occupied hours and setback mode.

of the KPI.
(

FCU_DA_CFM
SF_WATT

)

< 0.8 ×
(

FCU_DA_CFM
SF_WATT

)

normal

⇒ 𝑃 (FAULT) = 100%

• Expert rule Economizer: This rule is based on the calculation of a 
KPI and its comparison with reference values of that KPI extracted 
from the normal operation data. Specifically, the outdoor air damper 

of the FCU has fixed positions according to the operational modes 
while the fan of the FCU has three different speed commands that 
determine the three reference values of the KPI.

(

FCU_OA_CFM
FCU_DA_CFM

)

> 1.2 ×
(

FCU_OA_CFM
FCU_DA_CFM

)

normal

⇒ 𝑃 (FAULT) = 100%
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Fig. 25. Actual fault and normal labels for the FCU (Scenario 3).

Fig. 26. Predicted fault and normal labels for the FCU (Scenario 3).

• Expert rule Room Sensor:

(

|RM_TEMP − RA_TEMP| ≤ 2◦C
)

and
(

|RA_TEMP residual| > 3 ⋅ RMSEvalidation
)

⇒ 𝑃 (FAULT) = 100%

From Table 8 it is possible to infer that the developed 
methodological framework was able to achieve an overall ac-
curacy in detecting and isolating faulty components equal to 
87.2%. Specifically, a comparison between the actual and pre-
dicted labels over the entire testing set is reported in Figs. 25
and 26. 
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