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Abstract

In today’s digital society, companies regularly collect vast amounts
of personal data from their users, raising profound privacy and
ethical concerns. Yet, despite many cases of large personal data
breaches being documented, most users remain unaware of the
real-time flow of their information while they use online services.
We describe the design and development of AWEE, a browser exten-
sion designed to address this gap by enhancing privacy awareness
among users, incorporating gamification principles. It provides real-
time insights during users’ web browsing, highlighting requests
made to companies with known issues in data handling practices.
To increase user engagement, the extension incorporates various
gamification elements. We detail the results of a preliminary evalu-
ation of AWEE, conducted in an academic context. The results from
such evaluation suggest that users find the tool both enjoyable
and informative, demonstrating the potential of combining privacy
tools with gamification to promote greater awareness and proactive
privacy management. The tool is openly available on Zenodo.!
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1 Introduction

Today’s world and society are strongly characterized by the ubiquity
of digital connections and the continuous extraction of value from
every human activity in the form of data.

There are now many companies that have built or adapted their
business models around this extractive possibility, guaranteed by
the increasing diffusion and demand for digital goods and person-
alized services.
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Shoshana Zuboff defines the above picture as Surveillance Capi-
talism. This is a new form of capitalism that claims human experi-
ence as free raw material translated into data and used to manu-
facture predictive products that anticipate people’s wants or needs.
Ultimately, this provides powerful corporations the ability to ma-
nipulate and control our behaviors [32].

Nick Couldry and Ulises A. Mejias refer to this process as Data
Colonialism and identify it as a key dimension of what they believe
to be the current phase of capitalism’s expansion [2].

This continuous flow of data and information creates concerns
about the users’ privacy and how ethically their data are handled,
while there are various cases that shifted the public debate on these
issues. Here is a non-all-inclusive list of relevant examples:

e Edward Snowden case in 2013, when the extensive moni-
toring and mass data collection of telephone metadata and
internet communications by the NSA were made public [9];

e Cambridge Analytica in 2018, when the personal data of
millions of Facebook users was obtained without their au-
thorization to craft targeted political ads during the 2016 US
presidential election campaign [10];

o The lawsuit started in 2020, that forced Google to agree to
a $5 billion settlement in 2024, destroy billions of records
and update its data collection practices. It alleged that the
company secretly tracked users as they browsed in incog-
nito mode, turning it into a "mine of unaccountable informa-
tion"[12];

o The presence of additional code within the web browser
integrated into the TikTok app, allowing the company to
track every character typed by users, found in 2022 [29].

These kinds of concerns led to multiple attempts to legislate
against the indiscriminate harvesting and usage of personal data,
in order to ensure the protection of users’ privacy. In this regard
the European Union’s General Data Protection Regulation (GDPR)
[23] is the most significant and emblematic example of a unified
framework to give citizens more control over their data, becoming
a model for many other laws around the world.

The introduction of cutting-edge laws is only part of the changes
needed for user privacy to be truly protected. It is necessary, above
all, to change the habits of people, who got used to surrendering
personal information in exchange for seemingly free (in terms of
money) services.
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