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Abstract—Mature computing formats, such as Floating-Point
(FP), provide optimal accuracy to process real values and are
essential in most scientific domains. However, the massive market
adoption of highly parallel systems, with advanced technology
nodes, in several domains exacerbates the need for highly reliable
systems. Formerly, most reliability evaluations targeted FP hard-
ware. Unfortunately, fine-grain assessments on cores with recent
arithmetic format alternatives, such as Posit (particularly suited
for Artificial Intelligence), have remained partially unexplored.
Similarly, the effects of corruption on operations due to faulty
hardware are not well-known, which may prevent the proposal
of effective mitigation mechanisms. This work exhaustively eval-
uates the fine-grain effects of permanent faults in the hardware
of arithmetic cores for the three most extensively used operations
in modern applications (Add, Multiply, and Multiply and Add),
including machine learning, implemented in Posit and FP. Our
results indicate that Posit cores are less fault-vulnerable than FP
ones. However, Posit cores are more prone to induce significant
operational corruption than FP ones (5.2% to7.5%). We also
found that absolute errors in faulty FP cores are higher by up to
2 orders of magnitude than in Posit ones. Finally, we applied and
evaluated three mitigation mechanisms (Self-Check andrepair,
Dual Modular Redundancy, and Triple Modular Redundancy), ef-
fectively reducing the most critical errors with moderate area
costs (20% to 110%).

Index Terms—Arithmetic circuits, Artificial Intelligence,
Floating-point formats, Permanent faults, Posit formats, Relia-
bility evaluation, Selective hardening.

I. INTRODUCTION

RITHMETIC hardware cores are crucial units in modern

computational systems, ranging from general-purpose
processors to specialized hardware accelerators, such as
Graphics Processing Units or GPUs. These units significantly
enhance performance across a broad spectrum of domains,
including scientific applications in High-Performance Comput-
ing (HPC), low-power computing on Internet of Things (IoT)
devices, and operations in safety-critical fields, such as self-
driving and autonomous vehicles [1], [2].

Advances in semiconductors and computer architectures
encourage the efficient implementation of floating-point (FP)
cores for the optimal execution of real-number computations.
In fact, FP cores are integral parts of accelerators, such as
the Tensor Cores (TCUs) in GPUs, for the training and infer-
ence of Convolutional Neural Networks (CNNs). Similarly, FP
cores are fundamental for performing computations in critical
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high-precision application domains (e.g., healthcare, banking,
and HPC), where the tolerance to errors is restrained, demand-
ing highly accurate and reliable hardware [3].

Unfortunately, several studies [4], [5] demonstrated that
advanced technology nodes in modern devices and systems
(e.g.,7nm and below) increase the sensitivity to faults dur-
ing the in-field operation due to two main time-dependent
phenomena: i) temporal impacts, and ii) environmental and
operational impact variations. The former impacts are asso-
ciated with effects arising due to long-term operations, such
as premature silicon aging and wear-out [5], [6], while the
latter emerge from the system’s exposure to harsh operative
conditions (e.g., external radiation, electromagnetic fields, or
high operational temperatures) [7]. In detail, the semiconduc-
tor vulnerabilities promote the appearance of permanent faults
in the system’s hardware, including arithmetic cores, that
once raised might turn into errors (i.e., corruptions), possibly
leading to application and system failures and eventually
catastrophic results [8]. Clearly, these undesired circumstances
raise reliability concerns about critical systems (e.g., CNNs in
automotive or banking transactions) [9]. Hence, assessing fault
vulnerability features in the arithmetic units of a system, which
often represent a significant fraction of the total area occupied
by a device’s logic, is crucial to explore design alternatives,
also taking reliability into account, e.g., to support the design
of reliable hardware architectures.

Recently, Posit emerged as an alternative number format
to represent and manipulate operations with real values. The
outstanding characteristics of Posit (e.g., superior dynamic
range and precision w.r.t. the classical FP IEEE-754 stan-
dard [10]) and the increasing hardware support for specialized
Posit-compliant commercial hardware, like IP cores for soft-
processors and GPUs!, make this format an attractive solution
for multiple application domains, especially in the design of
machine learning accelerators [11]. Moreover, Posit offers a
promising alternative to increase the reliability of modern
computational hardware architectures [12]. Nonetheless, the
micro-architecture reliability features of the hardware imple-
menting Posit operations (e.g., MAC) have been barely studied,
leaving their fault sensitivity and data corruption effects highly
unexplored compared to equivalent FP hardware.

To the best of our knowledge, only a few works have
focused on the comparative evaluation of the reliability fea-
tures of Posit and FP formats. Most works used hardware-
agnostic approaches (i.e., Formal / Software) to characterize the
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format’s resilience for several domains, including scientific
computing and Machine Learning (ML), through the analysis
of transient effects during the application’s execution (i.e., bit-
flips corrupting values) [12]-[15]. Those works mainly indicate
that the Posit format is inherently more error resilient than
FP. Unfortunately, those evaluations can, at most, represent
corruptions stemming from faults in memories or registers
inside a system, neglecting the impact of permanent faults
in the arithmetic core’s logic. Thus, such evaluations lead
to incomplete/inaccurate assessments, which are insufficient
to support design improvements or develop appropriate fault
countermeasures [16].

In arithmetic units, two main factors: i) the target operation
(e.g.,MUL), and iii) the format specifications (e.g., FP) deter-
mine the overall micro-architecture of a unit, as well as its
structural composition and internal interconnections (e.g., need
of decoders, binary adders, or shifters), which may determine
how internal faults induce errors and how these propagate to
the outputs, affecting the overall core reliability. Consequently,
it might be possible that arithmetic units adopting a particular
format for some operations (e.g., addition in Posit) show more
fault resilience and, in turn, better reliability than others, or
vice-versa.

Motivated by the extensive use of high-precision com-
putations in modern systems and the imperative need to
characterize fault effects on the adopted hardware to prevent
vulnerabilities [5], this paper extends a preliminary work [17],
in which we conducted a first attempt to characterize the
impacts of faults in the hardware of arithmetic cores for two
operations (ADD and MUL) on both formats (FP and Posit).

This work goes beyond the initial reliability characterization
performed in [17]: it extends the assessments to other units,
it widens the number and type of considered metrics, and it
explores the usage of hardware-based selective fault mitigation
mechanisms for three essential operations in hardware acceler-
ators for machine learning: Addition (ADD), Multiply (MUL),
and Multiply and Add (MAC).

Our evaluation focuses on the identification of fault effects
stemming from permanent faults affecting fine-grain circuits
(e.g., gate connections) in arithmetic hardware cores for two
number formats (FP and Posit). By estimating the magnitude
of the produced error (if any) for every fault, our evaluation
identifies faults and their associated structures causing the
most critical effects [18]. Then, these associated structures are
our main targets for mitigation through selective hardening
mechanisms. We adopt hardware-based hardening mechanisms
to reduce latency impacts during core computation (e.g., data-
intensive workloads like CNN operations processing thousands
of operations and involving performance restrictions).

The fault characterization and evaluation resort to exper-
iments on 13 open-source cores for ADD, MUL, and MAC
operations from state-of-the-art processors and accelerators. In
detail, we evaluated two cores per operation for each format
(FP and Posit). Moreover, we analyze the fault vulnerabilities
of one quire Posit MAC core due to micro-architecture
differences. In all experiments, we used matrix multiplication
as the reference operation due to its key role in executing ML
workloads.

The main contributions of this work are:

« We propose an experimental strategy to extensively evalu-
ate the fine-grain impacts of hardware faults in several FP
and Posit arithmetic cores, quantitatively demonstrating
that most large-magnitude error corruptions do come
from faults affecting specific substructures computing the
exponents and regime fields of each core in both number
formats (Section VI-A);

o We experimentally demonstrate that fault-sensitive struc-
tures in non—quire Posit cores are more vulnerable to
fault propagation and cause more errors than those in
FP cores (from around 5.2% to 7.5%). However, we also
found that the absolute error can be up to 2 orders of
magnitude larger in FP cores in comparison with errors
in Posit units (Sections VI-A and VI-B).

e We found that quire Posit MAC cores show better
overall structural resilience, i.e., they are less likely (by up
to 10.3%) to cause errors than FP and non—quire Posit
MAC cores. However, the few errors in quire Posit
MAC:s are more critical (i.e., have a larger magnitude) than
those in FP MAC cores, mainly due to the missing struc-
tures masking some effects (Sections VI-A and VI-B).

e We evaluated three hardware-based selective-hardening
mechanisms (Self-checking and Repair, Dual Modular
Redundancy, and Triple Modular Redundancy) target-
ing the identified fault-sensitive structures in the arith-
metic cores for both formats to effectively reduce large-
magnitude errors with limited overhead costs (Section
VII).

The manuscript is organized as follows. Section II examines
existing literature and outlines the key contributions of this
work. Section III provides background on faults and errors
and their impacts on modern systems. It also introduces the
FP and Posit number formats, along with a brief overview of
their hardware architecture. Section IV describes the method
for reliability assessment and selective hardening of arithmetic
hardware. Section V details the experimental setup. Section VI
reports and analyzes the architectural and critical corruption
effects from faults in the hardware cores. Then, Section VII
describes the adopted selective hardening mechanisms for both
FP and Posit cores, targeting the vulnerable structures causing
critical errors. Section VIII provides a discussion, and Section
VIII concludes the paper and outlines directions for future
work.

II. RELATED WORKS

In the literature, most works addressed the resilience of real
number formats by resorting to two methods: i) formal anal-
yses and ii) experimental evaluations. The formal (hardware-
agnostic) approaches use information theory foundations to
determine the resiliency features of a format [19], their cod-
ing benefits, and highlight their critical constraints, such as
numerical analysis support [20].

In contrast, experimental approaches mostly resort to soft-
ware evaluations on applications to identify the format’s cod-
ing behaviors and determine its accuracy and error resiliency
[21]. In [22], the authors evaluated (in software) the Posit and
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Fixed-Point formats on CNNs, suggesting that Posit provides
accuracy advantages. Authors in [23] indicated that Posit
reduced coding errors by up to 3 orders of magnitude when
compared with FP. In [12], the authors highlighted the utility
of Posit on CNNs due to their improved accuracy for the
range 1076 to 10°. However, the immature numerical analysis
of Posit to represent physical and mathematical constants
might compromise their resilience, so suggesting Posit as a
storage format only, while it might be used as an arithmetic
complement to FP. Authors in [15] evaluated (in software) the
resilience of one CNN in Posit and FP formats. Experiments
corrupting (by bit-flips) the format bit-fields of the CNN
weights on individual layers indicated that a CNN in Posit has
equivalent reliability as the one in FP. Other works evaluated
the robustness and sensitivity of FP and Posit formats through
software bit-flips on CNNs and scientific workloads, indicating
that Posit is inherently more error resilient than FP and
might be used in the safety-critical, approximate computing,
and HPC domains [13] [14], as well as in CNN’s training
tasks [24]. Nevertheless, the evaluation’s scope of the previous
works targeted the data format properties at the software
level only, neglecting the impacts of hardware faults/defects
inside the logic of an arithmetic core, which could lead to
inaccurate/incomplete assessments of the structural reliability
of the hardware implementing the operations.

Regarding hardware characterization, authors in [12], [24]
showed that hardware overhead is higher in Posit than on
FP, mainly due to encoding structures in Posit cores [12].
Other works explored efficient design strategies to reduce
costs, including area, performance, power, and format accuracy
(e.g., ‘Fixed-Posit’ referring to the fixed regime and exponent
field sizes [20], Half-Unit Biased (HUB) strategy on Posit
cores [25], simple and sequential hardware architectures for
division and square root in Posit [26]). Unfortunately, all
works neglected the hardware-aware fault characterization of
the cores and their impacts on the resilience of a running
operation/application, as well as the development of fault
countermeasures. In fact, the resilience of Posit hardware has
been barely studied and remains mostly unexplored [27].

To the best of our knowledge, only one work [28] provided
the first attempts to evaluate the resilience of one hardware
accelerator (TCUs) under Posit and FP formats. Their results
demonstrated that Posit cores are more resilient than FP ones
from about 1 to 20 orders of magnitude. However, this work
evaluated coarse-grain structures (e.g., connections between
circuits) and ignored the fine-grain micro-architecture in the
cores (i.e., combinational logic inside the circuits). Instead, this
work goes beyond the characterization and evaluation of num-
ber formats for some hardware structures. It aims to provide
valuable quantitative insights about the impact (on operations)
of hardware faults affecting the fine-grain combinational logic
in the circuits of Posit and FP arithmetic cores. In addition, we
determined critical effects on results (large-magnitude errors)
and correlated them with their corresponding source structure
in the cores. Then, we used the primary analysis outcomes to
evaluate selective-hardening mechanisms targeting the most
vulnerable structures inside Posit and FP arithmetic cores.
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Fig. 1. A general scheme of the relation among physical defects, hardware
faults, and software errors in a system with a faulty arithmetic core.

ITII. BACKGROUND
A. Impact of Faults, Errors, and Failures in modern systems

Currently, high-performance systems resort to cutting-edge
transistor technologies (i.e., 7nm or beyond) to improve per-
formance, area, and energy efficiency in the execution of
demanding and complex applications, such as Deep Neural
Networks (DNNs). The high transistor density of new sys-
tems combined with reliability challenges from temporal and
environmental/operational variation effects (e.g., caused by
early aging, voltage dropping, electromigration, or production
test scapes [5], [29], [30]) promote the premature rise of
physical defects in hardware, which can be propagated as
errors in software and potentially affect the system’s operation
by corrupting a running application/system with failures [31],
as depicted in Figure 1. The physical defects in transistors of
a structure, i.e., gates of arithmetic cores, might propagate a
fault in software as ‘errors’ by corrupting an output value from
an operation (i.e., Silent Data Corruptions or SDCs) or pro-
duce failures causing the collapsing of an application/system
(i.e., Detected Unrecoverable Errors or DUEs). In optimistic
scenarios, faults and errors might be neglected when Masked
by the system’s structure or the application’s characteristics
and interaction with the underlying hardware.

Unfortunately, regular and repetitive data-intensive work-
loads (e.g., CNNs) execute impressive amounts of arithmetic
operations. Hence, the underlying hardware (e.g., processors or
hardware accelerators) uses their available arithmetic cores to
compute each software operation (e.g., ADD, MUL, or MAC),
commonly producing high operational over-stress on the cores,
which promotes the arising of faults and the corruption of
multiple results. In addition, the intricate structures in mod-
ern arithmetic cores increase the complexity of associating
faults with error effects since these commonly use specialized
hardware topologies to implement operations for a given
format [32], which can also affect the overall resilience of
a hardware core.

Furthermore, a critical limitation arises due to the combi-
nation of the previous factors by posing performance chal-
lenges, which impede the use of conventional low-level micro-
architecture techniques for the reliability evaluation of com-
plete applications and systems (e.g., small CNN evaluations
in RT-level might involve more than 10,000 days) Thus, fine-
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grain reliability assessment, focusing on the arithmetic hard-
ware, can support the determination ofoperational advantages
and limitations, as well as identify the most fault-sensitive
structures to further develop fault countermeasures and prevent
application-level failures.

B. Hardware architectures in Floating-Point and Posit formats

Floating-point (FP) and Posit are specialized number for-
mats to represent real numbers and enable the execution of
operations with affordable and high precision levels in modern
computer systems. Notably, the format’s effectiveness depends
on the hardware implementation support and its adoption.

FP encodes real numbers using three fields (sign, expo-
nent, and mantissa/fraction) and is widely supported by indus-
try standards (IEEE-754 [33]), mature software stacks, and
efficient hardware operations (e.g.,ADD, MUL, MAC [32]). In
contrast, the emerging Posit format uses four fields (sign,
regime, exponent, and fraction) with regime enabling uniform
accuracy across magnitudes and extended dynamic range near
+1.0. Posit offers higher tapered precision and is viewed as a
potential replacement or complement to FP [10], [12]. Posit
also supports fused MAC operations via quire accumula-
tors with extended precision. However, Posit struggles with
representing reciprocals and physical constants.

In general, low-latency architectures of arithmetic units
for both formats divide the binary code fields of the input
operands. Then, specialized circuits (structures) process the
fields mostly independently [10], [32], [34].

The execution of FP cores comprises four main steps: i)
‘Sign and Exponent processing’ or ‘S&E’ that involves the
sign calculation and the exponent normalization, alignment,
or comparison, using XOR-based sign comparators, binary
adders/subtractors, binary multipliers, multiplexers, and other
logic. ii) ‘Significant processing’ or ‘SP’ that aligns the input
mantissas (when required) and computes the output significant
through registers, binary shifters, binary adders, and multipli-
ers. iii) ‘Normalization’ or ‘N’ that normalizes, and composes
the result using shifting mechanisms, comparators, such as
count leading zeros, and other logic, and iv) ‘Rounding’ or
‘RnD’ that adjust the result in case of imprecision through
comparators, and binary adders [32].

Consequently, the organization of low-latency Posit cores,
follows a similar approach as FP ones, e.g., Posit(32,2)
representing a 32 bit-width and 2 bit-exponent format with
fixed regime bits to reduce logic [20]. These cores operate in
four main steps: i) ‘Decoding and checking’ or ‘D&C’ that
processes the input operands by decoding and translating the
exponent and regime fields into extended binaries, and adjusts
the fraction fields through two’s complement decoders and
comparison logic based on ”Counter Leading Zeros” (CLZ)
structures [26]) ii) ‘Fraction operation’ or ‘FO’ that processes
and adjusts the fraction fields (e.g., addition, multiplication, or
factor scaling) through binary adders, shifting logic, and fast
binary multipliers. iii) ‘Rounding’ or ‘R’ that adjusts, rounds,
and normalizes the results by using normalization logic [34],
and iv) ‘Encoding’ or ‘EN’ that encodes, and assembles
the result in Posit format from the regime, exponent, and
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Fig. 2. A scheme of the method to analyze hardware faults in arithmetic
cores and apply selective hardening on their most vulnerable structures.

fraction bit-fields using encoder structures through registers
and shifting logic. Furthermore, the Posit MAC core may
include an additional step known as ‘Quire Accumulation’
‘(QA)” when using the Posit quire format [35]. Specifically,
efficient fused Posit MAC cores leverage QA to accumulate
intermediate results without encoding or rounding, thereby
preserving numerical accuracy.

IV. A FINE-GRAIN METHOD TO ASSESS AND MITIGATE
FAULT VULNERABILITIES IN FP AND POSIT HARDWARE

This section describes a method to assess and enhance the
reliability of the hardware in FP and Posit arithmetic cores,
comprising four steps: A) Core analysis and evaluation data,
B) Fault characterization, C) Error analysis and path tracing,
and D) Selective hardening, as depicted in Figure 2. First, a
core is analyzed and intensively evaluated through fault simu-
lation. Then, the method uses fine-grain error identification to
correlate vulnerable circuits with the observed critical errors
and determines feasible targets for hardening. In our approach,
critical errors are those able to produce a large-magnitude im-
pact on the output (e.g., adifference > 1.0 between an expected
value and a corrupted one). Those vulnerable circuits in the
cores, prone to critical errors, can corrupt complete CNN
workloads [21] and are the main hardening targets.

A. Core analysis and evaluation data

This step characterizes the architecture and the func-
tional operation of every arithmetic core (a.k.a. functional unit)
whose micro-architectural description (i.e., RT- and gate-level)
is available. This analysis determines a clear hierarchical orga-
nization of the core’s structures for the reliability assessment,
which allows the identification of fault-sensitive structures to
support the hardening step. Moreover, we identify and select
synthetic or representative data workloads for a targeted do-
main, e.g., Convolution as Matrix Multiplication, or MxM [34]
for CNN applications. These workloads offer realistic input
stimuli across appropriate operational ranges, effectively ex-
citing core structures during fault characterization.

B. Fault characterization

This step assesses the impact of faults (e.g., permanent)
on the fine-grain structures of the cores (i.e., gate intercon-
nections) by targeting all possible fault sources/sites in the
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cores through exhaustive fault injection campaigns. First, we
determine a reference (fault-free) execution of a targeted core
under the complete input workload (later used for comparison
and fault classification). Then, a fault injection campaign starts
by forcing one hardware fault in the core, and each stimuli
vector in the workload is applied and evaluated indepen-
dently (e.g., 10 ADD vectors require 10 fault simulations to as-
sess each under the same hardware fault). Each operation’s out-
put is then collected and stored for later analysis.

We use an automatic framework to handle the fault injection
campaigns on the cores. Moreover, the same stimuli/vectors
from the benchmarks, encoded in their respective number for-
mat, serve as input for the fault characterization experiments.

C. Error analysis and path tracing

This step analyses the fault characterization results and iden-
tifies large-magnitude (critical) errors (e.g., > 1.0) associated
with the most fault-vulnerable structures in the cores likely
to cause them. These critical errors are our main analysis
targets since low-magnitude errors are usually masked by the
application resilience, e.g., in CNNs [18].

For each core, we analyze the effects at two levels: i)
the structural impacts from the activation and propagation of
faults, and ii) the corruption impacts after error generation.
First, we evaluate the overall fault vulnerability of a core (i.e.,
fault activation and propagation rate as the accumulation of
SDCs), which serves to identify the individual contribution of
the core’s structures to the error generation. Then, we adapt
and compute the Absolute Error (AE) and its cumulative distri-
bution per core to identify faults causing critical corruptions in
the outputs (i.e., large-magnitude errors) [36]. Finally, we find
and correlate the error’s magnitude with the faulty structures
to identify susceptible hardware highly prone to critical errors
and determine the main candidates for mitigation.

D. Selective hardening

This step targets the adoption and development of hardware-
based selective hardening mechanisms for the most fault-
sensitive structures in the cores (i.e.,those causing large-
magnitude errors). In literature [18], it has been demonstrated
that small errors have limited corruption effects for some ap-
plications, such as DNNs. Nonetheless, large error magnitudes
are critical when propagating silently throughout the workload
execution. In particular, our approach only targets the highly
fault-sensitive structures, while others remain unchanged.

We use a bottom-up approach to adapt, develop, and
validate the mitigation mechanisms’ effectiveness after iden-
tifying vulnerable structures in a core. In particular, we
first search for regular structures inside and among the
cores and then use one or more hardware-based harden-
ing strategies (e.g., redundancy, diversity, custom, hybrid, or a
smart combination of them). Then, the validation of a hard-
ening mechanism resorts to complementary focused fault
injection campaigns and error analyses.

V. EXPERIMENTAL SETUP

The evaluation aims at studying the impact of permanent
faults (Stuck-at faults 0/1 or SAFs) in the core structures.
Thus, we considered 13 open-source arithmetic cores at 32-
bit size executing one of three operations (ADD, MUL, or
MAC) in both formats (FP and Posit). In detail, we evaluated
two cores per operation and one Posit quire MAC core.

The FP cores (F'P_X, where X indicates the operation, e.g.,
ADD,MUL, or MAC), along with the quire (PQ_X) and
non-quire (P_X) Posit cores, are derived from four dis-
tinct sources: one GPU (FP_ADD, FP_MUL, and FP_MACQC),
one soft-core generator, namely FloPoCo, (FP_ADD_F
FP_MUL_F, and FP_MAC_F), one hardware accelerator
(P_ADD, P_MUL, P_MAC, and PQ_MAC), and one state-of-
the-art processor (P_ADD_F,P_MUL_F,and P_MAC_F) [11],
[34], [37], [38]. It is worth noting that FloPoCo cores lack
hardware support for handling exceptions. However, since
our analyses primarily focus on identifying errors likely to
cause SDCs, which mostly propagate by bypassing system
exceptions or interruptions, the absence of exception-handling
hardware does not undermine the validity of our analyses.

Our evaluations use gate-level netlists of the cores after
logic synthesis using a 15nm technology library [39] with
an operational frequency of 500Mhz per core through the
Design Compiler (Synopsys) tool. It is worth noting that
the core’s hierarchy is preserved to identify vulnerable sub-
structures. Table I summarizes the main features per core. An
examination of the cores’ architectures indicates that identical
low-latency algorithms (Booth-based multipliers and Carry-
lookahead adders) are used across all cores to implement their
fundamental structures.

A custom framework (based on Soft-Posit and Numpy
libraries) automatically generates the input stimuli vectors
by extracting the arithmetic operations (ADD, MUL, and MAC)
in 3 ranges (£1.0,+10.0,and £100.0) from matrix multipli-
cations as representative CNN workloads, as suggested in
[34]. For each range, we characterize fault propagation effects
and their output corruption using the same input vector set
(encoded in their respective number format).

We developed a custom experimental framework that uses
ModelSim (by Siemens EDA) and the input vectors to deter-
mine the reference results (fault-free) per core. Then, an
industrial-grade tool (Z0I1X by Synopsis) is adapted for the
core’s fault characterization through fault campaigns on each
vector from the stimuli. Each fault campaign exhaustively eval-
uates all available fault sites per core, considering one fault per
simulation. We use smart multi-threading schemes combined
with the implicit parallelism of ZO/X to speed up the core’s
characterization. In the end, 39 fault injection campaigns tar-
geted the 13 arithmetic cores, considering workloads of 4,096
stimuli vectors per MxM range and evaluating an overall of
4.91x10° fault effects. The experiments cumulatively required
around 320 hours on two servers with 12 Intel Xeon CPUs at
2.5 GHz and 256 GB of RAM.

VI. EVALUATION OF ARITHMETIC CORES

This section reports and analyses the micro-architecture
fault characterization and sensitivity of the cores for both
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TABLE I
FEATURES OF THE ARITHMETIC CORES IN BOTH FORMATS.
Format  Operation IP core Cells Area (um?)  SAFs
ADD P_ADD 1,816 634.9 12,900
P_ADD_F 1,592 581.7 11,846
. P_MUL 3,921 1,721.1 26,510
Posit MUL pMULFE 2991 15033 22,038
P_MAC 14,024 5,040.8 94,083
MAC P_MAC_F 9,712 3,745.2 61,830
PQ_MAC 13,896 6,260.8 81,796
ADD FP_ADD 1,275 3453 9,366
FP_ADD_F 1,043 387.1 6,960
FpP MUL FP_MUL 1,531 611.1 11,518
FP_MUL_F 2,004 984.8 13,860
MAC FP_MAC 2,815 956.6 20,904
FP_MAC_F 3,951 1,651.7 26,586
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Fig. 3. Probability of Fault Activation and Propagation (FAPR) and Mean
Fault Rate per Stimuli (MFRS) on the analyzed arithmetic cores.

formats. Then, we analyzed the operation’s accuracy impacts
due to corruption effects caused by the propagation of faults.

A. Structural Evaluation of FP and Posit Cores

The overall structural vulnerability of a core’s architecture is
identified through the Fault Activation and Propagation Rate
(FAPR) [40] that describes the probability of propagation for a
core’s fault (causing any output corruption), as the rate between
the number of faults corrupting at least one stimuli (PF) over
the total number of faults per core (SAFs), see equation 1.

Moreover, we determine the average fault sensitivity of the
core’s architecture using the Mean Fault Rate per Stimuli, or
MFRS, which calculates the mean rate distribution of faults
corrupting every stimuli vector (i) over the total number of
faults per core and the amount of evaluated stimuli vectors (N),
as described in equation 2. MFRS considers the scenario of
faults affecting every available fault site in a core to determine
the average vulnerability of the structures per core.

PF
FAPR = ——— 1
R SAF's M

SN PF
MF = === 2
RS SAFs « N @)

A preliminary analysis of the FAPR results, per MxM range,
shows minimal deviations in the distribution of susceptible
fault sources for all cores (< 5%), indicating that typical CNN
operand ranges mostly excite similar core structures and can
be affected by similar amounts of fault sources.
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Fig. 4. Structural Fault Probability, corresponding to the ratio between the
FAPR and the vulnerability parameters of the analyzed arithmetic cores.

Figure 3 depicts, for each core, the FAPR and MFRS
obtained as the average from the evaluated ranges. The re-
sults indicate that cores affected by permanent faults have a
moderate probability of activating and propagating effects on
the outputs (FAPR from 0.69 to 0.89). Specifically, 72% to 89%
of all exhaustively evaluated faults in FP cores are prone to
activation and propagation, compared to slightly lower rates
(69%-76%) observed in Posit cores.

The MFRS results show that a moderate percentage of
core structures (associated with 15%-26% of faults in all cores
for both formats) are highly vulnerable and can impact every
core operation once any of these structures is faulty. Our
findings indicate that core organization, influenced by number
format and implementation complexity, impacts fault propa-
gation sensitivity relative to input stimuli. Indeed, some cores
inherently require more sophisticated structures for computa-
tion than others, e.g., the control logic for exponent alignment
in FP ADD cores is absent in FP MUL ones.

Our experiments indicate that the sensitivity of fault sources
(e.g., gate interconnections) varies among cores. For instance,
the MUL Posit cores showed strong range deviations from
4 (MFRS=0.002) to 6,594 (MFRS=0.299), as depicted by the
error bars. Instead, ADD Posit cores exhibited slight de-
viations, from 2,170 (MFRS=0.185) to 3,223 (MFRS=0.284).
Overall, the results indicate that the number of faults possibly
affecting executions in Posit MUL/MAC, and FP MAC is
highly variable, while the number of faults corrupting execu-
tions in Posit ADD and FP MUL remains slightly uniform
for all evaluated stimuli. Regarding the posit MAC cores,
the experiments showed that quire posit core (PQ_MAC)
has a higher overall fault sensitivity in up to 7% than its
non—-quire version. Still, the variation of fault sources
corrupting the stimuli varies proportionally in all MAC cores.

Both, FAPR and MFRS, support the core analysis con-
cerning their structural fault vulnerability. However, they can
hardly be used to compare cores with different formats without
considering other factors, such as the area and gate technology.
In this regard, we calculate a relative Structural Fault Proba-
bility per core, or SFP, as the relation between the FAPR and
a vulnerability parameter (associating technology and physical
features). Since all experiments used the same technology
library, we assume constant technology parameters per core.
Moreover, we exhaustively evaluated all faults per core and
used the same input stimuli vectors. However, the core’s area
differs, so we divide the vulnerability parameter by the core’s
area to preserve the relation between area and faults per core
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Fig. 5. Absolute error distribution in the structures of the ADD (FP_ADD (a) and P_ADD (d)), MUL (FP_MUL (b) and P_MUL (e), and MAC cores

(FP_MAC (c) and PQ_MAC (f)) for operations within the 4-10.0 range.

(i.e., large area cores comprise as many gates as fault sources).

Figure 4 depicts the SFP per core on both formats (lower
magnitude means better relative resilience). The analysis indi-
cates that Posit cores have lower sensitivity to fault propa-
gation per area than FP cores (0.6X to 7.7X). Interestingly,
Posit cores are larger in area than FP ones; see Table 1. Thus,
our findings suggest that Posit cores are more structurally
resilient than FP ones for the analyzed ranges, with fewer
fault sources prone to corrupt operations. Moreover, from the
experiments, a bit-wise analysis of the corrupted outputs shows
that a substantial percentage of single faults can be modeled as
single bit-flips on corrupted results (55.2% in FP and 53.8% in
Posit cores).

Our analyses aimed to characterize the fault propagation
features of the core’s architecture for both formats. How-
ever, further analyses are needed to identify critical impacts,
e.g., large-magnitude errors, from those vulnerable structures.

The next subsection analyses critical error impacts on the
outputs from faults in the core structures.

B. Analysis of Critical Error Impacts

1) Error impacts from fault-sensitive structures: We deter-
mine the Error Rate (ER) as the ratio between the number of
observed output corruptions (SDCs) per fault (j) over the total
number of evaluated stimuli (N) and faults per core (SAFs) for
all vector ranges (£1.0, £10.0, and £100.0), see Equation 3.

> (SDCs); ;

N x SAFs ®)

In particular, the ER results for the ADD, MUL, and MAC
cores suffered minor deviations in all analyzed ranges. Then,
we analyzed the vulnerability of the cores by considering
the magnitude and distribution of the Absolute Errors (AE)
in the entire operating range among the core’s structures for
the evaluated units. The AE evaluates, on a per-core basis,
the absolute deviation between the fault-free result and the
results obtained in the presence of hardware faults. Figure 5
depicts the AE distribution for the observed effects among the
structures for two ADD, two MUL, and two MAC cores in
both formats (one per format) within the +10.0 range. It must

ER =

be noted that the full range of error effects was intentionally
depicted to assess boundary corruption and outlier cases within
the analyzed cores. According to the core’s architecture,
our findings indicate that several structures inside some pro-
cessing steps in PF and Posit cores are highly sensitive and
produce large-magnitude (critical) errors (upto3.2x103® and
1.3x103% for FP and Posit cores, respectively), which are asso-
ciated with corruption effects (out of the operative range) due
to critical impacts on the binary representation of a result.

Our analyses indicate four main findings:

e Our results in Figure 5 indicate that faults in FP cores
might cause large-magnitude errors up to two orders
of magnitude larger than those in Posit cores for the
evaluated operational ranges. This discrepancy can be
attributed to the coding format of FP exponents and their
associated vulnerable core structures.

The core’s organization plays a crucial role in its vul-
nerability to generate critical (large-magnitude) errors.
The vulnerable structures on the cores for both formats
differ in size and are placed across the processing steps,
i.e., mostly near the input operands, while processing
S&E, and D&C, and near the outputs, during N, RnD,
R, EN, or QA processing. Furthermore, we identified
logic substructures (TGL) in the critical data path that
remain highly sensitive to affect computations massively.
Notably, all highly fault-sensitive circuits compute the
result’s exponent (S&E) and the normalization (N) in FP
cores and the regime and exponent fields for Posit cores
(D&C), illustrated as the largest AEs in Figure 5.

The ER results for all cores are moderate (from 17.6% to
27.9%), whether in FP or Posit formats. In partic-
ular, the ER in posit cores shows consistent lev-
els for ADD (25.1%-26.3%), MUL (from 24.0% to 5.9%),
and MAC (17.6% to 18.6%) cores, while in FP cores, the
ER showed wide ranges for the evaluated ADD (18.8%-
23.4%), MUL (20.7%t026.1%), and MAC (23.1% to
27.9%) cores. Section VI-A showed that Posit cores
have a lower structural fault probability per area than
FP cores. However, ER results indicate that those few
fault-sensitive circuits in Posit units are more prone to
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generate errors (SDCs) than those in FP ones due to
permanent faults (i.e., from 5.4% to around 7.5%) for the
evaluated operational ranges.

o The quire Posit MAC core showed better overall error
resilience than FP and non—-quire Posit MAC cores
(ERupto 10.3%). The quire Posit core is larger in area
than FP ones, with mostly masked error effects from
those large structures. Moreover, the absence of some
highly fault-sensitive structures (e.g., R, and EN) seems
to positively contribute to improving the unit’s resilience.
Nevertheless, the results for the quire Posit MAC reveal
that few structures are fully resilient to propagate errors,
see Figure 5.(f). Our findings indicate that errors on
the Quire accumulator for extended accuracy (i.e.,a512-
bit quire formatuses 157 bits for accurate decimals) are
highly prone to cause large-magnitude error corruptions.

2) Error distribution on the outputs: We analyze the error
distributions from the evaluated stimuli vectors. For this pur-
pose, we determine the frequency and magnitude of errors
across the entire operational range for all cores. Figure 6
depicts the full range of observed AE and the accumulated
error distribution for all corrupted operations for FP MUL (in
red) and Posit MUL cores (in blue).

While the AE and accumulated distributions are only de-
picted for MUL cores (i.e., ADD and MAC are not illustrated),
the Cumulative Distribution curves for all cores identified a
high concentration of errors below a magnitude of 1.0 for
FP cores (58.5%, 87.5%, and 72.7% for ADD, MUL, and MAC,
respectively), and Posit cores (60.4%,83.9%,and 61.3% for
ADD, MUL and MAC, respectively). These distributions sug-
gest that the core’s operation slightly influences the magnitude
of error effects (i.e.,low-magnitude errorsin MUL cores are
more frequent than in ADD and MAC units). Surprisingly, the
progression of accumulated errors on all cores is noticeably
equivalent and slightly differs due to the error dominance and
their occurrence between small (mainly Posit, ”in blue”) and
large ranges (mainly FP, "inred”). Curiously, the cumulative
error profile in quire Posit MAC core differs due to the
extended 512-bit accumulator accuracy and removes the lower
and higher errors by grouping them near 1.0. The findings
also indicate that a considerable percentage of errors (58.5-
87.5%) can be neglected since low-magnitude errors are usu-
ally masked by the implicit resilience in some applications,
e.g., CNNs [18], [41]. On the other hand, large-magnitude
errors can be considered as critical error impacts and are the
main focus of the analysis.

A detailed examination of the errors and the corrupted bit-
fields shows that the most frequently corrupted fields are the
mantissa in FP and the fraction parts in Posit with limited error
impacts (<1.0). However, the occurrence of critical errors is
linked to the encoding formats of FP and Posit. Specifically,
in FP cores, the error distribution is concentrated in distinct
ranges (around 109, 1011/10'2, 1029, and 10°® in ADD, MUL,
and MAC cores) due to corruptions observed in the exponent
(bits 30-24). On the other hand, larger errors in Posit cores
are widely distributed (ranging from 10° to 103Y), primarily
stemming from corruptions observed in the exponent and
dynamic regime fields (bits 30-26).
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Fig. 6. Absolute error occurrences and cumulative distribution of errors for
the MUL cores. The dotted black line depicts an absolute error of 1.0.

Therefore, our experimental results on the core structures al-
low us to affirm that a moderate percentage of single faults can
produce large magnitude errors, representing critical effects,
with those mostly associated with structures processing the
exponent and regime fields. Instead, a significant percentage
(about 57%) of the single faults produced low-magnitude error
corruption effects.

In addition, we evaluate a software-only fault characteriza-
tion approach to compare and emphasize the main differences
and benefits of our structure-aware evaluation. In practice,
the software evaluation uses the same input stimuli for the
arithmetic operations. At the end, a total of 5.24210% (sin-
gle bit-flip) errors are analyzed by exhaustively evaluating both
formats by addressing all bits on the input operands and on
the result. From the obtained AE results, we identified two
main differences between the software and our approach: i)
around 80% of the evaluated error in software produced similar
AE’s distribution effects for large magnitudes, including error
concentrations on some ranges, but in smaller proportions
than our approach. ii) Software-based evaluation yielded a
significant portion of low-magnitude deviations (around 17%
in FP and 19% inPositcores) within the range of 1210736
to 1210~7, which were not present under our proposed fault
characterization method. Such effects indicate that single-
effect analysis through software can lead to inaccuracies in
the overall quantitative evaluation due to unrealistic errors,
exacerbating the need for structure-aware analyses.

Our previous analyses, in subsections (VI-B1 and VI-B2),
highlight the significant influence of the hardware structures
and data formats on the distribution and magnitude of errors
within faulty arithmetic cores. In particular, the evaluation of
the architecture in arithmetic FP cores allows the identification
of those few structures related to large-magnitude corruptions
(associated with the exponent’s computation) and allows the
focused deployment of hardening mechanisms. In contrast,
the wide range of vulnerable units in Posit cores interferes
with efficiently deploying hardening mechanisms, indicating
that more elaborated hardening mechanisms are required. We
anticipate that clever mitigation solutions are required for Posit
cores.

The following section explores the development of solu-
tions to mitigate structural error susceptibility by resorting to
selective hardening mechanisms on the cores of both formats.
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Fig. 7. A general scheme of the SC-R mechanism on the FP MUL core.

VII. SELECTIVE HARDENING MECHANISMS FOR FP AND
POSIT CORES

This section describes the adoption of three coarse-grain
selective hardening mechanisms to mitigate large-magnitude
errors, which are critical to produce SDCs in complex applica-
tions, such as machine learning [42]. In detail, the mechanisms
target the protection of those highly fault-vulnerable structures
(prone to large-magnitude errors) in the cores of both formats.
Furthermore, we assess, report, and analyze the overhead costs
and the mechanism’s effectiveness through focused evaluations
(i.e., by checking the removal of large-magnitude errors).

Each hardening strategy uses hardware-based mechanisms
to limit latency while effectively providing affordable com-
putational performance on data-intensive operations, such as
CNNs. In particular, the analysis of error distribution per
core on both formats, see Figure 5, indicates that structures
calculating the exponent and regime fields exhibited a strong
fault sensitivity to cause large-magnitude errors and are the
principal targets for selective hardening. The analyses revealed
a high regularity in the core’s vulnerable structures, mainly
comprising binary adders, registers, LZC’s, and multiplexers,
allowing the replication of one or more hardening mecha-
nisms. In detail, we use a bottom-up strategy to develop
and adopt custom mechanisms by firstly targeting structures
locally and then extending them to the core. It is worth noting
that the hardening mechanisms avoid structures causing low-
magnitude errors since these are mostly masked at software
or application levels [18].

A. Architecture of the selective hardening mechanisms

The first proposed mechanism (Self-Check and Repair or
‘S-CR’) combines parity-based fault detection [43] and self-
repair circuits [44] to provide fault tolerance attributes on
the targeted structures. First, we analyzed the vulnerable core
structures, e.g., those in the critical path computing the re-
sult’s exponent (for FP and Posit), pre-encoding the operands,
or post-encoding the result (Posit), to identify regular units
(Basic Blocks [44]). Then, we strategically instrument the core
with self-checking units to trigger the mitigation mechanism
through spare cores, multiplexers, and controllers.

To illustrate the mechanism adoption in the cores, Figure 7
depicts the S-CR hardening mechanism (in grey) for a MUL
FP core. The Basic Blocks computing the result’s exponent
(binary adders) are grouped and adapted as Carry-Look-
ahead Adder (CLA) to access the bit-wise carries. One or
more parity circuits (R) independently compute the internal
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Fig. 8. A general scheme of the SC-R mechanism for an ADD Posit core.

and the result parities, serving as the reference for fault
detection. A Dual Rail Checker (DRC) circuit serves as a fault
detection mechanism by finding mismatches between the CLA
and R circuits. Indeed, DRC’s encoding allows classification
to discern between faults from CLAs or R circuits. Then,
the DRC outputs and the CLA’s (results) parity trigger one
general controller (CNT), which, through one cold spare CLA
and some multiplexers —placed on the CLA’s inputs and
outputs— handles the core’s execution flow for selective self-
repair/mitigation purposes (e.g., by replacing a faulty CLA
with the spare one). Successively, the core is restarted to
compute partially (e.g., missing pipeline stage) or completely a
new operation. In addition, S-CR is complemented with Triple
Modular Redundancy (TMR) schemes to protect multiplexers
and other logic in the core’s vulnerable data path. Despite that
S-CR requires two additional clock cycles (one for detection
and spare activation, and one for correction), the R and DRC
circuits are the only ones permanently used for fault detection,
while others are only enabled after being triggered.

In Posit cores, according to the vulnerable structure types,
the S-CR mechanism combines three strategies: /) fine-grain
repairing mechanisms on pre- and post-encoding structures
(Deco and Enco), 2) use of the S-CR mechanism to target
regime and exponent logic, as described for FP cores, and
3) TMR schemes to harden control and other data path logic.

In particular, the pre- and post-encoding structures comprise
CLZs, binary counters, and multiplexers in cascade, which are
hardened through bit-wise TMR structures. In addition, we
adapted a bit-wise redundant structure [45] to cover faults
in the multiplexers inside CLZs, as depicted in Figure 8.
Furthermore, the regularity of the structures computing the ex-
ponent in FP and Posit cores allows the adoption of equivalent
mechanisms through R, DRC, and CNT circuits. Regarding
the regime computation structure (based on shifting circuits),
we reuse the same redundant structure for multiplexers, while
other logic in the data-path is protected through TMR schemes.

In addition, we implemented two redundancy-based hard-
ening mechanisms: the first mechanism (Dual Modular Re-
dundancy or DMR) instruments the core with copies of the
vulnerable units. Then, one or more XOR-three arrays detect
errors by comparing the units’ outputs. When an error is
detected, the redundant outputs are used to continue the core
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Fig. 9. Overhead costs for the S-CR, DMR, and TMR mechanisms on the
ADD, MUL and FMA cores in both formats (FP and non-quire Posit).

operation. The second mechanism uses TMR schemes and bit-
wise voters to harden all vulnerable core structures.

B. Evaluation and validation of the hardening mechanisms

Figure 9 depicts the relative overhead costs (area, cells, per-
formance delay, and power) of the three strategies (S-CR, DMR,
and TMR) on the hardened cores at the gate level for both
formats (FP and non-quire Posit). For the area analysis, we
preserved the integrity of the hardening mechanism structures
by avoiding enhanced optimization during synthesis. More-
over, power analyses considered 50% of switching activity.

Furthermore, a complementary analysis evaluates the overall
resilience effectiveness and the reduction of large-magnitude
errors of the hardening mechanisms in the cores through
fault simulation campaigns, injecting one fault per simulation.
Figure 10 illustrates the error distribution (AE) for hardened
MUL cores in both formats through the S-CR mechanism.

In summary, we identify the following features for the
evaluated hardening mechanisms on the cores for both formats:

o All strategies (S-CR,DMR,and TMR) are more area-
costly in Posit cores than on FP ones (i.e., about 8-80%
in FP, and around 6-142% in Posit) due to their architec-
ture and the number of vulnerable structures to large-
magnitude errors. The structures in the encoding stage
(EN), and other units processing the exponent and regime
fields in Posit cores account for around 23.3-54.9% of
the core’s area, while sensitive units in FP cores only
represent 8-23% of the core’s area.

o Our evaluation demonstrates that the core operation type
(e.g., ADD or MUL) and the implicit vulnerability of their
structures are associated with the area and cell overheads
for both formats. Hardened MUL cores involved moder-
ate area costs (18-25% in FP and about 24-45% in Posit),
while ADD and MAC cores required additional costs, es-
pecially in Posit (15-57% in FP cores and around 40-142%
for non—quire Positones).

o The power costs depend on the hardening mechanism and
behave similarly on the cores of both formats. The cold
spare units in the S-CR mechanism reduce the overall
power (0.34X-4X when compared to TMR), while DMR
and TMR schemes constantly use redundancy for each
core execution. Interestingly, the power savings of the S-
CR mechanism are limited when the number of units to
harden is large (see FP MAC core). The several full-adder
cells inside MAC cores requires the permanent use of
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Fig. 10. AE distribution for the FP (a) and Posit (b) cores executing the
MUL operation after hardening through the S-CR mechanism.

self-checking testing circuits and increase the power to
equivalent levels of the TMR strategy (about 35-40%).

o The delay costs are determined by the specific fault-
mitigation strategies used in each mechanism. In DWC
and S-CR, error handling relies on state-machine control
and the execution of additional cycles to activate the
mitigation structures once a fault is detected, resulting
in moderate overheads of approximately 50-60% across
all evaluated cores and formats. Instead, TMR employs
combinational voter logic that operates continuously dur-
ing normal execution, introducing only minimal delay
impacts (below 15%), which can often be accommodated
within the available timing slack of the core.

o The results indicate that selective-hardening mechanisms
are feasible solutions to mitigate large-magnitude errors
caused by exponent and regime corruptions, as reported
in Figure 10 for MUL cores and all others (not shown)
for both formats FP and non—-quire Posit.

During the mechanism’s evaluation, we identified sets of
highly sensitive sources causing moderate-magnitude errors
(from 10° to 10%). Most sources in FP cores are related to the
sign logic and gates/flip-flops between the exponent and man-
tissa processing units (e.g., 16 fault sources in the MUL core),
which are easily protected through TMR schemes. Similarly,
sensitive sources in Posit cores are mostly associated with
gates/flip-flops between the exponent and mantissa processing
units (e.g., 1,319 in the MUL core). However, we also found
sources related to fraction computing sub-units (e.g., 233 in
the MUL core). For fault mitigation completeness, we harden
those sensitive structures using TMR schemes. It is worth
noting that the structural complexity in Posit cores might
require more sophisticated hardening mechanisms.

Our analyses and the hardening mechanisms are intended
to support the development of robust designs. Moreover, these
analyses can also provide accurate error models for reliability
evaluations at the system level, emphasizing the importance
of incorporating reliability as a complementary parameter in
system development. The results suggest that selective hard-
ening strategies serve as a solution to increasing the system’s
reliability when robustness and low error impacts are crucial
application factors. While our selective hardening mechanisms
focused mainly on mitigating permanent faults arising in the
arithmetic cores, these mechanisms can be effectively used to
mitigate other fault models, such as transient faults.

Finally, our evaluation indicates that Posit cores are more
structurally resilient than FP cores independently of the
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error magnitude. However, mitigating vulnerable structures
in Posit hardware requires more sophisticated strategies or
a combination of multiple approaches. Since FP cores are
technologically mature and are more hardware-efficient than
Posit ones, this is also observed in the overhead cost of their
hardening mechanisms. Similarly, our results demonstrate that
improvements in the design of posit hardware might reduce
the fault sensitivity of some structures (e.g., Decoding and
checking or Encoding) while limiting mitigation mechanisms’
overhead costs.

VIII. DISCUSSION

This work analyzed the impact of hardware faults in the
structures of arithmetic cores for three fundamental operations
on FP and Posit number formats (ADD, MUL, and MAC).

A fine-grain characterization of the arithmetic cores identi-
fied their most fault-sensitive structures, indicating that up to
76% and 89% of single effects in the structures are prone to
causing error corruption. Next, this work analyzed and iden-
tified the structural sources of large-magnitude error effects,
showing that a considerable percentage of faults ranging from
12.5% to 41.5% in FP cores and from about 16.1% to 39.6%
in Posit cores might cause effects in the order of 121038
and 12103% on FP and Posit units, respectively. Our findings
indicate that faulty FP cores might cause corruption effects
up to two orders of magnitude larger than in Posit ones. In
detail, hardware structures associated with the exponent and
the regime fields for FP and Posit are directly responsible
for causing such critical effects. Although our experiments
focused on 32-bit size units, clearly similar fault vulnerabilities
are present in compacted or custom variations of the formats,
since these highly vulnerable structures are also included in the
hardware for such compacted formats. The preservation of the
same structures allows us to indicate that equivalent hardware
susceptibilities can be found on reduced-size hardware units.
However, a comprehensive analysis of compacted or custom
hardware cores for both formats is still required and planned
to be addressed in future work.

Furthermore, this work adopted and evaluated three
selective-hardening strategies to mitigate single effects in the
arithmetic cores, showing that large-magnitude error effects
can be effectively removed with moderate impacts on area
overhead (ranging from 20% to 112%). In particular, our
mechanisms were effective for non—quire Posit cores due
to their regular structures. Unfortunately, the wide variety of
highly sensitive structures in the quire Posit MAC core
impeded the effective adaptation of the mechanisms under
reasonable costs since these structures require spare units and
controllers with null cost savings. In fact, the implementation
excessively increased the overhead on quire MAC (e.g.,
TMR required more than 153% additional area, which is
more costly than the combined area of the non-quire ADD
and MUL cores), indicating the need for more elaborate and
alternative hardening strategies for quire cores.

It is worth noting that this work focused on the analysis and
hardening of arithmetic units for FP and Posit formats. The
reported results are intended to guide and contribute to the

evaluation of complete applications, such as CNNs, through
complementary strategies, such as cross-layer methods, but
such evaluations are out of the scope of the current work.

IX. CONCLUSIONS AND FUTURE WORKS

This work introduced a strategy to evaluate the fine-grain
structural impact of permanent faults on the reliability of
several arithmetic cores supporting the FP and Posit formats.
Our findings indicate that Posit cores are more structurally
resilient than FP ones (12% to 94% lower structural fault
propagation per area unit). However, the most fault-vulnerable
structures in Posit cores might cause broader error distributions
and are more susceptible to significant error propagation than
those in FP cores (from 5.2% up to 7.5%). In contrast, faults
in FP cores can produce errors up to two orders larger in size
than those observed on Posit cores.

Furthermore, this work explored hardware-based selective
hardening mechanisms to remove critical effects from faults
in arithmetic cores for both formats. Our analyses indicate that
large-magnitude errors (e.g., > 1.0) can be effectively removed
with acceptable area overhead costs (from 20% to 110%).

In the future, we plan to extend our evaluations into wider
input dynamic ranges to address more recent applications,
such as transformer-based workloads, as well as evaluat-
ing/developing mitigation solutions for hardware cores using
emerging and relevant formats for Artificial Intelligence.
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