POLITECNICO DI TORINO
Repository ISTITUZIONALE

Resilience-based framework for enhancing NaTech risk management in industrial critical infrastructures

Original

Resilience-based framework for enhancing NaTech risk management in industrial critical infrastructures / Castro
Rodriguez, David J.; Barresi, Antonello A.; Demichela, Micaela. - In; ENVIRONMENT SYSTEMS & DECISIONS. - ISSN
2194-5403. - ELETTRONICO. - 45:4(2025). [10.1007/s10669-025-10056-9]

Availability:
This version is available at: 11583/3005923 since: 2025-12-16T18:20:11Z

Publisher:
Springer

Published
DOI:10.1007/s10669-025-10056-9

Terms of use:

This article is made available under terms and conditions as specified in the corresponding bibliographic description in
the repository

Publisher copyright

(Article begins on next page)

13 May 2026



Beyond Input Attribution: A Hands-On Tutorial to Concept-Based
Explainable Al and Mechanistic Interpretability

Eliana Pastor
eliana.pastor@polito.it
Politecnico di Torino, Italy

Alan Perotti
alan.perotti@centai.eu
CENTALI Institute, Torino, Italy

Abstract

As deep learning systems become pervasive, the demand for trust-
worthy and transparent Al continues to grow. Traditional feature
attribution methods, however, often lack robustness and alignment
with human reasoning. This tutorial moves beyond feature attri-
bution by introducing participants to two complementary inter-
pretability paradigms: Concept-Based Explainable AI (C-XAI) and
Mechanistic Interpretability. C-X Al provides explanations grounded
in high-level, human-interpretable concepts, bridging the gap be-
tween model reasoning and human understanding. In parallel,
mechanistic interpretability—a quickly emerging field—focuses on
reverse-engineering neural networks to uncover and disentangle
the internal mechanisms that give rise to human-understandable
representations. Through interactive coding sessions and hands-on
exercises, attendees will gain practical experience implementing,
evaluating, and comparing a variety of C-XAI and mechanistic inter-
pretability techniques. By the end of the tutorial, participants will
be equipped with a modern interpretability toolbox and a deeper
understanding of how to apply them in real-world scenarios.
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1 Tutorial outline
e Introduction to Explainable AI (XAI) (15 minutes). We
start with an overview of XAI and a discussion of the limi-
tations of traditional input attribution methods, motivating
the need for more human-understandable explanations.
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e Concept-Based XAI (C-XAI) (75 minutes). We cover both
by-design approaches, where models are explicitly trained to
reason with concepts, and post-hoc techniques that extract
concepts from pre-trained models.

e Mechanistic Interpretability (75 minutes). We explore
methods for reverse-engineering neural networks to un-
cover emergent representations, often without requiring
predefined human concepts or labeled data.

e Wrap-up and open discussion (15 minutes). We conclude
with key takeaways, addressing practical considerations, and
outlining future research directions.

In the following, we detail the core approaches the participants
will experience during the hands-on. The material is available at
https://cxai-mechint-htutorial-kdd2025.github.io/.

1.1 C-XAI Techniques

Concept-Based Explainable-by-design Models A straightforward way
to create an interpretable deep learning model is to directly train it
to represent human-defined concepts as intermediate representa-
tions [3, 10]. As these models are forced to directly use concepts,
they provide explanations that accurately reflect their reasoning.
They also support interventions, allowing users to manipulate con-
cept values and observe the effects on predictions—a tool for debug-
ging and building trust. In this part of the tutorial, participants will
train a Concept Bottleneck Model (CBM) [6], where intermedi-
ate concept predictions directly influence the final output. As the
requirement for concept-level annotation on training data is fre-
quently unfeasible, researchers have started to explore the existing
knowledge in pretrained large language models to automatically
provide concept annotation. These models allow the creation of an
explainable-by-design concept-based model without extra human
annotation effort. As an example of this approach, participants
will explore a Label-Free CBMs [9], which overcome the need for
annotated concept labels by exploiting CLIP [11].

Post-Hoc Concept-Based Explanation Methods Since training a
model from scratch or fine-tuning could be impractical, it is cru-
cial to also offer explanations of existing models. Post-hoc C-XAI
methods achieve this goal by projecting examples of concepts de-
fined by humans in the latent space of the model. They analyze how
these concepts align with internal representations and influence the
predictions of the model. As part of this tutorial, participants will
implement post-hoc techniques such as TCAV (Testing with Con-
cept Activation Vectors) [5] to quantify the directional influence of
human-defined concepts on model decisions.
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1.2 Mechanistic Interpretability

In some scenarios, we must satisfy two constraints simultaneously:
working with pretrained models and avoiding manual concept
annotation, while still ensuring interpretability. Mechanistic In-
terpretability addresses this challenge by revealing how neural
networks internally encode high-level, symbolic concepts without
requiring labeled data or retraining One key tool is Sparse Autoen-
coders (SAEs), which learn compact and sparse representations.
By enforcing sparsity, SAEs highlight the most important features,
especially in unsupervised settings where labeled data is limited.
To bridge the gap between the model’s internal representations
and human concepts, we introduce the notion of superposition and
monosemanticity, which describe how SAEs map complex patterns
to interpretable features. The first approach we explore is Discover-
Then-Name [12], where latent features are first uncovered and
then annotated with human-readable labels. This enables mapping
of high-dimensional activations to understandable concepts—e.g.,
identifying objects like “cat,” “car,” or “tree” in image models. The
second approach, SAEuron [2], extends this framework by en-
abling not only concept discovery and labeling but also steering of
model behavior. By adjusting internal representations, SAEuron al-
lows fine-grained control, such as refining the model’s recognition
of a “cat”, thus supporting real-time, interpretable intervention.

2 Scope, Engagement, and Impact

Target audience and prerequisites. This tutorial is designed
for researchers, machine learning engineers, and data scientists
interested in advancing their understanding of explainable Al Par-
ticipants should have basic knowledge of machine learning and
deep learning, familiarity with Python, and experience with frame-
works like PyTorch. Hands-on exercises will be conducted using
pre-prepared Python notebooks on Google Colab, ensuring an ac-
cessible and installation-free experience.

Audience Engagement. To ensure an engaging and interactive
experience, the tutorial will include live coding demonstrations
using Jupyter Notebooks, allowing participants to follow along
with step-by-step implementations. We will encourage active par-
ticipation, where attendees will experiment with models and their
explanations. We will hold discussions and Q&A sessions between
sections, where participants can share insights and ask questions.

Related events. Several past workshops and tutorials on XAI
have been held at major conferences (e.g., [1, 4, 7, 8]). This tutorial
differentiates itself by focusing on hands-on sessions on C-XAI and
mechanistic interpretability, bridging the gap between high-level
conceptual explanations and low-level neural mechanisms.

Societal impact. This tutorial promotes trustworthy Al by
providing practical skills in concept-based and mechanistic in-
terpretability. C-XAI improves human understanding by aligning
model explanations with domain-relevant concepts, aiding in bias
detection, fairness, and intervention. Mechanistic interpretability
reveals how neural networks process information, helping identify
learned behaviours, biases, and vulnerabilities. This contributes to
safety and robustness, ensuring models operate as intended.
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