POLITECNICO DI TORINO
Repository ISTITUZIONALE

Privacy-Preserving Container Attestation

Original
Privacy-Preserving Container Attestation / Ferro, Lorenzo; Bravi, Enrico; Sisinni, Silvia; Lioy, Antonio. - In: JOURNAL OF
NETWORK AND SYSTEMS MANAGEMENT. - ISSN 1064-7570. - 34:1(2026). [10.1007/s10922-025-09982-5]

Availability:
This version is available at: 11583/3003454 since: 2025-10-15T14:08:40Z

Publisher:
Springer

Published
DOI:10.1007/s10922-025-09982-5

Terms of use:

This article is made available under terms and conditions as specified in the corresponding bibliographic description in
the repository

Publisher copyright

(Article begins on next page)

24 April 2026



Journal of Network and Systems Management (2026) 34:5
https://doi.org/10.1007/510922-025-09982-5

®

Check for
updates

Privacy-Preserving Container Attestation

Lorenzo Ferro'® . Enrico Bravi'® . Silvia Sisinni'® . Antonio Lioy'

Received: 5 March 2025 / Revised: 13 June 2025 / Accepted: 29 September 2025
©The Author(s) 2025

Abstract

Containerization techniques have become essential to develop and deploy distrib-
uted applications in a Cloud Computing scenario. Containers’ popularity continues
to grow due to their flexibility, lightness, and availability. Despite their advantages,
containers offer less isolation than virtual machines since they share the host’s ker-
nel. Therefore, attacks on a container could compromise other containers on the
same node, or the host system itself. Trustworthiness in containers’ operations is
strictly related to demonstration of their software integrity and proper configuration,
as these things are vital for early detection of tampering and breaches, and for fast
response to attacks. The Trusted Computing paradigm offers techniques to attest the
trustworthiness of a physical node, but they are not directly usable to attest contain-
ers due to the virtualization layer. Our work leverages the recently introduced Linux
IMA namespace to achieve container attestation. Since attestation reveals the list
of software components and configurations, the privacy of this operation is crucial
in a multi-tenant scenario. Our solution ensures that a tenant authorized to attest a
given container has access exclusively to the information of that container and its
dependencies. We integrated this solution into an existing attestation framework to
create a complete solution for privacy-preserving container integrity verification in
a multi-tenant scenario. Our approach boasts low latency for event measurement
and a fast verification process, regardless of the number of containers or the con-
tainerization technology.
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1 Introduction

Containerization is a technology for lightweight virtualization that has simplified
the management and deployment of applications [1, 2], especially in the context of
Cloud Computing [3]. Containers play a critical role not only in cloud computing but
also in microservice architectures and software development, offering a lightweight,
portable, and scalable solution for packaging, distributing, and consistently running
applications across diverse environments. Container-based virtualization leverages
operating system (OS) kernel features to create isolated environments at the applica-
tion level, differing significantly from full virtualization, which virtualizes the entire
computing platform from hardware up to the OS. Consequently, containers are eas-
ier to deploy and manage, and offer better performance. However, this efficiency
comes at a security cost [4, 5]: containers are more vulnerable to attacks due to their
weaker isolation from the host OS and among each other, opening additional attack
vectors [6-8].

A possible solution for improving container security is periodically attesting their
software integrity state, defined as the software configuration and the history of com-
ponents executed since boot. This integrity state is typically anchored to a secure
hardware Root-of-Trust (RoT), such as a Trusted Platform Module (TPM), ensuring
the recorded measurements’ authenticity and integrity. Although integrity measure-
ment and attestation are commonly implemented in physical nodes using mechanisms
such as Linux’s Integrity Measurement Architecture (IMA) and the TPM, their appli-
cation to virtualized container environments poses significant technical challenges.

One fundamental issue arises from the inability of traditional IMA to distinguish
events generated by individual containers because it was initially designed for a sin-
gle global system context. This limitation poses substantial problems in multi-tenant
scenarios where multiple isolated workloads, belonging to different tenants, share a
single kernel. If measurements from different workloads are aggregated into a single
global measurement list linked to the hardware RoT, significant privacy concerns
arise, as verifying the integrity of one tenant’s containers may inadvertently expose
sensitive information from other tenants. Additionally, traditional TPM-based mech-
anisms face challenges in directly linking container-specific events to a hardware
RoT due to the limited number of Platform Configuration Registers (PCRs) available
in TPMs. Allocating separate PCRs for each container is impractical given their lim-
ited number and the potentially large and dynamic nature of container deployments
in cloud environments.

Recent efforts have addressed some of these challenges by introducing IMA
namespaces [9], enabling independent IMA measurement contexts per container. Fol-
lowing this proposal, each container should run within a different IMA namespace to
maintain its own separate list of measures, thus reducing privacy concerns. However,
current implementations of IMA namespaces lack mechanisms to securely link these
namespace-specific measurement lists to the hardware RoT, making them unsuitable
for remote attestation. Moreover, allowing independent TPM extensions from each
namespace would create unpredictable extension orders, undermining the verifiabil-
ity and integrity guarantees that attestation relies upon.
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Existing solutions in the literature, such as Container-IMA [10] and other propos-
als [11-13], attempt to address container attestation but have significant limitations.
Container-IMA [10] addresses privacy concerns by partitioning the measurement
list into distinct, container-specific logs, similarly to the IMA namespaces proposal.
However, this architecture introduces significant overhead due to the complexity of
securely managing multiple virtual PCRs and related cryptographic operations. Other
academic approaches [11-13] address container attestation by maintaining a unified
host-level measurement list. However, they currently fail to address privacy concerns
in multi-tenant environments, as verifying the integrity of an individual container
necessitates analyzing the entire measurement log, potentially leading to the leak-
age of sensitive information. Industry-driven approaches, like those from Google
Cloud [14] and Amazon Enhanced Scanning [15], primarily focus on static image
vulnerability assessments, lacking runtime integrity verification and consequently
limiting the scope of security assurances offered. Similarly, Azure Confidential Con-
tainers [16] leverages Trusted Execution Environments (TEEs) to enhance security
but also lacks continuous runtime attestation, relying on initial trust establishment
during deployment only.

In this paper, we propose a novel container attestation mechanism that securely
links container-specific IMA namespace measurements to shared secure hardware,
thereby preserving tenant privacy and system efficiency. Our approach introduces
a lightweight coordination layer that enables containerised workloads to generate
isolated event measurements while still leveraging shared secure memory storage.
We extend Keylime [17] framework to support this integration, combining its remote
attestation capabilities with container-aware IMA verification.

Contribution. We design and implement the first practical mechanism that enables
secure, container-specific IMA namespace attestation bound to a host TPM, overcom-
ing current kernel limitations that prevent remote attestation in IMA namespaces. We
extend the Keylime remote attestation framework to support our solution, enabling
privacy-preserving, per-container attestation in multi-tenant environments. We eval-
uate our system on a physical testbed, demonstrating a stable memory consump-
tion and a negligible overhead in attestation time compared to existing attestation
approaches.

Paper structure. This paper is organized as follows. Section 2 provides an over-
view of Linux IMA, Trusted Computing, and Remote Attestation. Section 3 ana-
lyzes the current state of the art for container attestation. Section 4 discusses the
threat model and operational scenario considered. Section 5 presents our solution’s
design and implementation. Section 6 evaluates the security aspects of our proposed
approach. Section 7 describes the experimental setup, performed tests, and results
obtained. Section 8 summarizes the findings, outlines open challenges, and suggests
directions for future work.
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2 Background
2.1 Trusted Computing

According to the Trusted Computing Group (TCG) [18], a component is defined as
trusted if it is consistently expected to operate according to its intended behavior.
Often, a component is considered trusted when it exhibits features that guarantee
high security. A trusted component is typically used to verify the trustworthiness of
more complex ones. This permits to verify the correct behaviour of a system, with the
requirement that the behaviour of a trusted system must be predictable and verifiable.

The TCG defined the Trusted Platform (TP) concept as an entity capable of pro-
viding unforgeable and authentic evidence of its state. A TP relies on a set of trusted
components whose misbehaviour cannot be detected at runtime, known as Roots of
Trust (RoT). A TP requires three specific types of RoT:

1. Root of Trust for Measurement (RTM), which measures all the software and
hardware components, producing the corresponding integrity evidence;

2. Root of Trust for Storage (RTS), providing secure and shielded memory locations
that are not accessible or modifiable by unauthorized entities, storing measure-
ments produced by the RTM;

3. Root of Trust for Reporting (RTR), securely retrieving integrity measurements
from RTS and providing them externally for verification.

A common implementation of RTS and RTR is the TPM. The RTM is typically
implemented within system boot firmware and can include several software com-
ponents. Among them, the Core Root of Trust for Measurement (CRTM) represents
the initial immutable component that assumes control of the platform immediately
after a system reset. Its primary role is to measure the first mutable code executed,
securely store these measurements within the RTS (typically, the TPM), and subse-
quently transfer control to this measured code. Starting with the CRTM, each boot
component computes a cryptographic hash of the subsequent component’s code prior
to executing it. This sequential measurement process, known as Measured Boot, pro-
vides proof of the boot process, allowing a third party to verify if the platform booted
in a trusted environment. The RTM, combined with the security properties provided
by the TPM, allows to establish a Chain of Trust (CoT) within the system, where each
component, once verified as trusted, forms the foundation upon which the integrity of
subsequent components can be attested.

Integrity measurements are recorded within a dedicated set of TPM’s registers,
known as Platform Configuration Register (PCR) [19, Sec. 6]. PCRs function as
secure internal TPM storage reflecting system’s historical states of software and hard-
ware configurations. Typically, a TPM provides 24 PCRs, each assigned a specific
role based on the protection profile of the platform to which the TPM is integrated.
For example, in a personal computer (PC) platform, PCRs 0-9 are designated to
record measurements collected during the Unified Extensible Firmware Interface
(UEFI) firmware and OS boot phases. PCRs support only two operations: reset and
extend. The extend operation updates the PCR value by concatenating its current
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content with a new measurement and computing a cryptographic hash of the resulting
data, which is subsequently stored as the new PCR value:

PCRyew = Hash 4190(PCRyq || measure)

These registers undergo a reset of their values only during a platform reset, which is
initiated upon a system reboot or hardware signal.

The TPM employs a structured hierarchy of cryptographic keys essential for
Remote Attestation, which is a protocol allowing a trusted party, the Verifier, to
assess the integrity state of a remote platform. At the foundation of this hierarchy is
the Endorsement Key (EK), a unique, permanent asymmetric key pair provisioned
into the TPM by the manufacturer. The EK uniquely identifies the TPM and, conse-
quently, represents the root identity of the platform on which the TPM is attached.
The EK is typically accompanied by an EK certificate, an X.509 certificate issued by
the TPM manufacturer, authenticating the EK and TPM device. The EK is kept non-
migratable (i.e., it cannot be exported outside the TPM) and is usually restricted in
use (e.g., often used for decrypting secrets into the TPM or for establishing identity,
but not directly for signing attestation data for privacy reasons).

For attestation purposes, the TPM generates an Attestation Key (AK) (historically
also called Attestation Identity Key (AIK)). The AK is an asymmetric key pair gener-
ated within the TPM (and like the EK, kept non-migratable) that is used specifically
to sign attestation evidence (i.e., TPM quotes). A TPM quote is a signed attesta-
tion structure containing current PCR values and a verifier-supplied nonce to prevent
replay attacks. The AK serves as a privacy-preserving alias of the EK: rather than
signing attestation data directly with the EK (which is a persistent identity and could
be used to track a device), the TPM signs with an AK that can be changed or limited
in use. The AK is typically certified via an AK certificate that links it to the TPM’s
EK. The certificate for the AK’s public key is issued either by the device’s manu-
facturer or by a trusted Privacy Certification Authority (CA), asserting that the AK
resides in a genuine TPM identified by a given EK. This certificate chain (manufac-
turer certificate, EK certificate and AK certificate) provides the Verifier with assur-
ance that an AK-signed attestation quote indeed comes from a genuine TPM device
(one that has a valid EK from a known and trusted manufacturer).

2.2 Linux Integrity Measurement Architecture

The Integrity Measurement Architecture (IMA) [20] Linux security module provides
a comprehensive way to create integrity evidence of a platform during its runtime. It
extends the concept of Measured Boot to the application level (Fig. 1).

IMA adds hooks to the most critical Linux’s system calls to help create and gather
measurements of files as they are opened before their contents are accessed for read-
ing or execution. IMA is policy-based, which allows the selection of the events that
will be recorded. IMA maintains a runtime measurement list anchoring the aggregate
integrity value in the TPM, to protect this evidence with a RoT. This is achieved by
extending each measurement in a PCR, typically the PCR10, obtaining an aggregate
value that represents the integrity history of the platform.
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Fig. 1 Measure schema starting with measured Boot and then IMA

Table 1 Example of IMA log based on the ima-ng template

PCR Template-hash ~ Template-name Filedata-hash Filename

10 b92[...]d6éa ima-ng sha256:999[...]417 boot aggregate

10 10d[...]3e0 ima-ng sha256:918[...]1334 /bin/init

10 0f3[...]135b ima-ng sha256:1d8[...]1048 /usr/lib/1d2.31.so

10 8b2 [ .17b6 ima-ng sha256:87b[...]1243 /usr/lib/liblzma.
so.5.2.4

10 c87[...14bl1 ima-ng sha256:75a[...]ea2 /usr/lib/libcrypto.
so.l.1

10 ab4[...]b98 ima-ng sha256:cd2[...]1d6 /usr/lib/libc-2-31-so

The events listed adhere to the IMA template, offering the flexibility to select the
specific data related to the event that needs to be recorded. An IMA template is a set
of fields that compose an entry, containing meaningful information about the event.
All IMA templates have three common fields: one for the extended PCR, one for
the template hash (calculated over the additional fields), and one for the template
name. In addition to common fields, each template defines additional fields to better
describe the recorded event. The default template is ima—-ng which defines two addi-
tional fields: the filedata-hash, which is the hash calculated on the accessed file, and
the filename, which is the path. Table 1 shows an example of the ima—ng template.

2.3 Remote Attestation

Remote Attestation (RA) [21-23] is a security process that allows a Verifier (the
trusted external party) to remotely assess the integrity state of a remote platform (the
Attester or Prover) by obtaining tamper-evident, cryptographic proof of the Attester’s
state. During RA, the Attester generates evidence about its software/hardware con-
figuration and securely reports it, enabling the Verifier to check that the system has
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not been modified by unauthorized code and is in an expected, trustworthy state. The
goal of RA is to prove to the Verifier that the remote system’s boot process and run-
time environment are unaltered and authentic, so that the Verifier can decide whether
to trust that platform. For the RA process to be secure and reliable, it must be based on
a hardware RoT, which is typically the TPM, capable of securely recording measure-
ments of the Attester’s state and produce signed attestations of those measurements.

A typical TPM-based remote attestation protocol involves an interactive sequence

between the Verifier and Attester, as outlined in Fig. 2. Each step corresponds to
an exchange or action ensuring that the Verifier obtains trustworthy evidence of the
Attester’s integrity.

4.

Challenge from Verifier: The Verifier initiates attestation by sending an attesta-
tion challenge to the Attester. This challenge includes a freshly generated random
nonce (i.e., big number used once) and an indication of which PCR indices it
wants to inspect. The nonce ensures freshness of the response (preventing replay
of old attestation data), and specifying PCR indices scopes the attestation to par-
ticular aspects (e.g., PCRs covering the boot chain and/or PCR 10 for runtime
IMA measurements).

Quote Request on Attester: Upon receiving the challenge, a software running on
the Attester (often called an attestation agent or service) invokes the TPM to pro-
duce a quote over the requested PCR values. The agent provides the TPM with
the list of PCR indices to be quoted and the Verifier’s nonce, and asks the TPM
to sign this data using its AK. Internally, the TPM gathers the current values of
those PCRs, appends the nonce, and signs the information with the AK’s private

System | Trusted Domain

4. ,| Attestation l-
Service 5

Y

Verifier

\ 4

2.1|3. Validation
6. of the
response

IMA Trusted Platform:

Measurements
list

Legend:

(] operation

" 'TCB

[ component

TPM

PCRs = a UEFI measures

""""""""""""""""""""""""""""""""""""""""""" (O data

Fig. 2 IMA remote attestation schema
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key, thereby generating an attestation quote structure (i.c., a TPMS_ATTEST
structure in TPM 2.0). The AK is only usable if it has been properly created and
authorized in the TPM, ensuring that only an authentic TPM can produce this
signature with a certified AK.

6. TPM Returns Signed Quote: The TPM returns the signed quote to the Attester’s
attestation agent. This quote contains the reported PCR values (for each requested
PCR) and the nonce, all bundled into a TPM-specified data structure, signed by
the AK. Because the quote is signed by a key rooted in the TPM, it serves as evi-
dence that the reported measurements are authentic and untampered. The nonce
embedded in it ties the evidence to the current challenge, preventing any reuse of
old data.

7. Collection of Logs/Evidence: Along with the raw PCR values and the AK-signed
quote, the Attester gathers all the information needed for the Verifier to interpret
and verify those PCR values. This typically includes the full Measured Boot
Event Log (i.e., record of all boot measurement events extended in PCRs 0-9)
and the IMA Measurement Log (i.e., the runtime integrity log corresponding to
PCR 10). These logs are obtained from the Attester’s system (i.e., the OS exposes
the Measured Boot event log and IMA log via the security filesystem). The logs
detail each measurement event (what was measured and its hash) so that the Veri-
fier can recompute expected PCR values to check the integrity and authenticity
of the event logs. By collecting the logs, the Attester provides the Verifier not
only with the final PCR hash values (whose evaluation in isolation would be
impractical due to the non-deterministic nature of certain PCR extensions, such
as those executed at runtime by the IMA module), but also with detailed evidence
illustrating the precise sequence of steps leading to those PCR. In addition, the
Attester will retrieve its relevant attestation certificates (i.c., the AK certificate
and, if not verified by a Privacy CA, the EK certificate) so that the Verifier can
authenticate the signing AK.

8. Attestation Response to Verifier: The Attester then sends the Verifier an attesta-
tion response containing: (a) the TPM-signed quote, providing the cryptographic
evidence of the current platform’s state (bound to the TPM); (b) the complete
measured boot log and IMA log from step 4, providing detailed context about the
current platform integrity status; and (c) the attestation identity credentials (AK
certificate and any necessary certificate chain up to the EK certificate), providing
assurance of the TPM’s identity and authenticity. This information is typically
transmitted to the Verifier over a secure channel.

9. Verification and Appraisal by Verifier: The Verifier validates the attestation evi-
dence. First, it checks the signature on the quote using the AK’s public key (from
the AK certificate), thereby confirming the quote was indeed generated by a
TPM possessing the corresponding AK’s private key. It also validates the AK
certificate itself: using the EK certificate and/or a trusted Privacy CA certificate,
the Verifier ensures that the AK is legitimately bound to a genuine TPM. Next,
the Verifier checks that the nonce in the quote matches the one it issued, ensur-
ing the quote is fresh and not a replay. With trust in the source and freshness
established, the Verifier then proceeds to recompute and compare PCR values
using the received logs: it parses the measured boot log, sequentially hashing and
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extending each event (mirroring the TPM’s extend process) to reconstruct what
each relevant PCR 0-9 should be, and does the same for the IMA measurement
list to recompute PCR 10. The Verifier compares these recomputed PCR values
against the PCR values reported in the TPM’s signed quote. If they match for all
requested PCRs, it proves that the logs are consistent with the TPM’s recorded
state (i.e., the logs have not been tampered with and truly reflect what was mea-
sured on the platform). Finally, the Verifier appraises the contents of the logs
against an integrity policy or known-good measurements: for example, it checks
that the firmware and software hashes in the boot log correspond to an approved
baseline, and that no unauthorized or unexpected binaries appear in the IMA log.
If all checks pass, the Verifier concludes that the Attester’s platform integrity is
correct, and can then securely trust the remote platform (e.g., allow it to access
sensitive assets or join a secure network). If any check fails, the attestation is
deemed unsuccessful, indicating the remote platform may be compromised or
at least not in the expected state, and the Verifier should refuse trust (e.g., deny
access or flag the system for investigation).

2.4 Linux Namespaces

The Linux Kernel uses namespaces [24] to create isolated instances of system
resources, enabling independent operation without interference. A namespace gives
processes the illusion of having a dedicated instance of a global resource, creating
the perception that each process has exclusive access to that resource. Modifica-
tions applied to a global resource within a namespace are observable to all processes
belonging to that namespace, yet remain isolated and invisible to processes resid-
ing in other namespaces. Linux namespaces are categorized into various types. For
example, the user namespace isolates security-related identifiers, such as user and
group identifiers, keys, capabilities.

These namespaces create a hierarchy, where each namespace can potentially cre-
ate other namespaces. The namespace struct contains information about this hierar-
chy, storing details like the namespace type, parent identifier, and related resources.
The Linux kernel allows namespaces to be nested, which means a namespace can
spawn child namespaces, leading to the creation of chains. This feature is particularly
useful for containerization technologies, where a root namespace can have multiple
child namespaces, each isolating specific resources like networking, filesystems, and
process IDs. Namespaces constitute the foundational mechanism enabling process
isolation for implementing container virtualization. Among the Linux system calls
available for namespace creation and management is unshare (). Container run-
times typically launch containerized processes within multiple namespaces, each
designed to isolate a specific category of system resources, such as mount points
(mount namespace), user and group IDs (user namespace), or network interfaces
(network namespace).
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3 Container Attestation

Container Attestation has several challenges stemming from the nature of contain-
ers. The usage of IMA is not straightforward since it can collect events but cannot
identify which container generated them. This allows the system to be verified as a
whole but doesn’t allow for independent verification of each container. Additionally,
directly linking container events to a hardware RoT is problematic due to the limited
number of Platform Configuration Registers (PCRs), causing shared usage of PCRs
since it is not feasible to allocate one for each container. This implies that verifying
a container’s list integrity requires also other containers’ information, leading to a
potential leakage of sensitive data. Another issue regards the size of the event list. If
events for all containers are recorded, the list can grow large. Since this list is linked
to the RoT, it cannot be deleted or altered without compromising the integrity checks.

Several solutions have been proposed in the literature, each addressing some of
these issues but leaving others unresolved. Service providers have also begun devel-
oping their own schemes to introduce security in container deployment. For example,
Google Cloud [14] requires an attestation report for each container to trust its deploy-
ment and provide data to manage. This attestation depends on analyzing the contain-
er’s image to identify vulnerabilities. Rather than performing dynamic attestation at
runtime, the process is limited to assessing the image’s vulnerabilities. This method
uses several open-source tools, starting with the container image creation and its
push to a repository. Kritis [25] blocks container deployments by enforcing security
policies, utilizing Grafeas [26] as a metadata server for the images. Scorecard [27]
and Voucher [28] inspect the container image for vulnerabilities, create an attesta-
tion report, and store it in Grafeas. Kritis then reviews the attestation result stored in
Grafeas and determines whether to allow or block the deployment. Amazon employs
a similar static analysis approach to container attestation: before deployment, a vul-
nerability scan is conducted on container images by using Enhanced Scanning [15],
releasing an attestation outcome.

On the other part, Azure Confidential Containers (ACC) are more related to the
RA concept [16], not limiting to mere vulnerability assessments but offering stronger
guarantees. It relies on a Trusted Execution Environment (TEE) [29], enabling the
relying party to confirm that the service is running in a secure, isolated environ-
ment before processing sensitive data. If other technologies have been employed to
enhance container security, they could be included in the report. For example, AMD
Secure Encrypted Virtualization (SEV) is a security feature that allows the encryption
of a virtual environment at the hardware level. Inside the attestation report, the AMD
SEV hardware report could also be inserted and used as part of the attestation flow.
It guarantees the client that the container has been correctly deployed in a secure and
trusted environment. Also in this case there is no runtime attestation. It is assumed
that the container running inside the TEE is secure and trusted, so no further verifica-
tion is required. The Google and Amazon solutions check for vulnerabilities but do
not verify the container’s integrity after its deployment. They refer to this process
as “Container Attestation” but do not implement runtime RA procedures to perform
checks about the runtime container state.
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Academic literature has proposed alternative methods to address these gaps. Con-
tainer-IMA [10] is a solution that leverages Trusted Computing concepts for con-
tainer execution traceability and verification. This solution addresses the container
RoT issue by creating a software PCR for each container (cPCR). Each container has
its list, and instead of extending the physical PCR, it extends the virtual cPCR. How-
ever, it remains necessary to bind each cPCR to a hardware RoT, which is achieved
by employing additional PCRs. While standard IMA typically uses PCR10, this
approach uses also PCR12, as the “historical-PCR”. Whenever a cPCR is extended,
all cPCRs are collected and each one is XORed with a secret. The resulting values
are then extended into a temporary aggregate value, that is extended into PCR12. The
historical-PCR is necessary to keep a trace of the events captured in each namespace.

tempValue := cPCR;.value ® cPC R;.secret (1)
tempPCR := Hash a;4,(tempPCR || tempV alue) )
PCR12 = PCR_ Extend(PCR12, tempPCR) 3)

All those operations are performed for each event of each container in the system,
leading to a big overhead. The XOR with a secret is used to obfuscate the true cPCR
value in the aggregate. To attest to this schema, all values related to the cPCR XORed
with the secret must be stored, with integrity ensured by the historical-PCR. When
attesting a container, ensuring the integrity of its execution data is not enough. If the
container’s host dependencies are compromised, the container itself cannot be trusted.
This solution uses PCR11 to store measurements of the container’s host dependen-
cies. The verification process starts by checking the container’s dependencies, fol-
lowed by verifying the integrity of the cPCR value, which is done by reconstructing
the historical-PCR from the stored values. Finally, the integrity of the container can
be verified using the cPCR value. This solution considers various aspects regarding
the container’s privacy and security: the use of cPCRs provides several benefits: it
ensures no information about other containers is disclosed during the attestation pro-
cess, attests all of a container’s dependencies, and does not alter the standard IMA
behaviour for the host. This approach has some drawbacks; the host isn’t attested,
although standard IMA attestation can address this. It also requires two extra PCRs,
and since each container has an independent list, attesting a closed container isn’t
possible. Additionally, the attestation and event registration processes are resource-
heavy, which can impact performance in environments with many containers. This
solution misses some core functionalities and is in an early stage of development.
There are other solutions [11—13] that propose to store container’s measurements
directly inside the host’s measurement list, and then implement different ways to
identify the generator. This allows recognising all events generated by a container and
the containerization dependencies running in the host. These solutions suggest vari-
ous methods for marking events produced by a container based on different contain-
ers’ unique characteristics. For example, the latest TORSEC solution [13] proposes
to identify the container’s events by leveraging Linux Control groups (cgroups) [30]
and process dependency chains to clearly attribute events to specific containers. This
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approach employs a custom IMA template, ima-dep—-cgn, which records each
event’s originating cgroup and process ancestry, enabling precise runtime attesta-
tion at container granularity. While this approach successfully differentiates container
events and host system events, it shares a single measurement list across all contain-
ers. This unified list raises privacy concerns in a multi-tenant environment, as veri-
fying a single container necessitates examining the entire list, potentially exposing
sensitive data of unrelated containers.

Recent research efforts have focused on addressing container security challenges,
proposing various approaches to enable attestation within containerized environ-
ments. Aruna [31] introduces a Secure Attestation-based Load Balancing (SALB)
algorithm to improve trust in container orchestration. SALB integrates remote attes-
tation into container deployment decisions, ensuring that only nodes with verified
integrity can host containers. The framework measures node integrity (via TPM) and
uses those attestation results in the scheduler to dynamically redistribute workloads
away from untrusted or compromised nodes. While this design enhances security by
binding container scheduling decisions to trust status, it only focuses on node-level
integrity, leaving container-level runtime integrity evaluation out of the scope of the
work.

Wruck et al. [32] present HETCOM, a holistic framework for secure container
migration across heterogeneous trust domains (TPM-based vs. TEE-based). This
work targets scenarios like edge or factory systems where, upon detecting an attack,
containers must be migrated to a safer environment (e.g., from a compromised host to
a secure enclave) for analysis or continued execution. It defines a portable migration
protocol and platform architecture that leverages both TPMs and TEE:s. It binds con-
tainer data to the destination node’s TEE, using attestation to verify the target envi-
ronment’s trustworthiness before and after migration. Although this work addresses
the problem of maintaining container security, preventing attackers from tampering
with container state during live-migration, it does not address the problem of moni-
toring the integrity status of a container during its runtime in order to detect compro-
mise, which is the focus of our work.

Johnson et al. [33] propose a “Confidential Container Groups” architecture based
on ACC technology (described above), that uses hardware TEEs to run container
workloads with strong attestation guarantees on the execution environment. “Parma”,
which is the name given to this solution, runs containers inside a hardware-isolated
VM-based TEE (e.g., an AMD SEV-SNP enclave [34]) and enforces an execution
policy specifying container image attestation. Before launching a container group,
the platform performs a full TEE remote attestation to ensure that only approved code
executes inside the enclave, and that the container images match customer-provided
measurements. The Parma architecture represents a promising, cutting-edge solu-
tion for securing container execution. However, despite providing a highly secure
execution environment for containers, it does not address the detection of runtime
compromises potentially arising from vulnerabilities inherent in container images,
which is the scope of our work.

Valdez et al. [35] analyze the open-source Confidential Containers (CoCo) proj-
ect [36] (built on Kata Containers [37]) and uncover a misalignment between its con-
tainer runtime architecture and the threat model of confidential computing, causing
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vulnerabilities when a malicious host has access to Kata’s control plane. To address
this issue, they propose a redesigned bifurcated control interface to clearly separate
trusted operations from untrusted host-side resource allocation, driven by remote
attestation. This work highlights the importance of clearly defining trust boundaries
and to incorporate remote attestation into containers deployment and management
workflows. The design addresses the challenges associated with pre-deployment
attestation, ensuring that container images and their execution environments are veri-
fied before deployment. This approach aims to prevent unauthorized access and tam-
pering by untrusted infrastructure components. However, the paper does not provide
specific mechanisms or protocols for continuous attestation during the container’s
runtime, which would be necessary to detect and respond to potential compromises
occurring after deployment.

A recent proposal introduces a new IMA-specific Linux namespace [9]. This
approach allows measurement events generated within a specific user namespace to
be stored independently in dedicated measurement lists. This proposal is particularly
beneficial for containerized environments, enabling distinct and isolated integrity
measurement lists for each container instance. However, the introduction of mul-
tiple independent lists presents challenges concerning their linkage with the hard-
ware RoT. In the traditional, single-instance IMA setup, all measurement events are
recorded in a unique measurement list and sequentially extended into a single PCR
value. Consequently, the integrity verification of the measurement list is straightfor-
ward, as the order of PCR extensions precisely matches the ordered measurement list
entries. However, using multiple IMA namespaces, there will be several measure-
ment lists, each one independently extending its events into the same physical PCR
asynchronously. This leads to the impossibility of reconstructing the exact order of
PCR extension: there will be multiple lists, each one ordered, but there is no global
order of the events that happened in the system. Given the order-sensitive nature of
the PCR extension operation, it is necessary to know the exact order of event exten-
sions to allow the integrity verification of the measurement lists. Without a determin-
istic global event ordering, it becomes infeasible to recompute the final PCR value
stored in the TPM, thereby impeding the integrity verification of these namespace-
specific lists against the hardware PCR in the TPM, thus preventing their use for
remote attestation purposes. For this reason, the current design of IMA namespaces
disables PCR extensions, awaiting a viable solution for securely associating these
independent measurement lists with the TPM-based RoT.

The first working solution for container attestation based on IMA namespace is
[38]. It relaxes the security assumptions giving up on linking containers’ lists at the
RoT. Besides it allows the record of container events in an independent way it opens
to attacks. For example, given the nature of a user namespace, it is possible to create
another user namespace inside it. This allows the creation of a new user namespace
inside a container for untracked code execution. The IMA namespace’s lists are
deleted when the related user namespace is closed so the code executed in the created
user namespace will leave no trace.

This overview on container attestation shows that existing solutions address spe-
cific aspects such as privacy, runtime attestation, and secure orchestration, yet none
fully addresses all container attestation challenges comprehensively. Our proposed
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solution builds upon these approaches by providing balanced enhancements in run-
time attestation granularity, privacy preservation, and efficient integration with hard-
ware-based RoT mechanisms.

4 Scenario and Threat Model

Nowadays, various techniques for remote computing are becoming common, enabling
users to carry out computations or store data remotely. This results in a host simul-
taneously running numerous containers assigned to distinct users (Fig. 3). When it
is necessary to attest the execution of the host and the containers, privacy issues
arise. External Verifiers may be authorized to attest the integrity of only a subset of
the Prover’s containers. The Prover is a host with an active container management
service and running containers for remote users. Linux namespaces are used, allow-
ing containers to run independently without interference. We assume that the Prover
is equipped with a TPM, to facilitate Trusted Computing operations. The Prover is
in charge of furnishing the correct amount of information that allows the verification
without excessive disclosure.

We consider both local and remote adversaries. A local adversary interferes in
the connection between the Prover and the Verifier. A remote attacker infects the
Prover with malware to modify files, alter integrity proofs, and disrupt the verifica-
tion process. It is assumed that an adversary can monitor or manipulate compro-
mised sections of the cloud network or storage at will. However, the adversary can
not physically tamper with host resources such as CPU, bus, memory, or TPM. The
TPM is equipped with a certified Endorsement Key (EK), ensuring the authentic-
ity of the TPM hardware. The adversary aims to achieve persistent access to tenant
resources with the intent to steal, disrupt, or deny the tenant’s data and services.
This can be accomplished by altering the code during load-time or manipulating the
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Fig. 3 Container RA scenario
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process at run-time. No run-time memory attacks are considered, similar to other
solutions based on trusted computing [10, 11, 39, 40]. To address those attacks other
countermeasures can be used, such as address space layout randomization [41] and
control flow attestation [42].

The container security raises issues [43] at multiple stages of its deployment.
Starting from the image, it may contain components for which new vulnerabilities
are discovered. In a container environment, the updates must be performed first in the
image files, and then these updated files have to be rebuilt by the container engine.
This requires more time compared to standard computing environments where the
software is updated automatically. This time-consuming operation may lead to obso-
lete containers with known vulnerabilities. We consider the possibility of an attacker
modifying the container image during a pull from a repository to deploy a compro-
mised version. We also account for attacks targeting containerization technology, in
which the attacker alters the communication between the container and the host.

5 Design and Implementation

Our first step is to implement the events’ insertion in the IMA namespace’s list, prop-
erly linking them to the RoT, keeping it generic by following the namespace concept,
not limited to containers. It is important to track the created namespace events, avoid-
ing the creation of new namespaces for untracked code execution. After an event is
registered in a namespace list, a connection to the RoT is necessary to ensure value
integrity and provide reporting capabilities. The number of namespaces on a sys-
tem is undefined, so performing a one-to-one mapping to a PCR is impossible. Our
schema takes advantage of the hierarchical structure of the user namespaces: each
namespace is created by its parent and could create other namespaces. Leveraging
this, we introduced the parent extension which consists of registering an event in the
list and passing it to the parent, who will record it again (in its own list) to ensure that
it has been correctly logged. This process recursively propagates the event up to the
host’s namespace in the case of long parent chains.

All the proposed works are based on kernel modification that aims at changing
the IMA behaviour. We leveraged the IMA templates to add fields for the measured
events to track additional information. All the logic for container verification is
implemented in Keylime [17], a widely adopted RA framework.

5.1 AFirst Attempt to Use IMA Namespace for Measurement

At first, we attempted to use the existing IMA namespace prototype by adding the
missing parts, namely those related to performing measurements. To create a fully-
functional namespace keeping it more generic and not bound to containers. In the
IMA namespace architecture, we inserted a unique identifier to allow the recognition
of the namespace that generated a given event. The first implementation for the mea-
sure rule allows each namespace to extend the physical PCR with its measurement.
Introducing a new IMA template with two additional fields inserted for each event,
one regards the IMA namespace ID of the namespace that generated the event, and
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the other is a counter (Fig. 4). The counter is used to keep track of the physical PCR
extension, in the list of the namespace that generated the event will have value 1.

We applied the concept of parent extension: after the insertion of an event in the
namespace list, its value is sent to the parent recursively up to the host. Each time a
parent extension operation is performed the value of the counter is incremented. All
the parent extension operations have to be atomic, no other events should extend
the PCR in the middle of a parent extension process, in case this happens, the list
will not be verifiable. The host’s list will contain a chronological trace of all system
events, each with the generator’s IMA namespace ID and the number of times that the
given event extended the PCR. The verification process consists of performing stan-
dard verification on the host’s list. The difference stands when an entry coming from
another namespace is encountered, it became necessary to reconstruct all the entries
of the namespace chain. In case the namespaces are still alive, it is possible also to
retrieve those values from their list. The PCR simulation process must include all
the entries regarding a measure, starting from the one with the lower counter value.

This approach allows the verification of a container independently from its state
because event traces in the host’s list are always present. The privacy issues are still
present since it is always necessary to verify the whole host’s list to check the con-
tainer’s integrity. This problem could be addressed by performing partial disclosure
of the host’s list when required by the Verifier. For events not required for verification,
only the hash aggregate value is sent, as it is needed for PCR extension simulation
and list verification. In this way, all omitted entries do not influence the verification
process and no information regarding them is passed to the verifier.

Another problem regarding this solution is that each entry may extend the PCR
multiple times. With an event, each namespace will extend the PCR and pass it to
its parent. Despite this being done to have an integrity guarantee for every entry into
each namespace, it makes the record process longer especially on long parent chains.
Given that a parent extension operation may take the lock for long periods, in the

HOST Namespace < 7. Namespace 2
10 49..1d ima-nsid-cnt sha1:c1..11 /bin/cd 1 1 10 42..3d ima-nsid-cnt sha1:14..84 /bin/id 2 1
10 11..30 ima-nsid-cnt sha1:14..84 /bin/id 2 2 6. 10 b2..14 ima-nsid-cnt sha1:b4..72 /bin/In 4 3J
10 ¢7..73 ima-nsid-cnt sha1:b4..72 /bin/in 4 4
10 ¢2..1d ima-nsid-cnt sha1:1b..19 /bin/ls 1 1 T5.
Namespace 3
7 4. I 10 f4..11 ima-nsid-cnt sha1:b4..72 /bin/In 4 2 J
8. x
TPM 3.
PCR10 Namespace 4
lz——} 10 ff..64 ima-nsid-cnt sha1:b4..72 /bin/In 4 1 J

1.

Fig.4 Counter-based solution extension schema
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case of long chains the waiting times to event record may be variable. To address this
issue we considered only to the host namespace the capability of extending values
in the TPM. In this case, the parent extension concept will just be used to pass the
events and the IMA namespace list will have limited utility. The IMA namespace will
be used only to identify the provenience of a given event and loses the concept of a
stand-alone structure.

This solution has a more generic approach, it aims at event handling not just for
the container’s context. In a container environment, the parent chains are usually
not that long, typically the host creates a namespace for a container and it is rare
that the container creates another one. An optimized solution for containers is neces-
sary, focused on short parent chains. It should limit PCR extensions per event while
ensuring container privacy. Achieving this without storing clear information about
the container’s execution in the host’s list may affect the possibility of verifying the
container’s state in all its states. If the host’s list is missing information, it should be
retrieved from the container’s list. Before a container is closed, its list and data must
be securely stored to prevent their deletion.

5.2 Moving to Privacy Preserving Attestation

The previous approach presents some open challenges regarding the privacy and effi-
ciency of event measurement. We propose a new solution to address these issues by
speeding up event registration and achieving container privacy. This is achieved by
introducing the namespace PCR (nPCR), a software emulation of a PCR, in every
namespace, except for the host. For every measure captured inside a namespace, its
value will be extended in the corresponding nPCR (Fig. 5). This raises the issue of
linking nPCRs to a RoT. The host then extends the physical PCR with the updated
nPCR value. To address this, when an nPCR is modified, its new value is added to the
host’s list with the namespace identifier. The nPCRs values are stored at kernel level

container host
Event
1. L IMA namespace #1

IMA namespace #2
measurement list

rEEETETREnR e 3. a2b3..a136 ... bin/bash
7.35b2 ... 1763..2371 #2
f4b3..51d ... bin/cat J 0487..3%b 63.2371#

A\

4. |extend
2. |extend v

nPCR | ™

Fig. 5 Measurement process with nPCR extension before PCR10 extension
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independently for each IMA namespace. The integrity of the nPCR values is guaran-
teed by the extension inside the physical PCR. The nPCR value can be retrieved, for
attestation purposes, together with the other IMA namespaces information. Further-
more, the physical PCR value gives information regarding the nPCR values.
The procedure for nPCR and hardware PCR extension, where e is the new event
captured and id is the IMA namespace ID of the event generator:
list_append(namespace_list, e)
nPCR[new] = PCR_Ext(nPCR[old], HASH(e))
list_append(host_list, nPCR[new] || id)
PCR10 = PCR_Ext (PCR10, nPCR[new] || id)

This keeps a chronological trace of all the events that occurred in a namespace,
allowing its verification. With this, the values regarding a container are not in clear,
but presented as aggregate values, obtaining the container’s privacy. Containers usu-
ally have only one user namespace, so in this scenario, the “parent chains” are only
of length two. So, the parent extension is limited in recording in the host. If other
namespaces are created inside a container, they will have the same container ID and
can be identified when analyzing the container’s information. The insertion in the
host’s list is performed leveraging a new IMA template called ima-nsdig-nsid
that contains the nPCR value and the namespace’s identifier that owns it. For all other
entries, each namespace can use any standard IMA template for the list, without forc-
ing the usage of a custom one.

Since every namespace has its policies, it became necessary to set them correctly,
too permissive policies will not record potentially important events. However, strict
policies will record unnecessary events, fill the list with unnecessary measures, and
slow down the system. Allowing each namespace to modify its policies can pose
security risks, as a compromised namespace could alter its policy to evade malware
detection. Therefore, in this implementation, we implemented policy configuration
in different ways. One option is to set common namespace policies during kernel
compilation, which would apply uniformly across all containers. Another approach
is to specify the policies at the time of container creation. A third option is to compile
the kernel to allow runtime modifications of the IMA namespace policy, but this is
less secure and should only be used for testing. The first method is the most secure,
though it offers less flexibility for customization.

IMA uses a hash table to prevent multiple insertions when the same file is accessed
repeatedly. With this IMA can reduce the dimension of the list, when the same file is
re-accessed, it won’t be inserted again in the list. In a container, all files are measured
behaving like a normal system. So, the same file accessed in two containers will be
measured twice, appearing in two lists and extending twice the host’s list with the
nPCR values. This will lead to larger kernel memory occupation and multiple physi-
cal PCR extensions. It is also possible that a compromised container starts generating
files and measures them trying to flood the host’s list by leveraging the nPCR save.
This can be avoided through periodic attestation to detect anomalies promptly.

This solution ensures container privacy by not storing any execution information
in clear. Due to the container’s nature, when it is closed, all associated namespaces
data, including the IMA namespace list, are deleted. Without saving these lists, mali-
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cious code could be executed inside the container before it is closed. In such cases, a
gap exists between the last attestation and the container’s closure, leaving room for
untracked code execution. Therefore, it is important to save a container’s list upon
closure to allow for verification even afterward. A solution is to monitor the con-
tainer status and save its list upon closure on the user side, avoiding excessive kernel
memory usage. Storing the lists on the kernel side would take up too much memory.
While it offers better security, it requires a method to reduce list size and limit kernel
memory usage.

A key step in verifying the host is mapping the IMA namespace ID to the container
ID, done using the Linux Proc filesystem [44]. This virtual filesystem allows the com-
munication of information related to the processes to the user level. Each container
has a main process, and its Process ID (PID) can be retrieved from the container’s
information. We added an entry to the proc filesystem for the IMA namespace ID in
the process information. With this information the listing of the /proc/<pid>/ns
directory is:

lrwxrwxrwx [..] cgroup -> ’cgroup: [40..35]"’
lrwxrwxrwx [..] ipc -> ’ipc:[40..39]°

lrwxrwxrwx [..] user -> ’user:[40..37]’
lrwxrwxrwx [..] uts -> ’uts:[40..38]°
lrwxrwxrwx [..] ima_ns -> ’ima_ns:[15]°

This allows obtaining the IMA namespace information starting from the contain-
er’s main process.

This solution requires a modified verification schema compared to standard IMA
(Fig. 6). First, it is necessary to verify the integrity of the host’s list. The list is veri-
fied by recalculating the hash value regarding each entry and simulating the extension
in a PCR. At the end of this process, the simulated PCR value is compared with the
one stored in the TPM. This is done to guarantee the integrity of the nPCRs values
stored on it and to have information about the container’s dependencies in the host.

Host
f4b3..f51d ... bin/cat
dea4..c423 32ca..7511 2 retrieve last )
c15d..11cd_121d..5b76 2 NPCR value container nPCR
c487..35b2 1763..2371 2| > 1763.2371
4
Container 3. compare values
- 2. extend
531a..151f ... bin/echo | simulated nPCR T
c561..f2bb ... bin/ls >
| —
a46b..8f5a ... bin/ps > 1763..2371
p

Fig. 6 nPCR verification Schema
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After these checks, a similar operation is performed on the container’s list to obtain
the simulated nPCR value. This value is compared with the last entry in the host’s
list that shares the container’s IMA namespace ID. If they match, the container’s list
hasn’t been modified and can be compared with reference values.

Importantly, no sensible information for other containers is disclosed in the ver-
ification process. However, due to the container’s nature, it’s possible to infer its
type based on the nPCR value, as common images access the same files on startup.
For example, a database container, when started to initialise, always executes the
same commands; the only difference is the configuration files. The host’s list pro-
vides information on the number of containers running and their activity, indicating
whether a container is recording events.

The verification process is implemented by modifying the Keylime [17] archi-
tecture. Keylime emerges as a predominant framework for RA; it employs a simple
architecture to enable crucial functionalities [45]. The framework comprises four pri-
mary entities: Agent, Verifier, Registrar, and Tenant. The Agent, located within the
host, gathers integrity data, including information from the TPM, and generates a
quote for the Verifier. The Verifier can request data from the Agent and conduct veri-
fications to confirm its trustworthiness. The Registrar’s primary role involves record-
ing new entities and assigning them an identity, keys, and certificates for verification.
The Tenant serves as a comprehensive platform for agent management, facilitating
tasks like adding or removing agents from attestation (Fig .7). Keylime natively sup-
ports static and dynamic RA and can handle scenarios with multiple verifiers. How-
ever, it is designed to handle only physical hosts and does not support attestation for
virtual entities such as containers.
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|4 b unwrap Ji il A
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Identity K,
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Fig. 7 Keylime architecture. (source: [17])
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The Keylime Agent has been modified to furnish information regarding container
integrity proofs and associated data for verification. The modified Agent also con-
tains the logic for the mapping between container ID and IMA namespace ID. The
agent’s response will contain the TPM quote, the host’s list, the containers’ list, and
the IMA namespace ID related to the container under verification. The Verifier fol-
lows a new verification schema. First, it checks the host’s list to gather information
on nPCR values and container dependencies. Then, it verifies the container’s list
using the nPCR value from the host’s list.

6 Security Analysis

In an RA scenario, the adversary aims to compromise a device’s firmware and/or con-
figuration data without detection by the Verifier. Therefore, an attestation protocol is
secure if a polynomial-time attacker cannot deceive the Verifier into accepting a fake
attestation as legitimate. This can be prevented using strong cryptographic signature
algorithms and a True Random Number Generator (TRNG) to avoid forgery and
replay of attestation responses.

The proposed solution enables independent container attestation without reveal-
ing information about other containers, allowing tamper detection at deployment and
runtime. All the containerization dependencies are attested when verifying the host
list ensuring the correct execution of the containers. The link of each container’s list
to the RoT ensures that a compromised host cannot modify events in the list without
being detected. Storing only an aggregated value of a container’s list on the host
preserves container privacy and enables attestation of a subset of containers without
revealing information about the others.

Using this solution, it is possible to detect unauthorized binary execution in a con-
tainer. Upon execution, it will be recorded in the container’s list:

10 7061825[...]134766e ima-ng sha256:a3e7alb[...]18f49b96 /bin/ls

10 d06c82c[...]90ealc ima-ng sha256:b4c8a9d[...]f7ac9e8 /usr/bin/bash

10 e4b2925[...]1c9ac78 ima-ng sha256:c9f0b8al...Ib6f9cde /usr/lib/libc.so.6

10 6c23d7el...]Jac89ab ima-ng sha256:d3e8a4f[...]6a8b756 /sbin/init
10 3a1c86bl[...]4789cf ima-ng sha256:e4fOblal...]c8b9%e8d /tmp/malicious_virus

And extended in the parent’s list:

10 £f5a37bc[...]12e49c ima-nsdig-nsid beadf00d[...]dealf4ce70fe 2

This allows an external verifier to detect this unauthorized execution because the
recorded file is not expected or contained in the whitelist.
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Fig. 8 Delay in measuring an event

7 Experimental Results and Analysis

This section describes the tests conducted with the Keylime [17] framework, prop-
erly modified' to support container attestation. Performance tests measure the time
delays and resource usage during attestation and event registration. The tests were
performed on a physical node with Ubuntu 22.04 LTS, equipped with an Intel i5-5300
processor clocked at 2.30 GHz, four cores, eight threads, 16 GB of RAM, and a
TPM 2.0 chip. This node has a patched version of the 6.0 Linux Kernel. The patch is
the integration cost required to add to the kernel the logic for the implementation of
the two solutions. The modified kernel version has the same performance as the nor-
mal one when conducting operations not related to container attestation. These tests
involve running varying numbers of containers on the same machine, each container
performing identical operations. This scenario quantifies the measurement time for
events and analyzes the waiting times on the common lock.

The container images used in our experiments are based on Ubuntu and specifi-
cally modified to continuously generate files, thereby creating a stress scenario aimed
at evaluating the performance and scalability of the measurement recording system.
In typical scenarios, we expect less strain on the measurement infrastructure because
containers typically perform the majority of their measurements shortly after boot-
ing, subsequently reducing measurement frequency. Therefore, our experimental
scenario represents a worst-case situation, yet the observed time increases linearly
with only a modest slope. The measurement time grows with the number of contain-
ers (Fig. 8), primarily due to the higher concurrency in lock acquisition. The nPCR
solution is slightly faster due to the single physical PCR extension. Considering that

Uhttps:/github.com/torsec/keylime-ima-ns.
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Fig.9 a CPU usage and b RAM usage by the attestation process

parent chains in container contexts are typically short, the parent extension process
does not significantly prolong lock holding times.

The graph in Fig. 9a reports the CPU usage for the attestation process. All measures
are averaged over multiple attestation processes conducted on machines running for
ten minutes to ensure meaningful results. The CPU usage remains low, increasing
with the number of containers due to the necessity of analyzing longer lists. Keylime
efficiently tracks the verified portion of the list, so only the new entries are sent for
attestation (delta verification). Without this feature, the verification process would
consume more resources as event lists grow. The counter solution” requires simulat-
ing more entries as the number of containers grows, while the nPCR solution® reduces
CPU usage by verifying two lists and eliminating the need for entry simulation.

The graph in Fig. 9b reports the RAM usage during the attestation process. Simi-
lar to the CPU usage experiments, all the measurements reported represent aver-
ages computed from multiple attestation processes, each conducted over a ten-minute
interval. As illustrated, the counter-based solution exhibits slightly better perfor-
mance in terms of RAM consumption compared to the nPCR-based approach. This
difference can be attributed to the additional overhead incurred by the nPCR method,
where the IMA measurement list associated with the host namespace includes mixed
entries: specifically, entries of type ima-nsdig-nsid, corresponding to container
namespaces, and entries of type ima-ng, corresponding to the host namespace.
Consequently, the verifier must allocate and maintain separate data structures to
accurately interpret and process these two distinct IMA templates.

The tests regarding the attestation time (Fig. 10) compare the results of the coun-
ter and nPCR approaches with the TORSEC solution [13]. For all the solutions the
reported values are averages from multiple attestation runs. As expected, Keylime’s
delta verification feature significantly reduces attestation time by limiting the data
transmitted and verified to newly added log entries. Disabling delta verification
would result in longer attestation times, as each request would re-verify the complete
event log.

2 https://github.com/torsec/linux-ima-namespaces/tree/v6.0-rc7%2Bimans.v15.v1.

3 https://github.com/torsec/linux-ima-namespaces/tree/nPCR.
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Fig. 10 Verification time comparisons

The time-consuming TPM quote generation step is omitted from the graph as it is
common to all solutions. Lasting over one second, it depends on the TPM implemen-
tation, and can only be reduced by changing the TPM device. The TORSEC solution®
employs a verification approach similar to standard IMA, resulting in relatively lower
verification times. The overhead time in the nPCR solution arises from verifying two
lists, though this overhead is negligible compared to TPM quote generation time. To
reduce the total attestation time, the efforts should thus focus on developing a TPM
with faster quote generation.

Summarising, the nPCR-based solution is more efficient in terms of resources
used and computational time. Given the significant bottleneck imposed by TPM
operations, a solution that minimises interactions with TPM hardware significantly
enhances overall efficiency. Consequently, the nPCR solution is more applicable
and adoptable in containerized environments. The counter solution remains an inter-
esting alternative approach and it could find applications in the future for securing
namespaces with long parent chains.

8 Conclusion and Future Work

This paper presents a viable approach for container integrity verification. Our pro-
posal, based on the IMA namespace, effectively allows privacy-preserving container
attestation, safeguarding containers from unnecessary information disclosure. In a
multi-tenant environment, it is essential that a Verifier can access information only
for containers belonging to the related tenant. The proposed solution can trace all the
events of both the host and the hosted containers, saving them in separate lists. The

*https://github.com/torsec/ima-template-docker-patch.
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solution was tested using a modified version of Keylime to support container attes-
tation. The tests performed demonstrated the solution’s functionality, and its great
performance and scalability.

A possible future work is the creation of an independent RoT for each container,
by decoupling the container list from the host. The container lists currently depend on
the host list for verification, but an enhancement could be to make them independent
from the host one.

Another barrier to overcome is the currently available hardware RoT, which is
slow and has limited secure storage. Since containers are dynamic, the hardware RoT
must adapt and provide more flexibility for handling a variable number of containers.

Another possible future improvement could focus on reducing the size of the host’s
list. The current approach saves the list at the user level to avoid using too much ker-
nel memory. Other options could be explored by storing entries in different locations.
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