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Smart contract development remains almost inaccessible to non-experts developers despite the growing adoption
of blockchain technology across industries. This paper evaluates the potential of Large Language Models (LLMs)
for automated smart contract generation from legal agreements. The work systematically assesses the capabili-
ties of four leading commercial LLMs — gpt-4-turbo (OpenAl), claude-3.5-sonnet (Anthropic), mistral-large
(MistralAl), and gemini-1.5-pro (Google) — across a diverse range of legal agreements with varying complex-
ity. The evaluation framework consists of a in-depth evaluation of structured code patterns — typical to smart
contracts — to provide nuanced insights into model performances. The results reveal a performance hierarchy
with claude-3.5-sonnet and gpt-4-turbo consistently outperforming mistral-large and gemini-1.5-pro,
particularly when handling complex agreements such as mortgage note agreement and property sales agree-
ment. A nonlinear relationship has been observed between contract complexity and model performance, with
even top-performing models showing significant degradation when processing intricate legal structures. Although
achieving syntactic correctness has become increasingly feasible, ensuring functional completeness and security
remains challenging, as evidenced by high-impact vulnerabilities detected across all generated smart contracts.
This work contributes to the growing discourse on LLM applications in blockchain technology by providing em-
pirical evidence of current capabilities and limitations, establishing a robust foundation for future research in

Al-assisted smart contract development.

1. Introduction

The convergence of blockchain technology and artificial intelligence,
particularly Large Language Models (LLMs), has emerged as a promis-
ing frontier in the domain of smart contract development. As blockchain
technology continues to revolutionize various sectors with its core prop-
erties, such as transparency, immutability, and reliability, the complex-
ity of SC development remains a considerable obstacle for those with-
out expertise in this field. Large Language Models have been tested in a
wide range of applications such as medical (Healey et al., 2025; Trager
et al., 2025), finance (Li et al., 2023; Liu et al., 2024), and computer sci-
ence (Husein et al., 2025; Zubair et al., 2025). However, despite their
widespread adoption and promising results in these domains, there re-
mains a significant debate in the scientific community about whether
the current enthusiasm around LLMs represents a technological hype
cycle or a genuine paradigm shift. This is particularly evident in soft-
ware development, where LLMs have shown impressive capabilities in
code completion and bug fixing tasks (Husein et al., 2025). Although
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some developers report substantial productivity gains when using LLM-
powered tools for routine coding tasks, others argue that the limitations
of the model, code quality, and secure software development make them
better suited as assistive tools rather than replacements for human pro-
grammers (Espinha Gasiba et al., 2024). The question of whether LLMs
can truly revolutionize labor-intensive tasks like programming remains
open, with empirical evidence still emerging about their real-world im-
pact on developer productivity and code quality. Therefore, there is a
pressing need to systematically evaluate LLMs’ capabilities in coding
tasks, particularly in domains where code reliability and security are
paramount, such as smart contract development, where even minor vul-
nerabilities can lead to significant financial losses or security breaches.

With this objective, this paper starts from the findings of Napoli
et al. (2024) and presents an extended and comprehensive study of au-
tomatic smart contract generation using state-of-the-art LLMs. In partic-
ular, this paper includes a broader range of legal agreements and eval-
uates the performance of four leading commercial LLM models: GPT-4-
Turbo by OpenAl, claude-3.5-sonnet by Anthropic, mistral-large
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by MistralAl, gemini-pro by Google. This comparative analysis aims to
provide deeper insight into the capabilities and limitations of different
LLM architectures in the context of smart contract creation.

This research contributes to the growing body of knowledge at the
intersection of blockchain and Al in several key ways.

1. It offers a comparative analysis of smart contract generation capabili-
ties in multiple leading LLMs, providing information on their relative
strengths and weaknesses.

2. It presents an enhanced evaluation framework that combines auto-
mated metrics with manual code pattern analysis, offering a more
comprehensive assessment of generated smart contracts.

3. It explores the potential of LLMs to bridge the knowledge gap for
non-experts in blockchain technology, potentially democratizing ac-
cess to smart contract development.

4. It investigates the ability of LLMs to accurately translate complex le-
gal agreements into functional smart contracts, addressing a critical
need in the blockchain ecosystem.

This paper aims to provide a more robust and practical foundation for
the development of tools that can assist in the automatic generation of
smart contracts. This research not only advances the state-of-the-art in
Al-assisted smart contract creation, but also contributes to the broader
goal of making blockchain technology more accessible and user-friendly
for a wider audience.

The remainder of the paper is organized as follows. Section 2 re-
views related works on smart contract generation, covering the main ap-
proaches which are template-based, model-driven, visual-oriented, and
LLM-based. Section 3 details the proposed pipeline, the methodology
followed, and the evaluation metrics used to assess the quality of the

Table 1
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generated smart contracts. Section 4 presents a discussion of the results.
Section 5 concludes the paper by summarizing key findings and outlin-
ing potential directions for future research.

2. Related work

In recent years, blockchain technology has received increasing in-
terest from the scientific community. This emerging technology has
attracted significant attention (Luu et al., 2016) due to its potential
to transform numerous domains, including medicine, finance, social
good, copyright, supply chain management and the legal sector. The
latter could greatly benefit from the smart contract technology, which
makes possible the automatization of legal clauses, including finan-
cial and ownership terms. In response, researchers and practitioners
have devoted considerable effort to the creation of methodologies for
the automatic and semi-automatic generation of smart contracts. The
most widely used methodologies are template-based (TA), model-driven
(MDA), and visual-oriented (VOA) approaches (Dixit et al., 2022). Since
the release of the first commercial Large Language Model, by OpenAl,
in 2022, the paradigm of smart contract generation, among others, has
undergone a dramatic transformation. Using LLMs, smart contracts can
now be developed simply by describing its business logic in natural
language, eliminating the need for additional technical knowledge or
expertise. Because of its ease of use, smart contract generation using
LLMs (Large Language Models Approach, LLMA) has the potential to
revolutionize the smart contract development paradigms used to date,
perhaps making them obsolete. The relevant state-of-the-art works are
summarized in Table 1 which presents the approaches used among the
aforementioned ones (TA, MDA, VDA and LLMA) and the programming

Landscape of smart contract generation approaches: template-based (TA), model-driven (MDA), visual-oriented (VOA), and LLM-based (LLMA). A checkmark (v)

indicates implementation, while (X) denotes absence.

Work Methodology  Publicly Available  Programming Language Use Case Vulnerability Assessment
Hao et al. (2023) TA X Python Basic functions Interfaces SmartCheck Tikhomirov
Libraries et al. (2018)
Fang et al. (2023) TA v Python, JavaScript Agreement Contract Credit SmartCheck Tikhomirov
Contract Employment Contract et al. (2018) Securify
Indenture Contract Joint Filling Tsankov et al. (2018)
Contract Plan of Merge
Agreement Registration Right
Agreement Security Purchase
Agreement Trust agreement
Underwritten Agreement
Zhao et al. (2023) TA v Solidity Maritime Transport X
Tsai et al. (2019) MDA X Timed Automata Real-estate Purchase UPPAAL!
Jurgelaitis et al. (2023) MDA v UML, Go, Solidity Hackatlon certification issuance HFCCT Li et al. (2022)
Slither Feist et al. (2019)
Kopke et al. (2023) MDA v JavaScript Road misconstruction claims X
Tsiounis and Kontogiannis (2023) = MDA X Domain Specific Language ~ E-Commerce X
Franz et al. (2019) VOA X JavaScript X X
Mao et al. (2019) VOA X Python, JavaScript fundamental function codes X
including transfer functions
ERC20 standard interface codes
SafeMath basic contract codes
Shen et al. (2023) VOA v JavaScript Voting and Election Contract Slither Feist et al. (2019)
Voting Result Notification
Contract Crowfunding Contract
Supply Chain Contract Buy and
Selling Contract
Trestioreanu et al. (2023) VOA v JavaScript X X
Qasse et al. (2023) LLMA v Java Digital certificate, Medical iContractML verifier
records
Petrovi¢ and Al-Azzoni (2023) LLMA X Python Grade system Vehicle auction X
Our LLMA v Python Rental Agreement Property Sale Slither Feist et al. (2019)

Agreement Mortgage Note
Agreement Equipment Rental
Agreement Compensation
Agreement Cleaning Service
Agreement
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language used to develop the proposed tool. It also indicates whether
the approach includes a vulnerability assessment and presents a case
study.

In this Section, relevant approaches of the above-mentioned auto-
matic smart contract methodologies will be discussed, highlighting ad-
vantages and limitations of each approach.’

2.1. Template-based approach

The template-based approach to smart contract generation has
been the most widely utilized method for this purpose. The template-
based approach represents a strategic methodology for creating smart
contracts and legally binding contracts by utilizing pre-designed
frameworks and standardized formats. By providing a structured foun-
dation that can be easily customized, these templates significantly re-
duce the time and effort traditionally associated with document cre-
ation, allowing more efficient and precise contract drafting processes.
Famous commercial systems such as The AccordProject,”> CommonAc-
cord,® OpenLaw,* implement Richardian contracts. Proposed by Grigg
(Grigg, 2004), the Ricardian contract represents an innovative approach
to digitizing legal agreements by transforming them into cryptograph-
ically verifiable digital documents. This technology enables the cre-
ation of agreements that are simultaneously comprehensible to non-
legal professionals through human-readable text and securely stored
on blockchain, facilitated by processes of hashing and digital signing.
However, these solutions do not qualify as smart contracts in the strict
sense, as they are essentially document templates with fillable fields
that, once completed, can be cryptographically signed and stored on the
blockchain. Unlike smart contracts, they do not operate as executable
scripts running on the blockchain.

Hao et al. (2023) state that the main reason for security problems
in smart contracts is unnormalized code due to coding processes that
are often complex. In order to mitigate this issue, the authors propose
a method for the generation of smart contract’s templates based on the
Long Short-Term Memory Recurrent Neural Network (LSTM-RNN) to
simplify the coding process. After a preliminary phase of smart contract
crawling on Etherscan, a pre-processing phase in which the most ap-
propriate and secure smart contracts are selected, the neural network
is trained. The authors tested the tool on the generation of three types
of base code: basic method code (e.g. transfer, approve, transferFrom),
standard interface code (such as the ERC20 token standard) and basic
contract code (such as SafeMath Contract Library and StandardToken
Contract Template). The effectiveness of the model is evaluated by
comparing vulnerabilities in smart contracts developed by students,
both with and without the tool’s assistance. Although 95.48 % of the
smart contracts developed without using the generated templates con-
tained vulnerabilities, this number decreased to 83.73 % when students
used the tool. Fang et al. (2023) introduce iSyn, a semi-automatic
tool designed to generate smart contracts from legal agreements. The
tool employs a technology stack consisting of Node.js, Solidity, and
Natural Language Processing (NLP). It has been tested on various le-
gal agreements, including employment agreements, security purchase
agreements, stock purchase agreements, registration rights agreements,
and plan and merger agreements. iSyn leverages NLP to extract in-
formation from legal agreements. However, it requires manual selec-
tion of relevant data to construct the intermediate representation pro-
posed by the authors. Additionally, iSyn generates a series of tests that
the resulting smart contract must pass. While iSyn achieves commend-
able results, its template-based design does impose certain limitations.
For example, the tool’s modeling capabilities are restricted to specific
actions such as payments, purchases, file uploads, and time-limited

! https://uppaal.org/

2 https://accordproject.org/

3 http://www.commonaccord.org/
4 https://www.openlaw.io/
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activities. However, it does not account for elements such as late fees,
deposits, and price variations, which may be specified in legal agree-
ments. These limitations underscore the challenges involved in adapting
such tools for the complete generation of smart contracts. With regard
to the supply chain, Zhao et al. (2023) developed MariSmart, a frame-
work for maritime transportation based on Solidity templates, which has
been released to the public. In MariSmart, the business logic is based on
real-world practices and then translated into a set of Solidity templates
that model the shipment and stakeholders’ actions. As the solution is
template-based, it can be customized with respect to parameters, activ-
ities, and workflows.

The above overview of recent work highlights that template-based
smart contract generation simplifies development by reducing techni-
cal complexity, enhancing coding speed, and promoting code standard-
ization. It also enhances security by using templates with fewer vul-
nerabilities and encourages code reuse, streamlining development for
various business scenarios. However, while this approach may limit
the flexibility of modifying a smart contract template when requesting
new features, excessive customization could compromise its security and
reusability advantages.

2.2. Model-driven approach

The model-driven approach (MDA), akin to the template-based ap-
proach, has been employed for the development of smart contracts. This
methodology prioritizes abstract representations of the knowledge and
activities specific to a given application domain, rather than focusing
on computing concepts. Using strict models and transformation rules,
the MDA facilitates the automation of the generation process. In this
methodology, sources are assigned to targets through templates, result-
ing in the creation of a formal model that produces the final smart con-
tract. Furthermore, MDA supports rapid, interactive development and
promotes human-friendly communication.

In the literature, MDA-based generation of smart contracts has been
investigated in several works. Tsai et al. (2019) introduce Beagle,
a model-driven framework designed for smart contract development
within the legal domain. Rather than replacing legal agreements, Beagle
aims to partially automate the execution of legal contracts to generate
legal evidence. The framework is structured into five distinct stages:
template production, formal model and code development, execution,
verification and validation, and runtime monitoring. The main stages
are performed using UPPAAL,” an integrated tool environment for mod-
eling, validation, and verification of real-time systems modeled as net-
works of timed automata, extended with data types. Kopke et al. (2023)
propose SecBPMN2BC, a model-driven approach to design secure busi-
ness processes that can be deployed as smart contracts on blockchains.
The method extends BPMN 2.0 (Scheruhn et al., 2015) with security-
specific annotations, includes algorithms to identify and resolve con-
flicts among security requirements, and provides a structured work-
flow to guide the design and implementation process. The approach
was validated using a real-world use case involving road misconstruc-
tion claims, where processes such as claim reporting, urgency assess-
ment, and resolution planning were modeled and implemented. The
method demonstrated its ability to integrate security-by-design prin-
ciples into smart contract development while leveraging blockchain
features like transparency and immutability. Finally, Jurgelaitis et al.
(2023) present MDAsmartSC, a model-driven methodology designed to
streamline smart contract development. This approach employs model-
to-model and model-to-text transformations to produce smart contract
code in Go (for Hyperledger Fabric) and Solidity (for EVM-compatible
blockchains, such as Ethereum). Tsiounis and Kontogiannis (Tsiou-
nis & Kontogiannis, 2023) present a model-driven approach aimed at
automating the development of smart contract systems. It employs

5 https://uppaal.org/
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extended goal models to represent stakeholder objectives, dependen-
cies, and policies, which are then translated into Solidity smart contract
skeletons. This transformation is facilitated by a custom domain-specific
language (DSL) that formalizes these models and ensures that the gen-
erated code adheres to the specifications. The method was tested using
an e-commerce use case, where the process involved tasks such as login,
order creation, and payment, governed by conditions and policies such
as authentication and payment validation. The generated smart con-
tracts were deployed on Ethereum, demonstrating the model’s ability
to enforce workflows and ensure compliance with defined requirements
while handling failures using automated rollback mechanisms.

As highlighted in the above work, the Model-Driven approach simpli-
fies smart contract development by enabling domain experts to visually
design, reducing errors, and supporting code reuse across platforms like
Ethereum and Hyperledger Fabric. However, challenges include limited
expressiveness for advanced features, the reliance on custom tools, the
significant time investment required to learn how to use the selected tool
to model business logic, and the need for rigorous validation to ensure
security and reliability. Further advancements in tools and methodolo-
gies are essential to fully harness MDA’s potential.

2.3. Visual oriented approach

Visual oriented approach (VOA) is commonly used by individuals
with moderate programming skills to generate code through graphical
representations. Users typically start by visually selecting data and pro-
cesses to include in the program, and then utilize program tables, tab-
ular representation used to define programming logic and workflow, to
produce the target code. A popular framework for creating such visual
solutions is Google’s Blockly,® an open source library that allows the de-
velopment of web-based visual programming editors. Blockly provides
user-friendly drag-and-drop building blocks, making it easier to con-
struct programs. In the context of VOA, Franz et al. (2019) introduce a
smart contract generator with a wizard-style interface that collects small
pieces of information step by step, thus minimizing user overwhelm by
avoiding the display of all input fields at once. The generated source
files are processed by Solidity compilers to produce the corresponding
binaries. However, a significant limitation of this model is the lack of
an integrated smart contract deployment process within the generator
environment. The prototype is built using Node.js, and future devel-
opments may include the integration of a Truffle environment, enabling
the compilation and deployment of smart contracts on a blockchain. The
Char-RNN model, proposed by Mao et al. (2019), presents an interactive
approach to smart contract design aimed at non-programmers. The sys-
tem uses Ethereum blockchain explorers, such as Etherscan and Ether-
chain, to crawl smart contract program datasets. Implemented in Python
with the PyQuery library, this crawler extracts domain-specific charac-
teristics using the Term Frequency-Inverse Document Frequency (TF-
IDF) and K-means+ + clustering algorithms (Xu et al., 2014). Within
this framework, the Char-RNN model learns these features to generate
unified fundamental function codes, including transfer functions, ERC20
standard interface codes, and SafeMath basic contract codes. These func-
tion codes are then integrated into Google’s Blockly interactive UI con-
trols, allowing users to design and save customized smart contracts.
Shen et al. (2023) propose a framework that derives the basic func-
tions of smart contracts from a code configuration library, based on a
BPMN model. Despite efforts to streamline the development process for
smart contracts across various skill levels, human intervention remains
essential. This includes tasks such as understanding the proposed syntax
and rules, making necessary function modifications, and adding clauses
that are beyond the system’s translation capabilities. Trestioreanu et al.
(2023) present Blockly2Hook, a tool designed to simplify smart con-
tract development for non-experts by leveraging established teaching

6 https://developers.google.com/blockly
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methodologies, such as Blockly. The tool’s effectiveness is demonstrated
through a use case involving the XRP Ledger smart contract. However,
a key limitation of Blockly2Hook is its lack of a vulnerability checking
mechanism for the developed smart contracts.

The overview of the work just provided underscores how a visual
approach to smart contract development makes it more accessible by
replacing traditional code with intuitive visual blocks. This enables non-
programmers to participate in the coding process and reduces syntax
errors. However, this approach has limitations, including reduced ex-
pressiveness for complex tasks, scalability issues for larger projects, and
reliance on external libraries that may introduce security risks. Although
this approach simplifies development, rigorous testing and verification
are still essential to ensure the reliability and security of the contracts.

2.4. Large language model approach

The Large Language Model Approach (LLMA) is the most recent
method of generating smart contracts. Despite the limited existing re-
search, it is emerging as the most promising method due to its versa-
tility and user-friendliness. Users can interact with the LLMA, dynami-
cally adding features and shaping the smart contract as required. This
approach is particularly accessible to non-programmers, enabling those
without advanced programming skills to obtain a decent smart contract.
However, the absence of programming expertise makes it essential to
thoroughly double-check the correctness of the generated contract and
assess potential vulnerabilities. Qasse et al. (2023) propose a chatbot-
driven approach to automatically generating smart contract source code.
The chatbot interacts with users to gather critical information and pop-
ulate an iContractML instance (Hamdaqa et al., 2022). This instance
is subsequently used to generate the smart contract. However, this ap-
proach’s DSL requires users to familiarise themselves with its terminol-
ogy. For example, while iContractML refers to the members of a smart
contract as “participants”, users may prefer alternative terms such as
“role”, “struct” or “party”, depending on their background and pref-
erences. Petrovi¢ and Al-Azzoni (Petrovi¢ & Al-Azzoni, 2023) leverage
OpenATI’s ChatGPT to automate smart contract generation. Their frame-
work uses iContractML as a meta-model to define the contract’s business
logic. A model-to-text transformation then converts the iContractML in-
stance into a prompt that is inputted into ChatGPT. This approach allows
the prompt to be customised, enabling the specification of the target
Solidity version or alternative languages such as the Digital Asset Mod-
elling Language (DAML) (Kfir & Fournier, 2019) for contract generation.
Although manual verification ensures that the generated smart contracts
are compilable, no dedicated tools are used for security verification. The
work described in Napoli et al. (2024) presents a preliminary evaluation
of smart contract generation using ChatGPT. The implemented pipeline
begins with a legal agreement, uses ChatGPT to generate a correspond-
ing smart contract and then assesses its vulnerabilities using Slither. The
proposed solution was tested using a rental agreement case study due to
its balanced complexity and alignment with fundamental registry pur-
poses for which blockchain is commonly utilised. However, the authors
only consider a simple legal agreement — a rental contract — and analyse
the generated smart contracts of just one large language model, with-
out comparing the results with those obtained using potential alterna-
tives. Baralla et al. (2024) evaluate GitHub Copilot’s effectiveness in
Solidity smart contract development, focusing on its ability to generate
code, detect vulnerabilities, fix bugs, and create unit tests. Their find-
ings show that Copilot is effective at generating basic token contracts
(ERC20, ERC721 and ERC1155) while adhering to Ethereum standards
and reliably verifying contract initialisation. However, Copilot struggles
with complex logic, advanced security patterns and comprehensive error
handling. It often requires iterative prompts to address vulnerabilities
such as reentrancy and denial-of-service attacks. While Copilot shows
promise in automating certain aspects of blockchain development, its
limitations in producing secure and fully functional code, especially for
intricate use cases, underscore the necessity of human oversight. The
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1. Property Sale Agreement

2. Mortgage Note Agreement

3. Equipment Rental Agreement
4. Compensation Agreement

5. Cleaning Service Agreement

Context
Objective
Style
Tone
Audience
Response

Claude
Gemini
GPT-4-turbo
Mistral

.solfiles

Slither static
analyzer

Manual
analysis

Fig. 1. Proposed pipeline.

study emphasises Copilot’s utility for basic tasks, while also highlight-
ing its challenges in ensuring robust and secure smart contracts.

While Large Language Models (LLMs) have demonstrated potential
in the domain of smart contract generation, they are currently depen-
dent on substantial human oversight and lack the reliability required for
utilization as autonomous code generation tools, particularly in complex
contractual scenarios that necessitate intricate logical and security con-
siderations.

The present work constitutes a pioneering exploration in the utiliza-
tion of Large Language Models for the generation of smart contracts
directly from legal agreements, a novel approach that is not yet doc-
umented in the extant literature. It is acknowledged that the present
research is in its infancy; however, it is believed to be the first study
to systematically assess and compare the performance of LLMs across
a range of types of legal agreement. This extends the scope of existing
studies that have primarily focused on isolated contract generation or a
single LLM. This research provides a foundational framework for future
investigations into automated smart contract development, highlight-
ing both the potential and current limitations of LLM-driven contract
translation methodologies.

3. Methodology

This work extends the preliminary evaluation performed in Napoli
et al. (2024), to include a thorough comparison of several LLMs, ex-
ploited for the creation of smart contracts starting from contracts be-
longing to different domains. Hence, in this work we compare LLMs
provided by OpenAl, Mistral, Anthropic, and Google. These correspond
to the respective models: gpt-4-turbo (GPT-4-Turbo), mistral-large-
latest (Mistral), claude-3-5- sonnet-latest (Claude), and gemini-
1.5-pro (Gemini), while retaining support for the OpenAI model.

For the comparison, we exploited the pipeline reported in Fig. 1,
which operates through a structured sequence of five steps: (1) the user
initiates the translation of the natural language document into a smart
contract, (2) the pipeline formulates 17 distinct prompts based on the
CO-STAR framework, incorporating key dimensions such as Context,
Objective, Style, Tone, Audience, and Response, (3) the consolidated
prompt is sent to the designated LLM endpoint for processing, (4) the
generated smart contract is saved as a text file (.sol file), and (5) the
integrity and security of the generated smart contract are assessed us-
ing Slither, a static analysis tool for smart contracts (Feist et al., 2019).
In addition to automatic vulnerability detection performed by Slither,
the generated smart contracts are manually inspected and evaluated (6).
The pipeline is used to generate the smart contracts at the end of Septem-
ber 2024, while requirements definition and manual evaluation were
performed from October to December 2024.

In order to perform the analysis on a wider range of legal agree-
ments that could benefit the most from the usage of blockchain tech-
nology (with respect to the analysis carried out in Napoli et al., 2024),
the evaluation is carried out on five legal agreements from PandaDoc,”
named:

1. Property Sale Agreement®

2. Mortgage Note Agreement®

3. Equipment Rental Agreement'®
4. Compensation Agreement!

7 https://www.pandadoc.com/agreement-templates/
8 https://www.pandadoc.com/kentucky-real-estate-purchase-agreement-template/
° https://www.pandadoc.com/mortgage-note-template/

10 https://www.pandadoc.com/equipment-rental-agreement-template/

11 https://www.pandadoc.com/compensation-agreement-template/
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5. Cleaning Service Agreement'?

We chose these contracts because they represent ideal candidates for
blockchain integration due to their inherent characteristics of requiring
immutable record keeping, transparent transaction trails, and verifiable
authenticity. For example, property sales could leverage blockchain to
create transparent ownership transfer records, mortgage notes could im-
plement automatic verification of payment schedules, equipment rental
agreements could track asset condition and usage in real-time, compen-
sation agreements could ensure immediate and verifiable fund transfers,
and cleaning service agreements could generate immutable performance
and payment logs, thus significantly reducing dispute potential and ad-
ministrative overhead while enhancing trust and operational efficiency
across these diverse contractual domains.

As in Napoli et al. (2024), 6 out of the 17 identified prompts built
using the CO-STAR methodology — reported in Appendix A — are used
for evaluation for cost reasons. The full list of prompts can be found
in the Github repository.'® In fact, since the pipeline setting consists
in running the same prompt four times, as proposed by Sobania et al.
(2023) to analyze the consistency of the results, the overall number of
calls to the endpoint would have been quite expensive. The total num-
ber of endpoint calls is 6 prompts per 5 legal agreements per 4 times per
4 Large Language Models, giving a total of 480 calls. A critical reflec-
tion reported in Barbara et al. (2024) revealed that the metrics initially
proposed in Napoli et al. (2024) to evaluate the generated smart con-
tracts were potentially misleading and did not adequately reflect the
true correctness of the business logic in the contracts. In fact, the holis-
tic analysis carried out in Barbara et al. (2024) reveals multiple flaws in
the process of generating smart contracts. The analysis identified several
key issues, including the absence of the body in the functions declared
within the smart contract, the inability to withdraw funds from the gen-
erated smart contract, and a fundamental misinterpretation of currency.

Given these motivations, a rigorous smart contract implementation
necessitates not only syntactic compilation and security validation, but
a holistic assessment that accurately captures and executes the com-
mercial requirements, encompassing comprehensive workflow dynam-
ics, operational constraints, and transactional interactions. To address
this limitation, we adopted a more nuanced and comprehensive evalua-
tion approach. Drawing inspiration from the seminal works of Bartoletti
and Pompianu (Bartoletti & Pompianu, 2017) and (Khan et al., 2023),
we have implemented a manual evaluation process that examines spe-
cific design patterns identified in their research. These patterns include
Token, Authentication, Oracle, Math, Randomness, Pool, Termination, Time
Constraint, Fork Check Helper, and Helper.

The patterns can be briefly summarized as follows.

Token pattern is used to represent the presence of transferable and
countable digital or physical assets like coins, shares, or tickets, often
used for tracking ownership;

Authentication patterns restrict code execution by checking caller ad-
dresses, typically limiting critical operations to contract owners;
Oracle pattern indicates the presence of an interfaces between smart
contracts and external data sources, allowing contracts to access off-
chain information while maintaining determinism;

Math patterns implement logic for safe numerical operations;
Randomness patterns handle the generation of random numbers, ei-
ther through oracles or by using blockchain-based values, though
security remains a challenge;

Pool patterns enable voting functionality within contracts, often us-
ing tokens or address verification;

Termination patterns provide ways to disable contracts since they
cannot be deleted from the blockchain;

https://www.pandadoc.com/cleaning-service-contract-template/
13 https://github.com/BChain4all/pipeline
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e Fork check patterns help contracts determine whether they’re run-
ning on the main chain or a forked version of the blockchain;

e Time Constraint patterns specify when certain actions are permitted;

o Helper patterns serve as wrapper functions around existing function-
ality and include smart contract-specific operations like variable ini-
tialization (i.e. structures) and migration, essentially covering utility
functions that don’t fit into other categories;

Additionally, we have introduced a new pattern category, Business
Logic, to assess the accuracy and completeness of the contract’s core
functionality as it relates to the intended business rules and processes.

This refined evaluation methodology facilitates a more in-depth ex-
amination of the qualitative characteristics of the generated smart con-
tracts. The process under discussion enables the isolation of results that
are not tied to a specific legal agreement. This, in turn, facilitates an as-
sessment that goes beyond the preliminary metrics introduced in Napoli
et al. (2024). This approach facilitates a comprehensive evaluation of
the structural soundness of the contracts, security concerns, and align-
ment with the intended business logic.

As a preliminary study, some key criteria are defined for each of the
patterns considered in the evaluation after several joint sessions with
experts in the blockchain domain. These specifications are carefully tai-
lored to align with the functional and structural needs outlined in the re-
search, ensuring consistency and relevance among the legal agreements
examined. Concerning the definition of the criteria, it is worth high-
lighting that, especially for the Business Logic pattern, the criteria were
defined by experts during several sessions, in which they carefully ana-
lyzed the functionalities required by each smart contract derived from a
legal agreement. Following this initial phase, each expert was randomly
assigned a subset of smart contracts for evaluation. Given the large num-
ber of contracts to be assessed, it was not feasible for every expert to
evaluate all contracts independently. As such, the workload was evenly
distributed among the raters. To ensure consistency in scoring and min-
imize potential rater bias, calibration sessions were conducted for each
legal agreement. Specifically, the raters participated in two preliminary
calibration sessions that involved sample legal agreements and associ-
ated smart contracts. These sessions aimed to align the understanding
and application of the scoring criteria of the raters. During the calibra-
tion process, discrepancies in scoring were closely examined. In cases
where differences exceeded one point on the five-point scale, the raters
engaged in moderated discussions to clarify their reasoning and reach
a consensus on the appropriate score. This provides a robust frame-
work for evaluating the structural and functional soundness of smart
contracts. For each legal agreement, the requirements encapsulate key
functionalities such as payment mechanisms, role-based access control,
termination conditions, and auxiliary support structures. These require-
ments and their application to the various patterns are comprehensively
documented in Tables B.5 and B.6 of the Appendix B.

Once the requirements are defined, blockchain experts conducted a
manual evaluation by double-checking the smart contracts one by one.
The process designed for the manual evaluation is the following. First
of all, the manual evaluation is conducted only on the compilable smart
contracts, otherwise the score of all patterns is considered null. The pat-
terns are evaluated with a score of 0 to 4 as reported in Table 2 accord-
ing to the number of satisfied requirements. Taking the “Authorization”
pattern as an example, for the requirement “The smart contract requires

Table 2

Pattern scoring conditions.
Score Condition
0 None of the requirements are met
1 Less than half of the requirements are met
2 Half of the requirements are met
3 More than half of the requirements are met
4 All requirements are met
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that the main functions can be called only by the right party”, develop-
ers counted how many functions correctly implemented access control.
They calculated the number of functions that implement proper access
control out of the total number of functions implemented in the smart
contract. Based on this count, they assigned a score according to the
criteria in Table 2.

The Slither vulnerability report is used as a reference during this
manual evaluation process in order to assess the compilability of the
generated smart contract. Moreover, it is used to obtain an overview
of vulnerabilities in smart contracts generated from the selected LLMs,
detailed in Section 4.

Once the generated smart contracts are evaluated, the score for each
pattern is aggregated across n = 4 runs of identical prompts.

Let x; represent the evaluation score for the run i, where i€
{1,2,3,4}. The aggregate score (S) of each pattern is computed as the
floor function of the arithmetic mean:

|5

where | x| denotes the floor function, which maps x to the largest integer
not greater than x (e.g., [2.7] = 2).

This approach was chosen deliberately, as large language models can
generate plausible text responses for code generation, but inaccurate re-
sponses pose significant risks in the development of smart contracts.
Given the complexity of smart contracts, a conservative evaluation ap-
proach was adopted, particularly with regard to security and call costs.
The evaluation method is designed to highlight potential issues rather
than overstate performance. When even a single negative evaluation is
present, the conservative scoring approach is applied, as it is safer to as-
sume that there might be flaws in the smart contract that users should be
aware of. This methodology prioritizes minimizing the risk of deploy-
ing poor-quality smart contracts over rewarding occasional instances
of better performance, ensuring that the readers do not place exces-
sive confidence in the results obtained through the proposed evaluation
method.

The synthesis of the aggregated datasets facilitated the identification
of several key findings on the effectiveness of smart contract genera-
tion using Large Language Models, which are described in the following
Section.
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4. Results

The results obtained are presented in Figs. 2-6 and discussed in
the following, by focusing on Overall Performance, Agreement Analysis,
Prompt Analysis, and Vulnerability Analysis.

4.1. Overall performance

The visualization depicted in Figs. 2 and 3 employs stacked bar
charts to represent performance in smart contract generation of the se-
lected LLMs - alphabetically ordered — across five distinct legal agree-
ments: Cleaning Service, Compensation, Equipment Rental, Mortgage, and
Property Sale, using five different prompts, from PR12 to PR17 already
used in a previous work (Napoli et al., 2024) and detailed in Appendix A.
Fig. 2 shows the results for Claude and Gemini while Fig. 3 shows the re-
sults relative to GPT-4-Turbo and Mistral. Each bar is decomposed into
colored segments representing various smart contract patterns contri-
bution, including Authorization, Fork Check Helper, Oracle, Pool, Ran-
domness, Termination, Time Constraint, Token, Business Logic, Helper,
and Math functionalities. Hence, the total score obtained is the sum of
each contribution. The percentage values on each bar indicate the com-
pilability rate of the generated contracts. This representation enables
direct comparison of each model’s proficiency in generating compilable
smart contracts across different use cases, with notable variations in per-
formance observed among the models. The assessment of LLMs perfor-
mance across different legal agreements and prompts reveals different
patterns and capabilities that are crucial for understanding their practi-
cal application for the smart contract generation task.

The claude-3-5-sonnet-latest model by Anthropic demonstrates
remarkable consistency and superior performance in a range of tested
scenarios. In particular, it achieves a 100% rate of compilability in
smart contracts generated for simpler agreements such as Compensation
and Cleaning Service. This superiority is particularly evident in its han-
dling of sophisticated patterns, including Authorization, Termination,
and Business Logic implementation. The model’s performance could be
attributed to its robust training and subsequent reinforcement learn-
ing phase in understanding and processing legal terminology, struc-
tural requirements, and Solidity programming logic. However, its per-
formance declines with more complex legal agreements. For instance,
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Fig. 2. Aggregated results obtained by averaging the score of each pattern of smart contracts generated by Claude and Gemini.
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Fig. 3. Aggregated results obtained by averaging the score of each pattern of smart contracts generated by GPT-4-Turbo and Mistral.

Claude achieves a 75-100 % compilability rate for the Equipment Rental
agreement and a significantly lower 25-100 % for the Mortgage agree-
ment. In particular, it does not generate a compilable smart contract for
the PR12 prompt within the Property Sale agreement, as shown in Fig. 2.
These results underscore the limitations of the model in delivering ef-
fective smart contracts for complex legal agreements.

OpenAl’s GPT-4-Turbo model emerges as a strong second contender,
demonstrating particularly robust results in generating smart contracts
for agreements such as Cleaning Service and Compensation agreements.
Although it does not achieve Claude’s consistent success rate 100 %, the
model consistently achieves reliable compilability rates of 75-100 % in
most test scenarios, as shown in Fig. 3. The model excels in handling
Termination and Business Logic implementation; however, it exhibits
occasional challenges with more complex Authorization requirements
in Mortgage and Equipment Rental agreements. Furthermore, it struggles
with the intricate Business Logic in Property Sale agreement. Notably,
despite these limitations, GPT-4-Turbo consistently delivers compilable
smart contracts, even when it does not meet the majority of require-
ments.

Google’s gemini-1.5-pro model demonstrates moderate but in-
consistent performance across various types of agreement. Its success
rates generally range between 50-75 %, with occasional peaks reaching
100 % in specific scenarios, particularly for Compensation agreements.
However, its performance declines significantly when faced with more
complex agreements, such as Equipment Rental and Mortgage agreements.
The model shows relative strength in handling Authorization and Termi-
nation patterns, though its results remain inferior to those of Anthropic’s
and OpenAI’s models. Moreover, it struggles considerably with Business
Logic patterns, frequently failing to satisfy even half of the required
conditions. This variability indicates that Gemini could be better suited
for simpler, standardized legal documents rather than complex, multi-
faceted agreements.

Mistral’s mistral-large-latest model consistently demonstrates
the lowest performance metrics among the four evaluated LLMs, with
success rates rarely exceeding 75 % and frequently falling below 50 %.
Its performance is particularly poor in handling complex agreements
such as Property Sales and Mortgages, where success rates often drop
to a range of 0-25%. Nonetheless, the model exhibits relatively bet-
ter results in Cleaning Service agreements, indicating its potential suit-

ability for simpler, more straightforward legal documents characterized
by clear and standardized structures. However, even in these scenarios,
Mistral’s scores across key patterns, such as Authorization and Business
Logic, are predominantly zero, further emphasizing its limitations.
This performance hierarchy (Claude >GPT-4-Turbo > Gemini
>Mistral) remains largely consistent across different prompts and
agreement types, although the gap between models varies depending
on the complexity of the task. The difference in performance is most
pronounced in complex agreements with multiple components and in-
terdependencies, while it narrows somewhat in simpler, more straight-
forward document types. This pattern suggests that, while all models
can handle basic legal document processing to some degree, their ca-
pabilities diverge significantly when faced with the generation of smart
contract from more complex legal structures and requirements.

4.2. Agreement type analysis

From the agreement type point of view, the data reveal how differ-
ent LLMs handle the smart contract generation task from various legal
document structures, with each agreement type presenting unique chal-
lenges and success rates.

The Cleaning Service agreement consistently emerges as the type doc-
ument that is processed the most successfully between all evaluated
LLMs. This agreement is characterized by its clear and concise sentences,
minimal clauses, and a linear organizational structure. Furthermore,
as shown in Table 3, it is the second-lowest in terms of token count,
making it less demanding for LLM processing. Claude achieves perfect

Table 3
Legal agreements word and average token counter as-
suming 1 token = 4 characters on average.

Legal Agreement Word Average Token
Count Number

Cleaning Service 859 1573

Compensation 550 1019

Equipment Rental 1305 2042

Mortgage 1239 1958

Property Sale 1140 2019
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Fig. 5. Variation of pattern score for each prompt.

compilability scores (100%) across all prompts, while GPT-4-Turbo
maintains strong performance with success rates ranging from 75-100 %
as evidenced in Figs. 2 and 3, respectively. Even models with typically
lower performance, such as Gemini and Mistral, achieve their highest
success rates in these agreements, generally ranging on average from
50-75% as depicted in Fig. 3. This superior performance can be at-
tributed to the straightforward nature of cleaning service contracts, their
standardized structure, and the clarity of their terminology. Addition-
ally, the high success rates suggest that these agreements feature rel-
atively simple Authorization and Termination requirements, rendering
them more accessible to all LLMs.

Compensation agreement represents an intermediate case in terms of
complexity and success rates among the evaluated models. Claude main-

tains its exceptional performance with consistent 100 % success rates,
while GPT-4-Turbo delivers strong results, achieving success rates be-
tween 75-100 %. Gemini also performs relatively well in this category,
with success rates ranging from 75-100 %. However, Mistral shows a
marked decrease in performance, with success rates frequently falling
to 25-50 % and often not meeting any requirements. This performance
pattern suggests that Compensation agreement demands more advanced
capabilities in translating legal language into Solidity programming. The
observed limitations of Google’s and MistralAI’'s models could stem from
their comparatively lower levels of training on both legal and smart
contract data or their reinforcement learning through human feedback
(RLHF) phase may have had minimal focus on smart contract genera-
tion and legal document processing, as these are specialized domains
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requiring expert validation. This limitation becomes evident in the re-
maining agreements considered.

Equipment Rental agreement exhibits considerable variability in per-
formance across the evaluated LLMs. While Claude achieves relatively
high success rates (75-100 %), other models show significant fluctua-
tions. GPT-4-Turbo performs reasonably well, with success rates also
ranging from 75-100 %. In contrast, Gemini and Mistral encounter sub-
stantial challenges, often achieving success rates of only 25-50 %. This
variability could be attributed to the inherent complexity of equipment
rental agreements, which typically involve detailed equipment specifi-
cations, maintenance requirements, and liability clauses. Furthermore,
as indicated in Table 3, the Equipment Rental agreement contains the
largest token count among the evaluated documents. This higher token
count likely places additional computational demands on LLMs, poten-
tially affecting their reasoning and processing performance.

Property Sale agreement shows some of the lowest success rates
among the LLMs evaluated. Although Claude demonstrates exceptional
performance with consistent 100 % success rates in most of the prompts,
other models face significant challenges. GPT-4-Turbo achieves moder-
ate success, with rates ranging from 50-75 %, while Gemini and Mistral
frequently fail to exceed 25 % success rates. This disparity underscores
the complexity of property sale agreements, which often involve multi-
ple stakeholders, complex conditions, and extensive legal requirements.
Furthermore, as indicated in Table 3, Property Sale agreements rank sec-
ond in token count. This higher token volume likely contributes to the
challenges observed in generating compilable smart contracts for these
agreements.

Mortgage agreement consistently shows the most dramatic perfor-
mance variance among all types of agreement. Even Claude, the model
with the highest performance, shows unusually low success rates, rang-
ing from 25-50% on several prompts. Other models perform even
worse, with Mistral frequently recording a success rate of 0%. In con-
trast, GPT-4-Turbo outperforms the other models, achieving success
rates between 75-100%. This overall poor performance can be at-
tributed to the inherent complexity of mortgage agreements, which in-
volve intricate financial calculations, strict regulatory requirements, and
complex conditional clauses. Furthermore, as noted in Table 3, mortgage
agreements rank among the highest in token count, placing significant
computational demand and reasoning on LLMs and likely contributing
to their diminished performance.

It can be observed that the impact of the complexity of legal agree-
ment has a non-linear effect on the generation of smart contracts. This
effect stems from the unavoidable ambiguity in natural language le-
gal documents, which encompasses five key types: lexical (words with
multiple meanings), syntactic (phrases with different grammatical in-
terpretations), antecedent (unclear references), temporal (vague time
indications), and contract reference ambiguity (imprecise terms like
“hereunder” or “reasonable”). These ambiguities, while sometimes in-
tentionally incorporated by lawyers for flexibility, frequently lead to
conflicting interpretations and disputes between parties (Upadhyay
et al., 2021). The intrinsic ambiguity and complex jargon make com-
parative quantitative analysis of legal agreements challenging. For these
reasons, contract analysis presents unique challenges also for machine
learning due to interconnected structures, non-standardization, and hi-
erarchical logic that would require substantial time and resources for ar-
tificial intelligence to be processed effectively (Greenberg et al., 2024).

Despite these limitations, Balaji et al. (2024) investigated how LLMs
can be used to completely automate the conversion of a legal contract to
a smart contract. Their approach involves feeding gpt-3.5-turbo with
legal agreements and applying chain-of-thought prompting techniques
to extract transactions from the document. The LLM was then asked to
generate possible interpretations reflecting different ways transactions
could occur or be interpreted by humans, based on ambiguities in the le-
gal language. The researchers selected the highest scoring interpretation
according to acceptability and enforceability metrics before converting
it into a smart contract.
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Their work demonstrates that LLMs develop their own interpreta-
tions of legal agreements, probably because they are trained on a mas-
sive corpus of natural language documents where ambiguity is inherent.
This helps explain the non-linear effect observed in the presented work:
the LLM may produce different interpretations each time the same le-
gal agreement is processed, due to the underlying ambiguities in the
document, and for these reasons developing a formal definition of this
relationship remains challenging.

Another factor that could influence the outcome of LLMs is the model
parameters such as the temperature parameter. This may be considered
an indication of the “creativity” of the LLM, with the potential to influ-
ence its response. However, many studies that tried to assess the effect
of temperature on code generation assert that it has a negligible effect
on the correctness or performance of general code generation (Coignion
et al., 2024; Renze, 2024) but also of smart contracts (Napoli et al.,
2024). This poor correlation of the results with temperature led to its
exclusion as a factor in the experiment design of the presented work.
In conclusion, since the temperature parameter does not significantly
impact the code generation, the non-linear relationship observed could
be primarily due to the inherent ambiguities in legal documents rather
than variability in model parameters.

4.3. Prompt type analysis

The analysis of prompt effectiveness in legal document processing re-
veals significant patterns in how different prompts influence the perfor-
mance of Language Models (LLMs) across various agreement types. As
mentioned previously, this examination focuses on six distinct prompts
(PR12-PR17) reported in Appendix A and their impact on document pro-
cessing success rates, with particular attention to performance variations
across different LLM implementations. In summary, prompts designed
for an expert audience are prioritized, hypothesizing that those target-
ing more knowledgeable individuals would yield better smart contract
generation results. For instance, while some prompts emulate a junior
developer, others aim to replicate the inquiry of a senior Solidity devel-
oper.

Fig. 4 shows the performance comparison of Large Language Models
evaluated on six distinct prompts (PR12-PR17) based on the data ag-
gregation of the legal agreements under consideration. Each bar is com-
posed of colored segments representing various smart contract patterns,
including Authorization, Fork Check Helper, Oracle, Pool, Randomness,
Termination, Time Constraint, Token, Business Logic, Helper, and Math
functionalities. On the other hand, Fig. 5 depicts aggregated data for
both LLMs and legal agreements. It presents aggregated metric averages
with error bars that indicate the standard deviation. The stacked bars
reveal a generally increasing trend in component implementation from
PR12 to PR17, with Authorization and Termination (dark and light blue)
forming consistent base components. Notable improvements appear in
Business Logic (orange) and Time Constraint (red) implementations in
later prompts, particularly PR15-PR17. Error bars suggest varying relia-
bility across different LLMs and legal agreements, with wider deviations
in more complex functionalities like Math and Helper components.

As anticipated above, the data in Fig. 5 demonstrates a clear evo-
lution in prompt effectiveness, with later iterations (PR15-PR17) often
showing markedly improved performance metrics compared to earlier
versions. The scores aggregated by model shown in Fig. 4 reveal signif-
icant variations in this improvement. While Claude consistently main-
tains high performance levels (achieving higher scores on aggregated
data across multiple types agreement, on average), other models such
as GPT-4-Turbo, Gemini, and Mistral show more variable responses to
prompt evolution. As demonstrated in Fig. 5, prompt PR17 achieves the
highest score, on average, among the relevant legal agreements.

A primary contributing factor to PR17’s effectiveness is its enhanced
handling of Authorization parameter, consistently meeting more of the
half requirements or all requirements across different agreement types,
as also Fig. 4 points out. This improvement is particularly evident in
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documents such as Cleaning Service and Property Sale agreements refer-
ring to Figs. 2 and 3. Moreover, Fig. 6 shows that these score enhance-
ments are most pronounced in Claude and GPT-4-Turbo, while Gemini
and Mistral demonstrate more modest improvements in Authorization
handling.

Termination handling, depicted in light blue in Fig. 4, represents
another significant advancement in the design of PR17. The data indi-
cates improved performance in temporal parameter management, with
consistent scores of 2-3 (meeting half or more than half of the require-
ments, respectively) across various agreement types. This enhancement
is particularly notable in Cleaning Service, Compensation and Property
Sale agreements, where temporal dependencies often play crucial roles
in document validity. Fig. 6 reveals that while all models show improve-
ment in this area, Claude and GPT-4-Turbo demonstrate superior capa-
bility in handling complex temporal parameters.

The implementation of Business Logic also shows substantial im-
provement in PR17, with higher success rates in complex logical struc-
ture processing. The model-specific analysis in Fig. 6 reveals interesting
patterns: Claude maintains consistently high performance in Business
Logic implementation across all types of agreement, while other models
show more variability, particularly in complex agreements like Prop-
erty Sales agreement and Mortgage agreement. An interesting pattern
emerges in Fig. 4 when examining the prompt’s performance across dif-
ferent LLMs by aggregating data from legal agreements. While Claude
maintains consistently high performance across all prompts, the score
gap between different LLMs is slightly reduced with PR16 and PR17,
suggesting that these prompts provide more universally interpretable
instructions. However, a marked variation in performance is evident
among the PR16 and PR17 models according to the nature of the agree-
ment. The performance of the simpler agreements, such as the Cleaning
Services model, exhibits greater uniformity in terms of prompt improve-
ment across models. In contrast, more complex agreements persist to
demonstrate substantial performance disparities between models, as il-
lustrated in Figs. 2 and 3. Fig. 5 also reveals an interesting correlation
between prompt complexity and success rates. PR15 achieves an optimal
balance between instruction specificity and clarity, avoiding the poten-
tial pitfalls of both over-specification (as seen in some aspects of PR16)
and under-specification (evident in earlier prompts). TThis balance is
of particular importance in the context of handling edge cases and ex-
ceptional conditions in document processing. In fact, PR15-PR16 con-
sistently generate a compilable smart contract in 75-100 % of the cases,
with the exception of MistralAl and three legal agreements for Gem-
ini. However, it is important to note certain limitations in the prompt’s
effectiveness. Performance metrics for Mortgage agreements remain rel-
atively low across all prompts and models, with even Claude showing
reduced performance compared to other types of agreements. This con-
sistent challenge across all models suggests that some document types
may require specialized prompt structures, regardless of the underlying
model capabilities.

The analysis highlights significant variations in prompt effective-
ness, depending both on the complexity of the agreement type and on
the capabilities of the underlying model. Simpler agreements, such as
Cleaning Services, consistently yield high success rates across multiple
prompts and models. Conversely, more intricate agreements, such as
mortgages, demonstrate greater variability in prompt effectiveness and
more pronounced performance discrepancies between models. These
findings suggest that future prompt design iterations should adopt a
more granular and document-specific approach and consider the capa-
bilities and limitations of the model.

It is important to note that this study employs a one-shot methodol-
ogy to generate smart contracts directly from legal agreements. This
approach is chosen to simulate the experience of an average, non-
expert user with no background in legal or programming domains. Al-
though the one-shot method aligns with the intended user scenario, we
strongly believe that adopting alternative methodologies, such as chain-
of-thought prompting techniques, could significantly enhance the per-
formance of the evaluated LLMs. However, since this preliminary work
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focuses on evaluating the effectiveness of LLMs in conditions accessi-
ble to unskilled users, the one-shot methodology is deemed the most
appropriate for this study.

These findings have significant implications for the field of legal doc-
ument processing automation. It is suggested that, while general pur-
pose prompts can achieve satisfactory results across a range of docu-
ment types, optimal performance may necessitate a more sophisticated
approach that takes into account the specific requirements of differing
agreement types and the varying capabilities of different LLMs. It is rec-
ommended that future research explore the potential of adaptive prompt
structures, which have the capacity to automatically adjust according to
document complexity and type.

4.4. Vulnerability analysis

The results obtained from the vulnerability assessment performed by
Slither are summarized in both Table 4 and Fig. 7. The former provides a
high-level overview of vulnerability impacts, which are categorized into
three levels: high, medium, and low, along with compilability metrics.
The latter offers a more granular view of specific vulnerability checks
across different impact levels for each model, as illustrated in the ac-
companying bar charts.

Figs. 7 and 4 reveal a correlation between the number of vulnera-
bilities detected and the ability of models to generate compilable smart
contracts. Claude and GPT4 demonstrate identical compilability rates of
88.3% (106/120 contracts), corresponding to their substantially higher
vulnerability detection counts. In contrast, Gemini and Mistral show
significantly lower compilability rates (53.3 % and 30 %, respectively).
This is reflected in their more modest performances: Gemini’s generated
smart contracts show minimal high-impact vulnerabilities, with only
one detected, while Mistral’s contracts revealed 2 high-impact issues.
Consequently, the smart contracts generated with these models also
demonstrated fewer medium and low-impact vulnerabilities, with 90
and 97 low-impact issues, respectively. Since Claude and GPT-4-Turbo
deliver more compilable smart contracts, the vulnerability detection tool
used (Slither) is able to catch more vulnerabilities than those detected
on compilable smart contracts generated by Gemini and Mistral. More
processed smart contracts increase the probability of detecting potential
security issues. Indeed, as Table 4 points out, Slither detected 8 high-
impact vulnerabilities in smart contracts generated by Claude, while
found 4 in those generated by GPT-4-Turbo, along with hundreds of
lower-severity issues (362 and 370 low-impact vulnerabilities, respec-
tively). The high-impact vulnerabilities detected across the models focus
on six critical security issues in smart contracts:

1. arbitrary-send-erc20: this vulnerability occurs when there is insuf-
ficient validation of the from address in the transferFrom functions,
which could allow unauthorized users to transfer tokens belonging
to others. This is one of the most consistently detected high-impact
vulnerabilities across the models.

2. arbitrary-send-eth: a vulnerability that allows unauthorized with-
drawals of Ether due to unprotected functions that can send Ether to
arbitrary addresses. This represents a direct financial risk as it could
lead to unauthorized drainage of contract funds.

3. unchecked-transfer: this occurs when the return value of
transfer/ transferFron calls is not properly checked. Since some
tokens do not revert on failure but return false instead, this could
lead to silent failures and potential token theft or loss.

Table 4

Vulnerability counter identified by Slither aggregated by LLM.
LLM High Medium Low Compilable

impact impact impact

Claude 8 38 362 106/120 (88.3%)
GPT-4-Turbo 4 48 370 106/120 (88.3 %)
Gemini 1 17 90 64/120 (53.3 %)
Mistral 2 22 97 36/120 (30 %)
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Fig. 7. Type of vulnerability detected by Slither in the generated smart contracts.
4. encode-packed-collision: this vulnerability —occurs when The prevalence of these vulnerabilities across generated smart con-

keccak256 is used to obtain a hash from abi.encodePacked
that includes more than one dynamic type, leading to hash
collisions.

. uninitialized-state: this vulnerability occurs when state variables
are not explicitly initialized, defaulting to zero and potentially caus-
ing critical issues. To prevent unintended behaviors, programmers
should always initialize variables explicitly, even if the intended
value is zero.

. reentrancy-eth: this vulnerability occurs when a contract allows
reentrant calls during Ether transfers, enabling attackers to manipu-
late the contract’s state and withdraw more funds than intended. To
mitigate this, programmers should use the check-effects-interactions
pattern to update the state before transferring Ether.

Looking at the detection patterns, Claude’s generated contracts ex-
hibit the highest number of critical vulnerabilities, with 8 detected,
followed by GPT-4-Turbo with 4 vulnerabilities. Mistral and Gemini
show fewer instances, detecting 2 and 1 vulnerabilities, respectively.
The higher detection rates registered on the smart contract generated
by Claude and GPT-4-Turbo correlate with their superior compilability
rates (88.3 %), suggesting that better code generation capabilities allow
for a more detailed security analysis. It is worth mentioning some of
the medium impact vulnerabilities such as divide-before-multiply,
incorrect-equality, and locked-ether which may lead to malfunc-
tions and misuse of the smart contract. The eager reader can refer to the
detectors'* implemented in Slither.

14 https://github.com/crytic/slither?tab =readme-ov-file#detectors
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tracts likely stems from the training data utilized in developing these
Language Models. The training datasets presumably contain a sig-
nificant proportion of vulnerable smart contracts, which may have
influenced the models to reproduce similar security patterns. This un-
derscores a critical consideration. While LLMs demonstrate impressive
capabilities to generate smart contracts, their output inherently reflects
the security flaws present in their training data. Therefore, it is impera-
tive to perform thorough security audits and vulnerability assessments
on any LLM-generated smart contracts before deployment, regardless of
the model’s perceived capability or reliability.

4.5. Notable patterns

An interesting pattern emerges in the results shown in Figs. 2 and
3 where some models produced technically compilable smart contracts
that did not implement any of the required functionalities. This is partic-
ularly evident in several cases across different types of agreement. For
instance, in the Equipment Rental agreement, Mistral’s model achieved
a 50 % compilability rate in certain prompts (PR12, PR16) while show-
ing null values across all functional metrics - indicating that while the
generated code is syntactically correct and could compile, it completely
fails to implement any of the required Business Logic, Authorization, or
Time Constraint patterns. Similar patterns can be observed with Gem-
ini’s responses to Property Sale agreements, where some prompts yield
compilable contracts (25-50 % rate) but with zero satisfaction of the
actual requirements. This phenomenon highlights an important distinc-
tion between syntactic correctness and functional completeness in smart
contract generation. While achieving compilable code is a necessary first
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step, it is insufficient to create practically useful smart contracts. These
cases underscore the importance of evaluating LLMs not just on their
ability to generate syntactically correct Solidity code, but also on their
capacity to properly implement the required business logic and security
patterns specified in the original legal agreements.

Another notable finding emerges regarding the implementation pat-
terns of security-related features in smart contracts generated from
legal agreements. Specifically, patterns such as Fork Check Helper,
Oracle integration, Randomness generation, and Pool management
consistently exhibit null scores across all evaluated language models.
This phenomenon can be attributed to the absence of explicit terminol-
ogy or requirements in the source legal documents that would necessi-
tate the implementation of these blockchain-specific security patterns.
The result underscores a fundamental disconnect between the tradi-
tional language of the legal agreement and the specific security features
of the blockchain, highlighting how conventional legal documents may
not naturally encode certain crucial aspects of the implementation of
secure smart contract. This observation raises important considerations
for the future development of legal agreement templates specifically de-
signed for smart contract generation, suggesting the potential need to
explicitly incorporate language that maps to these essential security pat-
terns in blockchain-based implementations.

Analysis of compilation errors across the four leading LLMs - Claude,
GPT-4-Turbo, Gemini, and Mistral - in generating smart contracts re-
veals distinct patterns in their capabilities and limitations. Notably,
Mistral exhibits the highest frequency and diversity of errors, with
particular challenges in handling expression values and type conver-
sions, accounting for 22 instances of “Expression has to be an lvalue” er-
rors indicates a fundamental misunderstanding in how the LLM handles
function parameter mutability and storage locations in Solidity. More-
over, Mistral presents 18 cases of uint256 conversion issues. Claude’s
primary challenge appears to be compiler version compatibility, sug-
gesting a potential temporal gap in its training data regarding Solidity
versions. GPT-4-Turbo demonstrates relatively fewer but still significant
issues, particularly with identifier declarations and deprecated syntax
usage, indicating a need for updated knowledge of current Solidity best
practices. Gemini shows a distinctive pattern of dependency-related er-
rors, particularly with OpenZeppelin contracts, suggesting challenges in
handling external library implementations. These findings highlight the
current limitations of LLMs in producing deployment-ready smart con-
tracts and underscore the necessity for robust post-generation validation
and testing processes in practical applications.

4.6. Chain-of-thought prompting

In light of the limitations observed in the one-shot methodology,
particularly with respect to functional completeness and logical preci-
sion, an additional exploratory analysis was performed using the Chain-
of-Thought (CoT) prompting strategy. As previously stated, while this
study primarily adopts a one-shot approach to simulate the experience of
non-expert users, alternative methodologies may significantly enhance
the performance of Large Language Models in smart contract genera-
tion. To substantiate this hypothesis and demonstrate the potential ben-
efits of more structured prompting techniques, this Section presents a
preliminary investigation into the effectiveness of the CoT methodol-
ogy. The goal is not only to compare the results with those obtained
through the one-shot approach but also to lay the groundwork for fu-
ture research aimed at refining LLM-based smart contract development
strategies.

In general, CoT involves a two-stage process:

e Reasoning extraction, in which the model generates intermediate
reasoning steps to expand the context.

o Answer extraction, where the enriched context is used to formulate
the final result or solution.
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The CoT prompting strategy relies on the generation of intermediate re-
sults that are then incorporated into subsequent prompts. Typically, to
improve the results, the user provides the model with examples that il-
lustrate the desired outcome. For instance, to correct a bug in the code,
the model may go through multiple phases: in the first phase, the model
could receive as input an example of how such correction should be per-
formed, in a similar context; then, the model would apply that knowl-
edge to fix the actual bugged code. The better structured the example
is, the better the outcome of the LLM becomes. CoT prompting has been
successfully applied in various computer science domains (Ding et al.,
2025; Duan et al., 2024; Gu et al., 2025), often yielding better results
than standard one-shot or n-shot techniques. However, in the emerg-
ing field of integrating smart contracts within legal agreements, there is
currently a lack of examples of legal texts alongside their correspond-
ing smart contracts. This scarcity limits the applicability of CoT, as it
typically requires illustrative examples to guide the model effectively.
Despite this limitation, in addition to the one-shot analysis provided in
the previous Sections, this study aims to investigate whether CoT can
still improve smart contract generation by providing structured guid-
ance. To test this hypothesis, an experiment was conducted in which
the Mortgage agreement, the legal document that challenged LLMs the
most when converted into a smart contract, was given to MistralAl, the
LLM that performed the worst in the initial assessment, as the previous
Section showed. This experiment was carried out to demonstrate that
CoT reasoning can yield better results even when dealing with complex
legal agreements and using LLMs with limited capabilities and using
poorly formulated prompts, such as PR14 as Fig. 5 shows. The adopted
methodology implements a sequential N-prompt chain that systemati-
cally guides the model through contract requirement analysis, structural
planning, and security-focused refinement using the PR14 prompt as the
foundation. This progressive refinement process allows the model to in-
crementally build understanding, rather than attempting to address all
aspects simultaneously, leading to better results in terms of implemented
patterns and satisfied requirements.

The CoT prompt used in this study is composed of the following
components, derived by the prompt that yield the lowest performance
among the considered, so PR14:

¢ Role assignment and contextual framing: The prompt begins by
assigning the model the role of a senior Solidity developer, thereby
priming it to adopt a professional and technically accurate tone. It
also specifies that the resulting smart contract will be delivered to
another senior developer, reinforcing the expectation of high-quality
production-ready code.

Initial reasoning: As part of the CoT approach, the model first
showed an example of interaction. A rental legal agreement is pro-
vided. Subsequently, the assistant role in the prompting chain simu-
lates how the LLM would respond to this input, generating the corre-
sponding smart contract. This illustrates the expected behavior and
structure that guide the model in handling similar tasks. Importantly,
while the content appears to be system-generated, it reflects what the
LLM would produce when prompted by the user.

Target task presentation: The actual task is then introduced: to
generate a smart contract from a mortgage legal agreement.
Detailed functional requirements: To effectively guide the reason-
ing process, the model is given a comprehensive list of functional
and technical requirements. These elements serve as intermediate
reasoning steps, prompting the model to think systematically about
each component before assembling the final contract.

Implicit multi-step reasoning: Although not explicitly separated
into multiple prompts, the detailed nature of the instructions en-
courages the model to simulate multi-step reasoning internally - first
understanding the legal text, then mapping clauses to Solidity con-
structs, and finally ensuring that all technical constraints are satis-
fied.
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¢ Expected output quality: The prompt emphasizes that the result-
ing contract must be fully defined and compilable, secure, ready to
deploy, and structured with helper functions.

The used CoT prompt can be found below.

System: You are a senior Solidity developer. Be professional and
use a formal style. You will deliver the smart contract to another senior
developer.

User: Here the legal agreement: < rental agreement on Github!® >

Assistant: Here the respective smart contract: < rental smart con-
tract on Github'® >

User: Here the mortgage legal agreement: < mortgage agreement on
Github!” >

User: Write a smart contract in Solidity. The software requirements
are:

o target blockchain: Ethereum

e Solidity pragma >0.8

o fully defined function logic

e assign value of available parameters
¢ ready to deploy

e compilable

s secure

The response from MistralAl can be found on GitHub'® and the gen-
erated smart contract is reported in Appendix A for convenience. As
can be easily demonstrated, the generated smart contract is compilable.
This is notable despite the low compilation rate of MistralAI in all le-
gal agreements considered, as shown in Fig. 3. In addition, the contract
exhibits a strong structure and implements a significant number of the
requested features. It also can be noted that the Token pattern is im-
plemented through the USDT integration as a transferable asset, using
the ERC20 Interface to receive payments and manage funds. This as-
pect is important because, although the smart contract does not create
its own token, the use of USDT is relevant for payment tracking pur-
poses. The implementation of the Token pattern represents a significant
improvement when using the CoT approach, as almost all smart con-
tracts generated using the one-shot prompting technique fail to imple-
ment this pattern. Concerning the Authorization pattern, it can be seen
that it is well structured with access controls based on specific roles (i.e.,
the mortgagor, the mortgagee, and the owner). The smart contract defines
the onlyMortgagor, onlyMortgagee, and validUSDTAllowance modifiers to
apply and maintain control over critical operations (i.e., receiving pay-
ments, making payments, terminating mortgages, managing emergen-
cies). Among the modifiers, the contract defines the modifier inActiveS-
tate which limits operations according to the active and inactive status
of the smart contract. The use of the inActiveState modifier supports the
implementation of the Time Constraint pattern that is intended to han-
dle payment delays and apply penalties. The _isLatePayment function
checks whether the payment occurs beyond the nextPaymentDue and, if
so, applies a penalty (lateFee). In terms of the Math pattern, the con-
tract implicitly adopts it by exploiting the native protections of Solidity
>0.8 and benefiting from automatic overflow and underflow checking.
Since simple arithmetic logic is executed on the contract, there is no
need for advanced mathematical libraries (SafeMath). The Termination
pattern logic is implemented through the definition of the terminateMort-
gage function, which sets the isActive contract state to false, preventing
further operational interactions. In addition, the contract inherits from
Pausable, allowing temporary interruption of critical functions in an

15 https://github.com/BChain4all/pipeline/blob/main/old_test_contract_txt/
LeaseAgreement.txt

16 https://github.com/BChain4all/pipeline/blob/main/old_test_contract_txt/
rental%20Agreement-smart%20contract.sol

17 https://github.com/BChain4all/pipeline/blob/main/test_contracts_txt/
mortgage_note_template.txt

18 https://github.com/BChain4all/pipeline/blob/main/
Chain-of-Thought-Results/mortgage-CoT-SC-generated.txt
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emergency (pause() / unpause(). Although the smart contract proposes a
functional deactivation logic, the termination pattern results to be par-
tially implemented since it does not contains a kill logic to completely
deactivate the smart contract, e.g. via selfdestruct function. The data
structures are managed according to the Helper Pattern, which is fully
implemented. The contract includes the functions getMortgageDetails,
getPaymentsCount, getPayment, getTotalPaid, getTotalLateFees, getPrepay-
mentAmount, getContractBalance, getContractAddress, getUSDTTokenAd-
dress, which return the complete mortgage status, payment history, and
funds in the smart contract, respectively, guaranteeing clarity and trace-
ability. It makes sense to positively emphasize the implementation of the
Authorization, Termination, Time Constraint and Helper patterns since,
as shown in Fig. 3, Mistral’s performance through the one-shot prompt-
ing technique in the mortgage contract was almost totally unsuccessful
with each of the prompts utilized. Regarding the Oracle, Randomness,
Pool or Fork check patterns are not present. As already said in the previ-
ous Section, this behavior can be attributed to the absence of explicit ter-
minology or requirements in the source legal documents. In conclusion,
the analysis of the smart contract and the verification of the implemen-
tation of the various patterns show that this smart contract implements
more requirements than the best version of the smart contract obtained
by the one-shot prompt methodology in terms of patterns and require-
ments for each pattern, in particular in the case of Token, Authorization,
Helper and Time Constraint patterns. Finally, this test demonstrated that
even a model with limited capabilities in smart contract generation, such
as MistralAl, which performed poorly in implementing the patterns as
shown in Fig. 6, can achieve strong and consistent results when guided
through a structured CoT prompting strategy, even when dealing with
complex legal agreements like the Mortgage agreement analyzed in the
previous section.

4.7. Risk for automation bias and human-in-the-loop

Large Language Models are engineered to predict the most probable
response from input strings. The “black-box” nature of LLMs engenders
challenges in terms of response reliability (Fastowski & Kasneci, 2025).
Despite receiving reinforcement learning from repetitive user feedback
(Carta et al., 2023) and significant algorithmic improvements made to
address Al hallucinations (Fan et al., 2023), LLMs continue to be suscep-
tible to knowledge fabrication. Fields such as healthcare (Lee, 2024) and
scientific writing (Alkaissi & McFarlane, 2023) could require a greater
investment of time to detect hallucinations in the LLM response com-
pared to code generation. In general, if the code does not function prop-
erly, the user can have a proof that the LLM hallucinates. However, if the
code compiles, developers may uncritically accept syntactically correct
but functionally flawed code generated by LLMs. This bias manifests it-
self in a particularly hazardous way in the context of blockchain, where
inaccuracy or vulnerability introduced in the smart contract generated
by LLMs could result in substantial financial losses (Fatima Samreen &
Alalfi, 2020). This risk is exacerbated by LLMs’ confident presentation of
outputs and their ability to produce code that appears comprehensive.
Furthermore, the more impressive an LLM’s performance on simple con-
tracts is, the greater the potential for unwarranted trust when handling
complex agreements with intricate conditional logic or financial opera-
tions could be. Automation bias in the context of smart contract genera-
tion extends beyond individual errors, with the potential to undermine
the broader adoption of automated contract generation tools should
prominent failures occur. Consequently, effective mitigation strategies
must incorporate explicit uncertainty indicators, mandatory human re-
view protocols, and education about the particular limitations of LLM
in translating legal semantics into executable code. However, with re-
spect to this solution, it should be noted that Choi et al. highlighted that
experts could still be anchored to and biased by LLM outputs (Choi et al.,
2024). Hence, to further mitigate the risk of automation bias, the use of
LLMs could be combined with the use of other tools, such as templates.
This combination could result in two different solutions: a first solution
in which the LLM is exploited to develop smaller portions of code (e.g.,
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that implement a small number of functions) belonging to a smart con-
tract already presenting a verified skeleton. In this view, the skeleton
could be written by experts and could import state-of-the-art security
libraries, and the LLM could be used to insert additional (less relevant)
functions. Another solution could let the LLM perform a classification
task. In particular, starting from a set of secure templates developed
by experienced programmers, the LLM could read them, by classifying
them based on their topic, and then could suggest the most suitable tem-
plate based on a legal contract. This solution probably could not map
all the differences in a contract, but could at least result in the choice of
a smart contract that does not contain vulnerabilities.

5. Conclusions

This paper presents a comprehensive evaluation of smart contract
generation capabilities across leading LLMs such as Claude, GPT-4-
Turbo, Gemini, and Mistral, carried out on 5 different legal contracts
belonging to Cleaning Service, Compensation, Equipment Rental, Mort-
gage and Property Sale contexts. The analysis of the results reveals
both promising advances and significant challenges in automated legal-
to-code transformation. The presented analysis demonstrates a clear
performance hierarchy among the evaluated models, with Claude and
GPT-4-Turbo consistently outperforming Gemini and Mistral on mul-
tiple metrics. This performance gap becomes particularly pronounced
when handling complex legal agreements such as mortgages and prop-
erty sales.

Several key findings emerge from our investigation. First, the rela-
tionship between contract complexity and model performance appears
non-linear, with even top-performing models showing marked degrada-
tion when handling intricate legal structures. Second, while achieving
syntactic correctness (compilability) is increasingly feasible, ensuring
functional completeness and security remains a significant challenge.
This is evidenced by the concerning number of high-impact vulnerabil-
ities detected across all generated contracts, including those from the
best-performing models.

The prompt analysis reveals an interesting tension between instruc-
tion specificity and performance. While later-generation prompts (PR15-
PR17) generally showed improved results, their effectiveness varied sig-
nificantly across different models and agreement types. This suggests
that optimal prompt design may need to be tailored both to the specific
model and to the complexity of the target agreement.

The vulnerability analysis raises important concerns about the secu-
rity implications of automated smart contract generation. The detection
of critical vulnerabilities, even in otherwise well-performing contracts,
underscores the need of robust post-generation security auditing. The
correlation between higher compilability rates and increased vulnera-
bility detection presents a paradox that warrants careful consideration
in practical applications.

These findings have several important implications for both research
and practice:

1. the current state of the art LLMs, while promising, are not yet suitable
for unsupervised deployment in production environments, particu-
larly for complex legal agreements;

2. the development of specialized prompt engineering techniques that
account for both model capabilities and agreement complexity could
significantly improve generation quality;

3. the integration of security-aware generation patterns into model
training could help address the prevalence of vulnerabilities in gen-
erated contracts.

Looking ahead, several promising directions for future research
emerge:

1. investigation of hybrid approaches combining template-based meth-
ods with LLM generation to enhance security and reliability;
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2. development of specialized fine-tuning techniques focused on
blockchain-specific security patterns and legal compliance require-
ments;

3. exploration of multi-step generation processes that incorporate au-
tomated validation and security checking between generations.

4. integration of the CoT prompting technique, given the promising out-
comes achieved.

In conclusion, while the current generation of LLMs shows remark-
able potential in bridging the gap between legal agreements and smart
contracts, significant work remains to be done to address security con-
cerns and handle complex agreement structures. The path forward likely
involves a combination of improved model architectures, sophisticated
prompt engineering, and robust validation frameworks. As this field
continues to evolve, maintaining a balance between accessibility and
security will be crucial to realize the full potential of automated smart
contract generation.
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Appendix A. Used prompts

PR12

You are a senior Solidity developer. Write a smart contract in Solidity
based on the following legal agreement <legal agreement >

Be creative and use your own style. You will deliver the smart con-
tract to another senior developer.
PR13

You are a senior Solidity developer. Write a smart contract in Solidity
based on the following legal agreement <legal agreement >

Be professional and use a formal style. You will deliver the smart
contract to another senior developer.
PR14

You are a senior Solidity developer. Write a smart contract in Solidity
based on the following legal agreement <legal agreement >

The software requirements are:

target blockchain: Ethereum
Solidity pragma >0.8

fully defined function logic

assign value of available parameters
ready to deploy

compilable

* secure.

Be professional and use a formal style. You will deliver the smart
contract to another senior developer.
PR15

You are a senior Solidity developer. Write a smart contract in Solidity
that reflects payments, conditions, constraint, and termination of the
following legal agreement <legal agreement >

The software requirements are:

target blockchain: Ethereum
Solidity pragma >0.8

fully defined function logic

assign value of available parameters
ready to deploy

compilable

* secure.
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Be professional and use a formal style. You will deliver the smart
contract to another senior developer.
PR16

You are a senior Solidity developer. A company will pay you
$500,000 for the completion of the project. Write a smart contract in
Solidity that reflects payments, conditions, constraint, and termination
of the following legal agreement

<legal agreement >

The software requirements are:

e target blockchain: Ethereum

¢ Solidity pragma >0.8

o fully defined function logic

e assign value of available parameters
¢ ready to deploy

e compilable

e secure.

Be professional and use a formal style. You will deliver the smart
contract to another senior developer.
PR17

You are a senior Solidity developer. A company will pay you
$500,000 for the completion of the project. Write a smart contract in
Solidity that reflects payments, conditions, constraint, and termination
of the following legal agreement

<legal agreement >

The software requirements are:

o target blockchain: Ethereum

¢ Solidity pragma >0.8

o fully defined function logic

e assign value of available parameters
¢ ready to deploy

e compilable

e secure.

Be professional and use a formal style. You will deliver the smart
contract to your company’s legal department.

Appendix B. Smart contract pattern requirements
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Table B.5

Pattern requirements definitions for Property Sale and Mortgage Note Agreements.
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Patterns Property SaleAgreement Mortgage Note Agreement

Token The smart contract implements payment though stable coins The smart contract implements payment though stable coins

Authorization The smart contract requires that the main functions can be called only by the The smart contract requires that the main functions can be called
right party. only by the right party.

Oracle The smart contract implements calls to some oracle The smart contract implements calls to some oracle

Randomness The smart contract uses some random function The smart contract uses some random function

Pool The smart contract implement a pool mechanism The smart contract implement a pool mechanism

Math Mathematical operations are performed safely, with overflow check. Mathematical operations are performed safely, with overflow check.

Business Logic

The smart contract should model:

. Down Payment

. Earnest Money Payment

. Earnest Money Return

. Buyer providing financing approval

. Seller providing insurance policy and legal description
. Conducting Inspections

. Contract’s termination

. Start dispute and dispute resolution

N U A WN -

The smart contract should model:

1. Monthly Installment’s date setting
2. Monthly Installment’s payment

3. Contract’s termination

4. Presence of a guarantor

5. Start dispute and dispute resolution

Fork Check Helper

Check for a blockchain fork.

Check for a blockchain fork.

Helper

The smart contract should implement the following helpers.
STRUCTURE:

1. Buyer

2. Seller

3. Property

4. Payment’s conditions (purchase price, down amount, earnest money)

FUNCTION:
1. get contract informations (parties, property)
2. get payments’ details

1. Mutual Acceptance of the agreement
2. Down payment made

3. Down payment returned

4. Contract Initiated

5. Contract terminated

The smart contract should implement the following helpers.
STRUCTURE:

1. Mortgagor

2. Mortgagee

3. Payment’s conditions

4. Guarantor

5. Collateral property/asset

FUNCTION:
1. get contract information (parties, due dates)
2. get mortgage payments’ details

EVENTS:

1. Monthly Installment paid

2. contract termination

3. Full balance of the Mortgage

Note Repaid

Time Constraint

The smart contract implements the following:

1. on “DOWN PAYMENT?”, the Buyer should pay it within a certain “N_DAYS”
days of mutual acceptance of this Agreement.

2. on “FINANCING APPROVAL”, the Buyer should provide it to the Seller
within a certain “N_DAYS” days from the contract’s “START_DATE”.

3. on “EARNEST MONEY PAYMENT”, the Buyer should pay it to the Seller
within a certain “N_DAYS” of mutual acceptance of this Agreement.

4. on “EARNEST MONEY RETURN?”, the Seller should pay back it to the Buyer
within the transaction’s “CLOSING_DATE”.

5. “TRANSACTION CLOSING” should be performed at a specific date.

6. on “INSPECTION CONTINGENCY?”, the Buyer has until a “SPECIFIC_DATE”
to conduct inspection.

7. on “INSURANCE POLICY”, and “PROPERTY’S LEGAL DESCRIPTION”, the
Seller should provide it to the Buyer within the transaction’s “CLOS-
ING_DATE”.

The smart contract implements the following:

1. on “DUE DATE”, the full balance of the Mortgage Note should be
paid

2. “FIRST INSTALLMENT’S PAYMENT” should be performed at a spe-
cific date and time

3. “MONTHLY INSTALLMENTS” are due within the monthly due date

Termination

Termination of the smart contract is properly handle: can’t be performed any
call to the smart contract functions.

Termination of the smart contract is properly handle: can’t be
performed any call to the smart contract functions.
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Table B.6

Pattern requirements definitions for Equipment Rental, Compensation, and Cleaning Service agreements.
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Patterns Equipment Rental Agreement Compensation Agreement Cleaning Service Agreement

Token The smart contract implements payment The smart contract implements payment The smart contract implements payment
though stable coins though stable coins though stable coins

Authorization The smart contract requires that the main The smart contract requires that the main The smart contract requires that the main
functions can be called only by the right party. functions can be called only by the right party.  functions can be called only by the right party.

Oracle The smart contract implements calls to some The smart contract implements calls to some The smart contract implements calls to some
oracle oracle oracle

Randomness The smart contract uses some random function ~ The smart contract uses some random function The smart contract uses some random function

Math Mathematical operations are performed Mathematical operations are performed Mathematical operations are performed

safely, with overflow check.

safely, with overflow check.

safely, with overflow check.

Business Logic

The smart contract should model:

1. Invoice’s generation (make sure that late
fee and every cost is applied as needed)

. Invoice’s payment

. Contract’s termination

Contract’s renewal

Dispute’s report

. Dispute’s resolution

. Deposit payment

. Deposit return (with interest rate)

. Equipment lease renewal

O PN U A WN

The smart contract should model:
1. salary payment

2. benefit payment

3. contract termination

4. ntract extension

The smart contrat should model:
1. pay invoice

2. generate invoice

3. Contract end

4. Contract extension

5. Fault report

6. Fault resolution

Fork Check Helper ~ Check for a blockchain fork. Check for a blockchain fork. Check for a blockchain fork.

Pool The smart contract implement a pool The smart contract implement a pool The smart contract implement a pool
mechanism mechanism mechanism

Helper The smart contract should implement the fol-  The smart contract should implement the fol-  The smart contract should implement the fol-

lowing helpers.

STRUCTURE:

1. Lessor

2. Lessee

3. Rental price (daily rental price, additional
costs, security deposit, late fee per each day
the equipment has not been returned)

4. Equipment

FUNCTION:

1. get contract information (parties, equip-
ment, rental price, etc)

2. get payment details

3. get equipment list

EVENTS:

. invoice generated

. invoice paid

. contract termination
equipment returned

. security deposit paid

. security deposit returned

v A wN R

lowing helpers.
STRUCTURE:
1. Employer

FUNCTION:
1. get contract informations
2. get payslips

EVENTS:

1. payslip emission

2. benefit emission

3. contract termination

lowing helpers.
STRUCTURE:
1. Services
2. Invoices

FUNCTIONS:

1. get contract detail
2. get services offered
3. get invoices

EVENTS:
. Invoice generated
. Invoice paid

. Inspection resolved

1
2
3. Inspection required
4
5. Contract terminated

Time Constraint

The smart contract implements the following:

1. Security deposit’s payment before the con-
tract is activated

2. Returning equipment on the due date

. Security deposit’s refund after the due date

4. Invoice must be generated on a monthly ba-
sis basis

w

The smart contract implements the following:
1. salary payment every month

The smart contract implements the following:
1. invoice emission

2. invoice payment

3. contract termination

Termination

Termination of the smart contract is properly
handle: can’t be performed any call to the
smart contract functions.

Termination of the smart contract is properly
handle: can’t be performed any call to the
smart contract functions.

Termination of the smart contract is properly
handle: can’t be performed any call to the
smart contract functions.
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