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Abstract—Misconfigurations within Operational Technology
(OT) environments represent a significant source of cyber risk,
often resulting in critical disruptions to industrial processes. How-
ever, the absence of standardized methodologies for quantifying
their impact hinders effective risk assessment and prioritization.
This study proposes a novel and fully automated framework that
maps misconfigurations to the Common Weakness Enumeration
(CWE) taxonomy through semantic similarity techniques, em-
ploying state-of-the-art sentence embedding models and cosine
similarity metrics. The framework enables the computation of
quantitative risk indicators by linking the identified CWEs
to associated Common Vulnerabilities and Exposures (CVEs)
and aggregating their Common Vulnerability Scoring System
(CVSS) scores. A voting ensemble of pre-trained language models
is introduced to enhance robustness and semantic accuracy.
Experimental validation demonstrates improved precision over
single-model baselines, confirming the efficacy of the proposed
approach. The resulting system offers a scalable, data-driven tool
for OT stakeholders to evaluate and prioritize misconfiguration-
related cybersecurity threats systematically.

Index Terms—Cybersecurity, Misconfiguration Risk, Natural
Language Processing, Sentence Embeddings, Operational Tech-
nology.

I. INTRODUCTION

The proliferation of innovative and highly interconnected IT
solutions, enabled by advances in cloud computing, virtual-
ization, and ubiquitous connectivity, has expanded operational
capabilities across sectors. However, this digital transformation
has also significantly increased the attack surface, creating new
vulnerabilities that malicious actors can exploit. In enterprise
and industrial contexts, particularly those involving Opera-
tional Technology (OT), the implications of cyber-attacks are
especially critical [1]. A single breach can lead to substantial
economic losses, reputational damage, or the compromise of
sensitive intellectual property and strategic infrastructure [2].
As a result, cybersecurity has become a central pillar of
organizational resilience and continuity.

Among the diverse set of threat vectors, system misconfig-
urations represent a particularly pervasive and insidious risk
often resulting from human error, such as misconfigured access
controls, services, or software parameters. While they may not

This publication is partially part of the project funded under the National
Recovery and Resilience Plan (NRRP), Mission 4 Component 2 Investment
1.3-SERICS PE 00000014 — CUP F53C22000740007.

4™ Alessandro Aliberti
Politecnico di Torino
Torino, Italy
alessandro.aliberti @polito.it

3™ Alessio Viticchié
AlphaWaves S.r.l.
Torino, Italy
a.viticchie@awaves.it

constitute vulnerabilities in the strict technical sense, they of-
ten serve as enablers for exploitation. Despite their importance,
misconfigurations are difficult to evaluate systematically due to
the absence of standardized risk assessment frameworks that
can translate high-level security guidelines into quantifiable
indicators.

To address this gap, this work introduces a novel, fully auto-
mated architecture for the semantic evaluation and scoring of
misconfigurations in OT environments. The proposed method-
ology leverages recent advances in natural language process-
ing, specifically sentence embeddings and cosine similarity,
to map unstructured best practice descriptions to formalized
entries within the Common Weakness Enumeration (CWE)
taxonomy. This semantic alignment enables the identification
of conceptually similar weaknesses, thus facilitating struc-
tured reasoning about risks that were previously defined only
in informal terms. The architecture further integrates these
mappings with vulnerability data by linking each identified
CWE to associated entries in the Common Vulnerabilities and
Exposures (CVE) database and aggregating their correspond-
ing Common Vulnerability Scoring System (CVSS) scores.
The resulting framework provides a quantitative, interpretable
risk score that supports more objective prioritization of mit-
igation efforts. To improve robustness and reduce sensitivity
to linguistic variability, the system employs an ensemble of
state-of-the-art sentence embedding models, enhancing the
accuracy and reliability of semantic associations. Experimental
validation demonstrates that the proposed ensemble-based ap-
proach outperforms single-model baselines in assigning CWEs
that are thematically aligned with relevant best practices. By
transforming abstract security guidelines into actionable and
measurable insights, this work provides a practical decision-
support tool for risk assessment in OT context. In doing so,
it advances the state of the art in automated cybersecurity
evaluation and contributes a reproducible methodology for
bridging the gap between operational recommendations and
formal risk metrics.

The rest of the paper is organized as follows: Section II
provides an overview of the background and state of the art,
focusing on cybersecurity scoring frameworks, misconfigura-
tion assessment, and semantic similarity techniques in natural
language processing. Section III introduces the proposed ar-
chitecture, describing the methodology for semantic alignment



between best practices and CWE entries, the ensemble model-
ing strategy, and the computation of risk scores through CVE-
CVSS aggregation. Section IV presents the experimental setup
and evaluation criteria, analyzing the framework performance
across multiple cybersecurity categories. Finally, Section V
discusses the results, highlighting key findings, limitations, and
opportunities for methodological refinement.

II. BACKGROUND AND STATE OF THE ART

This section provides the conceptual and technical back-
ground necessary to support the design of the proposed
methodology. It covers key topics from the domains of
cybersecurity and Al, including vulnerability classification
standards, risk scoring frameworks, and natural language pro-
cessing techniques, all of which underpin the automated risk
assessment strategy presented in this work.

A. Taxonomies of Security Flaws and Misconfigurations

A fundamental step in assessing and mitigating cyber threats
involves understanding the classification of software and hard-
ware flaws. Three distinct yet interrelated categories: weak-
nesses, vulnerabilities, and misconfiguration, play a central
role in the security posture of modern digital systems. The
CWE is a standardized taxonomy maintained by the MITRE
Corporation that categorizes general classes of software and
hardware weaknesses which, if unaddressed, may be exploited
by attackers [3]. Each CWE entry provides a descriptive
definition of a recurring flaw type (e.g., buffer overflows,
improper access control), enabling developers, analysts, and
security practitioners to design countermeasures early in the
software development lifecycle. By structuring weaknesses
hierarchically and thematically, CWE facilitates systematic
analysis and supports proactive, design-time security interven-
tions.

Complementing the CWE is the CVE system, which fo-
cuses not on general flaw types, but on specific, documented
instances of vulnerabilities observed in operational environ-
ments [4]. Also maintained by MITRE in collaboration with
the U.S. Department of Homeland Security, the CVE database
assigns unique identifiers to vulnerabilities, accompanied by
textual descriptions, discovery timelines, and references to
exploited CWE classes. Each CVE provides actionable threat
intelligence by pinpointing real-world weaknesses that have
been disclosed or exploited, often linking directly to vendor
advisories and patches.

In contrast to CWEs and CVEs, misconfigurations are not
formalized within a centralized taxonomy. Misconfigurations
arise when system components, whether hardware, software,
or network elements are configured in ways that deviate from
secure practices, typically due to human error, inadequate
documentation, or oversight [5]. Although misconfigurations
do not constitute inherent weaknesses within the codebase,
they can still expose critical assets to exploitation. Addressing
misconfigurations remains particularly challenging due to the
absence of standard identifiers and the lack of representation
in publicly maintained repositories. Their mitigation relies

instead on compliance with evolving best practices and ad-
herence to guidelines published by cybersecurity authorities
and relevant industrial bodies.

B. Cybersecurity Scoring Systems

In the field of cybersecurity, risk quantification is supported
by several standardized metrics developed under the guid-
ance of the National Institute of Standards and Technology
(NIST) [6]. Among these, the Common Vulnerability Scoring
System (CVSS) is the most widely adopted framework for
evaluating the severity of known vulnerabilities. CVSS assigns
each vulnerability a score ranging from 0 to 10, based on
two principal components: impact (which reflects the potential
compromise to confidentiality, integrity, and availability) and
exploitability, which measures the ease with which an attack
can be carried out.

The Common Configuration Scoring System (CCSS) extends
this concept to assess the risk associated with misconfigura-
tions in hardware and software systems. While the underlying
model has been proposed, the CCSS framework remains under
active development and requires further refinement before it
can be widely implemented.

Similarly, the Common Misuse Scoring System (CMSS)
is designed to evaluate the risks arising from incorrect or
unintended use of software and hardware. Like CCSS, CMSS
is in a preliminary stage and has not yet reached full maturity
for operational deployment in enterprise security assessments.

C. Sentence Embeddings and Similarity Computation

To enable a rigorous and systematic computation of risk
scores for conceptually abstract misconfigurations, the pro-
posed architecture integrates deep learning techniques, specifi-
cally through the use of sentence embedding models. Sentence
embedding is a Natural Language Processing (NLP) technique
that transforms textual data into continuous, high-dimensional
vector representations, thereby enabling the application of
mathematical operations to capture semantic relationships.
These dense vector representations are employed in a wide
range of tasks, including semantic understanding, machine
translation, question answering, and document clustering.

Among the most effective models for generating sentence
embeddings are those from the Sentence-Transformers frame-
work, a derivative of the BERT architecture [7]. These models
utilize pre-trained transformers to tokenize input sentences
while preserving both syntactic structure and semantic nuance.
A key feature of Sentence-Transformers is their implementa-
tion of a Siamese network architecture, which significantly
enhances their efficiency and accuracy in semantic similarity
tasks. This makes them particularly well-suited for applica-
tions requiring the comparison of large volumes of text, such
as the semantic mapping of misconfigurations to security-
related knowledge bases.

Once textual inputs are converted into embedding vectors,
semantic similarity can be evaluated using various distance
metrics. Among these, cosine similarity is especially appropri-
ate due to its sensitivity to orientation rather than magnitude. It



measures the cosine of the angle between two vectors, focusing
on semantic content while remaining invariant to sentence
length. The metric is defined as follows:
T A-B

cosine similarity(A, B) Al (1)
The resulting value ranges from 1 to —1, where 1 indicates
identical semantic content and —1 represents complete dissim-
ilarity.

D. Evaluation of Semantic Similarity Using the STS Bench-
mark

The Semantic Textual Similarity Benchmark (STS Bench-
mark) is a widely adopted evaluation framework designed
to assess the ability of Natural Language Processing (NLP)
models to quantify semantic similarity between sentence
pairs [8]. Developed as part of the SemEval shared tasks, the
benchmark provides a standardized, reproducible methodology
for comparing the effectiveness of different semantic similarity
techniques.

a) Dataset and Scoring: The benchmark includes a col-
lection of sentence pairs, each annotated with a similarity score
on a scale from 0 (completely dissimilar) to 5 (semantically
equivalent), based on human judgment. The dataset is divided
into training, development, and test sets, enabling robust model
training and generalization across various textual domains and
syntactic structures [8].

b) Evaluation Metrics: Performance is typically evalu-
ated using the Pearson and Spearman rank correlation co-
efficients, which assess the degree of alignment between the
similarity scores predicted by the models and those assigned
by human annotators. Higher correlation values indicate better
semantic fidelity and model robustness in capturing nuanced
meaning relationships [8].

E. Proposed Architecture for Automated Misconfiguration
Risk Assessment

Despite the availability of standardized taxonomies such
as CWE and CVE, and scoring systems like CVSS, existing
approaches to cybersecurity risk quantification still fall short
when addressing the complexity of misconfigurations, particu-
larly within OT environments. Current frameworks, including
the CCSS and the CMSS, remain incomplete and lack wide-
scale operational deployment. Moreover, most prior work in
risk assessment has focused on known vulnerabilities rather
than on configuration weaknesses and typically requires expert
manual intervention or rule-based matching, which limits
scalability and adaptability.

In contrast, the approach proposed in this work introduces
a fully automated architecture that leverages recent advance-
ments in NLP, specifically sentence embeddings and semantic
similarity metrics—to bridge the gap between informal best
practices and formalized cybersecurity taxonomies. Unlike
traditional methods that rely on direct string matching or
expert-encoded rules, the system performs semantic mapping
from unstructured text (i.e., best practices) to CWE entries,

which are then linked to associated CVEs and scored via
CVSS. This enables the quantification of abstract and high-
level security guidelines without requiring manual annotation
or domain-specific heuristics.

A key advancement over the state of the art is the use of
an ensemble of sentence embedding models, which improves
robustness and reduces sensitivity to linguistic variance. This
ensemble-based design, validated against domain-specific best
practices, outperforms single-model baselines and demon-
strates that combining diverse NLP models significantly en-
hances semantic alignment in a security context. Furthermore,
the proposed architecture introduces a weighted risk compu-
tation mechanism that integrates similarity scores into CVSS
aggregation, thereby producing a context-aware, interpretable,
and scalable risk score. This is a notable step forward in
enabling automated risk assessment for misconfiguration, an
area often overlooked in both academic literature and prac-
tical deployment scenarios. By synthesizing formal security
ontologies with modern NLP techniques and a lightweight
computational framework, this work delivers a replicable and
extensible foundation that addresses the core limitations of
existing approaches, advancing the state of the art in OT
cybersecurity risk evaluation.

III. METHODOLOGY

The primary objective of the proposed architecture is to
establish a systematic connection between abstract concepts,
such as best practices, typically formulated as general secu-
rity guidelines and formally defined entities, such as CVEs
and their associated Common CVSS metrics. Due to the
semantic and structural disparity between these domains, the
CWE framework serves as an effective intermediary. While
CVEs provide highly specific and technical descriptions, often
including vendor- or version-specific details, CWE entries
encapsulate generalized classes of weaknesses that align more
closely with the conceptual scope of best practices. The
architecture is therefore grounded in a semantic similarity
analysis between textual descriptions of best practices and the
CWE corpus. This intermediate mapping enables the identifi-
cation of related vulnerabilities and facilitates the computation
of an aggregated CVSS-based risk score, thus transforming
qualitative guidelines into quantitative and actionable security
metrics.

A. Model Selection

To compute semantic similarity between best practices and
CWE descriptions, several pre-trained sentence embedding
models were considered. The final selection included five
models from the Sentence-Transformers framework:

e all-mpnet-base-v2

e 2al1-MiniIM-L6-v2

e 2a11-MiniIM-L12-v2

e paraphrase-multilingual-MiniIM-L12-v2

e paraphrase-MinilM-L6-v2
The selection process was guided by the need to balance three
primary criteria: average task performance (measured across
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Fig. 1. Overview of the proposed risk scoring architecture. The system uses sentence embeddings and a voting ensemble to map best practices to CWEs,
and queries-related CVEs, and aggregates CVSS scores to compute a final misconfiguration risk score.

standard semantic search and sentence embedding bench-
marks), inference speed (measured in sentences per second on
a V100 GPU), and model size (measured in megabytes). These
criteria were chosen to ensure a trade-off between semantic
accuracy, computational efficiency, and resource constraints.

Given the absence of a dedicated dataset for mapping best
practices to CWE entries, and the lack of a definitive metric
for identifying the most suitable model for this specific task,
an initial evaluation was conducted using the Semantic Textual
Similarity (STS) Benchmark [8]. This benchmark serves as a
de facto standard for assessing semantic similarity in NLP and
provides a reliable reference for model comparison. All five
models demonstrated strong performance, achieving Pearson
and Spearman correlation coefficients between 0.82 and 0.84,
thus confirming their reliability for sentence-level semantic
comparison.

To further differentiate among models, an additional empir-
ical analysis was performed by computing the range of cosine
similarity scores each model produced across a representative
set of comparisons. The underlying hypothesis is that a more
effective model should exhibit a greater distinction between
high- and low-relevance CWE candidates when matched to
a given best practice. A wider score distribution suggests a
stronger ability to discriminate between semantically related
and unrelated entities.

The evaluation was performed on a curated set drawn from
the authoritative guide Recommended Practice: Improving In-
dustrial Control System Cybersecurity with Defense-in-Depth
Strategies [9]. This document serves as a widely recognized
reference in the domain of industrial control system (ICS)
cybersecurity and was selected to ensure domain relevance
and practical applicability.

B. Voting Ensemble Scoring System

To enhance the reliability of risk score computation, the pro-
posed architecture incorporates a voting ensemble of multiple
sentence embedding models. While the use of multiple models
does not inherently guarantee perfect accuracy, it significantly
improves robustness from a probabilistic standpoint. This

strategy is grounded in the principle of model diversity: by
leveraging models with differing architectures and training
datasets, the ensemble mitigates individual model biases and
compensates for potential weaknesses in specific semantic
representations. The decision to include three models reflects a
deliberate balance between computational efficiency and eval-
uation quality. Preliminary analysis indicated that combining
only two models yielded marginal improvements over single-
model performance, whereas integrating more than three mod-
els introduced substantial computational overhead, adversely
affecting scalability and usability in practical settings. To oper-
ationalize this approach, a structured workflow was developed
that integrates best practice embeddings, CWE matching, and
CVE-CVSS aggregation through an ensemble of embedding
models. An overview of this process is illustrated in Figure 1,
which outlines the main components involved in risk scoring,
from semantic similarity computation to final risk estimation.

The final ensemble comprises the three models that ex-
hibited the greatest variability in cosine similarity scores
an indicator of discriminatory capacity when matching best
practices to CWE descriptions:

e paraphrase-multilingual-MiniLM-L12-v2

e all-MiniIM-L6-Vv2

e paraphrase-MiniIM-L6-v2
This ensemble configuration enables a more nuanced and
reliable estimation of semantic similarity, which is critical for
accurately identifying relevant CWEs and computing associ-
ated risk scores.

C. Risk Score Computation

Each model within the ensemble independently computes
semantic similarity scores by comparing each best prac-
tice to all descriptions in the CWE corpus. The resulting
scores from each model are normalized by assigning equal
weights—specifically, one-third per model ensuring a balanced
contribution to the overall assessment. For each best practice,
CWE entries are ranked based on their aggregated similarity
scores, and the top five matches are selected.



The identifiers of these top-ranking CWEs are then used
to query a structured database that maps each CWE to its
associated CVEs. Subsequently, the CVSS values correspond-
ing to each linked CVE are retrieved. To reflect the semantic
relevance of each CWE, the similarity scores are employed
as weighting factors in computing a weighted average of the
CVSS values. This final weighted average constitutes the risk
score, providing a quantifiable and context-aware assessment
of each misconfiguration.

IV. EXPERIMENTAL RESULTS

Before evaluating the proposed methodology, it is necessary
to establish a framework for interpreting the results. To this
end, a set of seven cybersecurity categories has been defined
to facilitate the consistency assessment between the CWEs
identified by the system and the 25 best practices used for
testing. These categories reflect key functional domains within
cybersecurity and serve as a reference taxonomy for classifi-
cation. Given the general nature of both CWE descriptions
and best practices, individual entries may justifiably belong to
more than one category. The defined categories are as follows:

1) Authentication & Access Control: Encompasses mecha-
nisms for verifying user identities and controlling access
to system resources.

2) Data Encryption: Focuses on safeguarding sensitive in-
formation through appropriate cryptographic techniques.

3) Security Monitoring & Incident Response: Includes ca-
pabilities for threat detection, monitoring, and manage-
ment of security incidents.

4) Secure Software Design & Network Architecture: Ad-
dresses the integration of security principles from the
design phase of software and network systems.

5) Patch Management: Pertains to the identification, test-
ing, and deployment of security updates to mitigate
known vulnerabilities.

6) Risk Management: Covers organizational strategies,
policies, and procedures aimed at minimizing cyberse-
curity risks.

7) Physical Security: Involves the protection of physical
infrastructure and environments hosting critical systems
and data.

This classification supports a structured and interpretable vali-
dation process, enabling the evaluation of semantic alignment
between best practices and system-generated CWE assign-
ments.

A. Result Analysis

To evaluate the effectiveness of the proposed semantic align-
ment methodology, a classification-based validation approach
was adopted. Each CWE assigned to a best practice was
evaluated based on its categorical alignment with a predefined
taxonomy of cybersecurity domains. The assignment was con-
sidered correct if at least one of the categories associated with
the identified CWE matched any of the categories assigned to
the corresponding best practice. Conversely, if no categorical
overlap was found, the assignment was classified as incorrect.

TABLE I
ACCURACY RESULTS FOR SINGLE-MODEL VS. THREE-MODEL ENSEMBLE
CONFIGURATIONS

Configuration Name
Single baseline model
3 Baseline Models

Accuracy (Ratio)
62/125
80/125

Accuracy (%)
49.6%
64%

Formally, the overall performance was measured using the
accuracy metric, defined as:
Number of Correct Assignments

A = 2
ceuracy Total Number of Assignments @

Table I compares the performance of two configurations: one
using a single baseline model and the other employing an
ensemble of three models through a voting mechanism. The
ensemble-based configuration achieved an accuracy of 64%,
representing a substantial improvement of approximately 15
percentage points over the single-model configuration, which
achieved 49.6%.

These results underscore the benefits of model diversity
and ensemble learning in enhancing the quality of semantic
similarity assessments. By integrating multiple models with
distinct characteristics, the system can compensate for indi-
vidual limitations and produce more robust and reliable risk
score associations.

V. CONCLUSION

While the proposed architecture offers a promising and fully
automated methodology for assessing misconfiguration risks in
OT environments, several limitations merit critical attention.
By leveraging semantic similarity via sentence embeddings
and systematically mapping best practices to the CWE and
CVSS frameworks, the system introduces an innovative ap-
proach to bridging the gap between high-level security guide-
lines and quantitative risk metrics. However, the absence of
a dedicated benchmark dataset for validating the alignment
between best practices and CWE entries introduces an inherent
limitation to the evaluation’s rigor.

Although the STS Benchmark serves as a reasonable proxy
for assessing model reliability, it does not capture the full
complexity and domain specificity of cybersecurity language.
Moreover, the achieved accuracy of 64% while notably out-
performing single-model baselines still leaves a considerable
margin for misclassification, which may be critical in high-
stakes industrial contexts. A further limitation lies in the sole
reliance on semantic similarity measures, which may fail to
capture contextual dependencies or domain-specific nuances
embedded in OT configurations. The lack of human-in-the-
loop validation or expert feedback mechanisms also constrains
the system’s capacity to refine its associations and improve
interpretability.

Future research should consider the integration of super-
vised learning techniques, supported by the development of
annotated datasets tailored to misconfiguration scenarios. En-
hancing the model with contextual metadata, such as system
architecture or deployment parameters, could also improve the



accuracy and relevance of risk scores. Furthermore, efforts
should be directed toward improving the real-time adaptability
and explainability of model decisions to support deployment
in operational environments.

In conclusion, the framework presented in this work estab-
lishes a solid foundation for automated misconfiguration risk
assessment in OT systems. Nevertheless, addressing its current
limitations is essential to ensure the robustness, precision,
and practical applicability of the methodology in real-world
industrial cybersecurity scenarios.
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