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Abstract—We propose a machine learning approach leveraging
state-of-polarization dynamics to detect overlapping fiber anoma-
lies. Simulated disturbances and XGBoost classification achieve
near-perfect accuracy under noise, enabling precise identification
of concurrent events and enhancing both fault detection and
physical layer security in optical communication networks.

Index Terms—Machine learning, XGBoost, state of polariza-
tion, optical fiber, fiber anomalies.

I. INTRODUCTION

Fiber optic networks form the backbone of global telecom-
munications, enabling high-speed data transmission with min-
imal latency. However, as these networks evolve, they become
increasingly susceptible to overlapping anomalies such as
bends, breaks, or splice losses. These overlapping distur-
bances complicate identification, necessitating more sophisti-
cated detection techniques [1]. Traditional techniques, such as
Optical Time-Domain Reflectometry (OTDR) and threshold-
based monitoring, rely on predefined heuristics and struggle
to differentiate the overlapping anomalies, particularly when
multiple fault signatures interact [1, 2]. Recent advancements
in machine learning (ML) have enabled more sophisticated
anomaly detection in optical networks. For instance, in [3], a
vision transformer-based model was introduced to identify and
locate simultaneous anomaly occurrences; however, it requires
a large amount of processing power for training and inference.
These challenges highlight the need for intelligent real-time
anomaly detection systems that can take preventive measures
without compromising the network integrity and economic
crisis.

Among ML-based approaches, state-of-polarization (SOP)
monitoring has emerged as a promising technique for detecting
mechanical disturbances in optical fibers. SOP represents the
orientation of the optical signal’s electric field as it propagates

through the fiber. Changes in SOP can indicate external distur-
bances, making it a valuable metric to detect fiber anomalies.
The SOP angular speed (SOPAS) further defines the rate
of change in polarization states (Stoke parameters) on the
Poincar´e sphere at a certain angle. This allows for a more
granular capture of the disturbances on the fiber, such as
bending, shaking, and tapping [1]. However, current SOP-
based methods are not very granular in their classification
of overlap anomalies, and they frequently do not differentiate
between hostile intrusions (such as eavesdropping) and harm-
less environmental vibrations (such as wind). By modeling
complicated concurrent events using polarization signatures,
ML provides a revolutionary solution [4].

This study investigates ML-driven SOP analysis for detect-
ing overlapping anomalies in optical networks. Leveraging
XGBoost [5], our proposed model achieves high accuracy in
classifying overlapped fiber anomalies. The results validate the
effectiveness of ML for proactive network maintenance and
enhanced security of fiber infrastructure, surpassing traditional
fault detection methods in precision and reliability.

II. POLARIZATION-BASED ANOMALY DETECTION SETUP

Every disrupting event has a distinct polarization signature.
We have generated several signatures by using Stokes param-
eters to monitor the polarization state change on the Poincarè
sphere. To emulate real-world perturbations, we reproduced
three mechanical events: shaking, bending, and fiber hitting,
using an Arduino-controlled robotic arm, programmed to gen-
erate precise and repeatable perturbations as described in [6].
The experimental setup consists of two G.652 standard single-
mode fibers (SSMF) spanning 13 kilometers. A continuous
wave of light pulses of 1530 nm is injected into the sensing
fiber, and at the receiving end, a Novoptel PM1000 polarimeter



Fig. 1. Confusion metrics of XGBoost for different events.

is connected, which tracks the polarization signatures on
the Poincarè sphere. The robotic arm movements are pre-
programmed, ensuring accurate emulation of real-world dis-
turbances.

Fiber bending is characterized as eavesdropping by manip-
ulating the exposed fiber, using a commercial optical fiber
identifier (OFI) with a bend diameter of 0.25 mm. The
handgrip controls the clamping; we clamp for 5 seconds
before releasing. An eavesdropping event is generated when
the device detects light leakage. The same test is repeated
10 times to ensure consistency. For shaking, the robotic arm
moves the fiber up and down with a frequency of 3 Hz and
an angle of deviation 90◦. For fiber hit, we manually hit the
fiber with 1 tap/s. Each of these events is recorded as Stokes
parameters, reflecting their unique fingerprint. However, for
the generation of overlapping events, the coordinated action of
fiber shaking, by the robotic arm, and fiber hit is synchronized.

In order to ensure improved safety protocols and proactive
maintenance, we used ML algorithms to precisely categorize
and forecast the true nature of overlapping occurrences, even
amidst noisy disturbances.

III. ML MODEL PERFORMANCE IN ANOMALY DETECTION

The experimental results provide a demonstration of the
effectiveness of the proposed ML model in accurately identi-
fying anomalous events that could potentially compromise the
optical fiber infrastructure. To simulate a real-world situation,
feature engineering techniques such as adding differences
of Stokes parameters {S1, S2, S3} and rolling mean of the
parameters are used. To ensure the models are resilient, we
included some environmental noise in the data. This helps the
models to acquire features instead of memorizing the training
data.

80% data is used for training and the remainder 20% is
reserved for testing. We tested various classifiers like random
forest, XGBoost, decision tree, and logistic regression. The
findings indicate that XGBoost outperformed other classifiers
in terms of accuracy scores since it can predict non-linearities
and requires less processing time; thus, we selected it for

Fig. 2. Classification report of XGBoost for different events.

further analysis. Further breakdown of XGBoost model per-
formance is shown in Figure 1, where it is clear that the model
has generalized data and made accurate predictions with only
2.06% of overlap events misclassified.

The metric scores achieved by XGBoost are illustrated in
Figure 2 where the micro average aggregates all true and false
positives, and false negatives across all the classes before
computing metrics. Macro average computes the metric for
each of the classes separately and then averages them equally,
whereas the weighted average computes the metric of each
class separately then takes a weighted sum based on the
number of true instances per class. This Figure 2 shows that
the model was able to predict “Bending” and “Tapping” with
99% Precision, Recall and F1-Scores and it was able to predict
“Shaking” with a metric score of 100%. The model’s ability
to forecast the multi-event “Fiber hit/shaking” with a precision
of 99%, further demonstrates its predictive capability.

Real-time response to multi-threat scenarios is made pos-
sible by the model’s ability to reliably distinguish between
benign shaking and hostile intrusions (like tapping) through
training on overlapping tampering and noise-augmented data.
This provides a strong foundation to protect networks from
dynamic, interconnected faults. Future studies will investigate
the combination of adaptive ML models that dynamically
enhance performance as they come across fiber anomalies with
real-time data streams.
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