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Abstract

This paper presents a real-world deployment case study on us-
ing unsupervised anomaly detection for Anti-Money Laundering
(AML). Using more than 2 billion anonymized bank transactions
that Intesa Sanpaolo, a primary Italian financial institution, regis-
tered over 8 months, we developed, tuned and deployed a machine
learning pipeline in production. Experts from Intesa Sanpaolo val-
idated the performance of our approach against the institution’s
traditional rule-based system and checked new real-world cases the
system allowed them to identify. Besides increasing both precision
and recall by a factor of 6 in the detection of high-risk cases, our
pipeline raises 200+ additional alerts during the 8-month period,
manually identified by branch managers, but missed by the rule-
based system. More importantly, a manual inspection of 100 new
unseen cases revealed 28 significant previously unreported cases.
The pipeline, now fully deployed in Intesa Sanpaolo’s Transaction
Monitoring system, highlights the advantages of machine learning
over traditional approaches typically adopted in this traditionally
very conservative sector.
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1 Introduction

Individuals and organizations that engage in criminal behaviours
have financial needs, ranging from payments and investments to
money laundering and circumvention of sanctions and embargoes.
These entities seek to meet their financial needs through the ser-
vices offered by regular financial institutions, e.g. banks. As a conse-
quence, Financial Intelligence Units (FIU) worldwide require finan-
cial institutions to report activities that are considered as suspect.
To comply with this necessity, financial institutions rely on Trans-
action Monitoring (TxM) systems that process hundreds of millions
of transactions looking for suspicious operations. This process is
typically run every month, as alarms do not need to be raised in
real-time (as it would be, for instance, for credit card transactions).
In past years, rule-based TxM systems have allowed the detec-
tion of simple cases of money laundering and circumventions of
sanctions. However, individuals and organizations can easily by-
pass these often simplistic rules. More recently [7, 12, 22], Ma-
chine Learning (ML) started becoming a valuable alternative to
traditional, rule-based systems. Although a wide variety of ML-
based techniques have been proposed [5, 11, 26], to the best of our
knowledge we are the first to provide a detailed account of the full
end-to-end process, in a real scenario, with a deployed result. This
paper presents the successful case of MAD (Multicriteria Anomaly
Detection). We designed, tested, and optimised an unsupervised
machine learning pipeline and effectively deployed it in the Intesa
Sanpaolo TxM system, with results validated by domain experts.
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MAD focuses on unsupervised anomaly detection models. We
compare and test multiple algorithms, and integrate a post-processing
step to enhance the detection of suspicious activity considering
cash-based transactions. Domain experts validated our results by
comparing them against (i) the institution’s current rule-based sys-
tem and (ii) manually detected fraud cases. MAD successfully iden-
tified all high-risk cases detected by the rule-based system, while
reducing the overall number of alarms, a key advantage allowing
the reduction of the load on the subsequent manual case-by-case
verification. Additionally, MAD flagged 200+ cases deemed highly
suspicious, that were missed by the rule-based system. A manual
review of a sample of flagged accounts reveals that 25-30% of them
correspond to never-reported but suspicious accounts. In particular,
we show that MAD identified suspicious cases that were previously
completely undetected, highlighting the potential of unsupervised
learning in discovering previously unknown patterns. Our work
demonstrates the potential of ML pipelines in fighting financial
crimes, particularly in sectors typically deemed conservative.

The remainder of this paper is organized as follows. Section 2 pro-
vides the necessary background on TxM and financial regulations.
Section 3 discusses related work, highlighting the strengths and
weaknesses of existing AML detection methods. Section 4 defines
the problem and describes the dataset used in this study. Section 5
details our proposed methodology. Section 6 presents experimental
results and validation, followed by Section 7, which discusses the
deployment of our approach. Finally, Section 8 concludes the paper
by presenting the lessons we learned.

2 Background

In this section, we establish a common vocabulary for the rest of
the paper.

A customer of a financial institution is defined as the entity that
interacts with a financial institution. This customer can be, for
instance, a physical person or a legal entity. The customer can
interact with the bank through an account (e.g., a checking or a
savings account), identified by an accountID, e.g., the ABA rout-
ing transit number in the US, or the International Bank Account
Number (IBAN) in Europe. A customer can potentially use multiple
accounts for different purposes, and an account can be jointly held
by multiple customers.

Each account can be used to perform transactions. Transactions
can involve the bank and the customer (e.g., withdrawing money
from an ATM), or two parties (e.g., a wire transfer).

Financial Intelligence Units (FIUs) are government agencies tasked
with the collection and investigations of suspicious or unusual fi-
nancial activities. FIUs act as an intermediary between financial
institutions and law enforcement agencies. Financial institutions,
such as banks, credit unions, insurance companies, etc., are required
to report suspicious activities to FIUs by means of a Suspicious Ac-
tivity Report (SAR). These SARs need to contain both information
on who performed the suspicious activity (the parties involved, or
the subjects of the SAR), as well as the set of financial operations
that characterize the suspicious activity (the transactions, or the
objects of the SAR).

To fulfill this requirement, financial institutions implement Trans-
action Monitoring (TxM) activities. TxM requires sifting through
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hundreds of millions of transactions performed monthly by ac-
counts and identifying potentially suspicious activity. Because of
these volumes, the first step of TxM is typically automated, often
with rule-based detection systems. These detections undergo mul-
tiple investigations, at different levels of detail, by multiple human
operators, who are part of the so-called competence centre. This
centre operates on two levels: L1 and L2. L1 performs an initial
analysis to discard clearly irrelevant detections. Cases deemed in-
teresting pass to L2, which performs additional investigations. The
outcome of those investigations is that the detection is either a
false positive, i.e. it is deemed not suspicious, or it is considered
suspicious enough to generate a SAR, which is submitted to the FIU.
The FIU will continue with the investigation, and act accordingly,
potentially involving law enforcement agencies. The FIU does not
generally provide an explicit outcome of the investigation, but only
information on whether the SAR has been archived (considered
not interesting) or non-archived. For the purposes of this work, we
consider non-archived SARs as true positives.

3 Related Works

The adoption of machine learning techniques for the detection of
suspicious activity is well-established in the literature. Research
has explored various approaches to enhance the effectiveness of
anti-money laundering (AML) systems, focusing on critical themes
such as supervision, dataset imbalance, and practical deployment
challenges.

Many studies in the literature focus on supervised learning tech-
niques due to their ability to achieve high accuracy when sufficient
labeled data is available. While there is a predominancy of usage of
well-known machine learning algorithms, such as decision trees,
Random Forest, and SVMs [12, 16, 26], some studies employ simple
feedforward neural network architectures, [5, 20, 23, 26]. More re-
cently, researchers have also explored more complex models, includ-
ing LSTM, GRU, Transformers [11], and Graph Neural Networks
[4, 5]. However, the intensive effort required for dataset annota-
tion lays the limitation, often leading to small training sets that
limit generalizability and may hinder data-intensive architectures.
Semi-supervised approaches attempt to address these limitations
by combining limited labeled data with a larger set of unlabeled
transactions. Usman et al. [23] use a self-supervised GCN [13] to
generate user embeddings, which are then utilized as features for a
supervised model. Rouhollahi et al. [20] begin with a small labeled
dataset and expand annotations using Snorkel [19]. Meanwhile,
Labanca et al. [14] rank samples based on anomaly scores using an
isolation forest model, then manually annotate the top anomalies for
training. The rapid evolution of money laundering techniques, com-
bined with the challenges of adapting to incomplete and evolving
data in real-time, often leaves these models struggling to keep pace.
Without the ability to dynamically update datasets and account
for shifts in behavior or adversarial strategies, these systems risk
becoming reactive, rather than proactive, in addressing emerging
threats [18]. For this reason, we opt for an unsupervised approach.

Unsupervised learning techniques used in AML focused on anom-
aly detection and cluster analysis. Algorithms like Isolation Forest,
One-Class SVM, and Local Outlier Factors [3, 7, 10, 17] detect sam-
ples deviating from the normal data distribution. However, what
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is anomalous is not necessarily suspicious/fraudulent, so the false
positive rate can be high. Other techniques focus on cluster analysis.
Anomalous samples are grouped to form clusters representing ab-
normal behaviors, as demonstrated in [6]. Alternatively, clustering
defines groups of similar instances, with samples far from these
clusters indicating anomalous behavior, as seen in [25].

Another critical limitation in existing literature is the simplicity
of experimental setups, which often fail to reflect the complexity of
real-world conditions. Many studies work with datasets containing
some thousands of transactions/account [1, 12, 26]. These scales are
orders of magnitude smaller than the millions of accounts addressed
in our study, where computational challenges become far more
pronounced. Another issue is the oversimplification of the anomaly
detection task through artificially balanced datasets or inflated
anomaly rates. For example, some works employ down-sampling
techniques on legitimate transactions to handle imbalance, such as
[5], or they focus on different scenarios where they have to identify
from alerts which ones are most likely to be SARs [1, 11]. In contrast,
[7] provides a more realistic setup by working with datasets where
anomalies represent 0.01% of the total transactions, reflecting the
challenging conditions of real-world scenarios. Our work aligns
with and extends these efforts by tackling the dual challenges of
scale and extreme imbalance. We focus on datasets with millions of
accounts and anomalies comprising only 0.01% of the transactions,
emphasizing the need for robust and scalable methods capable of
detecting rare events in realistic, high-complexity environments.

At last, to the best of our knowledge, no previous work reports
the experience in the production system. Here, we not only design,
test and tune an anomaly detection pipeline able to process hun-
dreds of millions of transactions and accounts, but also report the
experience coming from an actual deployment in the production
TxM of Intesa Sanpaolo.

4 Problem definition

We refer to the set of all existing customers as C = {ci,c2,...}.
Similarly, we refer to each existing account as A = {ay, ay, ...}.

We model the relationship between customers and accounts
with two functions, owns(-) : C — P(A) \ 0, and owned(-) : A —
P(C) \ 0, where P (X) represents the power set of X. The power
set is necessary because customers can own multiple accounts,
and an account can be jointly held by multiple customers, the
primary customer being identified as the owner of an account. We
refer to this relationship as powns(-) : A — C. Each account is
associated to an account balance, the amount of money available:
balance(:) : A — R.

Each customer is associated with a customer segment, as deter-
mined during the Know Your Customer (KYC) due diligence phase.
There is a limited set S of known customer segments (e.g. natural
person, legal entity, institution). We associate a customer to its
segment via segment(-) : C — S.

For this work, we identify two main types of transactions: CASH
transactions, i.e. transactions involving cash (withdrawals, deposits)
and WIRE transactions (i.e., wire transfers, online payments, etc.)
involving two parties.

A CASH transaction can be fully described as a 4-tuple tcasy =
(a,m,d,t), where a € A is the account performing the operations,
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m € R is the amount of the operation (positive if the amount is
deposited on the account, negative otherwise), d and t represent
the date and time of the operation, respectively.

A WIRE transaction is slightly more complicated, as it includes
the originator and the beneficiary of the operation, i.e. two parties.
As such, the transaction can be represented as a 5-tuple tyrg =
(aq, as,m,d, t), where ag, as € A are the parties involved in the
operation . If a4 is the beneficiary and a; is the originator, the
amount m is positive, otherwise it is negative. We conventionally
refer to specific attributes of a transaction by means of functions,
when unambiguous: for instance, we use a;(t), m(t) to refer to the
account and the amount associated with transaction ¢, respectively.

We refer to Tcasy and Ty rE as the sets of all CASH and WIRE
transactions processed by the financial institution.

To preserve the consistency of the results, as well as to limit the
volumes of data involved, TxM is generally performed over batches
of data that span a specific time span (e.g., on a monthly basis).
In other words, we can define a window of time, delimited by a
beginning d o, and an end d;o, and consider only the transactions
occurring within that time frame:

d o

Teasnlyy,,, =1t € Teast: dfrom < d(t) < dio}
dio

Twirelyy, =t € Twire. dfrom < d(1) < dio}

For ease of notation, we use Tc sy, Twwirg With the underlying
assumption that the sets of transactions refer to a predefined time
window.

Finally, we identify the set of transactions related to a specific
account a = @ as TcASH > TWIRE,q and Ty defined as TcasH ¢ =
{t € Tcasn. a(t) = o}, Twirga = {t € Twirg,a(t) = a}, Ty =
TeasH,a Y TWIRE,a-

Based on this notation, we set the goal of producing as a set of
subjects of interest, Ay;¢q, i.€. that call for further evaluation by
the competence centre and eventually become part of a SAR.

The definition of a ground truth to use for the evaluation of the
performance of the TxM system is tricky. The FIU investigates the
received SARs and decides whether to act upon it. The ideal ground
truth would be the outcome of whether the FIU effectively decided
to involve law enforcement agencies, indicating an actual illicit
activity. However, using this ground truth poses several problems:
first, the FIU does not necessarily provide any feedback (positive or
negative) on the validity of the SAR, and even when it does, the in-
vestigations that led to the outcomes are based on information that
is not typically available to financial institutions. Second, the FIU
investigates only reported cases, with the risk that false negatives
are ignored.

4.1 Dataset

The dataset used for the development of MAD contains the anonymized

transactions processed by Intesa Sanpaolo. The transactions cover
a time span of 8 months, from November 2022 to June 2023. The

1We note that, for wire transfers, one of the parties is guaranteed to be an account
owned by a financial institution customer, whereas the other account may be registered
elsewhere. As such, a full characterization of those accounts may not be possible. Since
the main focus of this paper is on CASH transactions, we can ignore this problem.
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Table 1: Cardinalities of the available datasets, separately for
each month, in terms of number of transactions and number
of unique accounts involved.

Month  Total Transactions [T| Unique Accounts |A|

Nov 2022 279,029,599 14,503,838
Dec 2022 313,481,961 14,631,119
Jan 2023 277,222,213 14,894,278
Feb 2023 262,678,554 14,417,712
Mar 2023 300,891,611 15,461,731
Apr 2023 269,555,407 14,964,225
May 2023 310,595,368 14,652,299
Jun 2023 300,568,438 14,839,518

cardinality of the dataset is reported in Table 1, separately for each
month.

We observe about 300 million transactions per month performed
by about 15 million accounts. The variety of transactions and activ-
ities makes it difficult to process the entire dataset with a single ap-
proach. As a consequence, in this work, we focus on a well-defined
slice of all transactions: those involving cash operations. The adop-
tion of the cash perimeter provides a homogeneous structure in the
transaction: no counterparty is involved in the operations. With
this assumption, we establish the set of accounts of interest as
A 2 {a € A : 3t € Teasy, a(t) = a}.

4.2 Focusing on interesting cases

Among these, a significant fraction of accounts perform limited
activity either in the amount of money moved or in the number
of operations. First, these accounts are, based on domain knowl-
edge (as well as common sense), considered less interesting: for an
account to have a meaningful impact we expect it to perform opera-
tions that move a sizeable amount of money. Second, accounts with
limited activity are more difficult to model, as only limited informa-
tion is available to describe their behaviours. For these reasons, we
define two thresholds, 7+ = 3, 7z = 1,000, to define the minimum
number of operations performed, and the minimum amount moved
(in absolute value), respectively. We thus introduce:

A 2 {a e AY : |Teasmal = )

> m) =)

teTcasH .«

A®) 2 (g eA®

At last, we remove those accounts that have null, or negative
average account balances throughout the month. These edge cases
(less than 0.1% of the accounts) produce artefacts in the normaliza-
tion steps downstream. We remove those accounts: AW = (g€
AB) . balance(a) > 0}.

Finally, we focus only on accounts owned by natural persons.
This provides a more homogeneous type of behaviour than consid-
ering all owners: other customer segments (e.g., companies, insti-
tutions) have a wider variety of behaviours, that make the unsu-
pervised detection of outliers a noisier task: AB) = (¢ e AW
segment(powns(a)) = PERS}.
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Table 2: Summary of Account Cardinalities After Each Filter
in May 2023, as an example.

Operation AD] [AD)/AG-D] |AD|7]A0)]
Original accounts, A = A(®) 14,652,299 100% 100%
Cash perimeter, A 6,184,570 42.2% 42.2%
# transactions > 3, A®@) 2,900,805 46.9% 19.8%
Total amount > 1,000, (A(3) 1,399,255 48.2% 9.5%
Account balance > 0, A(4) 1,398,387 99.9% 9.5%
Customer segment (PERS), AB) 995,907 71.2% 6.8%

We report, as a part of Table 2, the reduction in cardinality that
occurs with each step of the definition of the perimeter, for a specific
example (May 2023). It can be seen that the final set A®) contains
approximately 1 million accounts to analyse. Besides reducing the
overall scale of the data, these reduction steps produce a more
homogeneous setting, where anomalies can be better identified
(and later verified).

5 Methodology

We propose a machine learning pipeline for unsupervised anom-
aly detection, integrating the classic steps of feature engineering,
anomaly detection algorithm selection, and post-processing steps.

We first aggregate data at the account level. Then, we apply
the filters that define the perimeter of interest. We extract domain-
specific features to represent each account for the unsupervised
anomaly detection step. The identified outliers are ranked based on
their level of anomaly. At last, we introduce a post-processing step
to refine the results and enhance the overall performance. Figure 1
provides an overview of MAD, including a validation framework
to compare predictions with the available ground truth.

5.1 Feature Engineering

We work closely with domain experts to design features that ef-
fectively describe account activity. For each account, we extract
features based on all transactions performed during the period un-
der analysis. Instead of focusing on individual transactions, we aim
to capture the overall behavioural patterns of each account. To do
this, we group all transactions by account and extract features from
the aggregated data.

Table 3 provides the detailed definitions of these features. We
explicitly separate credit (C) and debit (D) transactions, allowing us
to distinguish between in- and out-flows of money. Additionally, we
compute features for the total flow (all), combining credit and debit
operations. For monetary features, we normalize the values by di-
viding either by the total amount moved by the account during the
month (i.e., the fraction of the total flow) or by the account balance
(i.e., the fraction of the account’s potential movement capacity). We
summarize the value distributions of features with their mean, me-
dian, standard deviation, minimum, and maximum, for each feature.
Finally, we define so-called envelop features that quantify the ratio
between an account’s inflows and outflows. We normalize the ratio
to the [0, 1] range using a saturation function defined as follows:
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Figure 1: Architecture of the proposed MAD pipeline. The lower part represents the validation pipeline (i.e., extraction of the
GT and comparison with the results).

Table 3: Features summary: We separate credit (C) and debit (D) transactions to distinguish in- and out-flows, with total flow
(all) combining both. Unless otherwise specified, we only consider transactions within the CASH perimeter

Feature Name ‘ Description ‘ Count

Customer/account information

Account Balance ‘ Account average monthly balance, from the original dataset. ‘ 1
Transaction features
Count (C, D, All) Number of transactions 3
Total Amount (C, D, All) Total amount moved in transactions unnormalized or normalized by Account Balance or by Month Volume 8
Total Amount Wire (C,D) Total amount of money moved in transactions of the wire perimeter 2
Amount per transaction Average/median/std/min/max amount amount moved in transactions, unnormalized or normalized 45
(C, D, All) by Account Balance or by Month Volume

Envelop features: Ratio between Tot. incoming (C) and Tot. outgoing (D) within the same or across different perimeters
normalized between 0 and 1 using the saturation function described in Section 5.1.

Cash Ratio Total Cash-In out of Total Cash-Out 1
All Ratio Total incoming out of Total outgoing transactions (wire+cash) 1
Cash-In Wire-Out Ratio Total Cash-In out of Total Wire-Out 1
Wire-In Cash-Out Ratio Total Wire-In out of Total Cash-Out 1
Temporal features
Num. of active days (C, D, All) | Number of days where the account has had some activity 3
Num. of t 1 d
um. of E‘gn]s)a ¢ Alﬁ;ls perday Mean/median/std/min/max number of transactions made in the days where at least one transaction has 15
T been made
Timeslot 0/1 frequency . . L . .
(C, D, All) Fraction of transactions that have been made in either timeslot 0 (6 AM - 8 PM) or timeslot 1 (8 PM - 6 6
T AM). Fractions sum to 1.
Sequential features
X-Y sequence Fraction of times transaction type Y followed transaction type X (X, Y € {C,D}) 4
Median X-Y interval Median time elapsed between transactions of type X and following transactions of type Y (X, Y € {C,D}) 4
Structuring features
Structuring(C, D) Binary features, 1 if the sum of the transactions with amount lower than 7; € sum to a total greater than or 2
equal to 7, €. Actual thresholds omitted for safety reasons.
Structuring Std (C, D) Standard deviation of the transactions with amount lower than 7; €. 2

The normalization constant k = ¢(a - ¢1) — o(—a - ¢2) ensures the

function outputs values between 0 and 1. Here, we setc; =1 —¢

l~[0(a-(g—c))—a(a~(£—c))] ifD>0 . g .
f(C,D) = k D~ D~ )| and ¢ = 1+ ¢, with ¢ = 0.2 to indicate that ratios between 0.8 and
0, otherwise 1.2 are of interest, whereas other values will be flattened to 0. The

) ) ) ) constant a = 10 determines the slope of the function.
where o(x) is the sigmoid function; the constants ¢; and ¢z rep-

resent the minimum and maximum threshold ratios of interest.
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After the computation, our dataset includes features spanning
several orders of magnitude, which challenges distance-based al-
gorithms. To address this, we apply a base-10 logarithm, i.e., given
the features f, we consider the transformation f = logio(f + 1).
We apply this transformation to all features, excluding the En-
velop, Timeslot 0/1 frequency, Number of active days, and Structuring
features where logarithmic scaling is unnecessary. For missing fea-
tures, we fill values with zero to indicate absence (e.g., no debit
transactions for Total amount D). For the standard deviation, we
use -1 instead, signalling out-of-distribution values. At last, we then
standardize all features by subtracting the mean and dividing by
the standard deviation.

To reduce multicollinearity, we perform correlation-based fea-
ture selection [8]. We compute the correlation matrix and remove
features with correlation above a threshold 6. Exploring 6 values
from 0.1 to 1, we identify elbow points near 0.5 and 0.8. We test
these values, along with 6 = 1 (no reduction), as hyperparameters.
Similarly, we test the usage of Principal Component Analysis (PCA)
for dimensionality reduction.

5.2 Anomaly Detection

To identify anomalies in an unsupervised setting — where no prior
knowledge about what defines or characterizes an outlier is avail-
able — we select distance-based (Isolation Forest (IF) [15], One-class
SVM (OCS) [21]), density-based (Local Outlier Factor (LOF) [2]) and
reconstruction-based (Autoencoder (AE) [9]) techniques. For OCS,
given the large dataset, we use the Stochastic Gradient Descent lin-
ear One-Class SVM solver with Nystroem kernel approximation [24]
to reduce computational complexity while preserving nonlinearity.

For each algorithm, we perform a grid search (as detailed in
Table 4) to identify the optimal configuration, validated on a partial
ground truth (as detailed in Section 6.1).

All algorithms generate an anomaly score for each sample. We
then rank accounts based on their scores and consider the top-K
most anomalous accounts for further analysis. The output of this
step is a ranked list of accounts ordered by their anomaly score. The
rationale for considering top-K accounts comes from the limited
processing capacity of the competence centre.

Table 4: Key hyperparameters considered for the anomaly
detection algorithms.

Algorithm Key Hyperparameters

LOF Number of neighbors (k), Distance metric,
Correlation threshold, PCA
AE Number of layers, Neurons per layer, Batch
size, Epochs
IF Number of trees, Subsample size, Correla-
tion threshold, PCA
OCS v (fraction of training errors), Tolerance,

Kernel type, Correlation threshold, PCA

Post-Processing Filter. Because of the unsupervised nature of
the adopted algorithms, the anomalous behaviors identified are not
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biased toward illicit activities: many of the identified outliers are
indeed accounts acting strangely, but not of interest to AML (mainly,
because of the very low volumes of money involved). Because of the
limited time available to human operators, prioritization of accounts
with high cash movements is needed. To this end, we introduce a
minimum threshold Ty on the total amount moved by the account.
To reduce the workload on the operators, we filter the ranking of
anomalous accounts by selecting those with a total moved amount
above a threshold Tpes;. We optimise this threshold along with
other pipeline hyperparameters. Note that we avoid pre-filtering
the dataset to ensure the algorithm retains the necessary samples
to define normal behaviours and detect anomalies effectively.

6 Experimental results

This section reports the main experimental results obtained for
MAD. We present in detail all of the main numerical and qualitative
results, as well as the main hyperparameters that have been the
subject of an exploration. However, we cannot disclose the config-
urations of hyperparameters that have been identified as the best
performing. The source code and the anonymized data are available
for research purposes upon request.?

6.1 Experimental setup

In this section, we provide details on the definition of a ground truth
based on the available data, as well as the predictions produced
by the proposed approach. As a refresher, the data used for the
validation spans across 8 months.

Ground truth definition. Being able to define the complete
ground truth over the available data would require complete knowl-
edge of all illicit activities performed. This is clearly outside the
realm of feasibility, as it would require the perfect human evalu-
ation of billions of transactions. In fact, only a subset of the full
ground truth is known. These include the SARs that have been filed
by Intesa Sanpaolo on cash-related activities, during the period of
interest. Since a majority of the SARs are archived by the FIU (as
they are not considered interesting), we limit the ground truth to
the non-archived SARs. Additionally, operators from the compe-
tence centre assign a risk score to each SAR. This score allows us to
identify the SAR subset as high risk ones. These contain behaviours
that are considered more troubling - it is thus a high priority that
TxM detects them.

Two sources of detections generate those SARs: TradTxM and
Branches. TradTxM is the rule-based commercial system currently
adopted in the bank (name changed to avoid the disclosure of in-
ternal information). It encodes suspicious scenarios as rules, with
specific accumulators and thresholds. Each rule involves the check
of a single criterion, i.e. in a single-criterion anomaly detection
system. When any of the rules triggers, TradTxM generates a detec-
tion, which the competence centre’s operators manually check. For
the period of interest, TradTxM triggered about 3,000 alarms per
month (18,000 in 6 months), of which only 58 are SARs within the
perimeter of interest (and only 4 are high risk). The current system
is thus very prone to false positives.

?Please refer to Intesa Sanpaolo, with a request to AFC Digital Hub
(adh@pec.afcdigitalhub.com). Researchers interested in having access to
data for academic purposes will be asked to sign a non-disclosure agreement.
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Branches instead refers to suspicious situations flagged by branch
managers, and undergo the same analysis by the competence centre.
Branches filed a total of 7,164 SARs in the 6 months of interest, most
of which have not been detected by TradTxM (698 high risk ones).

Both SARs originating from TradTxM and from Branches gener-
ally contain transactions spanning multiple months. For this reason,
they cannot be easily assigned as belonging to a single month. Con-
sequently, the validation ground truth spans the entire 8-month
period, instead of having a per-month ground truth. In our experi-
ments, we run MAD every month, and aggregate the results over
the 8 months to compare against the ground truth. We describe
how we do it in the following.

Predictions extraction. MAD produces a ranking of the top K
most anomalous accounts, for each month. Based on the previously
defined ground truth, we need to aggregate results for comparability.
First, we extend the prediction to the 8-month period by selecting
the union of the top K predictions for each of the 8 months. In
other words, an account is considered as predicted positive if it has
been predicted as anomalous for at least one of the 8 months. With
this extension, both the ground truth and the predictions refer to
the same period. Second, the ground truth is defined in terms of
SARs, whereas MAD works at the account level. We consider an
account as a true positive if it is predicted as anomalous by MAD
and it belongs to at least one SAR in the period of interest. Similarly,
for SAR-level evaluations, we consider an SAR as being detected
if MAD predicts as anomalous at least one account belonging to
the SAR. These assumptions do not constitute a limitation: human
operators can unravel the rest of the activity (and accounts) after
being provided an initial account-based detection.

Baseline, non-regression and progressions. The main baseline
of MAD is the previously adopted system, TradTxM: It runs in
the same conditions, over the same data. The SARs coming from
branches are not a TxM system per se — in fact the branches op-
erate using much more information than those used by MAD and
TradTxM- and are, as such, not comparable. We refer to the ca-
pability of MAD to detect SARs also identified by TradTxM as
non-regression, whereas any additional detection is considered as a
progression. We will evaluate progressions based on (1) the Branches
data, and (2) the a posteriori manual examination of some cases
revealed by MAD which are not part of the ground truth.

Evaluation metrics. We validate the results both in terms of
detected SARs, as well as detected accounts. For the SARs, we con-
sider as the two metrics of interest the total number of undetected
SARs, and the total amount of money involved in those SARs. The
second metric provides an estimate of the volume of the missed
detections. For the accounts, we define precision, recall and F; score
based on the previous definitions of predictions and ground truth.

6.2 Results

We present, in the following, the main results of our work.

Overall results. Table 5 represents the main result of the various
Anomaly Detection algorithms used in MAD, along with the per-
formance of TradTxM. These results are reported for K = 550. This
value of K is the average number of monthly detections reported by
TradTxM, and defines a reasonable number that can be processed
(manually) by the competence centre.
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Local Outlier Factor achieves the best results across almost all
metrics. By definition, TradTxM has 0 undetected TradTxM SARs,
but performs poorly across all other metrics. The Autoencoder per-
formance is comparable with LOF, whereas the Isolation Forest
and the One-class SVM yield the worst performance. We focus
the main considerations of this section on LOF. Similar conclu-
sions can be drawn for the Autoencoder. This overview already
provides details about both the non-regression and progression
properties. Although full non-regression is not achieved by any
of the algorithms (i.e., none of the algorithms achieves 0% unde-
tected TradTxM SARs), both LOF and AE only miss 1 out of 4 high
risk SARs. In addition, MAD improves upon TradTxM on Branches
SARs. TradTxM did not detect any of those cases. MAD instead
identifies 200+ cases, for a total volume of 150M €.

Undetected SARs as a function of K. The limitation to the top
550 monthly detections is introduced to make a fair comparison
against the existing system. However, a larger number of detections
may be handled on a monthly basis by the operators. We study
the change in undetected SARs as a function of K in Figure 2. The
results confirm that the LOF produces the most satisfactory results
across values of K. Interestingly, for TradTxM SARs, the Autoen-
coder detects a similar number of true positives. However, the gap
between the amount curves highlights how the LOF’s detections
identifies SARs with larger volumes of money involved.

Results on TradTxM + Branches. We previously considered
the performance on TradTxM and Branches separately. Although
this separation is necessary to distinguish between non-regression
and progression, we are also interested in the overall performance,
without distinctions between the origin of the SARs.

We analyse, once again, model performance as a function of K.
Figure 3 reports the performance of the four models and TradTxM,
in terms of precision, recall and F1 score. The overall precision and
recall are as expected: precision decreases as K increases (the model
is less certain about anomalies further down the ranking), whereas
recall increases with K (predicting more anomalous accounts in-
creases the fraction of correct positive predictions).

The performance of TradTxM is also reported. As mentioned,
TradTxM operates at an average of 550 detections per month. The
gray vertical line defines the operating point, providing a fair com-
parison (i.e., the results in Table 5). However, we note that even
for lower values of K, MAD produces generally better results. This
implies that, even with less involvement of the competence centre,
better overall performance can be achieved. Conversely, the same
effort can be placed to identify a larger quantity of cases. We addi-
tionally note that the F1 score, which provides a trade-off between
precision and recall, has a sharp increase for lower values of K,
dictated by the sharp growth in precision. For larger values of K,
the performance starts to plateau. Given the constraints in terms
of human effort required to process the detections, we find that
K =550 is indeed a reasonable trade-off.

Manual inspection. The previous results are all focused on the
“already known” cases. An interesting question naturally arises: can
MAD also detect suspicious activities that where not previously
known by the bank? To answer this question, domain experts from
Intesa Sanpaolo manually inspected a subset of detections identified
by MAD, that were not a part of the ground truth (neither TradTxM
nor Branches). Given the manual effort required for this task, only
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Table 5: Performance of Best-setting algorithms at K = 550 and TradTxM performance on Cash perimeter. Count (hr) represents

the number of undetected high risk SARs.

Undetected TradTxM SARs (|)

Undetected Branches SARs ()

Algorith Precisi Recall F18
SOrIthm | b ac. (%) Frac. hr (%) Amount (M €) | Frac. (%) Frac. hr (%) Amount (M €) recision (1) ‘ ecall (7) ‘ core ()
LOF 44.83 25.00 13.22 96.80 96.85 4025.91 0.0889 0.0543 0.0674
AE 50.00 25.00 16.86 97.78 97.28 4065.93 0.0694 0.0424 0.0526
IF 91.38 100.00 26.89 98.23 98.57 4100.28 0.0524 0.032 0.0397
0oCs 82.76 50.00 24.28 98.31 97.71 4090.18 0.049 0.0299 0.0371
TradTxM |  0.00 0.00 0.00 | 100.00 100.00 4178.90 | 0.0132 0.008 | 0.01
TradTxM (Count) TradTxM (Amount) Branches (Count) Branches (Amount)
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Figure 2: Number of undetected SARs and their amount, for TradTxM and Branches, as a function of K.
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Figure 3: Precision, recall and F1 score for the various anomaly detection algorithms, as well as TradTxM.

LOF and AE results have been considered, given their promising
results. For each of these two algorithms, the top 50 accounts not
in the ground truth have been manually inspected, in a way that is
comparable to the one carried out by the competence centre. For
LOF, 13 out of the 50 accounts (26%) have been considered worth of
further inspection. For the AE, the number raises to 15 of the top 50
(30%). We know from previous domain expertise that only approxi-
mately 5.7% of the cases considered interesting by the competence
centre actually result in a non-archived SARs. By applying this 5.7%
factor, LOF and AE have a 1.5% and 1.7% precision respectively, on
cases that were previously completely unknown. The remaining false
positives (37 and 35 accounts respectively) were considered by the
domain experts as actual outlier behaviors, although not related
to money laundering. Examples of these behaviors are: accounts
engaging in multiple types of personal and commercial activities,
gifting large lumps of money (e.g., weddings), or potential payments
for off-the-books works.

7 Deployment

MAD has been deployed in November 2024 on an on-premise node
within Intesa Sanpaolo’s cluster. We report in this section the main
deployment details.

Hardware and software. The node is characterized by 112 cores
(Intel Xeon Gold 6330N CPU 2.20GHz), 2.5 TB of memory, 30 TB
of storage, and 1 NVIDIA A100 GPU. The resources dedicated to
MAD are 8 cores and 40 GB of memory. The solution has been
implemented in Python (3.11), using FastAPI for the definition of
API, BigQuery for accessing the data, and scikit-learn + PyTorch
for the implementation of the full MAD pipeline. For the period
November 2024 to February 2025, the average execution time for
the entire pipeline has been, on average, of 8.7 hours, to process an
average of 329M monthly transactions.

Post-deployment performance. LOF has clearly shown the best
performance throughout the validation session. As such, a subset
of 50 anomalies identified by LOF are being sent to the competence
centre on a monthly basis, for a total of 200 detections: of these, 68
have already been processed, at least by the first level (L1). L1 has
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promoted 36 out of the 68 detections (52.9%), whereas TradTxM
only achieves a promotion rate of 12.8%. Out of those 36 cases,
4 belong to already reported SARs. L2 has processed 23 of the
remaining detections, promoting 9 of them, for a promotion rate
of 39.1%, whereas TradTxM achieves 9.4%. By combining the L1
and L2 promotion rates, MAD has an overall rate of 20.7%, which
is an order of magnitude above TradTxM, which performs at a
rate of approximately 1.2%. These results are based on a small
set of detections and will therefore change in the future, but the
current results appear to indicate a meaningful improvement in
performance over traditional TXM techniques.

The goal for the upcoming months (at the time of writing) is
to transition from TradTxM to MAD as the main TxM system in
Intesa Sanpaolo for cash transaction monitoring.

8 Lessons learned

Designing, developing and deploying MAD in production has pro-
duced a variety of insights that, we believe, can be beneficial for
other researchers, practitioners and stakeholders working in similar
fields. We highlight the main ones in the following.

There are many low-hanging fruits. The current rule-based
TxM systems only highlight a very small fraction of suspicious cases.
The simple nature of those algorithms is an intrinsic limitation. The
adoption of simple unsupervised anomaly detection techniques al-
ready led to significant improvements in terms of quality of results.
Rule-based TxM, however, is commonly adopted in many institu-
tions. Moving to ML techniques could be very beneficial.

Coping with real problems is a game changer. Many works
in literature that address Al-based anti-money laundering present
contexts that are significantly simpler than reality. For instance,
the problems are often framed as balanced (or almost balanced),
with similar quantities of suspicious and non-suspicious behaviours.
Also, a limited number of entities is involved, in terms of customers,
accounts, or transactions. In some cases, supervised problems are
addressed, assuming that ground truths are exhaustively available.
Finally, most of the works are validated on synthetic data, which
does not reflect the many complex patterns adopted by humans. In
this work we show what a real-case scenario looks like, with all of
its limitations and potentials.

The importance of pre- and post-processing. We did not
report hyperparameter tuning results to avoid publishing sensitive
information. However, we interestingly discovered that LOF was
the worst performing algorithm when no threshold Tpost was used.
The anomalies found by it were indeed outliers, but “not interesting”.
By applying a post-processing threshold, LOF quickly raised to be
the best-performing anomaly detection approach, by some margin.

The “unknowns” were not too scary. The manual inspection
phase identified suspicious cases that were not found by TradTxM,
nor Branches. It is, of course, problematic that those cases were not
identified elsewhere. However, while the accounts were unknown,
no previously unknown money laundering behaviours emerged
from those cases.

The results presented in this paper have been considered very
important by our bank partners. However, stronger improvement
can be provided by a continuing research effort on outlier detection.
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