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Early Reliability Assessment of AI-based Automotive Systems

SHAILESH SUDHAKARA HEGDE, DINESH CYRIL SELVARAJ, JOSIE E. RODRIGUEZ CONDIA,

NICOLA AMATI, CARLA FABIANA CHIASSERINI, FRANCESCO DEFLORIO, and MATTEO

SONZA REORDA, Politecnico di Torino - Center for Automotive Research and Sustainable Mobility, Turin, Italy

The availability of powerful Artificial Intelligence (AI) algorithms boosts the development of advanced functionalities in the automotive
domain and is essential to enable the deployment of autonomous and semi-autonomous decision-making vehicles. However, integrating
such advanced and complex functionalities in automotive systems is challenging due to several factors, including: i) the mandatory
compliance with strict safety regulations, which require effective strategies to ensure timely development while allowing thorough
dependability evaluations, and ii) the short time-to-market imposing limited development, verification, and validation periods. In
particular, the analysis of the effects of faults affecting the hardware executing an AI-based application is made challenging by the
target system’s complexity (in terms of both hardware and software). Reliability analysis often resorts to Fault Injection techniques.
However, Fault Injection experiments are often unacceptably time-consuming and limited to some components of the overall system,
thus failing to consider the fault impact at the vehicle level. This work proposes a new method, named Two-steps IntegrAted Reliability

Assessment (TIARA), for early estimation of the impact at the vehicle level of faults affecting the hardware running AI-based perception
tasks in the automotive domain. TIARA allows for the early exploration and evaluation of algorithms, driving agents, and critical
operational scenarios. TIARA can estimate the effects of faults affecting a subsystem up to the vehicle level, integrating a fault injection
approach at the neural network level with a commercial automotive-grade virtual scenario generator. When compared to previous
works, TIARA dramatically reduces the required computational effort by adopting a two-stage evaluation strategy. It first performs
static analysis to determine fault vulnerabilities and identify the most vulnerable parts (code blocks) in a targeted application. Then, it
focuses on the most susceptible parts of the neural network and estimates system-level effects on vehicle dynamics by combining
the system’s perception, control, and driving features. We validated our methodology through the exhaustive evaluation of two
applications: Lane Centering Assistance (LCA) and Emergency Lane KeepingAssistance (ELKA), using the YoloP model for perception.
The experimental results on nine different driving scenarios show that TIARA allows for an effective early estimation of systems
reliability through relevant driving dynamics and comfort metrics, as mandated by standards, while reducing computing complexity by
up to 43.2X in comparison with a fully-exhaustive evaluation approach. In addition, the validation of the TIARA methodology through
a hardware-in-the-loop implementation shows that the results closely match the behavior of a real-world system, demonstrating the
versatility of the TIARA strategy for the evaluation of automotive systems.

CCS Concepts: • Computer systems organization → Reliability; • Hardware → Board- and system-level test.

Additional Key Words and Phrases: Automotive, Artificial intelligence, Reliability evaluation, Lane Keeping assistance, Lane Centering
Assistance, Soft errors
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1 Introduction and Motivations

The ability to perform a fast and effective evaluation of functional safety and reliability is a primary concern when
developing new Advanced Driver Assistance Systems (ADAS), which represent a vital domain where the Internet of
Things (IoT) paradigm is applied. This concern is becoming even more critical as vehicles get equipped with increasingly
sophisticated electronic devices supporting software-defined paradigms to continuously enhance driving capabilities,
user comfort, and system autonomy [36, 39, 58]. Furthermore, the wide adoption of Artificial Intelligence (AI) greatly
boosts the system’s capabilities. On the other side, AI systems rise additional challenges in such safety-critical scenarios,
where reliability is a major concern.

In particular, some AI algorithms (e.g., Convolutional Neural Networks or CNNs) are now widely employed to enable
complex tasks, such as object recognition and sensor fusion, which are pivotal to the automatic control and system
management in ADAS [7, 10]. Due to their operational complexity, data-intensive operations, and high computational
power, AI applications usually exploit advanced hardware acceleration platforms with extended capabilities, including
embedded FPGAs, Vector Processors in CPUs, Neural Processing Units (NPUs), Tensor Processing Units (TPUs), Graphics
Processing Units (GPUs) or customized chips (e.g., Tesla’s Full Self-Driving or ‘FSD’) [11, 16, 17, 43, 57]. The devices
used to support AI algorithms are often based on advanced semiconductor technologies (e.g., manufactured with
7nm processes, or less), which are known to be more susceptible to hardware faults than those previously used in
automotive [3, 24, 25, 30, 48, 56]. This makes the need for effective reliability evaluation techniques even more important
than for other IoT systems. Unfortunately, both the data-intensive nature of the operations and the demand for high
computational power in AI applications increase the challenges in assessing their reliability and guaranteeing the
correct system operation during the in-field operation. Furthermore, AI in the automotive domain must satisfy industry
dependability requirements (i.e., ISO 26262 and ISO/IEC 22989 [22, 47]) to handle the different threats affecting the
system dependability. In this scenario, a key role is played by the clever adoption of strategies to evaluate the reliability
features, adapting them to the specific characteristics of AI-powered applications [50]. In addition, the stages of
development, design exploration, and early reliability assessment for automotive systems with respect to faults in the
hardware are costly and require the interaction between several engineering departments, leading to long development
times, from unit design to system verification [17]. This situation exacerbates the need for frameworks to support the
early evaluation of design and reliability parameters in AI systems (e.g., sensor fusion and driving agents exposed to
errors), which can also be used to support possible design improvements.

1.1 State of the art and existing gaps

Several works have addressed the need for frameworks and strategies to speed up the development, verification, and
validation of applications in automotive. In particular, most industrial-grade and academic frameworks for automotive
focus on verifying the functional properties in the different vehicle and support design stages. In contrast, few frameworks
include the support to evaluate non-functional properties, such as assessing the impact on reliability stemming from
faults affecting the hardware. The available frameworks (often characterized by a high degree of automation) can be
Manuscript submitted to ACM
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grouped into three categories: i) hardware emulation systems, ii) hybrid (software and hardware) systems, and iii)

software-based simulators.
The hardware-based frameworks (based on hardware emulation or Hardware-in-the-Loop (HIL)) combine real

components such as engines, actuators, sensors, and board computers with early-stage design solutions to verify and
validate the real-time operational features of autonomous and semi-autonomous systems. These frameworks usually
exploit specialized testbeds and instrumentation facilities for real-time (in-the-loop) system evaluation [6]. Moreover,
adopting configurable platforms, such as FPGAs, is also desirable for quickly evaluating early-stage designs and systems.
In this context, [44] describes an emulator using FPGAs for the early codesign and functional verification of software
and hardware components for automotive, which, however, neglects reliability assessment. In fact, the evaluation of
reliability at these levels is commonly limited, mainly due to the very few fault models that can be considered in an
autonomous and semi-autonomous system at this stage (e.g., interconnect failures or system perturbations) without
compromising the costs and the integrity of the adopted testbed.

The second category (hybrid) combines the performance of HIL solutions with the flexibility of software frameworks
to analyze the operation of autonomous and semi-autonomous systems. By simulating environmental elements, such as
vehicular traffic scenarios, these ecosystems enable the pseudo-real-/real-time evaluation and verification of system
functional properties [9, 34, 60]. Unfortunately, these solutions require costly and elaborated testbed facilities (e.g.,
complete vehicles or some parts of them, working in controlled environments) with sophisticated interconnected systems,
specialized instrumentation, equipment, and custom frameworks, thus typically exhibiting high complexity [1, 6] with
limited capabilities to analyze system failures due to component faults. In addition, the high cost of the testbed
components and the system’s complexity reduce the possibility of performing dedicated analyses and evaluations of
non-functional parameters (e.g., reliability and dependability) without compromising the system’s integrity.

The third category of frameworks (Software simulation) are the most flexible and allow easy integration of several
automotive components, such as controller agents [18], in-vehicle networks, and internal and external sensing features,
while still ensuring reasonable fidelity of the operational environment. Specifically, these frameworks provide mecha-
nisms to evaluate, analyze, and simulate the interaction of the different automotive system components. Moreover,
simulation environments can interact with each other, as well as with users (e.g., through augmented reality [55]), and
are flexible enough to update and deploy system configurations with minimal effort [8, 28]. Similarly, the minimal costs
involved in developing and deploying components and features on simulator-based platforms enable the easy adoption
of these frameworks for reliability assessment purposes with acceptable levels of accuracy. A simulator for the functional
verification and validation of algorithms and software solutions for connected autonomous and semi-autonomous
systems has been introduced in [53]. This framework, however, focuses only on assessing the operational features
of a system while the non-functional properties, such as dependability or reliability, are neglected. In contrast, other
works have proposed strategies and tools to address the resiliency characterization in automotive systems [29]. For
instance, [34] has proposed a framework to evaluate the resiliency, safety, error propagation, and masking properties
of autonomous and semi-autonomous systems. The tool supports the usage of some fault models on fundamental
components of a vehicle under road/traffic scenarios defined by sensor inputs, object perception tasks, sensor fusion,
planner, controller, and machine learning algorithms. Similarly, [35] presents a fault injection framework (AVFI ) for
the holistic evaluation of traffic violations due to faults/errors in autonomous and semi-autonomous components like
LiDAR/camera sensors, communicating paths, actuators, and AI-based perception, localization, and motion planning.
The framework combines an autonomous driving simulator (CARLA) [19] with an AI-based autonomous Agent. How-
ever, the tools used for generating the operational scenario, such as CARLA, IsaacSim [45], or Open Pilot [12], often
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oversimplify the dynamics of autonomous and semi-autonomous systems. Moreover, the limited sensor support of
these tools leads to an inaccurate representation of the behavior of modern autonomous and semi-autonomous systems.
Additionally, the above mentioned tools can barely model faults affecting the complex computational hardware used in
the most recent AI-based automotive applications. Finally, these simulators often require considerable computational
power, which increases exponentially when considering reliability assessment objectives.

In conclusion, the following technical and scientific gaps still exist. First, most existing frameworks and strategies for
evaluating and validating autonomous and semi-autonomous systems focus on their functional system properties while
neglecting other features, including reliability. Second, the few existing strategies focusing on evaluating the resilience
of AI-powered software and hardware blocks require complex frameworks. Since such frameworks typically require
to consider a huge number of possible faults, they demand an exceedingly high computational effort that makes the
evaluation of AI applications (e.g., perception) reliability in realistic automotive traffic/road scenarios hardly feasible
. Third, existing works have overlooked crucial aspects, namely, the impact of hardware faults on autonomous and
semi-autonomous systems and their evaluation at the system level via the adoption of relevant automotive indicators
and metrics, such as users’ vehicle accelerations, acceleration angles, and ride comfort.

More in general, given the complexity of the addressed system, it is extremely challenging to estimate the impact
of faults, whose effects may propagate through different application levels, in a reasonable time and with acceptable
accuracy. An automotive system is indeed composed of sensors (e.g., cameras, radars, LiDARs) whose data are processed
in real-time by very sophisticated hardware (e.g., GPUs), executing different types of applications (e.g., neural networks
and control algorithms). Additionally, such applications should enable autonomous driving of vehicles that have their
own dynamic characteristics. Consequently, current strategies seriously suffer from the huge computational effort
required to evaluate all possible fault sources in a such a complex system. To reduce the overall execution complexity,
some of the existing approaches resort to sampling strategies. However, a straightforward fault sampling method may
lead to a simplified assessment of the target AI-based system reliability, and it may be insufficient to identify the most
vulnerable system components.

1.2 Our approach

To address the existing gaps, this work proposes a new strategy for the early-stage design exploration and reliability
estimation of AI-based applications for automotive systems. Specifically, our methodology, named Two-steps IntegrAted

Reliability Assessment (TIARA), identifies the most critical error sources on the target AI-based application and effectively
determines their impacts at the vehicle system level.

The TIARA strategy uses two steps (Static analysis and Dynamic evaluation) to provide affordable evaluation times
while preserving characterization accuracy. The first step focuses on characterizing and identifying the most vulnerable
structures in the targeted AI-based application inside an autonomous or semi-autonomous system (e.g., the most
sensitive layers in a Neural Network). To this end, it might adopt exhaustive, pseudo-exhaustive, statistical, or custom
fault injection campaign approaches [14, 23, 46, 52] to identify the most vulnerable parts of an AI-based application.
This early estimation of the most susceptible parts allows the identification of those stages in the AI software that
are the most relevant for the application to provide a correct output. In addition, this step dramatically reduces the
number of faults that have to be considered for the dynamic evaluation, while preserving high accuracy. The second
step is, instead, a dynamic analysis conducted through fault injection campaigns focusing only on the most vulnerable
parts (e.g., the Neural Network layers identified in step 1) and characterizing the corruptions induced by faults in the
hardware composing the closed-loop system and implementing the vehicle dynamics. Thanks to this approach, the
Manuscript submitted to ACM
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Fig. 1. Left: Example of a driving scenario we analyze through our framework, with a car traveling on a winding road. Right: the
resulting car trajectory in the case with no faults and in the case where a fault occurs.

TIARA methodology effectively trades off accuracy with the computational effort to analyze large AI-based automotive
applications.

To experimentally evaluate and validate our proposed approach, we developed a custom and flexible framework by
integrating an automotive-grade traffic/road scenario simulator with fault injection capabilities to represent hardware
errors in the system, sensor models, vehicle dynamics, and driving agents in the loop. We then evaluated the reliability
of the whole closed-loop system, considering two representative AI-powered applications: Lane Centering Assistance
(or LCA) , and Emergency Lane Keeping Assistance (ELKA) . The LCA aims to keep a vehicle centered in a road lane by
resorting to the data coming from the vehicle’s camera [61]. Instead, ELKA traces the critical closeness of the vehicle to
lane lines and road borders using camera sensors, and it provides corrective steering adjustments to avoid unintentional
lane departures.

To show the flexibility of our approach, we evaluated the target system (including the YoloP neural network for both
LCA and ELKA ) under three representative driving scenarios, namely, straight, winding, and with obstacle, each under
three different lightening/weather condition cases, namely, daylight, night, and rainy.

Our results from the static analysis indicate that the most vulnerable layers in the AI software (e.g., faults that can
significantly impact the system behavior) are part of specific structures in YoloP, specifically, Backbone, Head, and a few
layers of the Neck). Other structures are instead less susceptible to system corruption, namely, most layers in the Neck
and other perception heads. Then, the results obtained through our dynamic evaluation demonstrate that road/traffic
features can substantially impact the overall system reliability when faults arise in perception, and they may lead to
high-risk situations due to relevant lateral deviations of the vehicle. It is worth noting that thanks to the TIARA’s
first step, we have substantially reduced the number of faults to be considered in the latter dynamic evaluation of the
system. As an example, Figure 1 depicts the corruption in the vehicle’s navigation trajectory due to a fault impacting
the perception (YoloP) for a driving scenario with curves (winding).

Then, we evaluated the computational complexity of the TIARA strategy against an exhaustive strategy, where
all possible faults were considered. The validation indicates that TIARA reduced by about 43.2 times the required
time to exhaustively perform a reliability assessment on the system. In addition, we compared the effectiveness of
TIARA in the closed-loop system, showing its superior ability in identifying the most critical faults with respect to a
statistical fault injection strategy. Finally, we validated TIARA through a HIL implementation, demonstrating its ability
to correctly classify fault effects via simulation experiments. Upon acceptance of the work, a database reporting the
reference (fault-free) experiments and the corruption effects for each scenario will be available in a public repository.
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1.3 Our contributions and paper organization

The main contributions of this work can be summarized as follows:

• We describe the TIARA methodology, which allows an early reliability estimation of the impact of hardware
faults on the vehicle-level behavior produced by AI-based applications in automotive systems. TIARA comprises
two steps (Static and Dynamic). The Static step identifies the AI algorithm’s most susceptible parts (layers). Then,
the Dynamic step evaluates the closed-loop automotive system by focusing only on the faults affecting the parts
selected by the first step, thus significantly reducing the required computational effort and time. Therefore, TIARA
can work with reasonable time requirements without compromising the accuracy of results. An exhaustive
evaluation across nine road scenarios (targeting all parameters in the perception application) showed that TIARA
reduces the computational complexity by up to 43.2× compared to an exhaustive fault-injection strategy, while
accurately assessing fault impacts in the closed-loop system.

• We introduce a framework tool implementing the TIARA strategy for the early reliability evaluation of AI-based
applications in automotive systems. Our flexible framework combines two environments to allow the static
characterization of AI-based applications and then perform the closed-loop dynamic evaluation of an automotive
system by integrating one automotive-grade scenario generator with fault injection capabilities, sensor models,
one perception task, and a control agent to drive the vehicle.

• By using TIARA, we characterize the reliability of two AI-based perception applications: Lane Centering Assistance
(LCA) and Emergency Lane Keeping Assistance (ELKA). The experimental results, based on over 7.14 · 106 (bit-
flip) faults injected into the neural network weights across nine road scenarios, show that a small fraction of
faults, ranging approximately from 0.2% to 0.9%, in highly sensitive regions of the AI-based perception model
(specifically, the Backbone and Head layers of the YoloP network) can critically compromise the overall system
reliability for both applications.

• Weperform the early reliability assessment of the target AI-powered automotive systems, using different dynamics
indicators in automotive (lane offset, steering wheel angle, and lateral acceleration) and one complementary comfort
metric (equivalent acceleration). This effectively enables the early identification of the most critical faults and to
study their effects on AI-based applications for perception. Furthermore, our approach allows the ranking of
different scenarios according to their criticality. Finally, it is worth remarking that our analysis allows further
design and validation steps to focus on the most critical scenarios only, reducing the overall system development
time.

• We validate our proposed TIARA strategy through a Hardware-in-the-Loop (HIL) platform that includes the au-
tomotive perception system. The experimental results of the HIL evaluation show equivalent fault vulnerabilities
to those identified by simulation, demonstrating TIARA’s effectiveness for early-stage evaluation, exploration,
and characterization of real-world automotive applications.

An early version of the TIARA strategy has appeared in the conference paper [27]. Besides presenting a refined
methodology with respect to [27], we now account for other representative performance indicators related to vehicle
dynamics and passengers’ comfort, and we benchmark the obtained results against performance thresholds established
by standards [31]. Moreover, we demonstrate the generality of our approach by considering an additional perception-
based application, namely, ELKA, and substantially extend our performance evaluation. While doing so, we analyse
corner-case automotive road scenarios and rank the considered faults according to the criticality of their effects in terms
of automotive indicators and comfort metrics. We also derive the computational complexity of TIARA and compare it
Manuscript submitted to ACM
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to that of an exhaustive fault injection strategy; we benchmark TIARA’s effectiveness against that of a purely statistical
strategy. Finally, in this work, we validate TIARA’s strategy and its applicability to system-level reliability assessment
using a HIL implementation, further demonstrating its suitability for automotive early-stage evaluation.

The rest of the manuscript is organized as follows. Sec. 2 provides some background regarding the primary challenges
for the reliability assessment in modern systems, including automotive. Moreover, Sec. 2 briefly describes the fundamen-
tals of AI-based perception tasks and the YoloP architecture. Then, Sec. 3 introduces the proposed TIARA methodology,
while Sec. 4 details the implemented framework. Sec. 5 describes the experimental setup, and Sec. 6 presents and
discusses experimental results. Sec. 7 illustrates and benchmarks TIARA’s computational cost and effectiveness . Sec. 8
validates the TIARA strategy through a HIL implementation, while Sec. 9 provides a final discussion of the proposed
approach. Finally, Sec. 10 draws some conclusions and highlights future research directions.

2 Challenges and Background

This section first discusses challenges for reliability estimation in modern systems. Then, it describes automotive threats
regarding functional safety and fault impact from the hardware, software, and regulations points of view. Finally, it
provides an overview of the YOLOP neural network [62] for automotive perception, which, given its relevance, we take
as use case.

2.1 Challenges in the Characterization and Estimation of Reliability in AI-based Automotive Systems

Advances in semiconductor technology scaling drive the design and integration of energy-efficient, high-performance
systems that are essential for the deployment of AI-based IoT applications, including those in safety-critical domains
like the automotive one. However, next-generation devices (e.g., those manufactured with technology nodes below
7 nm) are highly vulnerable to physical defects and faults induced by temporal and environmental variations during
in-field operation. Such faults may be due to different causes, such as premature aging, unexpected wear-out, or high
sensitivity to external radiation, which may substantially impact the system’s resilience [3, 24, 25, 30, 48, 56].

A key step towards solving such system vulnerabilities consists in performing reliability characterization on the
systems. In fact, reliability assessments and characterizations are common industrial practices that support the evaluation
and analysis of the effects of possible faults impacting the system. The primary objective of reliability characterization
is to identify the most vulnerable hardware structures and software code blocks – those that, if affected by a fault,
could critically compromise in-field system performance. The results of these analyses are then used to identify and
implement fault countermeasures and hardening mechanisms that can improve the overall system resilience.

Figure 2 illustrates how a physical defect inside a vehicle’s component can propagate throughout the system and
cause software errors and system faults. Specifically, a physical defect in basic components, such as a transistor,
can disrupt hardware operations and lead to a fault in the local system modules (e.g., logic gates or memory cells),
making them deviate from their expected behavior. The interaction between faulty hardware and various software
layers can propagate the defect’s effects and cause errors at the software level, which causes observable deviations in
software variables from their expected values. These errors may further propagate and corrupt the behavior of other
components and sub-systems, potentially resulting in systematic failures that are critical deviations from intended
system functionality and can be particularly critical in safety-sensitive applications, including those in automotive [4].
In some cases, the intrinsic features of the hardware, the software code, or system-level redundancies may mask the
impact of faults. However, the growing complexity of new devices, characterized by higher transistor densities, increases
both the probability of occurrence of faults and the difficulty of accurately estimating their probability. Additionally,
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Fig. 2. Graphical representation of the propagation of a physical defect inside a component through an AI-based automotive system
and its effects in terms of software errors and system failures.

adopting complex technologies like AI, which rely on large-scale data processing and data-intensive computations,
complicates the analysis of fault propagation effects, making reliability characterization increasingly challenging. This
paper specifically addresses this issue by analyzing fault propagation mechanisms in complex AI-based systems. In
our work, we, therefore, focus on the latter task and propose an effective and efficient method for analyzing fault
propagation impacts in an AI-based system.

Existing strategies for assessing and estimating system reliability leverage a range of approaches, from formal
methods to experimental-based techniques. Formal evaluation relies on theoretical foundations and mathematical or
logical models to describe and predict how faults can impact a system. They are particularly effective whenever an
accurate mathematical or physical model of the system is available. Experimental-based methods, on the other hand,
assess fault effects by empirically evaluating representative system models or the system itself [51]. While effective for
early estimation, these methods require multiple independent experiments (i.e., extensive fault injection campaigns)
on each targeted system component (e.g., hardware unit, code block, or software application). These campaigns use
specialized frameworks to automate the experiments, but simulation times increase linearly with the complexity of the
targeted component and the number of faults to evaluate, thus seriously suffering from the huge computational effort
required to consider all possible faults in a system. Consequently, traditional experimental reliability characterization
becomes impractical for AI-based applications, where modern devices contain a very large number of transistors,
and AI applications demand intensive data processing. For instance, previous studies have shown that performing
reliability characterization of a small Neural Network running on a GPU would require an unacceptable amount of
computational time – exceeding 10,000 days [15]. This highlights and exacerbates the need for more efficient solutions
to assess reliability in complex AI-based applications and systems, such as those used in the automotive domain.

2.2 Safety and Reliability Threats in Automotive Systems

As illustrated in Figure 3(a), AI-based automotive applications, such as AI-based control agents and perception tasks,
require the extensive use of multi-sensor platforms (e.g., exploiting radars, LiDARs, cameras, ultrasonic), which may
generate and process massive amounts of data but may be vulnerable to faults occurrence. As discussed above, a fault
may originate at any time and propagate its effect to the software, other components, and sub-systems, to finally
Manuscript submitted to ACM
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disrupt the system behavior during, e.g., sensor fusion and perception tasks. Similarly, faults might propagate across
the Planning and Control agents, reaching the actuators and impacting the overall system operation, including the
vehicle’s Lateral and Longitudinal accelerations, Steering wheel angle, and Lane offset detection.

The combination of these factors, namely, the data-intensive nature of the application, the increasing complexity
of the system, and the fault sensitivity of the technology, makes the reliability evaluation of an automotive system a
particularly challenging task. This is explicitly addressed by several strict safety and reliability automotive standards
like ISO 26262. Additionally, the impact of faults in the vehicle’s behavior varies significantly depending on the system
configuration, AI algorithm, fault location (e.g., in the perception or the control agent), and the fault type (e.g., whether
it is permanent/transient). As a consequence, the susceptibility of automotive systems to hardware faults affecting their
underlying components (e.g., CPUs and hardware accelerators, including GPUs) while running an AI-based application
is still far from being fully understood [34].

The previous observations motivate the exploration of efficient techniques for the reliability analysis and evaluation
of complex automotive systems during early design phases. The main goal there is the identification of the most
vulnerable structures and code blocks, thus guiding the development of effective countermeasures.

2.3 Automotive Perception through YOLOP

Among AI-based applications, computer vision tasks emerge as particularly relevant. Such AI-powered algorithms
enable vehicles to perceive the surrounding environment by processing in real-time multi-modal data collected through
a number of sensors [38].

An example of an AI model for computer vision tasks is the YOLOP (You Only Look Once for Panoptic driving

perception) model [62], which we also use in our work. YOLOP can simultaneously perform object detection, drivable
area segmentation, and lane line detection for automotive driving. Its architecture comprises three main sections: 1)
Backbone, 2) Neck, and 3) Head, as depicted in Figure 3(b).

The Backbone includes 14 layers and extracts multi-scale features from input images using a deep Convolutional
Neural Network based on the YOLO architecture [49]. This stage can be optimized for handling diverse perception
tasks concurrently. The Neck stage comprises 19 layers. It focuses on the refinement and enrichment of features across
different layers, enhancing the ability to detect varying-size objects through Spatial Pyramid Pooling (SPP) layers [26].
Finally, the Head section uses independent heads per task: one for object detection inside the driving scene, such as
vehicles, pedestrians, and traffic signs (Detection), one for drivable areas on the road (Drivable Area Segmentation), and
one for lane boundaries (Lane Line Detection). The efficient organization of the YOLOP architecture enables the reuse of
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Fig. 4. An example of drivable lane center offset calculation by processing the lane line detection frames from YoloP.

some layers, specifically those in the Backbone and Neck, to process several features while using independent heads
for specific tasks.

In our work, we focus on applications involving perception. For this purpose, the heads in YOLOP model can be
customized to identify crucial driving information for a vehicle, such as the drivable lane center. As depicted in Figure 4,
this is performed by transforming the pixel coordinates into physical coordinates, i.e., by employing a gain (𝐺𝑝𝑥2𝑚)
parameter that represents the meters per pixel in x dimension for look-ahead distance (𝑙𝑑 ).

To compute such a dynamic performance indicator, a vehicle equipped with one or more camera sensors mounted at
some specific locations (e.g., near the center rear-view mirror) first identifies in each frame captured by the camera the
region of interest for lane detection. This is the area in which lane boundaries are expected to appear. Such an area
of interest is commonly marked using a trapezoid-shaped polygon for isolation. Then a perspective transformation
procedure transforms the original area of interest into a bird’s-eye view image. Moreover, a sliding window image
processing strategy accumulates the pixels of the required lane lines. A pixel’s histogram is computed in the area of
interest to determine those histogram values that are different from zero. In fact, the peak values within the pixel’s
histogram of an image identify the initial coordinates of the left and right windows. Then a sliding window is applied
to collect and identify all the lane line pixels with a defined window width and height. The coordinates of the next
sliding window are determined based on the mean of the pixel points in the previous sliding window.

For the computation of the drivable lane center, high levels of accuracy are desirable, which are obtained by selecting
a proper number of windows (e.g., 8). Then, a second-order polynomial fitting and transformation process identifies the
lane lines, and subsequently, the lane center line is calculated.

3 The TIARA Strategy

Our strategy, named TIARA, aims to evaluate the behavioral impacts of faults affecting the hardware of an Autonomous
or Semi-autonomous system. As illustrated in Figure 5, the two phases are (i) Static Analysis and (ii) Dynamic
Evaluation. The Static Analysis aims at identifying the most vulnerable structures in the AI-powered application, i.e.,
the layers inside a multi-class ML application actively executing a targeted task, such as perception or control. This
phase consists of a set of fault injection experiments targeting the main elements (i.e., the weights in a layer) of each
section of the ML model. To speed up these experiments, the analysis is performed using static images, instead of the
continuous flow of video frames coming from the vehicle cameras. Further, the experiments focus on exhaustive error
evaluation to identify the most susceptible code blocks in the AI application under different operational scenarios. It is
worth noting that this step might be adapted to use statistical or custom approaches of fault injection and evaluation.
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Fig. 5. Schematic representation of the proposed TIARA strategy.

The Dynamic Evaluation phase, instead, addresses only those code blocks of the AI-based application that, during the
static analysis, have been detected as most critical and vulnerable to faults. In this phase, our method aims to evaluate the
fault effects at the system level. To this end, we adopt a closed-loop approach, modeling all system components: driving
scenario, sensors, perception agent, and control agent. It follows that the experiments for the dynamic evaluation are
significantly more time-consuming than those performed for the static analysis. Our two-phase approach is, therefore,
key to ensuring a feasible reliability characterization of the system, as the static analysis allows us to focus on and
assess only the impact of relevant faults, which, as shown later, represent a small fraction of all possible fault instances
that may occur. Moreover, our strategy allows us to efficiently perform early estimation of vulnerabilities during system
development under various scenarios to identify the most suitable design improvements.

In the following, we detail the TIARA strategy.

3.1 Static Analysis

This phase evaluates the impact of faults only on the AI-based application without considering the role and effect of
the control agent on board the vehicle. We inject faults in the AI application by placing errors (i.e., bit flips) in the
AI model weights, output feature maps, or a combination of both. In [46], we demonstrated that a proper spatial and
temporal distribution of these errors can model the effects of faults affecting the underlying hardware. Thus, TIARA
draws on the results of previous works [23, 59] to include support for injecting both permanent and transient faults in
the underlying hardware. In more detail, the approach uses a limited set of highly representative input stimuli, such as
video frames from crucial driving situations. After each fault simulation, the environment collects the outputs of the
AI-based application to determine corruption effects, if any. Then, the errors that impact the application’s output most
significantly are correlated with the internal application layers to determine the most highly vulnerable parts of the
application AI model, as depicted in Figure 5 (top).

Importantly, as further detailed in Section 5.2, the level of relevance of the errors is assessed according to their
impact on the AI application output through the computation of representative performance indicators. Such indicators,
also referred to hereinafter as key performance indicators (KPI), may include lane center offset or lateral acceleration,
depending on the examined perception function. We compare the value of such KPIs in the case where a fault is injected
against the case of fault-free execution of the AI-based application. The fault effect is then classified as (i) Silent Data

Corruption (SDC), if the fault causes a variation of any of the KPIs, or as (ii) Masked, if the fault has no impact on
the KPIs. Next, those layers of the AI application, in which faults lead to SDCs, are identified as most vulnerable and
classified as ‘highly sensitive’. Fault injection instances affecting highly sensitive layers of the AI application are selected
for the dynamic, closed-loop evaluation of the system, which is detailed in the next section.
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3.2 Dynamic Evaluation

This second phase extends the analysis from the AI application to the system level. Specifically, the evaluation aims to
determine the system disruptions caused by faults in the hardware that executes the AI application, identifying the
effect of error propagation throughout the entire automotive system during driving operations. It is worth remarking
that our focus is on corruptions leading to system misbehavior, originated from faults inside the system.

To this end, our system evaluation makes use of a vehicle simulator that includes AI applications for navigation or
control purposes, as well as a control agent for autonomous driving maneuvers. An automotive-grade road generator
builds scenarios that represent surrounding vehicles, varying traffic conditions, and sensing device interaction (e.g.,
cameras, LiDAR) on board the vehicle. The method is illustrated in Figure 5 (bottom), which underscores how the
dynamic evaluation of the AI application is based on the closed-loop operation of the automotive system, which
captures real-time environmental data, such as lane markings through camera sensors. The captured video frames
are then processed by the AI application to detect and estimate features of interest, e.g., the lane center in an LCA
application. Based on the collected features, the vehicle’s control agent adjusts the vehicle’s movements to navigate the
road environment effectively.

For the evaluation, a preliminary fault-free simulation computes the baseline behavior of the system as well as the
AI application’s effectiveness in navigating a specific driving condition. Since our analysis focuses on the corruption
effects in the system caused by faults, the fault-free operation of the system serves as a reference to distinguish such
effects from other anomalies unrelated to faults, e.g., uncertainties or rare events. Then, several statistical fault injection
campaigns [50] are performed to characterize the system under dynamic and changing driving conditions. These
campaigns are executed by injecting errors into the AI application’s highly sensitive layers identified during the
statistical analysis, i.e., those causing SDCs.

Since the AI application’s assessment aims to determine the impact of the errors and their propagation on the
closed-loop system, we automated the evaluation process through a framework that integrates the scenario generator
and automatically evaluates the system’s KPIs. The framework allows for the system evaluation under several typical
and critical maneuvers and traffic scenarios. For instance, in an LCA application, lateral acceleration, steering wheel
angle, and lane deviation are the representative KPIs according to industrial standards [31, 32].

Finally, the degradation of the KPIs is analyzed to determine the critical effects causing failures of the automotive
navigation system.

4 The TIARA Framework

This section describes the framework tool we developed to implement the proposed TIARA method for system reliability
characterization. The framework comprises two environments, one for the static analysis and one for the dynamic
evaluation, and uses Python to orchestrate the two phases.

The static analysis environment integrates a custom software-based fault injector based on PytorchFI [41]. The fault
injector supports different fault models, namely, bit-flips in the weights and feature maps of the AI-based application
[46, 50]. In detail, the fault model adopted in TIARA (which has been widely used in many previous works in the
literature) represents hardware faults arising in the registers and memories (e.g., RAM) inside the system’s ADAS,
which are crucial structures storing weights and feature maps related to the AI-based perception application. The
effects of such faults may propagate during the in-field operation of the AI-based perception, thus affecting the vehicle
behavior, or be masked at different levels (e.g., by the neural network behavior, the control agent, or the vehicle dynamic).
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Fig. 6. Overview of the SCANeR architecture integrated into the TIARA framework.

Importantly, the environment provides a mechanism to target specific weights or layers of the application AI model,
allowing for exhaustive or partial evaluation of all weights. For each assessment, the environment injects one fault, e.g.,
one or several bit-flips, through a fault mask before executing the AI application. The fault mask acting on weights
consists of a scalar operation between a targeted weight from a layer and a corrupting mask, which is expressed as a
fixed hexadecimal or integer value representing the error effect to be applied. Similarly, the fault mask acting on feature
maps applies a corrupting mask on the map according to the hardware-aware error effects that need to be simulated [46].
The static analysis environment first injects a fault in the AI application and then evaluates its effects when processing
some representative video frames from the simulated scenario. The framework is then restarted, the previous fault is
removed, and another fault is considered. The implemented environment incorporates multi-threading and distributed
computing schemes to speed up the process. It is worth noting that the framework can be further extended and adapted
to support more elaborate or custom fault models to address faults arising from other components inside ADAS systems.

The second environment implements the dynamic evaluation and is based on an automotive-grade realistic virtual
scenario generator (SCANeR by AVSimulation [5, 20]), high-fidelity sensor models, realistic vehicle dynamics, driving
controller agents, and image processing components to assess closed-loop system reliability of the vehicle on typical
driving/traffic scenarios with accurate environmental conditions. SCANeR is a comprehensive platform designed
to simulate and evaluate the driving behavior commonly used to develop and verify ADAS systems and AD&SAD
technologies, which also enables the study of the behavior of a complete vehicle moving in real-world driving scenarios.

Figure 6 depicts the SCANeR architecture, showcasing module interactions and the ability to include custom modules
(shown at the bottom-right), which is crucial for the implementation of the TIARA strategy. In detail, the dynamic
environment integrates custom modules implementing the AI-based application, some complementary frame processing
tasks, the fault injector, and the control agents. The frame processing operations are performed through the OpenCV
Computer Vision library. Moreover, the fault injector uses a similar injection scheme as in the static analysis step. In
this case, the dynamic environment injects one fault in the AI application before starting the simulation of a given
scenario. Then, the vehicle navigates through the scenario. By looking at the closed-loop system, TIARA enables the
analysis of the effects of fault propagation and their impacts on vehicle dynamics. Once the vehicle navigates for the
time interval specified by the target driving scenario (e.g., the time required to perform a curve trajectory), the dynamic
environment records the execution time series, classifies the fault effects, and finally restarts the simulation, targeting a
new fault. As mentioned, one golden vehicle’s navigation (fault-free operation) in the scenario serves as a reference for
the fault classification.
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It is worth noting that during the experiments for the dynamic evaluation, only faults identified as relevant by the
static analysis are considered. Identifying such faults is based on critical effects (i.e., impacts on performance indicators).
In the first case, the critical effects directly target the faults, causing higher deviations on the evaluated vehicle’s
dynamics, e.g., those faults causing the most significant trajectory error offset.

5 Experimental Setup

This section describes the driving scenarios we considered for our experiments. Then, it describes the KPIs we used to
assess the faults’ impact on the vehicle behavior.

5.1 Targeted AI-based Applications and Road Scenarios

As case studies, we configured the framework to evaluate the impact of faults on two different applications: Lane
Centering Assistance (LCA) and Emergency Lane Keeping Assistance (ELKA). The LCA application aims at keeping a
vehicle centered with respect to the road lane edges it is occupying, which are collected through camera sensors. On
the other hand, the ELKA application is an ADAS feature that helps keep a vehicle from departing its lane or road edge
in emergency conditions, such as when a lane change or accident is imminent. In the experimental framework we
developed, both applications use an AI-based perception subsystem based on YoloP. The YoloP perception network
employs the lane line segment head to identify lines in the video frames captured by the vehicle traveling along the
road. More in detail, we tuned up the YoloP application to process 20 frames/s, considering one camera sensor with
1,280×720 pixels resolution mounted on the front of the vehicle.

Furthermore, we configured SCANeR to evaluate nine scenarios, which are commonly proposed and employed by
vehicle manufacturers and standards in the market [33, 42, 63] to validate vehicles’ performance and safety features.
The nine scenarios comprise three vehicle navigation cases using a 3-lane highway with intermittent line marking,
namely, straight (S), winding (W), and with obstacle (O), each under three different light and weather conditions (daylight,
night, and rainy). To evaluate the sensitivity to possible faults in the target system, each traffic scenario includes a
target actor, i.e., the vehicle under control, and one external actor, i.e., another vehicle in the environment, moving at 12
km/h and 60 km/h, for LCA and ELKA, respectively.

The straight (S) scenario represents ideal driving conditions, since both the perception and the driving agent operate
without external disturbances caused by the surrounding environment. Hence, this scenario aims to evaluate the direct
impact of a fault on the perception task and its propagation, possibly corrupting the vehicle’s driving performance in
the absence of external obstacles and external critical features (e.g., a curve).

The winding (W) scenario forces the interaction of the vehicle and its driving agent with the surrounding environment.
In this scenario, two factors are considered: i) the control agent operation and ii) the impact of a fault in the perception
and its propagation effects on the vehicle’s driving performance. For our evaluation, we deploy a simple but effective
lateral controller agent to follow the road in the scenario. In particular, the road comprises a curvature to the left,
forcing the vehicle and its driving control agent to act and follow the road. Thus, the scenario allows the evaluation of
the impact of faults in the presence of an implicit control complexity stemming from acting on a winding road.

Finally, the scenario with obstacle (O) allows the evaluation of the interaction between a vehicle, the surrounding
environment, one external vehicle interacting in the scene (and possibly masking the lane markings), and a fault
affecting the AI-based perception application.

For the static analysis, representative frames are selected according to the most crucial circumstances per scenario.
For example, the O scenario is evaluated considering critical frames showing the lane-crossing by the external vehicle.
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Fig. 7. The controller block diagram for lateral control in the dynamic evaluation. 𝑒𝑇𝑃 is the lane center line offset error at the target
point and 𝛿𝑆𝐴 is the steering wheel angle.

For all scenarios, the dynamic evaluation is performed using a simulation time of 23 s; unlike what happens in the static
phase, the camera continuously feeds the perception model at a rate of 20 frames per second for each scenario. During
the evaluation, the S and W scenarios place the targeted actor in an initial position, and each application keeps it in the
lane. In contrast, the O scenario consists of a straight road with the external actor changing line (approaching from the
right) after 2 s from the start of the evaluation. In order to create more realistic scenarios and challenge both applications,
we configured the graphics engine with the Unreal engine in the simulation and scenario generator (SCANeR) after a
preliminary analysis of the scene quality to provide enhanced details of the scenes. These include realistic weather
conditions and mirror-reflection effects in the camera sensors.

In the experiments, we used a simple and effective non-linear feedback controller as a control agent for the vehicle’s
lateral control, as depicted in the scheme of Figure 7. The controller is given by:

𝛿𝑆𝐴 = −atan
(
𝑒𝑇𝑃

𝑙𝑑

)
·
𝛿max
𝑆𝐴

𝛿max
𝑠𝑎

(1)

where 𝛿𝑆𝐴 is the steering wheel angle (control signal), 𝑒𝑇𝑃 is the lane center line offset error (control error) at the target
point, 𝑙𝑑 is the look-ahead distance, 𝛿max

𝑆𝐴
is the maximum steering wheel angle, and 𝛿max

𝑠𝑎 is the maximum steering
angle.

5.2 Dynamic Automotive Indicators

We employed several KPIs associated with vehicle dynamics to quantify and rank the criticality of each fault in every
scenario of the evaluated system. We remark that the KPIs we considered, besides being based on industrial standard
documentation, provide complementary information. Some represent the impact of faults on the overall trajectory
of the vehicle. Others, such as accelerations, are instead related to the vehicle’s dynamics and can be calculated and
observed only during the perception and control tasks. Additionally, the rich set of KPIs we consider allows us to
evaluate not only safety aspects, but also the level of passenger comfort.

In particular, the TIARA framework has been instrumented to compute five main automotive metrics, which are
briefly described as follows:

• Lane Keeping: it assesses the vehicle’s ability to stay within its lane according to a predefined or reference
navigation trajectory. A fault in the system may cause the vehicle trajectory to unduly move out of the expected
lane.

• Lateral Deviation: it measures the distance between the vehicle’s current path and the desired (detected center
line) path. A fault in the system may cause offset effects in the detected center line.
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• Lateral Acceleration (LACC): it represents the rate of change of the vehicle’s velocity in the lateral direction.
A fault in the vehicle might cause deviations from its practical operative ranges according to the type of vehicle
and road conditions.

• Steering Wheel Angle (SA): it indicates the effort needed to maneuver the vehicle according to the desired
trajectory [2, 32]. A fault in the system might cause offsets in the angle.

• Equivalent Acceleration (𝑎𝑒𝑞): it measures the comfort and smoothness of the ride, considering acceleration
components (longitudinal and lateral) according to ISO2631 [31]. In detail, 𝑎𝑒𝑞 is the Euclidean norm of frequency-
weighted root mean squared acceleration components [40]. A fault in the system might impact the acceleration,
causing peaks during vehicle navigation.

It is worth noting that we associate a different set of KPIs for the evaluation of error impacts on each application.
Specifically, the LCA’s corruption effects are evaluated on critical variations on the lateral deviation, SA, LACC, and 𝑎𝑒𝑞
metrics, while the lane keeping is used to analyze the effects in ELKA.

6 Experimental Results

This section presents the experimental results obtained with the TIARA framework in the 9 scenarios introduced in the
previous section, considering the different KPIs listed above.

During the static analysis, we exhaustively inject around 7.94 · 106 soft errors (bit-flips) targeting all the weights
of the YoloP sections (Backbone, Neck, and Head). In detail, we use a standard approach based on flipping the Most
Significative Bit (MSB) per weight, only [50]. As input to the experiments, the static analysis makes use of a restricted
set of representative video frames from each targeted scenario. Then, we perform a dynamic evaluation to characterize
the impact of errors on the vehicle, for both the LCA and ELKA applications . In the experiments, we inject 9,000 soft
errors (1,000 per scenario), corresponding to the most critical faults, based on the results of the first phase. This sampling
corresponds to an interval of confidence of 95% and 1% error margin [37]. The above figures are clearly pessimistic
since the sampling is not random.

The experiments required an equivalent computational time of around 6.65 · 103 hours; specifically, 735.3 hours
for the static and 3.7 hours for the dynamic evaluations for each scenario and weather condition, considering single-
core execution. In practice, the computational cost of the static phase amounted to around 73 h per scenario . The
computational tasks were distributed to a 6-node cluster with 2 Intel 16-core Xeon Scalable Processors Gold 6130
(2.10GHz) equipped with 6 NVIDIA Tesla V100 SXM2 and 32GB of RAM. The dynamic phase employed instead a
workstation with an 8-core Intel i7-11700K (3.6 GHz) processor, 32GB of RAM, and one NVIDIA Geforce 𝑅𝑇𝑋3080𝑇𝑖
GPU with 12GB of RAM. A detailed analysis of the performance costs is reported in Section 7.1.

6.1 Static Analysis

The static analysis classifies the fault effects on the YoloP outputs by examining the magnitude of the 𝑒𝑇𝑃 parameter,
i.e., the lane center line offset error at the target point for each one of the nine considered scenarios. Then the analysis
identifies the most sensitive layers, according to the error magnitude. The results of such a static analysis are then used
in the second step to evaluate the propagation of a subset of the faults and their effects on the automotive system for
the LCA and ELKA applications.

Figure 8 illustrates the distribution of the maximum distance between the reference (golden) vehicle’s center and
the lane center line offset error due to faults impacting the weights of the AI-based perception task on all analyzed
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(a) (b)

(c)
Fig. 8. Distribution of the lane center line offset error on the layers of YoloP for the straight (S), winding (W), and with obstacle (O)
traffic scenarios for daylight (a), night (b), and rainy (c) weather conditions.

scenarios. On the horizontal axis, we report the different layers in the AI application according to their position in the
system, starting from the layers near the input. The vertical axis depicts the variability and median per layer, providing
insights into the distribution of lane center offsets. Layers from 15 to 33 are not shown in the plots because faults
affecting them produced no offset corruption in any of the considered scenarios.

Our experimental results indicate that the most sensitive layers in YoloP, causing the most significant deviations
from the lane center, are consistent across all scenarios and are located in the Backbone (layers 0–7), parts of the Neck
(layers 8–14), and the Head (layers 34–42) sections. Furthermore, we identify some highly sensitive layers (namely,
layers 6, 8, 34, 36, and 40), which are highly prone to causing large deviations for most of the scenarios.

In addition, during our experimental analysis, we observed for all analyzed road scenarios the intrinsic fault tolerance
of some layers in the Neck of YoloP: layers 15 to 33 are not shown because faults did not produce any offset corruption.
In other words, all faults affecting these layers were classified as masked. A detailed analysis of the YoloP structure,
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focusing on this group of layers, shows that the inference process does not directly employ some of these layers to
infer and identify road lines. Instead, some of these layers are primarily employed for complementary inference tasks
associated with road-drivable areas and object detection in the scenario, thus explaining their resilience to errors.

Interestingly, the results indicate that the maximum error deviation directly depends on the characteristics of the
analyzed scenario. In particular, the error magnitudes up to 0.041m for S, 0.50m for W, and up to 1.30m for O. Moreover,
a detailed analysis of the most critical error effects (large deviation magnitude) by evaluating the top 5% of the critical
errors indicates that Backbone layers (near the input) are more sensitive in the W and O scenarios. In contrast, the Head
layers are more prone to errors in the S scenario. The most sensitive layers are the primary injection targets during the
dynamic evaluation.

6.2 Dynamic Evaluation

This section analyses the propagation of fault effects from the perception towards the system for both applications, and
their impact on the car’s behavior by computing dynamic metrics associated with the vehicle’s driving performance.

6.2.1 Lane Centering Assistance . In the closed-loop experiments, we compute three metrics associated with the vehicle’s
driving performance: (i) the Steering wheel Angle (SA), (ii) the Lateral Acceleration (LACC), and (iii) the Equivalent
Acceleration (𝑎𝑒𝑞 ). Since our focus is on the analysis of the critical effects on the system due to faults in the perception
tasks, which are associated with large magnitude deviations in the dynamic metrics, we first calculate the Cumulative

Distribution Function (CDF) of the maximum effects for each indicator by considering the time series from the 1,000
dynamic evaluation experiments. The CDF allows us to observe the maximum (critical) corruption in the vehicle’s
dynamics due to a faulty perception and its possible impacts on the vehicle’s navigation trajectory. In general, the
results highlight a different behavior of the system when the perception structure is faulty, depending on the driving
scenario.

Figure 9 illustrates the CDF of maximum SAs for all dynamic experiments (Faulty cases) , for each scenario. The
plots also illustrate the performance of our baseline (BL), i.e., the fault-free operational reference of the system . Overall,
the CDF results indicate that the maximum SA deviation from the baseline strongly depends on the evaluated scenario
and its weather conditions. Considering that more CDF cases near zero, on the left of BL, represent lower critical
impacts , one can observe that the daylight condition yields mostly stable performance in all driving scenarios. Indeed,
a moderate percentage of the considered faults, from around 41% to 71%, cause lower deviations (less than 0.3 rad)
compared to the baseline SA, and the faults causing a significant deviation in SA (e.g., higher than one rad.) are less
than 10% of all considered ones. Conversely, night driving scenarios show a contrasting susceptibility to faults with
considerable variation concerning the baseline SA from about 10%, in W scenario, to 99% in WO scenario. Interestingly,
faulty SA cases in WO, higher than 1.5 rad, are observed for around 60% of the dynamic evaluations, indicating a
higher criticality of faults in some driving scenarios and weather conditions. Regarding rainy driving scenarios, they
yield slight SA deviations due to faults. In detail, the SA corruption varies from around 75% to 96% of the evaluated
faults. Interestingly, in the rainy driving scenarios, a limited percentage of faults (from around 5% to 15%) causes a SA
variation higher than 0.3 rad.

The previous results indicate that the combination of scenario and weather condition plays a crucial role in the
system’s impacts on SA when faults affect the perception. To corroborate these impacts, we computed the CDF of the
maximum LACC for each dynamic scenario (Figure 10). The impacts on LACC are moderate in daylight and rainy
driving scenarios, with, respectively, about 63% to 75% and 45% to 70% of faults causing no, or just slight (less than
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(a) (b)

(c)
Fig. 9. CDF of the maximum steering wheel angle (𝛿𝑆𝑊 ,𝑚𝑎𝑥 ) for the daylight (a), night (b), and rainy (c) weather conditions on
each evaluated dynamic scenario (S, O, W). Fault-free baseline (BL) values for daylight conditions in S, O, and W scenarios are 0.39,
0.08, and 1.18 rad, respectively. Baseline values for night conditions in S, O, and W scenarios are 0.41, 0.05, and 1.1 rad, respectively.
Baseline values for rainy conditions in S, O, and W scenarios are 0.44, 0.17, and 1.19 rad, respectively.

0.2𝑚/𝑠2), variations in the LACC maximum magnitude. In detail, less than 10% of faults cause large LACC variations
that might affect the vehicle trajectory in daylight scenarios. In contrast, significant effects of LACC on rainy driving
scenarios directly depend on the navigation features of each scenario. Our results indicate a limited percentage of large
LACC variations in the S and O scenarios (about 10% and 20%, respectively). However, one can observe that in the W
scenario over 40% of faults do severely impact the maximum LACC magnitude, hence representing the main source of
overall system failures. In addition, as observed for the SA, the LACC’s CDF for each night scenario behaves differently,
according to the navigation features. More in detail, the considered faults in the S and W scenarios mostly produce
minimal effects on the LACC (from about 75% to 84%, respectively). In contrast, in the O scenario, around 60% of the
considered faults significantly corrupt the LACC – an effect that appears to be caused by the driving features of such a
scenario. In fact, both SA and LACC show similar distributions of the maximum corruption impact in this scenario.

The results confirm that the probability that a fault in the perception system produces a major effect on the vehicle
behavior depends on a combination of driving scenario and weather conditions. Specifically, the vehicle dynamics are
strongly affected by faults in the S and O scenarios under night and rainy conditions, indicating that fault-vulnerable
structures in perception may substantially impact the system performance. A broad overview of all results indeed
shows that perception in the O scenario can be up to 5× more susceptible to faults than others, leading to much larger
deviations in LACC and SA than the S and W scenarios.

For illustration purposes, Figure 11 depicts the temporal behavior of the fault-free baseline system (BL), and that of
the system affected by a high-impact fault (FI) in terms of SA, LACC, and lane gap offset. As observed, at time 6.75 s, the
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(a) (b)

(c)
Fig. 10. CDF of Maximum lateral acceleration (𝑎𝑦,𝑚𝑎𝑥 ) for the daylight (a), night (b), and rainy (c) weather conditions on each
evaluated dynamic scenario (S, O, W). Fault-free baseline (BL) values for daylight condition in S, O, and W scenarios are 0.09, 0.06,
and 0.27 m/s2, respectively. Baseline values for night conditions in S, O, and W scenarios are 0.1, 0.09, and 0.32 m/s2, respectively.
Baseline values for rainy conditions in S, O, and W scenarios are 0.11, 0.11, and 0.31 m/s2, respectively.

.

fault affecting the perception causes a high lane gap offset error (right), which also causes effects on the SA (left) and
LACC (center). At this point, the controller attempts to compensate for the error, resulting in a sudden high SA steering
wheel angle (45 times higher w.r.t. the baseline value) and LACC (114 times higher w.r.t. the baseline value). The most
critical impact in road lane gap offset (about 15 times) is reached at time 9.15 s. Such a deviation from the reference road
lane demonstrates the physical susceptibility of a propagated fault in the vehicle behavior. It is also interesting to note
that in this case, the controller’s continuous operation effectively mitigates the majority of the effects on the vehicle’s
trajectory.
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Fig. 11. Comparison of the temporal behavior between the fault-free baseline and a system affected by a high-impact fault in terms
of steering wheel angle 𝛿𝑆𝑊 (Left), lateral acceleration 𝑎𝑦 (Center), lane gap offset (Right). BL: fault-free baseline. FI: faulty system.

Regarding the error sources, a deep analysis of the largest SA and LACC variations shows that the structures where
faults may produce the most critical effects at the system level are part of the Head layers (from 1% to 62%) independently
from the driving condition (Fig. 1), making them the primary candidates for hardening. On the other hand, faults in the
Backbone and Neck were mainly masked by the interaction of the controlling agent and the implicit resilience of the
closed-loop system.

6.2.2 Emergency Lane Keeping Assist . This section describes the experimental results of the dynamic evaluation of the
ELKA application when the high-impact faults (identified through the static analysis) arise in the perception of the
system. In the experiments, the vehicle navigates at 60 km/h with an unintentional lateral drift of 0.3m/s, which leads it
to come close to the right lane boundary and activate the ELKA operation [13]. Indeed, the ELKA’s goal is to provide
driver safety by preventing unintentional lane departure by means of a corrective steering action. The ELKA controller
operates on the control principle mentioned in Section 5.1. Unless the driver disables it, the ELKA controller is always
on and is activated when the vehicle comes within the lateral offset of 0.5m from the lane boundaries. The position of
each front corner with respect to the lane borders can be calculated by using the lane center offset, vehicle track width,
and lane width. The perception model computes this lateral offset, which then triggers the ELKA controller to produce
a corrective steering angle.

We leverage the high-impact and low-impact SDC faults identified by the static analysis to conduct a series of
dynamic experiments. Since ELKA addresses strict lane keeping during the vehicle’s navigation, we computed the
critical impact effects as large deviations from the road. As highlited in Table 1, among all experiments, a total of two
high-impact SDC faults produced a lane change, while no lane changes took place due to any of the low-impact SDC
faults.

Figure 12 shows the impact of two representative faults (a high-impact SDC, in red, and a low-impact SDC, in
green) on the vehicle trajectory in daylight conditions on a straight, dry road (impacts for the same and other scenarios
exhibit similar behavior). At time 6 s, the ELKA controller gets triggered as the lateral distance between the lane line
and the front right corner of the vehicle drops below 0.5m. The high-impact SDC experiment demonstrates that, due to
an inaccurate lane center offset estimation by the perception model, the ELKA controller is unable to maneuver the
vehicle back into the lane. Failure to correct the vehicle trajectory causes the vehicle to exit the lane, which results in
an unsafe situation. On the other hand, the low-impact SDCs do not produce any significant inaccuracy in computing
the lane center offset. Due to the timely action of the ELKA controller acting on the steering angle, the vehicle is able to
remain within its current lane.
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Fig. 12. Comparison of the impacts in road gap deviation for one of the high- and low-impact SDC faults for the Emergency Lane
Keeping Assist (ELKA) application in daylight conditions. Red line: vehicle trajectory when a high-impact SDC fault arises. Green line:
vehicle trajectory when a low-impact SDC fault arises. Black solid lines: lane boundaries. Black dashed line: lane center line.

Table 1. Comparison of KPI (lane changes) for low- and high-impact SDCs in daylight conditions

Fault set Lane changes

Low-impact SDCs 0
High-impact SDCs 2

By confirming the effects on the system behavior of high- and low-impact SDC faults, these results demonstrate the
generality of our proposed methodology for early reliability evaluation of automotive systems.

6.3 Overall Impact of Faults on the Automotive System

To evaluate the overall impact of faults affecting perception on automotive driving behavior, we classify and rank their
effects on each driving scenario according to the navigation performance indicators. Since the impact of faults in some
cases is null or negligible (as shown in the previous sections), we define a criticality threshold for each indicator.

Table 2 summarizes the quantitative performance results in each scenario and weather condition, considering the
most critical fault propagation effects on the system for the LCA application. It is worth noting that equivalent trends
were observed for the lateral deviation in ELKA application . Indeed, we identified the most critical cases that compelled
the vehicle to move out of the current (desired) lane. First, we identified the fault propagation effects in the system
causing significant impacts, including failures in aeq greater than 0.315m/s2 (above this threshold, the driver senses
discomfort as per the standards). Similarly, variations in LACC and SA greater than 1.5 times the fault-free baseline are
considered significantly impactful, and their effect can thus be classified as a critical failure. In particular, our analyses
indicate that for SA, LACC, and the equivalent acceleration, the night scenario with an obstacle (O) yielded a large
number of high-impacting corruptions, as reported in Table 2. In fact, the most critical effects are observed in the
O scenario. This is because the obstacles caused the lane markers to be inadequate, which resulted in an inaccurate
lane center estimation. In addition, we computed the total number of critical system failures aiming to cause lane
changes, as reported in the last column in Table 2. Interestingly, our results indicate that the weather condition has a
stronger correlation with system failures than the complexity of a driving scenario. Considering daylight and night
scenarios, we identified two and three collapsing lane change events independently of the driving scenario, respectively.
Furthermore, all rainy scenarios were associated with up to nine collapsing lane change events.
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Table 2. Comparison and rank of driving scenarios and weather conditions according to critical faults in the perception of the LCA
application. Percentage distribution of high-impacting faults affecting the lateral acceleration (𝑎𝑦 ), steering wheel angle (𝛿𝑆𝐴), and
equivalent acceleration (𝑎𝑒𝑞 )

Weather condition Scenario 𝑎𝑦 (%) 𝛿𝑆𝐴 (%) 𝑎𝑒𝑞 (%) Lane changes (-)

Daylight
S 1.2 0.5 0.2
W 6.5 0.5 0.4 2
O 44.4 12.6 1.8

Night
S 2 0.9 0.3
W 3.1 0.8 0.7 3
O 66 70.2 4.0

Rainy
S 7.6 3.8 0.8
W 39.7 2.3 1.2 9
O 44.8 35.1 0.6

Table 3. Comparison and rank of driving scenarios and weather conditions according to results for the LCA application. Maximum
observed corruptions on lateral acceleration (𝑎𝑦 ), steering wheel angle (𝛿𝑆𝐴), and equivalent acceleration (𝑎𝑒𝑞 )

Weather condition Scenario 𝑎𝑦,𝑚𝑖𝑛 (m/s2) 𝑎𝑦,𝑚𝑎𝑥 (m/s2) 𝛿𝑆𝐴,𝑚𝑖𝑛 (rad) 𝛿𝑆𝐴,𝑚𝑎𝑥 (rad) 𝑎𝑒𝑞,𝑚𝑖𝑛 (m/s2) 𝑎𝑒𝑞,𝑚𝑎𝑥 (m/s2)

Daylight
S 0.07 5.72 0.25 8.02 0.01 0.96
W 0.22 6.36 0.96 9.42 0.01 1.28
O 0.02 5.67 0.05 9.42 0.006 0.96

Night
S 0.01 5.56 0.08 9.42 0.018 1.22
W 0.15 13.94 0.88 9.42 0.015 1.47
O 0.02 7.23 0.05 9.42 0.008 1.68

Rainy
S 0.07 5.82 0.26 9.42 0.04 1.28
W 0.23 8.02 0.93 9.42 0.02 1.51
O 0.05 6.85 0.11 9.42 0.02 1.03

For the first two cases (daylight and night scenarios), the corrupted perception could not accurately determine
the lane center and propagated its effects across the system. Thus, the vehicle had to drive out of the reference lane
due to this significant lane offset error, and the SA controller could not keep the vehicle in the lane. In contrast, the
system failures in the rainy scenarios are primarily caused by the perception inability to precisely determine the lane
center due to the combination of two factors: i) fault corrupting its expected functionality and ii) water droplets in
the scenario that added disturbances to the system sensor (camera). These results indicate that 99.1% to 99.8% of the
evaluated faults during the dynamic evaluation with TIARA were masked by the effect of the controller agent in the
automotive system. However, the existence of about 0,2% to 0.9% of faults that caused critical system failures indicates
the need to adopt complementary mechanisms to address and mitigate them.

In addition, we rank the overall quantitative impact of fault propagation effects on the LCA application and vehicle
system for the nine evaluated scenarios in terms of maximum and minimum values of LACC, SA, and equivalent
acceleration from the dynamic experiments, as reported in Table 3.

In general, the results show that a corrupted system causes similar deviations according to the driving scenario
and performance indicators, with some exceptions associated with the combination of a driving scenario and an
environmental condition, including the large deviations in LACC in night W scenario (around twice) and the slight
increment in maximum equivalent acceleration in night O scenario. Interestingly, the maximum practical corruption
impact in SA reached around 9.42 rad for almost all evaluated scenarios, which indicates that such a driving indicator is
highly sensitive to corruption. Nevertheless, significant SA variations are insufficient to cause frequent collapse due to
system failures, as previously discussed and reported in Table 2.

Overall, our experimental results indicate that from the system point of view, daylight S driving scenarios are
remarkably resilient regarding critical impact effects and frequency of fault propagation at the system level. In fact,
straight driving represents ideal vehicle navigation conditions, allowing the control agent to mitigate most effects.
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Fig. 13. Equivalent acceleration (Comfort metric) for the daylight (Left), night (Center), and rainy (Right) weather conditions
on all scenarios (S, O, W) for the LCA application. Dashed green, dashed blue, and dashed red lines indicate comfortable, fairly
uncomfortable, and uncomfortable, respectively.

Despite the high rates of significative fault propagation effects on night scenarios, as reported in Tables 2 and 3,
suggest that such significant deviation magnitudes and frequencies of occurrence are not enough to treat the system’s
navigation. In these cases, another sub-system in the vehicle (controller) contributed to mitigate and remove their
propagation effects. In contrast, rainy scenarios, especially W, are the most susceptible to producing critical impacts on
the vehicle as a collapsing system failure through a lane change event.

Furthermore, we analyzed the equivalent acceleration as a comfort metric to determine the impact on the vehicle’s
passengers when the perception is faulty and propagates effects on the system, considering the top 1,000 high-impacting
faults (in descending order) discovered in the static analysis. Figure 13 illustrates the maximum variations in equivalent
acceleration for the evaluated faults on all driving scenarios in the three weather conditions for LCA. The three
acceleration thresholds (Comfortable, Fairly uncomfortable, and Uncomfortable) indicate the critical operational limits a
passenger might experience from a mild discomfort above 0.31 m/s2, moderate discomfort above 1 m/s2, and extreme
discomfort above 1.6 m/s2, as indicated by industry standards, such as ISO 2631-1 [31]. According to the results, most of
the propagated fault effects on the vehicle were mainly masked by the action of the controller agent in the system, and
the equivalent acceleration remained at acceptable comfort levels. However, due to faults in the perception model, many
discomforts were perceived mainly in rainy conditions. In detail, the night and rainy cases show several corruption
effects (from about 0.01% to 1.5% of evaluated faults) reaching (Uncomfortable) accelerations. In contrast, minimal
corruption (about 0.002%) in the daylight case caused such critical accelerations, indicating that only in particular
instances a corrupted perception might cause significative impacts on the passenger’s comfort.

7 Verifying the Effectiveness of TIARA

To validate the effectiveness and main benefits of TIARA, we analyze two factors: i) the computational time required to
perform the reliability evaluation, and ii) TIARA’s ability to identify critical faults.

7.1 Computing Cost

We derive the computational cost of each step in TIARA for the two targeted applications, namely, LCA and ELKA.
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Table 4. Average computational costs of each step of the TIARA approach for the nine evaluated scenarios

Step Total frames
per scenario

Total faults evaluated
per scenario

Performance cost
per evaluated fault (s)

Performance costs
per scenario (h)

Overall performance
costs of all experiments (h)

Static 3 7,940,846 1.0 (0.1*) 735.3 (73.4*) 6,617.4 (661.3*)
Dynamic 460 1,000 13.3 3.7 33.3
(*) Computational effort through distributed computing schemes.

The overall computational time of TIARA (𝑇 𝐼𝐴𝑅𝐴Total) is given by the computational cost of the static (𝑇 𝐼𝐴𝑅𝐴𝑆 )
and dynamic (𝑇 𝐼𝐴𝑅𝐴𝐷 ) steps, as follows.

𝑇 𝐼𝐴𝑅𝐴Total = 𝑇 𝐼𝐴𝑅𝐴𝑆 +𝑇 𝐼𝐴𝑅𝐴𝐷 (2)

𝑇 𝐼𝐴𝑅𝐴𝑆 = 𝑆 ·𝑊𝐶 · 𝐴𝐼𝑊 · 𝐴𝐶𝑂𝑆𝑇 (3)

𝑇 𝐼𝐴𝑅𝐴𝐷 = 𝑆 ·𝑊𝐶 ·
𝑘∑︁
𝑖=1

𝑆𝐸𝐶𝑂𝑆𝑇 (4)

where 𝑆 is the total number of evaluated driving scenarios (e.g., road/traffic conditions),𝑊𝐶 is the total number of
evaluated weather conditions, 𝐴𝐼𝑊 is the number of weights in the AI-based perception application, 𝐴𝐶𝑂𝑆𝑇 is the
average time cost to evaluate the effect of one injected fault in the AI-based application. Also, 𝑘 is the total number of
highly fault-vulnerable weights from the TIARA’s static analysis, and 𝑆𝐸𝐶𝑂𝑆𝑇 is the computational cost to inject a fault
and execute the closed-loop system.

Table 4 presents the average execution costs for the LCA application during the static and dynamic evaluations by
considering the number of analyzed video frames, the total amount of faults evaluated per driving scenario, and the
overall costs for the nine considered scenarios (𝑆 = 3,𝑊𝐶 = 3, 𝐴𝐼𝑊 = 7.94 · 106, 𝑘 = 1, 000).

Initial performance tests allowed us to determine the characterization time, from 33.4 ms to around 1.0 s, on the
static step (𝐴𝐶𝑂𝑆𝑇 ), which requires a moderate percentage (around 49%) of the time for model inference and about 42%
of the time for the fitting and transformation processing steps. Indeed, for the characterization of the perception task,
we used the worst-case complexity by adopting an exhaustive approach and evaluating all weights and layers in the
application with a limited number of frames per scenario (3), which drastically increased the overall computational
costs of the static step. Then, the dynamic evaluation experiments comprised virtual driving scenarios with a time
length of 23.0 s, and 20 frames/s, which required the evaluation of 460 dynamic frames for each scenario. In detail, our
experiments indicate that the TIARA framework required an average of 13.3 s ± 3.32 s time to compute and evaluate
the closed-loop dynamic operation of the automotive system per scenario (𝑆𝐸𝐶𝑂𝑆𝑇 ), resulting in about 3.7 h for the
most critical 1,000 faults identified through the static analysis.

Then, the computational complexity of the static and dynamic analysis increases linearly with the number of
evaluated faults per stage as:

𝑇 𝐼𝐴𝑅𝐴𝑆 (𝐴𝐼𝑊 ) ≈ 𝑂 (𝑆 ·𝑊𝐶 · 𝐴𝐼𝑊 · 𝐴𝐶𝑂𝑆𝑇 ) ≈ 𝑆 ·𝑊𝐶 · 𝐴𝐶𝑂𝑆𝑇 ·𝑂 (𝐴𝐼𝑊 ) ≈ 𝑂 (𝐴𝐼𝑊 ) (5)

𝑇 𝐼𝐴𝑅𝐴𝐷 (𝑘 ) ≈ 𝑂 (𝑆 ·𝑊𝐶 · 𝑘 · 𝑆𝐸𝐶𝑂𝑆𝑇 ) ≈ 𝑆 ·𝑊𝐶 · 𝑆𝐸𝐶𝑂𝑆𝑇 ·𝑂 (𝑘) ≈ 𝑂 (𝑘) (6)

Manuscript submitted to ACM



26 Hegde et al.

Table 5. A comparison of KPIs after executing the dynamic evaluation step with TIARA for fault sets classified as SDCs and masked,
during the static analysis step. All experiments targeted the S, W, O scenarios in daylight

Fault set Scenario 𝑎𝑦,𝑟𝑚𝑠 (m/s2) 𝑎𝑦,𝑚𝑎𝑥 (m/s2) 𝛿𝑆𝐴,𝑟𝑚𝑠 (rad) 𝛿𝑆𝐴,𝑚𝑎𝑥 (rad) 𝑎𝑒𝑞,𝑟𝑚𝑠 (m/s2) 𝑎𝑒𝑞,𝑚𝑎𝑥 (m/s2)

High-impact SDCs
S 1.14 5.72 1.54 8.03 0.08 0.96
W 1.38 6.37 2.77 9.42 0.1 1.28
O 1.61 5.67 1.63 9.42 0.14 0.96

Low-impact SDCs
S 0.04 0.13 0.17 0.41 0.03 0.05
W 0.15 0.44 0.65 1.26 0.02 0.03
O 0.07 0.43 0.05 0.37 0.02 0.04

Masked
S 0.04 0.14 0.18 0.4 0.03 0.06
W 0.15 0.46 0.67 1.36 0.02 0.03
O 0.08 0.37 0.05 0.24 0.02 0.04

Considering that the static step involves considering a number of faults much higher than the dynamic step, TIARA’s
computational complexity is dominated by the number of faults evaluated during the static step. We can therefore write:

𝑇 𝐼𝐴𝑅𝐴Total ≈ 𝑂 (𝐴𝐼𝑊 ) +𝑂 (𝑘) ≈ 𝑂 (𝐴𝐼𝑊 ) (7)

It is worth noting that TIARA can be used to target the complete universe of faults (e.g., exhaustive evaluation), or a
subset of them (e.g., through custom or statistical fault injection strategies) to decrease the total number of faults to
characterize [46, 50].

In addition, we estimate the reduction factor in time complexity allowed by TIARA (Static+Dynamic steps) against
an exhaustive strategy for the closed-loop system evaluation. We compute the evaluation time for the exhaustive fault
injection strategy (𝐸𝑋𝐸𝑉𝐴𝐿) as,

𝐸𝑋𝐸𝑉𝐴𝐿 = 𝑆 ·𝑊𝐶 ·
𝑛∑︁
𝑖=1

𝑆𝐸𝐶𝑂𝑆𝑇 (8)

where 𝑆 = 3 is the number of scenarios,𝑊𝐶 = 3 is the number of considered weather conditions, 𝑛 = 7.94 · 106 is the
total number of weights in AI-based perception, and 𝑆𝐸𝐶𝑂𝑆𝑇 is the execution cost to inject one fault and operate the
vehicle. Assuming time costs per injected fault in the system ranging from (𝑆𝐸𝐶𝑂𝑆𝑇 = [13.32𝑠 − 14.5𝑠]), we obtained
execution times ranging from 264,430.17 h to 287,855.66 h for the overall characterization of the nine scenarios. Then a
comparison between the overall exhaustive cost and the TIARA cost, from Table 4, indicates that TIARA can reduce the
computational cost to exhaustively evaluate the closed-loop automotive system by 39.8 up to 42.3 times.

Next, we evaluate TIARA’s effectiveness, i.e., how well it can identify the most critical faults and their effects. The
results can then be used to identify the most suitable metrics to assess the system’s vulnerability with acceptable
confidence levels.

To evaluate TIARA’s effectiveness, we assess the ability of the static step to identify the most critical faults, which
are then considered for the dynamic analysis. To this end, we examine three different sets of faults affecting the layers
of YoloP, each including 200 faults that were initially classified as SDCs (corruption effects) and masked (no corruption
effects) during the static step. These fault sub-sets are as follows:

• High-impact SDCs: it includes faults classified as SDCs and selected for the dynamic evaluation as potentially
critical causes of system failure.
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(a) (b)

(c)
Fig. 14. Cumulative distribution function of maximum steering wheel angle (𝛿𝑆𝐴,𝑚𝑎𝑥 ) due to High-impact SDCs (a), Low-impact
SDCs (b), andMasked (c) per scenario (S, O, W) in daylight. Fault-free baseline (BL) values for daylight condition in S, O, and W
scenarios are 0.39, 0.08, and 1.18 rad, respectively.

• Low-impact SDCs: it consists of faults, also classified as SDCs, which produced a low impact and were discarded
for the dynamic evaluation.

• Masked: it includes faults affecting YoloP’s layers that were identified as intrinsically resilient (namely, layers 17
to 33 in Figure 8).

Table 5 presents the Root mean square (rms) of LACC (𝑎𝑦,𝑟𝑚𝑠 ), maximum LACC (𝑎𝑦,𝑚𝑎𝑥 ), rms of SA (𝛿𝑆𝐴,𝑟𝑚𝑠 ),
maximum SA (𝛿𝑆𝐴,𝑚𝑎𝑥 ), the rms of equivalent acceleration 𝑎𝑒𝑞,𝑟𝑚𝑠 , and maximum values 𝑎𝑒𝑞,𝑚𝑎𝑥 for the three fault
sets after performing the dynamic evaluation through the TIARA strategy. We compute rms values to analyze the
overall average behavior of the performance indicators during the experiments. Similarly, the maximum values are
intended to underline the critical impacts caused by the propagation of a fault in the system. The results show that
the rms and maximum values of magnitude for the evaluated KPIs are much higher for the faults that the static step
labeled as high-impact SDCs than for those labeled as low-impact SDCs and masked. For all scenarios, we observed
that low-impact SDCs show features similar to the masked faults, indicating that both sets of faults are highly unlikely
to cause critical failures during the system’s closed-loop operation. More in detail, Figure 14 illustrates the CDF of the
maximum SA for the three fault sets (High-impact SDCs, Low-impact SDCs, and Masked) for all driving scenarios
in daylight. The high-impact SDCs results show moderate deviations of SA magnitude for some scenarios. Moreover,
critical variations in SA magnitude are observed for the O scenario. In contrast, the SA’s CDF for the low-impact SDCs
and masked faults produced a similar distribution of effects with minimal critical variations regarding its magnitude,
with most of the variations near the fault-free baseline, confirming that the masked and low-impact faults barely
propagate and cause significant errors in the automotive application.
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Table 6. A comparison of the effectiveness and computational cost between TIARA and a statistical sampling strategy on the S, W, O
scenarios under daylight conditions

Evaluation
Strategy Scenario Targeted layers

for fault injection
Overall Execution time of
system evaluation (h)

Observed critical
faults effects (%)
SA LACC

Statistical
S

All 56.4
0.21 0.17

W 55.23 0.18
O 3.29 1.53

TIARA
S Only the most critical

(0 - 14 and 34 - 44) 33.2
0.24 0.18

W 58.92 0.18
O 3.37 1.71

These results suggest that both fault sets (low-impact SDCs and masked) can be neglected from further experiments
involving the early reliability assessment of the system due to their minimal contribution to determining critical failures
or identifying sensitive structures in perception. Furthermore, experimental results support TIARA’s key idea that the
static analysis effectively identifies those faults that are more prone to propagating their effects on the system; hence,
their impact on the system’s execution deserves further examination.

7.2 TIARA’s Ability to Identify Most Critical Faults

We now focus on the closed-loop evaluation of the LCA application and compare the results of TIARA against a
purely statistical-based reliability assessment strategy [50]. To this end, we consider a purely statistical strategy using a
PytorchFI framework with the same fault model as TIARA (e.g., bit-flips in the weights). We inject a fault in a randomly
selected YoloP weight, and observe its impact on the system behavior. Specifically, we conducted two fault injection
campaigns: one based on statistical sampling using PyTorchFI and one with the TIARA framework, targeting all layers
in YoloP. In both cases, we injected 1,692 faults with a 95% of confidence interval and 1.1% of error margin [37]. Each
fault injection experiment required around 14.5 s with both strategies.

Table 6 presents, for both strategies, the impacts on two performance indicators (SA and LACC) for the LCA
application, for the three considered scenarios (S, W, and O) in daylight. Moreover, we indicate the targeted layers per
strategy, and the overall execution time per fault injection campaign on the system. It is worth noting that TIARA takes
advantage of the static analysis to identify the most vulnerable layers in YoloP, so that the framework only injects faults
into the most vulnerable ones (from 0 to 14 and 34 to 44), while others (around 41% of the evaluated faults) are directly
classified as masked. This significantly reduces the overall computational time.

For the SA, the difference in percentage for the observed large magnitude (critical) faults between the two strategies
is up to 14%. Similarly, a higher percentage of offset deviations can be observed in LACC, with a difference up to 11.7%.
The SA and LACC results highlight that TIARA is able to effectively identify the critical faults, i.e., those that produce
higher effects on the lateral vehicle behavior.

8 Validation of TIARA through Hardware-in-the-Loop Experiments

To validate the versatility of the TIARA strategy, we have implemented a HIL framework that allows the interaction of
the controllers with the driving system and the evaluation of the effects of possible faults. The platform thus provides
insights into how such faults would affect a real-world system. As depicted in Figure 15, our HIL setup is composed of
a lane-centering controller, the perception model, and SCANeR studio that simulates the driving scenario, the vehicle,
and the camera sensor.
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The perception model is deployed on a Jetson AGX Xavier board. It is implemented using the AI Vehicle Computer
RSL A3 embedded system from Syslogic AG, which combines an NVIDIA Jetson AGX Xavier OEM module with an
integrated aluminum housing. Designed for high-performance edge AI processing, it is a 512-core Volta GPU with 64
Tensor Cores, an 8-core NVIDIA Carmel ARMv8.2 64-bit CPU, and 32GB 256-Bit LPDDR4x RAM [21].

To implement the lane centering controller, we use a Speedgoat’s real-time machine. Speedgoat for Hardware-
in-the-Loop (HIL) testing provides a real-time simulation environment that works seamlessly with Simulink for the
development and validation of embedded control systems [54]. The Speedgoat’s Baseline real-time target machine
is a robust real-time simulation platform powered by an Intel Celeron 2.0 GHz quad-core processor, 4 GB RAM, and
256 GB SSD. It features an IO691 dual-channel CAN module (M12 connection) that supports standard CAN protocols
using Simulink Real-Time. The standard interfaces include 4Gbit Ethernet connections (three external RJ45), two RS232
interfaces, USB, and DisplayPort. The simulink model of the lane-centering controller is built and deployed into a
real-time application. PyTorch Inference runs the YOLOP model directly on the Jetson AGX Xavier, using the PyTorch
framework. SCANeR Studio, Jetson AGX Xavier, and the Speedgoat real-time system communicate over an Ethernet
network, which uses the UDP protocol for fast, low-latency transfer of data. The SCANeR Studio simulator, installed in
a workstation, produces a 1280×720p camera frame that is sent to the Jetson AGX Xavier. A perception model processes
the image to determine the lane center offset error. The system can simulate a given scenario with or without faults
(injected in the perception system). The effects of each injected fault are transmitted to the Speedgoat real-time target
machine, which employs a control algorithm to determine the corresponding steering wheel angle required to maintain
lane centering. Both the controller unit and the perception model run at a frequency of 10 Hz.

Fig. 15. Block diagram of the HIL platform.

Table 7. Comparison of KPIs (lateral acceleration, steering wheel angle, and lane changes) produced by TIARA and by the HIL setup
for faults classified as low- and high-impact SDCs in the S, W, and O scenarios in daylight conditions

Fault set 𝑎𝑦,𝑟𝑚𝑠 (m/s2) 𝛿𝑆𝐴,𝑟𝑚𝑠 (rad) No. of lane changes

Simulation HIL Simulation HIL Simulation HIL

Low-impact SDCs 0.15 0.15 0.52 0.56 0 0
High-impact SDCs 0.18 0.19 0.53 0.63 2 2

The HIL tests of TIARA were set up for the S, W, and O scenarios in daylight, and the steering wheel angle and lateral
acceleration were taken into account as KPIs. Ten experiments were carried out, considering the top 5 low-impact
SDCs and 5 high-impact SDCs (as selected by the static phase), with the goal of comparing TIARA and HIL KPIs. An
evaluation time of 14.5 s was adopted for each experiment, since the HIL environment used the real-time features in
SCANeR studio.
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Table 7 presents the average rms of LACC (𝑎𝑦,𝑟𝑚𝑠 ) and the average rms of SA (𝛿𝑆𝐴,𝑟𝑚𝑠 ) for the low- and high-impact
SDCs in simulation and HIL testing, as well as the number of occurring lane changes. Both low- and high-impact SDCs
yield similar results in HIL compared to TIARA for all KPIs. Remarkably, we obtained exactly the same number of
lane changes in simulation and in HIL testing. In summary, the results of the experimental testing demonstrate the
effectiveness of TIARA’s static analysis in identifying faults that show up in real-world scenarios, thus validating our
approach.

9 Discussion

The findings of this work suggest that the TIARA methodology can effectively support the reliability analysis of
AI-based automotive applications, such as perception, and contribute to the early reliability estimation of automotive
systems at an affordable computational cost.

The results show that TIARA can effectively identify intrinsically resilient layers in perception for the two analyzed
lane detection applications, i.e., Lane Centering Assistance and Emergency Lane Keeping Assist. Complementary
evaluations of such structures through dynamic closed-loop assessment of the system further proved their minimal
impact on the propagation of fault effects across the system. This highlights the importance of performing early
reliability assessments on AI-based structures and understanding the impact of faults in closed-loop automotive systems,
as they are pivotal to design improvements and to the development of fault countermeasure mechanisms.

In terms of performance, the TIARA strategy can reduce by up to 43.2 times the time required to perform an
exhaustive evaluation of the automotive system. Clearly, our thorough fault analysis of the structures in the AI-based
perception, through TIARA’s static analysis, required considerable computational time (Table 4). However, we highlight
that we used an exhaustive approach targeting all weights and layers in the application. In practice, TIARA’s computing
cost can be greatly decreased by about 10× by using distributed and multi-threading computing. Additional strategies
to reduce computational costs, while preserving accuracy, include custom structural analyses or statistically-based
fault injection. A complementary evaluation of TIARA highlighted its ability to ensure a very good effectiveness in
identifying the most critical faults when compared with a standard statistically-based fault injection strategy for the
closed-loop system evaluation. It is worth noting that TIARA’s flexibility can be used to evaluate custom error models
addressing features on the AI-based applications, such as errors arising on feature maps from hardware-aware faults.

In the dynamic evaluation of TIARA, we observed that selecting those faults that affected KPIs the most, in the static
analysis, allows a swift identification and classification of failure events (e.g., lane change) for both the considered
applications. Notably, our results show that around 0.2% to 0.9% of all evaluated cases can lead to critical system failures.
Importantly, validation of TIARA through a Hardware-In-the-Loop platform indicated equivalent and consistent trends
in the results.

Looking at the effect of corruption on relevant KPIs, the high rates of significative fault propagation on night
scenarios (Tables 2 and 3) suggest that significant deviation in magnitudes and frequencies of occurrence are not directly
associated with treats on the system’s navigation. In fact, the proportional lateral controller agent can greatly mitigate
the propagation effects in up to 99.8% of the evaluated cases.

According to our results, a combination of driving scenarios with obstacles O and winding curves W, during night
and rainy conditions, are more prone to cause critical system failures than other road/traffic scenarios. Consequently,
examining passenger discomfort through industry-level standard discomfort thresholds, as illustrated by Figure 13,
provided an equivalent conclusion regarding the sensitivity of such scenarios to cause critical effects.
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In the dynamic evaluation experiments with TIARA, we configured the vehicle with a low driving speed of 12 km/h
and 60 km/h for LCA and ELKA, respectively that are preliminary yet representative velocities for autonomous shuttles
commonly adopted on urban roads to estimate critical impact effects from a faulty AI-based application. Interestingly,
such driving speeds allow us to analyze and identify the propagation effects of faults on the vehicle and identify
collapsing system failures. According to our analyses, it is reasonable to expect that at higher vehicle speeds, the impact
of a fault in AI applications might increase the occurrence of system failures.

Future research directions should consider evaluating more intricate controllers, sensors, and multi-model AI-
based perception applications facing complementary challenges of real-time response operation and interacting with
complementary driving applications.

10 Conclusions

This work introduced TIARA, a method to analyze the reliability characteristics of AI-based applications in automotive,
studying the propagation effects of faults up to the system (i.e., vehicle) level. In order to tame the required computational
effort, our method takes advantage of a two-step process. The first identifies the most vulnerable layers in the AI-based
applications using exhaustive fault injection campaigns, while the second one performs fault injection campaigns
focusing only on the faults affecting the most vulnerable layers (as identified by the first step), allowing the evaluation
of their effects on the vehicle behavior in different scenarios.

The experimental results for the analysis of faults affecting the perception task in two case studies, corresponding to
a Lane Centering Assistance and an Emergency Lane Keeping Assist application, indicate that TIARA can effectively
identify the few faults producing significant impacts on the vehicle behavior, representing from around 0.2% to 0.9%,
out of the vast universe of possible faults. Results produced by TIARA have also been validated through a hardware-in-
the-loop implementation, showing TIARA’s reliability in identifying the effects of faults on the vehicle’s navigation.

A comparison of our evaluation strategy with a traditional exhaustive one demonstrated that TIARA can reduce by up
to 43.2× the required computational time. In addition, a comparative evaluation between TIARA and a statistical-based
fault sampling approach showed that, in spite of the dramatic reduction in computational cost, TIARA can preserve
accuracy.

Results gathered using TIARA allow studying the link between the characteristics (e.g., in terms of road, traffic,
and weather conditions) of a driving scenario and the impact of possible faults corrupting the perception task on the
system behavior. The results in terms of three performance indicators, including equivalent acceleration associated
with passenger comfort, indicate that rainy and night scenarios are more prone to generate collapsing system failures,
such as lane changes, than daylight scenarios.

We emphasize that the proposed method allows for the evaluation of several traffic/road scenarios with minimal
configuration changes, and can provide early-stage reliability estimation of the system components.

Future work can extend the analysis to other structures in automotive and IoT systems, including sensors and control
agents, and explore the impact of other fault models on the system.
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