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ABSTRACT

This study presents a novel approach for real-time anomaly detection and system identification.
The approach eliminates the need for fixed threshold settings in anomaly detection and provides
an efficient solution for simultaneous recognition of multiple anomaly types and identification of
time-varying systems. Statistical models for random and gross errors are introduced to represent
typical measurement anomalies, and Bernoulli random vectors are used for anomaly detection.
Once potential anomalies are recognized, they are either excluded or compensated in further real-
time system identification through detect-to-reject and detect-to-fix procedures. An adaptive
Bayesian scheme updates both the Bernoulli and model parameters, allowing for real-time
simultaneous anomaly detection and system identification. The approach is verified through
numerical simulation and laboratory experiment. Moreover, it is implemented in a full-scale
monitoring system. The proposed method effectively detects multiple anomaly types and achieves
reliable identification results for time-varying systems.
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1 Introduction

System identification is fundamental to assessing structural behavior as it facilitates the
estimation of key metrics and essential parameters that characterize the dynamic properties of
a structure. Various system identification methods have been developed, including filter-based

approaches [ 1-4], statistical and machine learning techniques [5-7], and signal-based methods



[8-13]. As a critical application of structural health monitoring (SHM), system identification
provides essential insights into structural integrity and performance by detecting variations in
material properties and geometric configurations through response measurements. SHM
extends beyond system identification to encompass broader research areas, such as optimal
sensor placement [14-16], damage detection [17-20], and structural reliability and risk
assessment [21-23].

Although numerous system identification methods have been investigated, most rely on
high-quality observations. Abnormal measurements are inevitable in practical applications due
to harsh environments, sensor aging or failure, and electromagnetic interference [24]. In SHM,
data anomalies are typically classified into two main categories: random errors and gross errors
[25]. Random errors (shown in Fig. la) are unpredictable variations arising from
uncontrollable factors in the measurement process. These errors lead to fluctuations in
measured values around the actual value and are typically caused by environmental factors
and instrument limitations. When a sufficient number of measurements are taken, random
errors generally follow a Gaussian distribution centered around the mean. In contrast, gross
errors (shown in Fig. 1b) are significant deviations in measured data caused by human
mistakes, instrument failures, or procedural flaws, leading to highly inaccurate results. Bias
and drift errors are common examples of gross errors. In particular, bias refers to a constant, time-
invariant offset, whereas drift describes a dynamic deviation that progressively accumulates over
time. Unlike random errors, which are statistical in nature, gross errors often stem from
misreading instruments, recording incorrect values, or using faulty equipment. Identification
results may be erroneous if measurement anomalies are not properly addressed during
monitoring, potentially resulting in false alarms or overlooked issues [26, 27]. Hence,

detecting and mitigating these anomalies 1s desired before assessing structural health.
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Fig. 1. Illustration of typical data anomalies encountered in SHM: (a) random error and (b) gross error.

Anomaly detection aims to refine and enhance measurements to ensure reliable and
robust system identification. Generally, anomaly detection methods for SHM are divided into
five categories: statistical methods [28-30], distance-based methods [31, 32], clustering
methods [33, 34], artificial intelligence (AI)-based methods [35, 36], and online methods [37-
39]. Statistical methods establish a probabilistic model based on pristine data and use statistical
hypothesis tests to detect anomalies by assessing the consistency between the current data
distribution and the pristine distribution. However, most of these methods assume that the
probabilistic model remains unchanged throughout the detection process, rendering them
unsuitable for time-varying systems. Distance-based methods detect anomalies by calculating
distances between data points from a global perspective. A data anomaly alert is activated
when the distance of the currently measured data exceeds predefined thresholds. Clustering
methods group sampled data points into clusters using clustering algorithms. Data points that
do not belong to regular clusters are considered anomalies. However, these methods require
extra effort to extract suitable data features that maximize cluster separation. Otherwise, they
may fail to detect anomalies when anomaly clusters closely resemble regular clusters. Al-
based methods use machine learning algorithms to extract features from raw measurements to
identify anomalies. However, Al-based methods, especially deep learning neural networks,
require extensive training data to achieve satisfactory generalization. The effectiveness of

previously discussed techniques is heavily reliant on the proper configuration of anomaly



detection thresholds which can be determined using objective techniques. For instance, kernel
density estimation [40] can be employed with a chosen significance level a. The detection
threshold is set based on a 100 X (1 — @)% confidence criterion. Alternatively, thresholds may be
optimized through cross-validation using offline historical data. However, such thresholds are
typically static. In other words, they are fixed for a particular operational regime. In SHM,
environmental and operational conditions can evolve significantly over time, potentially
invalidating fixed thresholds for online use.

Several online anomaly detection methods have been established, including Bayesian
online changepoint detection (BOCD) [37], interacting multiple models (IMM) [38], and
switching Kalman filter (SKF) [39]. BOCD computes the posterior distribution over run
lengths at each time point without requiring a fixed threshold. However, in practice, a decision
rule is still needed to trigger an alarm. For example, a changepoint may be declared if the
probability of run length zero given the data exceeds a predetermined threshold. This threshold
effectively reintroduces a cutoff, which can be subjective or tuned offline, thereby limiting the
adaptability of the method. IMM and SKF detect and isolate anomalies by selecting among
predefined candidate models. However, when applied to systems with a large number of
sensing channels, the number of possible combinations of model hypotheses may suffer from
a combinatorial explosion, thereby increasing complexity and reducing scalability.

Recently, Yuen and Mu [41] proposed a novel concept for detecting outliers in monitoring
data, namely the outlier probability. They suggested that observations with an outlier
probability of 0.5 or higher should be considered anomalies and excluded from the system
identification process. This method is non-subjective as it uses the probability threshold of 0.5
without any prior information. However, it can only detect a single type of anomaly, i.e.,
random errors. The method presented in [41] is ineffective in detecting initial gross errors,
such as bias or drift.

Despite extensive research efforts on anomaly detection methods, several key challenges
persist. While many existing anomaly detection methods allow threshold estimation from offline
data, they typically depend on manual tuning and practitioner-defined configurations for different

application scenarios, thereby limiting their applicability to online settings. Moreover, many



methods are limited to identifying only a single type of anomaly. Furthermore, most
investigations focus solely on anomalies caused by either measurement errors or structural
damage. They overlook the scenarios where measurement anomalies and structural damage
occur simultaneously. Additionally, extra effort is required to determine whether an anomaly
is caused by structural damage, which degrades the efficiency of system identification.

To resolve the above problems, we propose an adaptive Bayesian scheme for real-time
simultaneous anomaly detection and system identification. Statistical models are introduced
to characterize typical types of measurement anomalies. This modeling enables the detection
of multi-type anomaly by using Bernoulli random variables. Upon detecting potential
anomalies, they are either excluded or compensated in subsequent real-time system
identification using detect-to-reject and detect-to-fix approaches. The proposed method
eliminates the requirements for subjective and manual threshold adjustments in anomaly
detection. Furthermore, it facilitates real-time simultaneous anomaly detection and system
identification, enhancing both robustness and efficiency.

The remainder of this paper is structured as follows. Section 2 presents the mathematical
formulation for real-time system identification. Section 3 proposes a novel approach for real-
time simultaneous anomaly detection and system identification. First, statistical models for
random and gross errors are developed to characterize measurement anomalies, and Bernoulli
random vectors are used to indicate the presence of both types of anomalies. Then, the
Bernoulli and model parameters are updated concurrently using an adaptive Bayesian scheme.
The proposed method is validated in Section 4 through two case studies: a numerical bridge
and an experimental shear building model. In Section 5, the proposed approach is implemented

in a full-scale monitoring system. Finally, the closing section presents the conclusions.

2 Mathematical formulation of the problem

For a structural system with N; degrees of freedom (DOFs), the dynamics are governed

by:

M[6, ()]1%(t) + C[0-(D)]%(2) + K04 (£)]x(t) = TE(¢) (1



where M € RVNa*Na ¢ € RVNa*Na | and K € RVa*Nd represent the mass, damping, and stiffness
matrices of the system, respectively. These matrices are characterized by model parameters 0(t) =
[0,,()T,0-(6)T,0,(t)T]T € RV¢, which may change over time, and Ny represents the number of
model parameters; x(t) € RVe denotes the displacement vector at time t; f(t) € R/ represents
the external excitations acting on the structure at time ¢; Ny denotes the total number of excitations,
and the excitations are characterized as zero-mean Gaussian process; T € RN¢*Ns denotes the
location matrix of the external excitations.

An augmented state vector y(t) = [x(t)T,x(t)T,0(t)T]T € R?NatNe is defined to
incorporate the displacement X, velocity X, and parameters 0. Eq. (1) can be reformulated as the

nonlinear state-space equation:

x(t)
y(t) = | —M(0,) ' [K(8,)x(t) + C(B)X(t) — T(¢t)]
—Nygx1

= Gy (), f(t); 0(0)]

2)

where 1 represents a small positive scalar to characterize the variation of the parameter vector 0.

The linearized form of Eq. (2) is obtained by applying the Taylor expansion:
y(®) = Ay(t) + Bf(t) + h 3)

where A = 0G[y(t),f(t); 0(t)]/0y(t)ly)=y , and § represents an arbitrary state; B =

aGly(), £(1); 8(0)]1/0f()ly(ry=g 5 h = Gy (), £(£); 0()]ly(r)=g — AY . Given that dynamic

responses are often sampled discretely over time, Eq. (3) can be converted to a discrete-time form:

Vi = Ag_1Yk—1 + Br_1fp_y + hyy 4)

where y, = y(kAt); k denotes the discrete-time sampling step, and At represents the fixed time
interval between two consecutive sampling steps; Aj_; = exp(AAt), By_; = A‘l(Ak_1 -
IZNd+N9)B, f,_, = f[(k — DAt], h,_, = A"l(Ak_l — lsz+N9)il; I, denotes an identity matrix
of size a X a.

The measurement z;, affected by observation noise, is written in the form below:



2, = o(y,) + ny 6))

where z;, = [Zl,k: Z3 k> ...,zNZ,k]T € RVz and Zik, | = 1,2,..,N; is the measurement of the [th
observed DOF; o(+) denotes the observation equation; ny, is the observation noise and is modeled
as a zero-mean Gaussian process with covariance matrix " € RN2*Nz; N, indicates the total
number of observed DOFs.

Various system identification approaches [1-4] can be employed to identify the time-varying
system in Eq. (1) based on Egs. (4) and (5). However, measurements are inevitably corrupted with
anomalies due to data transmission errors, sensor malfunctions, and environmental disturbances
[26, 27]. The performance of system identification relies heavily on the quality of measurements
[42]. Therefore, detecting abnormal measurements before estimation is desired. Conventional
methods for detecting abnormal measurements typically rely on subjective thresholds, and they are
limited to detecting a single type of anomaly [32, 41]. Moreover, most existing investigations focus
solely on detecting anomalies caused by either measurement errors or structural damage. This
narrow focus not only leads to inefficient system identification but also overlooks the scenarios
where measurement anomalies and structural damage occur simultaneously. Such concurrent
anomalies can interact in complex ways, compounding errors and producing highly misleading
identification results. Addressing these combined anomalies is critical to ensure the robustness and
reliability of real-time system identification. In the next section, an adaptive Bayesian scheme for
real-time simultaneous anomaly detection and system identification is introduced. By
characterizing typical types of measurement anomalies using a Bernoulli probabilistic model,
multi-type abnormal data can be detected, and the time-varying systems can be identified

simultaneously in a real-time manner.

3 Proposed Bayesian framework for anomaly detection and system identification

This section presents a Bayesian framework for real-time simultaneous anomaly detection and
system identification. First, a Bernoulli probabilistic model is introduced to characterize random

and gross errors. Then, an adaptive Bayesian scheme is used to detect measurement anomalies and



estimate model parameters simultaneously.

3.1 Probabilistic modeling of measurement anomalies

Recall that data anomalies are predominantly classified into two types: random errors and
gross errors [25]. To consider both errors, the anomaly-corrupted measurement Z, € Rz is

formulated as:

Zi = o(yy) + g + A1, + A(S})8x (6)

where A(a) indicates a square diagonal matrix with the elements of @ on the main diagonal; r;, €
RNz is the random error vector, and r is characterized as a Gaussian process with zero mean and
covariance matrix £ € RNz*Nz; g, € RNz is the gross error vector, and g is characterized as a
Gaussian process with mean p; and covariance matrix E# € RN2*Nz_ To capture the effect of gross

errors at the kth time step, W, is modeled as a first-order Markovian process [43]:
e = A(GR_q + Ge—)Hp + A(R_1) (My—q + €x1) (7)

where p) = [u?}k, ug,k, - u?\,z_k]T € RVz and ll?,k.l =1,2,..,N,, is sampled from the uniform

distribution over [c;, d;]. This model captures the possibility of gross errors ranging from c; to d;
in the [th observed DOF; g€,_; indicates the potential variation of gross errors, and € is
characterized as a Gaussian process with zero mean and covariance matrix £¢ € RN2*Nz; ¢)V_ €

RNz, w = 0,1,2, is given as follows:

T
Cr-1 = [5({)1,k—1 —w),6(f2k-1 = W), ., 6(€n, k-1 — W)] , w=012

(8)
where §(-) represents the Kronecker delta function and 6 (€, ,_; — w) is defined by:
(L g1 =w
6(&"‘_1 W) B {0, otherwise ©)



where €;,_1,1 = 1,2, ...,N,, is considered as a nuisance parameter and is designed to determine
the presence of anomalies at the (k — 1)th time step for the [th measured DOF. A vector €;_; =
[ﬁ,k—pfz,k—p ...,#NZ,k_l]T € RMz is defined to aggregate all the anomaly indexes; Gjy_,,w =
0,1,2, in Eq. (8) is considered as a Bernoulli random vector and represents an indicator vector to
model whether a specific location of the measurement vector is free from abnormalities.
Specifically, £x_; = [0,0,0,...,0]T results in ¢%_, =[1,1,1,..,1]T, ¢i_, =[0,0,0,...,0]T and
¢:_, =1[0,0,0,...,0]T and this indicates that there is no anomaly for all measurement channels
according to Eq. (6). For example, €,_; = [0,0,0,...,1]T implies ¢%_, =[1,1,1,...,0]T,¢k_, =
[0,0,0, ...,1]T and ¢Z_; = [0,0,0, ...,0]T and this represents a random error for the last measured
DOF. €,_, =[2,0,0,...,0]T implies (;2_1 =1[0,1,1, ...,1]T, (;i_1 =[0,0,0, ...,0]T and szc—1 =
[1,0,0, ... ,0]T and this refers to a gross error for the first measured DOF. It should be clarified that

£} is modeled as a Markovian process.

3.2 Bayesian inference for joint anomaly detection and system identification

Bayesian inference enables the joint estimation of system states and uncertain parameters.
States and uncertain parameters are often incorporated into an augmented state vector, which is
updated through Bayesian inference to achieve joint estimation. However, a major challenge in
robust joint identification arises from the large number of unknown parameters. As the number of
unknowns increases, ensuring parameter identifiability becomes more challenging. Whether a
parameter is identifiable depends on the structure of the model, and the number of effectively
observed DOFs [44, 45]. While a large number of unknown parameters does not necessarily imply
unidentifiability, increasing the number of unknowns relative to a limited set of observations can
reduce the information available for parameter estimation, thereby leading to unidentifiability. In
particular, when the number of unknown parameters exceeds the number of effectively independent
constraints imposed by the measurements, the estimation problem becomes ill-posed or ill-
conditioned [46].

To enhance the identifiability of measurement anomalies and model parameters while

simplifying the proposed algorithm, a two-stage scheme is implemented at each time step for



anomaly detection and time-varying system identification based on an adaptive Bayesian algorithm.
In the first stage, Bernoulli random vectors are updated using raw recorded data, and potential
anomalies are detected based on the updated vectors. The detected random anomalies are excluded
through a detect-to-reject strategy, while the detected gross anomalies are compensated using a
detect-to-fix strategy. In the second stage, real-time system identification is performed by updating

the model parameter vector using the refined data provided from the first stage.

3.2.1 Anomaly detection using Bernoulli probabilities

. T .
A vector is defined as e, = [XT, ur, t’{] € R?Nat2Nz tg include the state vector X =
[xT,xT]T, the vector p for characterizing gross errors, and the anomaly indicator vector £. Given
the set of observed data Dj,_; = {Z;, Z,, ..., Zx_1}, the posterior probability density function (PDF)

of e is obtained by:

p(eklﬁk—liik) = Cep(eklﬁk—l)p(ik|5k—1'ek) (10)

where ¢, is a normalizing factor; p(ik|5k_1, ek) is the likelihood function; p(ek|5k_1) is the

prior PDF, and it is defined as follows:

P(eklﬁk—1) = fp(ek|ek—1) P(ek—1|5k—1)dek—1 (11)

Due to the challenges in solving high-dimensional integrals of Eqgs. (10) and (11), a Monte
Carlo simulation strategy is used to approximate the posterior PDF by generating N particles

{ €)) 2 (N)

€ k-1’ Chlk—1/ = eklk—l} from p(ek |5k_1), which is a properly selected importance distribution.

It should be noted that the subscript |k — 1 represents the conditional expectation given the set of
all past measurements up to the (k — 1)th time step. As a result, p(ek |§k_1,ik) can be empirically

obtained by:
P(eklﬁk—pik) ~ Z?’=1 w;(<]|;)<_15 (ek - efjﬁc_l) (12)

where w](({?(_l,j = 1,2, ..., N is the weight of the jth particle, and it can be calculated as:

10



wlg?c 1 % p( l(cj|3c | Dk 1,Zk)/p (egc]|3c—1|5k—1) P (Zk |el(c]|3c D, J=12,. N

(13)

where « is the proportionality symbol; p(Z |e§£c_1) can be determined by:

p (% [e_,) o< @m)~M+/2|5| " 2exp (- 8TE18/2), j=12,..,N(14)
where X and 8 are given as follows:
E=2"+A(q, )T +A (oL, ) B (15)

8= 21— 0( Xy, Btiio1) ~ AlSL DM os (16)

These weights {w,(clll)c " a),(j,)c e a),(cllvlz 1} are normalized to sum to unity as:

By =P |ef ) /TN p @l ), j=12.,8  (17)

where “)1(<]|2< , denotes the normalized form of the weight w,((]&_l. In Eq. (16), when calculating the

weights of particles {e1(<1|3< 1,e,(<2|?< 1 e,(cllvlz 1} the parameter vector is considered known and

retains the value it held at the previous time step.

The PDF of e, conditioned on Dj,_; is obtained as:

p(ex|Dr-1) = [Z?’:ﬂ’ (ek e,ﬁ’fl,k_l)] /N (18)

where {e,((l)llk 1‘el(c2)1|k 1o e,((N)llk 1} are particles drawn from p(ek_1|5k_1) , and

p(ex |e,(( 1)k— ,) is given by:

11



p (ek el(<]21|k—1) =p (xk |x§cj_)1|k_1)
Xp (”k |ul(c]31|k—1’£§c]31|k—1) (19)
X Pm (ek |£§£1|k—1)

where p (X Kk |X §£1|k—1) is the PDF describing the underlying dynamical system, given by:

P X ) = @m)Na|2s | exp [ - O, - )T T 0 - X)/2]
(20)

where X = G (X I(cjzll k10 k_1|k_1); ¥/ denotes the covariance matrix of the unrecorded external
excitations; p (uk ||,l,(£1| Py t’gcj_)ll k—1) is the PDF representing the evolution of gross error and it

is given by:

Ny

D (e [ 810 ) = 1_[ EIGN R () | VG

1

1=
. ~ . 2 2
+6 (fg,]k)—ﬂk—l - 2) (27-[)_1/20-{,:]{ 1eXp [— (Ul,k - ug,]k)—ﬂk—l) /(\/Eo'fk) ]

21

where (Ufk)z is [th variance of the vector €,_1; D, (t’ Kk |£’,(£1| k—1) is the conditional probability

mass function for the discrete abnormality indicator €, and it is given as follows:

6)) — TNz 6))
Pm ({)k |£kj—1|k—1) = [1,2, Pm (fl,k |£k]—1|k—1)
= l_[;vzzl YwPm ({)l,k =w |4’;(<]_)1|k_1) 6(€l,k - W) (22)
=12, 2w (L —w)/3, w=012
where & ({’l,k - W) is defined in Eq. (9) and the conditional probability mass function
Pm (fl,k =w |£](£1| k—1) is taken as 1/3 indicating no prior preference regarding the occurrence

of measurement anomalies. It is noted that if prior knowledge about the types and statistical

characteristics of anomalies is obtainable, it can be incorporated into Eq. (22) to enhance prediction.

12



Finally, the mean value ey for p(ek |5k) is given as:

e = BNy B e /N (23)

Egs. (12) to (23) provide the fundamental propagation formulas necessary for an adaptive
Bayesian algorithm to detect anomalies in a real-time manner. In addition, a resampling step is
performed to prevent particle degeneracy [47].

Once potential anomalies are detected, they are either excluded or compensated for efficient

and robust real-time system identification using detect-to-reject and detect-to-fix strategies.

3.2.2 Real-time system identification via unscented Kalman filter

After potential anomalies are detected, they are discarded or compensated to construct
anomaly-free measurements, enabling efficient real-time system identification. An unscented
Kalman filter (UKF) [48] is applied to real-time system identification. N particles

{y,gl_)llk_l,ylgz_)llk_l,...,y,EIX)llk_l} are generated from p(yi_1|Dx—1) . For each particle

y,Ej_)ll w—1J = 12,..,N, 2N, + 1 sigma points are generated using unscented transformation:

Mo _ .
Yi<ijk-1 = Yi-1k-1» =0 (24)

W@ _ oW 0 .
Yiliiie1 = Yicaje—1 + {J(Ny + A)Py’k_llk_l} , i=12,..,N, (25
i

Mo _ W 6)) .
Yi-1k-1 = Ye-1jk-1 — {\/(Ny + A)Py,k—1|k—1} , L=Ny+1,N,+2,..2N,
i-N

y

(26)

where 1 = ¢2(Ny + y) — N, is a scaling parameter; ¢ € [107%,1], Ny, = 2Ny + Ny, and y = 0;

P(J')

yv,k—1|k—1

indicates the covariance matrix of ylgj_) 1lk-15 { \/ (Ny + A)P}(]jlz_llk_l

} denotes the ith
i

13



pY)

column of the matrix square root of (Ny + /’L) v k—1lk—1"

Then, each sigma point is propagated by

using Eq. (4):

D@ _ AM.@ (D0 T (N.®
yklk—ll = A/ yk—lllk—l +h7h 27)

The augmented state vector y,?l ,)c_l and its covariance matrix are given as:

M _ 2Ny (D ().D
Yik-1 = Zi=o ©m Yili-1 (28)

D Ny @O (DD _ ) DD _ o \' T
Py k-1 = Zimp @We (yklk—l - yklk—l) (yklk—l - yklk—l) + By Z/ By,
(29)

where w,(,? represents the weight associated with the ith sigma point; wgi) corresponds to the

weight for the covariance matrix of the ith sigma point; a),(,? and wgi) are given by:

w® = 1/(N, + 1) (30)
0 = A/(Ny +2) +1— ¢*+ (31)
wT(YiL) _ wgi) — 1/2(Ny + /1), i=12,..,2N, (32)

where f is a scalar controlling the weighting of the zeroth sigma point for calculating the
covariance and is taken as 2 in this study according to [48]. On the other hand, each sigma point is

propagated by using Eq. (5):
08 = 0 (32) e

The expected observation vector Z,EJ|3(_1 and the corresponding covariance matrix are given below:

14



0] _ 2N @, G),@
Zilk-1 = Dimo Om Zilk-1 (34)

6)) _v2Ny @ (. (DO 6)) N,® 6)) T
P k-1 = Yico We (zklk—l - zklk—l) (Zklk—l - zklk—l) +I" (35)

The augmented state vector y,Ejl ,)( and its covariance matrix PY)

ki Are updated as follows:

(6) )] 6)) 6))
Yk = Yilie-1 T Gk (Zk - Zklk—l) (36)
O _ e NpW) nT
Py,klk = [Py,klk—l - Gk Pz,klk—le ] (37)

where ¢ is a fading factor [49]; G,(cj ) represents the Kalman gain:

¢ = pY) p)

yz,klk—l( z,klk—l) 1 (38)

)

and Zylk—1"

denotes the covariance matrix between y(j )

where P(j) klk—1

yz,k|lk—1
) _ 2Ny (@) (DD _ ) W _ .0\
Py k-1 = Dizo @We (yklk—l - yklk—l) (Zklk—l - Zklk—l) (39)

As a result, the proposal distribution NV y(j),P(j) ,j =1,2,...,N can be obtained to
klk’ Ty kik )]

sample N particles {y,tl(l?_l, y,il(i)_l, e y;zl(;z]zl} Finally, the updated augmented state vector and the

corresponding covariance matrix are given as:

Virk = By T Ve )/N (40)
. . . T
Py ik = Z?’=1 f,?ﬂc_l (Yk|(;]<)_1 - Yk|k) (Yk|(£_1 - Yk|k) (41)
where ‘E,(le ?(_1 is the normalized weight of the jth particle:

~()  _ (D 0 _ *(J) *(j)
Trlk-1 = Tklk—l/ZleTkjlk—l =P (Zk |yk|l]c—1) /Z?’zlp (Zk |yk|I]<—1) (42)

15



()

where p (zk |yk|k_1) is the likelihood given by:

()

p (2 |yiil) o 2my /215 2exp (= [ = 0 (il )] 27 [ — o (viil,

)/}
(43)

The resampling step is used to avoid particle degeneracy [47]. Fig. 2 presents the probabilistic
graphical model of the proposed approach for real-time simultaneous anomaly detection and

system identification.
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kth time step (k+1)th time step

Fig. 2. Probabilistic graphical model visualizing the interdependencies among states, model parameters,

anomaly indicators, and measurement errors.

The procedure of the adaptive Bayesian scheme for real-time simultaneous anomaly detection
and system identification is outlined as follows:
Fork =0,

1) L)

(1) Start with initial PDF p(e,) and p(y,). Draw particles {eo P e(()N)} from p(e,)
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and particles {yél), y§2), s yéN)} from p(yo).

Fork =1,2, ..
Stage 1: Anomaly detection
(2) Generate N particles {e,(clli_l, efl?c_l, - e,(clrlz_l} from p(ex|Dy—1)-

(3) Calculate the particle weights {5,(61“)(_1, 51(<2|1)c—1' . 51&7}2—1} using Eq. (17).

(4) Update ey, using Eq. (23). If a random error is detected, it is excluded; if a gross error

is detected, it is compensated based on the updating results. Consequently, the refined

measurement vector Z; can be obtained at the kth time step.
(1) () (V) ~(1)  ~(2) ~(N)
(5) Resample {eklk—l' € k=1 s eklk—l} based on {wklk—l' Wi (j—17 s wklk—l}‘

Stage 2: System identification

(6) Generate 2N, +1 sigma points for each particle yl(cj—)1|k—1’j =12,..,N.

)] )]
(7) Calculate yj;,_, and Py

ik—1J = 12, ..., N, using Egs. (28) and (29), respectively.
pdate y ) an . ,j = 1,2, ..., N, to obtain the proposal distribution y ) pY
(8) Update yy, and P} . j = 1,2, .., N, to obtain th I distribution V" (y<ih, PVp
using Egs. (36) and (37), respectively.

. *(1 *(2 *(N i i
(9) Generate N particles {ykfk)_l,ykfk)_l, ""ykl(kzl} from (y,?“)(, P;{,zl X

).j=12...N.
(10)Calculate the particle weight {fﬁl){_l, i',(j,)(_l, s ‘E,(cllvk)_l} using Eq. (42).
(11)Update yyx and P,, |, using Egs. (40) and (41), respectively.
® 2 (™) ~(1) (2 ~(N)
(12)Resample {yklk—l’yklk—l’ ""yklk—l} based on {Tk|k_1,‘[k|k_1, ...,‘L'klk_l}.
(13) Repeat the procedure from step (2).
Fig. 3 presents the flowchart of the proposed Bayesian scheme for real-time simultaneous

anomaly detection and system identification.
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Stage 1: Anomaly detection
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Is any anomaly detected?

If a random error is detected, it is excluded; if a gross error is detected, it is
compensated based on the updating results

v
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Generate 2N,, + 1 sigma points for
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Pylzlk_l,j = 1,2, ..., N, using Egs. (28) and (29), respectively

A
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Obtain the proposal distribution V° (y,?I o

N pU)

o ) using Egs. (36) and (37)

}

*(2)

Generate N particles {y;l(,i)_l,yklk_l, ’yklk—l} from IV (yk0|})c'

)

A

y

~(1)

Calculate the particle weights {Tklk_l, k-1 ...,Tklk_l} using Eq. (42)
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Fig. 3. Flowchart outlining the proposed approach consisting of two primary stages: Stage 1: Anomaly

detection for raw measurements; Stage 2: System identification using refined measurements.
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4 Numerical and experimental validation

4.1 Numerical case study: bridge

A bridge with three spans (45+90+45 m) and two piers is considered to validate the proposed
approach. The bridge model consists of 19 nodes and 18 elements (shown in Fig. 4). The girder
consists of 12 elements of equal length, and each pier is composed of 3 elements of equal length.
Table 1 provides detailed information on the girder and piers. The first natural frequency of the
bridge is 1.536 Hz. The structural damping is characterized by the Rayleigh model with coefficients
a; = 0.2977 s71 and a, = 0.0011 s. Consequently, the first two modal damping ratios of the

bridge are 2%. Six stiffness parameters are utilized to characterize the stiffness matrix K =
2=1 eﬁ(‘”ﬁ(q), where G%q) and K@ represent the stiffness parameter and the nominal stiffness

matrix of the gth substructure, respectively. The girder is assigned four stiffness parameters, each
representing one of the four equal-length segments, and each pier is assigned one stiffness

parameter.

Table 1
Material and geometric properties of the girder and piers.

Property Unit Girder Piers

Mass density kg/m3 2700 2650

Modulus of elasticity GPa 34.5 32.0

Cross-sectional area m? 9.8 17.5

Moment of inertia m* 10.2 54.5
Element length m 15 6

The bridge is subjected to horizontal and vertical ground excitations modeled as Gaussian
white noise with a spectral intensity of 1.5 X 1072 m? - s~3. The monitoring duration is 100 s,
using a 100 Hz sampling rate. Measurements were collected using accelerometers to record the
vertical acceleration responses at the 2nd, 3rd, 6th, 7th, 9th, 10th, 11th, and 12th nodes, as well as
the horizontal acceleration responses at the 14th, 15th, 17th, and 18th nodes. This sensor
configuration measures dynamic responses at 12 DOFs (N, = 12). The noise level of the regular
noise-corrupted measurements is taken as 10% root mean square (RMS) of the corresponding

noise-free response quantities. During the monitoring period, two instances of damage occurred.

Specifically, the values of 95?) and 65(6) decrease by 5% and 10% at 30 s and 60 s, respectively. The
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initial stiffness parameter vector is assumed to have a 5% uniformly distributed error relative to the

actual values.

1 2 3 4 5 6 7 8 9 10 11 12 13
7;7 . ° ° . 6 . . . . . o 77%
14 17
15 18
16 777777719

Fig. 4. Finite element model of the bridge with numbered nodes (black dots).

Both random and gross errors are considered in this example. Random errors are simulated as
isolated outliers, with a consistent occurrence rate of 0.02 applied to the measurements at the 2nd,
7th, and 9th nodes. These errors follow a uniform distribution covering the range from the
minimum to the maximum values of the corresponding noise-free response quantities. In addition,
random errors appear between 20 s and 40 s at the 2nd and 7th nodes, and between 40 s and 50 s
at the 9th node. Gross errors are modeled as bias and drift. Bias errors occur between 25 s and 45
s at the 6th node, and between 60 s and 70 s at the 9th node. The bias levels are set as 10% and 20%
of the RMS values of the corresponding noise-free response quantities for the measurements of the
6th and 9th nodes, respectively. Drift errors appear between 50 s and 70 s at the 7th node, and
between 70 s and 90 s at the 9th node. The drift growth factors, representing the proportional
increase in drift error over time, are set to 9.0x10”7 and 5.0x10” for the 7th and 9th nodes,
respectively. It should be emphasized that, while this study simulates random errors using isolated
outliers and gross errors using biases and drifts for illustration, the proposed method is versatile
and applicable to more complex scenarios. The details of measurement anomalies remain unknown
during the entire estimation process and are utilized solely for simulation purposes. In this study,
N is taken as 100. Fig. 5 presents the time-history noisy acceleration measurements at the 2nd, 6th,

7th, and 9th nodes, corrupted by random and gross errors.
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Regular noise-corrupted measurements ----=--- Random error-corrupted measurements

-------- Gross error-corrupted measurements
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Fig. 5. Time-history noisy acceleration measurements at the 2nd, 6th, 7th, and 9th nodes, corrupted by random
and gross errors (left column); zoomed-in views highlighting detailed anomaly-corrupted regions (right

column).

The results of anomaly detection are first presented. The estimated values of p;, characterizing
the mean value of gross errors are shown in Fig. 6. It can be observed that data points are closely
distributed around the actual gross error values and remain uniformly distributed in the absence of
gross errors. These results demonstrate the effectiveness of the proposed method in tracking gross
errors. Fig. 7 shows the estimated values of €, indicating the presence of anomalies. The results
reveal that data points cluster around 1 in the presence of random errors, around 2 in the presence
of gross errors, and around 0 when no measurement anomalies occur. Therefore, the estimated
anomaly indicators can effectively identify both the presence and types of measurement anomalies.
These findings confirm that the proposed method accurately detects multiple types of measurement

anomalies.
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Fig. 6. Time-history estimates of n; characterizing the mean value of gross errors.
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Fig. 7. Time-history estimates of £, indicating the presence and types of measurement anomalies.
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Two metrics, i.e., the false alarm rate and the miss detection rate, are employed to assess the
effectiveness of anomaly detection. Table 2 lists the calculated false alarm rates and miss detection
rates for the 12 measured DOFs. The four columns in the table represent the measurement channel,
the corresponding location, and the two metrics. The results indicate that both metrics approach

zero, demonstrating the excellent performance of the proposed approach in anomaly detection.

Table 2
Calculated false alarm rates and miss detection rates for assessing the effectiveness of the proposed method.
Channel Location False alarm rate Miss detection rate
1 2nd 0.03 0.04
2 3rd 0.02 -
3 6th 0.00 0.00
4 7th 0.00 0.00
5 9th 0.00 0.00
6 10th 0.00 -
7 11th 0.00 -
8 12th 0.02 -
9 14th 0.01 -
10 15th 0.00 -
11 17th 0.02 -
12 18th 0.00 -

Two additional metrics, namely precision and recall, are used to evaluate detection
performance for anomalies of small magnitude and specific types. Precision is defined as the
number of true positives divided by the sum of true positives and false positives, while recall is
defined as the number of true positives divided by the sum of true positives and false negatives.
These metrics characterize the ability of the proposed method in detecting random and gross errors
and the propensity for false alarms. Table 3 lists the calculated precision and recall for the four
anomaly-corrupted channels. Specifically, the 1% and 2" columns indicate the measurement
channel and its corresponding location, respectively; the 3™ and 4™ columns present the precision
and recall for random errors, respectively; and the 5™ and 6™ columns list the precision and recall
for gross errors, respectively. The results indicate that the proposed method achieves high precision
and recall, suggesting a low tendency towards false alarms and missed detections in recognizing
random errors. For gross errors, the method attains perfect performance, as both precision and recall
are equal to one. This superior performance is attributed to the nature of gross errors which typically

cause sustained deviations from actual measurement values, making them easier to detect than
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random errors.

Table 3
Calculated precision and recall for assessing the effectiveness of the proposed method.

Random error Gross error
Channel Location
Precision Recall Precision Recall
1 2nd 0.97 0.96 - -
3 6th - - 1.0 1.0
4 7th 0.96 0.98 1.0 1.0
5 9th 0.95 0.96 1.0 1.0

Fig. 8 presents the estimated stiffness parameters using the proposed method. As shown in Fig.
8, the stiffness parameters are effectively tracked, with the estimates falling within the 99.7%
credible intervals. In contrast, Fig. 9 presents the stiffness parameter estimates using the traditional
Bayesian inference [50]. The estimates exhibit significant fluctuations and divergence. This
underscores the detrimental impact of anomalies on system identification and highlights the
necessity of anomaly detection and removal. To quantitatively assess the effectiveness of system
identification, the root mean square errors (RMSEs) between the estimated and actual states are
calculated. Table 4 compares the RMSE values by using both methods. The notable reductions in
prediction errors confirm the superior performance of the proposed approach.

In summary, the proposed method accurately detects multiple types of measurement

anomalies while simultaneously enabling real-time system identification.
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Fig. 8. Time-history estimates of the stiffness parameters obtained using the proposed method.
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Fig. 9. Time-history estimates of the stiffness parameters obtained using the traditional method in [50].

Table 4
RMSEs of the estimated states using the proposed method and the traditional method in [50].
Estimated state Location Traditional method  Proposed method =~ RMSE reduction (%)
5.46x10¢ 1.08x10¢ 80.2
J,CV 4th node
Xn 1.90x107° 5.18x10%¢ 72.8
4.77x10° 1.06x10¢ 71.7
J,CV 5th node
Xn 8.70x107 6.95%x10° 92.0
7.26x106 1.77x10¢ 75.6
J,CV 8th node
Xn 4.57x10 2.49x106 94.6

x, and %, denote the vertical displacement and horizontal velocity, respectively.
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4.2 Experimental case study: shear building

The proposed method is assessed in this section using a laboratory-scale aluminum structure
introduced in [51]. The structure is modeled as a one-story shear building, with a plan dimension
of 200 mm x 150 mm and a story height of 130 mm. Further details on the experimental setup are
available in [51]. The mass parameter 0,, characterizes the mass matrix: M = 0,,M,, where M,
denotes the nominal mass matrix. Acceleration responses were measured using a triaxial
piezoelectric accelerometer mounted at the center of the roof. The monitoring duration is 100 s
with a sampling rate of 256 Hz. To consider time-varying properties, an experimental setup
involving roof mass changes is implemented. Specifically, the initial roof mass is 1791 g, which is
reduced to 1691 g at t = 50 s by removing a 100 g weight. As a result, the mass parameter 0,
decreases by 6% att = 50 s. In addition, a 5% uniformly distributed error is introduced to the
initial mass parameter. Acceleration responses along the x- and y- axes are analyzed representing
the weak and strong directions of the structure, respectively. Fig. 10 shows the shear building model

and the experimental setup.

’ A 100g mass  Accelerometer

iy

4

Fig. 10. Shear building model and experimental setup: side view (left), top view (right).

Fig. 11 presents the estimated values of p; corresponding to the x- and y-direction channels.
The estimated values remain uniformly distributed throughout the monitoring period, except near
t = 50 s at which the sudden decrease of the roof mass occurred. This coincides well with the
actual situation that no gross error is present in the measured values. Fig. 12 presents the estimated
values of €}, for the two observed DOFs. As shown in Fig. 12, most data points cluster around 0
for both channels, while a small number of points cluster around 1 in the x-direction, indicating a
few detected random errors for the raw measurements in the x-direction. These random error points

may result from significant noise or transient structural disturbances. In addition, the data points
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are clustered around 2 at approximately t = 50 s, especially in the x-direction channel. These
points, identified as gross errors, are attributed to transients induced by the removal of the weight.
Table 5 displays the anomaly detection rates for the two testing channels. The first two columns
present the measurement channel and its corresponding direction; the third and fourth columns
present the anomaly detection rates for random and gross errors, respectively. The results show that
only a small proportion of measurements in the x-direction channel are identified as random or

gross errors, while no anomalies are detected in the y-direction channel.

Table 5
Calculated anomaly detection rates for assessing the effectiveness of the proposed method.

Anomaly detection rate

Channel Direction
Random error Gross error
1 X 0.01 0.02
2 y 0.00 0.00
2 +  Estimated values -———-— Actual values

o, (m/s?)

(/s

Time (s)

Fig. 11. Time-history estimates of p, characterizing the mean value of gross errors.

28



Estimated values - Actual values

0 25 50 75 100
Time (s)

Fig. 12. Time-history estimates of €}, indicating the presence and types of measurement anomalies.

Fig. 13 (a) and (b) present the estimated mass parameter using the proposed method and the
traditional approach in [50], respectively. The results demonstrate that the proposed method
effectively tracks the mass parameter, with estimates remaining within the bounds of 99.7%
credible intervals. In contrast, the traditional method provides highly fluctuated results when
tracking the sudden decrease in mass, with inadequate credible intervals to capture posterior
uncertainty. Additionally, Table 6 shows the RMSEs of the estimated mass parameter using both
methods. The notably lower RMSE value obtained using the proposed method underscores its
superior effectiveness compared to the traditional approach. Although no obvious measurement
anomalies are observed in the raw data, the proposed method provides reliable estimation results
for time-varying systems by identifying, removing, and compensating for substantial errors in the

observed data. This process enhances the overall reliability and precision of system identification.
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Fig. 13. Time-history estimates of structural mass parameters obtained using (a) the proposed method, and (b)
the traditional method in [50].

Table 6
RMSEs of the estimated mass parameter using the proposed method and the traditional method in [50].
Estimated parameter Traditional method Proposed method RMSE reduction (%)
Oum 0.11 0.02 81.8

In summary, this experimental case study demonstrates the effectiveness of the proposed
approach in real-time system identification by accurately detecting and addressing measurement

anomalies.

5 Implementation in a full-scale monitoring system

This section utilizes field measurements from the Canton tower to evaluate the practicality of
the proposed approach. Located in Guangzhou, China, the Canton tower is a 610 m, supertall
structure, consisting of a 454 m main tower and a 156 m antenna mast. A comprehensive SHM
system has been deployed to guarantee its stability and safety [52, 53]. This system utilizes uniaxial
accelerometers to capture dynamic responses. These accelerometers were installed at different
levels and oriented along both the long and short axes of the inner structure. Acceleration data from
sixteen sensors, recorded between 18:00 and 19:00 on January 19, 2010, are analyzed in this study.

The total monitoring duration is 400 s, with a 50 Hz sampling rate. The validation in Section 5 is
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based on actual field measurements.
The Canton tower is characterized as a three-dimensional cantilever beam using a reduced-

order model comprising 185 DOFs. Further details about the Canton tower model can be found in

[53]. The stiffness matrix is characterized using two parameters: K = 2(2;=1 GE)K(Q). Specifically,
the model elements are divided into two clusters: the main tower with stiffness parameter 9;1), and

the antenna with stiffness parameter 9%2). Both stiffness parameters were assigned reference values

of 1, based on the model updating results in [54]. The initial stiffness parameters are taken with a
5% uniformly distributed error.

Fig. 14 shows the estimated values of p, corresponding to the 11th and 12th measurement
channels. The results show that the estimates remain uniformly distributed throughout the
monitoring period. Fig. 15 presents the estimated values of €}, for the two observed DOFs. Only a
small number of data points cluster around 1, while most data points cluster around 0. These results
indicate that a few random errors were detected for the raw measurements. No gross errors were
detected throughout the monitoring period. Table 7 presents the anomaly detection rates obtained
using the proposed method. The first three columns present the sensor number, observation channel,
and accelerometer orientation, respectively. The fourth and fifth columns present the anomaly
detection rates for random errors and gross errors, respectively. Only a small proportion of
measurements in each channel are detected as random errors. These anomalies may result from
large measurement noise or structural disturbances.

Fig. 16 shows the stiffness parameter estimates using the proposed method. The estimates
remain within the 99.7% credible intervals, indicating high accuracy. In contrast, Fig. 17 presents
the stiffness parameter estimates using the traditional method in [50] based on raw measurements
and they exhibit significantly greater fluctuations due to measurement anomalies. Moreover, Table
8 compares the RMSE values of the estimates using both methods. It is clear that the proposed
method yields lower RMSE values compared to the traditional one, highlighting its superior
performance. Again, although no obvious anomalies were observed in the raw measurements, the
proposed method successfully identified and removed raw observations with substantial errors.

This ensures reliable and accurate system identification, further validating the robustness of the
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proposed approach.
This application validates the proposed approach for real-time system identification in
practical engineering scenarios. By effectively detecting and removing measurement anomalies,

the approach ensures reliable and accurate identification results.

Table 7
Calculated anomaly detection rates for assessing the effectiveness of the proposed method.

Anomaly detection rate

Number Channel Orientation
Random error Gross error
1 Ist y 0.01 0.00
2 2nd X 0.01 0.00
3 3rd y 0.03 0.00
4 4th X 0.02 0.00
5 Sth y 0.01 0.00
6 6th X 0.02 0.00
7 8th y 0.04 0.00
8 9th X 0.02 0.00
9 11th y 0.03 0.00
10 12th X 0.02 0.00
11 13th y 0.03 0.00
12 14th X 0.04 0.00
13 15th y 0.01 0.00
14 16th X 0.04 0.00
15 18th y 0.02 0.00
16 19th X 0.02 0.00

32



4 +  Estimated values -—--—-- Actual values

' "\!
0 50 100 150 200 300 350 400

Fig. 14. Time-history estimates of W, characterizing the mean value of gross errors.
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Fig. 15. Time-history estimates of €}, indicating the presence and types of measurement anomalies.
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Fig. 16. Time-history estimates of the stiffness parameters obtained using the proposed method.
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Fig. 17. Time-history estimates of the stiffness parameters obtained using the traditional method in [50].

Table 8
RMSEs of the estimated stiffness parameters using the proposed method and the traditional method in [50].
Estimated parameter Traditional method Proposed method RMSE reduction (%)
oM 0.0585 0.0146 75.0
o 0.0467 0.0121 74.1
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6 Conclusion

This study proposes a novel approach for real-time anomaly detection and system
identification. The approach tackles the challenge of performing real-time system identification
under multi-type abnormal measurements. The detection of typical measurement anomalies is
realized by updating Bernoulli random vectors that indicate the presence of anomalies. The detected
anomalies are excluded or compensated in the subsequent system identification process. Notably,
the proposed approach requires no prior information on anomaly characteristics. An adaptive
Bayesian scheme is employed to recursively update both the Bernoulli and model parameters,
enabling real-time simultaneous anomaly detection and system identification. The proposed
approach is validated using two time-varying structural systems covering a numerical bridge and a
laboratory shear building. The results demonstrate reliable and consistent performance in
identifying both anomalies and system parameters in a real-time manner. The proposed method is
applied to field measurements from the Canton tower monitoring system, demonstrating promising
results and indicating its potential practicality. While these findings are encouraging, further studies
involving diverse structural types and complex operational environments are necessary to
comprehensively assess the general applicability of the proposed method in real-world SHM

scenarios.
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