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faces. In this context, we aim at maximizing the minimum SEE among all legitimate
users under quality of service requirements, transmit power limitations, and reflection
constraints. The resulting problem is non-convex, and we develop a novel algorithm
based on alternating maximization, sequential fractional programming, and use

of pricing techniques. Numerical results show that the proposed system architecture
and radio resource allocation algorithms provide significant SEE gains over conven-
tional alternatives.
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1 Introduction

The use of metasurfaces is rapidly becoming one of the main candidate technologies
for future 6G wireless networks [1-5]. Metasurfaces require simpler hardware, thus
allowing the deployment of a larger number of electromagnetic elements than in tra-
ditional antenna arrays, while at the same time consuming less energy thanks to their
analog operation, which dispenses with the use of analog-to-digital converters and
other complex hardware components. Metasurfaces have the potential to meet the
energy efficiency (EE) requirements of future 6G networks, significantly improving the
energy efficiency of 5G technologies. In [6], it is argued that 5G technologies like mas-
sive multiple-input multiple-output (MIMO) provide much higher rate levels, but at
the price of a power consumption that can be up to three times higher than legacy 4G
technologies, mainly due to the large size of digital antenna arrays. As a result, the EE
of 3rd Generation Partnership Project (3GPP) new radio deployments is estimated to
be approximately four times larger than that of 3GPP long term evolution deployments.
In this context, metasufaces can achieve a better compromise between deploying many
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reflecting elements for high rate, while at the same time keeping the energy consumption
at bay. It has been proposed to deploy metasurfaces both far from the wireless transceiv-
ers, to be used in a relay-like fashion, creating new propagation paths from the transmit-
ter to the receiver, or in the immediate vicinity of the transceiver antennas, to allow for
the use of fewer digital antennas. In the first case, metasurfaces are usually referred to
reconfigurable intelligent surfaces (RISs), while, in the second case, the term reconfigur-
able holographic surfaces (RHS) or holographic beamforming is used. Moreover, metas-
urfaces can be both nearly-passive, i.e. no amplifier is equipped on the metasurface and
the only energy that is required for their operation is that needed to operate the hard-
ware components that enable the reconfiguration of the reflecting elements, or active,
i.e. analog amplifiers are equipped on the metasurface, to combat the so-called double
or multiplicative fading effect [7, 8]. Nevertheless, in both cases the metasurfaces oper-
ate only in the analog domain, thus not requiring any digital-to-analog conversion. It has
been shown that, while active RISs can provide higher rates compared to their nearly-
passive counterparts, their performance in terms of network EE strongly depends on the
energy requirements to operate the analog amplifier, which is an additional source of
power consumption that tends to reduce the energy efficiency of the network [9].

In addition to a dramatic increase of EE, future wireless networks will also be required
to ensure the privacy of the communication data [10, 11]. Physical layer security is a
technique that can be used in parallel to traditional cryptographic techniques, as an
additional layer of security [12]. Compared to traditional cryptographic techniques,
physical layer security is less complex because it does not require any dedicated crypto-
graphic algorithm, leveraging only information-theoretic concepts [13, 14], with appli-
cation in RIS-aided networks, too [15]. Motivated by these considerations, this work
addresses both issues of EE and confidentiality by physical layer security, in a wireless
network in which two metasurfaces are employed: an RHS deployed in the near-field of
the transmit antenna array, and an RIS deployed in the far-field from both the transmit-
ter and receivers.

1.1 Prior works

EE and physical layer security can be addressed jointly through the notion of secrecy
energy efficiency (SEE), defined as the amount of bits that can be reliably and securely
transmitted per Joule of consumed energy [16]. In the context of wireless networks
aided by metasurfaces, the majority of studies focus either on the secrecy of the com-
munication, without analyzing the EE, or on the EE, without studying the secrecy of the
communication.

As for the secrecy aspect, in [17], the authors study the system secrecy outage prob-
ability of a RIS-aided non-orthogonal multiple access (NOMA) network. A RIS-aided
NOMA-based network is also considered in [18], where the secrecy outage probabil-
ity is analyzed. In [19], the secrecy outage and average rate of an RIS-aided network
are evaluated considering a RIS with discrete phase shifts. The ergodic secrecy rate of
an RIS-aided wireless network with multiple eavesdroppers is derived in [20], while
the worst-case secrecy capacity maximization is addressed in [21], with reference to a
NOMA-based system. In [22], the secrecy outage probability of an RIS-aided network is
analyzed, whereas the secrecy rate of an RIS-aided network powered by wireless power
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transfer is maximized in [23]. In [24], the secrecy rate of an RIS-aided network with
space-ground communications is optimized. In [25], the secrecy rate of a multi-user
RIS-aided wireless network is investigated.

As for the EE aspect, most studies do not consider the secrecy of the communication.
In [26], an omnidirectional RIS is optimized to enhance the performance of vehicu-
lar networks, by minimizing the base station (BS) transmit power, subject to quality of
service (QoS) constraints. In [27], an RIS-aided network is considered, and sum-rate
maximization and power consumption minimization are tackled by optimizing the RIS
reflection coefficients, and BS transmit powers. The tradeoff between fully connected
and sub-connected architectures for active RISs is investigated in [28], with reference
to a multiple-antenna system. The maximization of the network EE is carried out with
respect to the RIS reflection coefficients and transmit beamforming. In [29], the EE of
a multi-user RIS-aided MISO system is optimized with respect to the BS beamforming
and the RIS reflection coefficients. The problem is tackled by means of the quadratic
transform method for fractional problems [30]. A recent study in [31] considers a hybrid
RIS with both nearly-passive and active elements and aims at optimizing the number
of passive and active elements deployed to maximize the minimum among the ergodic
energy efficiencies of the mobile users, considering a single-antenna BS. In [9], the EE
of a multi-user wireless network is considered, and resource allocation algorithms are
provided to optimize the RIS reflection coefficients, the users transmit powers, and BS
receive filters. In [32], a satellite communication in the presence of an eavesdropper is
considered, in which an active RIS with local reflection capabilities is used to boost the
received power. The minimum of the mobile users’ SEEs is maximized with respect to
the RIS reflection coefficients and transmit beamforming by an alternating maximiza-
tion technique, assuming a bounded error model for the channel between the RIS and
the eavesdropper.

The SEE of RIS-based networks is considered in fewer works. In [33], the optimiza-
tion of the SEE of an RIS-aided network is conducted using deep reinforcement learn-
ing. The work [34] employs alternating maximization and sequential programming to
maximize the SEE of a multi-user network. Similarly, the authors of [35] employ a blend
of sequential programming and alternating optimization to optimize the minimum SEE
of a multi-user network. However, these last works also focus on nearly-passive RISs
without addressing the use of active RISs. In [36], it is shown that RISs can be used to
provide secrecy and user authentication in visible light communication systems.

1.2 Contributions

This work considers the downlink of a multiple-input single-output (MISO) commu-
nication system where the transmitter communicates with multiple legitimate users
through two metasurfaces, one RHS co-located with the BS antenna array and an RIS
placed in the environment between the BS and the mobile users. A passive eavesdrop-
per is present in the service area, which poses a confidentiality concern. In this context,
the problem of maximizing the minimum secure energy efficiency (SEE) among all users
is considered, subject to constraints on QoS, maximum transmit power, and maximum
reflection power at the two metasurfaces. Specifically, the main contributions of this

paper are:
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+ We consider a MISO system where a BS communicates with multiple mobile users
through two metasurfaces. An RIS is deployed far from the transmitter and receiv-
ers to enhance the signal propagation, while an RHS is deployed in the near-field of
the transmit antenna array of the BS. In addition, the BS employs the artificial noise
technique to further enhance the secrecy of the commuication [37].

+ In this context, we consider the problem of maximizing the minimum among the
users’ SEEs, with respect to the reflection coefficients of the RHS and RIS, as well
as the beaforming vectors and artificial noise covariance matrix. The resulting prob-
lem is a non-differentiable, non-convex, fractional program, which can not be tack-
led by available methods. We develop a provably convergent approach that combines
the generalized Dinkelbach’s method, the sequential convex approximation (SCA)
framework, the Schur complement method, and alternating optimization.

+ Numerical results are provided to assess the advantages of the proposed method
against alternative solutions based on digital antennas and/or only a RIS, thus ana-
lyzing the performance improvement provided by the use of the RHS at the BS.

2 System model and problem formulation

We consider a downlink multiple-input single-output (MISO) secure communication
system, where a multi-antenna transmitter (Tx) with M antennas serves K legitimate
single-antenna users in the presence of a single passive eavesdropper. The system model
is depicted in Fig. 1.

To enhance the QoS and strengthen physical-layer security, the network is assisted
by two metasurfaces, an RHS at the transmit side with N; reflecting elements, and an
RIS between the BS and the mobile users with N, reflecting elements. Both the legiti-
mate users and the eavesdropper receive the signals reflected by both the RHS and RIS.
Let Q; € CNtxM pbe the channel from the Tx to the RHS, and Q, € CN-*N: the channel
from the RHS to the RIS. The channels from the RHS and RIS to user k are denoted

7 RHS Wil W
. controller Nt | Passi
: g | — ! R Passive .
/ .....-.= P eavesdropper b
y ; NS NN N X
4 § © | o D y
/ 5 . : \
; / Dedicated | I i |
i / channel -y ) :
i i ;@ / 8r Z !
i 7 g UEg | ]
y & ° /Legitimate /
A . / users /
A X E / 4
Tx with UE) >
M - antennas 4 /

Fig. 1 Considered system model
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by h;x € CNexLand h ;e CN->1L respectively. Similarly, the channels to the eavesdrop-
per from the RHS and RIS are g; € CNe*1 and g, € CN'*1, Define the RHS reflection
coefficient matrix as I'y = diag(Bs1,. .., Br,n) and the RIS reflection coefficient matrix
as I', = diag(Br1,...,BrN), respectively, where B;, and B, are complex reflection
coefficients. We consider nearly-passive metasurfaces with local reflection constraints,
i.e. each reflecting element can not amplify the incoming signals, leading to the local
constraints:

Binl=1, n=1,...,Ns, |Bnl=1n=1,...,Ny )

H
The effective channel to user & is h,e(ﬂc = (hfkl"tQt + hf[kI‘rle“tQt> , while the effec-
tive channel to the eavesdropper is geff = (gfl r,Q; + gﬁF,QrFtQt)H. In order to
enhance the secrecy of the legitimate communication, the transmitter employs the artifi-
cial noise (AN) technique, so that the transmitted signal is x = Zle Wi Sk + 2, where

wi € (CMxl

is the beamforming vector intended for user £, sy is the confidential message
with E[|s¢|?] = 1, and z is artificial noise with covariance C, = E[zz!’]. Given the above

notation, the achievable rate of user k is:

() s
u
Rk = 10g2 1(”) ] (2)

k

K f.H F,.H f.H
where S,E”) =2 Ihy™ " wj|? + h Czh,iff—i— ai,k and I,Eu) =ik Ihy ™ wj|?
+h,€éﬂC’HCzh,°;ff + 02, and 1, ~ CN'(0,02,) models the thermal noise at user k. Simi-
larly, the eavesdropper’s achievable rate corresponding to user k is

©
© S
Rke — log2 (1(@) ) (3)

k

where S(e) — Z}K:I |geff,Hwi|2 + geff,HCdeff + 0_62’ Ilge) — Zj;ék |geff,ij|2
+g¢tHC, gt 4 2, and n, ~ CN(0,02) models the thermal noise at the eavesdropper.
Thus, the secrecy rate associated to user k is.! Reect = [Rl((”) — R,((e) 1%, and the corre-

sponding secrecy energy efficiency (SEE) is

R sec,k

r]k = ’
P total,k

(4)
with Py the total network power consumption, accounting for both the radiated
power and the static power consumed in the system. The radiated power intended for
user k can be expressed as [|wg||? + wytr(C,), with wy a weight defining? what frac-
tion of the artificial noise power is associated to user k. Instead, the total static power

! We assume that the system setup is such that it is possible to ensure a non-negative secrecy rate upon optimization,
and hence, in the following, we neglect the non-negative operator *

2 We define weights {w; } using the softmax function:

exp(;ﬂmm,k)

Wi = —K s
Zj:l exp()~Rm\nJ)

®)

where 4 > 0 controls the sensitivity of the allocation.
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consumption is  Pstatic = MPrxstatic T NePRHS static + Ny PRis static + Pothers ~ Where
Prystatic is the per-antenna static power of the transmitter, PRys static and PRris static are
the per-element static power consumptions of RHS and RIS, respectively, and Pyiher
accounts for any additional fixed overhead sources. Hence, the total power consumption
associated to user k is:

Piotal ke = Wi ”2 + wk (Pstatic + Tr(cz))' (6)
Substituting (6) into (4), we have:

_ Rsec,k (7)
will? + wy (Pstatic + Tr(Cz))

Nk

In this context, the aim of this work is to maximize the minimum SEE over all users,
subject to individual users’ QoS constraints as well as metasurface reflection and power
constraints. Namely, we consider the optimization problem

max min 7
Wi Colo L,k (8a)

st. RY > Rping, VK, (8b)
K
> IWkll? + Tr(C2) < Prnax, (8¢)
k=1
‘ﬁt,n‘zly l’lzl,...,Nt, (Sd)
|ﬁr,n| =1 n=1,...,N,. (88)

Problem (8) is a challenging fractional, non-convex problem, involving coupled opti-
mization variables and constraints, which will be tackled by a combination of alternat-
ing maximization, generalized sequential fractional programming, and semidefinite

programming.

3 Proposed solution method
Problem (8) is challenging for at least three reasons:

+ The objective is a non-differentiable fractional function, which can not be tackled by
standard fractional programming techniques, because the numerators of the K frac-
tional functions in the objective, i.e. the users secrecy rates, are not concave in the
optimization variables.

+ The presence of two metasurfaces makes the optimization of the reflection coeffi-
cients more involved, because the two reflection matrices are not directly multiplied
by each other, but are separated by the channel matrix Q,. This does not allow to
reduce the metasurfaces design problem to the optimization of the product matrix
I, T
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+ The QoS constraint is also non-convex, as the legitimate rate function is not concave

in the optimization variables.

In the following, we will tackle Problem (8) by alternatively solving three subproblems,
i.e. the optimization of the beamforming vectors and AN matrix {wk}le,cz}, of the
RHS matrix I' 7, and of the RIS matrixI'z.

3.1 Optimization of beamforming vectors and AN matrix

The problem to be solved is stated as

max min
(W Coro, kK (92)

st. R™ > Rying, VK, (9b)
K

D IWkll? + Tr(C,) < Prnax. (9¢)

k=1

The state-of-the-art method for the maximization of the minimum of a family of ratios
is the generalized Dinkelbach’s algorithm [38], which, for Problem (9), is stated as in
Algorithm 1,

Algorithm 1 Genralized Dinkelbach’s algorithm

€ > 0; A\org =0
repeat
Let ({W}}/,,C?) be the solution of the following Problem (10)

max mkin H{Rsees (Wi o1, C2) — Aot (|wi]|? + wi (Pssatic + Tr(C2))) }

{Wi}.C.

(10a)
s.t. EU({W’C}ICK:D Cz) 2 Rmin,/w vk (10b)

K
Z Hwk”2 + TI‘(CZ) < Pmax (IOC)

k=1

Compute
* VK *

p — inPaees (WEHE1.C2) -

min
ko ||will? + wi (Psatic + Tr(C%))

Err = /\new - /\old§
/\old = /\new;
until Err < ¢

which is guaranteed to converge to the global solution of Problem (9) and is typically
faster than other available approaches, e.g. reformulating (9) in hypograph form and
using the bisection method. Algorithm 1 iteratively updates the parameter 4,4, which is
initialized to 0 and updated in each iteration according to (11), until the error Anew — Aold
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is below the desired threshold €. It can also be observed that the parameter Ape, that is
updated in each iteration #, is the minimum SEE that is achieved in iteration 7. Moreo-
ver, the generalized Dineklbach’s method monotonically increases the value of the objec-
tive function of the global solution of Problem (10). For this reason, the error in each
iteration can be evaluated as Anew — Ao1d, Without any modulus operator. However, Prob-
lem (10) is extremely challenging to solve globally, due to its non-differentiable and non-
convex form. Aiming at an algorithm with more practical complexity, the rest of this
section is devoted to the development of a convex, yet suboptimal, reformulation of (10).
This means that, in some iteration, it can happen that Apew — 4o1¢ may become negative.
In this case, the algorithm stops since Err < 0 < ¢. In other words, Algorithm 1 mono-
tonically increases the value of the minimum SEE for as many iterations as possible, and
stops when either the global maximum of the minimum SEE is achieved, or the subopti-
mality of the solution of Problem (10) prevents from further increasing the minimum
SEE function. In either case, Algorithm 1 monotonically increases the value of the mini-
mum SEE in each iteration. A first challenge in tackling (10) lies in the fact that the
objective function is not concave with respect to ({wk}fle, C,). In order to address this

H
issue, for all k =1,...,K, we define W; = wkw,f[, H,‘iﬁ = h,‘zﬁr(h,e(ﬁr) e CM*M gnd

(2025) 2025:24

H
Geff = geff (geff) € CM*M 'which allows rewriting R,((”) and R,(f) as

RY =log, (ZTr(H;ff (Wi+C,)) +03,k> —log, | Y Tr(H (W) + C.))+02,

k

j#k

AW .C)

RY =log, (Z Tr(GT (W) + C,))+02

k

&AW, Co)
(12)

) —log, | Y Tr(G*(W; + C.))+0;
j#k

22 (Wi, .C2)

Then, the k-th user’s secrecy rate can be expressed, with respect to ({Wk}le, C,) as the

difference of concave functions, i.e. Ry i

of concave functions by taking the first-order Taylor expansion of the convex term

SLAWIIE.C2)
(13)

(u) (e) (u)

:gl,k +g2,k - <g2,k +g1(e)). This allOWS

resorting to the sequential programming framework, which can deal with the difference

- ( é’? + gl(e)) around any given point C.” and W,En), forallk =1,...,K. Then, we have:

_ggz) = —log, (1,3”)) > —log, (I,E”)(n))
1
~ @, 1f
I In2

(Z 29%{ (vw},llguxn))H (w, - w](n)) }

j#k

H
+ 29{{ (et (€. - ) }) — g,

Similarly, for the convex term — log, (S © ):

(14)

Page 8 of 24
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—¢'9 = —log, (S(e)) > —log, (S(e)(”))
- Wlnnz“ <2§n{ (Vwks(e><">)H (Wi - W) } 15)

H
+ 291{ (Ve.s9") " (. - ) }> =g".
(e | ~w)

By applying these bounds we obtain Rsec,k({Wk}le,Cz) > gl('Q +&r t&i
+§{6) = ﬁsec’k({wk}{f:l,cz). Moreover, it also holds that gI(LQ — gz('? > gl(lz) —§2(b,?
= ﬁ;“)({wk}{f:l,cz), with ﬁ,((”)({Wk}le,Cz) being a concave function. Then, a sur-
rogate of Problem (10), which fulfills the assumptions of the sequential programming

method can be stated as

max  min R (Wihi1, Co) = Zota (Tr(Wi) + we (Psatic + Tr(C2))  (16a)

{W;=0}LC,

T K
st R {Wi > 0}_1,C2) > Ringr VK (16b)
K
3" Tr(Wi) + Tr(C.) < Prnax (16¢)
k=1
rank(Wy) =1, Vk=1,...,K, (16d)

where we have introduced the rank-one constraints in (16d) since we set Wj = wkwllj .
Problem (16d) has now a concave objective since the minimum of concave functions is
concave, and also all constraints are in concave form, except for the newly added con-
straint in (16d). A popular way of tackling rank-one constraints is to employ the semidef-
inite relaxation method. However, in the case of Problem (16d), this approach does not
offer any guarantee as to the rank of the solution of the relaxed problem. Thus, semidefi-
nite relaxation may require to employ rank reduction techniques to come up with a fea-
sible solution, which may cause significant performance degradation. Instead, here we
employ a different method, which is based on a penalty approach. To elaborate, for any
k=1,...,K, let us assume, without loss of generality, that the eigenvalues, u1,. .., ta,
of Wy are ordered in increasing order of magnitude. Then, the quantity

M
Tr(Wi) — (W) = Y (W), (17)
i=2

is a measure of how far from a rank-one matrix Wy is. Indeed, the quantity in (17) is
non-negative, since Wy > 0, and it is zero if and only if rank(Wj) = 1. Then, we refor-
mulate Problem (16a) by adopting a barrier method including (17) in the objective as a
penalty term, which yields
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max mkin {{Rseck({wk}k 1 C2) — Aoid (Tr(wk) + Wi (Pstatic + Tr(cz)))}

{Wkio};cz
K
+ Do (=Tr(Wy) + 11 (W)
k=1
(18a)
st. Ru({(Wik_1,C2) = Rinr VK (18b)
K
Z Tr(Wg) + Tr(C;) < Pmaxs (18¢)
k=1

wherein ax > 0 is a barrier penalty coefficient that can be chosen in order to make the
barrier stricter or milder. The last difficulty lies in the fact that 11 (W) is a convex func-
tion, being a norm. Then, we lower-bound it by computing its first-order Taylor expan-
sion around the point W}(”), which yields the following linear lower-bound

11 (W) = (W) + 29t T (Vasn (W (Wi = W ) ) = Ge(Wio, (19)

uin)uﬁn)H (n

with Vyy, 111 (W(")) ) is the eigenvector corresponding to the max-

imum eigenvalue 1¢1. Then, Problem (18) can be further reformulated as

, where u;

{W;n;}))}(,CZ rnkin {{ﬁsec,k({wk}i(:l’ C) — Aot (Tr(wk) + Wi (Pstatic + Tr(cz))) }

K
+ > (~Tr(W) + G (Wi )

(20a)
st. Ru((Wilk_1,C2) = Ruyin VK (20b)
K
D Tr(Wi) + Tr(C2) < Praxs (200)
k=1

and a sequential fractional programming (SFP) algorithm to tackle Problem (10) can be
stated as in Algorithm 2, with F denoting (20a).

Algorithm 2 SFP for Problem (10)

€ > 0; Set feasible values for an)., W,(C") forall k=1,..., K;

repeat
Let ({W;}/£ ,,C?) be the solution of Problem (20);
Brr = |F ({W{" ) = F({WEH, ©2):

cW =cr, W =Wt forall k=1,...,K;
until Err <e
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3.2 Optimization of I'r
With respect to I 7, for fixed I'g, {wy }[,f: 1 Cz, Problem (8) becomes

max min R
T, X sec,k (2 la)

st. R > Rping, VK, (21b)

‘,Bt,n‘ =1, nzlv---rNt' (21C)

and we notice that the objective reduces to the secrecy rate, since the denominator of the
SEE does not depend on the metasurface matrices. Nevertheless, the problem is still not
convex, since neither the users’ secrecy rates nor the legitimate rates are concave func-
tions of I';. To address these issues, we apply again the sequential programming frame-
work. To this end, let us define the matrices X; = y} v ; Be= in diag(g: + QH FH )
B, = Qf diag(h; + Qﬁl"fh,,k), forallk = 1,...,K. Then, it holds that

K
R =log, | Y Tr(ByX:By'W)) + Tr(ByX;B C.) + o2y

j=1
AR X0
(22)
—log, | Y Tr(BiX;Bf'W)) + Tr(B(X/B}/C.) + 0.
j#k
1R Xe)
K
R =log, | Y Tr(B.X,BL'W)) + Tr(B.X,BlC,) + 0
j=1
19 (X)
(23)

—log, | Y Tr(B.X;BI'W)) + Tr(B.X;B{'C,) + o]
j#k

5 (X0

Then, R = R(u) R/(f) = (M) +f(e) (f(u) —|—f1(e)), and it can be seen that both

(u) + f © and f (") +1; © are concave functions in X;. Thus, a concave lower-bound
of RSeC % can be obtained by computing the first-order Taylor expansion of (f, w4 fl(e))
around any feasible point X;”). Namely, it holds

1 ~
(W) _ (u [ (u) () M\ _r@w)

— A == logs (1) =~ log, () - In2;090) ZQL{T«V )(X e )>} o
(24)
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1 1 H ~
== logo5) 2 ~loga510) — i anfre (957 e =)} <710
25)

wherein I,E")(”) and S©O® are 1,5”) and S© evaluated at X;n), respectively, and the gradi-
ents are:

V™ =N " BY'W;B; + B/C_B,

(26)
ik
K
ve® — 3" BYW;B, + BYC.B.. (27)
j=1

Then, we have that Ry, x > fl(;) + fz((,? —l—jz(,z) +j71(e) = ﬁsec,k and R,(:’) > 1%) +Ef = 1~3,(<u) ,
which yields the following surrogate of Problem (21)

max mkin ﬁsec,k (28a)
t

st. RY > Rying, k=1,...,K (28b)

X;(mn)=1n=1,...,N; (28¢)

rank(X;) = 1. (28d)

Finally, it remains to deal with the constraint in (28d). Following a similar method as in
Section 3.1, the quantity Tr(X;) — w1 (X;), with ©1(X;) the maximum eigenvalue of Xy, is
embedded as a barrier in the objective to promote low-rank solutions. A lower-bound of
11(X¢) is obtained by the first-order Taylor expansion around X("),

X0 = X + 2 Tr (Vi X (Xe = X(7) ) | = o), (29)
with V myy _ (m)_ (mH (n) . . . . _
x, 1 (X)) = ViiVig where v," is the eigenvector corresponding to the eigen

value p1. Then, in each iteration of the sequential algorithm we should solve:

max min Ryeer + a(—=Tr(Xy) + Fr (X)) (30a)
Xt k

W) .
s.t. Rk = Rmm,k; vk, (30b)
X;(mn)=1n=1,...,N;, (30¢)

which can be seen to be convex. Thus, the sequential optimization algorithm is formu-
lated as in Algorithm 3, with 7'(-) denoting the objective in (30a).

Page 12 of 24
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Algorithm 3 SFP for (21)

€ > 0; Set feasible values for X(”)

repeat
Let X} be the solution of Problem (30);
Exr = |T(X{") - T(X})|;

X" = X3,
until Err < ¢

3.3 Optimization of T'p
With respect to T'g, for fixed I' 1, {wy }I,f: 1 Cz, Problem (8) becomes

matx n}(ln Rsec,k (313)
st. R™ >R Vi b
oL k= Lmink> < (31 )
|ﬁ7‘,}’l| == 17 n= ]-; .. -’Nr' (31C)

To elaborate, we first define the augmented (N, + 1) x 1 vector ¥, = [y 1]7. Then, we
define X, = p*pI, X, = p*p!, and

Cr = [ QT Ql!diag(h, 1) QFiTHhy ] Yk =1,... K. (32)

C. = [Qlir¥Q/'diag(g,) Q'T!g, | (33)
Then, it holds that

K
R =log, | Y Tr(CiX,CW)) + Tr(CiX,C{ C,) + 02
j=1

AR )

—log, [ Y Tr(CX,CH'W)) + Tr(CiX,C{ C,) + 07
j#k

A&
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K
RE =log, | > Tr(CX,CH'W)) + Tr(CX,CHC,) + o}
j=1

(X,

—log, | 3 Tr(C.X,C'W)) + Tr(CX,CHC,) + o7
j#k

LX)

Then, Rge i = R(u) R(e) 1(',? +fox © — (o w fl(e)), and it can be seen that both
f ) + f © and f (”) + f are concave functlons in X,. Thus, a concave lower-bound
of Rgec,k can be obtalned by computing the first-order Taylor expansion of (f(u) + fl(e))

around any feasible point X", Namely, it holds

1 ~
@ @ () () (&) () w
— 2; =— Io%z( ! ) > logz(Iku n) ln2](”)(") Zq{{Tr«VIu ’ )(X X("))>}=f2;

(36)
1 1 H. ~
(e) (e) (e)(m) (e)(n) (my\\ _¢(@
—f; =—log, (S ¢ ) >—log, (S ¢ ”) 3 @ 2‘R{Tr <<VS >(X,—Xr” ))}_f1
(37)

wherein IL(,k)(”) and S©®™ are I ) and S© evaluated at X", respectively, and the gra-
dients can be computed by similar formulas as in (26) and (27). Then, we have that
Rseck >f(”) +f(e) f(”) +f(e) ~Seck and R(”) > (u) —|—f(u) ﬁ,ﬂu), which vyields the
following surrogate of Problem (31)

max H}km Reec (38a)
st. R > Rying, VK, (38b)
X,(mn)=1,n=1,...,N +1 (38c¢)
rank()/ir) =1, (38d)

where the constraint in (38d) ensures that any solution of Problem (38) can be written
as an outer product of the form yry L. Moreover, it should be observed that there is a
phase ambiguity in the choice of ¥, i.e. ¥, and e, yield the same matrix X, and also
the same matrix X,. However, in order to ensure consistency with the definition of y,,
the phase 6 should be chosen so as to have y (N, + 1) = 1.

Finally, the rank-one constraint in (38d) can be dealt with as in Section 3.2, which leads
to the following convex reformulation of Problem (38):

max mkm Ry + a(—Tr(X,) + F,(X,)) (39a)
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st. RY > Rpingr VK, (39b)

X,(mn)=1,n=1,...,.N,+1, (39¢)
wherein

Fr (%) = i1 (X + 29 T (Vi X (X, = X)) | (40)
with Vy, /Ll(X,(ﬂ")) = vi”r)vgqr)H, where vi"r) is the eigenvector corresponding to 1, which

is the maximum eigenvalue of X,.
Thus, the sequential optimization algorithm is formulated as in Algorithm 4, with
R(-) denoting the objective in (31a).

Algorithm 4 SFP for problem (31)

€ > 0; Set feasible values for Xin);
repeat
Let X be the solution of Problem (39a);

Err = |R(X\") - R(X})|;

Xg’ﬂ) = X*-
until Exrr <e¢

3.4 Overall algorithm and computational complexity

Based on previous derivations, an alternating optimization algorithm for Problem
(8) can be stated as in Algorithm 5, with O denoting the objective of Problem (8). It
should be noted that, while Algorithm 5 has been developed for the maximization
of the minimum SEE, it can be specialized to maximize the secrecy rate. Indeed, the
minimum secrecy rate is obtained from the minimum SEE by removing the denomi-
nator in (7), for all k = 1,...,K. Then, all the optimization algorithms developed for
the minimum of the users’ SEE can operate also only on the numerators of the users’

SEE, to perform minimum secrecy rate maximization.

Algorithm 5 Alternating optimization for problem (8)

€ >0;n=0; Set feasible values for {'wk,m}/,{(:17 C.n,Tin, Trp;
repeat

n=n+1;

Let {wkm}sz17 C. be the output of Algorithm 1 given I't,_1, 'y p_1;

Let I'; , be the output of Algorithm 3 given {wk,n}i-(:lv C.n Trpi1;

Let I, ,, be the output of Algorithm 4 given {wk,n}ff:l, C.n, Tip;

Err = ‘O ({wk,'rl,}?:p Cz,ru I‘t,ru FT',7L) -0 ({wk,nfl}fzp Cz;n,fh I‘t,nflv I‘r,nfl) |7
until Err < e
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3.4.1 Convergence and optimality

Algorithm 5 is guaranteed to converge in the value of the objective of Problem (8), since,
by construction, in each iteration, the value of the objective is not decreased. Indeed, as
discussed in previous section, the generalized Dinkelbach’s method in Algorithm 1, and the
sequential methods in Algorithms 3 and 4 monotonically increase the value of the mini-
mum SEE function. Thus, since the minimum SEE function does not diverge, Algorithm 5
must converge in the objective value. However, it can not be claimed that, upon conver-
gence, the global maximum of the SEE function is achieved. This is due to the fact that all
three subproblems in Algorithms 5 are not solved in a provably optimal way. Thus, conver-
gence to a local optimum or other fixed points can happen. Nevertheless, as discussed pre-
viously, the goal of this work is not to determine the global solution of Problem (8), which
would not be practical as it would entail an exponential complexity in the number of opti-
mization variables, but rather to provide a more practical algorithm, which enjoys a poly-
nomial complexity in the number of optimization variables, as discussed in the rest of this

section.

3.4.2 Computational complexity

The asymptotic computational complexity of Algorithm 5 can be evaluated as
Cat = OLat(Cpink + C1 + CR)) » (41)

wherein I,}; is the number of iterations for Algorithm 5 to converge, while Cpj,k, C1, Cr
are the asymptotic complexity of Algorithms 1, 3, and 4, respectively. All Algorithms 1, 3,
and 4 involve the solution of a sequence of convex problems, and, thus, their complexity
is polynomial in number of variables of each convex problems and scales linearly with
the number of iterations to reach convergence. Thus, recalling that the complexity of a
convex problem can be bounded by the fourth power of the number of variables [39], it
follows that

Cpink = OUpinklseq (MM + 1))*)) (42)
Nr(Ny —1)\*
Cr=0 IT(2> (43)
4
Cr < O(IR <NR(N§+1)> ) . (44)

wherein Cpjnk holds upon denoting by Inpink and Iseq the number of iterations for Algo-
rithms 1 and 2 to converge, and observing that in each iteration of Algorithm 2 the con-
vex problem (20) is solved, which optimizes two M x M Hermitian matrices and thus
has 2% = M(M + 1) optimization variables; Ct holds upon denoting by It the
number of iterations for Algorithm 3 to converge, and observing that, in each iteration of
Algorithm 3, the convex Problem (30) is solved, which optimizes an Hermitian N7 x Nt
matrix whose diagonal is constrained to have elements equal to 1. Thus, Problem (30)

has W variables; similarly, Cr holds upon denoting by Iz the number of iterations
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for Algorithm 4 to converge, and observing that, in each iteration of Algorithm 4, the
convex Problem (39) is solved, which optimizes an Hermitian Nz + 1 x N + 1 matrix
whose diagonal is constrained to have elements equal to 1. Thus, Problem (39) has

W variables.

4 Numerical results
For our numerical analysis, we have considered a BS that communicates with K = 4
single-antenna mobile users randomly placed in a cell with radius 50 m around the
BS. The BS is placed at a height of 11 m from the ground, while the user equipments
are placed at a height of 1.5 m. The carrier frequency is 3.5 GHz, the communication
bandwidth is 20 MHz, the thermal noise power spectral density is —174 dBm/Hz,
the noise figure at the receiver is 5dB. The RIS is placed at an elevation of 10 m and
both the RHS and RIS are equipped with 64 reflecting elements. Each element of the
RHS and RIS consumes a static power of Prysstatic = Pris,static = 0 dBm, each digital
antenna of the BS, with the associated RF hardware chain, consumes a static power
of Prystatic = 24 dBm, while the rest of the power consumption in the system is
Pyier = 33dBm. The RIS is placed at a distance of 50 m from the BS, while the RHS is
co-located with the BS antenna array. The channel from the BS to the RHS follows the
deterministic spherical wave model [40, 41]. All other channels are subject to path-
loss with power decay factor of 2 and Rice fading with Rice factor 5, except the chan-
nel from the RHS to the RIS, which has a Rice factor of 10. The choice of a higher Rice
factor for the RHS-RIS channel is motivated by the consideration that these are fixed
devices, which are placed in favorable positions to have a strong line-of-sight.

Figure 2 reports the achieved minimum SEE versus the maximum transmit power
Prax, assuming Rpin ¢ = 0bit/s/Hz for all k, i.e. no QoS constraints are enforced, for
the following resource allocation policies:

(a) Algorithm 5 for the maximization of the minimum SEE through the optimization
of the RHS and RIS reflection matrices I'7 and I'g, and of the transmit beamform-
ing vectors {wy }{;1 and artificial noise covariance matrix C,. In this case, the base
station is assumed to have an array with M = 4 digital antennas, while the RHS and
RIS are equipped with N7 = Np = 64 reflecting elements.

(b) Algorithm 5 for the maximization of the minimum of the secrecy rate through the
optimization of the RHS and RIS reflection matrices I'r and I'g, and of the trans-
mit beamforming {wk}f:1 and artificial noise covariance matrix C,. In this case,
the base station is assumed to have an array with M = 4 digital antennas, while the
RHS and RIS are equipped with N7 = Np = 64 reflecting elements.

(c) Maximization of the minimum SEE through the optimization of the RIS reflec-
tion matrix g, the transmit beamforming {wk}le, and artificial noise covari-
ance matrix C,. In this case, no RHS is considered, and the BS is assumed to have
an array with M = 32 digital antennas, while the RIS is equipped with Nz = 64
reflecting elements. The maximization has been performed by Algorithm 5, by
skipping the subroutine for the optimization of I';.
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Fig. 2 Minimum SEE versus maximum transmit power for different resource allocation policies

(d) Maximization of the minimum secrecy rate through the optimization of the RIS

(e)

reflection matrix I'g, the transmit beamforming {wk}1k<=1, and artificial noise covari-
ance matrix C,. In this case, no RHS is considered, and the BS is assumed to have
an array with M = 32 digital antennas, while the RIS is equipped with Nr = 64
reflecting elements. The maximization has been performed by specializing Algo-
rithm 5 for minimum secrecy rate maximization, and skipping the subroutine for
the optimization of T'y.

Maximization of the minimum SEE through the optimization of the transmit beam-
forming {wk}f:1 and artificial noise covariance matrix C,. In this case, no RHS and
no RIS are considered, and the BS is assumed to have an array with M = 32 digital
antennas. The maximization has been performed by Algorithm 5, by skipping the
subroutines for the optimization of I'y and T,

Maximization of the minimum secrecy rate through the optimization of the trans-
mit beamforming {wk}fz1 and artificial noise covariance matrix C,. In this case,
no RHS and no RIS are considered, and the BS is assumed to have an array with
M = 32 digital antennas. The maximization has been performed by specializing
Algorithm 5 for minimum secrecy rate maximization, and skipping the subroutines
for the optimization of I'y and I',.

The results indicate that using an RHS at the base station allows reducing the number

of digital antennas that are used, leading to higher SEE levels. Moreover, this is true

also if an RIS is deployed in the environment between the transmitter and receiver,

in addition to a large antenna array at the BS. Moreover, it is observed that the solu-

tions that aim at secrecy rate maximization lead to a decrease of the SEE level as Prmax

increases. This happens because the SEE is a unimodal function which admits a finite

maximum, and which tends to zero for large transmit powers. Therefore, as Ppax

becomes large enough to allow attaining the maximum of the SEE, further increasing
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Fig. 3 Minimum SEE versus QoS requirement for different resource allocation policies

the transmit power, as the resource allocation policies that optimize the secrecy rate
do, leads to a decrease of the SEE. For the same reason, the resource allocation poli-
cies that maximize the SEE tend to saturate for large Ppax.

Figure 3 shows the achieved minimum SEE versus the QoS constraint Rpyin = Ruin x
forallk =1,...,K, assuming Pmnax = 40 dBm, for the scenarios of Fig. 2 that consider
SEE maximization, i.e. cases (a), (c), and (e). The results show again that the best per-
formance is obtained when the BS is equipped with few digital antennas and an RHS
is used to increase the array gain of the communication. Besides, the use of the RIS
further improves the SEE. Instead, removing the RHS leads to a decrease of the SEE
value, even if the size of the transmit array is increased and the RIS is still placed
in the propagation environment. It is also seen that the minimum SEE tends to zero
as Rpin increases. This happens because, for larger Rpmin values, the problem tends to
become unfeasible. If, during the optimization algorithm an unfeasibility is detected,
the last feasible solution is considered and the algorithm stops.

Figure 4 analyzes the convergence speed of the proposed Algorithm 5 for minimum
SEE maximization, in terms of the number of iterations required to reach conver-
gence, with Rmin = 0. Cases (a), (c), and (e) from Fig. 2 are considered, and for each
of those, the convergence for Ppax = —30dBm and Ppax = 0 dBm has been evaluated.
For each optimization policy, Fig. 4 shows the overall iteration count, i.e. considering
also the iterations performed to run the algorithms inside the loop of Algorithm 5.
This means that the scenario in which also the RHS and RIS matrices are optimized,
consider also the iterations required to run the SFP algorithm for the optimization of
I'; and T,. It is seen that, in all scenarios, convergence is reached fast, except for the
case in which both RHS and RIS are optimized and Pmax = 0 dBm. Nevertheless, even
in this case, the minimum SEE value stabilizes after 30 iterations, which include the
iterations of the outer alternating optimization, as well as the SFP algorithm for both
I'; and T, and the generalized Dinkelbach’s method for {wk}Ilf=1 and C,.
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.4 Minimum SEE versus convergence iterations for different resource allocation policies

Finally, Fig. 5 assumes N; = Ng = 32, Py,;x = 30dBm, while the other parameters

are as in Fig. 2. In this scenario, the minimum SEE provided by Algorithm 5 is shown

versus the number of outer iterations of Algorithm 5, for the following eight initiali-

zation strategies:

I'r and I'g initialized with phases randomly selected in [0, 27], beamforming vec-
tors wy, ..., wk initialized to maximum transmit combining, and the covariance
matrix C, of the artificial noise initialized to a scaled identity matrix such that
le Wi ll> + Tr(C,) = Pmax. This initialization is labeled Random RHS/RIS,
MRT; Isotropic AN in Fig. 5.
I'7 and I'g initialized with phases randomly selected in [0, 27 ]; beamforming vec-
tors wi,...,wg initialized to maximum transmit combining; the covariance
matrix C, of the artificial noise chosen such that its columns span the null space of
W = [wi,...,wk]. This initialization is labeled Random RHS/RIS, MRT, Null space
AN in Fig. 5.
I'r and T'g initialized with phases randomly selected in [0, 27 ]; beamforming vectors
wi,..., Wk initialized according to the regularized zero-forcing strategy; the covari-
ance matrix C, of the artificial noise initialized to a scaled identity matrix such that
Zle Wi l|> + Tr(C,) = Ppax. This initialization is labeled Random RHS/RIS, RZE
Isotropic AN in Fig. 5.
I'r and T'p initialized with phases randomly selected in [0, 27 ]; beamforming vectors
w1, ..., w initialized according to the regularized zero-forcing strategy; the covari-
ance matrix C, of the artificial noise chosen such that its columns span the null space
of W = [wy, ..., wk]; This initialization is labeled Random RHS/RIS, RZF, Null space
AN in Fig. 5.
I' 7 and I'g initialized so that the phases of the components of the vector diag(I' 1) are
equal to the phases of the dominant eigenvector of the channel Q; from the trans-
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mitter to the RHS and the phases of the vector diag(I'r) are equal to the phases of
the dominant eigenvector of the channel Q, from the RHS to the RIS; beamform-
ing vectors wi,...,wg initialized to maximum transmit combining; the covari-
ance matrix C, of the artificial noise initialized to a scaled identity matrix such that
Zle Wi ll?> + Tr(C,) = Pmax; This initialization is labeled SVD RHS/RIS, MRT, Iso-
tropic AN in Fig. 5.

I' 7 and I'g initialized so that the phases of the components of the vector diag(I' 1) are
equal to the phases of the dominant eigenvector of the channel Q; from the trans-
mitter to the RHS and the phases of the vector diag(I'r) are equal to the phases of
the dominant eigenvector of the channel Q, from the RHS to the RIS; beamform-
ing vectors wy, ..., wg initialized to maximum transmit combining; the covariance
matrix C, of the artificial noise chosen such that its columns span the null space of
W = [wi,...,wk]. This initialization is labeled SVD RHS/RIS, MRT, Null space AN
in Fig. 5.

I’ and I'r initialized so that the phases of the components of the vector diag(I' ) are
equal to the phases of the dominant eigenvector of the channel Q; from the trans-
mitter to the RHS and the phases of the vector diag(I'g) are equal to the phases of
the dominant eigenvector of the channel Q, from the RHS to the RIS; beamforming
vectors wi, . . ., W initialized according to the regularized zero-forcing strategy; the
covariance matrix C, of the artificial noise initialized to a scaled identity matrix such
that Zle IWgll? + Tr(C;) = Pmax; This initialization is labeled SVD RHS/RIS, RZE
Isotropic AN in Fig. 5.

I'7 and T’y initialized so that the phases of the components of the vector diag(T 1)
are equal to the phases of the dominant eigenvector of the channel Q; from the
transmitter to the RHS and the phases of the vector diag(I'g) are equal to the
phases of the dominant eigenvector of the channel Q, from the RHS to the RIS;
beamforming vectors wi,...,wk initialized according to the regularized zero-
forcing strategy; the covariance matrix C;, of the artificial noise chosen such that
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its columns span the null space of W = [w1, ..., wg]. This initialization is labeled
SVD RHS/RIS, RZE, Null space AN in Fig. 5.

The figure shows that with all initializations the convergence takes place in a few
outer iterations of Algorithm 5. The efficiency of the solution upon convergence is
also similar, with only the SVD RHS/RIS, MRT, Isoptropic AN scheme suffering a clear
gap compared to the other algorithms.

5 Conclusion

The problem of secure energy efficiency (SEE) maximization has been addressed in a
multi-user multiple-input single-output (MISO) communication system enhanced by
an RHS deployed at the transmitter and an RIS placed in the environment between
the transmitter and receiver. The presence of a passive eavesdropper and the use of
artificial noise has been considered. In this scenario, the problem of maximizing the
minimum of the users’ SEEs has been tackled by a blend of alternating optimization,
generalized fractional programming, and sequential optimization, in order to opti-
mize the reflection coefficients of the two metasurfaces, and the digital beamforming
at the transmitter. Numerical results have shown that the proposed algorithms lead to
large EE values, and, notably, that the use of the RHS allows reducing the number of
digital antennas compared to traditional beamforming techniques, which yields a sig-
nificant EE improvement. A notable future line of work is the consideration of imper-
fect channel state information at the transmitter, due to non-negligible errors in the
estimation of the propagation channels. This leads to a new optimization problem,
which considers the optimization of the worst-case, or the average energy efficiency.
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