POLITECNICO DI TORINO
Repository ISTITUZIONALE

Dealing With Challenged IoT Networks in Hierarchical Federated Learning

Original

Dealing With Challenged loT Networks in Hierarchical Federated Learning / Sacco, A., Monaco, D., Marchetto, G.,
Montuschi, P.. - In: IEEE INTERNET OF THINGS JOURNAL. - ISSN 2327-4662. - ELETTRONICO. - 12:18(2025), pp.
36979-36992. [10.1109/JI0T.2025.3580627]

Availability:
This version is available at: 11583/3001633 since: 2025-11-07T03:07:47Z

Publisher:
IEEE

Published
DOI:10.1109/J10T.2025.3580627

Terms of use:

This article is made available under terms and conditions as specified in the corresponding bibliographic description in
the repository

Publisher copyright
IEEE postprint/Author's Accepted Manuscript

©2025 IEEE. Personal use of this material is permitted. Permission from IEEE must be obtained for all other uses, in any
current or future media, including reprinting/republishing this material for advertising or promotional purposes, creating
new collecting works, for resale or lists, or reuse of any copyrighted component of this work in other works.

(Article begins on next page)

24 June 2026



Dealing With Challenged IoT Networks in
Hierarchical Federated Learning

Alessio Sacco, Member, IEEE, Doriana Monaco, Student Member, IEEE, Guido Marchetto, Senior Member, IEEE,
and Paolo Montuschi, Fellow, IEEE

Abstract—Federated Learning has revolutionized the way in
which mobile devices and IoT can share common knowledge
in data analytics. However, some challenges arise when deal-
ing with heterogeneous and challenged networks, especially in
gradient synchronization. For example, some clients (referred
to as stragglers) may take much longer to report their output
than other nodes. Current solutions addressing the straggling
problems either propose a distributed coordination (but introduce
new synchronization issues) or deadline-based approaches to
discard clients after a fixed deadline (but introduce the problem
of determining a suitable deadline). To this end, we propose
to set a dynamic deadline in which the central server selects
the best IoT nodes via an online learning approach based on
predicting the response time of each client. Moreover, to further
mitigate synchronization and scalability issues, we also consider a
hierarchical approach in which clients send model parameters to
intermediate aggregation edge servers. Our results demonstrate
that this approach can lower network overhead by 78% compared
to the widely adopted FedAvg and 49% to the best alternative. At
the same time, the model accuracy is preserved, and the training
time in challenged networks is reduced by 52% w.r.t. FedAvg and
32% w.r.t. recent solutions.

Index Terms—IoT, federated learning, machine learning, in-
ference

I. INTRODUCTION

The rapid growth of the Internet of Things (IoT) has led to
an explosion of data generated at the network edge, creating
opportunities for training machine learning models across
diverse scenarios, such as smart cities, precision agriculture,
healthcare, smart homes, and wearable devices [1]]. Tradition-
ally, data is uploaded to centralized servers for the training of
Machine Learning (ML) models, but such direct data transfer
to a central server poses serious privacy risks for user data sent
from edge devices. Federated Learning (FL) offers a promising
solution by enabling distributed, collaborative model training
directly on IoT devices, with each device acting as a client
that retains its raw data locally while exchanging only some
parameters of the trained model, thus enhancing privacy
by keeping sensitive user-specific data on the device [2]-
[9l. Although this approach is especially beneficial in the
IoT context, where data often includes personal information,
implementing FL on resource-constrained IoT devices reveals
several challenges [7]], [10]-[14]. Edge devices typically have
limited computational power and memory for storage and data
access, impacting their ability to process and store complex

Alessio Sacco, Doriana Monaco, Guido Marchetto and Paolo
Montuschi are with DAUIN, Politecnico di Torino, 10129 Turin,
Italy (e-mail: alessio_sacco@polito.it, doriana.monaco @polito.it,

guido.marchetto@polito.it, paolo.montuschi @polito.it).

models. More in detail, (i) device unreliability arises due
to the heterogeneity and potential disconnections of devices,
especially important in mobility-driven IoT like intelligent
transportation, where network disruptions affect real-time data
transmission [15]; (ii) aggregation efficiency is reduced, as
slower devices, known as (stragglers), can delay faster ones
during training rounds; and (iii) low resource utilization occurs
because current node selection algorithms can restrict optimal
device participation.

Two main approaches have been proposed in the literature to
mitigate the straggler effect in FL: asynchronous update [16]—
[19] and coded computation [20]-[23]]. Since devices have
different computing power and resources, but also intermittent
availability, each of them may conduct local training based
on differing versions of the global model. Asynchronous
FL approaches aim to reconcile the asynchronous nature of
updates from different devices and efficiently aggregate these
divergent model versions into a cohesive global model. Some
approaches, e.g., [17], [18]], aim at equalizing the contributions
from different devices. While this approach fits well with non-
independent and identically distributed (IID) datasets, it might
slow down the entire process in IID contexts, where older
models of delayed devices contain little useful information
for the updated models of other devices.

The core idea of the coded computation approach, instead,
is to introduce redundancy in the computational tasks, ensuring
that the overall computation can still progress efficiently
even if certain devices or nodes experience delays or slower
processing speeds. For example, in recent works [21]], [23]],
clients share a part of their coded training data with the
server, which computes the missing results from stragglers.
However, such solutions require extra network bandwidth to
send data fragments to the server, while IoT devices often
face challenging network conditions or temporary absence of
signal.

To solve these limitations, we present our Hierarchical
and Predictive Federated Learning (HPFL) solution, which
integrates the prediction of future network conditions dur-
ing model parameter exchange to proactively anticipate and
mitigate the straggler effect. In addition, we design a hier-
archical and centralized FL framework to further alleviate
possible latencies due to the challenging network conditions.
The central server of HPFL uses a predictor to determine
whether intermediate nodes are affected by intolerable delays
and discards these nodes in the aggregation phase. As the
latency prediction is a critical step of the solution, we use two
predictors that differ in nature: Vector Autoregressive Moving



Average (VARMA), a time-series method that uses historical
information to forecast future values, and Random Forest Re-
gression (RFR), a regression model that leverages diverse input
metrics to establish correlations with future latency. Moreover,
based on our findings that both approaches hold merit in varied
settings, we have combined and interchangeably utilized them
as needed, with this decision guided by a Follow the Perturbed
Leader (FPL) setting.

The tests performed over the prototypal implementation we
developed show how HPFL can reduce the network overhead
and, at the same time, achieve the highest accuracy among
all benchmarks on two well-known datasets, MNIST and
CIFAR-10. Notably, the model converges 1.5x faster than
other approaches on average.

We summarize our contribution as follows:

o We evaluate a range of state-of-the-art forecasting models
to predict client latency and identify the most suitable
experts for the task.

« We design a node selection algorithm based on the Follow
the Perturbed Leader (FPL) strategy to detect straggler
devices in an online fashion.

« We develop a hierarchical Federated Learning framework
to alleviate the computational burden of stragglers and
combine it with the FPL-based prediction mechanism.

« We provide rigorous complexity and convergence analy-
ses for both convex and non-convex loss functions.

The rest of the paper is structured as follows. Section
studies existing approaches to the straggler problem, highlight-
ing the differences between our work and current solutions.
Section models the FL setup and its limitations in the
IoT setting. Section models our hierarchical federated
approach, providing an overview of the system components.
Later on, we model the latency prediction problem and present
our regression models (Section , which are combined in
the FPL algorithm, presented in Section We assess the
performance of our solution and present our experimental
results in Section Finally, Section concludes the

paper.

II. RELATED WORK

In this section, we review the current state-of-the-art ap-
proaches addressing the stragglers problem, i.e., clients that
take significantly longer than others to report their output.
Asynchronous FL. One of the main solutions to the straggler
problem is represented by Asynchronous FL. In AFL, the
server aggregation phase is performed whenever a model
is received, without the need to wait for all the clients. A
possible solution is to use deadline-based approaches in which
all workers compute local gradients with a variable number
of samples within a fixed global cycle [24]. Another line
of work proposes asynchronous decentralized SGD, where
workers update their models based on the latest iterates of
their neighbors [25]]. Although these asynchronous methods
are inherently robust to stragglers, most of the solutions [16]-
(18], [24], [25] may suffer from slow convergence due to the
use of outdated models.

Node selection in FL. Several algorithms have been suggested
to enhance the training efficiency of Asynchronous Federated

Learning (AFL) across heterogeneous devices. Unlike classic
FL, which tends to select nodes based on the quantity of
their training data, AFL focuses on prioritizing nodes that
exhibit increased resilience and computational capability. For
example, [26] introduces a heuristic greedy node selection
strategy based on the nodes local computing and communi-
cation resources, while [27] considers computing power and
accuracy variations of local models on each node. A recent
proposal [28] devises a sketching-based client selection to
cluster similar clients together and then choose the fastest
client from each cluster. While these strategies effectively
enhance aggregation efficiency, achieving a balance between
the robustness of the global model and the risk of overfit-
ting poses a significant challenge in AFL. Additionally, this
prioritized method of node selection overlooks the inherent
device unreliability commonly associated with IoT devices.
To overcome this limitation, FedAR [29] introduces a concept
wherein a trust score is allocated to individual nodes based on
their activities. Potential candidates failing to meet the task
requirements of the ML problem are filtered out before the
commencement of the training round. Participants successfully
fulfilling tasks are rewarded, while those failing to do so expe-
rience a reduction in their trust value. Likewise, in SAFA [10],
a node exhibiting a lower probability of crashing is given
a higher likelihood of being chosen in an iteration. Nodes
experiencing significant delays in training models, leading to
excessive staleness, are labeled as deprecated and compelled
to synchronize with the server. Finally, in [30], the authors
propose a channel-aware scheduling policy, along with an age-
aware aggregation policy, to improve the learning performance
in wireless communications.

Coded computation. This is an alternative method to AFL
to overcome the limitations of stragglers. It implies algo-
rithmic redundancy to be able to reconstruct the original
computation even in the presence of delays or failures. Recent
work has explored the use of codes to accelerate training
for distributed machine learning, such as [20], [31]-[34].
For example, CodedPaddedFL [20] introduces redundancy on
the devices’ local data, combining one-time padding to yield
privacy with gradient codes to provide straggler resilience.
First, the devices share an encoded version of their data
with other devices. Then, the devices and the central server
iteratively and collaboratively train a global model, and the
computations of straggling servers can be ignored without loss
of information. Although these methods are attractive to FL,
they face fundamental challenges in federated networks, where
data sharing or replication across devices is often not possible
due to privacy and network size constraints. Therefore, new
methods that provide fault tolerance would improve the use of
FL in healthcare, where IoT devices are likely to fault, face
difficult network conditions, and deplete their batteries.

FL for resource-constrained devices. The authors of [35] in-
troduced a Federated Proximal, Activity, and Resource-Aware
Lightweight model for a resource-constrained IoT environment
called FedPARL. 1t is a tri-layer model that first conducts
sample-based model pruning on the server to reduce the model
size and ease the computation on the client side. Later on,
it selects trustworthy clients based on their resources and,



finally, assigns the number of local training epochs to each
client based on its resource availability. On the other hand, the
authors of [[36]] proposed a heterogeneous federated stacking
model to monitor patients’ activities based on classification
models, called FedStack. This model has the ability to process
a variety of client model architectures and ensemble the
local models into a robust global model, which in turn can
reduce the impact of the straggler clients on the classifi-
cation performance. Additional approaches include Memory-
augmented Impatient Federated Averaging (MIFA) [37]], which
leverages past device information to correct the gradients bias,
and Cascade Vertical Federated Learning (CVFL) [3§], in
which stragglers’ gradients are amplified to contribute more.
New solutions, such as [39], introduce Invariant Dropout,
a technique that drops the straggler neurons that contribute
minimally in the training, reducing run-time model sizes.
Edge computing in FL. Multi-access Edge Computing
(MEC), previously known as mobile edge computing, has
garnered significant interest from both academic and industrial
domains. MEC refers to a platform that harnesses the available
computation power at the edge of the network to execute
computing tasks for mobile devices [40]]. Indeed, leveraging
MEC technology in FL scenarios can provide a solution for
stragglers. Stragglers can offload their computation tasks to
the edge server to alleviate the computational burdens faced by
these devices, consequently reducing the delay in their updates.
For example, EAFL [41] facilitates stragglers in offloading a
portion of their computation to the edge server, harnessing
the idle computing power of the server to aid clients in
their model training processes, while PAFL [42] leverages the
programmability of P4-based switches to compute interme-
diate aggregations in a hierarchical approach. [43] leverages
wireless edge networks to cluster User Equipments (UEs) with
similar training time together to perform synchronous cluster
aggregation while it asynchronously updates the global model.

In this article, we leverage MEC computing to alleviate
the computational burden of IoT devices and combine it
with a novel algorithm for node selection that is based on
the prediction of future network conditions. In the following
way, we can predict the stragglers’ behavior and proactively
mitigate it.

III. PROBLEM DEFINITION

In this section, we model the FL setup and define its
limitations for heterogeneous IoT devices with constrained
resources. All the symbols that we use are summarized in
Table [

Consider a federated machine learning (ML) setup with a
(logical) centralized server and K IoT devices (clients). Each
client stores a local dataset Dy with a corresponding size of
Dy;. Each dataset comprises a data sample ¢, composed of an
input vector x; (e.g., pixels of an image or tabular row), and an
output y; (e.g., label of the image or class label). In a typical
ML problem, the goal is to find the optimal model parameter
w that characterizes the relationship between x; and y; by
minimizing the loss function f;(w) between the prediction

wTx; and the observation y;. The loss function captures the

TABLE I: Summary of key notation

Symbol Description
K Total number of clients
Dy,Dy. Dataset of client k£ and number of samples
t,T Update step and total number of local training steps
n Learning rate
N Total number of rounds
TrL tw FL delay, aggregation and propagation delay
Wi Number of CPU cycles per round of client &
ek Number of CPU cycles per round of client &
T Number of epochs in a client round
U CPU cycles required for training 1-bit
Bs Batch size
L(t),L Set of edge servers and number of edge servers
ct.ct Client set of edge ! and size
D!, D! Aggregated dataset of edge ! and size
D,D Global dataset and size
k1 Number of local steps before edge aggregation
ko Number of edge steps before cloud aggregation
k1ka Number of local steps before cloud aggregation
wfﬁ t) Local model parameters of client k in edge [
wh(t) Edge model parameters
w(t) Global model parameters
w Optimal model parameters that minimize F'(w)
tfc(z) Client k propagation delay at round i
th(3) Edge server [ total delay at round i
TuprrL Total delay of the system
F(w), Ft(w), F(w) | Global, edge and client loss function
6, A Client-edge and edge-cloud gradient divergence
P Lipschitz parameter
8 Smoothness parameter
a? Stochastic gradient noise

error of the model in assigning output values in the training
data and depends on the ML model. For example, we can
use the Mean Squared Error (MSE) 2 ||y; — w”'z;||? for linear
regression tasks, or leverage the Hinge Loss in classification
tasks (e.g., support vector machine), but also define convex or
non-convex loss functions for neural networks. For each client
k, we define its loss function as:

Filwi) = 35 3 filw), (1)
1€Dy

where wy, denotes client k’s local model parameter. Given the
inherent complexity of the majority of ML models, the loss
function minimization is often performed by gradient-descent
techniques. In this paper, we use the mini-batch gradient
descent algorithm for training, as done in other studies [44].
Given t as the index of the update step and 7 as the learning
rate, the model parameters update is defined as:

wi(t) = wik(t — 1) + nVEF(wi(t — 1)), )

One option to train a global model in a distributed sce-
nario is for all clients to offload their local datasets to a
central server, which performs model training on the aggre-
gated dataset. However, transferring client data can be time-
consuming and can expose them to privacy and security issues.
As such, in a Federated Learning-based approach, clients
perform local updates based on their local datasets, and only



their model parameters are uploaded to the central server.
The server aggregates these updated parameters to generate
a global model and subsequently disseminates it to clients for
their next local update. Prior to parameter aggregation, each
client may engage in one or more model training epochs within
the local update phase, and we refer to this timeframe as a
“round.”

The global model parameters can be updated in different
ways, but we choose the widely used FedAvg algorithm [44]]
to update them as follows:

w(t) = 5 3 Diwi(t), 3)

where w, evolves locally as in Eq. (2). This process repeats
until the model reaches the desired accuracy or the limited
resources, e.g., communication or time budget runs out.

The system delay of this setting is composed of local update
delay, parameter aggregation delay, and model broadcast delay.
At each round of the local update, typically, a fixed time slot
t, is reserved for parameter aggregation and model broadcast.
Since the clients independently perform the local update, the
system delay can be formulated as follows:

TFL:NmaX%+Ntw, 4)
keK e

where N denotes the number of total rounds in the FL
problem, W}, represents the computation of client k£ per round
(i.e., the number of CPU cycles), and ey, is the CPU frequency
of client k. As such, VSV—: stands for the update delay of client
k.

The computation of client % in a round, Wj, is proportional
to its dataset size and is given as:

Wy, =TBEUB, =7 (?) UB,=7DyU, (5
S
where 7 represents the number of epochs per round, B
denotes the batch number of client k, B, is the mini-batch
size (training data size of one iteration), and the constant
U denotes the number of CPU cycles required for training
1-bit data. IoT devices are characterized by heterogeneous
resources, e.g., CPU and RAM, and architectures. This is the
cause of different processing times at each device, as pictured
in Fig. [I] In particular, devices that take exceptionally long
to perform local training, as w3 in the picture, are referred
to as stragglers and will slow down the overall system since
the server must wait for all the devices to send their model
parameters. In extreme cases, the device may also fail and
never respond. It is evident that the update delay of client
k, which appears in Eq. is affected by the presence of
stragglers and is, therefore, essential to mitigate such problem.

IV. HIERARCHICAL FEDERATED LEARNING

In the following section, we model the Hierarchical Fed-
erated Learning setup. Later on, we describe our aggregation
methodology, which is based on the selection of a subset of
clients.

In our architecture, we consider an FL-enabled hierarchical
system composed of three layers — client, edge and cloud —

Server | (i Global Model

A A
W1‘r : §W2T+5

Fig. 1: Straggler effect

Global
Aggregation

/" Cloud Server \
@ Cloud Server ( FPL )
Edge Model
N //
Edge Server
m m Edge Servers
A gl 47 %_ Client Model
! ! + Uploading
 Client Device

‘ Local Data

() Local Model

Client Devices )

Fig. 2: HPFL architecture. Three layers constitutes the hierar-
chical architecture of the FL process.

as shown in Fig. 2] Our system consists of one cloud server,
L edge servers indexed by [ with disjoint client sets {C'}£
and K clients indexed by k.

Given our hierarchical system, we can consider aggregating
data at the cloud server to involve numerous clients, but this
comes with a substantial communication cost. Conversely,
when aggregation occurs at the edge server, it only involves
a limited number of clients, resulting in significantly lower
communication expenses. For this reason, we employ two
levels of aggregation: first, at the edge, and later on, at the
cloud. Here, we extend the FedAvg algorithm to overcome the
straggler’s problem in our hierarchical system. Given D! the
aggregated dataset under edge [, our proposed algorithm works
as follows: after every 1 steps on each client, the edge server
aggregates the local clients’ models. Then, after xo edge model
aggregations, the cloud server aggregates the edge servers’
models. This means that the communication with the cloud
takes place every xike local updates. In addition, to further
mitigate straggler effects, we consider the case in which cloud
aggregation would not aggregate from all local edge servers
but only a subset. Therefore, the set of edge servers is time-
varying and denoted as L(t).

Let w(t) be the local model parameters of client k in
edge [ after the t-th local updates and w!(t) the edge model
parameters, the evolution of wi (¢) is given by:

wi(t—1)+nVE,(wk(t—1)) tmod Ky #0
31 Ykect Dewi (1) t mod k1 = 0,

t mod k1Ko # 0

t mod k1kg =0

(6)

For each edge server, we predict its aggregation and broad-

cast delay ¢;(¢) using the FPL module available in the server,

wi(t) =

% ZleL(t) Dhw'(t)
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Fig. 3: Training and communication process of HPFL when
k1 =3 and ko = 2.

described in Section Based on the predicted value, at time
K1kKe, we select the best edge servers to consider for the global
model. It must be noted that for the edge aggregation, we
consider all the local clients, as the network latencies are
assumed to be limited and similar among all clients.

The system delay of HPFL is now determined by:

N
Typrr = N max —- + ((i mod k) == 0) max t! (i)+
heK ep kekK
N

+ i mod k1ks) == 0) max t'(4),
;(( 1K2) )lew) (4)

)

where ¢! (i) is the propagation delay from client k to edge
server [ at time 4, and #(i) is the total delay (aggregation and
propagation) of edge [ observed by the cloud at round i. NV
is the total amount of local updates to perform, which is an
integer multiple of kqko.

We show a visual representation of the process in Fig. [3
where an example with 4 clients, k1 = 3 and ke = 2 is
shown. Edge 2 is predicted to be a straggler and, therefore, is
neglected at the global aggregation round in order to keep the
aggregation phase short.

V. REGRESSION PREDICTION METHODS

To enhance FL convergence, the central agent forecasts
future conditions to determine if favorable conditions persist.
The agent receives guidance from two distinct categories
of predictors and combines the most advantageous aspects
of both. Specifically, we choose two algorithms from the
time-series and ML-supervised regressors domains. In the
following, we outline the behavior of these two methods and
elaborate on how their distinctions can be combined for a more
accurate predictor.

A. Predicting with Time-Series

To capture the temporal changes in data, we employ a Vector
Autoregressive Moving-Average (VARMA) model. VARMA
models are an extension of univariate Autoregressive-Moving
Average (ARIMA) models to multivariate settings. While
ARIMA models are commonly used to represent stationary
time series in various domains where a single variable is

measured at regular intervals, VARMA models can handle
multiple parallel time series, allowing for a multivariate evolu-
tion. These models are particularly well-suited for applications
in econometrics and financial markets but have also been
extensively explored in other fields since the 1970s [45]].
Our proposed approach utilizes a VARMA model to gener-
ate “real-time” predictions (hindcasts) within an independent
dataset, employing only data up to the respective date. The
equation below represents the general form of VARMA(r, q):

yr = A1ye—1+ ...+ Apyr—r + Boer + ... + Byer—q,  (8)

where y; represents a vector of observed variables with di-
mensions n X 1, while ¢; represents a vector of unobserved
disturbances with dimensions n x 1. These disturbances follow
an independent and identically distributed (IID) distribution,
denoted as IID(Oy,x1,I,), where I, refers to the identity
matrix of size n X n. The values of r and ¢ are assumed to
be non-negative integers, ensuring that at least one of them is
positive.

In our approach, we employ a forecasting technique called
minimization of the Mean Squared Forecast Error (MSFE) to
predict future values of the series. The MSFE serves as a mea-
sure of prediction accuracy, taking into account the cumulative
errors encountered so far. The current information available
from the dataset, representing our current knowledge, includes
both the current and past values of the series. Specifically,
we concentrate on the one-step-ahead prediction, which just
focuses on forecasting the next time step, denoted as 41,
based on the latest observation at time .

B. Predicting with ML Regression

As an example of ML regression, we use a Random Forest
Regression (RFR) model. RFR is an additive model that makes
predictions by combining decisions made by a sequence of
base models. To be more precise, this group of algorithms
can be expressed as follows:

g(x) = folx) + fr(x) + fa(z)+.... )

In this formulation, the ultimate model g is the aggregation of
individual base models f;. While each base model f; can be
implemented using any machine learning algorithm, the widely
adopted approach in RFR involves using simple decision trees.
In this paper, we also adopt this particular configuration. This
general approach of combining multiple models to enhance
predictive performance is commonly referred to as model
ensembling. Furthermore, in RFR, all base models (decision
trees) are built and trained independently, utilizing distinct
subsets of data.

Subsequently, predictions are generated by averaging the
predictions from each individual decision tree. In such a way,
similar to how a forest comprises numerous trees, the random
forest model is also an amalgamation of decision tree models.
This characteristic endows random forests with substantial
modeling capabilities, surpassing those of a single decision
tree. RFR is well-suited for regression problems due to the
following features it possesses: (i) the ability to capture non-
linear or intricate relationships between inputs and outputs,



(ii) enhanced robustness compared to a solitary decision tree,
as RFR employs a set of uncorrelated decision trees that
diminishes sensitivity to noise within the training set, and
(iii) the capacity to alleviate both variance and bias, thereby
effectively mitigating the issue of overfitting.

C. Modeling the Latency Prediction Problem

In our system, we represent the current knowledge Y as a
multi-dimensional matrix with dimensions N x M x L. Each
row ¢ contains the information of round :. For each round <,
there are three features per clients collected: (i) the duration at
round ¢ — 1, normalized to the highest value observed among
clients, (ii) the RTT value sampled at round %, normalized to
the highest value at the round, (iii) the arrival order of clients at
round ¢ — 1. These three features are inherently correlated and
essential for accurately forecasting aggregation time needed
by each edge server for round 7 + 1. Some additional features
can include CPU and RAM usage of devices, packet loss rate,
latency jitter, however, choosing a larger value for M (the
number of features in our model) can result in more intricate
models with a greater number of parameters, which could
potentially lead to overfitting problems. On the other hand,
choosing a smaller value for M can lead to simpler models,
but it may not capture the full range of possible behaviors.

By opting for M = 3 and selecting metrics that are
straightforward to gather, we are actively aiming to trade
off the completeness of information and model complexity.
Our design choice allows the central server to collect the
needed information without the need to communicate with
others, where RTT is easily obtained with little overhead in
the packet header. This choice also leads to limited memory
occupation yet high accuracy for this predictive component,
as demonstrated by results (Section [VII).

However, due to the distinctions between the two models,
they also handle input data differently. In the case of the
VARMA model, its input consists of the vector of metrics
at timestamp ¢, namely y:,yt—1,...,%1. This implies that
the input for the VARMA model encompasses all the values
within the matrix. When the number of rows in Y surpasses
a specified threshold (Z = 1000), the considered temporal
window is restricted to a sub-matrix that solely includes the
last Z rows. On the other hand, in the context of RFR, as it is
agnostic to the chronological order of the data, it solely takes
into account the last row of the matrix Y as input. Specifically,
the input for the RFR model is composed of all the columns
corresponding to the last row of the matrix.

Based on these inputs, the two predictors will forecast the
aggregation time needed by each edge server for round ¢ + 1.
We combine these two predictors with Follow the Perturbed
Leader (FPL) method, which selects the best predictor to use
at time t.

VI. COMBINING THE PREDICTIONS WITH FPL

We now provide an overview of the procedure based on the
Follow the Perturbed Leader (FPL) method. Subsequently, we
explain how our system’s central server implements our cus-
tomized version of FPL in the context of Federated Learning.

A. Follow the Perturbed Leader Formulation

Online learning involves making sequential decisions based
on evolving environmental conditions. This problem is viewed
as one of the central challenges of machine learning. Then, it
is not surprising that over the years, numerous online learning
algorithms have been developed [46], [47]. In our research,
we specifically explore the Follow the Perturbed Leader (FPL)
algorithm, which presents an interesting property: simplicity
and computational efficiency.

Our prediction with expert advice evolves according to the
following formulation. During each time step ¢, the system
generates sequential predictions y; € ). Starting from ¢ = 1
and onwards, we have access to the predictions (yi)i<i<n
made by n experts belonging to the set £ = eq, ..., e,. Once
a prediction has been made, we obtain an observation x; €
X. The system then calculates the loss we incurred, denoted
as z(x¢,y:), as well as the loss for each expert, represented
as z(w¢,yt). Since our observations involve continuous values
and correspond to a regression problem, the loss is computed
using the formula z(zy¢,y:) = (y; — x¢)2.

Therefore, the system aims to minimize regret, which is
defined as the difference between the learner’s cumulative
loss and the cumulative loss of the best possible prediction
in hindsight. In other words, this means trying to achieve a
cumulative loss “not significantly worse” than the best expert
after 7' time steps. In more formal terms, we represent the
accumulated loss of expert i as Z7 = S z(x,y!), and the
cumulative loss of our system as Z7 = ZtT:1 z(x¢,y¢). The
regret for 7T iterations is defined as follows:

T
2(z,y}) = Z7 —min Z]

(10)
where the term min ZiT , i1s often defined as the loss of the
best expert in hindsight (BEH). Furthermore, if the regret is
sublinear, specifically when Ry < o(T'), the learning algorithm
is referred to as Hannan-consistent.

A possible algorithm that accomplishes Hannan-consistency
is Follow the Perturbed Leader (FPL), as demonstrated by
Hannan [48] and Kalai and Vempala [49]. In this approach,
let v represent an n-dimensional random variable, and 7,
denote positive values. FPL involves selecting the expert exp
that minimizes the cumulative loss perturbed by the following
expression:

erp = arg miin(Zi + n75)- (11)

As it can be observed, if the value of 7 is small, the
selected expert exp will be “close” to a minimizer of the
cumulative loss without perturbations. Conversely, when 7 is
large, we expect ) to be “close” to a uniform distribution. In
other words, the parameter 7 governs the degree of similarity
between the algorithm and Follow the Leader, which is a
variant of the algorithm that always chooses the expert with
the minimum cumulative loss. However, it’s worth noting that
Follow the Leader, along with other deterministic learning
algorithms, is not Hannan-consistent [50].



The mechanism of FPL is used to determine the expert
predictor at each step, among VARMA and RFR, that will
estimate the client’s aggregation time.

Algorithm 1 Learning procedure in HPFL.

1: procedure HPFL > Overall procedure

2 Initialize all clients parameters w' (0)

3 n>0,L;<0

4 Initialize threshold T'h

5: fori=1,2,--- ,N do

6 for each client k =1,2,--- , K in parallel do

7 wh (i) =wh(i— 1) + nVEFu(wh(i — 1))

8 if i mod x; = 0 then

9: for each edge [ = 1,2,--- , L in parallel do

10: w! (i) < BdgeAggregation({w' (i)}rect)

11: if ¢ mod k1Ko # 0 then

12: for each client k € C' in parallel do

13: wl (i) + wl(i) > Local model
downloading

14: if i mod k1Ko = 0 then

15: w (i) + CloudAggregation({w'(i)};cr))

16: for each client £k = 1,2,--- , K in parallel do

17: wi (i) + w(i) > Global model
downloading

18: procedure EDGEAGGREGATION({w! (i)},cct) > Local

19: w(i) < 21 Y pect Diwl (i)

20: return w'(7)

21: procedure CLOUDAGGREGATION({wW' (i) }1e1,(5)) >
Global

22: Monitor the channel with all edge servers

23: for each edge [ = 1,2,--- , L in parallel do

24 for every expert e do > FPL

25: Compute loss z of last prediction given evi-
dence s

26 Accumulate the loss Z! < Z:=! + 2

27: Sample . ~ N(0,I)

28: exp + argming(Z + n7y.)

29: Predict y; asking to the expert exp given state s

30: if y; > Th then

31: Discard edge server [

32: else

33: Enqueue edge server [ in L(7)

34: Store states for the future

35: w(i) + & DL D'w! (i)

36: return w(i)

B. HPFL Process

We can now formalize the overall algorithm of HPFL
(Algorithm [I). The process evolves as mentioned in Sec-
tion in the hierarchical FL setting, where clients train the
different models in parallel, and every x; local updates, the
EdgeAggregation function is called, and the clients send
gradients to the edge server, that perform local aggregation,
and send the result (i.e., the average in FedAvg setting) back
to the clients. Then, after ko edge model aggregations, the

cloud server aggregates the models of servers whose predicted
latency is below a certain threshold 7' (set according to the
scenario considered). This prediction is the outcome of the
FPL algorithm.

C. Complexity Analysis

The overall time complexity of Algorithm [I| can be decom-
posed into three principal components. First, each of the K
clients performs a local model update in every round, running
in parallel and contributing a total cost of O(N). Second,
an edge-level aggregation is triggered every kq rounds. Each
edge server receives and aggregates the weights from its
clients, adding a complexity of O (K—]\i K ) overall. In addi-
tion, after each aggregation, clients update their local models
with the aggregated edge model, which incurs a further cost
of O % . The third component is the global aggregation
phase, executed every ki - ko rounds. This phase involves
(i) aggregating the models from L edge servers using the
Follow the Perturbed Leader (FPL) strategy with E experts, at
a cost of O (TI\;Z (L - E)), and (ii) synchronizing the global
model across all K clients (lines 16—17), which contributes an
additional O ( N

K1Kk2 J°

Combining these, the total computational complexity of the
algorithm is expressed as
N(K +1) +N(L-E+1)
k1 k1 - ko '

O(N—i—

In practice, since K and N are significantly larger than x,
ko, L, and E, the dominant contribution is O(N - K).

D. Convergence analysis

In this subsection, we prove the convergence of our hi-
erarchical process, whether the loss function is convex or
not. We first analyze the traditional scenario with only one
central aggregation every 7 steps, then we move to a two-
layer aggregation scheme as done in HPFL.

Assumption 1. (Convex loss function) Let wx =
argmin F(w) and holding the following conditions on the
loss function for each client:

l.a F(w) is convex

1.b F(w) is p-Lipschitz, i.e.,
w*|| for any w,w’

l.c F(w) is B-smooth, i.e., ||VF(w)—VEF(w*)|| < |lw—
w*|| for any w,w*

[F(w) — F(w)|| < pllw —

Lemma 1. (Traditional FL) Let F,,, be the loss function of a
centralized gradient descent setting, M the upper bound of the
deviation of distributed weights, a parameter ¢ > 0, a constant

value p = w(l — %") where w = minnm , if
these conditions hold:

e ﬂg%
. n(p—’;—g>0
e F,,(nT) — F(wx) > ¢ for all n

o F(w(T)) — F(wx) > ¢



then the convergence upper bound after T iterations is:

1

_ M
T (ne - %)
In particular, it is demonstrated that this is true for any € >

1 / M
2neT + an? LP2T2 + Sw [51].

F(w(T)) — F(wx) < (12)

We now focus on our hierarchical scenario, introducing
some terms and definitions first. The total number of local
iterations 7" at each device is divided into J cloud intervals.
We use [p] to represent the edge interval from (p — 1)k to
pk1, and {j} to represent the cloud interval from (j — 1)k;ks
to jkiko. Therefore, the edge intervals in a cloud interval are
p=0G—Dka+1,(j — Dko + 2,..., jko. The global model
parameters are computed as in Eq. [6}

5 > Dwl

leL )

13)

We also define a virtually centralized gradient descent update
that is performed at the cloud and is updated in the following
way:

ugi(t+1) = ug;(t) —nVE(uy(t)). (14)

After kqiko steps, it is synchronized with w(t) such that:
ug)((7 — Dkiks) = w((j — 1)kik2)

To prove the convergence of Algorithm [I| we demonstrate
that the difference between the virtually centralized weights
and the true weights is bounded.

Now, we introduce a metric to quantify the difference
between the gradient of a local loss function and that of the
aggregation loss function. This measure reflects the impact of
data distribution variations across different nodes.

(15)

Definition 1. (Gradient Divergence). For any weight param-
eter w, the gradient divergence is given by:

IV E(w) = VF (w)]| < & (16)

IVF!(w) = VF(w)|| < Al (17)

where (5}C is the difference between each client’s gradients and
its edge model, and A is the difference between each edge
model’s gradients and the global ones.

K 1 1
We define § = M as the client-edge divergence

L l L

and A = M as the edge-cloud divergence. A larger
gradient divergence means that the dataset distribution is more
non-IID, as the local model diverges more from the global
model.

We now analyze the convergence of HPFL. As in Assump-
tion we assume that our client loss function Fj(w) is
convex, p-Lipschitz and S-smooth.

Lemma 2. (Convex) There is an upper bound on the difference
between the global model parameters w(t) and the virtually
centralized parameters ;| (t) for any t in the interval [j] [52]:

[[w(t) —uy ()| < He(t) (18)

where
H.(t) = h(t—(—1)kike,A)
+ At —((j = D2+ p(t) — 1)k1,0)
+ BP() + p(t) — 2)h(ky, 8)

8) =4((nB+1)" — 1) —nézx

Remark 1. As we have seen previously, if § = A = 0, the data
is IID and, in this case, H.(t) = 0, while if the data is non-1ID,
the bound increases. H.(¢) also depends on k; and ks, and
increases for less frequent aggregations, while if kiky = ky
it is equivalent to the traditional FL mechanism and H.(t) =
h(t = (j — 1)k1, A +0). When ky = ko = 1, it is equivalent
to traditional gradient descent with H,.(k1ks) = 0.
Remark 2. Note that H.(t) < H.(kiks) because k1k2 is
the last step before the first cloud aggregation. Therefore, it
represents the maximum difference between true and virtually
centralized weights. In particular,
Ho(kaks) = h(kaks, A) + 5 (k1 + 1) + ks + 2)h(k, ),
(19)
where the first term is given by the edge-cloud divergence
while the second term is caused by the client-edge divergence.

Theorem 1. (Convex) Assuming Fi(w) is convex, p-
continuous, and B-smooth, if n < % ny — w > 0,
F(up(jkik2)) — F(wx) > € forall j and F(w(T)) —

F(wx) > ¢, then, after T local updates, we have the following

convergence upper bound of HPFL for any ¢ > 21710T +
1 4 PHe(kika) .
An2p2T? npkiks
F(w(T)) ~ Flws) < 1 0)
w — F(w
= H,(k1k
T(np — Lh=tira)y

Proof. The result is a derivation of Lemma (I where the upper
bound is given by H.(k1k2), as defined in Eq. From the
same equation, it is evident that a smaller k; and a larger value
for ko produces a minor deviation H.(k1, k2), and, as can be
seen in Eq. the model converges faster. [

Then, we perform the convergence analysis of HPFL when
using a non-convex loss function, e.g., when using CNNs [51].
Since F'(-) is non-convex, the algorithm may converge to a
local minimum or a saddle point. Thus, it is important to study
the gradient norm in this case [S1]], [53].

Assumption 2. (Non-convex loss function) Let o® be the
stochastic gradient noise. We assume the following conditions:

2.a VFy(w) is p-Lipschitz, i (w) — VE(w'

, for any k,w,w’

2.b EfiNDng(kagi) - VF]C(W’C)HZ < UZ,Vk,Wk, where
g(wy) is the stochastic gradient of Fy(wy)

2.c é Y orect [|IVE(W) — VE (w)||? < 82,V w

2d Y F CYVFi(w) — VE(w)|2 < A2, vw

I <




Theorem 2. (Non-convex) For any client-edge server mapping

in HPFL that satisfies the assumptions, if n < 5 fk Top holds,
for any t > 1, the gradient norm is bounded by:
T—1 _ 2 * 2
o EIIVEWO)II _ 2(F(wo) — F(w)) | npo
T - nT K
L-1
+ 20 p? k1 ko % o?
+ 3an?p?kikiA?
L
+ 200 PPk (1 — ?)02
+ 3an’p’ki 6%,
(2D

where « is a fixed constant.

Remark 3. In this final form, the first term is the original SGD
part, and then we have a term that depends on the edge-cloud
divergence and noise and another term that depends on the
client-edge interaction similarly. It is clear how the divergence
contributes more to the bound w.r.t. the noise. Additionally,
since k1ko > ki, the frequency of aggregations at the cloud
has a stronger influence.

Proof. We first leverage the definition of the averaged global
model at ¢ 4 1, which is bounded by [54]:

E[F(%(t+1))] = E [ { t)—anZ H

I=1gec!t

L
> Q(Wk(t))>:| 22)

I=1kec!

Z O)II?

==

SE[F(w(®))] —nE [(VF(W(t)),

U

T E

N\
IIMh

For definition, we substitute g(wy) with the stochastic
gradient of Fj(wy). Then, we compute the inner product.
Then, we bound the last term thanks to the stochastic gradient
noise assumption Finally, we rearrange the terms and
obtain:

(t+ 1) <E[F(w(t)]+ LGP

_ n — 2
E[F(w o TE|IVEw®)]
n (23)
+1B||VF(w (1) - —Z > VE(wi(t)?
I=1gec!

Based on the Lipschitz gradient assumption [2.a] we can
bound the last term:

L
- %Z > VE(we(®)I?

E[[VE(w(t))
I=1kecC!
L
Choe
<2p” Y BN — w07 + 20 Z > ElIW () — wik(t)]]?
=1 l 1 kect
@4)

We now substitute in Eq divide by 7, rearrange the terms
and take the average over time:

S BIVEW )P _ 2(F(wo) = F(w*)) | npo®
T - nT K
T—1 L

+2p° = Z > —]E||w(t)

t=0 l=1

2212 Y Bl

w! ()]

Wi (1)

l 1kect
(25)
As emerged from [55]], it can also be observed that:
X T_li ity - who|? < T Rake
L o Bl i -l
T K 1—12n2p2k1ks
6n2k?k3A?
e 29
1 —12n%p2kik;
an2k2k2p? 1L 1 & Lo
_ 2222*272215‘““”c w(8)]]
L1203k T = K~ =2,
and:
T—1 L
Z > E|lwH(t) —wir(®)]* <
t=0 l: kect (27)
— 1
2202 Zl C k1 692 Zlel %k%52
1—12n2 ka'f’ 1 — 12n2p2k?
By substituting Eq. 27] into Eq. 26] and the latter in Eq.
we can rearrange the formula and obtain Eq. O

VII. RESULTS

In this section, we conduct several experiments to test
the advantages of HPFL. We first test the latency prediction
component and demonstrate that it reaches a lower prediction
error w.r.t. state-of-the-art solutions. Later on, we test the
global framework and measure its accuracy on two well-
known datasets, where it reaches the highest accuracy with
the lowest network overhead w.r.t. the benchmarks. Finally,
we demonstrate the robustness of our solution over non-IID
data.

We develop our solution using Python and PyTorch to
construct the ML model. We perform simulations using three
datasets denoting three tasks: the MNIST (Z7ask 1), CIFAR-
10 (Task 2), Fashion-MNIST (Task 3) datasets. The MNIST
dataset is a well-known database used for solving the hand-
written digit classification problem by adopting a convolu-
tional neural network [56f]. It consists of black and white
images with dimension 28 x 28, split into 60,000 training
images and 10,000 testing images. The model used for this
dataset is a CNN with 5 layers with the structure of 784 —
[32C'3—32C3-32C552]—[64C3—64C3—-64C552]—128—10
and dropout to 40%, as proposed in [57]], where 32C'3 means
a convolution layer with 32 feature maps using a 3 X 3
filter and stride 1, and 32C552 means a convolution layer
with 32 feature maps using a 5 x 5 filter and stride 2. The
CIFAR-10 dataset consists of color images (32 x 32 RGB
with three channels) classified into 10 classes, e.g., ships,
cats, and dogs. It is split into 50,000 training samples and
10,000 test samples [58|] and organized into five training
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batches and one test batch, each containing 1,000 images,
while the test batch includes 1,000 randomly selected images
from each class. In this paper, we employ the ResNet-56
CNN architecture, a deep learning model with 56 layers that
has been pre-trained [59]]. To prevent overfitting, the identity
mapping in ResNet enables the model to skip a CNN weight
layer if the current layer is deemed unnecessary. Specifically,
the convolutional layers encompass a total of 56 weighted
layers, primarily consisting of 3 x 3 filters, ending with a global
average pooling layer followed by a 1000-way fully-connected
layer with softmax activation. The Fashion-MNIST dataset
was created to overcome some limitations of the MNIST
dataset, which is too easy to solve and does not represent
modern tasks [60]]. This dataset is composed of fashion item
images from Zalando, organized into a training set of 60, 000
images and a test set of 10,000. Each image is grayscale
with a 28 x 28 resolution and is labeled according to one
of 10 possible classes. To solve this task, we employ a CNN
structured as follows: 1 — [16C5P2] — [32C5P2] — 128 — 10.
Here, 16C5P2 denotes a convolutional layer with 16 feature
maps and a 5 x 5 kernel, followed by max pooling with a 2 x 2
window.
We compare our HPFL with the following algorithms:

o FedAvg [44]: the conventional FL algorithm and frame-
work that performs the average of the collected neural
network weights.

o FedProx [61]: this method addresses the challenge of
heterogeneity, introducing a proximal term that constrains
local updates to remain closer to the initial global model.

o PAFL [42]: this approach leverages P4 switches as an
intermediate aggregation point to mitigate the bottleneck
at the central FL server.

o NSAFL [26]: a reference asynchronous FL solution that
selects client nodes according to greedy heuristics con-

sidering local computation and communication resources.

A. Latency Prediction Accuracy

We first evaluate our prediction component against state-
of-the-art predictors in terms of training time, prediction
error, and required computational resources. The link delay
is replicated using traces collected in []6_7[], where the captures
were made through WebRTC, under different emulated 4G
network conditions, and measures are taken every lms. We
test VARMA and RFR used as stand-alone predictors but also
combined together as in HPFL. We compare these models
against LSTM [63], a special Recurrent Neural Network
(RNN) equipped with a memory cell to learn long-term
dependencies in the data, and Gaussian Process Regression
(GBR) , a probabilistic kernel-based model. We measure
the error via Normalized Root Mean Squared Error (NRMSE),
a metric that measures the distance between predictions and
real values, which is later normalized to the dataset used.

We first test the predictors’ performance (Figure f) and
show the prediction error during testing (a) and the training
time (b), and the resource consumption of CPU and RAM dur-
ing training (c). Later, we compare offline to online learning
(d).

VARMA stands out as the most accurate model, even though
its training time highly increases with the size of the batch.
A similar behavior is shown by LSTM, which, however, is
less accurate. On the contrary, GBR and RFR maintain a
very low training time, and RFR also shows a constant low
error. Additionally, RFR is the less demanding method in
terms of computational resources. Therefore, we can exploit
the advantages of VARMA and RFR by combining them with
the FPL algorithm in HPFL.

Figure fd| shows the NRMSE of the benchmarks in both
offline and online learning scenarios. In the offline modality,



the training is performed once over the training set, and the
model is later used only in inference mode. In the online
modality, the training is performed periodically over a sliding
batch of data comprising the data observed during testing. All
the predictors show an improvement in the online version,
especially VARMA with a mean NRM SE = 0.06. However,
HPFL outperforms all the benchmarks, as it computes the
best model to use at each step among VARMA and RFR,
showcasing a mean NRM SFE = 0.04.

B. Communication Overhead

The next experiment assesses the network overhead intro-
duced by each federated solution. In fact, transmitting model
parameters over the network comes with a cost. For this
experiment, we consider 10 different sites connected to 3
diverse edges, where every link has 100 Mbps bandwidth,
but the link between edges and the central server is of 50
Mbps bandwidth. The mean delay is 20ms. We set the edge
aggregation every 3 (k1 = 3) and the global aggregation with
a period of 2 (ke = 2).

We show the network traffic originated by HPFL and bench-
marks in Fig.[5a] All the solutions show an increased overhead
for Task 2 because the size of the model to exchange at each
aggregation round is way bigger than Task 1. In both tasks,
HPFL clearly exhibits the lowest burden and, specifically,
reduces the network overhead for Task 1 by a factor of
78% compared to FedAvg and 49% to P4FL. Compared to a
traditional approach such as FedAvg, the hierarchical approach
allows reducing the traffic by a factor of L/K where L
is the number of edge devices, and K is the number of
IoT nodes of the process. Additionally, another hierarchical
approach, P4FL, based on the idea of partially aggregating
model gradients at the edge and cloud, results in additional
bytes in the network. This result is extremely important in
cross-silo scenarios, where the central server may be far from
sites, e.g., hospitals, and network latency represents an issue
originating synchronization problems [7]], [65], [66].

C. FL Model Performance

We now measure the improvements in the learning process
by quantifying the accuracy (Fig. [5b) and the loss (Fig. of
the global model trained via the FL process. While traditional
approaches are obstructed by the straggler problem, our so-
lution can converge to a high global accuracy and a minimal
loss. Moreover, the asynchronous approach of NSAFL can
efficiently mitigate the straggler issue, but the older model
considered in the aggregation phase leads to lower accuracy.
Specifically, NSAFL reaches an average accuracy of 92% for
Task 1 and 80% for Task 2, while HPFL reaches an accuracy
of 95% in Task 1 and 84% on Task 2 on average, with signif-
icantly lower network overhead. This result is also confirmed
when evaluating the evolution of the model’s accuracy over
time for Task 1 (Fig. [6a) and Task 2 (Fig.[6b). A lower network
overhead decreases the chances of congestion and, therefore,
results in a faster and more stable accuracy trend.

Finally, we evaluate the impact of the latency between the
IoT devices and the central server on the training time in

Fig. Our findings reveal that when the server is located
near the devices (network latency close to 0) the training
processes for the approaches are quite similar. In this case,
NSAFL requires the highest training time, as the asynchronous
mechanism slows down the aggregation process. However, as
latency increases, we can observe significant improvements.
Thanks to the edge servers, clients can receive a first response,
and the evaluation phase can begin without waiting for final
aggregation on the server. Notably, HPFL offers predictive
capabilities that reduce training time, even in a more tradi-
tional hierarchical environment. This is especially important
for cloud-centric solutions where the server is located in a
different city or infrastructure, like a hospital. In IoT scenarios,
as explained in [25]], [[67]], we expect even greater benefits
in the required time, and HPFL can positively tolerate the
presence of stragglers, i.e., clients that take much longer to
report their output.

D. Non-IID data

We now assess the impact of non-IID data on the perfor-
mance of our model and state-of-the-art solution NSAFL. For
this purpose, we leverage the Fashion-MNIST dataset (Task
3), as in other works [26]], [68]]. Specifically, we perform
multiple experiments varying the partition of data among
clients from more balanced partitions to very imbalanced
class distributions. To achieve this, we employ a Dirichlet
partitioner, as in [69], [70]], and adjust the parameter « to
change the skewness of the dataset. High values of «, e.g., up
to 100, create a balanced distribution close to IID. Low alpha
values close to 0, create a heterogeneous distribution of client
data. Figure [/| shows the distribution of classes among each
client in the balanced case and the most imbalanced case that
we test, e.g., a) alpha = 50 and b) alpha = 0.3. The resulting
variation of accuracy in the classification Task 3 is shown in
Figure Clearly, imbalanced partitions reduce the accuracy
of the global model. However, it is evident how robust HPFL
is, showing a performance decrement of 7% in the worst case
and demonstrating an overall higher accuracy w.r.t. NSAFL.

VIII. CONCLUSION

In this paper, we presented HPFL, a Federated Learning
(FL) approach aiming to alleviate synchronization issues in
challenged IoT networks. Our proposed dynamic deadline
and hierarchical approach offer a promising solution to the
synchronization challenges inherent to FL, paving the way for
more efficient and effective collaboration among mobile and
IoT devices. Results showed that HPFL can reduce the number
of bytes required in the communication while improving the
model accuracy. While results focused on a simple aggregation
strategy, our solution can be extended to even more sophisti-
cated aggregation schemas as the field continues to evolve. In
addition, by leveraging normalized features and relative values,
HPFL enables the model to focus on behavioral patterns
rather than absolute metrics tied to a specific network size.
This abstraction allows HPFL to adapt its predictions across
deployments of different scales, making it particularly well-
suited for applications where device heterogeneity is common
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varying the a parameter of the Dirichlet distribution.

(e.g., smart homes). In healthcare, where privacy and real-
time processing are critical, HPFL minimizes delays caused
by unreliable devices while preserving data confidentiality by
keeping sensitive patient data on-device. Its ability to predict
and mitigate stragglers ensures consistent model updates,
making it ideal for applications like remote patient monitoring,
activity recognition, and personalized health analytics.
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