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ABSTRACT

This paper introduces TestIt, an open-source Python package
designed to automate full-system integration testing using a
Software-Based Self-Test (SBST) approach. By dynamically
generating test vectors and golden references, TestIt signifi-
cantly reduces development time and complexity while sup-
porting both simulation and FPGA environments. Its flexible
design positions TestIt as a key enabler for the widespread
adoption of CI/CD methodologies in open-source RTL devel-
opment. A case study on the X-HEEP RISC-V microcontroller
(MCU), which integrates a custom accelerator, showcases
TestIt’s ability to detect hardware and software faults that
traditional formal methods may overlook. Furthermore, the
case study highlights how TestIt can be leveraged to charac-
terize system performance with minimal effort. By automat-
ing testing on the PYNQ-Z2 FPGA development board, we
achieved a 11X speed-up with respect to RTL simulations.

CCS CONCEPTS

« Hardware — Board- and system-level test; Functional veri-
fication.
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1 INTRODUCTION

Verifying the functionality of a digital integrated circuit (IC) is a
complex yet critical step in its development. While formal verifi-
cation methods are highly effective for targeting individual com-
ponents, their computational complexity increases exponentially,
making them impractical for testing large-scale systems, like hetero-
geneous MCUs. Additionally, these methods are limited to hardware
verification, leaving software layers untested.

Integration testing can be introduced as an additional step in the
pre-production phase to alleviate formal verification limitations.
This approach incrementally validates the entire system by assess-
ing interactions between previously verified components. Moreover,
integration testing can be executed on hardware platforms such
as FPGAs at operational speed. This allows for the execution of
long tests and real-scenario end-to-end applications, which can
include interactions with external components (such as external
memories, ADCs, DACs, etc.) as well as the whole data-flow digital-
processing chain. Once developed, integration tests can also be
used for post-production validation to ensure that the final product
behaves correctly.

SBST techniques further enhance flexibility while eliminating
the need for costly Automated Test Equipment (ATE) [6].

While several solutions have been proposed to optimize formal
verification phases, as described in the next section, no open-source
tool currently targets integration testing.

This paper presents Testlt!, a Python package that provides a
highly flexible SBST-based solution for developing full-system in-
tegration tests. Testlt supports both simulation and FPGA targets,
automating the entire workflow: from generating random datasets
to interfacing with the FPGA development board.

2 RELATED WORKS

Automating testing and verification is an increasingly important
aspect of the design of modern complex Systems-on-Chip (SoCs).
Indeed, numerous frameworks have been developed to automate the
generation of test-benches and formal verification environments.
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However, they primarily focus on unit testing or platform de-
velopment, leaving system-level integration testing largely unad-
dressed. Furthermore, existing solutions are unable to comprehen-
sively test interactions between the hardware platform and the
software stack, which is essential for validating real-world func-
tionality.

Table 1: Comparison of the analyzed frameworks

Feature AutoSVA Cocotb Renode Testlt
High-Level Models X X
RTL-Level Models X
System-Level
Integration x x
Automated
Randomized Tests .
Simulated Testing
FPGA Testing X X X
SW Stack Testing X X X

Renode [5] allows users to assemble virtual SoCs using modular
building blocks, including ARM and RISC-V CPUs, as well as various
communication buses and interfaces. However, Renode operates at
a quite high level of abstraction; it lacks support for automated test
execution, and it works exclusively in a simulated environment.

AutoSVA [4] automates formal testbench generation for unit-
level RTL verification. While reducing development effort com-
pared to UVM, it still requires additional work in RTL design. Its
primary focus is formal verification, which, despite optimizations,
remains highly time-consuming for large-scale systems integration.
Additionally, AutoSVA relies on an extra software layer to perform
the verification process, currently limited to SymbiYosys [7].

Finally, cocotb [1] is a testbench environment for verifying RTL
designs similar to the UVM approach, but using Python. While
cocotb can reduce the overhead of test creation, it does not automate
the test flow, it doesn’t enable software-layer testing, and it’s limited
to simulated environments.

Table 1 presents a visual comparison of the analyzed frameworks,
highlighting how TestIt addresses the gaps identified in state-of-
the-art alternatives.

3 OVERVIEW

Testlt is a Python package that implements a command-line ap-
plication for executing comprehensive integration test campaigns
using an SBST approach. It leverages software-driven testing to
verify both the integration of hardware components and the correct
operation of the software stack, from HAL (Hardware Abstraction
Layer) drivers to applications.

To ensure sufficient randomness, Testlt dynamically generates
a unique input dataset for each test iteration, along with a corre-
sponding golden reference dataset. These datasets are written by
the tool into a C-code source and header files pair. These files are
linked during compilation, allowing the application to validate the

Serial
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Dataset > testit_golden.py l
config.test

Report Test Report FPGA
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board

Figure 1: Structure of a TestIt environment
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correctness of the System-Under-Test (SUT), without relying on
external dependencies.

3.1 Requirements

To function properly, Testlt requires a few key components:

o A Target RTL Project with a complete and functional de-
velopment flow, including software compilation, model syn-
thesis, simulation, and debugger support.

o A set of predefined Make targets in the project’s Makefile,
enabling Testlt to interact with the existing workflow.

o A configuration file that defines the project’s structure and
test parameters.

o A Python module, developed by the test engineers, contain-
ing the functions required by TestIt to generate the golden
datasets.

Makefile Targets. Testlt relies on eight predefined Makefile
targets that must be present in the RTL project. They provide maxi-
mum flexibility, allowing developers to implement each one accord-
ing to their specific project characteristics.

The required Makefile targets are:

sw-sim [app] : Compiles software applications for simulation
environments. Accepts an app argument.

sw-fpga [app] : Compiles software applications for FPGA
development boards. Accepts the same "app” argument.

sim-build [tool] :Builds the simulation model, with a "tool"
argument.

sim-run [tool] : Sets up and runs the simulation, also with
a "tool" argument.

fpga-build [target] : Builds an FPGA model, which can be
implemented as a bitstream. Accepts a "target" argument.

fpga-load [target] : Loads the FPGA model onto the FPGA
development board. Accepts the same "target" argument.

gdb-setup : Sets up the GDB debugger of choice.

deb-setup : Configures the preferred debugging tool, such as
OpenOCD.

Test Configuration Files. To run Testlt, two configuration files
are required, which can be generated in the working directory using
the command "testit setup”, as described in the next paragraph.
These files are:

config.test : An HJSON file containing all necessary informa-
tion about the target project, including the test descriptions.

testit_golden.py : A Python module that contains the func-
tions used to generate the golden result dataset, which the
application utilizes to compare its outputs and verify correct
behavior.

The config. test file consists of three main fields: target, re-
port, and test. Each field provides essential configuration details
for Testlt.

Target Field [1]. This specifies details about the test environment,
including the test platform’s name and type, serial connection set-
tings (for FPGA boards), the number of random iterations, and the
output file directory when using a simulation tool.

Report Field [1]. This field specifies the directory where TestIt
stores the test report and HJSON test data.
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Listing 1: Example config.test - Target and Report Field

target: {
name: "pyngq-z2"
type: "fpga"
usbPort: 2

baudrate: 9600
iterations: 10
outputFile: "path/to/sim/dump"

3
report: {

dir: "path/to/report/folder"
3}

Test Field [2]. This field defines all tests executed within a single
iteration. Each entry includes:

e The application name and its directory.

e The .c and .h files storing input and golden datasets.

o The regular expression used by the SUT to communicate test
results to the host, either via serial communication for FPGA
boards or file dumping in a simulation environment.

o A list of test parameters with fixed values or ranges.

e Input and output datasets, specifying data type, value range,
and dimensions, which can be parameter dependent.

e The golden function used to generate reference values.

Listing 2: Example config. test - Test Field

test: [
{
appName: "application_name"
dir: "path/to/app"
genFilesName: "test_data"
outputFormat: " (\\d+):(\\d+):(\\d+)"
outputTags: ["TestID", "Cycles", "Outcome"]
parameters: [
{

name: "SIZE"
value: [4, 10]

step: 2
}
]
inputDataset: [
{
name: "input_matrix"

dataType: "uint8_t"
valueRange: [0, 255]
dimensions: ["SIZE", "SIZE"]
}
]
outputDataset: [
{
name: "output_matrix"
dataType: "uint8_t"
3
]
goldenResultFunction: {
name: "softmax"
3
3
]

Each test can define parameters with a name, value, and option-
ally a range with a step size. If a parameter is defined as a range,
Testlt selects a value within it for each iteration. These parame-
ters are included in the .h file and passed as arguments to the
golden function in testit_golden.py, which can use them for the
computation of reference values, if needed.

For each dataset, it is possible to specify the name of the C
array storing the data, its data type, the range of values for random
generation, and its dimensions. If the dimensions depend on a
parameter, Testlt parses the corresponding parameter value for
every matching dimension.

3.2 Testlt Commands

Following the design criterion of simplicity, TestIt needs just three
commands to run the test campaign.
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testit setup. This command checks for the presence of the re-
quired files, config. test and testit_golden.py, in the working
directory. If these files are not found, it automatically generates
fully commented templates that can be easily modified and tailored
to the specific needs of the target project.

testit run. This is the core command of Testlt, enabling the exe-
cution of an integration test campaign as defined in config. test.

The process begins with initial checks on the target project’s
Makefile and config. test. Afterward, the simulation or FPGA
model is built. If needed, this step can be skipped by using the
"--nobuild" flag.

In the case of FPGA-based testing, the model is loaded onto the
development board, the serial connection is initialized, and the
debugger is set up.

The actual testing process then begins. Each iteration starts with
dataset generation, which can be performed in two ways:

o By default, TestIt uses the "iterations” parameter in the
config. test file. For each iteration, it selects random pa-
rameter values if required.

o Alternatively, if the command "testit run"is executed with
the "--sweep" flag, Testlt systematically tests all possible pa-
rameter value combinations, incrementing values according
to the "step" parameter.

Following the SBST approach, the application itself processes
the input dataset and compares it with the golden result to verify
the functionality of the SUT.

Testlt parses the output of the test using the regular expressions
specified in "outputFormat" and "outputTags" parameters from
config.test. This extracted information is then processed and
stored in a JSON database within the report directory.

This approach was chosen over alternatives such as memory
reads via gdb due to its greater flexibility. It allows test engineers to
specify, for each individual test application, which data should be
acquired. In some cases, this may be limited to the test ID and result,
but the regular expression can be extended to include additional
details such as execution cycles, the number of detected errors, and
other relevant metrics.

testit report. Finally, TestIt can generate a summary report con-
taining the data acquired during the test campaign. The report
can be displayed directly in the terminal sorted by any metric ex-
tracted from the regular expression using the "--sort_key [KEY]"
flag, with the option to sort in descending order by specifying
"--descending".

4 USE CASE: CUSTOM ACCELERATOR
INTEGRATION IN X-HEEP MCU

As previously discussed, TestIt has been developed primarily for
system-level integration testing. To validate this approach and
demonstrate its potential, we present an integration test campaign
conducted on X-HEEP [3], an open-source 32-bit RISC-V MCU.

In this scenario, X-HEEP has been extended with a Smart Pe-
ripheral Controller (SPC) accelerator that optimizes the im2col re-
shaping transformation, enabling convolutions to be performed as
single matrix multiplications [8]. This accelerator is tightly inte-
grated with the X-HEEP’s DMA to perform 2D transactions, which
are called sequentially by the im2col accelerator to perform the
final transformation. Due to its tight integration within the X-HEEP
platform, it serves as a prime example of the need for system-level
integration testing.
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4.1 Performance Characterization

Performance characterization is crucial for IC design because it
enables designers to find optimal trade-offs. While simulations can
be time-consuming, Testlt’s FPGA support and automation features
allow efficient characterization of RTL designs.

To demonstrate the speedup that FPGA-based testing can achieve,
we carried out a 300 iteration test campaign both on the PYNQ-Z2
FPGA development board and performing Verilator simulations,
targeting the im2col SPC+X-HEEP system. The test application
was modified to take advantage of the on-board timer to record
timestamps before and after each test. Their difference was then
transmitted to the host device using the previously mentioned
regular expression mechanism, thus enabling performance char-
acterization. The FPGA-based campaign took around 0:31 hours
to complete, while the Verilator-based one took 6:07 hours, a 11X
increase in test time. Figure 2 graphically compares the two ap-
proaches by showing the duration of each test iteration in seconds
on a logarithmic scale.

4.2 Hardware fault

To evaluate the effectiveness of our approach, we injected a hard-
ware fault into the SPC, one that could only be detected through
system-level testing. Specifically, we modified the controller respon-
sible for managing the communication between the accelerator and
X-HEEP’s peripheral interface. The used protocol implements a sim-
ple request-response handshake, where the controller must wait for
the response valid signal before de-asserting the request valid sig-
nal. Our fault removed this synchronization mechanism, potentially
disrupting the entire functionality of the SPC.

In a standard UVM environment, idealized external interfaces
cause the response valid signal to consistently appear one cycle
later, rendering synchronization issues undetectable even in full
system-level simulations, whereas FPGA-based testing introduces
real-world effects that can reveal such flaws.

4.3 Software Fault

To assess Testlt’s ability to validate the software stack, we con-
ducted a test campaign on the im2col transformation using three
implementations: a C-based algorithm, a DMA-optimized version,
and the im2col SPC. To evaluate the fault detection capabilities
of the tool, we introduced an error in the DMA HAL function
get_increment_b_1D(). Specifically, a uint8_t variable was in-
correctly used instead of a uint32_t for computing byte incre-
ments, leading to an overflow error in sufficiently large transac-
tions. The fault appears only in the DMA-based test, while the
im2col SPC functions correctly. This distinction enables test engi-
neers to quickly identify the issue as software-related rather than
hardware-related. Figure 3 presents the results of this testing cam-
paign, illustrating how the size of the modified variable impacts
test outcomes. Notably, issues arise when increments exceed 256
words, triggering the overflow error.

Terzano, et al.
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Figure 3: Integration test results with the DMA HAL fault

5 FUTURE WORKS

Continuous Integration and Continuous Deployment (CI/CD) is a
widely adopted methodology that aims at simplifying and acceler-
ating development cycles. It consists of automatically integrating
code changes into a shared repository, running extensive automated
tests, and deploying updates with minimal manual intervention.
While CI/CD is a popular practice in software engineering, its adop-
tion in hardware design remains limited.

As a future development, we propose leveraging TestIt’s capabil-
ities to implement an FPGA-based CI/CD system for RTL projects.
This would involve integrating a Testlt-based environment into the
development workflow using a self-hosted GitHub Action. Upon
each git push to the repository, TestIt would automate FPGA synthe-
sis, model loading, and test execution, streamlining the integration
and validation of new features. Therefore, Testlt could serve as a
critical enabler in integrating CI/CD methodologies within open-
source RTL development, especially when combined with unit-level
formal verification. In conclusion, this work represents a signifi-
cant step forward in the broader adoption of agile practices [2] in
hardware design.
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