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Abstract—In recent years, the network paradigms of Software
Defined Networking and Network Function Virtualization have
gained significant traction, leading to the emergence of new
network architectures that emphasize flexibility and adaptability.
However, the rapid evolution of these paradigms has outpaced
the development of effective cybersecurity management solutions,
which remain largely reliant on traditional, manual processes.
In this context, my doctoral research aims to advance network
security automation by integrating Artificial Intelligence and
formal methods into hybrid approaches for automating the
configuration of network security functions. These approaches
seek to combine the strengths of both fields,which are formal
correctness, optimization, and computational efficiency. In this
paper, I present the research questions and directions that will
guide my PhD activity in developing such hybrid approaches.

Index Terms—security automation, formal methods, artficial
intelligence

I. INTRODUCTION

Cybersecurity management is a critical aspect of every mod-
ern organization, as it goes beyond merely protecting assets
and ensuring business continuity. It also plays a pivotal role
in maintaining the trust of customers and stakeholders. Under
the umbrella of cybersecurity management, various activities
are conducted, including risk and vulnerability assessment,
incident response, as well as the orchestration, allocation, and
configuration of security services.

However, the current landscape of security management
remains as turbulent as ever, mainly because the shift from
traditional to virtualized networks has not been accompanied
by a corresponding evolution in security management pro-
cesses, which remain primarily rooted in manual approaches.
As attackers grow more skilled and aware of potential vul-
nerabilities to exploit, security administrators must keep pace
with the evolving nature of virtualized networks, handling
ever more intricate topologies and security configurations.
This has resulted in security administrators being frequently
overwhelmed by the vast volume of data to analyze, the
multitude of security services to configure, and the increasing
complexity of network management. The manual configuration
of security systems such as NAT, IDS, firewalls, and VPNs
can be particularly time-consuming, even in small to medium-
sized business networks. Ultimately, when considering also the
high risk of misconfiguring these critical systems, the balance
inevitably shifts in favor of attackers.

To address these challenges, substantial research efforts
have been dedicated to cybersecurity automation, with the
aim of reducing the burden on security administrators and
diminishing the likelihood of human-induced vulnerabilities.
Furthermore, automation offers additional advantages, includ-
ing enhanced accessibility to advanced security services for
smaller companies, which might otherwise be precluded by
the high costs of specialized personnel. Automation also en-
ables more rapid incident response, thereby reducing potential
damage and recovery expenses. Statistical analysis [1] reveals
that in 2024, companies implementing extensive automation
experienced average savings of 1.88 million dollars.

In view of these observations, the goal of my PhD research
is to advance the state of the art in the automation of
cybersecurity management processes. In the extensive range
of activities that could be researched within cybersecurity
management, I have identified the specific area of interest
to concentrate on during my PhD program: the automation
of the configuration of Network Security Functions (NSFs).
The critical role of NSFs (e.g., firewalls, VPNs, and IDSs)
in organizational security strategies, coupled with the com-
plexities of manual configuration, makes this area a prime
candidate for automation. In particular, I aim to explore the
use of Artificial Intelligence (AI) to automate configuration
processes, investigating the range of Al techniques applicable
to this task and evaluating their effective integration with
formal methods-based approaches, with the ultimate goal of
establishing a unified framework that seamlessly combines the
strengths of both domains.

The remainder of this paper is structured as follows. Section
II reviews the literature related to my research field. Section
IIT summarizes my prior and ongoing work, while outlining
future research direction. Section IV presents the conclusions.

II. STATE OF THE ART

The automated configuration of NSFs has gained increasing
attention from the research community over the past few
decades, following the growing recognition of cybersecurity’s
critical importance. However, the existing literature on this
topic is fragmented, as it encompasses a wide range of
approaches, each tailored to specific types of NSFs, such as
firewalls, VPNs, and IDSs. Moreover, some NSFs have been
explored more extensively than others, either due to their



more straightforward nature or their synergy with Al-based
approaches, which are currently trending and particularly well-
suited for automation.

A prime example of a well-studied NSF is the firewall,
which has been the focus of extensive research efforts to
automate various aspects of its management. Related to the
configuration of firewalls, a first group of studies is [2]-
[4]. The paper [2] is one of the earliest works to propose
a tool for assisting security administrators by automatically
generating and analyzing firewall configurations: once the
feasibility of the desired policies is established based on the
network configuration and administrator-defined trust assump-
tions, the tool iteratively generates the policies. The work [3]
takes a different approach, leveraging static analysis based
on formal specifications to detect potential inconsistencies
(e.g., shadowing, correlation, generalization, and redundancy)
in firewall policies expressed in low-level language before their
deployment and enforcement. The approach discussed in [4]
employs formal argumentation and preference reasoning for
analyzing and automatically generating firewall policies, im-
proving policy comprehensibility for administrators through its
declarative nature. However, these approaches share multiple
similar limitations. First, they focus exclusively on traditional
computer networks, while modern networks increasingly rely
on Software Defined Network (SDN) and Network Function
Virtualization (NFV) paradigms. Second, the challenge of
optimizing the configuration of firewalls is not addressed.

Regarding the first shortcoming, it was later overcome
by some other approaches in the literature. For instance,
[5] introduces a semantic-based tool for the Linux-integrated
Netfilter firewall, allowing users to specify firewall configura-
tions independently of rule order, which is a key limitation
of traditional Netfilter. Another example of work targeting
virtual networks is [6], where the authors propose a network
configuration synthesis tool that leverages stratified Datalog
to model network behavior and express routing requirements
as constraints, effectively reducing the synthesis problem to a
constraint satisfaction problem. Nevertheless, none of these
approaches still prioritize optimization, which represents a
crucial gap in the literature, especially considering the in-
creasingly stricter requirements for maximized efficiency and
resource consumption of modern networks.

Similar shortcomings can be found in the literature on
VPNs, a situation further exacerbated by the significantly
lower volume of research compared to firewalls. In traditional
networks, early studies on the automated configuration of
VPNs can be found in [7]-[10]. The work [7] is notable for
being among the first to recognize the necessity of automating
VPN configuration through technology abstraction and the
importance of maximizing resource availability. However, the
proposed approach was not mature for practical implementa-
tion, as it relied on a brute-force algorithm that struggled to
scale with network size. The following papers [8], [9] success-
fully proposed algorithms for automating the configuration of
VPNs, marking a milestone in the field. On the one hand,
[8] introduced two different algorithms for the achievement

of the task: the Bundle Approach, based on the given require-
ments, groups traffic flows into disjoint bundles and guarantees
completeness and correctness; the Direct Approach instead
generates policies directly from the requirements, prioritizing
efficiency and scalability over completeness. On the other
hand, [9] expands on the previous study by introducing the
Ordered-Split Approach, a third algorithm designed to mitigate
the scalability and redundancy limitations of the prior two,
eliminating the need for security administrators to make trade-
offs. Finally, [10] presents a framework designed for inter-
domain security policy management, addressing the challenge
of enforcing policies in distributed architectures.

On softwarized and virtualized networks the lack of research
is evident, with only a few works [11] [12] [13] address-
ing the topic. Specifically, [11] introduces a method that
integrates SDN with IPsec to streamline VPN management,
leveraging OpenFlow switches (acting as VPN clients) and
controllers to distribute IPsec configuration parameters to the
clients. The work [12] adopts a similar SDN-based approach
for managing IPsec Security Associations but introduces the
novelty of supporting both IKE and IKE-less setups while
simplifying network resource orchestration through centralized
key management in the SDN controller. Finally, the paper [13]
proposes an interesting cross-over between DevOps and VPNs
management, in which the concepts of the former (continuous
communication, collaboration, integration) are applied to the
resolution of the automated configuration problem by allowing
the deployment of VPN tunnels via a web-based graphical
interface to enhance usability and manageability.

On the other end of the spectrum, the literature on Intru-
sion Detection Systems (IDS) is significantly more extensive,
including works that specifically address SDN environments.
This disparity in research can be attributed to the nature
of IDS technology, which primarily involves network traffic
analysis. This task naturally aligns with Al-based approaches
for classification and regression. For this reason, scientists
have focused on developing solutions for IDS based on many
different Al techniques, including Long short-term memory
combined with Convolutional Neural Networks [14], Deep
Ensemble Learning [15] and Federated Deep Learning [16]. As
a result, IDSs have benefited from rapid advancements in Al,
leading to a wealth of solutions that far outpace those available
for firewalls and VPNs, whose configuration challenges are not
as quickly addressed by current Machine Learning algorithms
— or at least not in ways that have been thoroughly explored.

III. RESEARCH DIRECTIONS

As illustrated by the literature analysis of Section II, the
research carried out so far on network security automation
lacks approaches that (i) leverage formal methods to ensure
configuration correctness and to confer soundness and stability
to the resulting solutions, (ii) incorporate process optimization
as a core objective, and (iii) address scalability challenges
through the adoption of Al-based solutions.

The first two shortcomings have been recently addressed
successfully by VEREFOO, a constraint programming-based



»— Reinforcement Learning

RQ;: ML technique Neural Network

selection
RQ;: Modeling of
configuration problem

' Hybrid integration strategies

Gradient Boosting
#—— QOther ML techniques

Input / Qutput definiton
Problem representation choice

Action space definition

RQg: Integration of

Al within VEREFOO Workflow design

. Evaluation criteria definition

Fig. 1. Research design and workflow

approach that fully automates the configuration of NSFs while
ensuring formal correctness by construction and aiming to
optimize the resulting configurations. The approach has been
developed for both firewalls [17] [18] [19] and VPNs [20]
[21]. Specifically, during my Master’s Degree thesis and the
initial months of my PhD program, I contributed to the VERE-
FOO project, focusing on further enhancing the optimization
capabilities of the approach in the context of VPNs. However,
the current implementation of VEREFOO does not incorporate
any Al-based strategies, relying exclusively on the resolution
of a Maximum Satisfiability Modulo Theories (MaxSMT)
problem to model and solve the configuration task.

In light of these considerations, the objective of my PhD
research is to investigate the potential synergy between Ar-
tificial Intelligence and formal methods in the context of
network security automation, and to develop a hybrid approach
that combines the strengths and methodologies of VEREFOO
with Al-based techniques, addressing the inherent scalability
and performance limitations associated with a solely formal
methods-based approach.

In order to structure my research activity, the following
research questions have been formulated:

e R(Q);: What is the best-suited Machine Learning tech-

nique to automate network security configuration?

e RQ)2: How can the configuration problem be modeled to

leverage the selected Machine Learning technique?

e RQ3: How can Al techniques be integrated within net-

work security automation frameworks, such as VERE-
FOO, based on formal methods?

Figure 1 illustrates the research design, outlining the planned
workflow of the future research activity structured around the
previously discussed research questions. The first research
question, while straightforward, is fundamentally relevant.
Selecting the appropriate Machine Learning technique is crit-
ical to address the automatic configuration problem in an
effective way, and it will also serve as the foundation of
the subsequent research directions. Therefore, I am currently
exploring the potential of Reinforcement Learning as a promis-

ing candidate for this task. Unlike other Machine Learning
techniques such as Neural Networks or Gradient Boosting,
which have demonstrated strong performance in classification
and regression tasks, Reinforcement Learning is particularly
well-suited to decision-making problems, where the goal is
to learn a policy that maximizes a defined reward function.
Another strong candidate for this task is the use of supervised
learning techniques, which can be employed to learn a model
that predicts the optimal configuration based on a set of input
features. However, this approach may not be as effective as
Reinforcement Learning in capturing the dynamic nature of
the configuration task, where the context and requirements
may change over time. Additionally, the use of supervised
learning would require a large amount of labeled data to train
the model, which may not be readily available in practice.

The second research question investigates the modeling of
the configuration task in accordance with the characteristics
and requirements of the selected Machine Learning technique.
Continuing with the example of Reinforcement Learning,
this involves choosing between a model-free or model-based
approach, each associated with different algorithms (e.g., Q-
Learning, SARSA, Dyna-Q), and carefully defining the state
and action spaces, along with an appropriate reward function.

I expect the process of addressing the first two research
questions to be highly iterative, as early results may prompt
a reevaluation of initial choices regarding algorithm selection,
model design, or problem representation. Consistently with
this perspective, I recently started working on the definition
of an approach aimed at the automation of a specific task
belonging to the configuration of firewalls: the reordering of
firewall rules. This work is motivated by two main reasons: (i)
the order of firewall policies significantly influences network
performance, as suboptimal rule arrangements may cause
redundant look-ups and increased latency; and (ii) the task of
reordering firewall rules is a well-defined problem that can be
naturally formulated with Reinforcement Learning, enabling
us to assess the viability of this approach without confronting
the full complexity of the broader configuration process.
Moreover, it offers an opportunity to gain practical experience
with Reinforcement Learning, thereby accelerating the reso-
lution of the first two research questions when extending the
investigation to the full scope of the automated configuration
problem. Otherwhise, if the results of this initial work are
not satisfactory for the long-term research, I will consider the
possibility of employing supervised learning techniques such
as Random Forests or Graph Neural networks by modeling
the configuration task as a classification problem, where the
goal is to predict through a binary decision wheter a firewall
should be placed on a specific position or not.

Finally, the third research question addresses the challenge
of integrating Al techniques with tools like VEREFOO, lever-
aging formal methods, to obtain a hybrid framework. Many
different integration strategies can be envisioned to address
this question. For instance, one possible strategy involves
leveraging Al to generate a candidate configuration, which is
subsequently validated by VEREFOO to ensure compliance



with the specified security properties. This schema would
effectively delegate the optimization workload to the Al, while
entrusting VEREFOO with the task of verifying the formal
correctness of the resulting solution. Another possible strategy
could involve using Al to generate a partial draft of the
configuration, which is then completed by VEREFOO, using
this partial solution as a starting point. This approach would
enable VEREFOO to focus on the most complex aspects
of the configuration task, while AI handles simpler parts,
significantly reducing the overall solution space and improving
the performance of VEREFOO. Significant efforts will be ded-
icated to exploring these and many other possible integration
strategies, for which clearly defined evaluation criteria must
be established to assess their performance and effectiveness.

IV. CONCLUSIONS

This paper presents an overview of the state of the art
on automated network security management, highligthing the
main challenges and opportunities in the field. It also outlines
the research directions I am pursuing during my PhD program,
which aims to explore the potential synergy between Al
and formal methods, with the goal of developing a hybrid
approach that combines the strengths of both methodologies:
computational efficiency, formal correctness and optimality. In
line with this goal, the resolution of the discussed research
questions will guide my research activity, ensuring a clear
structure and focus throughout the course of my PhD program.
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