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Abstract—In recent years, VPNs have become one of the
most essential security mechanisms, allowing the users to safely
communicate over untrusted networks. As research in security
automation advances, the literature has introduced various ap-
proaches for automating the configuration of security functions
and addressing the growing challenges faced by security adminis-
trators, though only a limited number specifically address VPNs.
An effective constraint programming-based approach in this field
is VEREFOO, which leverages formal methods to automatically
and optimally configure VPNs while ensuring formal correct-
ness by construction. However, VEREFOO was not designed
to minimize memory consumption and performance overhead,
despite their relevance in both enterprise and commercial modern
virtual networks. In this paper, the optimization aspect of the
VEREFOO approach is enhanced and expanded on both of these
new fronts. Specifically, new optimization strategies are designed
to provide minimization of the configured rules and maximization
of constraints generation efficiency. This optimized approach has
been implemented as a framework and validated on a realistic use
case to assess optimization improvements across multiple aspects.

Index Terms—security automation, VPN, optimization

I. INTRODUCTION

In recent years, the exponential rise in cyberattacks such as
hijacking has made the Virtual Private Network (VPN) tech-
nology a fundamental component of network architectures, as
it plays a crucial role in safeguarding user privacy and enabling
secure communication over untrusted networks. Nowadays
various VPN models exist, each enabling different security
properties for network traffic, such as securing communication
with an end-to-end VPN, encapsulating traffic in a tunnel
with a site-to-site VPN, or providing secure access to services
with a remote-access VPN [1]. The key architectural element
common to all these VPN models is the Communication
Protection System (CPS). Located at the VPN borders, it
serves as the node or module actually responsible for applying
(or removing) protection on the traffic.

The configuration and network allocation of Cyber-Physical
Systems (CPSs) are critically important tasks, as they deter-
mine whether the desired security properties are enforced. If
these tasks are not performed correctly and effectively, there
is a risk of compromising traffic confidentiality and integrity,
as well as significantly impacting network performance [2].
Historically, security administrators manually configured crit-
ical systems, a practice that remained feasible until recent

years when new challenges emerged. In particular, the increas-
ing heterogeneity of security controls—encompassing systems
such as VPN, firewalls, and NATs—along with the expanding
size and complexity of network topologies, have rendered
manual configuration progressively more difficult. These fac-
tors, combined with the inherent limitations of human adminis-
trators, contribute to making the manual management of VPNs
highly error-prone and likely to result in sub-optimal security
solutions, while attackers continuously become more skilled
and aware of potential vulnerabilities to exploit. In response
to these challenges, significant efforts have been dedicated to
the automation of cybersecurity configuration tasks, with the
aim of reducing human intervention and, consequently, the
risk of anomalies arising from misconfigurations of security
services. Automation also enables a more effective pursuit of
optimization objectives, including enhancements in network
and computing performance, lower memory consumption, and
reduced computational overhead. Several approaches for the
automatic configuration of network security functions have
been proposed, particularly following the advent of innovative
paradigms such as Software-Defined Networking (SDN) and
Network Function Virtualization (NFV), which have pro-
foundly transformed the networking field. For instance, the
literature is rich with research concerning firewall configura-
tion, where automation, optimization, and formal correctness
are often successfully integrated [3] [4]. However, only a few
studies focus specifically on VPN configuration, and even
fewer attempt to combine optimization and formal verification
within a unified framework.

One of the most promising approaches in this field is
represented by VEREFOO (VErified REFinement and Op-
timized Orchestration) [5], an approach based on formal
methods and rooted in constraint programming. This approach
allocates and configures CPSs within the network in a fully
automated and provably correct manner, ensuring compliance
with the security policies defined by the administrator while
simultaneously optimizing the number of CPSs deployed. In
order to achieve this, it models the configuration problem
as a Maximum Satisfiability Modulo Theories (MaxSMT)
problem. However, VEREFOO still has severe shortcomings
in terms of VPN configuration optimization. In fact, the only
optimization goal that it pursues is the minimization of the
number of allocated CPSs, but it is not enough to support



the requirements of modern networks related to memory
consumption and computational overhead.

To address the limitations of the literature, this paper intro-
duces new optimization strategies integrated into the VERE-
FOO approach to enhance automated VPN configuration in
virtual networks along two dimensions: minimizing both the
number of security rules configured in each CPS and the total
number of constraints generated for the auto-configuration
problem, resulting in maximized CPSs memory consumption
efficiency and minimized performance overhead. The first
objective is achieved by (i) generating a Security Association
(SA) per Security Requirement (SR) rather than per traffic
flow; (ii) avoiding rule configuration in a CPS unless strictly
necessary; and (iii) promoting the use of wildcard values to
cover the widest possible set of flows with a single rule. The
second objective focuses on simplifying the MaxSMT problem
formulation to reduce computational overhead and improve
scalability, while preserving solution completeness.

The remainder of this paper is structured as follows. Section
IT discusses related work. Section III illustrates how the
number of security rules configured has been optimized, and
how the MaxSMT problem formulation has been streamlined.
Section IV describes the implementation and validation of
the contributions. Section V draws conclusions and discusses
future work.

II. RELATED WORK

The initial efforts spent by the research community on the
automation of VPN configuration are represented by a first
group of studies composed by [6], [7], [8] and [9]. In particu-
lar, [6] is one of the earliest papers to identify the limitations
of manual VPN configuration and to recognize the significance
of abstracting the VPN technology. There, the authors propose
a VPN design aimed at satisfying the specifications provided
by the customer, while simultaneously maximizing resource
availability for the VPN Service Provider. However, their
proposed approach simply consists in a brute-force algorithm
that, as expected, performs poorly in practice and cannot be
effectively applied to complex networks. The next studies of
this initial group, i.e., [7], [8] and [9], evolve that early-stage
research, trying to overcome some of its limitations concerning
VPN configuration automation. Specifically, [7] introduces two
algorithms, named Bundle Approach and Direct Approach,
which represent possible trade-offs between configuration
completeness and efficiency. In fact, the former guarantees
completeness and correctness but it has limited scalability due
to the computational overhead involved in combining traffic
into disjoint bundles. Instead, the latter compromises on those
two features in order to offer the scalability and efficiency
lacking in the first approach. [8] continues this research line
proposing a third and alternative algorithm, the Ordered-Split
Approach, aimed at addressing the redundancy and quality
issues affecting them, while [9] addresses the challenge of
distributed policy management through an ad-hoc framework.
Even if these studies represent the initial milestones of this
research line, their proposed approaches are severely limited,

as they are restricted to traditional computer networks and lack
a substantial focus on optimization.

A next group of studies proposes solutions to the VPN
configuration automation problem in non-traditional computer
networks, such as the ones based on SDN and NFV. Despite
the increasing importance of these cutting-edge technologies,
a limited number of papers belongs to this class, i.e., [10], [11]
and [12]. In greater detail, the paper [10] proposes a method
that integrates SDN with IPsec to streamline the configuration
and management of IPsec VPNs by using OpenFlow switches
and controllers. The study described in [11] adopts a similar
philosophy, presenting a solution for managing IPsec Security
Associations using SDN, with the novel distinction of handling
both IKE and IKE-less cases and reducing the complexity at
the network resource level by centralizing key management
within the SDN controller. Instead, [12] proposes a different
approach, where the concepts of DevOps are applied to the
resolution of the automated VPN configuration problem in an
SDN-based environment, all while emphasizing emphasizes
enhanced usability and manageability. Although applicable to
modern next-generation networks, this group of papers still
overlooks the optimization aspect and lacks the soundness and
stability provided by a formal methods-based approach.

Finally, an approach that can be applied to virtual networks
and successfully integrates automation, formal verification,
and optimization is VEREFOO [13] [5]. This approach rep-
resents a significant contribution to the literature because,
formulating the auto-configuration problem as MaxSMT, it
can incorporate some optimization goals directly into the
problem definition while ensuring correctness by construction
of the produced solution. However, these goals are exclusively
limited to minimizing the number of CPSs allocated in the
network to maximize throughput and efficiency.

In view of this analysis of the related work, the optimization
strategies proposed by this paper represent a step ahead in
the literature on VPN configuration automation. In fact, they
are suitable also for virtual networks, differently from the
studies analyzed in the first group. Moreover, differently from
the studies of the second class and VEREFOO, they aim at
reducing the number of configured rules and the complexity
of the problem formulation, with the significant objectives to
minimize memory consumption and computational overhead.

III. METHODOLOGY AND APPROACH

This paper enriches the methodology of VEREFOO, briefly
recalled in Section III-A, embedding new optimization strate-
gies that help to reduce resource consumption in computer
networks and improve the operational performance of the
CPSs. Specifically, these strategies aim at (i) minimizing the
number of rules of each allocated CPS to make their config-
uration optimal, and (ii) reducing the number of constraints
needed to define the MaxSMT auto-configuration problem,
thereby streamlining the formal model and improving the
scalability of the approach. Further details about how these
two objectives are reached are discussed in Sections III-B and
III-C, respectively.



A. Overview on VEREFOO approach

The approach pursued by the VEREFOO methodology is
based on formal methods. In fact, it leverages constraint pro-
gramming, so as to ensure formal correctness by construction
and eliminate the need for a-posteriori formal verification of
the solution produced.

First of all, the VEREFOO approach takes as input a
Service Graph (SG), representing the network topology to be
managed, and a set of Security Requirements (SRs), expressed
in a medium-level language (i.e., a policy language that is
devoid of vendor-dependent and implementation-dependent
characteristics), which the security administrator would like
to enforce. From this point onward, no human intervention is
required anymore, as the methodology autonomously models
the VPN architecture configuration problem as a MaxSMT
problem, which is then solved by an SMT solver. Finally, it
produces (i) an Allocation Scheme, which is the input SG
enriched with information on the placement of CPSs, and
(ii) the list of Security Associations (SAs) configured for
each CPS to enforce the specified communication protection
requirements.

The MaxSMT formulation was chosen over the traditional
SMT one because it enables the integration of optimization
objectives directly into the formal model through soft con-
straints. Unlike hard constraints, which must be fully satisfied
to produce a valid solution, soft constraints are not strictly
required to be met but are assigned weights, and the solver
selects the solution that maximizes the sum of the weights of
the satisfied soft constraints. This way, by expressing the opti-
mization goals as soft constraints and by modeling the required
security properties as hard constraints, the solution produced
is guaranteed to be both formally correct and optimal.

All these constraints are based on formal models of the com-
ponents involved in the approach. For the sake of conciseness,
in the following, only the models related to traffic flows, SRs
and CPS rules are recalled, because they are key concepts to
understand the contributions of this paper. All other models
can be found in [5].

A traffic flow ¢ represents a class of packets and is formally
defined as a tuple t = (p', h’,h®) , where p' represents
the internal payload, h’ denotes the original internal header,
and h® accounts for any additional header that a CPS may
introduce. Each header is a conjunction of five predicates,
one for each field of the IP 5-tuple (IPsrc, IPdst, pSrc, pDst,
tProto), where the IPsrc and [Pdst predicates define source
and destination IP conditions, pSrc and pDst predicates specify
source and destination port conditions, and ¢Proto indicates the
transport-layer protocol (TCP or UDP). All possible traffic
flows and their corresponding paths are computed for each
given SR to which they are associated.

The SRs represent the communication protection proeprties
to be enforced in the network. An SR is modeled as a
tuple s, = (C,A¢ A" A% V,S,W). On the one hand,
the model defines the policy conditions C, identifying the
relevant traffic flows and expressed using the previously

explained IP 5-tuple notation. On the other hand, it includes
specifications (A€, A*, A%) on the cipher algorithms to
be used to enforce respecitvely confidentiality, integrity
and authentication properties on the identified traffic (e.g.,
AES-128-CBC, HMAC-SHA-256, RSA, etc.), the required
VPN protocols (V, with IPsec and TLS being the available
options), the enforcement modes (S), and the trustworthiness
and inspection requirements (1) of nodes and links for the
identified communication.

The CPS rules define the actions a CPS must perform
on specific packet classes. They are also called “placeholder
rules” because they are represented by a set of free variables
whose values are determined by the MaxSMT solver, meaning
their actual usage in the final output is not known a-priori. A
placeholder rule is modeled as a tuple r = (C, a° a’, a%
v, S, m, act), where C defines the traffic conditions using
the IP 5-tuple, a®, a’, and a® specify the algorithms for
confidentiality, integrity, and authentication, v represents the
used VPN protocol, S indicates how the CPS enforces these
properties, m determines whether tunneling is required, and
act defines whether the CPS applies or removes the protection.
When a rule is actually configured by the solver, it is translated
in the final output into an SA, represented using the same
medium-level language as the SRs.

B. Optimization of rule configuration

The first optimization objective introduced by this study is
the minimization of the number of configured rules in the
allocated CPS. This goal was achieved by following two com-
plementary approaches, related to hard and soft constraints,
respectively.

For what concerns hard constraints for rule configuration,
they are used in the MaxSMT problem defined in VEREFOO
to ensure that, if a CPS is assigned the task of adding or
removing protection to or from a packet class, a corresponding
rule is configured to apply or remove protection on the traffic
flow. However, these constraints used to be enforced at a
flow granularity, meaning that a separate rule was configured
for each traffic flow crossing the allocated CPS, regardless
of whether these flows were associated with the same SR.
Consequently, such an approach led to the configuration of
more rules than strictly necessary.

In order to avoid this problem, we decided to shift the
granularity of these hard constraints from the traffic flow level
to the SR level, they now ensure that the solver configures
only one rule per SR in each allocated CPS. This change
significantly reduces the number of SAs in the final output,
especially in network topologies where the CPSs handle
multiple traffic flows. In order to aid in understanding this
improvement, Fig. 1 shows an example useful to assess the
impact of the proposed optimization. In this example, there are
two CPSs, which must handle five traffic flows derived from
two SRs: CPS; must handle Flows 1, 2, and 3 derived from
SRy, while CPS,; must handle Flow 3 from SR, Flows 4 and
5 from SR». The output of the original VEREFOO approach,
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Fig. 1. Hard constraint granularity at flow (above) and SR (bottom) level

illustrated in the top section of Fig. 1, would have been that
CPS; and CPS, are configured with a distinct SA for each
traffic flow associated with SRy and SR;. Instead, within the
improved approach, a significant rule reduction is achieved,
because CPS1 now configures a single SA to satisfy SRj,
while CPSy configures only two SAs, i.e., one for Flow 3
under SR; and another for SR, covering the remaining two
flows, as illustrated in the bottom section of the figure.

For what concerns soft constraints, they represent a main
strength of MaxSMT-based approaches, as they can straightly
incorporate optimization objectives. Leveraging this feature,
the solver can be guided to configure only the strictly nec-
essary rules to enforce the required security properties and
satisfy the SRs. To this end, two new sets of soft constraints
have been introduced in our improved methodology, designed
to work both in synergy with each other and alongside the
existing hard constraints.

A set of soft constraints, introduced to reduce the number of
configured rules, aims to prevent the solver from configuring
rules in a CPS if not strictly necessary. To do so, the solver is
guided not to configure rules at all (when possible, compatibly
with the requested SRs) through the following soft constraint
class:

Vn € N4. Vr € R,. Soft(—configured(r), wper) (1)

where N4 is the set of the nodes where CPSs may be
allocated, named Allocation Places, R,, is the set of place-
holder rules of node n € N 4, configured is the predicate that
models the configuration decision of a rule by taking a boolean
value reflecting the usage of that placeholder rule (frue if r
is actually used, false otherwhise), and w,,, represents the
weight associated with the soft constraint. Since it is a soft
constraint, it does not conflict with the previously discussed

hard constraints, ensuring that the solution space remains
unaltered by its introduction. Instead, the solver can thus
prioritize solutions that configure the fewest rules, maximizing
the number of these soft clauses as much as possible.
Another set of soft constraints employed to further reduce
the number of required rules is based on maximizing their
applicability to the largest possible set of traffic managed by
a CPS. Essentially, if a single rule can cover multiple traffic
flows associated with different SRs, the total number of rules
required to satisty all the desired SRs is reduced, synergically
working with the previous soft constraint set. In order to do so,
a soft constraint expressing the preference of using wildcard
values for the configuration of rules has been introduced. The
wildcard is a special value indicating that all possible values
are accepted for a specific field in a rule’s condition. For
example, when applied to IP addresses, a wildcard can indicate
that any value is acceptable for part or all of the address,
allowing the rule to match a broader range of traffic. Wildcard
values have been established for each field of a rule condition,
including IP addresses, ports, and the transport layer protocol.
Ultimately, the resulting soft constraint is as follows:

Vn € N4. Vr € R,. Soft(r.C = *,wy) 2)

where w,, represents the weights assigned to this soft con-
straint and the symbol * is the wildcard.

C. Optimization of constraints generation

The optimizations discussed so far, while significantly re-
ducing the number of rules configured in each allocated
CPS, come at the cost of increased computational overhead.
In particular, the newly introduced soft constraints heavily
impact the performance, since the solver must explore many
more possible solutions before finding the most optimal one.
To contain the overhead and maintain the scalability of the
approach, a second type of optimization has been introduced,
aiming at reducing the size of the formal model defined by
the generated constraints.

A first contribution toward achieving this objective has been
restricting the generation of hard constraints for enforcing
security policies to only the nodes capable of hosting a CPS.
Previously, the constraints ensuring that (i) traffic remains
protected when crossing untrusted nodes or links, (ii) traffic is
plain when reaching an inspector node to enable monitoring
activities, and (iii) nodes support the required technology
and algorithms to perform protection or unprotection actions
were applied indiscriminately to all nodes along the traffic
path, regardless of their role or actual capabilities. Although
theoretically correct, this strategy generated a substantial num-
ber of constraints that did not influence the decisions of the
solver regarding CPS allocation and configuration. For this
reason, these constraints are now being applied only to end-
host nodes and VPN gateways, still enabling the configuration
of site-to-site, end-to-end, and remote-access VPN models
while substantially reducing the total number of generated
constraints. This leads to a more streamlined formal model
for the solver and improved computational performance.



Fig. 2. Use case scenario

A second contribution to reducing the complexity of the
auto-configuration problem is to minimize the number of
placeholder rules that need to be defined and processed by
the solver. Previously, for each Allocation Place, a placeholder
rule was defined for each traffic flow associated with every SR.
This used to result in a substantial number of placeholder rules
being nearly identical, as their applicability conditions — source
and destination IP addresses, source and destination ports,
and L4 protocol — depend on the SR rather than the specific
flow path. In order to reduce the number of placeholder rules
that are later subjected to the hard and soft constraints, and
thus complicating the MaxSMT problem resolution, a pruning
function has been designed to determine the minimum set
of placeholder rules required in each Allocation Place. The
pruning algorithm is as straightforward as it is effective: for
each CPS candidate node, it extracts the SRs associated with
all traffic flows crossing that node. The minimum set of
placeholder rules to be defined at that node then corresponds
to the number of distinct extracted SRs.

IV. IMPLEMENTATION AND VALIDATION

The proposed approach has been implemented as a Java-
based framework, building upon the original version of VERE-
FOO. The adopted MaxSMT solver is Z3 [14], an off-the-shelf
SMT solver developed by Microsoft Research and known for
its efficiency, versatility and free availability. The framework
exposes a RESTful interface, with APIs that can be called
by both users to get help in configuring their networks or by
automated orchestration platforms. The input and output data
exchanged through this interface can be represented in XML
or JSON embedding.

To concretely demonstrate the discussed improvements, a
use case scenario has been crafted, on which the framework
has been evaluated through a machine equipped with a 12-core
12th Gen Intel i7-1255U CPU and 40 GB of RAM.

The use case scenario consists of a medium-sized network,
realistically representing a typical enterprise infrastructure.

TABLE I
TABLE OF COMPARISON

[ Metric Original  Updated ||
Placeholder rules defined 60 40
SAs configured 24 8
Total constraints 2968 1400
Constraints on untrusted nodes 64 26
Constraints on inspector nodes 168 44
Constraints on support of required technology 1312 240

Fig. 2 illustrates the Service Graph, depicting 48 nodes divided
into endpoints (colored in blue), forwarders (in green), and
nodes without a predefined network function (in yellow), with
directed arrows indicating their connectivity links. The Service
Graph is provided as input to the framework, along with a list
of 11 Security Requirements (SRs) specifying the untrusted
nodes (i.e., the ones with red border of Fig. 2) where traffic
must be protected by deploying CPSs on the network and
configuring them with SAs.

The validation is performed on the described use case
scenario by executing both the original VEREFOO imple-
mentation and the framework that we implemented to embed
the new optimization strategies. Significantly different results
are achieved across several other metrics: (i) total number of
placeholder rules defined, (ii) total number of SAs configured,
and (iii) total number of constraints generated. The last metric
is further analyzed by breaking it down into (i) constraints
ensuring traffic protection when crossing untrusted nodes, (ii)
constraints allowing inspector nodes to analyze plain traffic,
and (iii) constraints enforcing that nodes support the required
technology to apply or remove protection on the traffic. The
collected values are shown in TABLE I.

Starting with the number of placeholder rules defined, the
impact of the pruning algorithm is evident, reducing the total
by a third. Its effectiveness becomes more pronounced as the
number of traffic flows associated with the same SR increases.
For example, the Allocation Place with IP address 30.0.0.39
(represented by the node with index 39 in Fig. 2) is traversed
by seven traffic flows, but since only three distinct SRs actually
apply, the updated version of the framework defines just three
rules for that node, whereas the original VEREFOO would
have defined seven.

Moving to the next metric under evaluation, the optimization
of rule configuration through the discussed hard constraints
and the introduced soft constraints has led to a significant
reduction of SAs configured. For instance, the number of SAs
configured for the AP with IP address 30.0.0.40 (represented
by the node with index 40 in Fig. 2) has decreased from six
to just one, with the configured SA leveraging wildcard values
to satisfy the two SRs involving the node.

The final aspect is the total number of generated constraints,
whose reduction directly reflects the streamlining efforts con-
cerning the formulation of the MaxSMT problem. Even with
the introduction of multiple constraints per Allocation Place
to optimize rule configuration, the total number of constraints
has dropped by more than half with respect to the value



obtained with the original version of the framework. This is
largely due to the significant optimization of constraints related
to untrusted nodes, inspector nodes, and, most notably, the
enforcement of technology support requirements.

Finally, for what concerns computation time, the updated
framework only takes 3.4 s to find the optimal solution for
the use case scenario. This achievement was possible thanks
to the optimization strategies defined for constraints generation
(i.e., the ones presented in Section III-C). In fact, without
integrating those strategies aimed at streamlining the MaxSMT
problem definition, expanding the VEREFOO framework only
with the approaches for rule configuration optimization (i.e.,
the ones presented in Section III-B) would have led not to find
a solution in finite time.

In conclusion, the validation carried out on the use case
showcases that the strategies proposed in this paper success-
fully achieves the objective about memory consumption and
CPS computational overhead, while getting performance re-
sults in line with the requirements of modern virtual networks.

V. CONCLUSIONS AND FUTURE WORK

The approach presented in this paper enhances VPN config-
uration automation by introducing novel optimization strate-
gies. Specifically, the proposed optimizations aim to minimize
memory consumption and performance overhead in Com-
munication Protection Systems by reducing the number of
configured rules required to enforce the specified Security
Requirements. Furthermore, to ensure the approach remains
efficient and scalable, the formulation of the auto-configuration
problem as a MaxSMT problem has been optimized without
compromising solution correctness or completeness. The ef-
ficacy of the approach has been validated through a realistic
use case scenario, which clearly demonstrated the substantial
improvements achieved in both optimization aspects.

As future work, the optimized approach could be extended
to jointly configure VPNs alongside other security functions,
such as firewalls and Intrusion Detection Systems, to achieve
full automation of the entire cybersecurity management pro-
cess while ensuring correctness and optimization. Another
promising direction could involve evaluating the discussed
optimizations from a power consumption perspective and
further refining them to enhance energy efficiency, ultimately
making the approach more sustainable and environmentally
friendly.
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