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Abstract

Federated learning has emerged as a prominent privacy-preserving technique for lev-
eraging large-scale distributed datasets by sharing gradients instead of raw data. How-
ever, recent studies indicate that private training data can still be exposed through
gradient inversion attacks. While earlier analytical methods have demonstrated suc-
cess in reconstructing input data from fully connected layers, their effectiveness sig-
nificantly diminishes when applied to convolutional layers, high-dimensional inputs,
and scenarios involving multiple training examples. This paper extends our previous
work as reported (Eltaras in International Conference on Web Information Systems
Engineering, Springer, Singapore, 2024) and proposes three advanced algorithms to
broaden the applicability of gradient inversion attacks. The first algorithm presents a
novel data leakage method that efficiently exploits convolutional layer gradients, dem-
onstrating that even with non-fully invertible activation functions, such as ReLU, train-
ing samples can be analytically reconstructed directly from gradients without the need
to reconstruct intermediate layer outputs. Building on this foundation, the second algo-
rithm extends this analytical approach to support high-dimensional input data, sub-
stantially enhancing its utility across complex real-world datasets. The third algorithm
introduces an innovative analytical method for reconstructing mini-batches, addressing
a critical gap in current research that predominantly focuses on reconstructing only a
single training example. Unlike previous studies that focused mainly on the weight
constraints of convolutional layers, our approach emphasizes the pivotal role of gradi-
ent constraints, revealing that successful attacks can be executed with fewer than 5% of
the constraints previously deemed necessary in certain layers.
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1 Introduction

In recent years, the widespread adoption of machine learning (ML) and deep learning
(DL) models across various domains has necessitated the utilization of high-quality,
large-scale datasets. However, this demand has introduced critical privacy concerns,
particularly when handling sensitive data such as medical records, financial transac-
tions, and personal communications. Conventional centralized learning approaches
that require aggregating data on the central server for model training pose significant
privacy and data breach risks. To address these challenges, Federated Learning (FL)
[9] has emerged as a promising paradigm that reconciles the need for collaborative
model training with stringent privacy requirements. FL. enables multiple clients to
collaboratively train a global model without exposing their raw data, thereby enhanc-
ing data privacy. In this framework, clients iteratively train the model locally using
their private data and transmit only the computed gradients to a central server for
aggregation and global model updates. However, recent studies have revealed vul-
nerabilities in the FL’s gradient-sharing mechanism. Specifically, it has been demon-
strated that shared gradients can be exploited to reconstruct sensitive training data,
thereby challenging the presumed privacy of FL [5, 11, 12, 14, 16, 18]. These gra-
dient inversion attacks represent a significant threat, especially in privacy-sensitive
applications such as healthcare and finance, where data confidentiality is critical.

The threat posed by gradient inversion attacks has become a critical area of
research in FL security. For instance, early works such as Deep Leakage from Gra-
dients (DLG) [18] and its enhanced version iDLG [16] had demonstrated the feasi-
bility of reconstructing training data by optimizing random inputs until their gradi-
ent signatures matches the observed gradients. While these methods established the
practicality of gradient inversion attacks, they often suffer from high computational
overhead and limited scalability. To address these challenges, Zhu et al. [17] pro-
posed an analytical method known as R-GAP, which formulates closed-form solu-
tions for data reconstruction. Although R-GAP represents a significant advancement
by reducing computational costs, it primarily focuses on fully connected layers and
assumes the use of fully invertible activation functions. However, convolutional
layers, which are integral to modern neural networks, introduce unique structural
complexities such as local receptive fields and parameter-sharing mechanisms—fac-
tors that R-GAP fails to adequately address. Furthermore, the widespread adop-
tion of non-fully invertible activation functions like ReLLU in Convolutional Neural
Networks (CNNs) further complicates the gradient inversion process. This gap in
existing literature highlights the need for more robust analytical methods capable
of effectively exploiting convolutional gradients for data reconstruction, even in the
presence of non-invertible activation functions.

In this paper, we build upon our previous work [4], where we introduced
R-CONY, a novel analytical method designed to reconstruct training data from the
gradients of convolutional layers. Our contributions in this work are fourfold:
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1. Extension of R-CONV to High-Dimensional Data Reconstruction: We extend the
original R-CONV method to support the reconstruction of high-dimensional input
data from convolutional layer gradients, significantly broadening its applicability.

2. Analytical Reconstruction in Mini-Batch Settings: We introduce a novel ana-
lytical algorithm capable of reconstructing data from mini-batches, addressing a
critical gap in existing research, which has focused primarily on single-example
reconstruction. To the best of our knowledge, this is the first work to analytically
demonstrate the feasibility of gradient inversion attacks in mini-batch settings.

3. Gradient Constraints vs. Weight Constraints: We highlight the critical role of
gradient constraints over traditional weight constraints in convolutional layers.
Our findings reveal that in some network layers, gradient constraints can expose
significantly more information about the input data than weight constraints.

4. Influence of Convolutional Parameters on Attack Effectiveness: We conduct a
systematic in-depth analysis of how variations in convolutional layer parameters—
such as kernel size, stride, and padding—affect the effectiveness of gradient-based
attack techniques.

2 Related work

In the literature, it has been demonstrated that shared model updates in FL can inad-
vertently leak private information. For instance, early works in this line of research
focused on ‘“shallow” gradient leakage attacks such as membership inference
attacks, where attackers determine if a particular data sample was used during train-
ing [10], and on using generative models to produce samples similar to the training
data [6]. These initial investigations not only highlighted the privacy risks in FL
but also provided the foundation for more direct approaches for reconstructing train-
ing data from shared gradients, such as Deep Gradient Leakage (DLG) [18]. Below,
we provide an overview of similar studies, categorizing them into two categories:
optimization-based and analytical approaches.

2.1 Optimization-based approaches

DLG is the first method for directly recovering training data from shared gradients,
as proposed by Zhu et al. [18]. DLG is an optimization-based algorithm that recon-
structs training data by leveraging “dummy” gradients and their corresponding class
labels. Instead of updating model weights, this approach minimizes the discrepancy
between these dummy gradients—computed from random inputs—and the actual
gradients obtained during training. This process enables the recovery of the origi-
nal inputs, with experiments showing accurate pixel-level reconstruction for batch
sizes of up to eight samples. However, this technique is largely limited to simple
neural network architectures that use sigmoid activation functions and is primarily
applicable to low-dimensional datasets, such as the CIFAR images [7]. As a result,
it does not extend well to high-dimensional images or models with more com-
plex architectures that employ non-fully invertible activation functions like ReL.U.
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Building on this formulation, Geiping et al. [5] refined the approach by incorporat-
ing an additional regularization term into the optimization process. They replaced
the Euclidean distance with cosine similarity for measuring reconstruction loss and
introduced total variation regularization to enhance the stability and performance of
the reconstruction. These modifications allowed their method to effectively recover
low-dimensional images for batch sizes of up to one hundred samples. Subsequent
studies have attempted to improve the performance of gradient inversion attacks in
more realistic settings. For example, Zhao et al. [16] improved on DLG by consist-
ently inferring reference labels directly from the gradients, thus enhancing the preci-
sion of the reconstructed data.

2.2 Analytical approaches

In addition to optimization-based methods, several analytical techniques have been
introduced in the literature that provide a theoretical understanding of gradient inver-
sion attacks. For instance, Zhu et al. [17] proposed a closed-form iterative method,
named R-GAP, which not only reconstructs training data from gradients but also
employs a rank analysis to assess the susceptibility of different network architectures
to these attacks. Building on this work, Chen et al. [2] introduced the Combined
Optimization Attack (COPA), reformulating the reconstruction objective in order
to explicitly capture the constraints that gradient information imposes on the inver-
sion process. In a recent study, Zhang et al. [15] developed an analytical tool based
on the Inversion Influence Function (I2F), which leverages gradients and Jacobian-
vector products to examine how perturbations affect the reconstruction process.
Their approach emphasizes the influence of network initialization and the structure
of the Jacobian on privacy leakage. Similarly, Wang et al. [13] demonstrated that
it is feasible to fully reconstruct training data from a single gradient query under
certain conditions. A notable limitation of the aforementioned analytical methods
is their reliance on the assumption of fully invertible activation functions. Our work
addresses this gap by extending these analytical insights to convolutional layers
in CNNs. Unlike previous methods that primarily rely on weight constraints and
assume invertible activations, our approach focuses on exploiting gradient con-
straints. This focus enables effective data reconstruction even when non-invertible
activation functions are employed, thereby overcoming a key limitation in existing
analytical approaches.

3 Threat model

This work explores gradient inversion attacks within the framework of hori-
zontal federated learning (FL), where participating clients collaboratively train
a shared model using their local datasets while keeping raw data private. The
target model is a neural network architecture comprising convolutional lay-
ers followed by fully connected layers, a common configuration in domains
such as image processing, natural language processing, and other data-driven
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applications. Our threat model assumes an honest-but-curious passive adversary
who adheres to the FL protocol and does not alter model parameters or deviate
from established rules. Unlike an active adversary that might inject malicious
updates or manipulate model weights, this passive attacker remains constrained
by the protocol and operates only within the system’s legitimate operations. The
adversary is assumed to know the model architecture and initial parameters and
to have access to the gradient updates exchanged during the FL process since
such information is typically shared with the server. However, the adversary
lacks any direct access to the clients’ local data and has no prior knowledge of
the underlying data distribution. The adversary’s primary objective is to exploit
the received gradient updates, in conjunction with their knowledge of the model
parameters, to reconstruct the clients’ original input data, thereby exposing
potential privacy vulnerabilities in federated learning systems.

4 Methodology

In this section, we outline our methodology for reconstructing input examples
by leveraging both gradient updates and initial model parameters. We introduce
three algorithms that address different aspects of gradient inversion attacks:

1. Single training example reconstruction by utilizing gradient updates even when
non-linear activation functions are employed.

2. High-resolution image reconstruction extending the previous approach.

3. Reconstruction of images from mini-batches, capturing multiple training sam-
ples simultaneously.

The target model is a neural network architecture comprising convolutional lay-
ers followed by fully connected layers. The following notation is used through-
out the paper:

e WO p®: The initial weight and bias parameters associated with layer i, where
i is an index from 1 to d, and d is the total count of layers.

o VWOZ VbO¢: The gradients of the loss function Z with respect to the
weights and biases at layer i.

e X©: Input received by layer i.

e AD: The activation function of layer i.
Z®: The output of layer i before applying the activation function.
O": The final output of layer i after the activation function is applied, which
is equivalent to X@+D,
N®: Nodes in fully connected layer i that serve as upstream connections.
C%: Nodes in fully connected layer i that serve as downstream connections;
in the final fully connected layer d, this represents the target classes.
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4.1 Single training example reconstruction

We propose a method for reconstructing a single training example that overcomes
the limitations of existing methods [2, 17], which are often restricted to networks
employing fully-invertible activation functions (e.g., Leaky ReLU). By focusing on
reconstructing the gradient with respect to the output, rather than the output itself,
our approach leverages a key property found in most common activation functions:
the derivative of an activation function’s output can be expressed in terms of its out-
put. This insight allows our method to bypass the invertibility constraint. The recon-
struction process follows three primary steps:

e Constructing the gradient of the input for the first fully connected layer:
The process begins by establishing the gradient information related to the input
at this layer.

e Backpropagating the gradient through the activation function to the previ-
ous convolutional layer: This step allows the extraction of gradient information
relevant to the outputs of convolutional layers.

e Reconstructing input and activation gradients for convolutional layers: This
enables further propagation of gradients to reconstruct the input at each preced-
ing convolutional layer iteratively. The process continues until reaching the first
layer, where the reconstructed input corresponds to the original training example.

The following sections provide a step-by-step explanation of this approach, followed
by a formalized algorithm in Algorithm 1.

4.1.1 Constructing the gradient of the input for the first fully connected layer

Let f denote the index of the first fully connected layer in the network architecture,
with the input vector represented as X! = (x (f), Nw) where N is the num-
ber of upstream (input) nodes in this layer. The number of downstream (output)
nodes in this layer is denoted by C%). The network’s loss function is expressed as
£ =C(f X%, y), where d represents the index of the final layer, and y is the true out-

put label. In this fully connected layer, the input vector X% is processed by a weight

matrix WO € RE”XN and a bias vector b = (b(f), b(zf), . b%) to generate an

intermediate output Z). The weight matrix connects upstream nodes to downstream
nodes, with each element W;f) representing the weight between the j-th input node
and the i-th output node. The activation function A® is applied to the intermediate
output Z¥) to produce the final output of the layer, O¥), which also serves as the
input to the subsequent layer (f + 1). The objective is to compute the gradient of the
loss function # with respect to the input vector X of the first fully connected layer.
This process involves systematically applying the chain rule to effectively propagate
gradients from the loss function back to the input through the intermediate outputs
and weights. The intermediate output Z%) of the fully connected layer is computed
using the linear transformation:
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70 = whx" 4 po €]

To compute the gradient of the loss function # with respect to the input vector X\,
the chain rule is applied as follows:
ot ot ozZ¥

Vanl = 580 T 970 ox0 2

The gradient of the intermediate output Z) with respect to the input X% can be
directly derived from Equation (1). Given that Z0) is a linear transformation of X:

oz g
oxo =" ®

For the bias term 5", the gradient of the loss function is computed using the chain
rule:

of _ of 9Z¥
b))~ 9Z") b

Vb(f)f = (4)
From Eq. (1), the partial derivative of the intermediate output with respect to the
bias is:

YA
b

Thus, the gradient of the loss function with respect to the bias simplifies to:

o o

T o0 9zh ®)

Vo
By combining Egs. (2), (3), and (5), the gradient of the loss function with respect to
the input vector X is obtained as:

Vx(f)f = W(f)T . Vb(/)f (6)

where WOT denotes the transpose of the weight matrix W%, Since both W7 and
V,n¢ are known, the gradient Vy,# can be computed directly.

4.1.2 Backpropagating the gradient through the activation function to the previous
convolutional layer

After computing the input gradient Vy ¢ of the fully connected layer f, the next
step involves backpropagating this gradient through the activation function of the
preceding convolutional layer (f — 1). For the convolutional layer (f — 1), let Z/~D
denote the intermediate output of the layer before applying the activation function,
and let OV~ represent the output of the layer after applying the activation function.
Notably, 0¥~ also serves as the input to the subsequent layer XV). So, the relation-
ship between these variables through the activation function A=V is:
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OU=D = AU-D(z0=Dy and 0V~ =XV with V4l = Vyp?

To compute the gradient of the loss function £ with respect to the intermediate out-
put Z6=D, we apply the chain rule:

o o 00D

Vel = 5765 = 3000 az0D

Thus, the gradient can be reformulated as:
Yzt = Vot - ADEZID) ®)

where A’V~1 is the derivative of the activation function at layer (f — 1) with respect
to its input ZU~D. The derivatives of most activation functions can be expressed
solely in terms of their outputs. Table 1 presents the derivatives of commonly used
activation functions, reformulated in terms of the input vector X' "),

As demonstrated in [1], the input vector X\ of the fully connected layer f can be
computed using the gradients of the weights and biases of the layer. The input vector
X% is derived as:

o [ o
xHhr — 2« Z%
ow?/ ob? ©)

where j denotes the j-th row of the weight matrix W. This approach enables the
reconstruction of the input vector using only the available gradient information.

By combining the computed input vector XY’ with the known activation func-
tion derivatives and substituting it into Eq. (8), the output gradient of the preced-
ing convolutional layer before applying the activation function can be reconstructed
accurately.

4.1.3 Reconstructing input and activation gradients for convolutional layers

We now use the computed gradient VZ/~D# to achieve two main objectives:

Table 1 Derivative of activation functions

Name Equation Derivative expressed in X
Sigmoid AF-D(z0-Dy = % A=D(zEDy = xD (1 — X))
14e2""
Tanh AU=D(Z0=D) = tanh(Z0~D) ADEZID) = 1= (x D)
ArcT: (-D(z0-DY = tan=1 (7D =D 7(F=1)y — 1
rcTan A (V4 ) =tan™'(Z ) A (VAR S TGO
SoftPlus ATDZID) = log, (1 +¢7) A0y = L
ReLU X X 0 Z0-D <0 X 0 X" <0
—1 —1)y — = —1 —1)y — =
AUTD(ZID) = { Z0-D 76D S ADEID) = { 1 X0 >0
Leaky ReLU 5 5 azf-D 70D < _ _ a XD <0
AT = { zZ¢=b z=b >0 ATIET =41 X0 50
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e Compute the gradient with respect to the input of the layer (f — 1)
e Reconstruct the input of the layer (f — 1)
The gradient with respect to the input can be computed using:

oL =0 oL
ox(-b — flipped T 57(f-1)

(10)
where:

o Wg;;e)d is the convolutional kernel W/~ flipped both horizontally and verti-
cally.

e The flipping operation ensures correct alignment of the gradients during the con-
volution.

e s denotes the convolution operation.

To reconstruct the input XY~V of a convolutional layer, we utilize the relationship
between the convolutional weights, the input, and the output gradients. The convolu-
tional layer’s output before the activation function is:

Z0=D = W=Dy xV=D 4 p¢=D (11)

The gradient of the loss function # with respect to the convolutional weights W=D
is computed using:

or or

— (=D
awo D~ azo * (12)

This formula shows that the gradient with respect to the weights is the convolution
of the input XY~V with the gradient of the output %. The convolution operation
involves sliding the output gradient over the input and accumulating the results,
effectively capturing the sensitivity of each weight in the filter to changes in the
input.

To reconstruct the input, this relationship can be expressed as a linear system of
equations. For each weight Wg_l), the gradient is:

of of :
= — - XUV [e{m))
an.‘” ; 0z=1

13)

where:

L_l is the gradient with respect to the convolutional weight.
ow=n
ij
o L:] represents the gradient with respect to the output element before activation.
920D
e XU=D[#[m]] are the input elements contributing to the output through the convo-
lution operation.
o t[m]is the set of indices indicating the receptive field of the convolution at posi-
tion m.

‘m
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The resulting linear system can be represented in matrix form as:
VWU = vzU=b s X0=D (14)

where:

o YWU/D = 0;,)57” is the matrix of gradients with respect to the convolutional
weights in layer (f — 1).

o VZU7D = V- € is the matrix of output gradients before the activation func-
tion at layer (f — 1).

o XY7Y = XD s the input matrix to be reconstructed for the layer (f — 1).

The input XU~V can be reconstructed by solving the linear system:

XD = yz0-U7" 4 ywo-D (15)

where VZY~""" is the inverse of the gradient matrix VZ/~Y. In the following sec-
tion, we will analyze when this reconstruction is possible, depending on the num-
ber of convolutional filters. The feasibility of solving this linear system relies on
whether the number of available convolutional filters provides a sufficient number of
equations to determine all unknowns in the input matrix.

If the current convolutional layer is not the first layer in the network, we
can repeat this process. By propagating the gradients to the preceding layers,
we iteratively compute both the input gradients and the input feature maps of
each earlier layer. This iterative approach continues until reaching the first layer,
where the reconstructed input corresponds to the original input data required by
the network.

Algorithm 1 Single Training Example Reconstruction

Data: Model architecture, network weights W, biases b, updated gradients of weights
VW{, updated gradients of biases Vbl
Result: Reconstructed input x®

1: for i < d to 1 do

2: if i = d then

3: VXOp - wOT . ypig

. i oe oe
& X0« ow® [ o

M J

5: else
6: VZOp — vXEDp. 4D (Z70)
7 /¥ A'@(ZD) can be derived directly using X “*1) as detailed in Table 1 */
8: VXD W x V2O
9: VWO vZzOrsx xO
10: X0 - vzO 1 yw iy
11: end if
12: end for
13: return X > Reconstructed original input
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4.2 High-resolution image reconstruction

This algorithm extends the reconstruction approach from single training examples to
high-dimensional images by employing a hybrid strategy that dynamically integrates
gradient constraints and parameter constraints. While the traditional methods relying
solely on parameter constraints are applicable for low-dimensional inputs, they face
significant limitations when applied to high-dimensional data. Our proposed method
combines gradient constraints and parameter constraints in a hybrid approach to
overcome this challenge.

The reconstruction of the input for the first fully connected layer employs the
same methodology outlined in Eqgs. (6) and (9) for the previous algorithm. This
approach maintains robustness across varying input dimensionalities. The recon-
struction process is formalized in Algorithm 2.

The success of reconstructing the input from convolutional layers depends on two
critical factors:

e The number of available equations: Determines whether the system of linear
equations can be solved accurately.

e The dimensionality of the matrix to solve: Impacts the computational com-
plexity and feasibility of the reconstruction process.

The proposed algorithm employs different reconstruction methods for late convo-
lutional layers, characterized by high-dimensional channels, and for early con-
volutional layers defined by high-dimensional inputs, to optimize computational
efficiency.

4.2.1 Reconstruction in late convolutional layers with high-dimensional channels

In the deeper layers of a convolutional neural network, feature maps typically have
reduced spatial dimensions due to striding operations, while the number of channels
increases significantly. The Gradient Constraints method is particularly effective in
this context, as it reconstructs each channel independently, maintaining manageable
matrix sizes. The reconstruction process for late convolutional layers using gradi-
ent constraints is detailed in Egs. (10) and (15) of the previous algorithm. The core
advantage of this method lies in its ability to reconstruct channels separately, sig-
nificantly reducing the dimensionality of the matrix that needs to be solved during
reconstruction. The matrix dimension (D,,) can be expressed in terms of the input
feature map height (Height), input feature map width (Width), and number of chan-
nels (Channels) as follows:

e Using Parameter Constraints: When all channels must be reconstructed simul-
taneously, the matrix dimension is:

D,,(Parameter Constraints) = Width X Height X Channels
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e Using Gradient Constraints: When each channel can be reconstructed inde-
pendently, the matrix dimension is significantly reduced to:

D,,(Gradient Constraints) = Width X Height

This reduction is crucial, as the number of channels in late convolutional lay-
ers is often significantly high, and managing a matrix of this size under weight
constraints would impose substantial computational challenges. By breaking
down the reconstruction into individual channels, the gradient constraints method
ensures scalability and efficiency, making it an ideal choice for deep layers of the
network.

4.2.2 Reconstruction in early convolutional layers with high-dimensional inputs

In the early convolutional layers, feature maps typically retain large spatial
dimensions, while the number of channels remains relatively low. This character-
istic necessitates a different approach to input reconstruction, as the high-dimen-
sional input space imposes challenges when using gradient constraints.The Gradi-
ent Constraints method requires a sufficient number of filters to reconstruct the
input accurately. The required number of filters (Filters) can be computed as:

Width x Height

Filters = -
Kernel Size

Since in early layers the feature map width and height are typically high, this trans-
lates into a large number of required filters, rendering the gradient constraints
method impractical for early convolutional layers.

When using Parameter Constraints, the reconstruction approach can be rep-
resented as follows:

¢ Backpropagation Through Activation Function: Before reconstructing the
input, the intermediate output Z® is computed by applying the inverse of the
fully-invertible activation function to the input X*1:

Z(i) =A—1(X(i+1)) (16)

¢ Reconstruction Using Parameter Constraints: With the computed Z®, the
input X® can be reconstructed using weight constraints:

X0 = O™y 7O _ po a7
where:

o W s the weight matrix of the convolutional layer.
e 79 denotes the output before the activation function.
e b¥ s the bias vector of the layer.
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Algorithm 2 Reconstruction of high-dimensional images

Data: Model architecture, network weights W, biases b, updated gradients of weights
VW, updated gradients of biases Vbl
Result: Reconstructed input XM

1: /* Step 1: Reconstruct Input for Fully Connected Layer */

2: Compute X (¥ using Equations (6) and (9) from Algorithm 1

3: /* Step 2: Backpropagate through Convolutional Layers */

4: fori=d—1to1do

5: if Layer i is a late convolutional layer then

6: Use Gradient Constraints to compute VZ® and reconstruct X ®:

7: VZO  vXHDg. A0 (70)

8: VXDl W xvZO0

9: VW vz 5 X0

10: XD vzO™ s yw®

11: /* Gradient Constraints: Each channel reconstructed independently */
12: else

13: Use Parameter Constraints to reconstruct X ®:

14: Compute the intermediate output before activation by backpropagating

through the fully-invertible activation function:
A - A—l(X(1+1))
15: Reconstruct the input using parameter (weight) constraints:
O — @7 0 _ @

16: /* Parameter Constraints: All channels reconstructed simultaneously */
17: end if
18: end for
19: return X > Reconstructed original input

4.3 Reconstruction of images from mini-batches

In practical federated learning (FL) scenarios, clients typically compute and trans-
mit gradient updates using mini-batches rather than single training examples. Most
existing gradient inversion methods—both optimization-based and analytical-focus
on reconstructing individual inputs, which limits their applicability in realistic FL
deployments.

Motivation. Reconstructing training data from mini-batch gradients is signifi-
cantly more challenging due to the aggregation of gradient contributions from mul-
tiple samples. Our objective is to develop an analytical framework capable of recon-
structing individual data samples from a shared mini-batch gradient update, filling a
critical gap in the literature where such analytical approaches are largely unexplored.

The proposed algorithm targets the reconstruction of input images from mini-
batch gradients in a neural network architecture consisting of convolutional layers
followed by a fully connected layer indexed as d, where a cross-entropy loss func-
tion is employed. Unlike single-example reconstruction approaches, this method
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extends the reconstruction process to handle mini-batch processing, allowing the
recovery of multiple training samples simultaneously. The complete reconstruction
process is formalized in Algorithm 3.

Assuming the network uses a softmax activation function at the output of the
fully connected layer, the predicted probability p, . for class ¢ and example k is
defined as:

(d)
ezk c

Pre = )

Z,-C=1 e

where z; ) . represents the logit for class ¢ and example & in the fully connected layer
d, and C is the total number of classes. The gradient of the loss function £ with
respect to the logit z( )is expressed as:

o _
2@ =Pre = Yie (18)

(d

where y; . is the ground truth label (one-hot encoded) for class ¢ and example k.
Aggregating this gradient over the entire mini-batch of size B gives:

B
1
— == ke = Yie) (19)
dz(d) B kg

Since the batch size B is typically much smaller than the number of classes C, and
given the sparsity of the softmax probabilities, most classes are predominantly influ-
enced by only a single example in the mini-batch. Assuming that class ¢ is domi-
nated by example k, this observation allows for the approximation:

0f 1
. (d) (Pkc Vie) (20)

The gradient with respect to the bias bﬁfl) of the fully connected layer for class ¢ can
be approximated by:

or o7 1

D 5@ 7 Phe = Vo) 1)

Similarly, the gradient with respect to the weights W for the same class is:

B
1 d d
aw<d> == kZ ke = Ve)X —<pkc ~ )X, (22)

By dividing Eq. (21) by Eq. (20), the input vector X]Ed) can be reconstructed as:
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d o o
X =x"=—0 |~ (23)

oW/ op@

Notably, a single output node (class) is sufficient to reconstruct an entire input vec-
tor. This characteristic enables the algorithm to generate as many input vectors as
there are classes. Given that the number of classes is generally greater than the num-
ber of examples in the mini-batch, this approach maximizes the potential for com-
plete reconstruction.

For each reconstructed input vector derived from the fully connected layer, the
algorithm employs the same backpropagation approach illustrated in Egs. (16) and
(17) to iteratively propagate the input through the convolutional layers. By repeating
this process for all input vectors, the method achieves full reconstruction of the input
images in the mini-batch.

Algorithm 3 Reconstruction of images from mini-batches

Data: Model architecture, network weights W, biases b, updated gradients of weights
VW, updated gradients of biases Vbl

Output: Reconstructed input images {X} for examples in the mini-batch

1: /* Step 1: Construct Input Vectors for Fully Connected Layer */

2: for c=1to C do > C is the number of classes
3: Compute input vector X(gd) for each class ¢ using:

@ ot a0
Xe 78W§d>/ b

i

: end for
: /* Step 2: Backpropagate Each Input Vector Through Convolutional Layers Using
Weight Constraints */

: for k=1to C do

Initialize X (@ « x{?

fori=d—1to1do

](B)ackpropagate X@ through the fully-invertible activation function to com-

pute Z'":

ot

©XID

AR A—l(X(H—l))
X(I') — W(i)71 * Z(i) _ b(i)
10: end for

11: Store reconstructed input X@ as X
12: end for
13: Return {X} > Reconstructed images examples in the mini-batch

The algorithm proceeds by:

e Constructing Input Vectors: Generate input vectors for the fully connected layer
by considering each class separately.

¢ Isolated Backpropagation: Backpropagate each input vector individually through
the convolutional layers using the methods outlined in the previous algorithms
for reconstructing single examples.
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5 Analysis of recursive gradient on convolutional layers

In this section, we introduce an analytical framework to assess the feasibility of input
reconstruction in convolutional layers using both gradient and weight constraints.
This analysis enables us to determine the conditions under which recovery is possi-
ble, based on the network architecture, the characteristics of the activation function,
and the relationship between the number of constraints and the input dimensionality.

During the forward pass of a convolutional layer i, the intermediate output 7 is
computed as the convolution of the input X' with the filter weights W', represented
by:

Zi=W s X' 4+ b (24)

where * denotes the convolution operation. The final output O' of the layer is
obtained by applying the activation function to Z'.

In the backward pass, the gradient with respect to the filter weights VW' is com-
puted by convolving the input X’ with the gradient of the output VZ', expressed as:

VWi =VvZ « X (25)

Combining the forward and backward pass equations leads to a unified system:
Wi i Zi
[VZ’] *X= [VW’] (26)

. . ; | w
For successful reconstruction of the input X', the rank of the matrix [ ] must equal

1
VZ
the number of unknowns | X’|. The total number of constraints comprises weight con-
straints derived from the forward pass, influenced by the activation function’s invert-
ibility, and gradient constraints resulting from the backward pass, contingent on the
ability to propagate gradients through the activation function.

The number of weight constraints depends on the reconstructible intermediate
outputs |Z!| from the subsequent layer i + 1, varying with the activation function.
For fully invertible activation functions, the constraints equal the total number of
output data points, |W!| = |Z{|; for non-invertible activation functions, |W/| = 0; and
for partially invertible activation functions, |W'| forms a subset of |Z|, proportional
to the reconstructible data points.

Gradient constraints are viable when the gradients with respect to the layer’s out-
put VZ! are known, with |VZ!| = |W¢|. The feasibility of deriving VZ' hinges on the
successful propagation of gradients through the activation function, as detailed in
the methodology. When feasible, the number of gradient constraints matches the
number of weights in the layer.

The number of weight constraints correlates with the output dimension, while
gradient constraints align with the total weights in the layer. At the initial layers of
the network, the output dimensions are large, and the input channels are relatively
few, leading to |W'| > |VZi|. As the network depth increases, the spatial dimensions
of feature maps typically reduce while the number of channels rises, resulting in
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|Wi| < |VZi|. This shift emphasizes the increased effectiveness of gradient con-
straints in deeper layers, contradicting prior assertions by [17] that suggested mini-
mal viable gradient constraints in convolutional layers.

To prevent gradient-based attacks, it is imperative to ensure that:

X' > W +|VZ|

Our analysis identifies the number of filters in the convolutional layer as a pivotal
factor in enabling or mitigating analytical attacks. Quantitatively, given an input of
dimension Height X Width X Channels, with Filters convolutional filters, a kernel
size K, stride S, and padding P:

; Height + 2P — K
|Wi| =<—

R + 1> - Filters 27)

|VZ!| =K? - Filters (28)

Adjusting these architectural parameters provides control over the weight and gradi-
ent constraints, directly impacting the attack’s feasibility.

6 Results and discussions

Experimential Setup: To evaluate the effectiveness of our proposed algorithms,
we conducted extensive experiments on four datasets: CIFAR-10 [7], CIFAR-100
[7], MNIST [8], and ImageNet [3], benchmarking our approach against two gradi-
ent inversion attack methods DLG [18] and R-GAP [17]. The experiments aimed
to assess the reconstruction performance under both standard and challenging con-
ditions, demonstrating the superiority of our method in reconstructing input data
from gradients under diverse settings. Our evaluation involved testing the proposed
method on five distinct neural network architectures, including standard architec-
tures used by baseline methods and modified versions with reduced filters. We meas-
ured performance using Mean Squared Error (MSE), Peak Signal-to-Noise Ratio
(PSNR), and reconstruction time to ensure a comprehensive assessment of both
accuracy and efficiency. The experiments were conducted on a 12th Gen Intel(R) i7
2.10 GHz processor with 32 GB RAM, showcasing the enhanced efficiency of our
method in achieving faster reconstruction times than DLG and R-GAP. The imple-
mentation was carried out using the PyTorch framework. Our evaluation employed
five CNN architectures, as depicted in Figure 1: LeNet, CNN6, and their modified
versions, LeNet-x, LetNet-ex, and CNN6-x:

e CNNG6: The architecture used in the R-GAP baseline.

e CNNG6-x: A modified version of CNN6 with fewer convolutional filters, demon-
strating the effectiveness of our method even in scenarios with reduced informa-
tion.

e LeNet: The architecture employed in the DLG baseline.
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Convl 5x5@12, /2 Convl 5x5@12, /2 Convl 4x4@12, /2 Convl 4x4@12, /2
Conv2 5x5@16, /2 Conv2 5x5@16, /2 Conv2 3x3@36, /2 Conv2 3x3@36, /2
Conv3 5x5@12, /1 Conv3 5x5@3, /1 Conv3 3x3@36, /1 Conv3 3x3@12, /1
Conv4 5x5@12, /1 Conv4 5x5@3, /1 Conv4 3x3@36, /1 Conv4 3x3@12, /1
786x100 FC 192x100 FC Conva 3x3@64, /2 Conv4 3x3@6, /2
Conv4 3x3@128, /1 Conv4 3x3@3, /1
3200x1 FC 3200x1 FC
(a) LeNet (b) LeNet-x (c) CNN6 (d) CNN6-x

Convl 5x5@12, /2
Conv2 5x5@48, /2
Conv3 5x5@48, /1
Conv4 5x5@48, /1
48x8x100 FC

(e) LeNet-ex

Fig. 1 The Five neural network architectures used for evaluation: a LeNet, as employed in the DLG base-
line, representing a standard model configuration. b CNNG6, utilized in the R-GAP baseline. ¢ LeNet-x,
a modified version of LeNet with a reduced number of filters, demonstrates our method’s effectiveness
in reconstructing images even with fewer parameters. d CNN6-x, an optimized version of CNN6 that
reduces the number of filters in the last layer from 128 to 3, highlighting our approach’s robustness in
scenarios with minimal parameterization. e LeNet-ex, an extended version of LetNet. The layer notation
(e.g., “Convl 5x5@12, /2”) specifies the kernel size (“5x57), the number of filters (“12”), and the stride
value (“/2”)

o LeNet-x: A variant of LeNet with a reduced number of filters.

e [eNet-ex: An extended version of LeNet with an increased number of filters, to
demonstrate the reconstruction process for high-dimensional images and mini-
batch scenarios.

Our proposed method, R-CONYV, introduces a highly efficient technique for
reconstructing the inputs of convolutional layers using minimal parameters.
The experimental results demonstrate that R-CONV not only accelerates image
reconstruction compared to both DLG and R-GAP but also consistently generates
higher-quality images. Unlike traditional approaches, our method is compatible

Table2 Comparison of the proposed R-CONV method with state-of-the-art analytical (R-GAP) and
optimization-based (DLG) methods in terms of average MSE, PSNR, and reconstruction time. Our pro-
posed method outperforms these state-of-the-art methods in all the considered metrics

Method MSE PSNR (dB) Time (s)

Average computed for images depicted in Fig. 2.

R-CONV 22x1077 £3.64 x 107° 114.68 +5.5 6.33+23
DLG 0.0933 +0.05 62.62 + 8.5 60.66 + 5.58
Average computed for images depicted in Fig. 3.

R-CONV 2.88x 1070 +2.44 x 10710 150.12 + 4.5 2.494 + 1.66
R-GAP 0.0056 + 0.008 76.73 + 6.88 23245+ 12.44
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with a broad range of activation functions, including those that are not fully
invertible-overcoming a critical limitation of existing methods.

To validate our approach, we compared R-CONV with DLG using the LeNet
and LeNet-x architectures and benchmarked it against R-GAP using CNN6 and
CNNG6-x architectures. Table 2 presents a comprehensive quantitative analysis
of our method’s performance in terms of MSE, PSNR, and reconstruction time,
offering a direct comparison with DLG and R-GAP.

The results highlight R-CONV’s remarkable efficiency in achieving high-quality
reconstructions with fewer parameters. Importantly, while DLG’s performance sig-
nificantly drops when the activation function is switched from Sigmoid to ReLU,
R-CONYV maintains its reconstruction quality, showcasing its robustness across dif-
ferent activation functions. Additionally, the results indicate a substantial improve-
ment in reconstruction speed compared to R-GAP. This speedup is attributed to
R-CONV’s ability to fully leverage gradient constraints, allowing for a more reli-
able and accurate reconstruction process without the need to reconstruct the output
of each layer—especially critical in scenarios where non-invertible activation func-
tions are present. Figure 2 showcases the qualitative reconstruction performance on
CIFAR-100 and MNIST datasets, highlighting the superior quality of images recon-
structed using R-CONV. Our method consistently produces high-quality reconstruc-
tions, even under challenging activation functions where other methods fail. For
comparisons with R-GAP, we utilized the CNN6 and CNN6-x architectures, evalu-
ating performance on the CIFAR-10 dataset. As depicted in Figure 3, R-CONV not
only outperforms R-GAP in reconstruction quality but also demonstrates robustness
with non-fully invertible activation functions, a critical limitation of R-GAP.

High-dimensional image reconstruction using the hybrid approach To evalu-
ate the effectiveness of our hybrid approach in reconstructing high-dimensional
data, we extended the image resolution from 32 X 32 to 64 X 64 and further to
112 x 112. The experiments were conducted using the ImageNet dataset with the
LeNet-ex architecture. Our hybrid method, which combines Gradient Constraints for

Origin Q Origin
-
R-CONV Q R-CONV
o
DLG Q DLG
ar
R-CONV (RelLU) R-CONV (RelLU)
DLG (ReLU) DLG (RelU)
(a) CIFAR100 (b) MNIST

Fig.2 Reconstruction quality comparison between R-CONV and DLG: subfigure a presents reconstruc-
tion results using images from the CIFAR-100 dataset, while subfigure b illustrates reconstruction results
with images from the MNIST dataset
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R-CONV (RelU)

R-GAP (RelU)

Fig.3 Reconstruction quality comparison between R-CONV and R-GAP: This figure showcases the
reconstruction results of images from the CIFAR-10 dataset. The first row displays the original images,
followed by the second row showing reconstructions by R-CONV using the CNN6-O architecture. The
third row presents reconstructions by R-GAP with the CNN6 architecture. The fourth row illustrates
the reconstruction performance of R-CONV with ReLU activation, while the fifth row demonstrates the
results of R-GAP under the same activation setting. The comparison highlights the superior performance
of R-CONYV, maintaining high-quality reconstructions even with ReLU activation, in contrast to R-GAP

Origin Origin
R-Conv++ R-Conv++
R- GAP R- GAP
(a) 64 X 64 (b) 112 X 122

Fig. 4 High-dimensional image reconstruction results on the ImageNet dataset using the LeNet-ex archi-
tecture. a Reconstruction performance at 64 X 64 resolution shows near-perfect results by our hybrid
method compared to R-GAP. b At 112 x 112 resolution, while some degradation is observed, our
approach maintains superior reconstruction quality over R-GAP, demonstrating robustness in handling
high-dimensional data

the reconstruction of the last two convolutional layers and Parameter Constraints for
the first two convolutional layers, was compared against the R-GAP method, which
solely relies on parameter constraints.

Reconstruction quality at different resolutions:

e 64 x 64 Resolution: As shown in Fig. 4a, our hybrid approach achieved near-per-

fect reconstruction quality, significantly outperforming the R-GAP method. The
gradient constraints employed in the deeper convolutional layers proved effective
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| A

Fig. 6 Reconstruction results with a mini-batch size of 16: 15 out of 16 images were successfully recon-
structed

in maintaining reconstruction fidelity, whereas R-GAP struggled to preserve image
details.

e 112 x 112 Resolution: When scaling up to 112 X 112, Fig. 4b illustrates that while
our method experienced some degradation in reconstruction quality, it still main-
tained a considerable advantage over R-GAP. The weight constraints utilized in
the early convolutional layers of our approach facilitated the handling of the high-
dimensional input, and the adaptive transition to gradient constraints for deeper lay-
ers contributed to a balanced and effective reconstruction.

These results highlight the strength of our hybrid method in managing the challenges
posed by high-dimensional image reconstruction. The ability to dynamically switch
between gradient and parameter constraints ensures robust performance even as input
dimensions increase, demonstrating a significant improvement over traditional methods
that rely exclusively on parameter constraints.

Reconstruction of images from mini-batches To evaluate the performance of our
method in reconstructing images from mini-batch gradients, we conducted experi-
ments using the LeNet-ex architecture on the CIFAR-100 dataset, which comprises 100
classes. We tested the robustness and scalability of our approach with varying mini-
batch sizes of 8, 16, 32, and 48, analyzing the algorithm’s effectiveness in reconstruct-
ing input images under different settings.

The experimental results demonstrate that our method effectively reconstructs the
majority of images within the mini-batch, even as the batch size increases. When the
batch size was set to 8, our approach achieved a 100% reconstruction rate, success-
fully reconstructing all 8 images (see Fig. 5). For a batch size of 16, our method recon-
structed 15 out of 16 images, showing only a slight drop in performance (see Fig. 6).
As the batch size increased to 32, our approach managed to reconstruct 24 images (see
Fig. 7), and for the batch size of 48, it reconstructed 32 images (see Fig. 8).
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Fig.7 Reconstruction results with a mini-batch size of 32: 24 out of 32 images were successfully recon-
structed

Fig.8 Reconstruction results with a mini-batch size of 48: 32 out of 48 images were successfully recon-
structed

6.1 Defense mechanisms

Since our proposed approach reveals vulnerabilities in gradient sharing by enabling
input reconstruction, it is crucial to consider defense mechanisms to mitigate such
attacks. On the algorithmic level, one common defense is gradient perturbation, which
introduces differential privacy by adding noise to gradients. While effective, this
method requires careful calibration to avoid degrading model utility. Gradient sparsi-
fication or compression techniques can also obscure sensitive information by limiting
the granularity of shared gradients. Additionally, secure aggregation protocols prevent
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the server from accessing individual gradients in plaintext, thereby obstructing direct
reconstruction attacks.

On the network design level, incorporating certain architectural components can inher-
ently reduce the efficacy of reconstruction attacks. For example, using composite activa-
tion functions such as GELU or SiLU introduces non-linearities that complicate gradient
inversion, especially in deeper networks. Furthermore, pooling layers, particularly max-
pooling, reduce spatial resolution and discard local information, posing additional input
recovery challenges. A combined approach that integrates both algorithmic and architec-
tural defenses may offer robust privacy protection in distributed learning settings.

6.2 Limitations

Our proposed R-CONV method and extensions for high-dimensional data reconstruc-
tion and mini-batch processing have demonstrated strong performance in generating
high-quality image reconstructions. However, certain limitations should be acknowl-
edged. One key limitation lies in handling composite activation functions such as
GELU, SiLU, and Swish, where R-CONV’s effectiveness in exploiting gradient con-
straints diminishes due to the inability to express their derivatives solely in terms of
their outputs. Additionally, while our method effectively reconstructs high-dimensional
images and supports mini-batch processing, these advanced capabilities are currently
constrained to scenarios where fully invertible activation functions are employed, limit-
ing applicability in more complex network architectures.

7 Conclusion

In this paper, we introduced a comprehensive framework for advancing gradient
inversion attacks on shared model updates within the federated learning paradigm.
Building upon our previous work, we proposed R-CONV++, an analytical method
that efficiently reconstructs training data from the gradients of convolutional lay-
ers, emphasizing the critical role of gradient constraints over traditional weight con-
straints. Our extended methodology introduced two novel algorithms: one for high-
dimensional image reconstruction using a hybrid strategy that integrates gradient
and parameter constraints, and another for reconstructing images from mini-batch
gradients by leveraging output node sparsity.

Experimental results demonstrated the superiority of our approach compared
to existing methods, such as DLG and R-GAP, in terms of reconstruction quality,
computational efficiency, and versatility across a wide range of activation functions.
Our approach maintains robustness even with fewer parameters and under non-fully
invertible activation functions, highlighting its applicability to real-world scenarios.
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