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ARTICLE INFO ABSTRACT

Keywords: Cloud gaming represents a rapidly growing segment in the entertainment industry, allowing users to stream and
Latency prediction interact with high-quality games over the Internet. However, the problem of maintaining a seamless gaming
Cloud gaming experience is inherent to minimizing user-perceived latency. In this paper, we present CLoud Application
Concept drift

IAtency Prediction (CLAAP), a novel solution that, to tolerate challenged network conditions in gaming,
predicts such latency via a Machine Learning (ML) model and forecasts future network evolution. The model,
trained over diverse network conditions and gaming scenarios, can then update its parameters via a concept
drift detection algorithm that suggests a re-training action, reducing the prediction error up to 21% with
minimal overhead. We then integrate this network metrics predictor into a game state prediction to further
tolerate network latency spikes even from the user perspective, who can continue playing even in adversarial
conditions without session interruptions. The results suggest the potential of advanced predictive analytics in
mitigating latency issues, thereby setting the stage for more responsive and immersive cloud gaming services.

1. Introduction

The advent of cloud gaming has revolutionized the gaming indus-
try by allowing users to stream and play high-quality video games
on virtually any device with internet connectivity. This shift has re-
moved the need for expensive hardware and has democratized access to
cutting-edge gaming experiences. However, cloud gaming comes with
higher bandwidth requirements and stricter constraints compared to
traditional gaming. Unlike conventional console games that require
100-200 Kbps, cloud gaming demands at least 10-20 Mbps. More impor-
tantly, latency must remain below 100 ms to guarantee an immersive
and seamless experience [1,2], as the delay between a user’s input
and the corresponding action in the game, can severely impact the
gameplay experience, leading to frustration and reduced engagement
[3-5].

Recent approaches attempted to minimize latency for maintain-
ing the responsiveness and fluidity required for an enjoyable gaming
experience [6-8]. Traditional approaches involve optimizing network
infrastructure and server placement [9-12], while recent latency com-
pensation techniques include server-side assistance for the user [13]
and methodologies to adjust in-game objects [14]. However, these
methods often fall short due to the dynamic nature of network con-
ditions and the varying demands of different games and users. As a
result, there is a growing need for more sophisticated solutions that
can predict and adapt to latency in real-time. Some studies suggest
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to employing speculative solutions to hide the network delay, such
as in [15], which proposes to send future frames of the game in
advance to the client, where they are locally pre-fetched, reducing the
perceived network delay to be zero. Based on this action-based video
pre-fetching paradigm, new research proposals enhance the prediction
of user actions to later send the most probable frame [6,16]. Never-
theless, continuously applying such mechanisms results in significant
resource consumption and, since accurately predicting future frames is
challenging and incorrect predictions can lead to visual artifacts and
inconsistencies, in the long run it may harm user experience.

In this paper we advance these techniques by proposing CLoud Ap-
plication 1Atency Prediction (CLAAP). The solution is based on the idea
of predicting the future network latency per user, such that whenever
it becomes unbearable, an action prediction mechanism is activated to
predict future game states (and frames) that are sent to the user in
advance, until the network performance is re-established. Two main
challenges arise related to the adoption of such a mechanism. The first
challenge relies on the design of the user latency predictor, because
of the varying cloud-to-user delays [17]. While traditional forecasting
methods perform statistical analysis on the available data to predict
future values, often requiring manual tuning of the parameters and
employing a non-trivial amount of time for the inference, learning
methods adapt well to a real-time scenario thanks to their fast execu-
tion. We model cloud gaming latency as a time series and analyze its
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characteristics. Our analysis reveals that these characteristics include
locality and non-linearity, which are crucial for effective prediction.
We then propose a model for prediction based on the Radial Basis
Function Neural Network (RBFNN), which is particularly well-suited
for this task due to the localized responses to input. By employing a
Gaussian Radial Basis Function, these networks can act as universal
approximators, enabling them to learn and predict complex non-linear
patterns inherent in the latency data. The second challenge is related
to the inability of machine learning (ML) models to adapt to concept
drift [18,19], i.e., changes in the data distribution at testing time. While
some detectors and mitigators have already been proposed leveraging
KSWIN, DDM, and Page Hinkley, we model concept drift as change
points, employ the Bayesian Online Changepoint Detection to estimate
the occurrence of drift points, and later online fit the model on the most
recent data for adaptation.

These components form CLAAP, which we extensively evaluate un-
der multiple metrics and environments, including a real-world testbed.
We test both Offline-CLAAP a plain predictor without adaptation mod-
ule, and Online-CLAAP that can adapt to per user concept drift. Ex-
periments demonstrate that Offline-CLAAP outperforms state-of-the-art
solutions for time series forecasting in terms of accuracy and inference
time, and with the little extra computation and time required by Online-
CLAAP we can obtain an error reduction of 21% on average. Finally,
we integrate it with a real game scenario [20], where the latency
prediction is used in conjunction with a game state prediction to further
address challenges in network conditions. Results validate that this
system significantly enhances user performance, eliminating rendering
drops (in terms of frames per second) entirely.

The rest of the paper is structured as follows. We first review state-
of-the-art methods for latency forecasting and concept drift detection in
Section 2. Subsequently, we model cloud gaming latency as a time se-
ries, study its properties, and motivate the use of RBFNN for forecasting
in Section 3. In Section 4, we define concept drift in this scenario and
describe in detail our detection algorithm. Next, we evaluate CLAAP
prediction performance (Section 5) and its effect in a real-world cloud
gaming testbed (Section 6). Lastly, we draw the conclusions of our work
in Section 7.

2. Related work

In this section, we discuss and compare against existing similar
works, highlighting the differences. We present the existing techniques
used for time series forecasting, particularly for the latency prediction
task. Later, we introduce the problem of concept drift and available
methods to detect and mitigate it.

2.1. Latency forecasting

Monitoring QoS measurements such as throughput, jitter, and delay
is essential to satisfy the requirements of delay-sensitive applications. In
particular, an accurate estimator of future delays is essential to perform
proactive actions that mitigate the impact of the latency on such
applications. Numerous solutions have been proposed in the literature,
broadly categorized into statistical methods and machine learning (ML)
models.

Traditionally, forecasting methods were based on the statistical
analysis of past data to estimate the future. Popular examples are
Exponential smoothing [21], particularly efficient for online and short-
term forecasting, and ARIMA [22], a simple yet robust method suited
for series that exhibit trends and seasonality. These approaches assume
data to be stationary and that the future linearly depends on the
past, so they require pre-processing for non-stationary data and fail to
capture non-linear patterns. On the other hand, non-linear methods,
e.g., ARCH [23], typically model a specific behavior and, therefore, do
not generalize to different patterns [24].
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Recently, learning-based solutions have become popular for their
ability to capture complex patterns from raw data. A comparison
between statistical and ML approaches is conducted in [25], where
LSTM proves superior w.r.t. ARIMA and GRU models. [26] compares
Radial Basis Function neural networks (RBFNN) and Elman neural net-
works to forecast latency in vehicular networks, establishing a superior
performance of RBFNN, while [27] leverages LSTM to predict latency
violations in a B5G network, to accordingly steer or migrate the traffic
between cloud and edge devices.

Latency prediction is not always modeled as a time series forecast-
ing problem. A different approach is adopted in [28,29], where the
latency prediction problem is modeled as a classification task, and ML
classifiers predict whether the next value belongs to a specific range or
exceeds a threshold. DeepQueueNet [30] models the prediction of per-
packet latency as a sequence-to-sequence problem and adopts a Trans-
former, with the final goal of estimating the end-to-end performance of
the network. Reparo [31] introduces a predictive approach for latency-
sensitive applications that uses adversarial autoencoders to restore lost
application-layer data. Furthermore, PERT-GNN [32] is a GNN model
designed to forecast the end-to-end latency of microservice-oriented
applications by analyzing API calls and resource usage.

We model the user latency prediction problem as a time series
forecasting problem and use RBFNN to estimate the next step value
based on a historical input for its ability in capturing locality and non-
linear patterns. Unlike related works, our model is enriched with a
concept drift detection module that adapts to the observed time series
online.

2.2. Concept drift detection and adaptation

As discussed in the previous paragraph, Machine Learning has been
widely explored in many networking problems, including network
forecasting. However, the performance of ML models is stable when
the test data follows the same rules of the data seen during training,
which is not always the case, especially in real-world production envi-
ronments [18]. A change in the relationship between output and input
features is referred to as concept drift, and we now discuss the existing
methods to address this issue.

The first step concerns the detection of the drift, which is explored
in [33], that adopts an ensemble method to detect changes in the
distribution of Key Performance Indicators (KPIs), in Drift Lens [34]
that studies per-label features distribution to detect concept drift in the
labels of a classifier, and in [35], which investigates three detection
methods, i.e., ADWIN, DDM and Page Hinkley, to detect drift in sensor
loads. None of these papers, however, investigate adaptation methods
once the drift is detected. On the contrary, LEAF [36] leverages KSWIN
for the detection and later combines forgetting and oversampling for the
re-training, while authors in [37] monitor the prediction error distribu-
tion of their Transformer to assign a drift level and consequently adjust
the learning rate based on the assessed level. Both studies evaluate
the performance of the model under concept drift but do not provide
insights on the impact that this additional module has in terms of com-
puting processing. We propose a Bayesian online changepoint detection
approach to assess the presence of concept drift. In case of a positive
outcome, we incorporate the newly distributed data with “on-the-fly”
training over the last batch of data. We demonstrate that our model
performance effectively improves with minimal extra computation.

3. Predicting user latency via RBF model

Radial Basis Function neural network has lately emerged as a pow-
erful tool in a variety of tasks, i.e., image recognition, data forecasting,
medical diagnosis [38-41], thanks to its ability in modeling non-linear
interactions. This neural network comprises three layers (Fig. 1(a)): an
input layer, a hidden layer with a non-linear activation function, and
an output layer. Our input is constituted by a vector representing the
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(b) Autocorrelation of cloud gaming user latency.

Fig. 1. RBFNN hidden neurons are centers that produce a localized response through the Gaussian radial basis function, making them ideal for learning about the locality and

non-linearity of cloud gaming latency.

Table 1
Summary of key notation.
Symbol Description
x Historical input
n Input length
k Number of hidden neurons
f(x) Activation function
c Center of radial basis function
c width of radial basis function
b Prediction output
m Output length
r Run length
p(rlxy..) Run length posterior distribution
a Predictive distribution of x, for each r
p(rlr,_y) Changepoint prior
H() Hazard function

last n measured latency values. The hidden layer comprises neurons
that produce a localized response f;(x) through radial basis functions
centered at specific data points. We use the Gaussian radial basis
function, which is defined for each neuron in the following way:

I1?

_lx=g
[ =dllx—¢lh=e > 1<i<k €

In this formulation, ¢ is the standard normal probability density func-
tion of the Euclidean norm ||-|| of the difference between the input x
and the centers of the functions ¢;, ¢ is the width of the function and &
identifies the number of hidden neurons. A final linear layer combines
the responses of the hidden layer nodes to produce the prediction for
the next m values in this way:

yj:Zw[jf,-(x),l<i<k,l<j<m @)
1

where w;; are the learnable parameters and m identifies the output
length. See Table 1 for the complete list of symbols.

The idea is to transform the input data into a higher dimensional
layer where the data becomes linearly separable and use the distance
between the input and the centers of hidden functions as a form of
similarity, such that data points closer to each other in the input space
produce similar values in the output space. Centers and widths of the
activation functions are determined a-priori and kept fixed during the
training, while the backpropagation updates the weights between the
hidden and output layers. We first select the centers through K-Means
clustering. Then, the K-nearest neighbors model computes the standard
deviation of the distances between each neuron and its neighbors,
determining the widths. Thanks to the localized activation of a subset
of hidden units during the backpropagation process and the simple
derivative of the Gaussian function, this neural network is very fast to
train and use for inferring.

Additionally, this type of network is a powerful tool for function
approximation, capable of modeling any continuous function when

an appropriate RBF is selected. Precisely, if the RBF is continuous
almost everywhere, locally essentially bounded, and non-polynomial,
the network can approximate any continuous function with respect to
the uniform norm [42,43]. The Gaussian RBF satisfies these conditions,
enabling the network to act as a universal approximator.

To further motivate the use of RBFNN, we analyze the properties of
latency in cloud gaming sessions. When a user connects to the cloud
gaming application, at first, some flows are established between the
user and the platform in order to administrate the account, perform the
login, and manage related services (platform administration flows). After
the game is selected, new flows are initiated to conduct network diag-
nostics to determine the optimal cloud server for the session (platform
management flows). Once the gameplay begins, three key flows are
established: gaming management flows to monitor the latency, input flows
to transmit user commands, and media streaming flows to handle video
and audio transmission. After the session ends, platform administration
flows restart as the user returns to the main interface. While the flows
related to platform administration and management are negligible in
volume, the flows related to the gameplay session are predominant and
largely influence the user gaming experience [2]. We now examine the
autocorrelation of a latency time series collected in a Cloud Gaming
Study [44].

Autocorrelation measures the similarity between values at different
time lags, and as shown in Fig. 1(b), recent values have a more sub-
stantial influence on future values than those further in the past. This
reflects the locality property of latency. Additionally, latency fluctuates
over time in a non-linear manner, suggesting that simple linear models
may not fully capture its behavior. As a result, cloud gaming latency
exhibits both non-linearity and locality.

Given these characteristics, an RBF network is particularly well-
suited for modeling cloud gaming latency. Its hidden layer consists of
neurons that produce localized responses, making it highly effective
at capturing short-range dependencies (locality). At the same time,
the non-linear Gaussian activation function allows it to learn com-
plex patterns (non-linearity). These theoretical considerations are later
validated through our experiments.

4. Concept drift

ML models work well when the input state distribution is consistent
over time [18,19]. However, it is not rare to face unpredictable changes
in the distribution of time series data caused by the dynamic nature
of real-world systems. A change point occurs when the underlying
process generating the time series transitions to a different state [45].
In the context of time series forecasting, such shifts lead to concept drift
because the relationship between input features and target variables
changes over time [19,46], causing models trained on historical data to
degrade in predictive performance. Formally, the concept drift mathe-
matical definition is: 3X : Py (X, ) # pa(X, ), where p,(X,y) is the
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joint probability of the input X and the target variable y at time 70 and
is referred to as concept [19,47].

This challenge is particularly relevant in cloud networks, where
studies have highlighted significant latency variability [17,48-50].
These findings underscore the need for robust drift detection and
adaptation mechanisms in online latency forecasting frameworks. How-
ever, this is challenging in an online setting like ours, where data are
collected one value at a time, and properties cannot be known a priori.
To solve this issue, we use an online Bayesian changepoint detection
approach, which uses past data to estimate the properties of incoming
data, thus fitting our application scenario.

4.1. Bayesian online concept drift detection

Our online concept drift detection works as follows. Given a se-
quence of data x;.;, = x,...,x,, the sequence can be partitioned such
that each partition contains i.i.d. samples from a distribution. A change
point is identified as the point that separates two partitions such that
the statistical properties governing these partitions are different [51].

The run length identifies the time elapsed from the last change point,
such that:

0, if ch: int at ti t
. ={ if change point at time 3)

r,_1 + 1, otherwise

The basic objective of Bayesian online change point detection [51]
is to infer the run length posterior distribution p(r,|x,.,), i.e., estimate
the future values of the run length to compute the probability that a
new change point occurs. Once we estimate the occurrence of concept
drift, we update the model to reflect these changes. For Bayes theorem,
the run length posterior is given by:

P x1:)
rlxy.) = ——— 4
Pl = e @
where the probability of the sequence x;., is obtained by summing the
joint probabilities of the run length and the sequence, over all possible

values of the run length at time #:
t
PO = Y PO X)) (5)
r=0
The joint probability can be computed recursively:

plr X)) = Zp(rnrr—l’xl:t) =

-1

= Zp(xtlrt—l7x:)p(r1|r1—l)p(rt—l7xl21—1)

Tt-1

(6)

The first term is the predictive distribution of the new sample and
represents the probability of observing x, given the data collected up
to time 7 — 1 and assuming that the current run length is r. The second
factor is the changepoint prior and encodes our prior knowledge about
where change points are likely to occur. It is parametrized through the
Hazard function in the following way:

H@r_ +D,ifr,=0
prdr_) =91 = H@_y + D,ifr,=r,_; + 1 @)
0, otherwise

where H(r,_;) is a constant function € (0, 1) that we set H(r,_;) = 1/250
(see Section 5.6 for more details).

Since the joint probability at time ¢ depends on time ¢ — 1, we
can run a recursive algorithm to compute the joint probability over
run-length and observed data based on message-passing of the term
p(r,_1,X1.4_1)- We initialize the predictive distribution with a normal-
gamma distribution, denoted by four parameters, and since it depends
on the most recent data only, we keep track of its parameters at time
t — 1 to compute the probability at time 7.
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The pseudocode of the whole agent prediction routine, comprehen-
sive of the concept drift detection routine, is presented in Algorithm
1. Whenever a client observers a new latency value, it sends it to the
agent, along with its client id cid, to predict the next value. The agent
stores the value in two circular buffers for each client, the batch buffer
contains the latest samples used for drift detection, the history buffer is
the input of the model. At first, if the batch buffer is full, it evaluates
the presence of concept drift and eventually online fits the model to
this latest batch of data, and the buffer is emptied. Then, if enough
historical values are collected, it predicts the next value to be sent to
the client, otherwise, a symbolic value of —1 is returned.

We now explain how the concept drift detector routine works. For
each new sample x,, it evaluates the predictive distribution under each
of the parameters and for each possible value of run length; therefore,
m,, contains ¢ probabilities. Once it evaluates the hazard function on
r,_1, it computes the growth probabilities (the probability that the run
length increases) for each run length value using (6), except for r, = 0,
which is the changepoint probability and is computed similarly in the
successive step. Combining this information, it can determine the run
length posterior following (4). Finally, the predictive distribution parame-
ters are updated and the learned knowledge is passed to the following
sample x,,;. Once we know the run length posterior, we can establish
the occurrence of concept drift at timestep 7 if the probability exceeds
a threshold.

Algorithm 1: CLAAP prediction routine

1 cid // client id

new_value // last value observed by client
batch = {} // per client batch buffers
history = {} // per client history buffers
model = {} // per client neural network
;48 = mean(trainSet), 18 = variance(trainSet)
a) =0.1,) =001

7 ~ NormalGamma(u, A, a, p)

H =1/250

10 predict(cid,new_value):

11 add new_value to batch[cid]

12 add new_value to history[cid]

13 if batch/[cid] is full then

14 retrain =concept_drift_detector(batch[cid]);
15 if retrain then

16 | fit model[cid] over batch[cid];

O o N o U b W N

17 reset batch[cid]

18 if history[cid] is full then
19 L model[cid] infers § from history[cid]

20 else

21 L y=-1

22 return y

23 concept_drift_detector(batch):

24 for t,x, € enumerate(batch) do

25 n; = p(xluf, A7 af, BY)

26 h=H(r_)

27 plry=r_y +1x1.) =0 =h) - plr_q1x;.-)7]
8 | plry=0x;.) =%,  h-plrylxyDa]

p(rXy:0)
29 (r,|x(.,) = =—L1L—
plrelxy Y, 0
r r r r
30 update MZ+1’/1t+l’at+l’ﬂt+l

31 return p(r,|x;.,)

5. Latency predictor evaluation

In this section, we test our proposed approach in multiple set-
tings. We first evaluate Offline-CLAAP, which is not equipped with
the concept drift adaptation module, against state-of-the-art time series
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Fig. 2. SOTA comparison. CLAAP exhibits a low inference time while being the most
accurate solution.

forecasting methods in terms of prediction error and learning time.
Later on, we demonstrate the efficacy of Online-CLAAP to adapt to
drifts in the data distribution in a production setting. Finally, we report
the sensitivity studies of multiple parameters.

5.1. Experimental settings

We used the data collected by a Cloud Gaming Study [44] for the
evaluation. In particular, we extracted the delay data from QoS/QoE
measured while playing “Dirt 4” (available on Google Stadia cloud
gaming platform), a fast-paced racing game that demands rapid, con-
tinuous user inputs, much like first-person shooters. Such intense game-
play imposes stressful networking conditions and serves as a chal-
lenging benchmark for our latency-prediction framework. The delay
captures were made through WebRTC under different emulated 4G
network conditions, and measures were taken every 1 ms. We leveraged
this data to simulate an interactive application with a refresh rate of
60 Hz, and built a training dataset picking values every 16 ms. The
resulting training set is composed of 11283 values. The tests were run
on a Ubuntu machine equipped with an Intel(R) Core(TM) i7-4770
processor, featuring 8 cores and 16 threads, running at a CPU clock
speed of 3.40 GHz. The system had 32 GB RAM. CLAAP was evaluated
with parameters k = 20, n = 6, and m = 1, whose default values
are motivated by the sensitivity analysis conducted in Section 5.6. The
error bars plotted in the graph represent the 95% confidence intervals.

5.2. Benchmark

+ ARIMA: this model assumes that the time series adheres to a
statistical distribution, such that future values are correlated to
past ones. It consists of three components: the Auto Regressive
(AR) module, which defines the variable as a linear combination
of past ones; the Integrated (I) part, which differentiates the time
series to make it stationary in case it is not; the Moving Average
(MA) component, which determines the error as a linear combina-
tion of past errors. The ARIMA(p, d, q) forecasting process, where
p represents the order of autocorrelation, d denotes the order
of differencing, and ¢ indicates the size of the moving average
window, is mathematically expressed as: = p, + Zle Piviei +
€+ 217:1 0;¢,_;, where p; are the autoregressive coefficients, p, is
a constant, ¢, is white noise, 6, are moving average parameters
and y,_; is the data point at step 7 —i.

LSTM: a special Recurrent Neural Network (RNN) equipped with
a memory c, at time ¢. The activation of an LSTM cell is given
by a, = o,tanh(c,), where o, is the output gate that modulates the
content transferred to the predictor. The output gate is computed
with a linear sum of the existing state and the new state: o, =
o(W, [x;.a,_,]) + by, where ¢ is the sigmoid function, W, and b,
are weights and biases, x, is the input at time step ¢, g,_; is the
previous cell output. The state of the current unit is given by
including new data and partially forgetting the existing memory:
¢, = g,c,_1 +1,¢, where g, is the forget gate and i, the input gate.
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» Prophet [52]: created by Facebook in 2017, is a publicly available
forecasting tool designed to predict future outcomes automati-
cally. Its focus lies in analyzing nonlinear time series data that
exhibit patterns such as yearly, weekly, or daily cycles, as well as
holiday impacts. Additionally, it can manage missing data points
and identify outliers within the dataset. It is a decomposable time
series model that combines trend, seasonality, and holidays in the
following way, respectively: y(r) = w(r) + s(t) + z(t) + ¢,, where ¢,
is an error term.

EWMA: Exponentially Weighted Moving Average is a statistical
technique that assigns greater weight to recent observations, with
weights decreasing exponentially for older data. y, = (1 —a)y,_; +
ax,, with 0 < « < 1 being a smoothing factor.

5.3. Evaluation metrics

Throughout the experiments, we analyze the inference time, the
training time, the resource usage percentage but, mainly, the nor-
malized root mean squared error (NRMSE) to assess the prediction
accuracy. The RMSE is a statistical metric that measures the standard
deviation of residuals. Residuals identify the distance between the
observations and the predictions, i.e., the prediction errors. Computing
the standard deviation, RMSE provides insights about the concentration
of data points around the regression line.

RMSE = ®

where N is the number of observations, y; is the ith observation, y; is
the ith prediction. Since we compare the performance across different
test sets, we normalize the RMSE w.r.t. the range of values of the
dataset used.

NRMSE — _RMSE 9)

Ymax = Ymin

5.4. SOTA comparison

Fig. 2 shows the performance comparison of CLAAP w.r.t to other
state of the art solutions. We test two versions of our solution: Offline-
CLAAP and Online-CLAAP. The former is not equipped with the concept
drift detection module described in Section 5.5, the latter is re-trained
“on-the-fly” over new data if concept drift is detected, as described in
Algorithm 1.

We perform 5 tests with 5 different time series constructed from [44].
ARIMA and Prophet are fit on these sequences and predict the last
100 values. On the contrary, LSTM, Offline-CLAAP and Online-CLAAP
are trained on the previously mentioned training dataset, and we test
their generalization capability. EWMA is applied to the entire sequence
with a smoothing factor « = 0.5. Both Prophet and ARIMA typically
guess the trend of the future data but are not accurate with their
estimations. At the same time, the pre-trained models learned from a
diversified training set and thus perform better. EWMA shows good
enough performance despite CLAAP being better. Note that Prophet
and ARIMA can be implemented with a rolling window such that they
are fit on the last samples to predict the next one. This online version is
more accurate but also very slow, as demonstrated in Fig. 2(b), which
reports the infer time required by the models to predict the next value.
Due to the significant amount of time spent on the online fitting, which
delays the prediction, these approaches are impractical for our scenario.
On the contrary, LSTM, CLAAP, and EWMA are fast and accurate,
employing less than 300 ps for each prediction.
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Table 2
Offline-CLAAPvs. Online-CLAAP. When the model detects concept drift, it re-trains over
a batch of data decreasing the error.

Run # NRMSE Re-training
Offline-CLAAP Online-CLAAP overhead [ms]
1 0.06103 0.05965 2
2 0.05594 0.03463 33
3 0.06702 0.05520 36
4 0.09866 0.05883 16
5 0.10935 0.06814 18
6 0.07069 0.04799 14
7 0.08287 0.08029 10
8 0.05611 0.04687 33
9 0.08036 0.07428 5
10 0.05619 0.05747 4
Avg. 0.074 0.058 17
Conf. Int. 0.013 0.01 9
50 I — Observations 15 — NRMSE: 0.099
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g e
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Fig. 4. Offline-CLAAP vs. Online-CLAAP. When concept drift is detected (black dots),
re-training is performed and the prediction error is reduced.

5.5. Drift correction

In this set of experiments, we further study the impact of concept
drift correction on the performance of our forecasting model. We
first compare two approaches: periodically re-training the model every
batch of data to adapt to the current time series characteristics, and
our proposal Online-CLAAP, equipped with a Bayesian online approach
to detect concept drift and re-train only when necessary, reducing
the time spent on learning. Since the online re-training impacts the
inferring time, we study both solutions’ prediction error and training
time, shown in Fig. 3. We expect to obtain a more accurate predictor
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Fig. 5. Sensitivity analysis of centers and input length. A growing number of centers
lowers the error to a certain extent, but it takes more time to train. A higher input
length requires more time to train, but the optimal value in terms of error depends on
the data.

with frequent and regular re-training, which, however, requires more
time for training. This first approach performs slightly better than our
solution; nevertheless, Online-CLAAP displays a very similar error but
takes considerably less time. This result demonstrates that our approach
can detect concept drift and let us re-train the model on batches of data
that significantly impact the performance while saving time.

In the next experiment, we simulate a realistic scenario with multi-
ple clients: each concurrent client contacts the server to communicate
the observed current delay and receives a prediction for the next
latency value. The server collects and stores the received measurements
in separated data structures, keeping a rolling buffer of size 6 as
input for the model and a rolling buffer of size 50 for concept drift
detection. During the inferring phase, once the concept drift buffer is
full, the algorithm analyzes the distribution of this batch of data w.r.t.
to previous data, warm-started with the training data. If at least one
changepoint is detected, the model is re-trained “on-the-fly” over this
last batch of data, and the buffer is reset. We sum the time spent in
re-training due to the changepoint detection and report it as re-training
overhead.

In Table 2 we compare the offline and online solutions deploying
10 clients with different datasets, and we report the average error and
the overhead of Online-CLAAP, along with their confidence intervals.
As it can be observed, this approach decreases the prediction error by
21% on average. The overhead introduced by this approach is 17 ms on
average.

Then, for a specific run, i.e., the run 4, we also show the prediction
error of Offline-CLAAP and Online-CLAAP in Fig. 4. This figure shows
the behavior of CLAAP in the presence of frequent small variations
and also sudden spikes. In the presence of small jitters, the error is
kept lower than 5 ms. In the case of sudden variations, it is unable
to predict the spike (as is the case with any other predictor), but
CLAAP quickly adapts to the new data and reduces the error in future
correlated predictions. It is clear that re-training “on-the-fly” is needed
to further adapt to the new data and reduce the error. Online-CLAAP
detects concept drift (the black dots) over batches of 50 data points.
It takes 13 ms on average per window to detect changes and 2 ms on
average to train online over the last collected batch.

5.6. Sensitivity analysis

In this section, we first perform a sensitivity analysis over the
number of hidden neurons k, i.e., centers, and n, the input size. Later,
we give some insights into the Hazard function values and finally, we
report the CPU and RAM usage for different solutions when scaling up
the number of connected clients.

We now study the impact of centers and input size on the prediction
error and training time, which is performed for the same number of
epochs all over the experiments. Fig. 5(a) shows that increasing centers
typically leads to higher training time as the neural network grows.
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Nonetheless, higher values lower the error; specifically, we select k = 20
for further experiments.

Figs. 5(b) and 6 depict the impact of input length and forward
prediction on performance. The first experiment is conducted with 5
sequences, while the heatmaps are produced based on a singular test
sequence. Predicting many steps in the future becomes more complex
and less accurate, while the input length has different impacts for
different datasets. When sampling every 1 ms, a more extended input
history can help improve accuracy, while when sampling every 16 ms,
considering many past values seems to degrade the performance. This
depends on the fact that similarity between values shades over time
due to the dynamic environment. However, the optimal input length
heavily depends on the underlying trends in the data, but this range of
values does not have an excessive impact on the training time and the
prediction error; we adopt an input length (n) of 6 for our evaluation
settings in which we predict one step in the future (m = 1).

Regarding the Hazard function H, a high value indicates that
change points are frequent and can lead to excessive re-training. A
very low value, on the contrary, could miss the occurrence of change
points. We conducted a sensitivity analysis for this parameter, testing
values ranging from 1/10 to 1/500. Since we did not observe any
relevant patterns in the results, we decided not to include the complete
sensitivity analysis graph in the article. Instead, we selected a value
that represents a reasonable balance between frequent and sparse
re-training with robust performance over our data H(r,_;) = 1/250.

Finally, we report the CPU and RAM usage when running different
solutions, as shown in Fig. 7, with a varying number of clients served
in a realistic simulation. We compare (i) a predictor that uses a shared
LSTM model for all clients, (ii) an equivalent version that adopts a
shared CLAAP, (iii) our individual CLAAP solution that maintains a
separate model for each client to detect concept drift and adapt to it,
and (iv) an EWMA model per client. The graphs indicate that shared
CLAAP is more efficient in terms of resource usage than individual
CLAAP. However, it cannot adapt to the data of each client, whereas
our individual CLAAP demonstrates greater accuracy, as shown in pre-
vious experiments, with only a minor increase in resource consumption.
The complex operations performed by LSTM require significant CPU
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resources and more RAM compared to CLAAP. It is important to note
that our concept drift adaptation module can also be applied to LSTM,
but this may further increase the already high resource utilization. In
addition, we can observe that EWMA demands less CPU usage, but
it requires more RAM to maintain and update the weights associated
with historical values continuously. These results, along with the ac-
curacy comparison of Fig. 2, motivate our design choice to leverage a
lightweight yet trainable neural network that learns from real traffic
data.

6. Game evaluation scenario

Building on the results presented in the previous Sections, we inves-
tigate the application of CLAAP in a real-world cloud gaming scenario.
In particular, we integrate CLAAP into the multiplayer car racing game
described in [20]. This game is based on a server-authoritative archi-
tecture, where the server holds the certified version of the game state
(GS), ensuring consistency and synchronization between all connected
clients. Each client controls a car (Fig. 8, left) that competes against
other players on a track consisting of elementary tiles (Fig. 8, right).

At each time frame ¢, all clients send to the server their client data
(CD), which contain the 3D position, speed, and orientation of the
vehicle they are controlling. The server then processes these data to
update the GS and sends it back to the clients. This guarantees that
the server has complete control over the game’s progress, maintains a
consistent state that is shared with all clients, and also ensures fairness
by potentially preventing cheating. However, this architecture also
makes the system very sensitive to network conditions, as any delay
in client-server communication can lead to a desynchronization of the
GS or a degradation of the player experience. To solve this issue, the
server architecture described in [20] includes a GS prediction module
(SPG), i.e., a dedicated software module that uses a neural network to
predict the GS on the server side compensating for missing or delayed
client data due to packet loss or latency.

In short, SPG operates as an external software module that interacts
directly with the server’s game logic (Fig. 9). Each time the game logic
is updated (at time ¢), the server processes the data received from all
connected clients (CD,_;), to calculate the next game state, G.S,. At
the same time, the current GS,_; is sent to the SPG module, which
predicts the next GS, denoted as GStp , based on the CD received in the
previous frames and sends it back to the server. The predicted GS is
then sent back to the server, which integrates the calculated (GS,) and
predicted (GS') data according to the timely received and missing CDs.
This updated GS is then sent to all clients to ensure a seamless gaming
experience for all clients.

While SPG is effective in mitigating network issues, it also has
limitations, especially in terms of efficiency and scalability [20]. SPG
operates continuously and makes predictions for all clients regardless
of their network conditions, which leads to unnecessary computational
overhead for clients with stable connections. In addition, as the number
of clients increases, so does SPG’s workload, which can cause it to
exceed the strict time constraints of real-time gaming applications, such
as the 16 ms refresh cycle required for fast-paced games.

CLAAP can help address these issues by acting as a proactive latency
predictor and working with SPG to optimize operations. By contin-
uously monitoring network conditions, CLAAP can predict potential
latency issues for each client in real time. This allows SPG to take
targeted action for only those clients that are likely to experience net-
work issues, significantly reducing its computational load. In this way,
CLAAP increases SPG’s efficiency and scalability. By filtering out unnec-
essary computation and focusing SPG resources on critical cases, CLAAP
can help ensure that the system remains responsive and synchronized
even when the number of connected clients increases, ensuring a
smooth gaming experience under variable network conditions.

As for the overall architecture, both SPG and CLAAP are designed
as external modules that interact with the server (Fig. 9). CLAAP
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Fig. 8. Left: A screenshot of the multiplayer car racing game interface, showing three Al-controlled vehicles and their status panels (laps, velocity, rank, and time). Right: The

racetrack, built by assembling modular corner and straight tiles to form different layouts.
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Fig. 9. SPG and CLAAP integration architecture.

communicates with both the server and SPG. At each time step 7,
the server sends a list of client latency values (CL) to CLAAP. These
values, which are computed as the round-trip time (RTT) of dedicated
latency messages (LM) exchanged between the server and each client,
are processed by CLAAP to predict future latency values (CL?). CLAAP
uses these predictions to inform SPG about potential latency issues
with specific clients, e.g., when a client’s latency exceeds a predefined
threshold, such as the 50 ms commonly used as a tolerance for fast-
paced games. In this way, SPG can use its computing resources to
calculate predictions for these clients only.

In terms of technical details, the server and the SPG module have
been implemented using the Unity engine. Networking in the server is
managed via the Mirror library, a robust and high-performance solution
for real-time communication in multiplayer games. SPG utilizes Unity’s
Barracuda package for neural network inference, enabling efficient
predictions on both the GPU and CPU and ensuring compatibility with
Unity’s runtime environment.

CLAAP was implemented as an independent Python process that
runs concurrently with the game server. Communication between CLAAP
and the server and between CLAAP and SPG is done via ZeroMQ, a
lightweight messaging protocol chosen for its low latency. This sepa-
ration of processes makes it possible to free the server from additional
processing loads that could otherwise affect its real-time performance.
In addition, CLAAP’s independence facilitates scalability, as it can be
deployed on separate machines or distributed systems to adapt to larger
player bases without impacting the server’s performance.

6.1. Settings

We conducted a series of experiments on the multiplayer racing
game to investigate how CLAAP enhances performance relative to other
approaches and to confirm specific hypotheses about scalability under
different network conditions. We tested three configurations:

» SPG: The server continuously runs SPG for every client on each
update cycle without any latency prediction. Our hypothesis is

that this configuration does not scale well as the number of clients
grows because SPG runs for all clients, irrespective of their actual
network status.

SPG-CLAAP: CLAAP forecasts each client’s latency, and SPG only
executes if a client’s latency is predicted to exceed a threshold. We
hypothesize that this selective activation lowers computational
overhead compared to SPG, leading to better scalability.
SPG-LSTM: Similar to SPG-CLAAP, but with an LSTM model
for latency prediction. We hypothesize that although LSTM can
match CLAAP’s accuracy, it may come with higher computa-
tional overhead, potentially impacting performance under heavier
loads.

SPG-EWMA: In this configuration, an EWMA-based predictor re-
places CLAAP. We expect a simpler predictor to achieve perfor-
mance comparable to CLAAP from a system overhead perspective,
although its forecasts are likely to be less accurate.

We ran four-minute test sessions with 1,5, 10,20, or 80 concurrent
clients, each controlled by an Al driving a car on the same track.
To introduce realistic network latency for these configurations, we
injected measured time series delay traces at the client side (appli-
cation layer). These traces, extracted from an online database, reflect
authentic network fluctuations (i.e., bursts, spikes, stable intervals). We
defined three severity levels (low, medium, and high) based on whether
5%,20%, or 50% of the clients, respectively, were randomly assigned
these delay traces at the beginning of each session. In contrast, in the
SPG-only configuration, SPG runs continuously for all clients regardless
of actual delay. Consequently, injecting latencies there would not affect
performance metrics, so we did not apply latency injection in that
scenario. Fig. 10 summarizes the distribution of clients facing latency
spikes in the different configurations of the experiments (i.e., client
number and severity levels).

All experiments were conducted on a high-performance workstation
(Intel i7-14700KF CPU at 3.40 GHz, 64 GB of RAM, NVIDIA GeForce
RTX 4080 SUPER GPU), with the clients distributed across six separate
machines on an isolated local network. During each run, we collected
frame rate (FPS), SPG prediction times, CPU usage, and RAM usage
to compare system behavior under the different latency severities and
client loads, thereby testing our hypotheses about each configuration’s
scalability. We further compared the prediction accuracy of the differ-
ent latency predictors by measuring a Misdetections metric, counting
false positives and false negatives. The error bars plotted in the graph
represent the 95% confidence intervals.

6.2. Results

To show how prediction errors impact the SPG module, we measure
false positive and false negative occurrences for each latency predictor
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In-game performance metrics for the four experimental configurations: FPS (top) and SPG prediction times (bottom). The left subplot (SPG) has no severity levels because

SPG runs continuously, whereas the remaining subplots (CLAAP, LSTM, EWMA) each include baseline (no SPG) and three severity levels (low, medium, high).

Table 3
Sum of Miss and Overflow events. A more accurate predictor translates in fewer
misdetections. Online-CLAAP is the most effective method.

# Clients Misdetections (%)

Online-CLAAP Offline-CLAAP LSTM EWMA
1 11.7 11.7 13.3 18.3
10 9.2 10.8 12.4 12.0
20 10.5 10.6 11.2 11.5
50 10.3 10.6 11.1 11.6
80 11.0 11.1 11.5 12.1

and report the average results in Table 3. As congestion is detected
when client latency is predicted to exceed an acceptable threshold, false
negatives occur when a predictor fails to recognize that the threshold
has been exceeded, resulting in lost opportunities for compensation
(“miss event”). Conversely, false positives happen when we incorrectly
predict that the threshold has been exceeded, leading to unnecessary
activation of the SPG and wasted resources (“Overflow event”). These
experiments demonstrate that a more accurate predictor like Online-
CLAAP leads to fewer misdetections, thus the game can more properly
react to latency spikes without unnecessary operations.

We now focus on in-game performance metrics and report results
in Fig. 11. We compare each configuration against a baseline condition
to better isolate the overhead of the tested approaches. In particular,
for SPG, the baseline is simply the multiplayer game without the

SPG compensation (i.e., game state predictions). For SPG-CLAAP, SPG-
LSTM, and SPG-EWMA, the baseline represents the version of the
multiplayer game equipped with the respective latency predictor but
whose functions are never invoked by SPG. Since there are no on-
demand computations in these baselines, the network latency has no
impact on the measured performance.

From the figure, we can observe significant performance issues in
the SPG configuration as the number of clients increases (Fig. 11, (a)-
top). The system only maintained a playable FPS of approximately
60 when predicting the GS for a single client. However, with as few
as 5 clients, FPS dropped below 20, making the game unplayable.
As the number of clients increased to 10 and 20, FPS dropped even
further. This deterioration in performance is directly related to the
exponential increase in SPG prediction times (Fig. 11, (a)-bottom).
While the average prediction times were manageable under the 1 client
condition, they became unsustainable with additional clients, reaching
almost 1 second. Such long prediction times overwhelmed the server’s
game loop, which was busy with lengthy calculations, resulting in
a dramatic FPS drop. In addition, this blocking effect affected the
server’s ability to process network messages in real time, causing clients
to lose connections. As a result, the system became unstable, and
running experiments with 50 or 80 clients was not feasible under these
conditions.

In contrast, the SPG-CLAAP configuration shows exceptional stabil-
ity and scalability for in-game performance metrics. Regardless of the
number of clients or the severity of network issues (low, medium or
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Fig. 12. In-game performance metrics for the four experimental configurations: CPU (top) and RAM (bottom). The left subplot (SPG) has no severity levels because SPG runs
continuously, whereas the remaining subplots (CLAAP, LSTM, EWMA) each include baseline (no SPG) and three severity levels (low, medium, high).

high), the system consistently maintained a stable FPS of approximately
60 (Fig. 11, (b)-top). This is due to CLAAP’s ability to selectively
activate SPG only for clients experiencing latency, keeping average
prediction times low (Fig. 11, (b)-bottom). As a result, the server’s
game loop did not stall, allowing for smooth and responsive gameplay
even with 80 clients. On the other hand, SPG-LSTM configuration
maintained near 60 FPS under moderate loads, but in high severity
with 80 clients, the additional computational cost of running the LSTM
blocked the server loop to the point of causing disconnections, similar
to SPG configuration failing beyond 20 clients (Fig. 11, (c)-top). The
SPG-EWMA version, by contrast, is similar to SPG-CLAAP and adds neg-
ligible overhead due to the simplicity of the EWMA predictor (Fig. 11,
(d)-top). Its in-game performance usage remains comparable to CLAAP
even at 80 clients under high severity, albeit with more misdetections
that could undermine user experience if latency spikes are missed more
often.

A similar trend can be observed in the system performance metrics:
CPU and RAM usage. In the SPG configuration, CPU usage sharply
increased as the number of clients grew, reflecting the intensive compu-
tation required to predict each client’s GS (Fig. 12, (a)-top). With more
than five clients, the variability in CPU usage also became pronounced,
indicating instability in the server’s ability to manage the workload.
RAM usage increased steadily but remained within acceptable limits
until the system crashed at higher client counts.

However, in the SPG-CLAAP configuration, CPU and RAM usage
grows in a controlled and predictable manner, even with high client
loads and varying network conditions (Fig. 12, (b)). CLAAP’s proac-
tive approach to latency prediction reduced unnecessary computations,
ensuring that SPG was only activated when needed. This stabilized
resource usage and minimized variability, as evidenced by the smaller
error bars across all measurements. The combination of efficient pre-
diction management and resource optimization enabled the system to
process up to 80 clients without compromising performance or stability,
highlighting the robustness of the CLAAP-integrated approach. SPG-
EWMA similarly remains low in overhead, confirming that both CLAAP
and EWMA leverage selective activation effectively (Fig. 12, (d)). SPG-
LSTM scales well up to moderate conditions but falters at the highest
loads, underscoring how its inference cost can undermine scalability
(Fig. 12, (c)).

Overall, these results confirm the ability of CLAAP to improve the
efficiency and scalability of real-time multiplayer systems, especially
in scenarios with high client numbers and variable network conditions.
While a simpler predictor (EWMA) achieves similar overhead, its lower
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accuracy may increase false negatives and compromise the user’s ex-
perience. Meanwhile, a more complex predictor (LSTM) offers good
accuracy yet risks severe overhead under extreme conditions. CLAAP
strikes a balance, providing strong predictive performance alongside
scalability and minimal system impact.

7. Conclusions

This study introduced CLAAP, a novel solution for cloud gaming
applications that aims to manage high latency events by predicting
future occurrences in real-time latency. By leveraging a Radial Basis
Function Neural Network, CLAAP provides accurate latency predic-
tion by capturing non-linear patterns and processing data efficiently
in a stream fashion. Additionally, the integration of Bayesian Online
Changepoint Detection enables CLAAP to adapt to changes in data
distribution by detecting concept drift and re-training the model on the
fly, ensuring sustained predictive accuracy in dynamic network con-
ditions. We then integrated this mechanism into a multiplayer racing
game with a server-authoritative architecture that includes a game state
prediction module (SPG) designed to compensate for delayed client
data. When the latency is predicted to be excessive, the solution triggers
the prediction of the game state for the specific user.

Trace-driven experiments were conducted to evaluate CLAAP’s ef-
fectiveness, comparing its performance against state-of-the-art latency
prediction methods. These tests assessed prediction accuracy, infer-
ence time, and error rates across various simulated network condi-
tions. CLAAP demonstrated superior accuracy and efficiency, excelling
in forecasting latency. Notably, integrating concept drift correction
enabled CLAAP to adapt dynamically to changes in data distribu-
tion, achieving an average error reduction of 21% compared to non-
adaptive approaches, with minimal computational overhead. Moreover,
CLAAP enhances the SPG by enabling selective activation, limiting
predictions to only clients experiencing latency issues. This optimiza-
tion reduced computational overhead and ensured stable in-game per-
formance, maintaining consistent frame rates even under high client
loads.

These findings demonstrate the potential of CLAAP to address crit-
ical latency challenges in cloud gaming, offering precision and adapt-
ability. Future work will focus on testing the application with varying
game genres and QoE metrics to further assess the validity of our
approach and to assess how prediction errors (e.g., missing a real
spike) impact playability and user-perceived immersion. Beyond cloud
gaming, CLAAP’s framework can be extended to other latency-sensitive
applications such as video streaming, virtual reality, and industrial IoT
systems, where latency forecasts could further optimize performance.
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