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Abstract—Nowadays, Al applications are becoming extremely
popular in our everyday life as well as for the industry. Recent
incidents involving hyperscalers have revealed that even cloud-
based datacenter hardware can experience failures leading to
Silent Data Corruptions (SDCs), also called Silent Data Errors
(SDEs). This Special Session delves into the implications of such
failures on AI workloads, both during training and inference, and
explores methodologies for efficiently detecting SDCs or SDEs
through dedicated monitoring phases.

Index Terms—artificial intelligence, silent data corruption,
cloud, defects, training, inference

I. INTRODUCTION
by Annachiara Ruospo, Arani Sinha

In the last decades, Artificial Intelligence (AI) has defi-
nitely revolutionized our daily life, transforming the way we
think and design next-generation hardware technologies. This
groundbreaking field introduces numerous benefits but, at the
same time, it poses new challenges and risks, mainly due to
peculiar characteristics of Al models added to characteristics
of advanced semiconductor technology. Al models are never
100% accurate, even under ideal conditions (fault-free sce-
narios): they provide a prediction score that indicates their
confidence in performing a specific task, such as classifying
an object or segmenting an image. Additionally, current de-
vices are manufactured with the most advanced semiconduc-
tor technologies (to achieve performance and reduce power
consumption). However, new technologies are more critical in
terms of reliability [1]. Newer fabrication technologies present
higher failure rates and mainly suffer from multi-bit flips that
cannot be detected and corrected by today’s error correction
codes mechanisms. Moreover, new technologies introduce new
defects, a faster aging, and they are more susceptible to
external noise (e.g., radiations).

According to recent works in the literature [2]-[4], all these
reliability issues may manifest themselves as “silent” errors at
the application level; errors that are not captured by error re-
porting mechanisms within a CPU and hence are not traceable
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at the hardware level. As an example, an impacted CPU might
miscalculate or lose data, and there may be no indication of
these errors. These silent errors, formally defined as Silent
Data Corruptions (SDC) or Silent Data Errors (SDE) are
hard to detect as they are not detectable through conventional
Design-for-Testability (DfT) methods including scan-based
and array BIST tests [4]. They are ascribed to causes such as
manufacturing defects, process marginalities, alpha particles,
cosmic rays. It has been experimentally demonstrated that
hardware failures such as SDEs can seriously affect the correct
behavior of Al hardware devices, resulting in wrong inferences
and computations, never-ending neural networks’ trainings [5],
and months of debug engineering time [2].

Achieving a near-zero failure rate has always been deemed
essential for safety-critical systems. However, significant re-
liability issues are now also observed in large data servers
and High Performance Computing (HPC) systems that process
vast amounts of data daily. The frequent occurrence of silent
errors may corrupt many computations, resulting for example,
in substantial data loss. Therefore, it is crucial to devise even
more sophisticated and innovative fault-detection techniques
to promptly identify hardware defects that have eluded man-
ufacturing tests and could potentially become SDCs or SDEs.
However, given the complexity of state-of-the-art AI models
(with parameters in trillion range) running on billion-transistor
hardware devices, it is highly unfeasible to detect and even
to excite the entire fault universe. Next-generation hardware
devices should be equipped with novel detection mechanisms
primarily focused on identifying faults that may lead to
functional failures (e.g., neural networks’ wrong predictions).
In this light, this research work suggests the use of new
fault grading methods that identifies faults that can cause
silent data corruption. The research work also proposes an
architectural fault-tolerant mechanisms oriented to early detect
application failures stemming from hardware defects that have
escaped known testing phases and silently propagate through
the system stack. To this end, cost-effective monitors may be
incorporated into Al hardware accelerators. These monitors
continuously monitor the training and inference phases of Al



models, tracking key parameters that may indicate potential
application failures. They also alert the software layer to any
deviations in application functionality.

The goal of this article is to discuss the origin of
SDCs/SDEs (Section II), their impact on the training (Section
IIT) and their impact on the inference and how it could be
possible to reduce the failure rate by introducing monitoring
phases for fault detection (Section IV).

II. SDC/SDE IN HARDWARE: DEFINITION AND POSSIBLE
ORIGINS
by Francesco Angione, Paolo Bernardi, Arani Sinha

With the advent of Al-based systems, digital systems are
increasingly present in everyday life, from IoT applications to
data center fleets operated by Cloud Service Providers (CSPs)
like Google and Meta [2], [6], [7]. CSPs rely heavily on their
semiconductor suppliers’ testing strategies to ensure system
reliability, serviceability, and availability (RAS) [8], [9].

The growing demand for computational power has led to
increasingly complex devices with exponentially high density,
pushing testing capabilities to their limits [10]. These chal-
lenges are bounded by design complexity, transistor density,
test pattern generation time, ATE memory limitations, and DfT
constraints [11].

Despite manufacturers employing both structural and func-
tional testing approaches, even achieving 99.00% fault cov-
erage still results in significant test escapes - approximately
200k for a 20M gates device and 10M for a 1B gates device.
To address this, manufacturers introduced System-Level Test
(SLT) as an additional phase to reduce defective parts per
million/billion (DPPM/DPPB) [12].

In always-on data centers, test escapes can manifest as:

I) Benign faults: Faults never exercised by the workload

or do not cause deviation in behavior.
II) Correctable faults: Detected and corrected by mecha-
nisms like ECC.

III) Detected but uncorrectable faults: Detected but requir-
ing diagnosis for fault isolation.

IV) Silent data errors (SDEs/SDCs): Undetected errors
causing significant revenue loss.

The risk of SDCs increases with aging and depends on
implemented RAS mechanisms [13]. This contribution focuses
on analyzing time zero undetected faults that could manifest
as SDCs, aiming to enable early identification for improved
architectural resilience and system reliability.

A. Related Works

SDCs, also known as SDEs, exist in both permanent and
transient forms. These errors have garnered significant atten-
tion in recent years, particularly in data center environments.

Permanent SDCs primarily manifest as manufacturing test
escapes at Time-0, while transient SDCs can arise from aging
defects. Recent studies have established a strong correlation
between SDCs and small delay faults, which are partic-
ularly challenging to detect using traditional scan-oriented
approaches but can be more effectively identified through

functional testing [14], [15]. The detection of SDCs presents
unique challenges in testing environments. These errors mani-
fest under specific combinations of voltage, frequency, tem-
perature, and workload conditions. Additionally, high test
iterations are necessary for reliable detection, leading to ex-
tended execution times and substantial testing costs. A notable
limitation in current testing methodologies is the absence of
established quality metrics for functional test programs.

In response to these challenges, major industry players have
developed various solutions. Google introduced SiliFuzz, im-
plementing a “fuzzing-by-proxy” approach that utilizes CPU
simulators and disassemblers [16]. Meta deployed a dual
testing strategy comprising Fleetscanner for out-of-production
testing and Ripple for in-production lightweight testing [6].
Alibaba contributed with Farron, a sophisticated SDC miti-
gation solution incorporating prioritized testing and adaptive
temperature control [7].

Major silicon manufacturers have also responded by provid-
ing open-source testing frameworks. Intel developed OpenD-
CDiag [17], AMD created the Open Field Health Check [18],
and NVIDIA introduced the Data Center GPU Manager [19].
A significant advancement in this field is the Harpocrates
framework [20], which employs genetic generation of spe-
cialized test programs and a hardware-in-the-loop approach,
supporting various architectures while achieving significantly
faster test instruction generation. The authors of [21] present
a novel metric and methodology for measuring the vulnera-
bility of different microprocessor components to small delay
faults (SDFs), addressing a critical gap in existing reliability
metrics that primarily focus on particle strike-induced faults.
Through a comprehensive case study on an Ibex RISC-V core,
the research demonstrates that vulnerability to SDFs varies
significantly across different microarchitectural structures, and
traditional protection mechanisms like ECC are less effective
against SDFs compared to particle strikes, highlighting the
need for specialized protection strategies.

Despite these substantial developments in testing method-
ologies and frameworks, a comprehensive understanding of
which specific manufacturing fault escapes can generate SDCs
remains elusive. Current testing strategies predominantly rely
on holistic assumptions and limited manufacturer data, indi-
cating a crucial area for future research and development in
the field of semiconductor testing and reliability.

B. Limitations of Structural Tests

Structural tests, such as those based on the Scan Chain
and Logic/Memory Built-In Self-Test (BIST) architectures, are
effective automated approaches for detecting faulty behaviors
in integrated circuits. These methods leverage DFT techniques
to ensure high fault coverage.

However, Automatic Test Pattern Generation (ATPG) strate-
gies for scan-based testing in complex designs can be compu-
tationally expensive, often requiring multi-model incremental
generations to achieve the high fault coverage necessary for
modern devices [22]. Despite their effectiveness, structural
tests have limitations. A significant challenge is the occurrence



of test escapes, where faults undetected by the structural
pattern set may manifest in devices. These faults can arise
during the operational lifetime of chips, highlighting the
inherent limitations of structural testing approaches [23], [24].
Although ATPG aims for comprehensive fault coverage, the
generated patterns can sometimes configure the circuit in states
that are not representative of its operational mode [25].

Nonetheless, the amount and quality of the ATPG-generated
patterns are limited by:

o Targeted fault coverage and ATPG computing time [12].

+ ATE memory size for pattern storage [4], [26].

o Complex logic circuit design [23], [27].

o ATE test time per chip [28].

o Design for Testability (DfT) architecture and island par-
titions [11], [29]-[31].

« The infeasibility of exhaustively testing all possible paths
for Small Delay faults due to the massive ATPG efforts
required [21].

As a result, the scan-based pattern set is not always ex-
haustive, leaving gaps in fault detection. These limitations
underscore the need for complementary testing strategies, such
as functional testing [23].

The ATPG test generation is guided by fault testability,
which measures how easily a fault can be excited and prop-
agated to primary outputs. The testability metric focuses on
analyzing gate-level netlist characteristics [32]-[35].

Increasing ATPG Efforts
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Fig. 1: ATPG Testability oriented fault detection capabilities
vs. Test pattern generation efforts.

ATPG efforts primarily detect faults in the higher part of
Figure 1. Even if the ATPG algorithm detects low-testability
faults, this results in pattern count explosion and not all test
content can be accommodated in tester.

Structural test patterns use logic circuits in a non-functional
manner. While this approach effectively generates test patterns
for covering most faults, it lacks the ability to test functional
interactions at speed between logic components, leading to
fault escapes during manufacturing, especially for delay-based
fault models (transition delay or small delay faults).

Although gate-level netlist-oriented testability measure-
ments can help ATPG develop effective scan-based test pat-
terns [32], [33], they do not adequately analyze which faults,
especially test escapes, are more likely to become SDCs in the
field. Therefore, examining faults from a different perspective
may help guide the generation of functional test programs
oriented toward detecting SDCs as fault effects.

C. SDC-oriented Fault Grading Methodology

Traditional testability metrics are based on static circuit
analysis, providing for each fault location a value indicating
the likelihood of fault detection (excitation and propagation)
from that location to the primary outputs. The detection of
SDCs has significantly impacted the online testing scenario.
The detection and repeatability of SDC occurrences are incon-
sistent across different functional test iterations, leaving test
engineers without a clear measure of functional test program
effectiveness. This challenge is compounded by the long
execution times of functional test programs aimed at detecting
SDCs. Consequently, the development of such programs often
relies on test engineers’ expertise and holistic assumptions.

This contribution aims to analyze the gate-level netlist of
modern silicon devices and identify permanent faults that
could potentially lead to SDCs. This goal is driven by the lack
of a systematic methodology for functional test programs and
the absence of a guided approach to analytically tackle faults.
Furthermore, given the broad range of deployable functional
test programs, there is no established method for grading these
programs’ fault detection capabilities, particularly for SDCs.
Test engineers typically begin with existing programs that
mimic real-world workloads, but since these workloads range
from simple matrix multiplication to advanced Al computa-
tions, defining test program effectiveness becomes challenging
and time-consuming.

The methodology begins by analyzing the ATPG pattern set
and introducing test-oriented metrics to differentiate between
fault locations with similar circuit-oriented metrics. These
metrics are bound to test patterns, as illustrated in Figure 2.

Test-Oriented

R Testability
metric 2

Circuit oriented

Test-Oriented
metric 1
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Fig. 2: ATPG Testability measurements (circuit-oriented) com-
bined with different test metrics (test pattern-oriented).

The resolution of test-oriented metrics can be enhanced
by providing more fine-grained information, binding the test
pattern (whether functional or structural-based) to the logic
circuit. This approach of grading faults by combining logic
circuit information and test-oriented metrics enables method-
ology use independent of test pattern type and, to some extent,
fault model, as shown in Figure 3. To reduce complexity,
the analysis focuses solely on manufacturing test escapes
to determine their potential to lead to SDCs in the field.



Module Fault # Structural tests # ATPG ATPG Execution Structural + Functional # Test
Name Model Faults Fault coverage [%] | Test Patterns time [h] Fault coverage [%] escapes
Multiplier SAF 4,959 100.00 34 0.313 100 00 0
TDF 4,827 99.42 43 4.056 99.42 28
FPU SAF 71,692 98.59 1,078 2.542 99.40 430
TDF 67,969 94.94 1,430 8.186 96.09 2658

TABLE I: Experimental results for different modules and fault models.

The methodology provides a comparison between different
test patterns in terms of fault characteristics, highlighting
faults that may remain unexercised during structural tests
but could be exercised by functional programs. Importantly,
establishing a threshold for determining SDC-critical faults
is necessary, with this threshold depending on environmental
factors, customer requirements, and other parameters.

D. Preliminary experimental results

The experimental setup represented in Figure 3 is used to
extract circuit-oriented and test-oriented metrics to charac-
terize faults. Testability metrics (SCOAP-oriented [36]) and
ATPG test patterns (scan-based) are generated using the 7est-
Max tool from Synopsys. Functional fault simulations are
executed using the Z0IX tool from Synopsys. The activation
test-oriented metric is toggle activity, which is extracted from
an extended value change dump (eVCD) produced by a logic
simulator and analyzed using a custom tool [37].

Test Patterns

Fault List SDE-oriented

Fault Grading

R
-
] —
est Pattern 1

Fig. 3: Workflow for SDC-oriented fault grading methodology.

As Table I shows, experimental results are conducted on two
crucial arithmetic modules used in Al workloads: a multiplier
and a floating point unit (FPU). SDCs in these modules
could negatively affect the outcome of the Al workloads. The
modules are synthesized with a clock frequency of 500 MHz
and with a technology library of 14 nm.

Table I presents the ATPG coverages, the number of faults,
the number of test patterns, and the ATPG execution time for

different fault models, such as the Stuck-at Fault Model (SAF)
and the Transition Delay Fault Model (TDF). Functional tests,
providing randomly generated inputs to the module under test,
are added to provide additional fault coverage. For simple
modules, such as the multiplier, functional tests do not add
any additional fault coverage.

In the last column of Table I, test escapes of structural plus
functional tests are presented. With the increasing complexity
in terms of the number of faults, the number of test escapes
increases, especially for the TDF model. Although structural
tests can reach very high coverage for complex modules
(FPU), functional tests add an additional fault coverage to
structural tests of 0.81% for SAF and 1.15% for TDF.

Starting from the test escapes of structural and functional
test strategies, Table II presents the fault characteristics of
the undetected faults, trying to spotlight which of them could
potentially lead to SDCs if excited and observed during the
Al workloads.

Table II presents average values among the test escapes (not
detected by strucural tests) of testability measure used to guide
the scan pattern generation, and the percentage of activation
(toggle activity over the entire simulation) produced by these
scan patterns on the test escapes. It compares the structural
test escapes’ fault characteristics with functional test results
by measuring the average percentage activation of addition-
ally detected faults (D), the average percentage activation of
undetected faults (ND), and the tenacity (a measure provided
by Z01X representing fault detection resistance for a given
functional test, where higher values indicate harder-to-detect
faults).

Transition delay fault escapes for the multiplier unit are
highly testable from a structural perspective; however, ATPG
did not invest effort in detecting them, as the activation shows.
An incremental ATPG run could detect these escapes since the
module complexity is low. Regarding the functional test, it
is not able to activate or detect any additional faults since
the activation of these faults is very low and comparable
to that obtained from the structural test patterns. However,
from a functional perspective, the tenacity of the undetected
faults is relatively low, meaning that a specific functional

Module Fault # Test Structural Functional
Name Model | escapes Avg. Testability | Avg. Activation [%] Avg. Activation D [%] | Avg. Activation ND [%] | Avg. Tenacity ND
Multiplier SAF 0 NA NA NA NA NA
TDF 28 229.95 1.42 0.00 1.26 34.46
FPU SAF 430 63.04 491 13.99 7.18 64.45
TDF 2,658 55.41 5.40 43.88 6.74 146.60

TABLE II: Test-pattern oriented test escapes characteristics for different modules.




test combined with the existing one could potentially detect
such faults. By focusing on a more complex module, the
FPU, test escapes are higher. For both SAF and TDF models,
from the structural perspective, test escapes are not easily
testable even with moderate activation. An additional ATPG
incremental run may detect these faults but requires many
additional test patterns. Nonetheless, despite the effort that
ATPG must invest in detecting these faults, functional tests
can detect some of these test escapes, which exhibit more than
double the activation compared to structural tests. Moreover,
some faults remain undetected even during functional testing,
as they activate during the entire simulation but show medium
resistance to detection (tenacity). As a consequence, these
undetected faults are excited (represented by activation) but
not observed.

Therefore, guiding functional test programs to detect SDCs
from test escapes can partially exploit tenacity and activation.
However, this may not be sufficient to determine which faults
have a higher risk of manifesting as SDCs and additional
grading techniques need to be developed.

III. SDC/SDE IMPACT ON AI TRAINING WORKLOAD
by Harish Dattatraya Dixit

Artificial intelligence (AI) training has gained significant
prominence over the last few years. From deep learning
recommendation systems to large-language models (LLMs), a
plethora of use cases have been explored across hyperscalers.
Even in academia, there is an increasing focus on the evolution
and optimization associated with AI models. To train these
models, large-scale clusters are designed and built with ever-
increasing complexity. Ensuring the reliability of these training
models enables lower infrastructure overhead, fewer training
iterations, and faster experimentation. Visible faults in the
entire cluster domain have a noticeable impact on training
effectiveness. Silent Data Corruptions (SDCs) pose even more
significant challenges in Al training infrastructures. In this sec-
tion, we briefly review the aspects of Al training approaches
and the impact SDCs have on training applications at scale.
We also propose mitigation strategies which could be deployed
at various levels of the stack to address challenges related to
SDCs.

A. Al training infrastructure

In large-scale infrastructure, different models are trained
with different use cases. The model architecture and scale
across recommendation systems, language translations, large-
language models varies. As a result, the methodologies associ-
ated with ensuring reliability, and the implications of failures
in such systems varies. Broadly, the training mechanisms are
classified into asynchronous training systems and synchronous
training systems. In asynchronous training, all the training
nodes are not expected to synchronize frequently and objective
guarantees are expected to be met at each node, before
aggregation. In synchronous training, training nodes operate
in tandem and are expected to synchronize and communicate

frequently, and achieve training convergence together. Asyn-
chronous training optimizations and efficacy at scale are an
active area of experimentation and research. In this paper, we
specifically focus on reliability implications in synchronous
training workloads.

B. Faults in Al training workloads

In synchronous training, a failure affecting one of the nodes
results in the cascaded impact of a training halt for all the
nodes in the training cluster. In past papers, a variety of failures
have been associated with accelerators in the training clusters.
Failures manifest in the computational paths of the Al training
nodes, as well as in the communication and synchronization
paths.

C. Visible Faults

Visible or loud failures are typically associated with mul-
tiple sub-domains, the accelerator, the host and the interfaces
and communication infrastructure connecting the devices at
node level and the cluster level. Failures arise due to bursty
correctable and uncorrectable memory errors in local mem-
ories, caches, HBMs of the accelerators, or uncorrectable
errors in the computational elements, interface and protocol
level faults, switch and network related faults. In addition,
typical faults associated with the nodes like system memory,
system compute and storage faults also have an impact on
the training reliability. Furthermore, there are faults in the
hardware-software co-design space as well, which provide
ambiguous hints to the root-cause of the problem. Any of
these faults, on any single node or accelerator directly affect
the forward progress of a training workload. Hence, when
evaluating the reliability of AI workloads, a cluster level
evaluation is crucial for sizing the impact of faults on the
overall training efficacy. While these faults are loud, a more
insidious variant of faults in training workloads are silent data
corruptions.

D. SDCs in training workloads

Silent Data Corruptions (SDCs) in training workloads have
drastic implications to training efficacy. SDCs fundamentally
result in incorrect computations which are consumed by a
training iteration. This incorrect consumption of the corrupted
iteration in forward and backward passes in any particular
pass, in any accelerator, in any node, creates a divergence in
the training path the iteration, as well as the workload, would
have taken instead.

It has been asserted that Al training workloads are self-
resilient amidst silent data corruptions. However, this assertion
holds true in a fairly small subset of the possible SDC
manifestations. For example, self-resilience is insufficient in
most of the realistic training use-cases and SDC properties.
SDCs tend to be persistent throughout many iterations, and
Al training workloads pursue quantization of data values
representing a higher amount of information per bit; both of
which exacerbate the implication of an SDC in a training
iteration, and continuously increasing the divergence rates of



training workloads. We present the two common cases of
training divergence due to SDCs.

1) NaN Propagation: In the first scenario, we explore
NaN propagation. During the computational passes in training
iterations, majority of the computations are conducted with
fixed point or floating point numerics. These numeric rep-
resentations are typically range bound on the min and max
value representations based on bit-widths. Not-a-Number or
NaN are representation of numbers which do not have a valid
representation in the specified numeric scheme. As and when
an SDC occurs during a computation, the computational error
pushes a representable value into a representation that is now
incorrect, there by generating a NaN. Furthermore, once a
NaN is generated in any part of the training iteration, further
computations involving this NaN also result in further NaNs
thereby propagating the NaNs first to the training iteration in
flight, then to the accelerator domain, then subsequently to the
host domain consisting of many accelerators, and eventually
to the cluster domain, which consists of thousands of nodes
and many thousands of accelerators. During this process, since
the source of NaNs is due to a few specific computations on
a single accelerator, which may or may not be individually
traceable amidst cluster scale, the cluster has a NaN contagion
but the source of the contagion is not traceable. Thus, with
SDCs in Al training, the NaN propagations eventually lead to
a cluster halt and debug until the offending accelerator and
offending nodes are correctly identified and quarantined out
of the cluster.

2) Corrupted Gradient Variance: A second and more com-
plex scenario is that of corrupted gradient variance. Gradient
variance refers to a gradient explosion or gradient implosion
or a local minima because of silent data corruptions. Within
the floating and fixed point ranges, a corruption can manifest
within the numeric representation bounds. This SDC, while
representable, is consumed by the training iteration, and
eventually the entire cluster as the correct outcome of the
training step. However, in synchronous training, a corrupting
device with a persistent SDC will continue to corrupt the
iteration and have a cascaded impact on the training values
across all accelerators within the cluster. The synchronization
results in the exchange of corrupted values as true values
throughout the cluster. As a result, the training will continue
to execute but is not guaranteed to make any forward progress
as intended by the current state of the hyperparameters. In
simple terms, this results in an illusion of forward progress
and experimentation, until the result of the SDCs aggregate
and result in major divergences to gradients. Depending on
the scale, scope, layer and consumption of the corruption,
the gradient descent algorithm is stuck at a local minima or
the gradients are exploding or imploding beyond the expected
ranges. The observability of these SDCs is also dependent on
time and computational intensity, and based on the range of the
corruptions from true-value, an identification of the existence
of a corruption can take weeks if not months. Similar to the
previous case, the source of the corruption is not traceable, and
is an order of magnitude harder since trapping on NaNs will

be insufficient to detect a corruption. So a true SDC, can result
in many hours or weeks of cluster computational resource and
training iterations rendered unproductive, and the existence of
the corruptions without any detection makes the root-cause
and subsequent training iterations risky until the offender is
quarantined.

E. Impact of SDCs

Presence of SDCs in training clusters results in a cluster
level debugging scenario across thousands of components in
the entire cluster. While visible faults halt the cluster and
require attention to the source of the fault, SDCs result
in an illusion of forward progress while hiding the source
of the fault. In case of NaN propagation, until the NaN
generating node is identified, a training restart from a previous
checkpoint without the elimination of the offending accelerator
leads to subsequent training runs generating NaNs eventually.
Similarly, in case of corrupted gradient variance, the illusion
of training progress is persisted longer until the eventual
aggregation of the variances repeatedly manifest in subsequent
training iterations rendering all the restarts from past known-
good checkpoints ineffective. As a result, SDCs can result in
significant computational inefficiency at cluster scale having a
larger temporal impact than all of the visible faults.

F. Proposed Mitigation Strategies

In this section, we provide an overview of mitigation
strategies to deal with SDCs in Al training workloads. We
classify them into infrastructure strategies and stack strategies.
Infrastructure strategies are applicable in operational triage at
the cluster level, while stack strategies require coordination
with the workload.

1) Infrastructure Strategies:

¢ Reductive Triage: In cases of NaN propagation, a
naive approach is to conduct a binary search with mini-
training iterations across continuously reducing cluster
sizes. Since the corruption is due to a NaN propagation,
the intent with this approach is to arrive at a small enough
cluster which replicates a NaN propagation. Upon this
replication, the smaller cluster or the offending node,
is quarantined for further deeper investigation, while a
reconstituted cluster with new nodes is executing train-
ing from a previously saved checkpoint. However, this
approach assumes a strong reproducibility of the SDCs.
Since SDCs are data-dependent, electrical and temper-
ature variation dependent. Even for corrupted gradient
variance scenarios, a similar divide-and-triage approach
can work, however, the gradient variances and the in-
tentions fundamentally vary with the training input data,
as well as the size of the cluster in spite of consistent
hyperparameter configurations across all nodes.

« Fleetscanner and Ripple: Periodic testing between train-
ing restarts and consistently executing a pre-training
check on all the nodes with tests enables an al-
ternative screening approach to detecting SDCs. Fre-
quent testing can mitigate SDCs since the mechanisms



for in-production (co-located with training) and out-of-
production (between checkpoints) provides near real-
time coverage. However, this approach is limited by the
coverage of the tests.

Deterministic Training: A known good model can be
executed for a few training iterations to validate the
absence of NaNs and divergence of gradients. This ap-
proach can be used to verify computational failures which
are not dependent, since this approach is fundamentally
providing a guarantee for a single set of values and
training inputs.

Hyper Checkpointing: An alternative method is to
checkpoint at increasingly high frequency to allow for
accelerated triage of the offending corrupting node, and
also allow for lower throughput reduction for the training.
In case of NaN propagation, this method can help in
containing the NaN to an accelerator or a host, thereby
significantly accelerating the triage and quarantine pro-
cess.

2) Stack Strategies:

o Gradient Clipping: A conclusive way to mitigate the

NaN propagation scenario for SDCs is to algorithmically
enforce gradient clipping as part of the training workload
expectations, and bound the training within a certain
value range, and any computation that exceeds the range
is clipped and an example computation generating a NaN
could also be detected at the clipping step with a NaN
detection to set to a max-value of a min-value based on
the operand sign. However, this potentially works for a
subset of NaNs based on representation format, and can
sometimes introduce partial error.

Algorithmic Fault Tolerance: A more robust approach is
enabling training algorithms with in-built fault tolerance
for a range of data corruptions. This would not only
reduce the operational burden of detection and triage, but
also allow for larger computational efficiency throughout
the training workload due to lower overheads. Previously,
this approach has been shown to be successful in training
on CPUs with minimal overheads. This approach requires
understanding the most commonly observed defect modes
with engineering investments across the stack and modi-
fied guaranatees to the training workloads, at an overhead
to the overall training footprint.

Tri-Variate Computational Training Architecture: A
key live-approach to mitigate SDCs is with shadow nodes
in synchronous training architectures where training steps
are repeated across a different set of nodes at random
iteration counts. This ensures that the training progress
is as intended after a verification step, and helps in cases
associated with NaN propagation as well as Corrupted
Gradient Variance. Since in both cases, if the shadow
nodes, and the live nodes produce different results, the
training is immediately halted and only the shadow and
live nodes conducting specific training steps are investi-
gated, while the rest of the training continues with new

node additions. A tri-variate computational flow performs
this operation with multiple shadow node pools and a
randomly chosen training node pool of the same size, and
specified number of training steps with the same check-
point origin. This approach provides a robust training
infrastructure forward-progress methodology but requires
significant algorithmic changes to the cluster trainer and
larger data movement and infrastructure overheads.

All the above methodologies for mitigation provide vary-
ing levels of resilience with different operating points and
similarly different engineering and infrastructure overheads.
Based on the scale and the intensity of the training workloads,
employing a combination of above strategies can help mitigate
the adverse effects of SDCs at scale in Al training.

IV. SDC/SDE IMPACT ON Al INFERENCE WORKLOAD
by Alberto Bosio, Salvatore Pappalardo, Annachiara Ruospo,
Ernesto Sanchez, Vittorio Turco

Based on the literature, the recipe to design safe and reliable
Al systems includes redundancy as a main ingredient. As an
example, a recently introduced international standard, that is,
ISO / IEC TR 5469: 2024 Artificial intelligence - Functional
safety and Al systems’ [38], proposes an architectural pattern
for systems that use components of Al technology that lever-
age software redundancy, hardware diversity, combined with
a voter mechanism and additional supervisory components
and limiting logic units. Redundancy methods are effective in
ensuring ultra-low failure rates in hardware units and can help
to mitigate SDEs, but they come with area, performance, and
power costs. A recent intuition is that it is possible to observe
and monitor key parameters in Al systems that can assist the
detection of hardware failures, defined as a fault producing
an application failure. Paying in terms of time overhead, the
authors in [39] propose to rerun suspicious CNN inferences
that are potentially corrupted by transient faults, obtaining an
Inference Level Parallelism (ILP) based on the confidence of
the result. However, completely relying on the output confi-
dence of an inference may be dangerous: they may be highly
confident also on wrong predictions. Therefore, while main-
taining the concept of utilizing key measures to develop an
effective fault-detection mechanism without relying on neural
networks’ output confidences, our previous works have inves-
tigated the fault-detection capability of mathematical metrics
typically used for tensors (e.g., [40]). Among the investigated
metrics, three were exploited to validate the approach, i.e.,
single-tensor metrics computing the maximum, the mean, and
the sum of all the elements in the tensors (multidimensional
arrays corresponding to the output of intermediate layers of
artificial neural networks), named Tensor-Max, Tensor-Mean,
and Tensor-Sum, respectively. Experimental results computed
on two CNNs (ResNet20 and MobileNetV2 on CIFARI10)
show that these metrics are able to effectively (i) identify
the occurrence of hardware failures on synaptic weights and,
moreover, (ii) reveal in advance valuable insights about the
final impact a fault might have on the final prediction. They
exhibit good properties at differentiating noncritical (i.e., faults



not changing the DNN prediction) from critical faults (also
known as SDEs), thus predicting their impact, without waiting
for the final output of the inference. The early detection of
hardware-induced application failures can save computational
time, energy, and power consumption in very deep and large
DNNs. Clearly, the deeper the DNN under assessment, the
higher the benefit of the approach in terms of costs and energy-
power savings. Overall, experimental results indicate that very
simple metrics can stop about 96% of SDEs (True Positive
Rate - TPR) with a very low False Positive Rate FPR (i.e., an
unnecessary early detection mechanism always activated lower
than 0.43%).

A. Proposed Fault Detection Methodology

This research work proposes an early stopping technique to
in-field detect random-hardware faults that propagate as silent
data corruption changing the CNN prediction. The approach
relies on the computation of tensor-related metrics, applied
to the activations (also known as Output Feature Maps -
OFMAPS) following convolutional layers. The metrics can
act as decision thresholds and trigger a (i) CNN re-execution
and (in case of a permanent corruption) the activation of a
(ii) safety mechanism. In line with the single tensor metrics
proposed in [40], the investigated metrics are the following:

o tensorMax: consists in identifying the maximum value

of the activations;

o tensorMean: it is the arithmetic average of the values of

the activations;

o tensorSum: computes the sum of all the values of the

activations.

The methodology has been validated on two different CNNs
running on SAFFIRA, a Systolic Array (SA) fault injector
simulator [41]. More in details, if the SA is affected by a
fault, through the proposed detection metrics such fault can
be detected. A positive detection triggers the re-execution of
the computation, the metric is computed again, and another
detection is performed. Depending on this procedure, this
whole test may return a pass (meaning that the fault had a
transient effect and has disappeared) or a critical warning (the
fault is still there). Hence, the SA system enters a halt state
(the end-user of the application can decide the safety strategy
to adopt). The advantage of computing the metrics without
concluding the entire faulty inference (to check the output
vector) is obtained in terms of saved FLOPs and saved energy-
power consumption. In this preliminary work, the metrics have
been computed to the output of the first layer, before the
activation function.

The process is carried out in two stages. First, a SA simu-
lation manages the computation of the first CNN layer. Then,
the metrics are calculated, and the inference is completed
using PyTorch, starting from the second layer and continuing
until the CNN outputs are generated. At the same time,
architectural-level fault injection (FI) techniques are used to
evaluate the effects of faults and validate the method’s accu-
racy and effectiveness. It is important to highlight that metrics
computation must occur before the inference is completed to

enable online early stopping and fault classification. These
metrics can be computed either by modifying the systolic array
hardware to calculate them during convolution or by relying
on software routines executed by the host processor. This
work focuses on the software-based approach, as hardware
modifications to the systolic array would require a redesign,
which is planned as part of future research efforts.

B. Preliminary experimental results

The proposed technique has been experimentally validated
on two CNNs: a ResNet-20 and a MobileNetV?2, trained for
image classification on CIFARI10, and achieving 91.48% and
91.73% classification accuracy, respectively. Experiments have
been executed exploiting SAFFIRA [41]. The designed SA can
accommodate the first layer of both CNNs, as it is composed
of 32 x 32 = 1024 PE. A single matrix multiplication takes
n + 32 4 32 clock cycles to complete, where n is the length
of a row of the input matrix. In order to run the experiment
efficiently, we used the same strategy of the one described in
[41]. This allowed the inference to be executed in ~1 minute
per 100 input images per injected fault.

Transient faults have been randomly injected on the weight
register of a random PE of the considered systolic array.
Specifically, each fault affects a single bit of the targeted
register storing the CNN weight. A statistical subset of 38,500
faulty inferences has been selected (100 random images for
each fault), obtaining estimates with an error of 5% and
a confidence of 95%. Depending on their effects, injected
faults have been classified as critical and non-critical. Among
the total faulty inferences (38,500), a total of 2.52% and
2.29% of critical faults have been identified in ResNet20 and
MobileNetV2, respectively. The remaining ones have been
classified as non-critical. Each register is 32-bit wide and data
representation follows the IEEE 754 floating-point standard.
The injected fault only affects the computation of the first
activations (i.e., the output feature map), so the rest of the
inference is assumed to be fault-free.

Thresholds are set at the 100th percentile on the upper end
of the distribution. In simpler terms, the maximum metrics
value is selected as the threshold for all three metrics. Figures
4a and 4b provide a concise representation of the results. The
analysis is performed on all three metrics, but for the sake of
space, only the tensorMax is illustrated. It is important to note
that the general trend is consistent across all metrics. In both
figures, the y-axis represents the Probability Density Function
(PDF) of the entire distribution of the plotted values, including
the metric and other relevant data, while the x-axis corresponds
to the range of values for the selected metric, which can be
chosen as the threshold for the proposed technique.

First, the PDF of the metric values, computed under the
golden scenario across the entire test set (10k images), is
plotted (purple histogram). The vertical dashed green lines
indicate the maximum values of the tensorMax metric, which
are 9.03 for ResNet-20 and 8.16 for MobileNetV2. As previ-
ously mentioned, these two values are proposed as thresholds



to trigger the early stopping mechanism and prompt the rerun
of suspicious CNN inferences.

The second set of information presented in the same graphs
shows the variation of the normalized True Positive (TP) and
False Positive (FP) faulty inferences, represented by the blue
and red lines, respectively. These curves illustrate the behavior
of DNN inferences under varying thresholds conditions. The
TP curve represents the trend of inferences that propagate
critical faults, which are correctly re-executed, while the FP
curve shows the trend of inferences propagating non-critical
faults, which are unnecessarily re-executed. Both trends are
analyzed with a threshold variation of +90% along the x-
axis. The FP curve serves as an index of the computational
cost incurred by applying the fault-tolerance strategy. A com-
prehensive description of the four confusion matrix indices is
provided in Table III.

TABLE III: Definitions of the confusion matrix elements.

DNN inferences that DNN inferences that propagate
propagates critical faults non-critical faults
TP FN FP TN
Early detection Early detection
wrongly correctly
not activated not activated

Early detection
correctly activated

Unnecessary early
detection activated

Focusing on the trend of the TP and FP curves on the plots,
it emerges that with the two selected thresholds, very high
TP values of around 96% are achieved, while maintaining
relatively low FP values that discard between 0.25% and
0.43% of non-critical inferences. As the thresholds increase
along the x-axis, the changes in terms of TPs are minimal. In
contrast, when the thresholds are lowered, both curves show
a noticeable slope. For TPs, this results in the identification
of more critical inferences. However, it simultaneously causes
an exponential increase in the number of FPs, making the
threshold computationally expensive and inefficient.

Table IV reports complete results for all the three considered
metrics; in all instances, the threshold was determined based
on the maximum metric value observed among the fault-free
inferences performed to collect the metrics.

It is crucial to emphasize that in this context, the over-
head cost is represented by the FP, the noncritical inferences
wrongly interrupted. Conversely, the cost in terms of safety
and reliability is represented by the FN, the critical inferences
that are not interrupted. The results indicate that the TP values
are notably high while the FP values remain low, which is
a highly positive outcome. Notably, there are minor differ-
ences in the metrics for ResNet-20, whereas the metrics for
MobileNetV2 exhibit near-identical behavior. Interestingly, the
strategy employed for MobileNetV2 results in a TP inference
coverage that surpasses that of ResNet-20 by approximately
2.4%, while maintaining similar FP rates. This suggests that
MobileNetV2 achieves higher TP rates without a significant
increase in FP, demonstrating superior efficiency and reliabil-

ity.
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Fig. 4: These graphs illustrate the distribution of the tensorMax
values computed over the golden model inferences of the
testset for both CNNGs.

TABLE IV: Confusion matrix given the selected thresholds.

Critical Faults Non-critical faults
Model Metric Threshold TP FN FP TN
Resnet-20 tensorMax 9.03 | 96.28% | 3.72% | 0.43% 99.57%
Resnet-20 tensorMean 0.83 | 95.87% | 4.13% | 0.26% 99.74%
Resnet-20 tensorSum 13662.50 | 95.87% | 4.13% | 0.25% 99.75%
MobilenetV2 | tensorMax 8.16 | 98.28% | 1.72% | 0.23% 99.77%
MobilenetV2 | tensorMean 0.56 | 98.30% 1.70% | 0.25% 99.75%
MobilenetV2 | tensorSum 18387.30 | 98.33% | 1.67% | 0.24% 99.76%

C. Computational Costs

Calculating the metrics introduces additional overhead to
the cost of the inference process. The computational cost of
the entire CNN can be quantified in terms of FLOPs, where,
in this context, a FLOP is equivalent to a MAC, as it can be
executed within a single clock cycle. A standard depth-wise
convolutional layer (such as those used in ResNet) requires a
total of:



TABLE V: Computational costs of the proposed approach

Details of computational costs ResNet20 | MobileNetV2
Total MACs 40.56%107 15.19%10°
MACs for computing the first OFMAP 0.44% 0.13%
Shape of the first OFMAP (32.32.,16) (32.32.32)
MACs for computing the metrics 16.38%10° 32.77%10°
Overhead (%) 4.03*107 2.15%10%

M - N -D%-D?% MACs,

where N and M are respectively the number of input and
output channels of the layer, D corresponds to the spatial size
of the OFMAP and Dy is the spatial size of the kernel (both
assumed squared). The cost of the other non-convolutional
layers is negligible, as they occupy a small portion of our
CNNs. As for MobileNetV2, the implemented convolution is
a point-wise separable convolution, which has a different cost.
Specifically, its cost is:

M -D% -D%+ N -M - D%.

Please note that the cost of a point-wise convolution is much
smaller than the cost of the standard depth-wise one. As Table
V reports, computing the first OFMAP only occupies about 1%
of the total MAC operations of CNN (1. 1% and 0. 83% for
ResNet20 and MobileNetV2, respectively). This means that
when a faulty inference is correctly stopped (our TP values
are always higher than 95%), the proposed technique can save
~99% of the FLOPs required to complete that faulty inference.
To compute the metrics, it is necessary to iterate over all
elements of the output tensor of the OFMAP, and the cost
of computing those metrics is roughly equal to the shape of
the tensor. Specifically, tensorMax and tensorSum metrics have
the same computational cost. The tensorMean metric has an
additional division, accounting for an additional single MAC
operation. The table also shows that the overhead produced
by computing any of the three metrics is negligible, being on
the order of 10 or 10 of extra MACs (with respect to the
whole CNNs), as given in the last row of the column. Future
works will study the trade-off between the number of metrics
computations included in more layers of the CNNs and the TP
rates of critical faults that are detected and not propagated.

V. CONCLUSIONS

This research work explores the possible origins of
SDCs/SDEs of a permanent nature, specifically arising from
test escapes, since manufacturing tests are not always exhaus-
tive. It provides an SDC-oriented fault grading methodology
to highlight test escapes that could potentially manifest as
SDCs in the field and guide the development of functional
test programs or architectural resilience decisions. Moreover,
it discusses their influence on training processes and provides
an overview of mitigation strategies to deal with SDCs in Al
training workloads. Then, it evaluated the effects of SDCs on
Al inference, with a focus on reducing failure rates through
the implementation of monitoring phases for fault detection.
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