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Abstract—The complexity of the state-of-the-art devices makes reliability assessments approaches extremely complex and,
sometimes, out of the timing constraints and computational capabilities. Fault Injections (Fls) are one of the most used approaches for
evaluating the dependability of safety-critical systems. With billion-transistor hardware devices running trillion-parameter deep neural
networks, injecting the entire fault universe is unfeasible. A widespread solution consists in performing statistical fault injections (SFls),
injecting a subset of faults to estimate a characteristic with an error margin and a confidence level. This research work presents an
iterative SFI approach to estimate failure rates in convolutional neural networks (CNNs), i.e., the percentage of wrong predictions
caused by random hardware faults affecting synaptic weights. SFls at different granularities have been performed with margin of errors
equal to 1%, 0.1%, and 0.01%. Results for two CNNs (ResNet20 and MobileNetV2) are presented and experimentally and statistically
demonstrate the effectiveness of the proposed approach. For instance, to estimate the network-wise failure rate with an error margin of

0.01%, the proposed approach reduces the total injected faults by about 66% and 90% compared to conservative methods, and by
1.94% and 1.65% compared to iterative SFI methods in the literature, for ResNet20 and MobileNetV2, respectively.

Index Terms—Statistical Fault Injection, Convolutional Neural Network, Reliability, Fault Injection, Al Safety

1 INTRODUCTION

HE constant demand of efficiency and performance in
Ttoday’s fast evolving computer systems has led to the
creation of sophisticated and complex systems. The tech-
nological advances the society is witnessing are powerful
and captivating. It is evident that artificial intelligence (AI)-
powered systems have reached, in specific tasks, human-
level capabilities. For their outstanding qualities, Al systems
are today attractive also for safety-critical systems, where
the dependability aspect is of paramount importance [1],
[2]. The cost for the excellent performance is paid in terms
of complexity: complexity of the software-hardware stack;
complexity of the design; complexity of the dependability
assessment phase; complexity of the market.

To safely deploy Al systems in safety-critical domains
(e.g., self-driving cars, aerospace, robotics, healthcare mon-
itoring systems, transportations), it is necessary to comply
with rigorous safety standards. A standard on Al functional
safety, i.e., the ISO/IEC TR 5469:2024, has been recently
published [3]. The European Union is also making legis-
lation regarding the safety and security of Al-based systems
that have decision-making power, proposing a risk-based
approach to strictly follow to produce/sell Al-powered
systems in Europe (i.e., the Al Act [4]).

Among the different techniques, Fault Injection (FI)-
based approaches are the most widely used for evaluating
the dependability of Al systems [5], [6]. The system under
assessment is subjected to a controlled set of faults and its
response is observed. Not all faults lead to a system failure.
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Hence, the purpose of FI campaigns is to directly observe
and measure the proportion of activated faults that result
in a system failure. Although it constitutes a very effective
technique to characterize the resilience of the system, its cost
grows directly as the complexity of today’s designs grows,
often leading to unacceptably long FI experiments. As an
example, modern Deep Neural Networks (DNNs) are made
of billions or trillions of parameters (synaptic weights). The
Google’s Switch Transformer accounts for 1.6 trillion param-
eters [7]: carrying out an exhaustive FI is impractical and
would require years to complete. Although the complexity
of DNNs used in safety-critical systems is typically smaller,
the reliability assessment process is still extremely time-
consuming. The same reasoning can be applied to digital
fault simulations: today’s hardware technology is shrinking
with the design of integrated circuits to a few nanometers,
incorporating far more transistors in the same area. Sim-
ulating the entire fault list is becoming very complex and
expensive, typically out of market time.

To address this problem, Statistical Fault Injection (SFI)
approaches have been proposed with the intent of reducing
the cost of the fault simulation procedure while still achiev-
ing statistically valid results [8], [9], [10], [11], [12], [13], [14],
[15]. In general, SFI experiments inject a reduced number of
faults to achieve an estimate of the target characteristic with
a maximum margin of error and a specific confidence level.
For dependability purposes, fixing a low margin of error
is crucial. A 5% margin of error means that the statistical
estimate will be close to the exact number by £5%. This
value is good if the exact value has a medium-high fail-
ure rate: however, failure rate estimations in safety-critical
systems are very low [16]. Hence, a 5% of an estimate
equal to 0.16% means that the real (unknown value) is in
the range [0,5.16%]. A smaller margin of error must be
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used in a safety-critical scenario. However, the smaller the
margin of error, the higher the number of faults needed
to simulate. State-of-the-art (SoA) solutions, for a margin
of error equal to 0.1% can require injecting, for deep Al
models, more than 90% of the total fault list (which is still
impractical). As an example, consider a fault list composed
of 50k permanent faults. The intent of an SFI is to perform a
reduced number of FIs (<<50k) to estimate the failure rate
percentage of the unit under investigation. Let us suppose
that a failure rate estimation with an error margin of 0.1%
and 99% of confidence is needed. SoA solutions ( [10] and
Data-unaware [15]) would require injecting 48,542 faults,
corresponding to 97% of the entire fault list. However, this
number is too conservative if the exact failure rate is low
(as it reasonably happens in dependability assessments). A
possible SoA solution is to iterate by adding some faults at
a time: so as soon as the desired margin of error is reached,
the fault injection process is stopped.

This research work proposes an iterative SFI technique
to provide a statistical estimate of the failure rate in Con-
volutional Neural Networks (CNNs), achieving the desired
margin of error with a minimal number of iterations and a
reduced number of fault injections. The proposed iterative
SFI method introduces a formula for dynamically adjusting
the margin of error based on the observed failure rate,
iteration by iteration. Failure rate in CNNs is defined, in
this work, as the percentage of injected faults affecting
the static parameters (synaptic weights) that lead to wrong
predictions.

The statistical investigations have been conducted target-
ing three margin of errors, particularly suitable for depend-
ability assessments: 1%, and 0.1%, and 0.01%. We varied the
margin of error while maintaining a fixed confidence level
of 99%. However, in some experiments, we held the margin
of error constant and adjusted the confidence level, rang-
ing from 95% to 99.9%. The proposed statistical approach
is validated by comparing the results with exhaustive FI
campaigns. Two CNN models are used: ResNet-20 and
MobileNetV2, trained and tested on CIFAR-10.

Moreover, statistical investigations have been conducted
at different granularities, analysing a total of 140 different
fault lists. Failure rates have been estimated at different
levels: at the CNN level (i.e., the total number of faults
affecting the entire CNN that lead to wrong predictions,
network-wise SFIs); at the CNN layer level (i.e., the total
number of faults affecting every layer of the CNN that lead
to wrong predictions, layer-wise SFIs), and at the bit level
(i.e., the total number of faults affecting every bit position of
the CNN’s weights that lead to wrong predictions, bit-wise
SFIs).

Overall, the proposed manuscript provides a compre-
hensive analysis on statistical fault injections, comparing
results with state-of-the-art works in terms of fault injec-
tions reduction and iteration reductions (for iterative ap-
proaches). To the best of the authors’” knowledge, this is
the first work to propose a formula for iteratively adjusting
the margin of error based on the observed failure rate.
Consequently, the estimate with the desired margin of er-
ror can be achieved with a significant reduction in both
iterations and injected faults. The results experimentally
demonstrate that the extent of the reduction is strongly
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influenced by the margin of error (with lower margins
leading to a greater reduction in iterations) and the size of
the fault list (with larger fault lists making the iterative SFI
method more effective). For example, when estimating the
failure rate of MobileNetV2 with a margin of error of 0.01%,
the proposed SFI approach reduces the total injected faults
by over 90% compared to one-step conservative methods
(e.g., [10]), and by 1.65% compared to iterative SFI methods
in the literature, while also reducing the total number of
iterations by more than 57% relative to the iterative solu-
tion (e.g., [16]). For higher margins of error (e.g., 1%), the
fault injection savings compared to state-of-the-art iterative
methods can reach about 22%. Furthermore, the research
highlights specific scenarios where an iterative approach
is preferable for achieving a very low margin of error
(e.g., e=0.01%), and others where a conservative approach
reaches the same outcome more efficiently (about the same
FI percentage with one single iteration). As the experimental
results will demonstrate, the decisive factor is the size of
the fault list: the larger the population of faults, the more
effective iterative solutions become.

The rest of the paper is organized as follows. Section
2 provides the reader with some background knowledge
about statistical inference and SFIs. Section 3 presents re-
lated studies, and Section 4 describes the proposed ap-
proach. The case study and the experimental results are
given in Section 5. Finally, Section 6 draws conclusions and
highlights future directions.

2 BACKGROUND

This section provides background knowledge on statistical
inferences (Section 2.1) and statistical FIs (Section 2.2).

2.1 Statistical Inference

Statistical Inference is the branch of statistics that deals
with generalizing some characteristics of a population by
observing only a reduced sample. A statistical population
(N) refers to a set of all measurements corresponding to
each unit in the entire population of units about which
information is sought [17].

A population is typically described by the distribution
of its values (i.e., a probability distribution for finite pop-
ulations or a probability density function for infinite ones).
Since the investigation of the entire population’s characteris-
tics is typically very difficult (today unfeasible), it is usually
necessary to observe a sample (n).

If the sample is accurately defined, it is possible to properly
estimate features of the whole population by observing only
a reduced portion of it. It is important to underline that the
sample must be: internally heterogeneous (i.e., representa-
tive of the entire population) and externally homogeneous
(i.e., having the same probability of being selected).

However, in conducting a statistical investigation,
whether exhaustive or sample-based, it is essential to asso-
ciate with it the statistical error, understood as the discrep-
ancy between the true value and the value available from
the statistical inquiry (Figure 1).

When a sample (n) is used to estimate the mean (1) and
the variance (02) of a population N, the probability that the
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Probability Der

Fig. 1: Observing a statistical sample will always mean
introducing an error.

mean and the variance of the estimation x will be equal to p
and o? of the population are slim. For a single measurement,
assuming that the true value is ;1 and the measured value
is & (Figure 1), the statistical error of the estimate can be
computed as | — p.

Given that, for a large sample size (n > 30), this error can
be considered as a random variable having approximately
the standard normal distribution, it is possible to compute
the maximum error of the estimate (e) as:

o
e=zg*x—— o))

Jn

where:

o 0 represents the standard deviation of the studied
population V;

e nis the sample size;

e zg is a constant that depends on the desired confi-
dence level. It will be detailed in the following.

For a statistical inference, knowing (i) the maximum
error of the estimate e given by (1), and (ii) the measured
statistic &, the unknown value of the population we would
like to measure (u) falls within the confidence interval:

T —z <z+z

* % V)

N3
N

* c <
va =t
with a (1 — «) confidence:
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TABLE 1: Most Used Confidence Intervals

95%
1.96

99%
2.58

99.9%
3.09

Confidence Level (1-«)

z

[N

A confidence level is a statistical measure of coverage. It
says that, with a (1 —«) confidence, the unknown parameter
(1 of the population will be covered by the confidence
interval, Eq. (2). The most widely used values for (1 — «)
are 0.95 and 0.99, and the corresponding values of zg are
given in Table 1.

Therefore, to estimate the unknown value ;1 of a pop-
ulation, two main statistical inference approaches can be
followed. In the first one (n depending on e), the inference
is performed by fixing a maximum acceptable margin of
error (e). Once e is fixed, the sample size (n) that allows to
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reach the real value p with an error lower than e is known
a-priori, and is computed as detailed in Eq. (4):

N

N1 ()
t2-px(1—p)

In Eq. (4), N corresponds to the actual size of the popula-
tion and p to the probability of success, i.e., the probability
that the predefined ”success” may occur. Being a probability,
p assumes values between 0 and 1. When the probability
of success is unknown, it is common to set p equal to 0.5,
meaning that the single event under investigation has the
same probability to success (p=50%) or to fail (p=50%). As
it will be deepened in the following subsections, this is a
conservative approach, because when p is set to 0.5, the
number of statistical experiments is maximized.

In a second option (e depending on n), the sample size n
is not defined a-priori. An arbitrary number of samples is
chosen (typically using Eq. 4 with a big margin of error),
and the final error is calculated as defined in Eq. (1). If it is
considered acceptable, the statistical inference process can
stop; otherwise, an iterative approach is set up.

n =
1+¢e2-

2.2 Statistical Fault Injections

Leveraging statistical inferences (Section 2.1) for perform-
ing reliability analyses is a widely used approach in the
literature. Among the different uses, FI processes find great
advantages in relying on statistical inferences approaches.
Indeed, this approach allows to drastically reduce the number
of possible FI experiments to execute, while achieving sta-
tistically significant results. The sampling formula in (4)
represents a very important finding, and, most importantly,
it defines the number of statistical inferences (i.e., the num-
ber of random experiments or, in our case, the number of
Fls) that must be performed (n << N) to run statistical
inferences.

As mentioned, SFIs are widely used in the research
community to perform reliability assessments also on DNNs
(e.g., [18], [19]). In particular, the gathered results on the
sample are elaborated to identify the artificial neural net-
work’s criticalities (for example, the most critical layer, the
most critical bit in the CNN weights, and so on). As a matter
of fact, performing exhaustive FIs on real CNNs is out of the
computational possibilities: modern CNN models are made
of millions or billions of parameters (e.g., weights) and
operations (e.g., Multiply-Accumulate Operation MAC), the
underlying hardware may easily include billions of tran-
sistors, and therefore sampling becomes necessary to get
realistic simulation times.

In the FI context, N is used to indicate the population’s
size, i.e., the total number of possible faults in a system (e.g,
the total number of stuck-at faults in a CPU, or the total
number of soft errors in CNN weights). The term sample is
adopted to indicate the subset of random faults that must be
injected in a system to extract the characteristics of the entire
population. Typically, the sample size (n) is much lower
than N. How the sample is selected, as well as its size, are
the focus of the science of statistical sampling. In practice,
a FI process is merely a set of repeated trials n, where we
are interested in the probability of getting x successes in n
trials or x successes and n — x unsuccesses in n attempts.
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The reader should notice that, in the context of Fls, a trial is
a success when a fault produces a critical failure.

Noteworthy, each single trial in a binomial distribution
is a Bernoulli trial X ~ B(p). Particularly, one single
experiment is performed, and the fault has a p probability
of producing a failure. Moreover, a Bernoulli trial grounds
on these assumptions [17]:

1) There are only two possible outcomes for each trial
(success and unsuccess).

2) The outcomes from different trials are independent.

3) There are a fixed number n of Bernoulli trials con-
ducted.

4) The probability of success is the same for each trial.

If these assumptions cannot be met, Bernoulli trials should
not be used, and, as a consequence, Eq. (4) neither.

3 RELATED WORKS

This research work identifies two typologies of SFIs and di-
vides state-of-the-art research works in two main categories,
following the two paradigms mentioned in Section 2.1:

1) One-step or Conservative (n depending on e): The
total sample size (n) is defined given a fixed mar-
gin of error (e) before running the fault injection
campaigns. Once the desired margin of error and
confidence level are defined, the sample size is
computed as in (4). It is always a good practice to
control that the obtained margin of error is within
the defined margin of error. Using a probability of
success (p) equal to 0.5 guarantees this result, only
if the statistical hypotheses are respected.

2) Iterative (e depending on n): The sample size (n) is
iteratively increased to achieve a specific margin of
error (egoa1). The key aspect of this approach is the
ability to monitor the margin of error and schedule
new FI experiments to iteratively increase the sam-
ple size, while reducing the margin of error. Clearly,
constantly monitoring the results is, at the same
time, an advantage, and a drawback. The advantage
is the ability to stop when the conditions (e.g., time
or specific error margin) are met. The drawback is
the monitoring activity itself that requires additional
operations managed by a specific FI manager (not
needed in the one-step SFI approaches).

The state-of-the-art SFI works have been classified as
one-step or iterative approaches, as given in Table 2.

TABLE 2: Statistical Fault Injections techniques in the state
of the art.

SFls One-step Iterative

(8], [9], [10], [11], [12], [13], [15], [20],

Research Works [21], [22]

[16]

Among the one-step approaches, the following works
are worth being mentioned. The authors in [20] propose
a methodology based on fault sampling to reduce the
dimension of the fault list. The statistical background is
based on a previous work [8], and allows defining a prob-
abilistic model to find out the probability that r faults are
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detected in a random sample of R faults. The concept of
the binomial distribution is presented but a comparison
with exhaustive results is missing. Statistical sampling was
also used to investigate the effects of transient faults that
propagate through processor cores (e.g., [12]). In 2005, a
further statistical proposal was presented in [9], where the
authors performed FlIs on an Itanium-class processor to
derive the logic derating for latches. The population size
corresponded to 150 trillion flips that could happen during
the application run. In 2008, the authors in [13] proposed a
statistical analysis by comparing a method for SFI into arbi-
trary latches within a full system hardware-emulated model
with particle-beam-accelerated SER testing for a modern
microprocessor. This investigation was used to focus on
statistically significant bit-flips into the system.

In 2009, a pivotal and very important method to select
a statistically significant sample size was presented in [10].
The authors provide the fault sampling formula presented
in Eq. (4) to calculate the sample size, given the confidence
level and the error margin. The SFI approach is validated
using a cryptographic coprocessor performing Advanced
Encryption Standard (AES) computations. SFIs based on
[10] have been widely exploited by the research community
in the following years to perform reliability assessments
also on DNNs (e.g., [18], [19], [23], [24]). In particular, the
results collected on the sample n are elaborated to identify
the DNN vulnerabilities.

However, the application of the SFI technique presented
in [10] to DNN models has not always been statistically
accurate in the literature. Results obtained at a specific
granularity (e.g., fault sampling at the DNN level) have
been used to lay out conclusions at lower granularities
(e.g., at bit level), ignoring the change in the margin of error.
This issue has been addressed in [15], where two method-
ologies to perform SFIs on CNNs have been presented.
They allow performing complete vulnerability investiga-
tions on the whole neural network and its internal units,
by defining not only how many faults need to be injected,
but also where they should be placed to achieve statistically
significant results. Additionally, the work in [15] describes
a methodology to heuristically compute the probability of
success (i.e., the p-value) of a population of faults without
running FI campaigns. This analysis allows reducing the
sample size by tuning the p-value within the fault sampling
formula (4). Starting from the probability distribution of the
golden data representation (the DNN synaptic weights), the
Average Bit Flip Distance (ABFD) is computed to measure
the probability of a fault to produce a critical failure (defined
as a wrong classified image).

In summary, [15] provides two SFI methodologies to run
vulnerability investigations of CNNs:

o Data-unaware SFI: The sample size n is determined
by applying Eq. (4) at the specific granularity of the
analysis. The p probability is always set to 0.5, mean-
ing that every injected fault has the same probability
of success or fail. This approach can be considered
the most conservative one (leading to a high sample
size) but guarantees the minimum margin of error at
the given granularity.

o Data-aware SFI: The sample size n is determined
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by using Eq. (4) at every bit position within each
layer of the CNN. The p probability is not equal for
each population of faults: it is computed by means
of a preliminary analysis consisting in the ABFD
computation. The p-value used in Eq. (4) approaches
the real one. This leads to considerably reducing the
sample size, at the cost of estimating the p-value
before running the FI campaigns.

FI approaches that rely on preliminary analyses of the
fault population (in line with the abovementioned data-
aware SFI [15]) also fall into the same one-step category. For
example, [22] and [21] propose techniques and frameworks
to reduce the fault list size, and consequently the cost for
FI. However, they require domain-specific knowledge of the
application under assessment. More in detail, they propose
application-dependent fault pruning approaches to reduce the
fault list space, relying on application characteristics run-
ning on GPGPUs [21] and microprocessors [22].

Overall, this methodology shows that by leveraging
statistical properties, one-step FI approaches can take into
account the specific failure rate behaviour of the de-
sign/model under consideration, without configuring pre-
liminary pruning strategies. Indeed, it is possible to benefit
from initial statistical estimations available after few exper-
iments to further minimize the number of injected faults.
The dynamic adjustment of this number should occur in
real-time, responding to the ongoing accuracy of estimations
during experimentation. Consequently, the FI campaign
concludes when the accuracy of estimations reaches or falls
below the desired margin of error. To do so, in contrast
to one-step SFI approaches, iterative approaches iteratively
increase the sample size to achieve a specific margin of error.

The authors in [16] present a technique to run iterative
SFIs to estimate the failure rates of the LEON3 processor, a
32-bit processor compliant with the SPARC V8 architecture.
They show that it is possible to conduct a detailed statistical
investigation of an implementation-based HDL model of the
targeted LEONBS processor, by reducing the time devoted to
experimentation from 23 days to a little more than 1 day (27
hours). They propose two variants of the approach: error-
driven and time-driven. In the first case, their iterations
stop when the margin of error is equal or lower than the
desired one; in the second case, when the time devoted
to experimentations expires. As it will be described, the
proposed approach takes the best from [16] and [15].

4 PROPOSED APPROACH

Reducing the cost and time required to perform reliability
assessments is becoming of fundamental relevance given
the increasing size of modern AI models. This research
work proposes a statistical fault injection methodology to
iteratively reach an estimation of the failure rate within a
targeted margin of error. To fulfil the goal with the lowest
number of iterations and fault injections, the proposed
SFI method iteratively benefits from the values obtained
in every iteration, in order to better determine the subse-
quent number of fault injections, limiting the possibility
of overestimating the number of injected faults through
reduction of iterations. In other words, iterations are guided
by the probability of success p. A success is defined as the

TABLE 3: SFI Terminology

Statistical Term  Definitions in the fault injection field

Population under investigation.

N Entire fault list.
Success Occurrence of a specific event.
Estimation Fault Injection campaign.
Estimate Statistical measure. Result of a FI campaign.
Probability of success of the estimate.
P In the FI context, it is the probability that a fault
becomes a failure, also known as failure rate.
e Margin of error of the estimate.
t Confidence level. Also referred to as za
N Sample size. In the FI context, it defines the number

of faults to inject and is computed as in (4).
Number of successes obtained in a FI campaign.
Probability of success measured.

It is computed as p = %

Margin of error of the estimate measured.

Itiscomputedasé:t*1/%;’3)*,/%

£/ ((]1\\;:7;)) is the Finite Population Correction Factor.

2

>

>

occurrence of a specific event: in the FI context, it is the
occurrence of a failure. Similarly, the probability of success p
is the probability that a fault produces a failure (0 < p < 1).
Refer to Table 3 for comprehensiveness of terminology.

To estimate a characteristic of a population under inves-
tigation, a very conservative approach consists in assuming
that an individual (i.e., a fault in the FI context) may or
may not exhibit the characteristic being estimated with the
same probability p=0.5. In other words, an event has a 50%
probability of occurrence. Given a specific margin of error e
and confidence level ¢, this conservative assumption leads
to the highest sample size n, turning out to be the worst-case
scenario. When the event being estimated is more (p — 1) or
less (p — 0) probable, the number of necessary experiments
(i.e., fault injections) required to achieve a desired margin
of error considerably reduces [16]. It should be noted that in
the dependability community, failure estimations in safety-critical
systems generally have very low failure rates. This property
can be explored to reduce the costs associated with FIs
and, generally, with reliability assessment approaches. In
[15], the feasibility of adjusting p to reduce the sample size
was explored by means of a preliminary domain-dependent
heuristic analysis. However, relying on preliminary infor-
mation (to estimate the p to measure the p) is not always
easy, and it is strictly related to the deep knowledge of the
user about the characteristic under investigation.

This research work proposes an iterative SFI process that
starts from no knowledge of the population (p = 0.5) to
iteratively approach the real estimation of the failure rate
(p) in the shortest possible time. A flowchart of the proposed
approach is illustrated in Fig. 4. The SFI process starts by
taking into account the worst-case scenario (equal proba-
bility of success and unsuccess), and from a big margin of
error. The goal of the SFI is to obtain an accurate estimation
of the failure rate of the population with a maximum error
margin ego,1. When the measured error margin is lower than
the desired one, iterations stop.

At the first iteration (z = 0), no indications are available
for the population of faults (IV). So, a first FI campaign of n
faults is executed with py=0.5, eg=€gart, and confidence level
t (Fig. 2a). Adopting a po=0.5 is essential at the beginning of
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Fig. 2: Illustration of the proposed approach.

the iterations to guarantee that no preliminary knownledge
is necessary on the criticality of the system being investi-
gated. Indeed, each fault has the same probability (p) of
producing a failure (py = 50%) or not. Moreover, when
p0=0.5 is used, the sample size (n) is maximised ( [10], [16]),
and this is useful at the first iteration to obtain an estimate
close to the real value (this estimate will guide subsequent
iterations).

So, the first iteration will provide an estimation py with
an error éy that will be lower than ey (because py=0.5 was
used). This initial estimation is extremely useful because
it provides an estimate (an initial flavour) of the actual
failure rate of the population, that can be leveraged for the
subsequent iteration (Fig. 2b) to avoid using p;=0.5 (i! = 0)
to compute n in scenarios where p — 0 or p — 1. The first
time, this set of injected faults is added to the list of Samples.
When we refer to the Sample, capital letters P and E are
used. Then, the margin of error E’i is computed and if it is
higher than the targeted ego.1, a new iteration starts (i + +).
Every time a new FI experiment is performed, estimates are
aggregated (Fig. 2c) in order to compute the total failure rate

measured on the total sample (P = %). Then, the margin

of error on (F) must be recomputed as in Table 3. The cost
of this phase is significant, so it should be minimized by
reducing the number of iterations as much as possible. The
confidence level ¢ is constant during the entire SFI process.
The SFI process continues (Fig. 2d and 2e) as the measured
margin of error reaches eg,,1. When this occurs, with a given
confidence (e.g., 95% or 99%) the estimate, including its
margin of error, will cover the true value sought (e.g., the
true failure rate of the population V).

—— E-P Curve
=== Estar=3%

E%
-
v

- egpa=01%

Fig. 3: Margin of error driven by P.

The proposed iterative approach primarily focuses on

two key aspects, which are visually represented in the
yellow box of the flowchart (Fig 4):

1) P-guided iterations: Every time a new SFI exper-
iment starts, the P obtained from the previous iteration
is used to compute the next sample size, as in (4). Equal
probability of success p = 0.5 is used only for the first
iteration, when no failure rate indications are available.

2) Margin of error driven by P: Every time a new
SFI experiment starts, the new margin of error e must be
reduced iteratively to approach the target egoa1. To boost the
number of FIs, for the very first time, we propose an E-P
curve that iteratively reduces e according to P, as in (5), and
as shown in Fig. 3.

The aim is to quickly approach e to ez for a non-
critical and critical population of faults (p — 0 and p — 1),
taking into account that although we are lowering the error
a lot, under these circumstances (p — 0 and p — 1) the
number of injections to be made is lower, so the sample size
isA balanced. In other words, as the measured failure rate
(P) of a specific iteration tends to 0 or 1, the error margin
of the next iteration tends to ego.1; as the measured failure
rate (15) of a specific iteration tends to 0.5, the error margin

of the next iteration tends to % Therefore, the curve that

best represented this requirement was a parabola passing
through three (z,y) points: (0, egoar), (1, €goar), (0.5, %). By
considering the parabola formula (y = a * 2> + b * z + ¢)
passing through the aforementioned three points, Equation
5 was mathematically derived. At a given iteration 4, the
margin of error of the subsequent iteration eg.1y is computed
as follows:

_kDP2 4 kD . it B
eGir1) :{ kPl +kP1+egoa17 Zf 3 > egoal (5)

€goal -
where k = 4 (% — €goal)-
The proposed E-P curve offers benefits over the SoA
iterative approach, which only halves the margin of error

at each iteration (i.e., ej;; = %). Indeed, for populations
having a low failure rate (p—0) or a high failure rate (p—1),
halving the margin of error at each iteration may lead to
extra FIs and iterations. On the contrary, for populations
having a failure rate close to 50% (p—0.5), halving the
margin of error at each iteration leads to extra iterations.
A practical example and concrete motivations are given in
the experimental section. The proposed E-P curve shows
benefit in (i) reducing the number of FlIs and additionally
(ii) reducing the iterations when p—0.5. An example of the
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E-P curve is illustrated in Fig. 3 for a generic SFI using an
initial error margin of 3% and an egpq = 0.1%.

i=0,€; = €start; €goal, Pi = 0.5,

‘ Inputs : ‘
N, t, Sample = [|

(3, €:,p:)

Run fault injections Run fault injections
on (n; —nj_1) on n;

|

Add (n; — n;_1) to Sample. Add n; to Sample.
Measure pi, é;. Measure pi, €.

l I

Aggregation:
Measure E;, P;
for Sample.

pi =Py

ei=—k* P+ kx P+ egon
EA‘A
i €goat)

k=dx(

Fig. 4: Flowchart of the proposed approach.

5 EXPERIMENTAL ANALYSIS AND RESULTS

This section shows the effectiveness of the proposed ap-
proach. Section 5.1 provides details about the adopted fault
model and CNNs. Next, it describes how the different SFI
investigations are configured. Finally, experimental results
are given in 5.2, and concluding remarks are given in Section
5.3.

5.1 Configuration of SFl experiments

To show the effectiveness of the proposed SFI methodology,
this work investigates the impact of permanent faults on
CNN weights. Their investigation is very common in the
research community: many authors have addressed the
same problem and exploited the same fault model in the
last decade [25], [26]. Moreover, the authors in [26] have
highlighted that permanent faults in CNN accelerators have
a major impact on CNN accuracy with respect to, for in-
stance, temporary faults (soft errors). The modification of
the weights of a CNN mimics the occurrence of stuck-at
faults in the memories, which are very common due to aging
effects, radiations, etc. [27], [28], [29], [30].

Comprehensive statistical investigations have been per-
formed on two CNNs: ResNet20 and MobileNetV2, trained
and tested on CIFAR-10. For every single injected fault, the
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entire test set of CIFAR-10 is executed (10k inferences for
every fault). Therefore, injected stuck-at faults are indepen-
dent, in line with the second Bernoulli’s assumption (Sec-
tion 2). ResNet-20 encompasses 268,346 32-bit floating-point
(FP32) weights, that account for a total of 17,174,144 perma-
nent faults. MobileNetV2 is deeper compared to ResNet-20,
and includes a total of 2,203,584 FP32 weights. It means that
to exhaustively test this second CNN, more than 141 million
FlIs must be performed. Experiments have been run on an
Intel(R) Xeon(R) Gold 6238R CPU @2.20GHz equipped with
a GPU NVIDIA GeForce RTX 3060 Ti with 8 GB of Memory,
exploiting a Pytorch-based FI tool [31]. The exhaustive FIs
on ResNet-20 lasted about 37 days, while the exhaustive Fls
on MobileNetV2 about 54 days.

Overall, the intent of the statistical investigation is to
estimate the percentage of critical faults in image classifi-
cation CNNSs. Injected faults have been classified as Critical
or Non-critical, depending on whether the top-1 prediction
is correct. Faults affecting weights and propagating to the
application’s output are named as Silent Data Corruptions
(SDCs). Critical faults changing the top-1 prediction are
referred to as SDC-1 [23].

The following SDC-1 estimations have been done consid-
ering three different scenarios, maintaining the same fault
model (permanent faults on synapic weights):

o Network-wise SFI: the percentage of SDC-1 affecting
the CNN has been estimated considering the entire
list of faults of the entire CNN. The SFIs considers
one single population. This scenario is adopted when
a statistical SDC-1 estimate for the entire CNN model
is required (e.g., also known as model-wise assess-
ment [32]).

e Layer-wise SFI: the percentage of SDC-1 affecting
individual layers of the CNN has been estimated.
To meet the statistical hypothesis and constraints,
the total fault list (network-wise) has been divided
at the layer granularity. Experiments have been run
on every single list of faults referring to every single
layer in the CNN (one population corresponds to a
single layer). This scenario is adopted when a statis-
tical SDC-1 estimate for individual layers of the CNN
model is needed. In the literature, this configuration
is employed to investigate the criticality of specific
layers and architectural components (e.g., [33], [34]).
For a given margin of error, it is necessary to sample
faults within each layer-wise fault list.

o Bit-wise SFI: the percentage of SDC-1 corrupting
every bit position of the CNN has been estimated.
Since both CNNs adopt a FP32 data representation,
a total of 32 fault lists have been analysed. This
scenario is adopted when the reliability assessment
aims at investigating, through SFIs, the most critical
bits in a given data representation (e.g., [23], [35]).

The reader should be aware that the proposed method-
ology is a statistical method applicable to a variety of
scenarios. The scenarios included in this manuscript were
chosen because they are among the most commonly used in
the literature.

Data in Table 4 report the number of populations in each
analysed scenario, and the total number of faults considered
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TABLE 4: Details of the SFI experiments performed and the
size of the total fault lists. A total of 140 fault lists have been
analysed. In layer-wise experiments, every layer comes with
a different number of FP32 weights. Hence, the dimension of
the fault lists varies accordingly. In this table, the minimum
and the maximum size are reported.

SFI Setup Network-wise  Layer-wise  Bit-wise
ResNet20

Number of populations

(i.e., fault lists) 1 20 32
Fault list size 17,174,144 27k —2.3M 536,692
MobileNetV2

Number of populations

(i.e., fault lists) 1 54 32
Fault list size 141,029,376 18k — 26M 4,407,168

in every network-wise, layer-wise, or bit-wise SFI experiments.
Additionally, for each scenario, three different margins of
errors are considered (egoal = 1%, €goa1 = 0.1%, egoar = 0.01%).
Even though it is highly common to set the error margin
equal to 5%, it is worth to underline that in safety-critical
systems, a 5% error may be too high. As a consequence, it
is important to adopt low margin of errors, especially when
the quantity to estimate has a low probability of success.
Clearly, the lower the margin of error (e), the higher the
sample size (n). The selected margin of errors are in line
with those adopted in state-of-the-art works, e.g, [10], [15],
[16]. This research work, leveraging an iterative approach
that requires an initial error margin (esyt) and a final error
margin (egeal), proposes three analysis, with three levels of
precision:

o level-1: egiart = 5%, €goal = 1%
o level-2: egiart = 3%, egoal = 0.1%
o level-3: estart = 3%, €goal = 0.01%

All the SFI investigations have been performed using a
confidence level of 99% (t=2.58, Table 1). Additionally, the
last set of experiments (Section 5.2.3) has been performed
by keeping the error margin fixed at 1% and varying the
confidence level to 95%, 99%, and 99.9% (following data in
Table 1).

5.2 Experimental Results

Experimental results of a network-wise (Section 5.2.1), layer-
wise (Section 5.2.2), and bit-wise (Section 5.2.3) statistical
fault injection are given in the sections below.

5.2.1 Network-wise SFI

The purpose of a network-wise SFI analysis is to estimate
the total percentage of SDC-1 faults in the CNNs under
investigations with the three levels of precisions (i.e., level-1,
level-2, and level-3). Given the exhaustive FI results, the total
number of SDC-1 faults in ResNet20 is equal to 1.16%, and
1.11% in MobileNetV2. The statistical experiments below
aim at estimating this quantity with an ego.1=1%, egoa1=0.1%
and an eg,,=0.01%. For the sake of clarity, in Table 5 a
step-by-step description of the proposed approach applied
to ResNet20 is given. In the first iteration, no information
is available about the characteristic under investigation of
the population: so, a 50% probability of success is used,
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and a big error margin equal to 5%, injecting a total of 670
permanent faults. The results of this first iteration give a
P = 1.32% and an error margin slightly higher than the
desired one (E = 1.14%). It means that a new iteration is
needed. Hence, the previous estimation is used to define the
next number of faults to inject (p = 13), and e as (5). After
injecting new 206 faults, the results are aggregated (Fig. 2c)
and the final P and E are computed. As shown in Table 5,
E < 1%, then the SFI process stops.

A comparison with SoA works using level-1, level-2 and
level-3 precisions is provided in Tables 6, 7 and 8 for both
CNNs: ResNet20 and MobileNetV2. Comparisons are per-
formed in terms of total number of injected faults and total
number of iterations performed to achieve a desired margin
of error. To avoid dependence on a single sampling process,
we conducted iterative SFI experiments ten times to observe
a general trend. The average values are reported. Addition-
ally, the gains in terms of FI reduction and total number of
iterations are given in Table 9 and 10, respectively.

TABLE 5: An example for the level-1 proposed SFI process
(egoal=1%, t=99%).

Proposed Before the FI _After the FI
Approach  p[%] e[%] n P[%] EI[%]
Iteration 1 50 5 670 1.32 1.14
Iteration 2 1.32 1 876 1.28 0.98
Total 876

Overall, results show that iterative SFI methods dramat-
ically reduce the number of injected faults, at the cost of
performing more than one iteration to achieve a specific
margin of error. As shown in Table 9, compared to One-
Step approaches, the proposed iterative method can save
more than about 94% of injected faults to achieve an error
margin of 1% or 0.1%, and more than about 66% to achieve
an error margin of 0.01%. On the other side, compared to the
SoA iterative approach, the proposed EP-guided iterations
can reduce the total number of Fls (from about 2% to more
than 13%, Table 9) and, at the same time, reduce the total
number of iterations needed to achieve the goal. Table 6 does
not include the comparison with the SoA iterative because,
after just the first iteration, the margin of error in all 10
runs was very close to the targeted 1%. In both algorithms
(proposed and the SoA), the next error corresponds to the
€g0al, Obtaining similar outcomes, an example is given in
Table 5. For a reduced margin of error (e=0.1%), Figure 5
shows in detail the iteration-by-iteration SFI execution of
one (random) run (i.e., Run 1) out of the ten performed (the

TABLE 6: Total number of FIs to achieve an estimate of SDC-
1 of the CNNs with an error margin lower than 1%.

- 0,
SFI Methods €goal = 1%

One-Step Proposed Tterative
[10] and [15]  (Average over 10 runs)

ResNet20

Total Fls 16,625 980

Total Iterations 1 1.91
MobileNetV2

Total FIs 16,639 908

Total Iterations 1 1.90
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TABLE 7: Total number of FIs to achieve an estimate of SDC-
1 of the CNNs with an error margin lower than 0.1%.

egoal =0.1%
SFI Methods One-St Iterative
ne-otep (Average over 10 runs)
[10] and Proposed
Data-unaware [15] SoA [16] Approach
ResNet20
Total FIs 1,517,100 80,734 69,959
Total Iterations 1 4.3 3.12
MobileNetV2
Total Fls 1,644,693 80,582 70,714
Total Iterations 1 4.5 35

TABLE 8: Total number of FIs to achieve an estimate of SDC-
1 of the CNNs with an error margin lower than 0.01%.

egoal =0.01%

SFI Methods One-St Tterative
e-otep (Average over 10 runs)
[10] and Proposed
Data-unaware [15] SoA [16] Approach
ResNet20
Total FIs 15,567,517 5,359,619 5,255,416
Total Iterations 1 7 3
MobileNetV2
Total FIs 76,336,021 7,020,572 6,931,371
Total Iterations 1 7 3

goal is E < 0.1%). The SoA iterative achieves a final margin
of error of 0.094% with a total of four iterations and 84,731
injected faults. The measured probability of success (P) and
margin of error (E) correspond to (iteration;: P=1.92%,
E 0.82%), (iterationy: P=1. 22%, E=0. 33%), (iterations:
P=1.29%, E=0. 17%), (iterationy: P=1.14%, E=0. 094%), re-
spectively. In contrast, the proposed iterative approach
achieves a final margin of error of 0.099% with only two
iterations and 72,506 injected faults, reducing the number
of injected faults by 12,225 faults and requiring two fewer
iterations The measured P and F correspond to (iterationy:
P=1.24%, E=0. 67%), (iteration,: P=1.10%, E=0. 1%). In both
cases, the final estimates P+ F cover the exact SDC-1 rate of
1.16%.

One of the key advantages of the proposed solution,
aside from the decrease in injected faults, is the reduction
in the number of iterations required to reach the desired
outcome. As we will discuss, this reduction in iterations
may also be viewed as a contributing factor to the decrease
in injected faults. Iteratively checking the status of the SFI
experiments means monitoring the margin of error: as soon
as it meets the desired eg.a1, the entire SFI process stops. This
monitoring activity at each iteration is costly. Indeed, for a
single iteration it involves:

1) running the Fls;

TABLE 9: Gains in terms of FI reduction %.

Avg. FI Reduction [%], confidence 99%

Proposed e=1% e=0.1% e=0.01%
Res. Mob. Res. Mob. Res. Mob.
SoA One-Step 9410 9454 9538 9570 66.24 9091
SoA Tterative - - 13.34 1224 194 1.65

ResNet20, e=0.1%, confidence 99%

354 T === Run 1 (SoA Iterative)
—=-- Run 1 (Proposed Iterative)

3.0 4 —— Exhaustive result (p=1.16%)

1848
2.5+
2,1 / 7393 29567
i T 84731
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a5\ e = \l
n —:I‘ ------- e — T oS
1.0 4 \____,/ 1 T
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| 1848 72508
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(I) 20(‘!00 40(‘!00 60(‘!00 80(‘!00

Sample size n
Fig. 5: Iterative SFI methods: a detailed execution of Run 1.

TABLE 10: Gains in terms of iterations reduction %.

Avg. Iterations Reduction [%], confidence 99%

Proposed e=1% e=0.1% e=0.01%
Res. Mob. Res. Mob. Res. Mob.
SoA Tterative 18.14 30.33 2744 2222 5714 57.14

2) stopping the FIs;

3) analysing the results (e.g, computing the SDC-1
metric);

4) aggregating the results and computing the margin
of error over the sample (E);

5) restarting the FI process if £ > €goal: the FI process
restarts from 1).

For each experiment, Table 10 reports the average reduc-
tion in total number of iterations (from an about 18% to
more than 57% of fewer iterations when the margin of error
is 0.01%).

Clearly, an optimal SFI approach is a good tradeoff
between number of iterations (the lower, the better) and
number of injected faults (the lower, the better). Injecting
a few faults at a time may allow you to reduce the number
of faults injected, but will dramatically increase the number
of iterations. Actually, having many iterations means recal-
culating the failure rate p and the margin of error at the end
of each iteration throughout the aggregation step (as shown
in Figure 4).

As a final note, it is important to underline that the
exact number of injected faults in Iterative approaches shown
in all the Tables is strictly dependent on the measured
probability of success (p). This reasoning is sound: with a
99% confidence level, our sampling provides an estimate
that encompasses the true (unknown) value within a range
of p £ one statistical error (€). When the estimate of a given
iteration falls in the positive range ([p, p + €]), dealing with
very low failure rates, the number of faults to be injected
in the next iteration is greater (the closer p is to 0.5, the
more the number of faults to be injected [10]). When the
estimate falls in the negative range ([p - ¢, p]), the number
of faults to be injected in the next iteration is smaller. Having
more iterations increases the probability of sampling from the
positive range, and thus of injecting more faults. For the sake of
generalization, iterative experiments in this research work
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TABLE 11: Total number of Fls and iterations to achieve an
estimate of SDC-1 faults in all layers with an error margin
lower than 1%.
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TABLE 12: Total number of Fls and iterations to achieve an
estimate of SDC-1 faults in all layers with an error margin
lower than 0.1%.

egoal 1% egoal 0.1%
SFI Methods One-St Iterative SFI Methods One-St Iterative
ne-otep (Average over 10 runs) ne-otep (Average over 10 runs)
Data-unaware Data-aware  SoA Iterative  Proposed Data-unaware  Data-aware  SoA Iterative  Proposed
[15] [15] [16] Approach [15] [15] [16] Approach

ResNet20 ResNet20
Total Fls 307,650 201,079 19,708 15,416 Total Fls 8,877,535 1,933,997 1,177,447 1,102,509
Max. Iterations 1 1 6 4 Max. Iterations 1 1 5 4
MobileNetV2 MobileNetV2
Total Fls 14,894,400 778,951 42,785 41,891 Total Fls 117,242,240 14,159,433 2,725,946 2,708,742
Max. Iterations 1 1 5 3 Max. Iterations 1 1 9 5

(both the SoA and the proposed) have been performed ten
times. Changing the seed of the SFI experiments, numbers
can oscillate, but the positive trend (i.e., reduced number of
FIs and reduced number of iterations) is always confirmed.

For example, the exhact SDC-1% of MobileNetV2 is
1.11%. To achieve an estimate within the range of 1.11%
+ 0.01% with 99% confidence, the real minimum and max-
imum sample size n can be computed, corresponding to
6,887,825 and 7,005,490, respectively. Although these figures
most accurately reflect the experimental outcomes from
running the iterative SFI (Table 8), they represent idealized
values, computed with knowledge of the actual SDC-1 rate.
In practice, estimates can deviate from this range during
each iteration, either falling below [0, p-€) or exceeding (p
+ €, 100%], depending on the confidence level. Increasing
the number of iterations raises the likelihood of obtaining
positive in-range estimates (i.e., [p, p + €]) or, in a worse
scenario, positive out-of-range estimates (i.e., (p + €, 100%])),
both of which contribute to the growth of the sample size in
subsequent iterations.

To conclude, as previously mentioned, in safety-critical
scenarios the failure rate number is typically very low. An
iterative approach dramatically reduces the number of fault
injections without the need for preliminary investigation
of the feature sought (e.g., as it happened with the data-
aware approach [15]). As the margin of error decreases
(e.g., €goal =0.01%), the proposed SFI approach reduces the
number of iterations by over 57% (Table 10), with only a
slight drop in the number of injections (Table 9). Conversely,
as the margin of error increases, the reduction in injections
becomes more significant (Table 9). Notably, even a 1.65%
of Fls reduction translates to approximately 117,000 fewer
injected faults, compared with the SoA iterative solution
(Table 9, Column 7th).

5.2.2 Layer-wise SFI

As mentioned in Section 5.1, the intent of the layer-wise
SFI analysis is to estimate the percentage of SDC-1 faults
in every layer of the CNNs under investigations with
three levels of precisions. A total of 20 and 54 separate
fault lists (populations) have been considered for ResNet20
and MobileNetV2, respectively (as shown in Table 4). It is
important to underline that fault lists have been divided
because it is important to guarantee the same maximum margin
of error in every population, as explained in [15]. For each
experimental result, the flowchart describing the proposed
approach, shown in Fig. 4 has been followed.

TABLE 13: Total number of FIs and iterations to achieve an
estimate of SDC-1 faults in all layers with an error margin
lower than 0.01%.

egoal 0.01%

SFI Methods One-Ste Tterative
p (Average over 10 runs)
Data-unaware  Data-aware  SoA Iterative ~ Proposed
[15] [15] [16] Approach

ResNet20
Total FIs 16,989,188 11,497,921 14,000,886 13,963,231
Max. Iterations 1 1 8 3.3
MobileNetV2
Total FIs 131,913,403 70,383,855 66,137,102 65,977,468
Max. Iterations 1 1 8 4

Tables 11, 12, and 13 report results in terms of total
injected faults and average of the maximum number of
iterations over ten different runs in both scenarios: one-
step SFI approaches (Data-unaware and Data-aware [15]),
and iterative SFI approaches ( [16] and the proposed one).
Layer-wise SFIs have been performed for both ResNet20
and MobileNetV2 with the intent of achieving e=1%, e=0.1%
and e=0.01% margin of errors. It is fundamental to under-
line that in a layer-wise SFI an iteration is considered the
complete execution of all layers of the CNN, until all layers
have reached the desired margin of error. Therefore, the
maximum value of iterations is calculated, and the average
over ten different runs is reported in Tables 11, 12, and 13.

The proposed iterative SFI solution provides great ad-
vantages in fastly converging toward the statistical esti-
mate with the desired margin of error with the minimal
injected faults and minimal iterations, so providing benefits
compared to state-of-the-art research works. The gains in
terms of FI reduction and maximum interations reduction
are reported in Tables 14 and 15, respectively.

Among the ten iterative SFI experiments, one random
execution (Run 4) has been extracted: the layer-by-layer
outcome is illustrated in Figure 6. The graph reports the
results of a SFI performed to achieve the SDC-1% estimate
on all layers with a 0.1% margin of error. As observed, the
proposed iterative can reduce the total number of injected

TABLE 14: Gains in terms of FI reduction %.

Avg. FI Reduction [%], confidence 99%

Proposed e=1% e=0.1% e=0.01%
Res. Mob. Res. Mob. Res. Mob.
SoA One-Step 9498 99.71 87.58  97.68 17.81 49.98
SoA OneStepwith g, 33 9467 4099  80.86 2144 626
preliminary analysis
SoA Iterative 21.77 2.08 6.36 0.63 0.26 0.24
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TABLE 15: Gains in terms of iterations reduction %.

Avg. Iterations Reduction [%], confidence 99%

Proposed e=1% e=0.1% e=0.01%
Res. Mob. Res. Mob. Res. Mob.
SoA Iterative  33.33 40 20 4444 5875 50
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Fig. 6: Layer-wise SFI, Run 4: detailed information of layer-
by-layer number of injected faults for achieving a 0.1% of
margin of error in each ResNet20’s layer.

faults in all layers except for layerl (where 3% more faults
are injected). This was due to an outlier in estimation (a
FI result yielding a value outside the statistical range) that
has increased the next sample size. As mentioned, iterative
statistical injections are very susceptible to variations in
P. As for the remaining layers (all except layerl), the FI
reduction obtained with the proposed iterative approach
goes from 0.44% in layerl?7 to 12.51% in layer7. The other
runs follow a similar trend.

Observing Tables 11, 12, and 13, it may appear that,
overall, iterative approaches are the ones guaranteeing the
minimal number of injected faults, for a specific error mar-
gin. Conceptually, it is true that iterative approaches have
been created to optimize the number of injected faults,
compared to generic one-step approaches (such as data-
unaware with p = 0.5). However, if the one-step approach
relies on a preliminary phase where p is pre-estimated
based on selected data-characteristics (e.g., average-bit-flip-
distance [15]), the one-step can yield superior performance
than simple iterative approaches. This can be noted in Table
13 for ResNet20. Clearly, the cost for performing the pre-
estimation of p is non-negligible, and it is highly domain-
and data-dependent. The proposed approach does not re-
quire any preliminary information about the populations
under study nor any heuristic approach to pre-estimate p
as in the data-aware method proposed in [15].

A final observation must be done considering the results
in Table 13 with a level-3 precision (i.e., e=0.01%). With such
a low error margin value, the number of injections to be
performed is very large, regardless of the SFI technique. So,
the reader may think that there is no great advantage of an
iterative SFI over a One-Step solution. However, unrolling
the SFI execution layer by layer (by assessing the percentage
of injected faults required in each layer to achieve a 0.01%
margin of error) clearly highlights the advantages of an
iterative solution. Table 16 reports the population size for
each layer (3" Column) and the needed Fls for that error
margin. A One-Step approach is less sensitive to population
size, consistently injecting about 99% of faults in every layer.
In contrast, an iterative solution can reduce the number of
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TABLE 16: ResNet20: the larger the population of faults to
be examined, the more advantageous it is to use an iterative
approach to reduce the number of injections to be run.

Injected Faults [%]

LayerID LayerType F;;;Lt (Ii\lls)t (e=0.01%, t=99%)
One-Step Iterative
Proposed
1 convl 27,648 99.98 99.71
2 conv2 147,456 99.91 96.65
3 conv3 147,456 99.91 96.57
4 conv4 147,456 99.91 96.36
5 convs 147,456 99.91 97.08
6 convé 147,456 99.91 98.44
7 conv? 147,456 99.91 98.21
8 conv8 294,912 99.82 94.13
9 conv9 589,824 99.64 93.98
10 conv10 589,824 99.64 93.86
11 convll 589,824 99.64 93.58
12 convl2 590,464 99.64 94.01
13 convl3 589,824 99.64 93.57
14 convl14 1,179,648 99.29 79.02
15 convl5 2,359,296 98.60 77.85
16 convl6 2,359,296 98.60 78.49
17 convl7 2,359,296 98.60 75.31
18 convl8 2,359,296 98.60 78.37
19 conv19 2,359,296 98.60 75.59
20 linear 40,960 99.97 99.11
Tot. 17,174,144 99.48 81.54

injections by up to 23% (layer17). This is noteworthy because
it suggests that as models grow in size, an iterative approach
becomes increasingly suitable. This aligns with the current
trend of developing heavier deep learning models.

For the sake of completeness, we have performed a
further experiment to discuss the benefit of One-Step and
Iterative statistical FI experiments. We have selected two
fault lists of two MobileNetV2’s layers (i.e., layer0 and
layer53) having similar exhaustive failure rate (i.e., 1.36% and
1.27%, respectively) but different population (N) size. As
shown in Table 17, Layer0 accounts for a total of 55,296 stuck-
at faults, while Layer53 for a total of 26,214,400 faults. To
achieve an estimate of the failure rate with an error margin
of 0.01% and a confidence of 99%, statistical fault injections
have been performed, and the experiment has been repeated
three times (three runs are reported in each separate row).
Data in Table 17 suggest that when the error margin and
the population size are relatively low (e=0.01% and the
population in the order of thousands), iterative FI methods
iteratively approach the one-step number of Fls (around
99.38%). On the opposit, with bigger fault lists (layer53),
iterative methods bring significant advantages in reducing
the number of injections. Additionally, the proposed iter-
ative method also dramatically reduces the total iterations
(by more than 57%). Although the percentage reduction of
FIs between the state-of-the-art iterative and the proposed
approach may seem negligible, it is important to note that
injecting 24.14% of the total faults instead of 26.04% in run-2
(layer53) translates to saving approximately 498,074 injected
faults out of a population of over 26 million faults. And this
is obtained with a 62.5% reduction of total iterations (from
8 to only 3 iterations).
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TABLE 17: MobileNetV2: comparing two layers with similar
success probabilities but different population sizes, high-
lighting when an iterative approach is beneficial. The anal-
ysis is carried out with a 0.01 % margin of error and 99%
confidence.
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TABLE 18: Total number of FIs to achieve an estimate of
SDC-1 of the CNNs with a 1% error margin and 95%
confidence level.

€goal = 1%, confidence 95%

SFI Methods One-Step Tterative
One-Step SoA TIterative Proposed (Average over 3 runs)

Run N . Tof - Tot . Tot [10] and SoA [16] Proposed

Fs [%] (o FIs[%l o Fls[%l 0 Data-unaware [15] Approach
Layer0 ResNet20
run-0 55,296 99.38 T 9938 8 9939 3 Total FIs 301,926 25,470 21,229
run-1 55296  99.38 1 99.41 8  99.38 3 Total Iterations 1 4 3

Lgryx:%é 55296  99.38 1 99.45 8 9937 3 MoheNeiv3

run0 26,214,400 8639 T 2555 7 2425 3 Total Fls 306,660 21,559 20,522
run-1 26,214,400 86.39 1 258 8 2421 3 Total Iterations 1 433 4
run2 26,214,400  86.39 1 26.04 8 2414 3

5.2.3 Bit-wise SFI

The intent of a bit-wise SFI analysis is to estimate the SDC-
1% of permanent faults in each bit-position of the FP32
representation. Each fault list includes all faults affecting
a specific bit position of the entire set of CNN weights.
As an example, all faults affecting the MSB (bit 31%") of the
CNN weights constitute a single population of faults. Given
that both CNNs use a FP32 bit-width representation, the
exhaustive FIs have been performed by analysing 32 popu-
lations (fault lists) for each CNN, each sized as reported in
Table 4. As for ResNet20, the exhaustive results show that
from populations bit-0 (Least Significant Bit-LSB) to bit-19,
the percentage of SDC-1 faults is zero: no faults affecting
those bit positions lead to wrong predictions. Similarly,
populations of faults from bit-0 to bit-22 (MobileNetV2)
feature a SDC-1% equal to zero. In the literature, it is well-
documented that incorrect predictions in CNNSs, specifically
SDC-1, are solely due to faults impacting the high-order
exponent bits (e.g., [36], [32]). Faults in the sign and mantissa
bits of FP32 synaptic weights do not result in CNN wrong
predictions. Nevertheless, the proposed SFI flow has been
applied, and experimental results are given in Tables 18, 19
and 20 for both cases of study (ResNet20 and MobileNetV2).

In this last section, instead of varying the error margin
(as performed in Section 5.2.1 and 5.2.2), the confidence level
was tuned, setting up three configurations: 95%, 99%, 99.9%.
The confidence level, represented by the ¢ variable in the
statistical sampling formula (Eq. 4) assumes contant values
(given in Tables 1). Having an estimate of the true value
with a margin of error of 1% and a confidence of 95% means
that in the 95% of cases, the estimate 1% will cover the
true (unknown) value. As shown in Tables 18, 19 and 20,
tuning the confidence values does not have high impact on
the sample size, but confirms the benefit of the proposed
iterative solution over state-of-the-art approaches. However,
it is important to note that the reductions in FI and the
decrease in the number of iterations are not notably large.
This is due to the characteristics of the 32 populations of
faults and their exhaustive SDC-1% rate. Indeed, in all the
populations (except for bit-30, i.e., the most significant bit
of the 8-bit exponent part), the real probability of success is
close to 0, or equal 0. It means that in one single iteration the
€goal is achieved, and the first iteration is the same among
the SoA iterative and the proposed iterative. After one single

TABLE 19: Total number of FIs to achieve an estimate of
SDC-1 of the CNNs with a 1% error margin and 99%
confidence level.

€goal = 1%, confidence 99%

SFI Methods One-St. Tterative
ne-otep (Average over 3 runs)
[10] and Proposed

Data-unaware [15] SoA [16] Approach

ResNet20

Total FIs 516,496 39,728 35,198

Total Iterations 1 4 3

MobileNetV2

Total Fls 530,509 37,325 35,526

Total Iterations 1 4.33 4

iteration, for all of them the measured ¢ already respected
the egoar-

5.3 Discussion

Overall, the research paper provides an overview of a va-
riety of SFI techniques, comparing the proposed iterative
approach with state-of-the-art solutions. Additionally, ex-
perimental results show that, when dealing with very small
margins of error (such as 0.01%) and big fault lists, em-
ploying an iterative SFI approach is particularly beneficial.
Therefore, the research work highlights a novel important
aspect: it is not always advantageous to adopt iterative
solutions. With small fault lists and small error margins,
one-step methods achieve the final estimate with one single
iteration, while iterative SFI ones inject about the same

TABLE 20: Total number of FIs to achieve an estimate of
SDC-1 of the CNNs with a 1% error margin and 99.9%
confidence level.

€goal = 1%, confidence 99.9%

SFI Methods One-St Iterative
ne-otep (Average over 3 runs)
[10T and Proposed

Data-unaware [15] SoA [16] Approach

ResNet20

Total Fls 731,323 63,347 58,330

Total Iterations 1 4 3

MobileNetV2

Total FIs 759,733 53,512 50,931

Total Iterations 1 5 4
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percentage with more iterations. Finally, three x-wise ap-
proaches have been discussed in the manuscript: they have
been selected as representative SFI methods in the literature.
The aim of the work is not to compare them in terms of
performance and resilience. However, it is interesting to
note that the bit-wise approach is the worst-case scenario,
because the only fault list that requires more than one itera-
tion is the population of bit 30. This population has a p close
to 50%. However, even though the reduction is minimal,
it confirms the effectiveness of the technique even with
higher p values (much more uncommon in safety critical
scenarios). To conclude, it is important to underline that the
key contribution of the approach consists in the statistical
iterative methodology, that can be applied to different types
of dependable systems. Finally, we also want to emphasize
that with the increasing complexity of modern chips and Al
models, it becomes impossible to exhaustively test the entire
fault list. Therefore, it is becoming increasingly essential
to investigate innovative statistical techniques that allow
for reducing the fault list while still obtaining statistically
significant results. A statistical testing does not require
any preliminary application- or data-specific knowledge
or analysis or pruning of the population of faults under
investigation. Its intent is not to find all critical faults, nor to
prune the fault injection space: its goal is to provide a fast
system-agnostic statistical measure of resilience.

6 CONCLUSIONS

The challenge of keeping acceptable the cost for reliability
evaluation becomes increasingly important as CNN models
get more complicated. In order to provide statistically mean-
ingful findings, this paper proposes an iterative technique
to execute statistical fault injections on CNNs. Compared
to state-of-the-art approaches, it considerably reduces the
number of simulations by (i) leveraging the initial esti-
mate available after a few injected faults to further reduce
the sample size (ii) reducing the number of iterations by
proposing a margin of error that varies according to the
measured failure rate p. The gains in terms of reduction in
the number of faults to be injected depends on the target
probability of success (the lower, the lower the sample size),
the size of populations under investigations (the higher,
the higher the benefit of the proposed technique), and the
desired error margin. The effectiveness of the method was
compared against previously proposed methods, and the
provided experiments assessed the SFI proposal ability to
significantly reduce the number of faults to be injected
whereas guaranteeing a given error margin, and reducing
the quantity of iterations.

Future works will target different fault models, different
DNN typologies and datasets, different systems and designs
(e.g., hardware units). Furthermore, we are examining the
statistical relationship between the margin of error and
population size to identify an optimal ratio that can be used
as a stopping criterion.
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