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Abstract—IoT devices are becoming increasingly popular.
However, they are vulnerable to several security attacks because
of their resource-constrained nature, making it challenging to
protect them with traditional security countermeasures. To cope
with the resource limitations of these devices, researchers have
proposed ad-hoc versions of classical security controls, such as
cryptography and hardware root-of-trust. Lightweight cryptog-
raphy focuses on developing efficient cryptographic algorithms
regarding required memory and processing power. CBOR X.509
certificates are a lightweight and secure way to represent X.509
certificates. They are significantly smaller than traditional DER-
encoded certificates and can be encoded and decoded more
efficiently. This makes them well-suited for use in IoT devices,
where resources are often limited. Remote Attestation (RA) is a
security mechanism that permits a trusted party to verify that
a platform behaves as expected. RA techniques are generally
not suitable for constrained devices, as they require additional
hardware components or extensions. Recently, several proposals
have been proposed to provide similar security capabilities to
devices with very low computational resources. This can be
used to detect and prevent malicious devices from accessing IoT
networks. This paper analyses some of these new proposals,
technologies, and possible integrations to create secure and
efficient IoT systems.

Index Terms—ASCON, C509, CBOR, Cybersecurity, DICE,
Internet of Things, MARS, Remote Attestation

I. INTRODUCTION

The Internet of Things (IoT) [1] is a network of intercon-
nected devices, from simple sensors to complex systems. IoT
devices are used in many applications [2], including smart
homes, healthcare, and industrial automation. However, the
increasing prevalence of IoT devices also introduces new
security challenges [3]. One of these challenges for IoT
devices is their resource-constrained nature, which makes them
difficult to protect with traditional security measures. Due to
the insecure nature of these devices, several attacks can be
performed to steal sensitive information, such as encryption
keys and passwords, or to tamper with a device. Researchers
are developing new security mechanisms and technologies for
IoT devices to address these security challenges.

Cryptography is an important security control, but it is
often a critical task on IoT devices regarding execution time
and resource consumption. Lightweight cryptography focuses
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on developing efficient cryptographic algorithms in terms of
memory usage and processing power. This makes it well-
suited for use in resource-constrained IoT devices. Some
competitions have been proposed to select algorithms for
constrained devices. The competition launched by the National
Institute of Standards and Technology (NIST) selected [4] the
ASCON [5] family of algorithms, which provide solutions for
Authenticated Encryption with Associated Data (AEAD) and
hash calculation.

Researchers and standardisation organisations are working
to enable, on IoT devices, protocols and procedures that can
be considered a standard de facto in more powerful contexts.

The C509 [6] is an IETF draft for a lightweight represen-
tation of X.509 certificates. C509 certificates are significantly
smaller than traditional DER-encoded X.509 certificates and
can be encoded and decoded more efficiently. This makes
them well-suited for use in IoT, where bandwidth and memory
capacity are often limited.

Remote Attestation (RA) is a procedure to remotely verify
a device’s software and hardware integrity. In the case of IoT,
this becomes challenging because not all devices satisfy the
resource requirements to perform RA. Proposals have been
made, but some of them are software-based solutions [7]—
[9] that offer fewer guarantees than hardware-based solutions.
For this reason, RA is a process mostly used in cloud
computing, or more generally, where the involved devices
have the necessary resources, like external secure elements
or hardware extensions [10]. More recently, some works have
been published that move to a hardware-based approach [11]—
[14]. Along this line, new standard proposals are emerging,
such as the Device Identifier Composition Engine (DICE) [15]
and Measurement and Attestation RootS (MARS) [16].

In this paper, we analyse some of these new technologies,
explain their details, and propose some integration to increase
security for IoT.

II. LIGHTWEIGHT CRYPTOGRAPHY

In the ever-evolving landscape of cryptography, Lightweight
Cryptography [17] is designed to address the specific security
needs of IoT devices, which are often resource-constrained.
These devices typically have limited computational power,
memory, and energy resources. Traditional cryptographic al-
gorithms can be overly onerous for such devices, making
them unsuitable for IoT applications. The primary goal of
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Fig. 1. ASCON encryption schema (source: [5]).

Lightweight Cryptography is to provide cryptographic algo-
rithms that strike a balance between security and efficiency.

In this context, in 2014, a CESAR [18] competition
for “Lightweight applications (resource-constrained environ-
ments)” was started. The selected algorithms for this use case
were, as the first choice, ASCON [5] and ACRON [19] as
a second choice. The ASCON family was later chosen for
standardisation by the NIST for authenticated encryption and
hashing algorithms.

A. ASCON

ASCON is a lightweight cryptographic family of algorithms
designed for efficiency in constrained environments, such as
embedded systems. It provides encryption and authentication,
making it an AEAD [20] cipher, and the possibility to compute
hashes based on a sponge operation [21], similar to SHA-3
[22]. An AEAD cipher permits the obtaining of confidentiality
and data authentication at the same time. In addition, it permits
covering the integrity of property and data that does not need
to be confidential (associated data). This is very useful, for
example, to protect a network packet, where the payload
can be encrypted, but the header cannot because it contains
information for the correct packet routing.

The ASCON crucial function is the permutation function.
It takes a 320-bit state as input and processes it through two
fixed numbers of rounds p® (typically 12) and p® (typically
6). Each round comprises three distinct steps:

1) Addition of Constants. Unique values specific to each
round are added to the state to introduce diffusion and
confusion. This is the initial step in breaking down
statistical patterns and enhancing security.

2) Substitution Layer. A non-linear S-box [5] operation
is applied to each bit in the state. This crucial step
introduces non-linearity, making it significantly harder
for an attacker to predict the output from the input,
thereby bolstering resistance to differential attacks.

3) Linear Diffusion Layer. A bit mixing operation, known
as the Linear Layer, diffuses the information further
across the state. This step ensures that every bit in the
output depends on multiple bits in the input, strength-
ening the overall security against various cryptanalytic
techniques.

The combined effect of these operations within each round

transforms the state, ultimately producing the final output after
completing all rounds.

The encryption (Fig. 1) and decryption procedures are
performed in four steps:

1) Initialisation: The initial state is derived from the key,
nonce, and a constant. This state is then permuted using
the Ascon permutation.

2) Associated Data Processing: Any associated data (op-
tional) is absorbed into the state in blocks, with the state
being permuted after each block.

3) Plaintext Processing: The plaintext is encrypted by
XORing it with a part of the state, producing the
ciphertext. The state is updated and permuted after each
block.

4) Finalisation: After all plaintext has been processed, the
remaining state is permuted one last time and then
truncated to produce the authentication tag.

For AEAD, the block size is 64 bit long but can also be
128 bit, increasing the number of rounds p” to 8. The key and
the nonce are 128 bit bits long, and the generated tag.

III. CBOR ENCODED X.509 CERTIFICATES (C509
CERTIFICATES)

Concise Binary Object Representation (CBOR) [23] is a
binary data format designed to be efficient and extensible,
similar to other data representations such as JSON and XML.
The main goal of CBOR is to have a very small representation
size and extensibility without the need for version negotiation.

Here are listed the fields used by the CBOR encoding:

e Data Types: CBOR has several data types, including
unsigned integers, negative integers, byte strings, text
strings, arrays, maps (key-value pairs), tags, simple values
(like true, false, null), and floating point numbers. This
concept is mapped into prefixes placed before the actual
value.

o Prefixes: Each data item starts with a byte that includes
both the major type (the high-order 3 bits) and additional
information (the low-order 5 bits). The major type indi-
cates the data item type (unsigned integer, string, array,
etc.). The additional information can either provide the
actual value for small enough integers or the length of
the data item.

o Lengths and Values: For larger data items, the length or
value is encoded in the bytes following the initial byte
(prefix). The number of bytes used depends on the value
of the additional information in the initial byte.



e Arrays and Maps: Arrays and maps start with an initial
byte indicating the type and the number of items, fol-
lowed by the encoding of each item.

o Tags: Tags are a way to add optional metadata to a data
item. A tag is a data item itself, followed by the data item
it applies to.

o Indefinite Lengths: CBOR supports encoding data items
of unknown length, such as a byte string streaming
over a network. These data items are marked with a
special “indefinite length” marker (0x1F, 31 in decimal
representation, put in the lower 5 bit of the prefix) and
end with a “break” marker (OxFF corresponding to 7
represented in the higher 3 bit and 31 in the lower 5 bit).

Here’s a simple example of CBOR encoding. The map to
encode is the following:
{ "A" . 1 ,

"M 2} (13 bytes)

The initial byte is 0xA2 where O0xA is the major type for
a map, and 2 is the number of items. The first key is the
string “A”. It’s encoded as 0x61 0x41 where 0x61 is the
initial byte, with 0x6 indicating a string and 1 the length.
0x41 is the ASCII value for “A”. The first value is the
integer 1. It’s encoded as 0x01, with 0x0 indicating an
unsigned integer and 1 the value. The second key-value pair
is encoded similarly, resulting in 0x61 0x42 0x02. Putting
it all together, the entire CBOR encoding is:

O0xA2 0Ox61 0x41 0x01 Ox6l 0x42 0x02
(7 bytes)

This representation permits encoding a 13 byte JSON map
to a 7 byte bitstream, noticeably reducing the dimension of
representation.

C509 certificates [6] are encoded using the CBOR data
format. C509 certificates are significantly smaller than tradi-
tional DER-encoded X.509 certificates and can be encoded and
decoded more efficiently. An example of CBOR compression
is reported in Fig. 2. In this example, the Issuer field is reported
in the standard ASN.1 [24] encoding, and then it is compared
with the CBOR compression obtained.

This makes C509 certificates suitable for use in applications
where bandwidth is limited, such as mobile devices and
IoT devices. C509 certificates can be used in the same way
as traditional DER-encoded X.509 certificates. For example,
they can authenticate servers and clients in TLS connections,
devices in IoT networks, and sign codes and documents.

To be compatible with existing processes, for example,
used by Certificate Authorities (CAs) for issuing certificates,
the possibility to manage C509 certificates can be integrated
without managing the C509 format natively. In this case, it is
sufficient that the CA implements an upper logical layer, where
an incoming C509 certificate of Certificate Signing Request
(CSR) is converted into DER format. In this way, changing the
already implemented procedure would be unnecessary because
all operations would be performed in the DER format.

—-- Uncompressed ASN.1 --
0x30 // Sequence
0x12 // Size 18
0x31 // Set
0x10 // Size 16
0x30 // Sequence
0xOE // Size 14
0x06 // 0ID
0x03 // Size 3
0x55 0x04 0x03
// 2.5.4.3
(commonName)
0x0C // UTF8 string
0x07 // Size 7
0x52 Ox6F O0x6F 0x74
0x20 0x43 0x41
// Value "Root CA"

-- Compressed CBOR --
0x67 // Text string of size 7
0x52 Ox6F O0x6F 0x74
0x20 0x43 0x41
// Value "Root CA"

(8 bytes)

(20 bytes)

Fig. 2. Example CBOR Encoding (Issuer).

The adoption of this format for IoT devices would permit
to provide them the security properties of X.509 certificates,
but taking into consideration the resource constraints that
affect this family of devices. Of course, it remains the fact
that asymmetric encryption is still very heavy in terms of
computational capabilities. Still, this introduction would be a
crucial improvement, considering, for example, the new pro-
tocols designed, such as the Constrained Application Protocol
(CoAP) [25], which introduces the possibility of implementing
an HTTP-compatible protocol in a lightweight environment.

IV. REMOTE ATTESTATION IN IOT SCENARIO

The possibility of verifying the trustworthiness of platforms
is essential for several critical scenarios, where knowing that
the hardware and software components are not tampered with
is crucial. This can be achieved with Remote Attestation
(RA) [26], [27]. RA is a security procedure that allows
a trusted platform, known as the Verifier, to confirm the
integrity of another platform, referred to as the Attester, by
utilising predefined trusted values stored in the Verifier, which
correspond to the expected state of the Attester. The RA
process is generally defined as a challenge-response protocol
(Fig. 3), where the Verifier sends a challenge to an Attester
to obtain its current state. The Attester computes proof of its
internal state and sends it back to the Verifier. In this way,
the Verifier can determine the trustworthiness of the Attester,
verifying that the proof received corresponds to the expected
state.

Attester Verifier

S <
2 H H

Compute proof of its 1
internal state

Challenge

4

R
3 Response Verify the proof

corresponds to the
expected state

Fig. 3. Basic RA process.



Numerous RA methods have been suggested [28], [29],
each relying on various hardware and software technologies
to safeguard sensitive data, like cryptographic keys, employed
in the procedure.

a) Hardware-Based Attestation

These techniques centre around specialised hardware com-
ponents, typically a dedicated cryptographic chip that must be
present on the Prover. The Trusted Platform Module (TPM) is
one of the most widely used hardware devices for conducting
RA. The Trusted Computing Group (TCG) initially introduced
the TPM specification, with the initial version being 1.2 [30].
Subsequently, an improved version, TPM 2.0 [31], became the
prevailing standard. Other RA approaches leverage a Trusted
Execution Environment (TEE) [32], such as Intel SGX [33]
or ARM TrustZone [34]. These methods often rely on specific
hardware extensions.

b) Software-Based Attestation

Although hardware-based attestation is a highly effective
RA solution, it may not always be feasible due to hardware
and software limitations, especially in embedded devices. To
address this challenge, some RA approaches that are solely
based on software have been developed to reduce hardware
overhead. An example is Pioneer [8], which is a software-
based primitive that does not depend on CPU architecture
extensions or secure Co-processors.

¢) Hybrid Attestation

While software-based RA methods may not be sufficient
in some network environments due to potential adversary
capabilities [35], a hybrid approach has been devised to tackle
this issue, combining both software and hardware elements.
SMART [36] serves as an example of this hybrid approach,
involving minimal hardware modifications to embedded Micro
Controller Units.

An issue for the IoT scenario is the lack of a secure copro-
cessor that represents the Root of Trust (RoT) for performing
RA. The RoT is a component that is considered trusted, so
it is expected to behave correctly because some misbehaviour
cannot be detected at runtime. In a Trusted Platform [38], three
RoT are required by the TCG:

1) Root of Trust for Storage (RTS): it provides secure
storage where to store measurements of the platform
components;

2) Root of Trust for Measurement (RTM): it has the purpose
of measuring all the platform components and sending

Identification

Attestation

Firmware

Fig. 4. DICE architecture (source [37]).
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Fig. 5. Keystone architecture (source: [39]).

these values into the RTS;
3) Root of Trust for Reporting (RTR): it has the purpose of
securely reporting the content of RTS.

A. Device Identifier Composition Engine (DICE)

To minimise the hardware requirements for a RoT, the TCG
proposed the Device Identifier Composition Engine (DICE)
[15] specification. DICE permits the establishment of a RoT
and provides device identity based on the device’s integrity
state. This permits the strict linking of the identity of the device
to its code and configuration. The DICE, which is a shielded
region (e.g. ROM), possesses a manufacturer-inserted value,
the Unique Device Secret (UDS). This value is used during the
device boot to derive the Compound Device Identifier (CDI)
associated with the device’s code. This value is derived using a
one-way function (OWF), which can be used by the firmware
that receives it to derive, for example, its cryptographic keys
with a Key Derivation Function (KDF). The mechanism used
by DICE for deriving all the cryptographic material for the
device is shown in Fig. 4.

A different approach proposed to protect IoT applications
is Keystone [39], which is an open-source TEE proposed
by Lee et al., which is based on the Physical Memory
Protection (PMP) security extension for the RISC-V ISA [40].
This framework permits the creation of several protected and
isolated environments (enclaves) where it is possible to run
sensitive applications. The architecture of this framework is
multi-layer (Fig. 5). The first layer represents the hardware,
so a RISC-V chip with the PMP extension. The second layer
is the Security Monitor (SM), which is the most privileged
component and is in charge of managing the life cycle of the
enclaves. The last layer is represented by the operating system
and its applications, for the untrusted part, the unprotected
portion of the system. In the last layer are also present the
enclaves, that run protected by the PMP feature set by the SM
during the enclave instantiation phase. An enclave comprises
the enclave application, which is the application to protect, and
the Runtime, which permits the application to interact with the
hardware or the SM.

Analysing these two proposals, it is possible to integrate
them to merge the security advantages provided by both. The
DICE specification can be used to provide a RoT to Keystone,
allowing the possibility of giving an enclave an identity strictly
related to the hardware platform. This can be easily applied
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Fig. 6. Parallelism between DICE end Keystone architectures.

because DICE, as it has been defined, can be applied to multi-
layer architecture and, as shown in Fig. 6, Keystone has several
software layers that compose its architecture. This kind of
integration would introduce several security properties, for
example, it would not be possible to migrate a specific enclave
application because the identity values are strictly linked to
the hardware underneath. In addition, it would permit the
detection of manipulation of the enclave applications because
a modification would imply a change in the CDI related
to it because the CDI is directly calculated from the code
implementing the enclave application.

B. Measurement and Attestation RootS (MARS)

The TCG has also recently proposed a new architecture: the
MARS specification [16]. This new proposal aims to provide
hardware RoT specifications for IoT devices, particularly
for very constrained devices. In an IoT device architecture,
MARS represents a RoT, in particular, it implements the RTS
and RTR. It follows the Trusted Platform definition already
proposed concerning the TPM 2.0 specification [42], and it can
be implemented as a discrete chip, attached to the platform and
communicating through an external bus. It can be implemented
as an integrated System on Chip logical block (Fig. 7) or,
eventually, as a logical block that allows execution only in a
privileged mode.

From a cryptographic point of view, MARS has to im-
plement a hash function to be able to compute and store
digests. This is needed because MARS, similarly to the TPM,
possesses some (at least one) Platform Configuration Registers
(PCRs), which can securely store the events recorded on the
platform. Those PCRs are also used to report the events that
happened on the platform because they possess the system’s

uController MARS
Crypto
P o Accelerator
rocessor -
H SEED|[ PCR
A A A
P 4 v _Internal BUS v

Fig. 7. Trusted Platform Architecture with MARS (source [41]).

history. A PCR, as defined in the MARS specification, can be
written only following the extend operation:

PCRnew = HaShAlgm«ithm (PCROM || digest)

where the new PCR value is calculated by concatenating
the current PCR value with the digest that has to be stored
and then hashing this concatenation. This procedure permits
maintaining all the history of extensions and, of course,
maintaining also a log to have access to all intermediate values.

The TCG explicitly mentions [16] that a TPM should be
able to verify, for example, a MARS signature, for this reason,
MARS should implement cryptography modules compatible
with the TPM specification. It is also mentioned that MARS,
for its minimalist approach, should implement a single cryp-
tography module, but it is not mandatory, so in case of neces-
sity, MARS can implement several cryptographic algorithms.

V. CONCLUSION

Security is crucial in digital scenarios, from personal devices
to IT infrastructures. Several solutions have been developed to
protect devices, such as secure transmission protocols, crypto-
graphic algorithms, and integrity verification procedures. IoT
devices brought new challenges regarding their protection be-
cause most security solutions are unsuitable for these devices,
due to their resource constraints.

Nowadays, the work in these areas is focused on developing
new techniques and more efficient algorithms for constrained
devices. The ASCON algorithm family was chosen by NIST
for lightweight cryptography standardization. ASCON is a
set of lightweight cryptographic algorithms that have been
designed to be secure, efficient, and easy to implement. These
algorithms are well-suited for resource-constrained devices.

Another recent proposal is the C509 certificate represen-
tation, which proposes a new and innovative way to encode
X.509 certificates by using the Concise Binary Object Repre-
sentation (CBOR). This offers several benefits over traditional
DER-encoded X.509 certificates, including smaller size, faster
encoding and decoding, and extensibility.

Also, the Trusted Computing Group is developing some
proposals directly oriented to IoT devices. In this context,
the Device Identifier Composition Engine (DICE) and the
Measurement and Attestation RootS (MARS) specifications
are the most relevant ones. These two specifications are very
different from the implementation point of view. Still, they
try to provide the security capabilities generally provided by
a hardware Root of Trust on Iot devices.

By combining these new solutions, it would be possible to
create secure and efficient IoT devices that can be used in
a wide range of applications, with support for cryptographic
operations, storing and manipulating X.509 certificates, and
integrity verification.
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