
25 April 2026

POLITECNICO DI TORINO
Repository ISTITUZIONALE

An Internet of Things Ecosystem for Atmospheric Water Generators / Gaggini, Francesco; Crespo, Rafael Natalio
Fontana; Calo, Matteo; Gentile, Vincenzo Maria; Macii, Alberto; Patti, Edoardo. - In: IEEE ACCESS. - ISSN 2169-3536. -
13:(2025), pp. 77565-77581. [10.1109/access.2025.3562742]

Original

An Internet of Things Ecosystem for Atmospheric Water Generators

Publisher:

Published
DOI:10.1109/access.2025.3562742

Terms of use:

Publisher copyright

(Article begins on next page)

This article is made available under terms and conditions as specified in the  corresponding bibliographic description in
the repository

Availability:
This version is available at: 11583/2999483 since: 2025-05-09T08:58:18Z

IEEE



Received 24 March 2025, accepted 14 April 2025, date of publication 21 April 2025, date of current version 8 May 2025.

Digital Object Identifier 10.1109/ACCESS.2025.3562742

An Internet of Things Ecosystem for Atmospheric
Water Generators
FRANCESCO GAGGINI 1, RAFAEL NATALIO FONTANA CRESPO 1, (Member, IEEE),
MATTEO CALÒ 2, VINCENZO MARIA GENTILE 2, ALBERTO MACII 1, (Senior Member, IEEE),
AND EDOARDO PATTI 1, (Member, IEEE)
1Department of Control and Computer Engineering (DAUIN), Politecnico di Torino, 10129 Turin, Italy
2TEBE Group, Department of Energy ‘‘G. Ferraris’’ (DENERG), Politecnico di Torino, 10129 Turin, Italy

Corresponding author: Vincenzo Maria Gentile (vincenzo.gentile@polito.it)

ABSTRACT In an era of diminishing water resources, Atmospheric Water Generators (AWG) offer an
innovative solution to address the global water crisis by harnessing alternative local water sources. Recent
advances in AWG technology have demonstrated the feasibility of converting atmospheric moisture into
potable water, making AWGs suitable for use as domestic appliances and positioning them as key players
in tackling the water-energy nexus. In this context, efficient data collection and management from AWG
systems are critical for improving technological capabilities and performance optimization. This work
presents an Internet of Things (IoT) ecosystem that integrates IoT-enabled AWG machines, utilizing a
biopolymer for water generation, and an IoT platform to collect, store, and manage data from these devices.
We enhance existing AWG machines with IoT functionalities, allowing for remote monitoring and control
of a fleet of units. Additionally, we demonstrate the implementation of this ecosystem in a real-world
scenario, enabling the management and oversight of operational AWGmachines. Communication tests were
conducted to evaluate transmission performance. Since AWGs may be located in remote regions, we tested
the scenario in which AWGs are connected to the Internet via Low Earth Orbit Satellites Internet Service
Providers (e.g. Starlink). The results showed that latency reached values around 100 ms, and less than 1 s
even for the extreme scenario of total network congestion, guaranteeing that the data transmission latency is
within acceptable limits for this application, ensuring effective monitoring and control of the AWG systems.

INDEX TERMS Internet of Things, atmospheric water generator, autonomous remote control, decentralized
water production, IoT platform.

I. INTRODUCTION
Atmoshperic Water Generators (AWG) emerge as a promis-
ing remedy for regions facing water scarcity or logistical
constraints, offering a pathway to convert local atmospheric
humidity into freshwater [1], [2], [3], [4]. Many studies
have demonstrated that AWG devices, which require energy
input for the moisture-to-water conversion process, can
enhance sustainability when powered by renewable energy
sources [5], [6], [7], [8]. Given that the residential sector
accounts for over 25% of water consumption, integrating
AWG systems into buildings offers considerable potential
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for improving sustainability and operational efficiency,
addressing a substantial portion of global water demand.
Envisioning AWG devices as an appliance of dwellings could
shift the focus from water scarcity to the energy-water nexus,
necessitating the coordination of an energy-intensive fleet of
AWG devices exploiting renewable energy sources, with the
capability to provide demand-response flexibility in urban
settings [9], [10], [11]. In this scenario, the development of
a distributed software platform leveraging upon Internet of
Things (IoT) technologies represents a promising solution
to foster different distributed services to coordinate the
water needs of dwellings, the energy consumption of AWG
machines, and the local or regional production of renewable
energy [12], [13], [14].
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Having a set of machines that continuously produce data
can bring several challenges that need to be addressed. On one
hand, each machine has numerous sensors and actuators
that generate a considerable amount of diverse data, such
as numerous temperature and humidity sensors, or fans
used to move the air in different parts of the machine that
need to be turned on or off. On the other hand, remote
control of these actuators is crucial for (near)-real-time
management, ensuring precise control over each machine
while also providing full visibility into its current state so
that the operators can have a full understanding of the fleet’s
state. In recent years, there have been growing efforts towards
enhancing AWG machines with IoT technology to enable
(near)-real-time monitoring of a fleet of these machines [12],
[13], [15], [16]. However, these solutions focused only on
the AWG machine’s IoT enhancement without considering
a robust framework that enables data collection and the
machine’s management, as well as the challenges related
to the communications between the IoT-enhanced machines
and the platform. This framework must ensure scalability,
which is essential for managing an expanding number of
AWG machines and adapting to increased data volumes
and evolving requirements, such as new types of sensors,
actuators or new types of AWG machines.

Our work introduces an innovative IoT ecosystem that
enhances existing AWG machines and includes a vendor-
agnostic, distributed platform. This system enables the
remote monitoring and control of a fleet of AWG units,
addressing the limitations of machines operating indepen-
dently and offline. Sensor data collection is fully automated,
eliminating the need for manual input. A purpose-built
distributed platform efficiently gathers, stores, and manages
both metadata and telemetry data from the fleet. The platform
is designed using a microservices architecture, supporting
both asynchronous and synchronous communication. Each
service in the platform handles specific tasks and can
be created, deployed, and scaled independently, ensuring
flexibility and adaptability. The platform’s plug-and-play
design allows for easy extension of functionalities to
meet evolving requirements, while it seamlessly integrates
new AWG machines, automatically supporting new data
types and achieving horizontal scalability through additional
microservices. In terms of actuator management and con-
trol logic, the IoT ecosystem enables AWG machines to
operate based on remotely defined strategies, eliminating
the need for on-site human interaction. This approach is
particularly beneficial for managing a large fleet of AWG
machines, offering real-time monitoring of key performance
indicators. By integrating IoT technology, operators gain a
comprehensive view of each machine’s operational status,
allowing for quick, data-driven decisions and minimizing
manual intervention. This leads to streamlined operations
and improved overall efficiency. Moreover, this system
paves the way for community-level strategies, such as
demand-response models that align machine operation with

renewable energy availability or grid excess, promoting both
resource efficiency and sustainability.

In addition to the platform design, we tested its implemen-
tation in a real-world scenario for monitoring and controlling
AWGs. To this end, we enhance an existing AWG with
IoT technology [4]. The device comprises multiple sensors
for monitoring temperature and humidity both within the
machine and in the outdoor air to manage operations of
the device. It also integrates sensors and actuators that can
track and control the current absorbed by various internal
components, including the fan, water circulators, motors
driving automation valves, and the energy source used for the
moisture-to-water conversion. These sensors and actuators
enable the device’s (near)-real-time remote monitoring and
control. Furthermore, we carried out realistic communication
tests to guarantee the platform effectiveness and reliability
for transmitting data under expected workloads within the
presented IoT ecosystem. Given that AWGs may be situated
in remote areas, we evaluated the scenario in which AWGs
are connected to the Internet through Low Earth Orbit (LEO)
satellite-based Internet Service Providers, such as Starlink.
These communication tests demonstrated the robustness
of the proposed system to operate in limited-connectivity
scenarios (i.e., via satellite links), thereby enabling the
broader deployment of AWGs in off-grid locations [17].

In a nutshell, the scientific contribution can be resumed as
follows:

• Developed a comprehensive IoT ecosystem that com-
prises the IoT-enabled enhancement of AWG machines
alongside a robust infrastructure for device manage-
ment. This infrastructure facilitates the monitoring and
control of AWG devices in (near)-real-time.

• The platform architecture enables the extension of its
functionalities in a modular, plug-and-play fashion,
promoting future integration of advanced services, like
automated control of IoT-enabled AWG actuators and
machine learning models that process and analyse
collected data. Furthermore, the proposed IoT ecosys-
tem allows the dynamic regulation of individual AWG
machines in a fleet based on, for example, predictive
meteorological data, like temperature, relative humidity
and solar radiation.

• Executed realistic communication tests to validate
the platform’s effectiveness and appropriateness for
data transmission under specific workloads within the
proposed IoT ecosystem. Given that AWGs may be
deployed in remote or isolated areas, we investigated
the scenario where AWGs were connected to the
Internet through Low Earth Orbit (LEO) satellite-
based connectivity solutions, such as Starlink. These
communication tests showcased the robustness of the
proposed ecosystem to operate in limited-connectivity
scenarios (i.e., via satellite links), thereby enabling the
broader deployment of AWGs in off-grid locations.
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The rest of this article is organized as follows. Section II
reviews different AWG technological solutions for moisture-
to-water conversion and proposed approaches for enhancing
AWG machines with IoT technology. Section III first
introduces the proposed distributed platform for monitoring
and managing Atmospheric Water Generators. Afterward,
it reports the IoT-enhanced AWG device, highlighting the
control logic for efficient operation and the communication
process with the platform. Section IV describes the case
study and the experimental setup we employed to evaluate
the proposed platform’s communication performance and
tests performed on the IoT-enhanced AWG device in a real
environment. Section V presents the experimental results.
Finally, Section VI reports closing remarks.

II. STATE OF THE ART
AWGs are emerging as a sustainable alternative to address
the looming global water security challenges [6], [18].
Traditional AWG systems typically use refrigeration cycles
to cool air below its dew point, condensing moisture from the
atmosphere [19]. However, this method proved inefficiencies
in arid environments, often leading to energy consumption
levels exceeding 1 kWh per liter of water produced [2], [8].
To overcome this limitation, material scientists are devel-
oping advanced sorbent materials, including Metal-Organic
Frameworks (MOFs) [20], and polymers [5], [21], [22], [23],
which efficiently adsorb and desorb water vapour without the
need for energy-intensive refrigeration. The most effective
sorbent not only possesses high moisture uptake capacities
but also exhibits efficient thermal cycling, continuously
alternating between dry and hot conditions and wet and mild
states [2], [8]. Striking this equilibrium is fundamental for
maximizing water productivity, as well as their integration
in a machine operating this cycle control [6], [8], [24]. For
this reason, it has been developed a setup that integrated an
innovative biopolymer, with improved properties fostering
both the material capacity and the rapidity of the cycles,
with reduced energy requirements compatible with the
exploitation of renewable energy sources [4], [21]. The
use of alginate-based polymers is not only advantageous
in terms of hygroscopic properties [21], which make them
particularly suitable for AWG applications, but also offers
significant environmental benefits. The primary components
of this biopolymer are environmentally friendly, as they do
not rely on hydrocarbons derived from fossil fuels. Instead,
bioderived products, such as Sodium Alginate (SA), are
utilized. SA is used in small quantities as a precursor and
cross-linking agent. Other studies have explored the life
cycle assessment (LCA) of this material [25], [26], [27].
In particular, alginate-derived polymers have gained attention
in both the market and research sectors due to the role
of seaweed as a sustainable raw material for biorefinery
purposes. Sodium alginate, one of the products derived
from the seaweed refining process, is a key element in
this approach. Notably, the purification of extracted sodium
alginate is a critical step in the value chain, and it avoids

the use of organic solvents, unlike conventional methods
of producing hydrocarbon-based polymers. Sodium alginate
microspheres are considered a more environmentally friendly
alternative to conventional flocculant agents used in water
clarification, with a reported greenhouse gas emissions of
0.773 kg CO2-eq [28]. However, this technology must
adapt to varying weather conditions, raising the need for
control rules that can respond to future dynamics of ambient
temperature and relative humidity. Key parameters such as
the polymer regeneration temperature, the cycling frequency
between drying and wetting stages, and the system’s airflow
rate all play a crucial role in optimizing performance
and water productivity [21]. Moreover, enabling remote
interaction with the device introduces the potential for
demand-response building application, which could be highly
valuable in a future where renewable energy integration in
the grid goes beyond energy storage, allowing excess energy
to be converted into water and alleviating water demand
in buildings [29], [30]. A well-designed control strategy
needs to operate at the device level with reliable input-output
communication to transmit control logic tailored to specific
needs. Furthermore, this strategy should coordinate at a
community level, envisioning a fleet of devices working in
synchronization with demand, rather than focusing solely on
individual needs. With the increasing integration of IoT in
appliances within the building sector and daily life [31], [32],
[33], AWGs based on IoT can establish their role through
a robust control system, enabling these devices to adjust
dynamically to, for example, fluctuating environmental
parameters and/or user requirements [34]. This system would
take into account the operational requirements of the machine
to ensure consistent cycling, the variability of weather
conditions, the availability of excess renewable energy, and
the demand for fresh water — a fundamental necessity for
individuals and daily household activities. Enabling (near)-
real-time monitoring and management of a fleet of AWGs is
one of the main advantages IoT can provide in this scenario.
However, this enhancement must be coupled with a robust
framework that can collect, store, and manage the data
coming from these devices.

Enhancing AWGs with IoT technology is garnering
increasing attention in the research community. Dar et al. [15]
introduced a sophisticated weather prediction model driven
by solar energy data. This interdisciplinary initiative aimed to
integrate meteorological insights with solar energy analytics,
facilitating the development of a more responsive and
adaptive AWG. By predicting essential weather parameters,
the model sought to proactively enable AWG devices to
adjust their operational strategies. The AWG employed
an Arduino and an ESP32 microcontroller. Nonetheless,
to the best of our knowledge, how the AWG machines are
monitored and remotely controlled in terms of both sensors
and communication protocols was not mentioned. In [16], the
authors presented an AWG utilizing a thermoelectric Peltier
module, which was employed to establish the necessary
conditions for achieving water condensation temperature,

VOLUME 13, 2025 77567



F. Gaggini et al.: Internet of Things Ecosystem for Atmospheric Water Generators

also known as the dew point. This AWG employed an
ESP8266 microcontroller for control purposes, which can be
connected to Internet and be controlled remotely using the
Blink App [35]. Similarly, Kadam et al. [12] introduced an
AWG equipped with an IoT device designed to manage the
machine’s operational status and power consumption. This
IoT device is capable of monitoring water levels, operational
modes, and On/Off states, transmitting this data to the Blink
server. In [13], the authors proposed anAWGutilizing a spiral
wind turbine driven by airflow to direct air into a copper
condenser, where the air is dehumidified and converted into
water droplets. This solution incorporated an IoT device
based on a Raspberry Pi (RPi) to monitor airflow. In cases of
insufficient airflow, the IoT device autonomously activates a
DC motor powered by a solar panel to rotate the turbine. The
RPi also tracks water availability, temperature, and location.
However, the methods for transmitting and collecting this
information are not detailed.

To the best of our knowledge, the existing solutions
remain limited in scope. They primarily focus on AWG
solutions integrating IoT technologies for monitoring and
control purposes without addressing the need for a robust
framework to manage and coordinate a large fleet of devices,
facilitating also the communication between them and the
remote software infrastructure. Moreover, solutions in [12]
and [16] relied on Blink, a proprietary license software.
In contrast to existing literature, our proposed solution

introduces a novel element by offering a comprehensive
IoT ecosystem that encompasses both the IoT-enabled
enhancement of AWG machines and a robust framework for
managing these devices. Our platform facilitates (near)-real-
time monitoring and control of AWGs, giving operators a
bird-eye overview of the entire fleet and enabling quick and
real-time adjustments to the AWGs’ actuators. Additionally,
the platform is designed to scale its functionalities in a plug-
and-play manner horizontally. This will support the future
integration of advanced services, such as automated control
of IoT-enabled AWG actuators and the implementation
of machine learning algorithms to analyse collected data.
Moreover, the proposed IoT ecosystem enables the dynamic
regulation of each AWG machine in a fleet based on, e.g.
predictive meteorological data, such as temperature, relative
humidity and solar radiation. Last but not least, we conducted
realistic communication tests to ensure the platform’s effec-
tiveness and suitability in transmitting data under expected
workloads within the proposed IoT ecosystem. Considering
that AWGs may be located in remote regions, we studied
the scenario in which AWGs are connected to the Internet
via Low Earth Orbit (LEO) satellite-based Internet Service
Providers, such as Starlink.

III. METHODOLOGY
In this section, we describe the proposed IoT ecosystem.
On one hand, we present the platform for collecting and
managing AWG data, the architecture of which is depicted
in Fig. 1. On the other hand, we will provide an overview

FIGURE 1. Schema of platform layered architecture.

of the AWG we used, its IoT enhancement, control logic for
efficient operation, and the communication process with the
platform.

A. PLATFORM ARCHITECTURE
Webuilt an IoT platform based on themicroservices approach
that ensures: i) flexibility - the ability to integrate services
with heterogeneous attributes and requirements; ii) reliability
- to perform a required function under stated conditions
for a stated time; iii) modularity - design the entire system
as a set of services performing particular functions com-
municating through lightweight mechanisms; iv) scalability
- the ability to handle and process a large number of
users, sensors, devices, information exchanged and pro-
cessed, data stored and to be able to grow during the
system runtime; v) interoperability - the capability to
integrate heterogeneous devices (e.g. different manufac-
turers), technologies and systems; vi) decentralization -
the implementation of different components, each of them
providing particular functionalities autonomously making
use of the most appropriate technology; vii) extendibility -
the ability to support software and permissions update, add
new functionalities and bugs fix; viii) security - protection
against unauthorized access and threats; ix) standardization
- to provide uniform interfaces for data exchange following
open data formats; x) synchronous communication - the
possibility of browsing and managing users and devices
as well as exploiting different services functionalities
using the request/response approach; and xi) asynchronous
communication - support (near)-real-time data transmission
for event-based communication enabling low latency and
scalability, exploiting the publish/subscribe mechanism.
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FIGURE 2. Main operational steps of the connection process of a custom
plugin.

The architecture schematized in Fig. 1 obeys the microser-
vices design pattern that involves developing a single
application as a suite of small services, each running in
its own process and communicating with lightweight mech-
anisms [36]. These microservices can be ‘‘containerised’’
using Docker [37], which means encapsulating individual
components within portable, self-sufficient runtime envi-
ronments, facilitating their deployment, orchestration and
scalability. The platform supports two main communication
paradigms: a synchronous approach, implemented with the
Representation State Transfer (REST) [38] protocol and
functioning through a request/response mechanism, and
an asynchronous approach implemented with the Message
Queuing Telemetry Transfer (MQTT) [39] protocol, based
on a publish/subscribe mechanism [40]. The architecture’s
design enables the integration of novel components in a plug-
and-play manner. These new components can seamlessly
interact with other platform modules synchronously (via
REST) and asynchronously (via MQTT).

Fig. 1 illustrates the layers of the platform architec-
ture: i) IoT Layer, ii) Core Components Layer, and iii) Appli-
cation Layer. The first layer, the IoT Layer, includes the AWG
IoT Devices. AWGmachines, by themselves, do not have IoT
capabilities. A device connector is a hardware component that
acts a ‘‘bridge’’, providing Internet connection. The AWG IoT
Device is a device connector that enables AWG machines to
connect to the Internet and communicate with the platform.
Further details of the AWG IoT Device will be provided in
Section III-B. Moreover, the platform design enables the
integration of other IoT devices that could be considered for
this use case in the future.

The Core Component Layer is the central core of the plat-
form and contains several components. The Message Broker
enables and manages asynchronous communication (MQTT)
between the devices in the IoT layer and the platform
components. To secure the data transmitted from the devices
in the IoT layer and the platform components, the platform
implements Transport Layer Security (TLS) [41]. Employing
TLS guarantees the encryption of data transmission, miti-
gating the risk of unauthorized users accessing confidential
information. Additionally, the Certbot [42] microservice
enables Hypertext Transfer Protocol Secure (HTTPS) com-
munications with the platform by automatically generating
and renewing the corresponding certificates. The Internal
Websocket proxy is responsible for the synchronous (REST)
communication between the platform components and bal-
ancing the workload among them. Communication among
platform components also implements TLS. Moreover, the
access to the different platform resources (e.g. management
of AWG IoT Devices and other users) is role-based, which
means that the users need to authenticate to have access
to different resources and can perform different actions
within the platform based on their authentication credentials.
We implemented authentication based on JSONWeb Tokens
(JWT) [43], [44]. The Auth microservice is responsible for
platform security by checking and authenticating the JWT
provided by users, services and devices. This service provides
RESTful APIs to handle JWT generation, validation and
renewal. The authentication process is crucial to protect
data transmissions and ensure security. The Frontend API
Service manages initial validations, forwards requests to the
Backend Service, and asynchronously delivers the responses.
On the other hand, the Backend Service is responsible for
the internal management of databases and devices. Moreover,
it controls the data transmission of PostgreSQL (working
as a PostgreSQL connector) and the Cache Service. The
Cache Service provides quick access to recent data for a
specific time interval, after which it is deleted. The platform
employs two databases: i) PostgreSQL [45], which handles
metadata of users and machines, and ii) InfluxDB [46], which
collects telemetry data with its corresponding timestamps.
The InfluxDB Connector manages the data exchange with the
InfluxDB. This module ‘‘listens’’ to all the telemetry data sent
viaMessage Broker and writes it into the InfluxDB database.
Additionally, the InfluxDB Connector enables the retrieval
of the telemetry data using REST APIs. Furthermore, the
PluginManagement ServicemanagesCustom Plugins, which
are lightweight applications that can extend the platform
functionalities in a plug-and-play fashion (more details will
be introduced when describing the Application Layer). All
servicesmust register to the Service Catalog, which is respon-
sible for service registration and discovery. Moreover, the
Service Catalog checks the health of registered services by
periodically pinging them, i.e. performing an HTTP request,
and checking that the request was successfully received,
understood and accepted (HTTP status code 2xx [47]).
Otherwise, the service will be marked as offline.
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The last platform layer is the Application Layer. The GUI
provides a rich interface that allows users to interact with
the platform’s features. TheGUI encapsulates functionalities
for displaying and downloading data, deleting AWGs, adding
or deleting users, and checking if the other services in the
platform are working correctly.

The platform design allows the extension of its features
in a plug-and-play manner with the development of Custom
Plugins. Custom Plugins are lightweight applications that
can communicate implementing either REST or MQTT, thus
supporting both the request/response and publish/subscribe
communication paradigms. Fig. 2 depicts the connection
process of a Custom Plugin to the platform:

• (1)-(2): The Custom Plugin first registers to the Service
Catalog, providing its name, description, registration
time, and eventual endpoints.

• (3)-(4): Afterwards, the Custom Plugin requests the
endpoint of the Plugin Management Service to register
as a new plugin.

• (5)-(10): The Custom Plugin registers to the Plugin
Management Service, providing the appropriate user
credentials for authentication (either user JWT or
password). This means that, during registration, the
plugin must provide credentials with the appropriate
access level of the resources it will have access to.
The Plugin Management Service creates a topic for the
Internal Websocket Proxy (6-7) and retrieves a plugin
JWT for the Custom Plugin from the Auth Service (8-
9). Then, the Plugin Management Service returns the
response to theCustomPluginwith the plugin JWT (10).

• (11)-(17): The Custom Plugin retrieves the endpoint of
the Auth Service and the Internal Websocket Proxy from
the Service Catalog (11-12). Then, the Custom Plugin
creates aWebSocket sessionwith the InternalWebsocket
Proxy (13) and makes an authentication request (14)
providing its own plugin JWT. The Internal Websocket
Proxy requests the Auth Service to authenticate the JWT
credentials provided by the Custom Plugin (15). After
the Auth Service confirmed the credentials (16), the
InternalWebsocket Proxy responds to theCustomPlugin
(17).

• Once the Custom Plugin has established the WebSocket
session and has authenticated, the Custom Plugin can
communicate in both two ways:
– Alternative 1 (Asynchronous Communication)

∗ (18)-(19): the Custom Plugin performs the
request to be subscribed to a topic.

∗ (20): The Custom Plugin receives notifications
of the subscribed topic.

– Alternative 2 (Synchronous Communication)
∗ (21)-(22): another platform service, Generic
Platform Service, requests the endpoint of the
Custom Plugin to the Service Catalog.

∗ (23)-(24): the Generic Platform Service makes
an HTTP request to the Custom Plugin

• (25)-(26): The Service Catalog periodically checks the
health of the Custom Plugin.

B. AWG IoT DEVICE
Our study utilizes the AWG schematized in Fig. 3. The figure
outlines the two primary operating modes—Adsorption
(depicted in Fig. 3a) and Regeneration (Fig. 3b)—as well
as the status of the actuators and sensors involved in these
processes (Fig. 3c). This prototype incorporates an advanced
biopolymeric coating made from hydrophilic alginate hydro-
gel, which has demonstrated exceptional performance even in
arid climates.
The AWG machine relies on various components to

control its different operating modes, some of which are
managed through on/off control, while others utilize Pulse
Width Modulation (PWM). Specifically, the system includes
a fan controlled via PWM to regulate airflow through the
polymeric coating, two on/off valves to alternate between
ventilation duringAdsorption and recirculation duringRegen-
eration, and two on/off water pumps. One pump is used for
rejecting condensation heat (which also requires an on/off
fan), while the other collects condensed water and transports
it outside the machine for use. An electrical heater, controlled
by PWM, ensures a constant temperature to regenerate
the hygroscopic polymer when saturated with atmospheric
moisture.
The system is monitored through a multitude of sensors:

six for the temperature of air streams, and of condensed
water; two for relative humidity inside and outside the AWG
machine; two hall sensors give feedback information for
the opening/closing of the upper and bottom valve once
switching between the Adsorption to Regenerationmode and
vice-versa. All these sensors provide real-time feedback on
key operational parameters, which is particularly important
during MODE 2 (Regeneration - see Fig. 3b).
All of these components and sensors are coordinated

through a custom-designed electronic shield, referred to
as the AWG IoT Device. This device, based on the
SAMD21 Cortex-M0+ 32-bit microcontroller with a Wi-Fi
antenna, enables seamless communication over the internet,
integrating the AWG machine into our IoT ecosystem.
Fig. 3c illustrates a simplified representation of the internal
control logic employed within the AWG IoT Device. Upon
powering on, the AWG IoT Device initializes its variables
and progresses through various states defined within the
operational setup. These states include Idle, Adsorption
(Ads), Regeneration (Reg), Automatic (Auto), and Stop.
During the Idle state, the AWG IoT Device primarily awaits
commands. After receiving a command from the platform
(e.g. issue by a user via GUI or from a Custom Plugin), the
AWG IoT Device transitions to the corresponding operational
mode (MODE) accordingly. For instance, if the AWG IoT
Device is in the Idle state and receives a command to switch to
the Regmode (MODE = 2), it transitions to the Reg state and
initiates alternating Regeneration and Adsorption processes.
This process continues until a command is received to halt
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FIGURE 3. Prototype of atmospheric water generator [4]. (a) Schematic of Adsorption mode (MODE = 1), showing moisture capture by the hygroscopic
polymer from the outdoor environment. (b) Schematic of Regeneration mode (MODE = 2), illustrating moisture release and water condensation. (c)
Diagram of the system’s operational modes, highlighting MODE = 2 as crucial for AWG functionality when integrated with IoT architecture.

FIGURE 4. Communication flow between AWG IoT device and the platform: Main operational steps for Reg state.

operations (MODE = 4), leading the AWG machine to turn
off and return to the Idle state. This systematic approach
ensures efficient utilization of resources and adherence
to user-defined parameters throughout the AWG machine’s
operation.

Fig. 4 illustrates a complete communication sequence
diagram between the AWG IoT Device and the platform, elab-

orating on the operational intricacies of Reg state (depicted
in the lower part of Fig. 3c), focusing on the Regeneration
phase of the sorbent material and the subsequent collection of
water. Indeed, this is the most critical mode of operation from
the view point of communicating information via the IoT
platform, and translating coherently in command and actions
oriented towards the goal of optimizing water production.
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To begin with, the AWG IoT Device initialises the actuators
(1), and connects to the Message broker (2). The AWG IoT
Device subscribes to the authentication topic (3). The device
then publishes an MQTT message with its corresponding
JWT credentials, which the Message Broker delivers to
the Auth Service (4). The Auth Service, to authenticate the
credentials, performs a request to the Backend Service (via
Internal Websocket Proxy), which in turn, communicates
with PostgreSQL to verify the information (5). The Backend
Service returns the device authentication response to the
Auth Service, which publishes a message under the device
authentication topic (6), to which the device subscribed in
(3). Afterwards, the AWG IoTDevice is added to the platform,
saving its data (7-10). Subsequently, the AWG IoT Device is
authorised to send measurements to the platform (11-12).

Operations (13-16) demonstrate the functioning loop of
the communications between the AWG IoT Device and the
platform, which will repeat during the device’s lifetime.
In contrast, the operations highlighted before will be
performed only once during the device’s startup. In the
IDLE state (MODE = 0), the AWG IoT Device awaits for
commands. Upon receiving a command to switch to Reg
state (13-14) (e.g. from a Custom Plugin or from users
via GUI ), the device undertakes a sequence of actions
(illustrated in the lower part of Fig. 3c). Initially, the AWG
IoT Device retrieves the desired current variables stored in
the PostgreSQL database (15-16), encompassing parameters
like desired temperature (T0), adsorption duration (tads), and
regeneration duration (treg). Afterwards, it set the actuators
following the information received in the command (17).
Thereafter, an internal control loop (18-20) is initiated to
incrementally adjust the temperature of the exchanger within
the machine, aligning it with the predetermined set value of
T0. As depicted in the lower part of Fig. 3c, after reading the
temperature T1 (operation (18) in Fig. 4), the device executes
a series of operations based on the comparison between
T1 and T0. For example, if T1 is lower than T0 − 2 it may
Power On heater, set RES = 1 and then Power Off heater
(operations (19-20) in Fig. 4). Subsequently, data from all
temperature and humidity sensors are read and transmitted
to the database (21-22). Afterwards, the actuators status
are read and sent to the platform (23-24). The complete
functioning loop of the Reg mode operates over a duration
of 1.5-2 seconds. The machine then assesses the MODE
value: if the user has specified a MODE other than 2, the
machine transitions to a different state, such as Stop (MODE
= 4); otherwise, it continues the Regeneration process until
internal criteria for cessation, such as reaching the maximum
regeneration time specified in trig, are met.

IV. CASE STUDY AND EXPERIMENTAL SETUP
This section describes the tests performed to evaluate the
proposed IoT ecosystem, including the platform and the
IoT-enhanced AWG device. First, we describe the tests
conducted to evaluate the transmission performance of the
proposed framework. To this end, different communication

FIGURE 5. Implemented MAN topology for experimental tests in a) Wired
Case and b) Starlink Case.

tests were performed to assess the time required by the
various entities to communicate over the Internet. Moreover,
we will present tests performed on the AWG IoT Device in a
real-world environment.

A. COMMUNICATION TESTS SETUP
To study the transmission performance of the proposed
infrastructure, we carried out a series of communication tests
to evaluate the duration necessary for the various entities to
transmit and receive data over the Internet employing the
MQTT protocol. We employed Mininet [48] to realistically
simulate the communication between the involved entities
(i.e. AWG IoT Devices,Message Broker and Generic Custom
Plugin) within a Metropolitan Area Network (MAN). Fig. 5a
illustrates the structure of our MAN backbone model, which
we will refer to as Wired Case. The AWG IoT Devices and
the Generic Custom Plugin work both as MQTT publishers
and subscribers. In this MAN scenario, the publishers,
Message Broker, and subscribers are located across various
locations in the same metropolitan area and communicate via
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the Internet. Typically, MAN backbones utilize fiber-optic
links deployed throughout the cities to interconnect various
backbone routers in a ring configuration. These fiber-optic
links commonly ensure 230-Mb/s connections and, in our
model, are configured as full-duplex with a maximum
distance of approximately 10 km and zero signal losses
(depicted as light blue edges in Fig. 5a). Fig. 5a depicts the
assumption we made that all AWG IoT Devices are connected
to the same backbone router R6. To study the behaviour of
the platform with larger fleets, we carried out communication
tests employing 1, 100, and 200 AWG IoT Devices.
The Message Broker is linked to router R2 while the

Generic Custom Plugin is connected to router R4. R2 and
R4 are connected to their respective sub-networks via 150-
Mb/s full-duplex links with a maximum distance of about
1 km and zero signal losses (represented as red edges in
Fig. 5). Moreover, the AWG IoT Devices are connected to
R6 via Wi-Fi with a 72-Mb/s connection (in line with the
hardware specifications of the NinaW102 Wi-Fi module
compatibility with the IEEE 802.11n standard). Additionally,
routers R1, R3, and R5 serve three distinct sub-networks
generating background traffic at various rates to realistically
congest the MAN using iPerf [49]. To prevent bottlenecks,
the links between these routers and their traffic generators
are configured as 500-Mb/s full-duplex, with a maximum
distance of approximately 1 km and zero signal losses (shown
as brown edges in Fig. 5a). Thus, in our simulations, the
AWG IoT Devices,Message Broker, and the Generic Custom
Plugin are situated in different locations within the same
metropolitan area and communicate via the Internet. Table 1
presents the parameters utilized for simulating the MAN
backbone architecture.

Nonetheless, Atmospheric Water Generators may be
employed in remote regions, where there might not be a wired
internet connection. In recent years, Low Earth Orbit (LEO)
satellites have emerged as a new kind of Internet Service
Provider that enables end-users to be connected to the internet
directly from space [50]. LEO satellites operate at altitudes
ranging from approximately 180 km to 2000 km above the
Earth’s surface. In contrast to traditional Geosynchronous
Orbit (GEO) satellites, which are positioned at around
35780 km, LEO satellites facilitate reduced latency and
higher throughput for space-to-ground communications [51].
However, this lower operational altitude has the drawback
that each LEO satellite has less coverage than a GEO satellite.
LEO satellites can collectively form a LEO Satellite Network
(LSN) constellation to deliver high-quality services to ground
users with truly global coverage [52]. An inherent challenge
with these LSN constellations is the dynamics resulting from
the satellites’ mobility due to their rapid orbiting velocity,
and associated handovers between satellites and the topology
dynamics. These can lead to various instabilities across
the multiple layers of the Internet network, causing for
example, a higher latency and also network interruptions [53].
Moreover, environmental factors such as rain, cloud and
temperature can heavily affect the Internet service supply by

TABLE 1. Simulated network main parameters - wired case.

TABLE 2. Simulated network main parameters - Starlink Case.

LEO satellites [51], [52], [54]. For example, the throughput
rate of the network can be diminished by 5% due to cloudy
sky, 17% due to light rain (i.e. less than 4mm per hour) and
30% due to heavy rain (i.e. more than 4mm per hour) [54].

For this reason, we decided to extend our communication
tests to a realistic scenario in which the AWGs are located
in a remote location and have Internet access provided
by SpaceX’s Starlink [55] broadband service, one of the
industrial leaders of LEO satellites constellations, with more
than 5000 operational satellites [56]. Fig. 5b illustrates the
network topology implemented for the experimental tests
under this scenario, which we will refer to as Starlink Case.
As can be seen, in the proposed scenario, the Starlink service
is employing a bent-pipe strategy [51], which consists of
the Starlink Router to which all the AWG IoT Devices are
wireless connected to via Wi-Fi; the Starlink Dish which
transmits data to and from a Starlink Satellite; and finally the
Ground Stationwhich routes the traffic towards the backbone
router R6. We employed LeoEM real-time emulator [53]
to capture the intricate dynamics of LEO satellite network.
We realistically simulate the network topology (which
includes the LEO satnet) using Mininet. The AWG IoT
Devices are connected to the Starlink Router with a 72-Mb/s
connection. On the other hand, the Starlink Router and the
Starlink Dish are connected via a 150-Mb/s full duplex link,
with a maximum distance of about 1 km and zero signal
losses (represented as red edges in Fig. 5b). Moreover, the
link properties between the Starlink Dish, Starlink Satellite
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and Ground Station (depicted as yellow edges in Fig. 5b)
are dynamically changed during the simulation according to
LeoEM emulator, such as variations in propagation latency
and network disruptions due to handovers between satellites.
Initially, these links are set with a connection bandwidth of
150-Mb/s to be compliant with Starlink’s claimed network
throughput [53]. Moreover, to study the behaviour of the
network topology under different weather conditions, i.e.
light rain and heavy rain as done in [54], the bandwidth of
the Starlink connections (i.e. yellow links in Fig. 5b) were
diminished 17% (i.e. 120-Mb/s) for the light rain case, and
30% (i.e. 83-Mb/s) for heavy rain conditions. Regarding the
weather influence on the Wi-Fi connection, adverse weather
conditions mainly influence the Received Signal Strength
Indicator, which is a metric that quantifies the power level of
a received radio signal [57]. However, empirical data showed
that the impact of adverse weather conditions (like cloudy or
even with rainstorms of 15.2 cm/hr) with devices connected
within less than 800 m can be neglected [58]. Table 2 presents
the parameters utilized for simulating the MAN backbone
architecture using Starlink as Internet Service Provider for
the AWG IoT Devices illustrated in Fig. 5b.
Within this framework, in both cases (i.e. Wired and

Starlink Case) we test the following scenario: the message
sequence is launched by an MQTT publish action initiated
by each AWG IoT Device sending the AWG machine sensors
measurements (MQTT publisher), which are received by
Generic Custom Plugin (MQTT subscriber). Since we are
interested in the communication performance, the Generic
Custom Plugin just receives the message containing the
sensors measurements and publishes a command (MQTT
publisher) to the corresponding AWG that issue the message,
which is later received by this device (MQTT subscriber).
We conducted the tests with the AWG IoT Device transmitting
the sensors’ measurements periodically every 1s.

B. PROTOTYPE TESTING IN A REAL ENVIRONMENT
The AWG machine shown in Fig. 6 was tested in a climate
typical of dry and remote regions. It produces water without
refrigeration by condensing it at ambient temperature (Tamb).
During the Adsorption phase, ambient air passes through the
machine, allowing the sorbent polymer (97.5 gr of alginate
based composite hydrogel) to capture moisture. Once this
phase is complete, two valves seal the regeneration chamber
where moisture is converted into liquid water (as shown in
the schematics of Fig. 3a and Fig. 3c). Heat for regeneration
is provided by an electric resistor (250W ), and condensation
heat is rejected using a dry cooler facing the outdoor
environment. A water circulator pumps water through the
dry cooler loop, maintaining the coil temperature close to the
outdoor value. Detailed schematics and system functionality
are provided in [4]. The prototype is equipped with three
sensors to measure temperature and relative humidity of
the air circulating inside the machine and of the outdoor
environment, along with one temperature sensor to monitor

FIGURE 6. Prototype of atmospheric water generator during testing in
texas, palo duro state park [4].

the polymer. The temperature sensors had an accuracy of ±

0.3◦C, while relative humidity ± 1.5%. This sensor controls
the thermostatic loop, adjusting the resistor’s power via a
solid-state relay based on the temperature feedback. The
hysteresis in the thermostatic loop to adjust regeneration
temperature had an interval of ± 0.75◦C. An axial fan (20W )
moves air during both operational modes (Ads and Reg),
controlled by a PWM signal from the AWG IoT Device to
adjust the airflow rate according to the water production
needs. A water circulator (10Wmax) flows water through the
dry cooler loop for the rejection of the condensation heat. Two
24V DC motors drive the aeraulic valves that open and close
the regeneration chamber air loop, and a peristaltic pump
collects the liquidwater converted from atmosphericmoisture
into the final collection tank. Tests are carried out using a
treg equal to 80 min, tads of 40 min, while the regeneration
temperature is equal to 75 ◦C. These settings result from
a previous analysis carried out in a previous experience in
laboratory tests [21].

V. EXPERIMENTAL RESULTS
In this section, we present the results obtained for the tests
previously described in Section IV-A and Section IV-B.

A. COMMUNICATION RESULTS
Firstly, we will examine and analyze the results of the
experiments with Mininet [48], focusing on the timing of the
message delivery process. The message sequence involved
an MQTT publish action initiated by the AWG IoT Devices,
which sent the sensor measurements. Since our focus is on
the communication performance, theGeneric Custom Plugin
received the message, and published a hypothetical command
back to the corresponding AWG IoT device i.e. the one that
sent the message.

As variables, we chose to have the two different proposed
scenarios (Wired and Starlink Case depicted in Fig. 5), each
with different working conditions of the network. As network
conditions, we imposed various traffic levels, simulating how
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FIGURE 7. Communication latency as a function of the level of traffic over the network for (a) 1, (b) 100, and (c) 200 AWG IoT devices.

FIGURE 8. Communication Latency as a function of the level of traffic (except 100%) over the network for (a) 1, (b) 100, and (c) 200 AWG IoT devices.

the platform would perform in different clogged situations.
Moreover, for each of the proposed scenarios and traffic
levels, we tested the behaviour of the ecosystem with 1,
100 and 200 AWG IoT Devices. Furthermore, for the Starlink
Case, we set different weather conditions (i.e. sunny, light
rain, and heavy rain) which affect the Starlink bandwidth
connection (depicted as yellow edges in Fig. 5b), i.e. 150-
Mb/s, 120-Mb/s and 83-Mb/s, respectively. Regarding the
test itself, we considered two different payloads, both in
JSON format: one sent by the AWG IoT Device to the
platform and one sent by the Generic Custom Plugin to
the corresponding AWG IoT Device, both transmitted via
MQTT. In the first case, the payload was 865 bytes and
contained the sensor measurements. There are three types of
sensors: i) relative humidity, with one sensor measuring the
outdoor environment’s relative humidity and one employed
inside the AWG machine; ii) temperature, with six sensors
placed in different parts of the AWG machine; and iii) two
sensors measuring hall voltage. On the other hand, the
payload sent by the Generic Custom Plugin was 285 bytes
and comprised commands for the LED, the water gathering
pump, the capacitor’s power, the fan’s power, the MODE,
temperature T0, adsorption duration (Tads), and regeneration
duration (treg).

Fig. 7 reports the latency for the tested scenarios, i.e.Wired
and Starlink cases with Sunny, Light Rain, and Heavy Rain
conditions. Instead, Fig. 8 illustrates the results without the
100% congestion level. As depicted in Fig. 8, the median
latency in the Wired Case is lower than in the Starlink one,

with values below 50 ms in the first case and 65 ms in the
second one. This expected behaviour is because data in the
Starlink Case must be transmitted from the Starlink Dish to
the Starlink Satellite, to finally reach the Ground Station (as
shown in Fig. 5b). On the other hand, as shown in Fig. 8,
there can be seen a slight increase in the communication
latency for network congestions of 90% compared to lower
congestions. Furthermore, there is almost a negligible impact
of the weather on the transmission times, with quite similar
behaviour observed for the three weather conditions studied
(i.e., Sunny, Light Rain, and Heavy Rain). This can be due
to the high bandwidth speed (i.e., higher than 83-Mb/s) with
respect to the ‘‘lightweight’’ payload, i.e. 865 bytes for the
message with the sensor measurements, and 285 bytes for
the commands sent to the AWG IoT Device. Regarding the
platform behaviour under larger fleets, as observed in Fig. 8,
there is a small impact in the observed latency in the Wired
Case for network congestion of 90%, with a median value
lower than 25 ms for 1 AWG, while the latency is close to
50 ms for 100 and 200 AWGs. In contrast, there is almost no
influence in the Starlink Case.

As can be seen in Fig. 7, the latency in all the studied
cases is not problematic since, at most, it reaches a value of
around 100 ms (300 ms if we consider the outliers). The only
exception is observed in Fig. 7 for total network congestion
(network congestion of 100%). This network congestion
is caused by the generated background traffic (router R1,
R3, and R5 in Fig. 5) and not by the AWG IoT Devices.
Nonetheless, Internet service providers try to prevent such

VOLUME 13, 2025 77575



F. Gaggini et al.: Internet of Things Ecosystem for Atmospheric Water Generators

severe network congestion since prolonged periods could
result in the collapse of the MAN network itself. Moreover,
the fact that for the use case the AWG functioning loop for
the Reg state (illustrated in Fig. 3c and Fig. 4 operations
(15-24)) is around 1.5-2 seconds, together with the frequency
which the AWG IoT Device sends the sensors measurements
(i.e. every 10s) in a real-scenario, demonstrates that these
latencies do not represent a problem at all, and guarantee
that the platform is more than appropriate for handling the
expected workload.

B. RESULTS OF PROTOTYPE TESTS
Fig. 9 shows the monitored parameters during multiple
consecutive thermal cycles over 12 hours of continuous
operation. The graph shows the dry air temperature (T1),
outdoor air dry temperature (Tamb), and dew points within
the regeneration chamber (Tdew−chamber ) and the outdoor
air (Tdew−ambient ), calculated using humidity sensors. During
the regeneration period, the alginate-based polymer reached
a surface temperature of 75◦C, with the maximum air
temperature (T1) at 65◦C. When the electric heater is
activated, the internal dew point rises from 12◦C (matching
the outdoor Tdew−ambient ) to 35◦C. Water vapor condenses
spontaneously in the condensation chamber as Tdew−chamber
exceeds Tdew−ambient , which was approximately 23◦C dur-
ing the experiment. In contrast, conventional refrigeration
systems would need temperatures below 12◦C to condense
moisture from the air. During the adsorption phase, the
system’s relative humidity varied between 32% and 50%,
increasing as the ADS-HX absorbed moisture, while the
ambient relative humidity remained around 50%. After five
consecutive cycles, corresponding to half a day of operation
(aligned with solar radiation availability), the average water
collected per day was 2.1 litres per kilogram of sorbent
polymer. The device had a daily electricity consumption
of 0.7 kWh (with an average absorbed power of 58W) to
operate all actuators, the fan, and the electric resistor for
sorbent regeneration, whichwas themain source of electricity
consumption.

C. DISCUSSIONS
Unlike conventional AWG systems, which rely on energy-
intensive vapor compression to cool air to the dew point,
the proposed sorption-based approach offers a more effi-
cient alternative. Traditional AWG technologies become
ineffective when relative humidity drops below 30% and
typically require more than 0.6 kWh of electricity per liter
of produced water, often exceeding 1 kWh/L in hot and dry
conditions. In contrast, the proposed sorption-based system
utilizes heat as the primary energy source, with an energy
consumption of approximately 0.7 kWh of thermal energy
per liter of produced water [8]. Additionally, refrigeration-
based AWG systems struggle in arid environments where the
dew point falls below freezing, making direct condensation
impractical. By leveraging advanced hydrogel sorbents, the
sorption-based approach enhances water uptake efficiency

FIGURE 9. The top graphic shows the relevant physical parameters
monitored and transmitted through the IoT platform related to the
regeneration operational mode monitored while testing the machine in
the real environment. The bottom graphic shows the Mode signal
(MODE = 3) together with the PWM control transmitted through the IoT
platform in order to achieve thermostatic regeneration of the sorbent
polymer.

FIGURE 10. Comparison of the sorbent used in this work in terms of
quantity of water adsorbed per kilos of dry material (water uptake g/g) at
different water vapor pressure corresponding to dry and arid areas. The
material references are taken from Table 3.

across a broad range of temperature and humidity conditions,
maintaining effectiveness even at low water vapor pressures
(<1 kPa), where conventional technologies fail. This makes it
particularly well-suited for arid environments.

Table 3 and Fig. 10 highlight the performance of the
technology used in this study, focusing on the moisture
uptake of the materials and the daily water productivity
of the system compared to other studies in the literature.
Fig. 10 presents various performance data retrieved from
the literature (full list in Table 3, which also includes the
corresponding operating conditions. If not reported by the
authors, the respective cell is left blank). Each point is
labeled with the acronym of the material studied in the
respective research. The acronym typically represents the
type of sorbent or polymeric medium used, along with
the salt concentration for impregnation. The biopolymer
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TABLE 3. Summary of various studies and sorbent materials used in the AWG sector, along with the demonstrated daily water productivity under specific
environmental conditions, including ambient temperature (Tamb), relative humidity (RHamb), and the regeneration temperature (Treg) required to drive
the atmospheric water harvesting cycle.

analyzed in this study (red circles in Fig. 10) demonstrates
a higher moisture uptake (y-axis) than most other sorbents
(light blue squares) at equivalent vapor pressure (x-axis,
in kPa). However, a few alternative solutions demonstrate
slightly better performance. In particular, some studies utilize
composite sorbents mixed with lithium chloride (LiCl) to
enhance hygroscopic properties. However, lithium chloride is
highly toxic to humans. Since this study focuses on producing
drinking water, such solutions were not considered viable for
a safe and sustainable real-world application. By contrast, the
materials used in this study are bio-derived and composed of
edible compounds, ensuring both safety and sustainability.
For this reason, despite its lower moisture uptake in the
same operating range, we chose to use the alginate-based
biopolymer impregnated with CaCl2
The results obtained in the communication tests carried

out highlighted the platform’s robustness and reliability,
ensuring that, even under near-optimal conditions and with
fleets of hundreds of AWG IoT Devices as shown, the
proposed framework can maintain efficient performance
and meet operational demands without significant latency
issues. For increasing number of AWG IoT Devices, the
Message Broker might result in a resource bottleneck.
Nonetheless, it is possible and straightforward to replace
it with a scalable broker, like RabbitMQ [79] that enables
horizontal scalability, i.e. clustering, by providing multiple
nodes working together as a single logical message broker.
Instead, the other platform services might not face any issue
since they can be horizontally scaled during runtime thanks
to the platform architecture employed.

For unlocking the full potential of AWG machines and
enable the energy water-nexus, it is required to coordinate
operations across fleets of AWG IoT Devices powered by
renewable energy to minimize energy usage at a com-
munity level. This coordinated management might enable
demand-response flexibility in urban environments’ multi-
energy systems (i.e. electrical, thermal, gas and other energy
vectors) [9], [10], [11]. Nonetheless, the integration of
renewable energy generation units (e.g. solar and wind
energy), coupled with the unpredictability of users’ energy
consumption patterns and the rise of active loads such
as electric vehicles, introduces heightened uncertainty into
sustainable energy and multi-energy systems [80]. This
increased complexity renders optimising multi-energy sys-
tems operations more challenging and intricate. In this
scenario, Reinforcement Learning (RL) [81] can play a key
role.

RL represents the challenge faced by an autonomous
agent that learns the optimal behaviour of a dynamic
and evolving environment through iterative trial-and-error
interactions [81]. RL operates independently of a predefined
model of the system dynamics and it is not sensitive to
the physical model of the object/system under investigation.
RL can be employed to optimise the operation of AWGs
in a multi-energy system scenario, focusing on the energy
supply side, on the user side, and on the whole system [80].
On the energy supply side, if we consider AWGs as Energy
Storage Systems (ESS), RL can be used to optimize the
operation of AWGs to control these devices to operate
when there is a surplus of electric power, contributing
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to balance energy production and demand. Regarding the
optimization from the user side, AWGs have great potential
for residential demand side management since they can be
seen as time scaling and shifting electrical loads according
to [82]. Furthermore, from the entire system point of view,
AWGs can be seen as autonomous agents involved in the
complex interaction of the whole system,modelling users and
energy suppliers as autonomous agents too, where RL can
be employed to optimize the overall cooperative operation
of the entire system [80]. Last but not least, RL unlocks
the possibility of scaling the presented ecosystem for diverse
geographical regions with varying humidity levels. This is
because maximizing water productivity and optimizing AWG
energy consumption for varying relative humidity is possible
by adjusting the regeneration temperature of AWGs (for
more details, see [4], [21]). Therefore, RL can be employed
to adjust the regeneration temperature accordingly (i.e.,
by sending control commands to AWG machines) based on
the varying humidity levels of different geographical regions
by learning in an iterative trial-and-error basis from previous
observations.

Regarding the integration of Reinforcement Learning in
the proposed IoT ecosystem, it can be seen as centralized
control, completely decentralized control or a hybrid one.
In the case of centralized control, RL can be integrated into
the ecosystem as a Custom Plugin (as highlighted in Fig. 1).
In this scenario, a single system optimises the operation of
AWGs, (it can be only one or an entire fleet of AWGs)
based on certain objectives. For example, the Centralized
Control can be employed to optimise each AWG machine to
work efficiently with the humidity conditions that the device
is facing, which will dynamically adapt from one region
to another. Moreover, the Centralized control can be used
to minimize energy consumption at a community level by
activating the regeneration phase based on weather forecasts
retrieved from third party APIs and water demand forecasts.
Another example can be that the Centralized Control activates
the regeneration phase of AWGs to work as ESS based on the
power forecasts of the Grid Management Entity.

However, centralized control depends on a singular point
of decision, which can give rise to scalability challenges
and increased vulnerability to system failures. Additionally,
centralized control might lead to higher communications
costs, e.g. in terms of memory requirements or processing
capabilities [83], [84]. To overcome these challenges, recent
works have focused on decentralized control approaches.
These approaches rely on the computational power of the
devices in the IoT layer, known as Edge Computing [85].
For example, [83] employed a Reinforcement Learning
(RL) methodology based on Q-learning to decentralized
planning for truck platoons in road transportation systems.
In the proposed IoT ecosystem for AWGs, the decentralized
control can be seen to optimise the water production of
a fleet of AWGs, coordinating their operations, based on
their current load, external moisture, etc. Last but not
least, an hybrid control system can be employed, where

there is the RL Custom Plugin, while others decisions
are taken based on the decentralized algorithms among
AWG IoT Devices. The decision of whether to employ a
centralized control or a decentralized one might depend on
CPU requirements, energy consumption, latency, and task
size. Reference [84] implemented a RL approach based on
Federated Dueling Deep Q network to optimise and balanced
energy consumption and latency of IoT devices. In the
proposed framework, each IoT device has the possibility
to choose whether to employ local computation, cloud
computation or edge computation.

The presented IoT ecosystem represents a significant step
towards achieving sustainability by enabling the remote
monitoring and control of a fleet of AWG machines.
By transforming conventional AWGs into smart connected
systems capable of autonomous operation and remote
management, this integration is particularly valuable for
arid and remote regions where water scarcity demands
efficient, self-regulating, and low-maintenance solutions.
While the proposed ecosystem does not yet integrate
algorithms (like Reinforcement Learning) for coordinating
AWGs operations, its architecture paves the way for the
integration of these algorithms in a plug-and-play manner.
Its architecture combined with the system’s ability to process
and analyse data at scale, while ensuring security and
reliability, establishes a robust foundation for advancing
sustainable water production technologies unlocking the full
potential of AWGs to overcome the global water crisis and
achieve the energy-water nexus.

VI. CONCLUSION
In this article, we presented a novel IoT ecosystem which
enables the remote monitoring and control of a fleet of
Atmospheric Water Generators. The ecosystem comprises a
distributed platform and IoT-enhanced Atmospheric Water
Generators through AWG IoT Devices. The platform follows
the microservices design pattern for handling data collection,
storage, and management from AWGs. The platform design
guarantees scalability for a growing number of devices and
the management of heterogeneous data. On the other hand,
we add IoT capabilities through the AWG IoT Device to an
innovativeAWGmachinewhich is able to generate water from
atmospheric moisture by means of a biopolymer.

We tested the complete IoT ecosystem in a real-world
scenario. On one hand, to evaluate the transmission per-
formance of the proposed ecosystem, we carried out a
series of communication tests to assess the latency of the
communication between various platform entities over the
Internet. Therefore, we simulated a realistic scenario of the
proposed IoT ecosystem in a Metropolitan Area Network
where these AWG machines were used as building appliance
for the local production of drinkable water. Given that AWGs
may be situated in remote areas, we also studied the scenario
in which AWGs are connected to the Internet via Starlink,
an industrial leader in the Low Earth Orbit (LEO) satellite-
based Internet Service Providers. The results proved that
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the transmission latencies are compliant with the studied
AWG machine operating modes. Furthermore, these tests
demonstrated the suitability of the implemented platform for
properlymonitoring andmanagingAWGs. On the other hand,
we showcased the implementation of the AWG IoT Device
for the operation of the AWG machine for water generation in
a real environment, demonstrating the correct functioning of
theAWGmachine together with themonitoring of the relevant
parameters and control of the actuators.

The presented IoT ecosystem represents a significant step
towards achieving sustainability by enabling the remote mon-
itoring and control of a fleet of AWGmachines. By transform-
ing conventional AWGs into smart connected systems capa-
ble of autonomous operation and remote management (i.e.
AWG IoT Devices), this integration is particularly valuable
for arid and remote regions where water scarcity demands
efficient, self-regulating, and low-maintenance solutions. Its
architecture unlocks the possibility of integrating advanced
algorithms (like Reinforcement Learning) for coordinating
AWGs operations in a plug-and-play manner as Custom
Plugins. The ecosystem architecture combined with its ability
to process and analyse data at scale, while ensuring security
and reliability, establishes a robust foundation for advancing
sustainable water production technologies unlocking the full
potential of AWGs to overcome the global water crisis and
achieve the energy-water nexus.

Future works may include the development and integration
of post-processing services, leveraging on the stored data. For
example, machine learning algorithms for predictive main-
tenance can be implemented by analysing and linking the
different monitored variables. Furthermore, Reinforcement
Learning algorithms can play a key role by enabling the
cooperative operation of a fleet of AWGs powered by renew-
able energy sources, unlocking demand-response flexibility
in multi-energy systems, aligning water production with
fluctuations in renewable energy availability. By modulating
AWG operation in response to excess renewable energy
generation, the ecosystem can effectively convert surplus
electrical energy into stored water, enhancing grid stability
and promoting sustainable water-energy management at a
community level. Moreover, RL can enable the dynamic
regulation of AWG units boosting the scalability of the
presented ecosystem to diverse geographical regions with
varying humidity levels as well as to adapt to varying environ-
mental conditions based on predictive meteorological data,
including temperature, relative humidity and solar radiation.
The dynamic regulation of AWGs optimizes moisture uptake
and regeneration timing, ensuring efficient water production
while adapting to environmental constraints.
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