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Abstract—Novelty detection is a critical task in various engi-
neering fields. Numerous approaches to novelty detection rely on
supervised or semi-supervised learning, which requires labelled
datasets for training. However, acquiring labelled data, when
feasible, can be expensive and time-consuming. For these reasons,
unsupervised learning is a powerful alternative that allows
performing novelty detection without needing labelled samples. In
this study, numerous unsupervised machine learning algorithms
for novelty detection are compared, highlighting their strengths
and weaknesses in the context of vibration sensing. The proposed
framework uses a continuous metric, unlike most traditional
methods that merely flag anomalous samples without quantifying
the degree of anomaly. Moreover, a new dataset is gathered
from an actuator vibrating at specific frequencies to benchmark
the algorithms and evaluate the framework. Novel conditions
are introduced by altering the input wave signal. Our findings
offer valuable insights into the adaptability and robustness of
unsupervised learning techniques for real-world novelty detection
applications.

Index Terms—Unsupervised Machine Learning, Novelty Detec-
tion, Anomaly Detection, Predictive Maintenance, Artificial In-
telligence, Neural Network, Prognostics, Autoencoder, K-Means,
DBSCAN, Gaussian Mixture Model, One-Class Support Vector
Machine, Isolation Forest, Local Outlier Factors

I. INTRODUCTION

In a world driven by data, it is essential to identify unex-
pected events. Novelty detection, i.e. the process of identifying
new or unknown data that deviate significantly from the
expected or established patterns, is crucial in various fields, as
it helps in identifying unusual occurrences that could indicate
critical events such as system faults, fraud, or emerging trends.
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For example, in manufacturing, novelty detection can be
used to spot defects in the production plant [[1], while in
cybersecurity, it can help detect unusual patterns of behaviour
that might indicate a security breach [2]]. Lastly, in finance,
anomaly detection can be vital for fraud detection, allowing
institutions to prevent fraudulent transactions before they cause
significant damage. Overall, the capability to recognize novel-
ties enhances decision-making, improves safety, and reduces
risks across various domains.

Traditional approaches to novelty detection often rely on
statistical methods [3| [4]. These methods generally depend on
predefined thresholds or models of normal behaviour, which
can struggle in their ability to generalize to evolving patterns
and unseen anomalies.

Artificial Intelligence (AI) has significantly advanced the
field of novelty detection. Machine Learning (ML) models can
learn from data and identify patterns that would be difficult to
specify manually. Among Al approaches, supervised learning
algorithms require labelled data to train models that can then
predict anomalies. Notable examples are neural networks or
support vector machines trained on historical data [5}|6]]. Semi-
supervised approaches, which use a combination of labelled
and unlabelled data, offer a middle ground, as they leverage
the available labelled data to improve the learning process
while also incorporating unlabeled data to improve the model’s
robustness and accuracy [7, [8].

Unsupervised learning techniques, which do not require
labelled data, are particularly valuable for novelty detection
in situations where obtaining labelled data is impractical or
impossible, due to a scarcity of data or to the costs associ-
ated with labelling it [7]. These methods include clustering
algorithms, like K-means, autoencoders and density-based
approaches [9, |10, |11} |12} 13} |14]]. Unsupervised algorithms
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can discover the underlying structure of the data and identify
deviations. This capability makes unsupervised approaches
versatile and powerful in changing environments.

To the best of our knowledge, the current literature lacks
a comprehensive study which compares Unsupervised Ma-
chine Learning (UML) models able to produce a continuous
degradation metric, with several preprocessing algorithms. We
believe such a benchmark could provide valuable information
to the novelty detection field, serving as a critical resource for
researchers and practitioners.

In this study, we benchmarked various unsupervised Al
algorithms for novelty detection on a dataset developed in a
laboratory using a shaker to record vibrations at given frequen-
cies, artificially generating novel conditions by changing the
input wave signal. Our method aims at predicting a continuous
metric rather than a binary label, as this approach allows us to
evaluate the effectiveness and adaptability of these algorithms
in identifying novel patterns in complex data structures. We
extract a combination of statistical features and wavelet de-
composition coefficients from the raw signal to use them as
input for the UML models. Moreover, we defined a proper
set of metrics to compare the performances of the framework
configurations. Lastly, we analyze the performance of each
configuration by recording its inference time to measure the
computational effort required. The following sections detail
our methodology, experiments, and results.

II. RELATED WORKS

Here we give an overview of previous works on novelty
detection, focusing mainly on unsupervised approaches.

The K-means algorithm is used in [12, |13]] to label the
degradation states of bearings. In [12f], the Intelligent Mainte-
nance Systems (IMS) bearing dataset [15] is clustered using
Traditional Statistical Features (TSF) and Mel-frequency Cep-
stral Coefficients, and the labelled time series are subsequently
used to train a Convolutional Neural Network (CNN) recog-
nition model using raw data, without the need to extract new
features. Reference [13]] computed TSF and Shannon’s entropy
to perform clustering on IMS and Case Western Reserve
University (CWRU) [16] datasets. Pinedo et al. converted the
time series into 2D representations, as images, using a CNN,
i.e. Alexnet [17], to classify the degradation states.

Reference [10] proposed a method to quantify the health
of bearings and validate it on the IMS dataset. They used
time-domain features extracted from the vibration signal and
applied a cross-correlation filter to remove the redundant
features. Then, the K-means algorithm was used to select only
the most relevant features through an optimization procedure
aimed at obtaining the most dense and separated clusters. The
Self-Organizing Map algorithm is then used to compute a
health indicator for the bearing.

A method to efficiently initialize the cluster centres in
the K-means algorithm is proposed in [18]]. It merges the
Ant Colony Optimization algorithm with K-means, and it
has been validated by applying a three-layer Wavelet Packet
Decomposition (WPD) on the CWRU dataset augmented using

a sliding window method to prove the applicability of the
method to large datasets.

In [11]], the authors proposed a subset-based deep autoen-
coder model to learn discriminative features from datasets au-
tomatically. This approach has been validated on the CWRU,
IMS, and Self-Priming Centrifugal Pump (SPCP) [19] bearing
vibration datasets.

A case study on the IMS dataset is proposed in [14]. The
authors leverage the knowledge of the fault frequencies of the
bearings to attach labels to the data. The features considered
initially are TSF and Redundant Second-Generation Wavelet
Packaged Transform coefficients, though the dimensionality of
the feature space is reduced by applying Principal Component
Analysis (PCA). Lastly, K-means, Support Vector Machine
(SVM) and agglomerative clustering are used to perform
anomaly detection and to identify the failure modes.

Additionally, a powerful data stream classification approach
is proposed in [9]]. Notably, it is not a one-class approach, as
it manages more than one “nominal” class, and deals with the
emergence of novel classes during the classification task by
adding, to the training set, clusters of new data points with a
given level of cohesion.

Reference [1]] presents a machine learning framework for
real-time anomaly detection in sensor data, aiding companies
in creating datasets for predictive maintenance. It details an
optimized software architecture for efficient novelty detection,
validated through a digital model and real-world case studies.

Finally, a computer vision method to detect anomalies in
mechanical systems is proposed in [20]. With respect to the
previous methods, it has the advantage of evaluating vibrations
in multiple points of interest without physical contact with the
observed components.

Another model used in the context of novelty detection is
the Local Outlier Factor (LOF) [21]], whose continuous metric
depends on the position of the point and the density of known
points around it. This concept has been extended to consider
also the clustered structure of the data in [22], which defines
the metric Cluster-Based LOF (CBLOF).

Moreover, a simple way of quantifying the normality of
data using a distance metric is proposed in [23]. The authors
propose to compute a novelty score, that is the distance of the
record from the nearest cluster, normalized by the standard
deviation of the distance of the known points in the cluster.
This method has been tested on vibration data collected on a
jet engine.

Another distance-based method is proposed in [24], as it
provides a hard classification of the data as normal, extension,
or unknown based on the radius of the closest cluster and the
position of the point to be evaluated. If the point is outside the
decision boundary but within a tolerance, then it is classified
as an extension, and the learned model is updated. If the
point is outside the tolerance, then it is classified as unknown.
Unknown points are kept in a buffer and used to update the
model when new classes emerge within the data.
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Fig. 1. The proposed framework architecture consists of three main blocks. The feature extraction block uses WPD to extract wavelet coefficients. These
coefficients, along with statistical measures, form the output of this block. The feature transformation block employs either Autoencoder or PCA to transform the
extracted features, enabling the detection of different behaviours in the novelty metric computation. Finally, the feature evaluation block uses six unsupervised
machine learning models to compute the novelty metric of the transformed features.

III. METHODOLOGY
A. Novelty detection framework architecture

The proposed novelty detection framework is unsupervised.
The training data used reflects the system’s normal behaviour
without any labels. Unlike classification algorithms, our frame-
work does not have information about the system’s modes. The
trained model is then used to detect anomalies in the incoming
data, assessing the deviations from the nominal behaviour. The
proposed architecture is shown in Fig. [T}

The raw input are the time series collected by an accelerom-
eter sensor. These data are then extracted into a set of key
features. These features are then transformed into a latent
space that can have lower or higher dimensions. Finally, the
features are evaluated with several UML models producing
a novelty metric (NM) (i.e. the framework’s output). The
advantage of this framework is related to provide deviation’s
severity instead of setting a binary flag (i.e. 0,1) for normal
and anomalous behaviours, which is the common approach in
anomaly detection tasks. Each block is better explained in the
following section.

B. Features Extraction

The features extracted from the time series are a combina-
tion of statistical and WPD coefficients. The statistical features
extracted for each signal are: mean, root-mean-square (RMS),
peak-to-peak (P2P), standard deviation (STD), skewness and
kurtosis.

The WPD is a tree-based decomposition method able to
extract the frequency content of a signal. In this work, a
Daubechies wavelet is used. The decomposition method di-
vides the input data € RY into two subsets: a set with
high-frequency and the other with low-frequency content, each
containing N/2 elements. This process can be applied an
arbitrary number of times (up to log,(NN)) for each subset
created. The process is repeated recursively until the desired
number of levels L is reached. Hence, the final output is
a signal decomposed into 2F vectors in which each vector
has N/2% elements. Finally, each vector generated by the
decomposition is transformed into a single value using the
l5 norm. This value assumes the role of a feature. The 2
computed norms form the WPD feature array. The structure
of the decomposition is shown in Fig[2]

In the end, the WPD feature vector is concatenated with
the six statistical features to form the complete features array
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Fig. 2. Wavelet Packet Decomposition features extraction architecture. At
each level of decomposition, the input signal is split into two sub-band signals,
each with a dimension of N/2. This process is repeated through L levels,
resulting in 2 sub-band signals. For each sub-band signal, the I3 norm is
computed, condensing each array into a single value. These values are then
aggregated into a final array of dimension 2%, forming the complete WPD
feature array that encapsulates the characteristics of the original time series
data.

with dimension (2% + 6, 1) representing the final output of the
features extraction block.

After the feature extraction process, the data are normalized,
along the whole training dataset, removing the mean and
scaling to unit variance in order to use them for the following
steps.

At this stage, the extracted features can be directly used
to train the models. However, additional processing can be
implemented to analyze the different behaviours of the unsu-
pervised model. Specifically, two different Autoencoders and
PCA are tested to observe the change in the novelty metric,
as explained in the next section.

C. Features Transformation

In this section, the feature transformation block is explained.
Three different algorithms, an undercomplete and an over-
complete autoencoder, and PCA are considered.

1) Autoencoder: The first proposed architecture contains
an autoencoder (AE), a generative neural network (NN)
composed of an encoder that increases or reduces the input
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Fig. 3. Architecture of the proposed undercomplete autoencoder feature
transformation algorithm. The NN model is composed of fully connected
layers with the following shape: Np2 < Np1 < Njeqt and Nga < Np1 <
Nyeqt. The input is the preprocessed data obtained after the statistical and
wavelet transformation.

dimensionality and a decoder that tries to reconstruct the
original input. In this kind of model, the number of neurons
in the input and in the output layers must be the same, while
the hidden layers can vary in shape and size. The autoencoder
is considered undercomplete (AER) if the latent space has a
lower dimension than the input and overcomplete (AEA) if the
latent space has a higher dimension than the input. Formally,
let X € R™ represents the input data, n represents the input
dimension, the encoder fe,. : R” — RP, and the decoder
fdee © RP — R™. The autoencoder can be represented as
Xrecon = fdec(h) where h is the latent space h = feno(X).
Hence, the complete form of the eutoencoder can be rep-
resented as Xyecon = fdee(fenc(X)). The undercomplete
autoencoder has the latent space dimension p lower than the
input (p < n), while the overcomplete autoencoder has a
higher dimension (p > n). Both NN models have two layers
for the encoder and two layers for the decoder.

a) Undercomplete Autoencoder: The shape of the un-
dercomplete autoencoder is shown in Figure 3] The input data
are the features n = Nyoqr = 2L 1+ 6 explained and extracted
in Section [[II-B] The layers have the following dimensions:
NEg1, Ngo, Np1 where Ngo = p and Ngs < Ngp < Nfeat~
Then, the decoder transforms the latent space into the original
dimension Nycqi, Where Npy < Npi < Npeqe. The first
layer for both the encoder and decoder uses a ReLU activation
function, while the second layer uses a LeakyReLU activation
function to enhance the model’s robustness and prevent data
saturation to zero. The model employs Mean Squared Error
(MSE) as the loss function.

b) Overcomplete Autoencoder: The same considerations
are performed also for the overcomplete autoencoder shown
in Figure [ In this configuration, the input size is increased in
the hidden layers of the autoencoder. Formally, the encoder is
structured such that Ny.,; < N1 < Npgo, while the decoder
follows Nyfcqt < Np1 < Ng2. Both the encoder and decoder
employ ReLU activation in the first layer and LeakyReLU
activation in the second layer, with MSE as the loss function,
similar to the undercomplete autoencoder.
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Fig. 4. Architecture of the proposed overcomplete autoencoder feature
transformation algorithm. The NN model is composed of fully connected
layers with the following shape: Nyfeqr < Ng1 < Npg2 and Npeqr <
Npi1 < Nga.

2) Principal Component Analysis: Principal Component
Analysis is employed to transform the features array into a
lower dimensional feature space preserving the input variance.
The number of features is reduced as a function of the ratio
of variance to be preserved.

Formally, let X € R™ represents the input data, where n =
Nfeat- The PCA function is h = PCA(X), where h is the
latent space with reduced features PC A : RNreat — RNrPca
with Npog < Nfeat-

The three architectures (i.e. AEA, AER, PCA) provide
different numbers of features as input to the unsupervised
models which produce as output the novelty metric value better
explained in the next section.

D. Features Evaluation

Here, the six unsupervised models that can be implemented
in combination with all the previous feature transformation
methods (sec. are explained in detail. The input of
the unsupervised models are the features transformed by the
autoencoders or by the PCA. The output of this block is the
novelty metric. When the autoencoders are used, the features
are the latent output of the last layer of the encoder, in our
case Fs.

1) K-Means: The K-Means algorithm is a simple and
widely used clustering algorithm. The algorithm requires as
input the number of clusters to be created, and the data to be
clustered. The algorithm first initializes k& centroids and then
updates them iteratively, to better fit the data. In this paper,
the variant “K-means++" [[25] is used.

The algorithm is trained multiple times with different num-
bers of clusters to select the best one. The silhouette score is
the metric used to choose the number of cluster. Formally, the
silhouette score [26] s(I) of a sample I is a measure of how



well the sample fits in its cluster, compared to other clusters,
and is defined as:

_ b)) —a(l)
sU) = max(a(1), b(I)) b
a(l) = | C’~|1— > d(1,g) 2)
¢ JeCyi I#J
b(I) = min = |Ck| J; d(I,.J) (3)

where C; is the cluster assigned to sample I, d(I,J) is
the distance between samples I and J, C}, is another cluster,
|C;] is the number of samples in cluster C;, and |Cy| is the
number of samples in cluster C. Hence, a(I) is the average
distance between sample I and all other samples in the same
cluster, and b(7) is the average distance between sample I and
all samples in the nearest cluster. The best number of clusters
is selected on the training that achieves the highest average
silhouette score across all samples.

Once the model is trained, the centroids are known and a
way of measuring how novel the new data are is needed. In
this paper, for the k-means models, we propose a Novelty
Metric similar to the one in [23]]. The approach involves
computing the distance from a new sample to the closest
cluster’s centroid, comparing this distance with the cluster’s
radius, and normalizing by this radius (instead of by the
standard deviation of the samples in the cluster, as done in
[23]]). The NM is defined as:

d([ y Ci) —T;
NMKMeans (I) - T 5 T 5%&8( d(J Cl) (4)
where I is the sample to be evaluated, c¢; is the closest
centroid to I and r; is the radius of the closest cluster. This
normalization accounts for the cluster size while preserving the
property of the NM being negative for samples strictly inside
the clusters, zero for samples on the boundary of a cluster,
and positive for novel samples.

2) DBSCAN: Another clustering algorithm tested is the
DBSCAN [27]. It works by dividing the data into “core” and
“reachable” points, based on the minimum cluster size MinPts
and the search radius €. It has the ability to discard some
samples in the training data as noise. In this case, the novelty
metric for a new sample [ is defined as follows:

émm d(1,J) Q)

NMbpgscan(l) = min

Where D is the set of samples in the train data that are not
marked as noise.

3) GMM: The Gaussian Mixture Model (GMM) is a prob-
abilistic model that assumes that the data is generated from
a mixture of several Gaussian distributions. It estimates the
parameters of each distribution. In this case, the novelty metric
is the likelihood that a given sample belongs to the distribution
mixture.

4) nuSVM: The one-class Support Vector Machine
(muSVM) is a variant of the standard SVM that applies a
transformation to the input space in order to separate the data
from the origin. New data samples that appear closer to the
origin than the training samples are considered outliers.

In this case, we consider the distance of the sample from the
separating hyperplane, as proposed by [28]], as novelty metric
NMuusvm ().

5) IF: The Isolation Forest (IF) is an ensemble algorithm
that trains a set of decision trees to isolate the outliers. The
sample is compared with a threshold at each node of the tree,
until a leaf is reached. An outlier is expected to reach a leaf in
a few steps because it is dissimilar to known samples, while an
inlier is expected to reach a leaf after many steps, because it is
similar to known samples. We use as novelty metric NMig(7)
the “anomaly score” defined by the authors [29].

6) LOF: The Local Outlier Factor (LOF) is a density-
based algorithm that computes the local density of a sample
compared to the local density of its neighbours. The algorithm
then returns a metric that indicates “the degree of being an
outlier” [30]. We consider the result of the algorithm as the
NM_ok(1).

IV. EXPERIMENTS

A. Dataset acquisition

A pivotal point of our research is the realization of a
dataset to test the Novelty Detection algorithms in a real
environment. For this purpose, a shaker (mod. n°® K2007EO1)
and an accelerometer (mod. n® STM32L4R9, an evaluation
board of ST microelectronics equipped with an accelerometer
sensor) were used to collect a vibration dataset. The evaluation
board is mounted on the shaker to gather the dataset with
reduced noise and uncertainties.

The shaker is controlled by a PC, reproducing an audio
file. Two audio files have been generated, the first reproduces
a signal vy (¢) and the second one the signal vs(t) that we
define as:

9
t) = A;-sin(2r- ;- 1)) (6)

A=1{05,05,0.5,1,1,1,0.5,0.5,0.5}
a = {50,100, 150, 230, 300, 440, 460, 530, 600}

9
t)=>_ Bji-sin(2r-B; 1)) (7)
=1
B =1[0.5,0.5,0.5,1,0.2,1,0.5,0.5, 2]
3 = [50, 100, 150, 230, 300, 440, 460, 530, 600]

where A, B are the weights and «, (3 are the frequencies
of the harmonics. The volume setting is used to change the
P2P amplitude of the physical signal generated by the PC.

Firstly, the signal v; was fed to the shaker, with five different
volume settings, acquiring five sets of data (set 1 - set 5).
Every time the volume was changed, the new P2P value was



TABLE I
EXPERIMENTAL SETUP FOR DATA COLLECTION.

Set name Signal Type P2P [V]
Set 1 v1(t) 0.25
Set 2 v1(t) 0.50
Set 3 v1(t) 0.75
Set 4 v1(t) 1.00
Set 5 v1(t) 1.25
Set 6 va(t) 0.50
Set 7 v2(t) 0.75
Set 8 va(t) 1.00

measured with the oscilloscope. Lastly, this procedure was
repeated using the signal vo, to record three more sets (set
6 - set 8). Each of the eight sets of vibration data acquired
consists of a record that lasts 206 seconds and has been split
into 1-second chunks to generate 206 records. The setup used
to collect the eight sets of vibration data is resumed in Table
The highest frequency chosen is 600Hz, hence the sampling
frequency of the evaluation board is set to f;, = 1666Hz
respecting the Nyquist—Shannon sampling theorem.

B. Features extraction and normalization

The procedure described in Section [[II-B| is applied to the
experimental data collected. The depth level L of the WPD
decomposition tree is chosen to be 6, obtaining a WPD feature
array with 64 elements. The 6 statistical features are also
computed, yielding a final feature array with 70 elements.

C. Models comparison

The performances of each architecture need to be evaluated
in order to perform the benchmark analysis for each archi-
tecture. Four different performance metrics are computed for
each framework.

1) Variance: The variance of the novelty metric is evaluated
using the remaining part of the nominal data not used for
the training. A good model should produce a stable novelty
metric when the data represent the same normal conditions.
High variance means that the model is either too sensitive to
noise or cannot generalize normal behaviour well. Formally,

this metric is defined as:
n

) 1 . ——\2
Variance = - ; (NM(i) — NM) (8)
where NM(%) is the novelty metric of the i-th normal sample,
NM is the mean of the novelty metric along all the normal
samples, and n is the number of samples.

2) Reactivity: This metric is used to compare different
models under the same conditions. The reactivity of the model
is defined as the difference between the mean nominal and
worst novelty metric. High reactivity indicates that the model
can better distinguish between nominal and novelty samples.
Formally, the reactivity is defined as:

1 < 1 «—
Reactivity = STNM() — ~ > NM(j) ©)
i=1 Jj=1

where NM(i) is the novelty metric of the i-th nominal sample
and NM(j) is the novelty metric of the j-th novel sample.

3) Inference Time: The inference time to evaluate a single
sample (i.e. the time interval used by the UML model to
compute the NM). This metric is averaged by evaluating
several samples. The inference time is measured using an Intel
CPU i9-12900K.

4) Feature Percentage: The Feature Percentage (FP) in-
dicates the percentage of dimensionality preserved after the
feature transformation with respect to the original ones. An
FP of 100% means that all original features are retained. A
lower FP is preferable for faster computations and to avoid
the challenges posed by high-dimensional data (the curse of
dimensionality).

D. Models Optimization

The algorithms, described in section are also op-
timized to select the best-performing one for each UML
model. Concerning the autoencoder, the optimization process
is performed by changing the number of neurons of the
encoder Ngq which is the same for the decoder Ng1 = Np1,
the number of neurons of the latent space of the encoder Npo,
the learning rate, and the batch size. For the PCA, the only
parameter changed during the optimization is the number of
latent features n . The variance is chosen as objective function
because, at the time of optimization, it is the only variable
available without knowledge of the future of the system (e.g.
reactivity). Minimizing this variance is crucial because it
reflects the algorithm’s ability to model a nominal condition
of the system. A lower variance indicates better performance
because it suggests that the model is less susceptible to noise
or environmental changes during the normal operation of the
system.

The optimization used is a Gaussian process-based Bayesian
algorithm. It iteratively suggests values for the hyperparame-
ters that optimize the objective function, aiming to improve
the model’s robustness and detection capabilities.

The first 100 samples of set 1 of Table |I] are used for
training, while the remaining 106 samples of the same set
are used to compute the variance metric. Formally:

J = min(olooNM)
o100(NM) = Ng1,p1, N2, lr,bs,ny

where J is the objective function to minimize, Ir is the
learning rate, bs is the batch size, and ny is the number of
PCA’s latent features. The sampler needs a range of values to
optimize in order to reach the minimum variance. The ranges
chosen for each variable are reported in Table

The parameters obtained by applying the optimization pro-
cess are reported in Table

E. Model evaluation

Performance metrics are computed across all combinations
of UML models and feature transformation methods.

The first 100 samples of set 1 are used to train the UML
models. Four combinations are benchmarked for each UML



TABLE II
HYPERPARAMETERS RANGES CHOSEN FOR THE MODELS’ OPTIMIZATION
ALGORITHM
g,lgﬁif(i Ng1,Np1 NEg2 Ir bs ng
AEA 50 — 65 10 — 45 0.01 — 0.1 32,64 -
AER 75 — 80 85 —100 0.01 —0.1 32,64 -
PCA - - - - 2—170

TABLE III
TUNED HYPERPARAMETERS. AEA 1S THE OVERCOMPLETE
AUTOENCODER, AER IS THE UNDERCOMPLETE AUTOENCODER

Ng1,Np1 NE2 Ir bs ng
AEA AER AEA AER AEA AER AEA AER PCA

Model

KMeans 80 61 85 32 008 003 64 64 3
DBSCAN 75 56 8 10 020 008 32 64 2
GMM 79 61 8 10 008 001 32 64 2
mSVM 80 65 93 10 009 010 32 64 2
[Forest 79 50 85 45 002 003 64 64 70
LOF 79 50 88 10 003 001 32 32 3
® OF ® AER ® AEA PCA
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Fig. 5. Graphical representation of performance metrics reported on Tablem
All the y axes are displayed in a logarithmic scale. AEA is the overcomplete
autoencoder, AER is the undercomplete autoencoder and OF is the original
features.
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Fig. 6. In the upper plot, the correlation between the inference time and the
number of features. In the bottom plot, the correlation between the reduced
feature dimensionality ratio FP and the reactivity.

model: a test is performed without any features transformation
using only the features extracted by the features extraction
block (we refer to this scenario with OF, which stands for
“Original Features”). The other three use the undercomplete
and overcomplete AE, and the PCA as transformation algo-
rithms.

The remaining 106 samples of set 1 are used to compute
the variance and the mean of the nominal signal (i.e. “mean -
nominal signal”.

The 206 samples of Set 5, are used as a reference test
to compute the “mean - novelty signal” and consequently
the reactivity. Set 5 is selected as the reference novelty test
because it represents the most dissimilar signal among the sets.

The novelty metric produced by all models is computed
and normalized to a common scale where min(NM) = 0 and
max(NM) = 1 for a fair comparison.

The resulting performance metrics are reported in Table
[Vl where the best transformation method for each UML
model, for each metric, is highlighted in bold. Additionally,
the best results among all the UML models and transformation
combinations are highlighted with an asterisk, for each metric.
The same results are also visually depicted in Figure [3] for
clearness.

Looking at Table [[V] we make some considerations about
the best UML models and the best transformation methods.

Regarding the dimensionality reduction of the feature space,
the PCA is almost always the transformation that selects the



TABLE IV
PERFORMANCE METRICS FOR ALL THE PREPROCESSING AND MODEL COMBINATIONS. OF MEANS ORIGINAL FEATURES, AER MEANS AUTOENCODER
REDUCED, AEA MEANS AUTOENCODER AUGMENTED. n ¢ IS THE NUMBER OF FEATURES TRANSFORMED BY THE AUTOENCODERS OR PCA. FP IS THE
FEATURES PERCENTAGE WITH RESPECT TO THE ORIGINAL DIMENSION. VARIANCE DEFINED IN THE EQUATION[§] AND THE REACTIVITY DEFINED IN
EQUATIONE} TRAIN SIGNAL IS SET 1 OF TABLEAND TEST SIGNAL IS SET 5. THE SYMBOLS |} AND {} INDICATE IF THE VALUE SHOULD IDEALLY BE
MINIMIZED OR MAXIMIZED, RESPECTIVELY. THE BEST RESULTS AMONG ALL THE UML MODELS AND FEATURES TRANSFORMATION COMBINATIONS
ARE HIGHLIGHTED WITH *, FOR EACH METRIC.

UML model Transformation ng FP [%] || Variance [10~3] | Mean Reactivity 1 Inference Time [us] |
Nominal signal || Novelty Signal 1

OF 70 100.00 0.2680 0.0063 0.9686 0.9623 2414
KMeans AER 32 45.71 0.1098 0.0072 0.9352 0.9280 210.8
AEA 85 121.43 0.1615 0.0013 0.9612 0.9599 212.5
PCA 3 4.29 0.0780 0.0190 0.8860 0.8669 193.1
OF 70 100.00 0.2994 0.0119 0.9835 0.9716 11.3
DBSCAN AER 10 14.29 0.0957 0.0035 0.9243 0.9208 7.2
AEA 85 121.43 0.0776 0.0095 0.9234 0.9139 8.0
PCA 2% 2.86%* 0.0111 0.0043 0.9093 0.9050 6.5
OF 70 100.00 0.0000 * 0.0000 * 0.9479 0.9479 22.8
GMM AER 10 14.29 0.0009 0.0003 0.8850 0.8847 8.1
AEA 85 121.43 0.0122 0.0005 0.9287 0.9282 30.9
PCA 2% 2.86%* 0.0002 0.0006 0.8321 0.8316 5.7
OF 70 100.00 23.1632 0.3165 1.0000 * 0.6835 3.0

2USVM AER 10 14.29 7.9910 0.0683 1.0000 * 0.9317 0.9*
AEA 93 132.86 2.1082 0.0580 1.0000 * 0.9420 1.3
PCA 2% 2.86* 2.3468 0.0630 1.0000 * 0.9370 1.0
OF 70 100.00 4.5572 0.1176 0.8893 0.7717 6.1
[Forest AER 45 64.29 14.9819 0.2134 0.9192 0.7058 5.3
AEA 85 121.43 16.2062 0.1836 0.9462 0.7625 5.3
PCA 70 100.00 12.2452 0.2568 0.9823 0.7255 59
OF 70 100.00 0.2762 0.0028 0.9804 0.9777 * 95.9
LOF AER 10 14.29 0.0816 0.0029 0.9157 0.9128 2.7
AEA 88 125.71 0.0522 0.0015 0.9448 0.9432 4.5
PCA 3 4.29 0.0064 0.0032 0.8838 0.8805 4.2

lowest number of output features, with an exception that arises
when coupled with the IForest UML model. In this case, the
transformation method that further reduces the dimensionality
is the AER.

The GMM is the model that produces the least NM variance
in nominal conditions (i.e. the NM produced in nominal
conditions is almost constant). Concerning the other UML
models, KMeans, DBSCAN and LOF experience the least
variance when coupled with PCA feature transformation, while
IForest produces the most stable NM when used together with
original features.

Ideally, when evaluating a nominal signal, the NM should
be low. The model that minimizes this value is the GMM used
without any feature transformation. Considering the rest of the
UML models, there is no feature transformation that appears
to minimize this performance metric for most models.

On the other hand, the NM should be high when evaluating
a novel signal. The nuSVM model, produces the highest
NM regardless the transformations applied, but we observed
that this property comes at the cost of a lower capability of
generating a continuous NM value, as it tends to saturate to
high values even when the signal differs only slightly from

the nominal one.

The reactivity appears to be the highest when the OF are
used to feed the UML models, except for the nuSVM that has
the highest reactivity when combined with AEA. The analysis
reveals that the LOF model with the original features shows the
highest reactivity, making it the optimal model. The DBSCAN
follows behind, demonstrating a similar reactivity value.

The nuSVM is the one that computes the NM the fastest.
This is due to the simplicity of the inference procedure, which
consists of a distance calculation. Regarding the other UML
models, we observe that the fastest response happens when
the dimensionality of the feature space is the lowest.

Some observations can be made about the correlation of
the performance metrics. Each metric has been plotted against
each other to observe emerging patterns. The two most infor-
mative plots are shown in Fig. [§] Regarding the correlation
between the inference time and the number of features, the
general trend suggests that the evaluation process becomes
slower as the dimensionality of the feature space increases. In
the second plot, the trend suggests that modifying the feature
dimensionality (F'P # 100) reduces the reactivity of the
UML models, except for nuSVM, which exhibits an inverse



behaviour.

For completeness, the novelty metric was computed across
the remaining data sets (set 1 - set 8), excluding the portion of
set 1 used for training the models. The evolution of the novelty
metric along all the sets for each combination is shown in
Fig.[7} It appears evident that KMeans, DBSCAN, GMM and
LOF provide a NM that is clearly related to the dissimilarity
of the evaluated signal with respect to the nominal condition
(at least related to the amplitude increase). On the other hand,
as anticipated earlier, nuSVM and IForest exhibits a tendency
to saturate the NM to a constant value, with an abrupt gap
(almost as a binary flag). This behaviour is in contrast with
the scope of our work to provide a continuously changing NM
that quantifies the severity of the anomaly.

The last behaviour that emerges from Fig. [7] is that GMM
is quite sensitive to the feature transformation applied. When
GMM is evaluating the OF, the NM appears to be lower than
when evaluating transformed features.

F. Code availability

All the functions and scripts used to obtain the results shown
in this report will be available onlineﬂ

V. CONCLUSION

In this work, we benchmark several unsupervised machine
learning models by testing different feature transformation
algorithms. We also gather a real vibration dataset to evaluate
all frameworks with real-world data, including noise. The
results indicate that a continuous Novelty Metric performs
better with certain models — specifically KMeans, DBSCAN,
GMM, and LOF — by providing an indication of novelty
severity. In contrast, models like nuSVM and IF behave as
a binary flag. The benchmark highlights the significance of
proper feature extraction and transformation algorithms in
changing the behaviour of unsupervised models. Additionally,
we compute each framework’s inference times to assess the
complexity of the frameworks in terms of time consumption.
Future work will aim to deploy and test each framework
on embedded devices to provide an EDGE benchmark. We
also plan to test other feature extraction algorithms, such as
generative models like RealNVP, to determine if better results
can be achieved. Finally, we will extend the benchmark tests
to other industrial datasets to further investigate the presented
study.
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techniques if compared with the other UML models. The nuSVM novelty
metric evolution shows a clear saturation for all the samples representative
of novel behaviours. Moreover, it fails to produce a steady NM when
evaluating samples of known modes. The Iforest model experiences almost
the same saturation as the nuSVM. IForest appears also sensitive to the feature
transformation used.
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