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AES and Mixed AES/Gold Spreading Sequences
for Satellite Uplink Code Division Multiplexing

Roberto Garello, Senior Member, IEEE, Monica Visintin, Riccardo Schiavone, Alessandro Compagnoni, and Carla
Fabiana Chiasserini, Fellow, IEEE

Abstract—In this paper we study spreading sequences for Code
Division Multiplexing (CDM) generated from the AES algorithm
in counter mode. These sequences are robust against jamming
because they cannot be reconstructed from one of their segments.
Additionally, they are flexible, have a large cardinality, and can
be obtained from a small key. We show how their linear com-
plexity profile, error probability, and acquisition performance
are aligned with those of random sequences. To further enhance
them, we introduce a new family of mixed AES/Gold sequences.
First, we demonstrate how we can generate cosets of extended
Gold sequences which are perfectly orthogonal for CDM. Then,
we combine AES sequences and Gold cosets: the new sequences
have better performance in terms of error probability and
acquisition, while maintaining protection against jamming. All
results are derived analytically and validated through simulation.
As a case study, we consider an uplink scenario from a ground
station to a constellation of Low Earth Orbit satellites. The
proposed mixed sequences allow for a significant increase in
the number of satellites that can be served in parallel, while
maintaining the same level of performance and protection against
jamming.

Index Terms—Code Division Multiplexing, Spreading Se-
quences, AES sequences, Gold sequences, Satellite Communica-
tions.

I. INTRODUCTION

IRECT sequence spread spectrum (DSSS) modulation

([11, 2], [3D is an effective solution for a myriad of
applications. where it offers numerous advantages, including
innate ability to serve multiple users in parallel and resistance
to interference and jamming. Many spreading sequences have
been introduced for DSSS and CDM (Code Division Mul-
tiplexing)/CDMA (Code Division Multiple Access) applica-
tions. (In this paper we use the term CDM to denote the
communication link from a single transmitter to many users,
while the term CDMA is used for the transmission on the
other direction.) Among these sequences there are algebraic
sequences like m-sequences [4] and their truncated versions
[5], Gold sequences [6], Kasami sequences [7] and many oth-
ers, such as [8], [9], [10], [11], [12], [13]. Some examples from
recent works include [14], [15], [16], [17]. Typically, these
sequences have very good properties in terms of correlation,
which makes their performance closely approach theoretical
limits such as Welch bound [18] and Sidelnikov bound [19].
For many applications, robustness to jamming is of key
importance ([20], [21], [22], [23], [24]). Even if CDM and
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CDMA offer a natural protection against jamming, they are
vulnerable to attacks that exploit the user’s spreading code. If
an attacker manages to recover it, it can start transmitting a
dummy signal encoded with this code and disrupt the normal
operation of the system by a denial of service attack. As in sev-
eral systems it is feasible to recover segments of the spreading
sequence from intercepted portions of the transmitted signal, it
is crucial to ensure that reconstructing the entire sequence from
a segment is nearly impossible. Unfortunately, this is typically
not the case for many algebraic sequences, where an attacker
can reconstruct the entire sequence by retrieving only a small
signal portion, using algorithms such as Berlekamp/Massey
([25], [26]). From that point onwards, it is able to perform a
disruptive jamming attack.

In this paper, we address the above issue by focusing on
spreading sequences generated from the AES algorithm [27]
operating in counter mode, where both the secret key and
an increasing counter are used as input to generate blocks
of spreading chips ([28], [29]). ! These sequences are robust
against jamming and have a number of properties that are very
useful for several relevant applications, like the LEO use case
discussed below.

A. The LEO Use Case and its Requirements
Although the sequences studied in this paper can be applied
to any terrestrial or space system, we focus on the case study

'We remark here that in this paper the AES algorithm is not considered
for encrypting the information messages, but for generating spreading codes
which are applied to CDM at the physical layer, against jamming.
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|
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Fig. 1. Jamming attack: a flying object intercepts a portion of the sequence,
the attacker rebuilds the entire one and carries out a denial of service attack.
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of a satellite telecommand uplink, from a ground station to a
constellation of LEO satellites.

Currently, there is considerable interest in LEO satellite
constellations, driven by a diverse range of applications.
These include, for example, non-terrestrial networks [30],
mega-constellations for broadband internet [31] and direct-to-
satellite Internet of Things (IoT) services [32]. This growing
interest is also coupled with a focus on innovative techniques
to meet the evolving demands of these advanced commu-
nication systems [33], [34], [35]. For LEO constellations,
Telecommand uplink operations managed by ground stations
are crucial for the effective operation and maintenance of the
satellite network [36]. The ability to remotely control and
monitor the satellites from Earth is essential to ensure the
constellation’s performance and stability. Ground stations must
constantly communicate with the satellites to manage their
orbits, monitor their health, make real-time adjustments, avoid
collisions, update sensor operations, and correct any drift.

CDM is one of the most widely used techniques for LEO
satellite uplink. Its popularity stems from the ability to serve
multiple satellites simultaneously within the same frequency
band by using spreading sequences with good cross-correlation
properties. These properties help minimize interference among
signals directed to different satellites, ensuring reliable com-
munication and control.

Modern LEO constellations have typically a large size, as
several hundreds or even thousands of satellites are needed to
provide global or country coverage. Moreover, the visibility
window is very limited (as an example, for very low orbits
it can be of few minutes). It follows that the ground station
must serve many satellites, visible for a limited time, and con-
tinuously changing. This imposes the following requirements,
which have a relevant impact on the spreading sequences.

Robustness against jamming: as shown in Fig. 1 it is re-
latevely easy (from another spacecraft or a flying vehicle) to
intercept portions of the transmitted signal. Then, it must be
very difficult to recover the entire sequence from one of its
segments, otherwise the Jammer can perform its attack. First
of all, the sequence must be very long, much longer than
the spreading factor (if its length is equal to the spreading
factor, we observe a bit and we have the sequence or its
inverse). Second, it must have a Linear Complexity Profile
(LCP) similar to that of a random sequence. The LCP is the
length of the shortest Linear Feedback Shift Register (LFSR)
that can generate the sequence [37]. The LCP of an ideal
random sequence of length n is n/2: it increases linearly with
the length. As we will show in this paper, AES sequences
have both these two properties, differently from algebraic
sequences.

Flexible Bit-rate: the system must be able to change the
bit rate in real time, hence to modify the spreading factor
accordingly. Algebraic sequences are typically forced to have
a length equal to the spreading factor (which is often of type
2™ —1), otherwise they lose most of their correlation properties
[5]. Instead, AES sequences can realize any spreading factor
and sequence length.

Uncoordinate multiple access: The association
satellites/sequences is of key importance for this uplink
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system. The ideal solution would be to assign to each satellite
a set of sequences that remain unchanged for its entire
operational life. However, if the number of sequences is
limited (as for many algebraic sequences), this is not possible.
In this case, it is necessary to reassign the sequence each time
the satellite becomes visible. Conversely, if the number of
sequences is large, it is possible to assign them permanently
to the satellite without having to renegotiate each time it
becomes visible. Then it is important to have a class of
sequences with a huge cardinality. As we will see in the next
section, AES sequences possess this property. This eliminates
the necessity of continuous registration and coordination of
the sequences and allows for uncoordinated multiple access
operation, a big advantage for satellite operations, especially
for modern age LEO constellations of thousands of satellites.

Algorithmic construction: In space, memories are subject
to interference from cosmic rays, so it is preferable that
sequences do not need to be stored entirely but can be re-
constructed from a short vector. Both AES and most algebraic
sequences have this property.

To summarize, the additional requirements imposed on the
sequences by the LEO use case are:

1) sequence length much longer than the spreading factor,

2) difficulty of reconstructing the sequence from one of its
segments,

3) flexible spreading factor and length,

4) large cardinality,

5) construction from a short vector of bits.

B. Paper contribution
Our main contributions are as follows:

o AES spreading sequences: We study the performance of
AES sequences generated in counter mode in terms of:
(i) cross-correlation, (ii) linear complexity profile, (iii)
error probability, (iv) acquisition. First, we provide an
analytical characterization of the properties of random
sequences, and then we show that AES sequences exhibit
behavior that closely aligns with those properties. Thus,
they are able to guarantee the same performance as
binary random sequences in terms of error probability
and acquisition, while being robust against jamming.

o Orthogonal cosets of extended Gold codes: We introduce
such codes and demonstrate their perfect orthogonality
for CDM.

e Mixed AES/Gold sequences: We show how we can mix
AES and cosets of extended Gold sequences to obtain
a new family of spreading sequences. Then, we present
a complete analytic and simulation study of the newly
proposed mixed sequences. Remarkably, they retain all
the good anti-jamming properties of AES sequences, but
with better error probability and acquisition performance.

e LEO Use Case: The new mixed codes are very good
candidates for the LEO uplink scenario due to their
numerous advantages: they are long, flexible, numerous,
can be generated from a small key, support any spreading
factor, outperform random sequences, and offer strong
robustness against jamming. Through both analytical and
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simulation-based evaluations, we demonstrate their sub-
stantial gains in terms of Signal-to-Noise Ratio (SNR)
and the number of satellites that can be served simulta-
neously. In some cases, these codes can even double the
number of supported satellites.

C. Paper organization

The paper is organized as follows. Section II describes
the generation of AES sequences in counter mode, their
randomness properties, and their linear complexity profile.
Therein, we also provide an analytical characterization of the
performance of random sequences in terms of error probability
and acquisition. We then compare these results to those of
AES sequences, demonstrating an excellent match between the
two. The orthogonality properties of extended Gold sequences
for CDM are demonstrated in Section III. In Section IV,
we propose the novel family of mixed AES/Gold sequences
and their coset-based construction. The performance of mixed
sequences in terms of error probability and acquisition is
studied in Section V, where we derive analytical expressions,
validate them through simulations, and highlight the gain
achieved compared to random sequences. We examine both
AWGN and LMS channels, considering transmission scenarios
with and without coding. Finally, Section VI summarizes the
presented results and draws our conclusions.

II. AES SPREADING SEQUENCES

In this section, we first describe how to generate spreading
sequences by using the AES algorithm in counter mode, then
we discuss their randomness properties and their performance.

The Advanced Encryption Standard (AES) has been desig-
nated by the National Institute of Standards and Technology
(NIST) as the standard for private key encryption [27]. It is a
block cipher admitting a block length of 128 bits, and three
possible key lengths: 128, 192, and 256 bits. In our studies, we
have verified that the properties of AES sequences for CDM
applications are independent of the key length. Therefore, in
the following, we will focus on keys of length 128 bits. AES
operates on blocks of data, transforming them through a series
of substitution, permutation, and mixing operations. A detailed
description of AES and its different modes can be found, for
example, in [38].

The idea of using the AES algorithm in counter mode as
a pseudo-random sequence generator ([28], [29]) is described
in Fig. 2. There is no plaintext to encrypt. The secret key is
fixed. The counter is set to an initial value and, together with
the key, is input to the AES algorithm to generate a first block
of 128 pseudo-random bits. The counter is increased (by one,
or according to a chosen rule) and the AES algorithm is used
to generate another 128-bit block, which is appended to the
previous one. The procedure is repeated until a multiple of
128 greater than the expected sequence length is reached. The
excess bits are discarded, and the AES spreading sequence is
obtained. This way, the sequences are very flexible: we can
realize any sequence length L and implement any spreading
factor M < L. Moreover, 228 different blocks can be
generated, so the cardinality is huge.

Block cipher
Encryption

Block cipher Block cipher
Encryption Encryption

[

[Block1 (Bock2 )

)
\ Block 2 e Block n

(" Block 1
X 128-bit spreading sequence

(" Blockn

Fig. 2. Generation of AES spreading sequences in counter mode.

A. Parameter setting

In this section, we discuss the selection of the numerical
values used in our examples, which are applied in the analysis
of the LEO use case presented in the following. The LEO con-
stellations that we consider in this paper have a size ranging
from a few tens to a few hundreds to a few thousand satellites
(we do not consider mega-constellations of several thousands
of satellites, like Starlink.) From a study we conducted for the
European Space Agency (ESA), given a LEO constellation
of about 6000 satellites, we quantified a maximum number
of 55 satellites that were visible at the same time from a
given ground station location. Instead, the mean value is quite
small, a few units. This is the reason why we considered
values between 3 and 50 for Ny, the number of satellites
served simultaneously at a given moment, in our examples.
The telecommand bit rate for LEO satellites is usually between
1 kbps and 128 kbps, depending on the number of satellites
to be served. If we adopt a CDM approach, we can use the
entire available band, and we have some tens of MHz to share
among the satellites. Corresponding values of the spreading
factor M may vary from some tens to some thousands. In our
examples we focused on the two values equal to M = 127
and M = 1000, but the results have general validity and can
be extended to any other value. For the sequence length, for
jamming protection, we typically assume it is at least two
orders of magnitude bigger than the spreading factor (this
makes unfeasible the reconstruction of the sequence even if
the attacker is able to intercept the whole sequence length,
because it is modulated by at least 100 bits).

B. Randomness

In this section, we analyze the randomness of AES se-
quences. First of all, the cross-correlation between two
randomly-extracted AES sequences is close to the binomial
distribution of a true random sequence, as shown by the
comparison of the two cumulative distribution functions in
Fig. 3.

Second, we consider the Linear Complexity Profile (LCP),
which provides a measure of how “random” the sequence
appears. For a given binary sequence si, sg, S3, ..., the linear
complexity y(n) is the length of the shortest Linear Feedback
Shift Register (LFSR) that can generate the sequence from s
to s,. The linear complexity can be calculated using algo-
rithms such as the Berlekamp-Massey algorithm. A random
binary sequence has an LCP that grows linearly as n/2 [37].
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two randomly extracted AES sequences of length L = 1000, comparison
with ideal random behaviour.
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Fig. 4. Linear Complexity Profile: AES spreading sequence, Gold sequence
and ideal random behaviour.

It is important that this complexity is maintained consistently
as the sequence progresses. Sharp drops in the complexity
profile indicate weaknesses and potential vulnerabilities. In
fact, an attacker who intercepts a segment of the sequence can
apply the linear recurrence to reconstruct the entire sequence.
The LCP of an AES sequence and a Gold sequence of length
L = 1023 are shown in Fig. 4. It is clearly evident that, while
the linear complexity of the Gold sequence caps at 20, which
is twice the length of the shift registers generating it, the linear
complexity of the AES sequence continues to increase linearly.
This serves as a measure of the randomness of these sequences
and their robustness against jamming.

C. Error Probability Performance

In this section, we compare the error probability of AES
sequences over an additive white Gaussian channel against
that of random sequences for the considered uplink scenario.
We have a transmitter that serves Ny users with a CDM
system, with the spreading sequences aligned at the transmitter
and received with the same alignment at each user (the term
synchronous CDMA is also used to denote this system). We
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focus on a base-band 2-PAM constellation with rectangular
waveform. The transmitted signal is equal to:

Ny—1
st(t) = Z Z a;b(n)Pr, (t—nT}) Z c;(m)Pr, (t—mT,)
=0 n m

ey
where:

e «; is the signal level that determines the power trans-
mitted to user ¢, equal to P; = af. (Hereafter, we will
assume «y; = «, equal for all the users.)

e bi(n) is the n-th bipolar (+1/-1)* information symbol
transmitted to user ¢,

e Pr(t) is the rectangular pulse with unit amplitude for
0 <t < T and zero elsewhere,

e T} is the bit time,

e ci(m) is the m-th bipolar symbol corresponding to the
binary spreading sequence chip ¢;(m) assigned to user i,

e T, is the chip time, with T, = T},/M (M the spreading
factor),

The following lemma provides the analytic expression of

the error probability of random sequences.

Corollary 1. [Error probability of random sequences] Given
a CDM system with a transmitter serving Ny users with
the same power, to each user is assigned a random binary
sequence with spreading factor M. The bit error probability
for a generic user indexed by i is given by:

(%),

(Nu—1)
1+2-5;

2

1
P(e) = ierfc

( v )
N, ).

7
where Ey /Ny is the signal to noise ratio for the i-th receiver.

This corollary follows as a particular case from Theorem 2
in Section V.

Now that we have established the ideal performance of
random spreading sequences, it is interesting to compare it
to that of some spreading sequences. In Fig.5 and Fig. 6, we
present the performance for spreading factors M = 127 and
M = 1000; notably, the plots show:

e The 2-PAM ideal curve, which is the error rate lower
bound because it corresponds to perfectly orthogonal
sequences assigned to all users.

o The analytical curve of Eq. (2) for random sequences.

o The simulated curve for random sequences.

o The simulated curve for AES sequences.

o The simulated curves for two Gold sequences, one with a
spreading factor M equal or almost equal to the sequence
length L and the other with M < L.

Note that, in the paper, we refer to baseband signals and
therefore use 2-PAM as a reference; however, all results are
equivalent for 2-PSK and 4-PSK constellations, which are used
to transmit CDM signals to satellites.

Looking at the results, we can observe a perfect match
between AES simulations and random analytical curves. This

2We use the following notation: if a € {0,1} is a chip/bit, then a’ €
{—1, 1} is the corresponding bipolar symbol.

Authorized licensed use limited to: Politecnico di Torino. Downloaded on March 27,2025 at 07:06:15 UTC from IEEE Xplore. Restrictions apply.
© 2025 IEEE. All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies. Personal use is permitted,

but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Transactions on Communications. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TCOMM.2025.3554679

SUBMITTED PAPER

P(e)

10-7 L

2-PAM

----- random analytic
108 F [—©— Gold1 sim
—&— Gold2 sim

109 F random sim 4
AES sim
10710 1 ! 1 L 1 1 ! 1 L 1 L !
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14
E,/N, [dB]
Fig. 5. CDM bit error probability for M = 127 and Ny = 3 users.

Comparison among 2PAM lower bound, ideal random sequence analytic
curve, ideal random sequence simulation, AES sequence simulation, Gold
sequence 1 with L = M = 127, Gold sequence 2 with L = 1023.
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Fig. 6. CDM bit error probability for M/ = 1000 and Nyy = 50. Comparison
among 2PAM lower bound, ideal random sequence analytic curve, ideal
random sequence simulation, AES sequence simulation, Gold sequence 1 with
L = 1023, Gold sequence 2 with L = 2047.

alignment of the error probability curves is a strong indicator
of randomness, as it demonstrates that AES sequences ex-
hibit statistical properties identical to those of truly random
sequences, ensuring performance that is consistent with that
expected from the random behavior under theoretical condi-
tions. This further confirms the randomness of AES sequences,
along with the cross-correlation behavior in Fig.3 and the
linear complexity profile in Fig. 4.

As for Gold sequences, the results show that their perfor-
mance is excellent when the spreading factor is close to the
entire code length. When instead the spreading factor is much
less than the sequence length (anti-jamming requirement 1
of the previous section), the Gold sequences perform as the
random and AES sequences.

D. Acquisition
In this section, we analyze the acquisition phase, that in-
volves aligning the spreading sequence between the transmitter

and the receiver at the beginning of the visibility window.
As explained in Section I, in LEO scenarios where jamming
protection is fundamental, the spreading sequences are much
longer than the spreading factor. Moreover, the ground station
transmitter and the LEO receivers are connected only sporad-
ically. When they are not connected they maintain a rough
alignment, but it must be precisely acquired at the beginning
of the visibility window. For this purpose, at the start of the
window, the transmitter sends a sequence segment without
modulating data (i.e. b,(n) = 1 in Eq. 1), to which the user
synchronizes.

On board, a vector r of N received samples r(m) is
correlated to N chips of the local replica. The result is checked
against a threshold 7, which, when exceeded, triggers the
declaration of a successful lock. To speed up the process, we
can compare the vector r against S blocks of N symbols at
the same time. Given the received signal r(¢) we consider a
block of N received samples

r = (r(0), ...

obtained by projecting r(¢) over the normalized rectangular
pulse of duration T:

,r(m),...,r(N —1)), 3)

r(m) r(t)dt.

“4)

1 (m+1)T, 1 1 (m+1)T,
r(t)dt = —— /
VE. T,

Note that samples are generated at rate R, = 1/T.

The user compares r against S = P+1 blocks of N symbols
of the local replica of the bipolar spreading sequence ¢,. If the
local code is

aTC mT,. mT,.

Q; = (C;(O),Cg(l), .- '762(7:)7 .- )

we consider S consecutive segments position k£ of the local
code and is made of N chips:

si(k) = (&(k), ...,k + N —1)). )

T K3

For each segment we compute the inner product with the
received samples

[

N—
D(k) = (r,si(k)) = > _ r(m)c;(k+m). (6)
m=0
The synchronizer

« computes the S inner products I'(k), with 0 < k < S —1
o identifies the index k. where I'(k) is maximum
o compares I'(knax) against a threshold value 7.

If T'(kmax) > T, the value ky,ax is declared as the correct local
code phase, otherwise it continues with the next S segments
of the local code.

To compare the received signal against S = P + 1 blocks
of the local replica in parallel, a commonly used approach is
the K = N + P-symbol FFT-based scheme described in Fig.
7. Note that, since the FFT is the correct tool for periodic
signals, it is necessary to use zero padding: N input samples
are padded with P zeros, so that the FFT correctly measures
(P + 1) values of the inner product between the incoming
signal and the local replica.
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Digital Front-
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Fig. 7. Spreading code acquisition subsystem based on FFT, assuming one
sample per chip.

Now, we calculate the probability of missed detection and
wrong lock for random sequences and we compare them
against those of AES sequences.

1) Missed detection: First we compute the missed detection
probability. Suppose that r is aligned with the segment s;(0)
starting from ¢/(0) and N is an integer multiple of the
spreading factor N = kM. We compute the inner product
with s/(0). The missed detection P,,q(7) = Pr (I'(0) < 7) is
established by the following result.

Corollary 2 (Missed-detection probability for a random se-
quence). Given a CDM system with Ny users and spreading
factor M using random sequences, we perform acquisition on
N = kM symbols. The missed detection probability is given
by
Pa(r) = 1erfc N-oT @)
2 /2N (02 + Ny —1))

where E. is the chip energy and

1 1

2

7 T 9B T 2E ®
N, M N,

This result follows as a particular case from Theorem 3 in
Section V.

2) Wrong lock: Now we compute the wrong lock prob-
ability, i.e., the probability that the inner product is above
threshold for a segment different from the correct one. Suppose
as before that r is aligned with the segment s;(0) starting
from ¢;(0). We want to compute the probability that the inner
product between r and a segment s;(¢) different from s (0)
is above the threshold. Then we must compute the wrong
lock probability as P,;(7) = Pr(I'(¢) > 7). We have the
following result.

Corollary 3 (Wrong lock probability for a random sequence).
Given a CDM system with Ny users and spreading factor M,
using random sequences, we perform acquisition on N = kM
symbols. The wrong lock probability is given by

1 T
Py (1) = zerfc———, 9
)= 5 AN N o7 ®

where E. is the chip energy and
1 1
2

o° = 5 E = 55 (10)

N, M N,

This result follows from a particular case of Theorem 4 in
Section V.

As an example, the missed detection and wrong lock
probabilities for random sequences are reported in Fig. 8
for N=128 received symbols. The corresponding Receiver
Operating Characteristics (ROC) is reported in Fig. 9. In both
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Fig. 8. Missed detection and wrong lock probabilities, analytic and simulation
results, AES sequence with N = M = 128, Ny =5, E./N, = 0 dB.
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10-7 1 I I L 1
107 10 107 107 107 1072 10™" 10°
P
wi
Fig. 9. ROC analytic and simulated results, for AES sequences, with N =

M =128, Ny =5, E./N, = 0 dB.

these two figures we add the simulated performance of AES
sequences. From these results we can see a perfect match
between the simulated mixed curves and the analytic random
curves, thus confirming our AES randomness hypothesis.

E. Discussion

We have shown that the AES sequences possess all the five
properties introduced in section I. Then, they are very good
candidates for our LEO scenario or others with similar re-
quirements. Now that we have established that AES sequences
perform like random ones, in the next section will show how
we can further improve their performance, while maintaining
jamming protection, by mixing AES and Gold sequences.

III. THE CONSTRUCTION OF ORTHOGONAL COSETS OF
EXTENDED GOLD CODES

In this section we prove that, by acting properly, we can
take a set of Gold codes, correctly align them, extend them
by one chip, add the same vector to all of them to obtain

Authorized licensed use limited to: Politecnico di Torino. Downloaded on March 27,2025 at 07:06:15 UTC from IEEE Xplore. Restrictions apply.
© 2025 IEEE. All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies. Personal use is permitted,

but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Transactions on Communications. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TCOMM.2025.3554679

SUBMITTED PAPER

a coset, and we get a set of spreading sequences which are
perfectly orthogonal for CDM.

Gold codes [6] are widely used in telecommunications and
signal processing thanks to to their remarkable properties
in terms of low cross-correlation. They are generated by
combining two m-sequences [4] obtained from two n-cell
linear feedback shift registers (LFSRs) characterized by paired
polynomials.

We start from a binary m-sequence ¢; generated by an LFSR
with primitive polynomial p; (D) of degree n (n > 2, n not
divisible by 4), and another m-sequence c, generated by an
LFSR with primitive polynomial ps(D) of degree n which is
paired to p1 (D). (Let a be a primitive element of the Galois
field GF(2™), the paired polynomlal p2(D) is the m1n1mal
polynomial of af with t = 22 7 for n odd or t = 2% for n
even. Equivalently, ¢, is obtained as the (2 +1)-st decimation
of ¢;).

The set of Gold codes is made by the (2" + 1) sequences
obtained as:

{er.e0,00®T ()}, 0<i<2" =1 (11

where T" is the cyclic shift by i positions and & is the binary
sum in GF(2) (ex-or).

The basic properties of Gold sequences are then

o Sequence length (period): Lg =2" — 1

e Number of Gold sequences: Lg + 2

o cross-correlation property: for any pair of sequences the

cyclic cross-correlation has only three possibile values:
t,—1,t—2.

Let us first consider the reduced set

C={c, 0T (c))}, 0<i<2" =1  (12)

of cardinality Ls+1 = 2™. In [39] it was proved that the inner
product between two bipolar vectors v}, v, corresponding to
two binary v;,v, € C' is

Lag—1

3™ v (m)uy(m) = —1.

m=0

(v}, v5) = (13)

We now extend this results by showing that bipolar vectors
of cosets of extended Gold codes are orthogonal. Let us first
consider the set C,; obtained by adding a final symbol equal
to zero to all the vectors of C'. This set is made by 2" vectors of
length L. = 2™. Given a binary vector v of length L.¢, let us
consider the blnary set Coc = 0@ Coq and the corresponding
bipolar set C’e

Theorem 1 (Orthogonality of cosets of extended Gold codes).
T}}e inner product between any pair of coset vectors o', b’ €
C ¢ is equal to zero:

Za =0.

Proof: Given the m-sequence ¢, of length Lo = 2™ — 1,
the set C' = {0,¢,T(c),...,T*"1(c)}, where O represents the
all-zero vector, is a binary hnear code [39]. In fact, it is closed

(14)

with respect to the binary sum, because the sum of two shifted
m-sequences is still in C"

Vi, 7,3h: T (c) @ TV (c) = T"(c). (15)

It follows that the set C,q is a binary linear code made by
L.c: vectors of L.g bits. The set C = v @ CeG is then a coset
of a binary linear code.

We remember that all m-sequences have Hamming weight
wg(c) = LGH = EG . Then, all non-zero vectors of C.c
have the same welght Given two bipolar vectors a/,b’ of
length L.g, their inner product is linked to the Hamming

distance of the corresponding binary vectors a, b by
(V) = Leg — 2dr(a, b). (16)

. . . —/ = .
Given the bipolar version C . of the coset C.g, if @/, Ve
—/
C.q, we have:

(¢/,b) = Lea — 2dp(a,b) (17)
=Leg —2dy(v® T (c),v® T (c)
=Leg —2wg(v @ T (c) Dvd T (c)
= Leg — 2w (T"(c)) = 0.
]

Note that the performance of even and odd-degree Gold
codes can be very different (see [40], [41]), but the property
demonstrated in Theorem 1 is based on the constituent m-
sequences and then is valid in both cases.

The coset C.¢ is made by 2" vectors of L.c = 2" binary
symbols. In the following, we will refer to C' as a Gold coset
and we will use it to build the new mixed sequences.

IV. MIXED AES/GOLD SEQUENCES

In this section, we present the idea of mixing AES and
Gold coset sequences. We will refer to the information bits to
be transmitted as ‘bits’ and to the symbols of the spreading
sequences as ‘chips’. Suppose we want to generate a sequence
of L chips, where the spreading factor (number of chips per
bit) is M < L. As explained before in our applications, to
guarantee jamming resistance, the sequence length is always
much longer than the spreading factor.

To each user we assign:

o A different AES sequence ¢; = (c¢1(m)) of length L,

generated in counter mode as explained in Section II.

« A different extended Gold code ¢, = (ca(m)) € C of
length L. = 2" < M.

o The same AES sequence v.

We build the mixed sequence as follows.

o We partition the AES sequence of L chips into segments
of M chips (each segment corresponds to one bit).

e We randomly select L. < M positions which are the
same for each bit and for each user.

o For each bit, for each user, the L.s chips of the AES
sequence are replaced by the L.g chips of a coset of
the Gold sequence, using a vector v, common to all the
satellites, that changes at every bit

Mathematically, given the chip index m, let us write it as
m = jM + mq, where j is the bit number and m; € Zy; =
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{0,1,...,M — 1}. We denote by X C Zs the set of L.g
coordinates where we want to replace the AES chips. Let us
consider the one-to-one map

f:X—>Zp..,=1{0,1,..,Leg — 1} (18)

and a sequence of vectors v, of L. binary symbols.
For any chip index m = jM + m;, for any bit j, we build
the mixed sequence c; = (c3(m)) as:

c;>,(m) _ Cl(m)7
c2(f(ma)) ® v (f(ma)),

A very simple toy example is shown in Fig. 11 for a
sequence length L = 16, a spreading factor M = 8, a Gold
sequence length L.c = 4. The shown sequence corresponds
to two bits, each of 8 chips. The set used for Gold substitution
is X = {1,3,4,7}. The AES sequence is ¢;(m) in the first
row, the Gold sequence is ¢(m) in the second row, the mixed
sequence is in the third row. Chips v;(m) are the same for all
the satellites.

if mi & X

19
ifm; € X (19

AES 0

Gold 1 1

4%
>

AES 1 P>

bit source 2

Gold 2 >

sr(t)

Rl

AES 2 P

bit source Ny
Gold Ny

AES Ny

Fig. 10. Transmitted signal generation (all signals have values +1 apart
from s (t)).

A. Random Vector Masking

In principle, we could simply duplicate the extended Gold
sequence identical for each bit without using vector v. How-
ever, when we perform acquisition, we would encounter peaks
with periodicity M in the cross-correlation function, corre-
sponding to the duplicated Gold sequence, resulting in an
increased probability of false lock. That’s why we introduce
masking through the application of the random vectors wv,
that generate Gold cosets. In practice, the simplest way to
implement this masking is by generating an additional AES
sequence alongside those assigned to the Ny satellites. For
each bit, we can add the chips from this sequence to the
Gold code at the Np,_, positions. (As an alternative, we could
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also add the additional sequence to the entire mixed sequence,
without altering the properties of the mixed sequences in terms
of performance or jamming resistance.) The overall structure
of the transmitter is shown in Fig. 10.

V. PERFORMANCE OF MIXED AES/GOLD SEQUENCES

In this section, we compute the error probability of mixed
sequences and the achieved gain with respect to AES/PRN
sequences.

A. Bit Error Probability
The following theorem provides the analytic expression of
the bit error probability of mixed sequences.

Theorem 2. [Error probability of Mixed sequences] Given an
uplink CDM system serving Ny users with the same power, to
each user is assigned a mixed sequence with spreading factor
M and number of Gold symbols per bit L.q < M. The bit
error probability for a generic user #i is given by:

(%),

1+ 2(NU—1)]\(/[J\24—L9G) (@) '
1

Ple) = 1erfc (20)

o

Proof:
The structure of the transmitted signal is described in Eq.
(1). Let us focus on the first bit interval 0 < ¢ < T}. In this
interval the transmitted signal is

Ny—1 Ny—1
se(t) =a Yy (05 (1) = atj(0)F (D) +a Y b;(0)F(?)
j=0

§=0,ji
2D
where ¢ (t) = Z%:_Ol cj(m)Pr,(t — mT,) is the spreading
signal corresponding to the first bit, i.e., the first M chips.
Suppose to transmit the information symbol b}(0) = —1 to

user number ¢. This user receives
r(t) = sr(t) +n(t)

where n(t) is the noise waveform added by the AWGN
channel, characterized by a power spectral density equal to
N, /2. User i projects r(t) over the unit energy basis signal

ﬁc;(t) and obtains the random variable

r=a+x+n.

The first term is the useful component corresponding to the
first term of (21):

a = ay/Tyb(0) = —a/Ty = —V/Ey.

The second term z, corresponding to the second term of (21),
measures the impact of the Ny = Ny — 1 interferers. Their
contribution is equal to

o
T =7——=1 22

’Y\/ﬁ C ( )
where v is the sum of H equiprobable terms £1, being H =

(Ny — 1)(M — Leg). This term is computed over the (M —
L.c) AES coordinates only, which are equivalent to random
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AES é c1(0) c1(1) c1(2) c1(3) c1(4) c1(5) c1(6) c1(7) ;

Gold ! c2(0) co(1) c2(2) c2(3) i
PRN/AES v9(0) w(1) | v(2) w(3) |

mied | 0@ |7 | 9@ | Ty |y | 9@ | @@ | )
Fig. 11.

bit, green symbols = third bit.

bits. Thanks to Theorem 1, since the Gold coset vectors are
orthogonal, the contribution of the other L. Gold coordinates
is zero. Given a binomial random variable A with mean value
H/2 and variance H/4, we have v = H — 2h that, for H
large enough, can be modeled as N (0, H).> Then x can be

modeled as
T2 Ey
Hao2Ze | = H =
¥ (0.1 2) = (0 3),

being Fj the energy per bit. The third term n has a Gaussian
pdf N/ (07 %) It follows that the error probability is

(23)

2

2 (5 + )

1
—erfc
2 N, + 2NI(1VI{/I_2LEG)E1,

(24)

and Equation (20) follows, having set, more correctly, the
signal to noise ratio for user i equal to (E,/N,); (visible users
typically have different slant ranges and path losses).

(Note: When L. = 0 we have plain AES sequences and
Corollary 1 follows.) ]

Some examples of error rate performance for mixed se-
quences are shown in Fig. 12 and 13 for M = 128 and in Fig.
14 for M = 1000. There is a perfect match between the sim-
ulation results and the analytic curves. We can also appreciate
the gain with respect to the pure AES/PRN sequences that, in
some cases, can be very large. Regarding the comparison with
Gold sequences, it is worth noting that, as shown in Figures
5 and 6, the error probability of complete Gold sequences
overlaps with the ideal 2-PAM curve, while that of truncated
sequences aligns with random sequences.

B. Gain and Floor

The advantage in terms of performance offered by mixed
sequences compared to AES sequences is twofold: the gain
at the same BER and the error floor reduction. Firstly, they
ensure a gain at the same probflbility of error, out of the floor

region. Given the value ( f,b) necessary to achieve an error

!
rate P(e)* for mixed sequences, we denote by value (ﬁ—’;) =

X
G (%) the ratio necessary to achieve the same error rate in
o

case of AES/PRN sequences. This corollary quantifies the gain
G.

3Equivalently, ~y is the sum of H i.i.d. random variables with equally likely
values +1; the central limit theorem states that v/+/H has approximately a
Gaussian distribution with zero mean and variance 1, for H — oo.

c1(9) | e1(10) | e1(11) | e1(12) | e1(13) | ex(14) | ei(15) é c1(16) | c1(17)
e:(0) @) | o@) (3) | e2(0)
v1(0) v1(1) v1(2) v1(3) v5(0)
c2(0)® (L)@ | c2(2)® c(3)® c2(0)®
u© | 200 v | we [0 |90 ] @ | 209 ] e

Example of mixed sequence for L = 16, M = 8, L. = 4. Green cells = AES, Pink cells = Gold, blue symbols= first bit, red symbols = second

2-PAM R
7| |~ = rrandom analytic \ \\_
10 = = :mixed analytic \
—©— mixed simulation \
10-8 L L L L L L L L L L L L kN
o 1 2 3 4 5 6 7 8 9 10 11 12 13 14

E/N, [dB]

Fig. 12. Bit error probability results for mixed sequences with M = 128,
Leg =64, Nt =2, Ny = 3.

T oal ]
T 10
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2-PAM
7 [ |= = rrandom analytic ]
10 = = rmixed analytic
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1 0'8 L L L L L L L L | L L L L
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14
E/N, [dB]
Fig. 13. Bit error probability results for mixed sequences with M = 128,

Leg =64, N; =19, Ny = 20.

Corollary 4. Under the conditions of Theorem 2, fixed the
error probability value P(e)*, the gain in terms of Ey/N,
achieved by the mixed sequences with respect to a random
sequence is given by

1

1__%NU—DL4;(gi)*
M? N,

G =

(25)

Proof: The error probability of random sequences is given
in Corollary 1, that of mixed sequences in Theorem 2.
To compute the gain G, since the two systems achieve the
same error probability P(e)*, we can write
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Fig. 14. Bit error probability results for mixed sequences with M = 1000,
Leg =512, Ny =59, Ny = 60

(%)

N;(M—L.g)
142 I v G(

Lerfe

2 By

and Equation (25) follows.

An example of the behaviours of the gain achieved by mixed
sequences for different error rates and number of users is
shown in Fig. 15 for M = 128.

A second important aspect for applications is the reduction
of the error floor. As the number of interferers increases,
performance curves exhibit a floor, since the errors are due
not to thermal noise but to the interfering signals. Looking at
the example in Fig. 13, we can observe that the error floor is
around 8- 1073 for the random sequences and around 7-10~*
for the mixed sequence. This phenomenon is also reflected
in Fig. 15, where we see that the curves for a certain error
probability are interrupted above a threshold value of Ny .
That threshold value represents the number of interferers that
induce an error floor equal or slightly larger than the selected
error rate in the case of random sequences. Consequently, the
gain diverges. Therefore, it is interesting to compare, at the
same error floor Pﬂoor(e) and the same spreading factor M,
what is the number of interferers in the two cases.

Corollary 5. Under the conditions of Theorem 2, being
Nr,ags the interferers for the AES/PRN sequences and
N1 .mized those for the mixed sequence, the two systems have
the same error floor, for the same spreading factor M, if

M
—FN, -1<N mize S —F—N
{M " Loc I,AESJ S IV, d {M iy I,AESJ
27
Proof: The error floor is given by
1 M?
P = —erf
flOOT(E) 2er ¢ 2Nl,mi:r:ed(M - LeG)
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for the mixed sequence, while it is

1
Pfloor(e) =

for the AES/PRN sequences; these two results are obtained by
setting N, = 0 in Eq. (2) and in Eq. (20), respectively. Eq.
(27) is derived by equating the two formulas of Pfloor(e) and
taking into account the integer constraint. [ ]

Therefore, the performance curves of mixed sequences have
the same error floor as AES/PRN spreading sequences for a
much higher number of interferers. Fig. 16 shows an example:
for L.g/M =~ 1/2, the number of users that causes a certain
floor for mixed sequences is approximately double compared
to that for AES sequences, increasing for example from 14 to
27 for a floor at 1073, This result is evidently significant for
practical applications with many users.

/
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8 / i
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6 ]
mgl ]
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£
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Fig. 15. Gain achieved by mixed sequences with respect to AES sequences
(out of the floor region) vs. the number of users, for M = 128 and L. = 64.
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Fig. 16. Number of users corresponding to a floor at the given P(e), for
M =128 and L.g = 64.
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C. Performance over the Land Mobile-Satellite Channel

We also conducted an experiment using the two-state Land
Mobile-Satellite (LMS) channel model of the ITU-R P.681-
11 [42] in an urban scenario with a station transmitting in the
uplink Ku band at 10 Mbps. The elevation angle was set to 45
degrees and the azimuth observation to 0 degrees. The results
for a number of satellites Ng = 1, 3,20 are shown in Fig. 17,
where we compare the LMS performance of:

« mixed sequences (spreading factor M = 128, L. = 64,
length L = 10, 000),

o AES sequences (M = 128, L = 10,000),

o extended Gold codes (M = L = 128),

o truncated Gold codes (M = 128, L = 1023)

« entire Golay [15] sequences (M = L = 128) taken from
[15]

« truncated Golay [15] sequences (M = 128, L = 2048).

Looking at the plot, the following key observations can be

made:

o As expected, for a single user all sequences achieve
similar performance over the LMS channel, inferior to
that observed over the AWGN channel.

o As noted previously in Fig.5 and Fig.6, entire Gold
sequences are orthogonal and align with single-user per-
formance (their curves for Ng = 1, 3, and 20 coincide),
while truncated Gold sequences for Ng > 1 align with
AES performance.

o A similar behavior is observed with Golay sequences:
when used in their entirety, they are perfectly orthogonal
(their curves for Ng = 1, 3, and 20 coincide), but
when truncated*, they lose this property and for Ng > 1
align with the performance of AES and truncated Gold
sequences.

o When several satellites are used, and the sequence length
is greater than the spreading factor, mixed sequences
outperform AES, truncated Gold, and truncated Golay
sequences, even on the LMS channel.

These results confirm that, even on LMS channels, mixed
sequences provide a performance gain in the presence of
interfering satellites (Ng>1), when the sequence length signif-
icantly exceeds the spreading factor, as required for jamming
protection.

D. Impact on Error Correction Coding

When considering the impact of a channel code, the gain
provided by the mixed sequences is further amplified. For the
telecommand link, the most recent code introduced by the
Consultative Committee for Space Data Systems (CCSDS)
(which unites all the space agencies worldwide), is the
(128, 64) Low Density Parity Check (LDPC) code ([43], [44]).

Fig. 18 compares the bit error probability of LDPC-coded
mixed sequences (blue lines) to that of LDPC-coded AES/PRN
sequences (magenta lines) over the AWGN channel. The

“Note that in reality Golay sequences, when truncated, result in poor
correlation properties, similar to what happens to Walsh-Hadamard sequences.
For this reason, we have selected subsets that do not contain poorly correlated
sub-sequences. The resulting subsets do perform really close to random
sequences.

P(e)

E,/N, [dB]
—o—mixed truncated Golay Golay, Ng=1,3,20 ——2-PAM, AWGN
-4--AES truncated Gold = extended Gold, Ng=1,3,20
Fig. 17. Bit error probability results for different spreading sequences over

the LMS channel (and AWGN 2-PAM curve).

comparison is performed for M = 128, L. = 64, and two
scenarios for Ny = 20 (dashed lines) and N; = 50 (solid
lines). The results clearly highlight that (i) the LDPC code
allows to substantially decrease the error rate, thus avoiding
the error floor, and (ii) the coded mixed sequences can provide
a significant gain that increases with the number of users.

—2-PAM, LDPC
- & ~AES, N =20
— & —mixed, NIZZD
—&—AES, N=50
—a—mixed, NIZSD

0 1 2 3 4 5 6 7 8 9 10 11 12 13
E,/N, [dB]
o

Fig. 18. Error probability results for LDPC coded mixed and AES sequences,
M =128, L.g = 64, N; = 20 and 50.

E. Acquisition
Given the acquisition scenario described in Section II-D, we

analyze the acquisition performance of mixed sequences.
1) Missed detection for mixed sequences:

Theorem 3. [Missed-detection probability for a mixed se-
quence] Given a CDM system with Ny users and spreading
factor M, using mixed sequences with L. < M Gold
symbols. We perform acquisition on N = kM chips. The
missed detection probability is given by

1 N-—T1
Pra(r) = Eerfc \/2 (No2 + (Ny — D(N — kLe))

(28)
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where E. is the chip energy and

1 1

2 _ _

UﬁQEcilEb 29)
N, M N,

Proof: When we project over the normalized pulse as in
Eq. (4), assuming an AWGN channel (noise power spectral
density N,/2), r(m) is

r(m) =
i=0
Ny—1
= b (m)c;(m) + w(m)
0

i=

(30)

where w(m) is a zero mean Gaussian random variable with
variance N,/(2E.): w(m) ~ N (0, N,/(2E.)).

Considering that the transmitted signal for user ¢ has
bi(n) = 1, we obtain

r(m) = ¢i(m) + Y bj(m)e;(m) +w(m)
J#i

The receiver spreading sequence is aligned to the incoming

sequence and the inner product in Eq. (6) is equal to

3D

L'(0) = (r,5(0)) = Y  r(m)ci(m)
N-1 e Ny N-1
=Y dm)cm)+ D Y bim)e(m)d(m)
m=0 7j=1,j7%i m=0
N-1
+ Z w(m)ci(m) = N + 72 + 3.
m=0

The second term 2 is the sum of H terms equal to £1 with
the same probability, where H = (Ny — 1)(N — kL.q). This
term is computed over the (N —kL.¢) AES coordinates, which
are equivalent to random bits. The second part is computed on
the k x L. Gold coordinates: thanks to Theorem 1, since the
Gold coset vectors are orthogonal, the contribution of the other
k x Leg Gold coordinates is zero. Then 3 ~ N (0, H).

The third term 3 can be modeled as N (07 N 02). Then I’
can be modeled as N (N, No? + H). It follows

1 N-—T1
Pq(t) = Pr(I'(0) < 7) = —erfc——————
i) = Pr(P(0)) < 1) = Gerfe— et
and Eq. (28) is derived.
(Note: when L. = 0, we obtain plain AES sequences and
Corollary 2 follows). ]
2) Wrong lock for mixed sequences:

Theorem 4. [Wrong lock for mixed sequences] Given a CDM
system with Ny users and spreading factor M, using mixed
sequences with L. Gold symbols. We perform acquisition on
N = kM chips. The false alarm probability is given by

T

erfc
V2N (1+ N; +02)
where E. is the chip energy and

Pwl(T):Pr(F/>T):% , (32)

s 1 1
7 T BT 2E
N, M N,
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Proof: Sample r(m) is that in Eq. (31),
but now the receiver projects over

S0 = ((0), (L +1),...,¢(0+ N —1))

L—1
L) =(r,si(0)) = )_ r(m)ci(m +0)
m=0
N-1
=) c(m)ci(m+1)
n=0
Ny N-—1
+ > vm) > (m)ci(m + )
J=1,j#i m=0
L—1
+ w(m)ci(m+4£) =~y +v2 + 73
m=0

The first term ~; is the sum of N terms equal to £1 with
the same probability and it can be modeled as N (0, N).

Since we are using the vector masking of the Gold code, the
autocorrelation properties are equivalent to those of a random
sequence. Then, the second term 75 is the sum of H = NNy
terms equal to +1 with the same probability, and it can be
modeled as N (0, NNy).

The third term 3 can be modeled as N (O, N 02). Then '
can be modeled as N (0, N+ NN; + Nc72) and the wrong
lock probability is

-
erfc
V2N (1+ Ny +02)

1
Pwl(T):PT(Pg>T):§

and Eq. (32) follows.

(Note: this result does not depend on L., then it holds also
for Corollary 3 on random sequences). [ ]

We can compare the simulated missed detection and wrong
lock performance of the mixed sequences against the analytic
results of Theorems 3 and 4. The Receiver Operating Char-
acteristics (ROC) for the AES and the mixed sequences are
compared in Fig. 19, where simulation results for the mixed
sequence are also shown.

We can observe that the ROC curves of the mixed sequences
are superior to those of the random sequences. To better
quantify the gain achieved by the mixed sequences, we can set,
e.g., the P,; value to 1072 and calculate the corresponding
P4 as a function of the SNR E./Ny. The result is shown
in Fig. 20. We can see that, at the same P,; and P, levels,
the mixed sequences achieve a significant advantage of several
dBs in terms of E./Ny.

Finally, in Fig.21 we investigate the acquisition time of
the mixed sequences, by comparing their performance to
that of AES/random sequences. The results show that mixed
sequences can be acquired even at very low SNR and offer a
complexity advantage (requiring shorter segment lengths N)
compared to AES/random sequences, while maintaining the
same acquisition time and probability.
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Fig. 19. ROC for mixed and AES sequences, analytic and simulated results,
mixed sequence with N = M =128, L.qg =64, Ny =5
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Fig. 20. Probability of missed detection vs. Signal-to-Noise ratio for P,,;
10—3 for mixed and AES sequences, mixed sequence with N = M
128, L.g = 64, Ny = 5.
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Fig. 21.  Number of correlation chips N required to achieve the same

acquisition time for mixed and AES/PRN sequences: L. = 64, E./No = 0
dB, L = 1000, and acquisition time of 505 chips.

F. Discussion

The mixed sequences inherit from the AES component all
the five properties introduced in section 1. They are still very
long, they can realize any length L and spreading factor
M > Leg, they work with M < L. They still ensure a
high level of protection against jamming derived from the
impossibility of reconstructing the sequence from a segment.
They still ensure a high level of protection against jamming
derived from the impossibility of reconstructing the sequence
from a segment. In fact, we still have M — L.s chips per
bit of the AES sequence and this makes the reconstruction of
the whole sequence impossible if M — L. is not too small
(in our examples, we typically use a ratio L.q/M =~ 1/2
and L.g > 64). Actually, also the L.z Gold chips are
unpredictable by an external attacker thanks to the masking
by the common AES sequence (but not if the attacker is one
of the legitimate satellites served by the same ground station).

While maintaining the same anti-jamming protection, the
mixed sequences achieve lower error performance and better
acquisition performance thanks to the insertion of the aligned
Gold coset segments which decrease their inner products. This
allows to increase the number of users served in parallel.

A drawback of the mixed constructions is a modest increase
in complexity because it is necessary to alternate the chips
of AES and Gold sequences and sum the masking sequence.
A more significant issue is related to cardinality, which is
constrained by the number of Gold coset elements L.g and,
therefore, is lower than the spreading factor M. However,
except for mega-constellations of tens of thousands of satellites
where it could be problematic, for most applications the
spreading factor is enough to serve usual LEO constellations
(from several tens to hundreds of satellites or more depending
on M). If the constellation is bigger, we can still use mixed
sequences for a subset of the satellites obtaining a gain.

The five anti-jamming properties introduced in Section I,
that AES and mixed sequences possess, are difficult to satisty
all at once by classical or recently introduced sequences ([14],
[15], [16], [17]). We have shown how algebraically generated
sequences have a low linear complexity, thus they can be
reconstructed from a segment. Furthermore, these sequences
lose their correlation properties if used with a spreading factor
much less than the length of the sequence.

Finally, Wash-Hadamard sequences, having inner product
equal to zero, might be used instead of the extended Gold code.
In the context of satellite systems, however, Gold sequences
are usually preferred since they can be generated simply from
two LFSRs instead of being stored (see the small vector
generation requirement in Section I).

VI. CONCLUSIONS

In this paper, we have studied AES spreading sequences
generated by applying the AES algorithm in counter mode. We
have evaluated their linear complexity profile, error probability
and acquisition performance and verified that they are aligned
to those of random sequences. Then, AES sequences are a
very good candidate for jamming-resistant applications: their
length can be much longer than the spreading factor, they
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cannot be reconstructed from a segment, their cardinality is
huge, they can be built from a small key. Algebraic sequences,
both classical ([6], [7]) and reecnt ([14], [15], [16], [17])
have very good correlation properties when used in full, but
when the length is much greater than the spreading factor,
their performance also aligns with that of random sequences.
Moreover, they do not possess all the other properties together.

To further enhance the performance of AES sequences, we
have introduced cosets of extended Gold codes, demonstrating
their orthogonality properties for CDM. Then we have used
them to build a new family of mixed sequences, obtained by
combining AES sequences and Gold cosets. We calculated
the error probability of these sequences, both analytically
and through simulation, and demonstrated that they yield a
significant performance gain. We analyzed both AWGN and
LMS channels, considering uncoded and coded transmission.
The mixed sequences may allow doubling the number of users
that cause a certain level of error floor. We also analyzed
acquisition performance, showing that a relevant SNR gain
is achieved in this case, too. The mixed sequences inherit the
anti-jamming properties of AES sequences and increase their
performance thanks to the insertion of the aligned Gold coset
segments, which improves the cross-correlation.

As a case study, we have considered a ground station
using CDM to serve LEO satellites: the mixed sequences
allow to significantly increase the number of satellites that
can be served in parallel, while maintaining the same level of
performance and protection against jamming.
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