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Abstract. Recently, platforms combining RISC-V processors with accelerators
for deep-learning applications have gained popularity even for high-reliability
applications such as avionics and space. However, for high-performance safety-
critical systems, it is mandatory to couple high-performance architecture with
reliable mechanisms for coping with errors and faults. We propose the first
FPGA-based architecture that combines a RISC-V processor with a systolic ar-
ray-based accelerator, a fault detection, fault correction, and an execution recov-
ery mechanism. The proposed solution corrects faults in the systolic array
datapath by exploiting a partial reconfiguration mechanism. When an error is de-
tected, the RISC-V processor can trigger the accelerator reconfiguration, correct-
ing the fault. Furthermore, the approach allows resuming the inference from the
last correctly executed step, significantly reducing the availability overhead. The
approach results in a high-performance and high-reliable platform that can au-
tonomously detect and correct faults, providing execution continuity and minimal
system downtime.

Keywords: RISC-V, Systolic Arrays, Fault Detection, Partial Reconfiguration,
Al

1 Introduction

The widespread adoption of Deep Learning (DL) techniques, combined with the in-
crease in model complexity, has driven the development of high-performance platforms
capable of delivering the computational power required for efficient and rapid infer-
ence. Due to the open-source nature of the RISC-V Instruction Set Architecture (ISA),
researchers are increasingly focusing on enhancing RISC-V-based solutions to meet
these computational demands. The predominant strategies involve either extending the
ISA [1] or coupling RISC-V with application-specific accelerators [2]. Since most DL
workloads involve large-scale matrix multiplications, many proposed solutions inte-
grate methods for executing neural networks, such as general matrix multiplications
(GEMM), within the RISC-V environment [3][4], which has renewed interest in Sys-
tolic Array (SA) architectures. Solutions based on SA employ a grid-like structure of
processing elements (PEs) for efficient parallel computation, minimizing memory ac-
cess, maximizing data reuse, and performing on-chip computation. These aspects are
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appealing for deep neural networks (DNNs)-based applications, where minimizing data
movement becomes a priority to achieve high computation efficiency. Due to the com-
plexity of DNN, modern SA-based accelerators, with Google’s Tensor Processing Unit
being a pioneering example [5], are equipped with their own ISA supporting single-
instruction multiple data execution to process large vectors of data in one clock cycle.

However, when DNN models are employed in safety-critical applications, focusing
only on computational efficiency is insufficient. Indeed, ensuring the correctness of the
inference execution is as important as the performance. For this reason, several works
proposed methodologies to address hardware fault detection in the SA accelerator [6]
or fault masking acting on the DNN model [7][8]. Still, there’s a lack of solutions that
target reconfigurable platforms, such as FPGA, when adopted to implement such kinds
of Al accelerators.

The demand for fault-tolerance solutions for SRAM-based FPGAs is also exacerbated
by the fact that they are susceptible to errors in configuration memory caused by exter-
nal factors, such as ionizing radiation, which is the primary concern for space and avi-
onics systems and can also occur at sea level [9]. A trivial way to address hardware
faults in the implemented circuit due to configuration memory (CRAM) corruption is
to reload the configuration data (CDATA) to restore the correct circuit functionalities
using the unfaulty configuration bitstream. However, this approach has substantial lim-
itations since it takes several seconds, which results in a reduction of system availabil-
ity. Moreover, runtime fault detection in FPGA devices is often invasive to applications
and computational systems. Standard fault detection methodologies may require addi-
tional modules allocated along with the implemented circuit, like SEM-IP [10], or to
perform periodic memory readback to compare with a golden configuration, eventually
triggering complete reconfiguration upon error detection. The former approach also di-
minishes the resources dedicated to computational units, and additionally, correcting
the error does not consider errors already propagated in the user logic between the error
and the correction. The latter fails to meet the real-time constraints of DNN, as it can
take several seconds to detect and correct an error—potentially leading to catastrophic
failures or service disruption in safety-critical systems.

1.1 Main Contributions

This work presents RePAIR, a heterogeneous computing platform integrating and
extending an open-source RISC-V processor[11] and an open-source TPU-like accel-
erator [12]. RePAIR targets reconfigurable devices and offers fault detection, fault cor-
rection, and recovery capability, preserving high performance and minimum overhead.
To the best of our knowledge, this is the first platform to combine performance optimi-
zation and fault tolerance in this manner. The main innovations and contributions are
as follows:

e Design and implementation of the RePAIR platform, integrating a RISC-V proces-
sor with a systolic array-based accelerator.

e Extension of tinyTPU ISA [12] for Runtime Self-Test: The ISA of the Al acceler-
ator is extended to enable runtime self-test capabilities. This feature allows the de-
tection of structural faults in the accelerator datapath with minimal impact on the
inference process.



RePAIR 3

e Dual Inference Modes: the computational platform can execute either in a plain
mode for standard inference operation without additional overhead or in festing
mode, which introduces a checksum test for the current inference workload at the
cost of three additional clock cycles per matrix multiplication. This mechanism
enables fault detection during inference without disrupting the normal operational
flow with an accelerator area overhead of only 0.31%.

e  Fault Detection, Correction, and Recovery: When a fault is detected in the TPU
datapath, the accelerator notifies the RISC-V processor. The processor triggers a
dynamic partial reconfiguration to reload the bitstream section associated with the
faulty accelerator while preserving its ongoing correct workload. By utilizing par-
tial reconfiguration, the RePAIR platform implemented on the AMD KCU105 de-
vice can reduce system downtime by up to 900 times compared to traditional meth-
ods. This ensures rapid fault recovery and enhances system availability. The re-
covery mechanism resumes the workload from the last correctly executed instruc-
tions. This approach limits the inference execution overhead to 30% in the worst-
case scenario, compared to full device reconfiguration, which can result in up to
96% overhead.

The content of the paper is structured as follows. Section II introduces the related
works. Section III details the SA fault detection mechanism, while section IV outlines
the integration of the RISC-V processor with the accelerator. Finally, section V presents
the experimental results, and Section VI concludes.

2 State of the Art

Over the years, the introduction of the RISC-V ISA has led to the development of
various computing platforms [13], addressing the needs of many domains of targeting
DNN applications [14][16], with remarkable results. For instance, authors in [3] pro-
pose a custom, high-performance, and multithread library for convolutional operations
targeting RISC-V processors. Results show extremely good performance in terms of
Floating-Point Operations Per Second (FLOPS), even when compared to other proces-
sors such as ARM ones, proving their suitability for carrying out DNN operations. One
of the main characteristics of RISC-V processors is the open-source nature of the ISA,
allowing for easier pipeline modification to support custom instruction execution and
efficient coupling with external modules. Following this trend, authors in [17] propose
a custom architecture that couples a 64-bit RISC-V architecture, Ariane, with a co-
processor for DNN inference applications. The possibility of extending the ISA of the
RISC grants faster and more efficient DDR access, improving the overall execution
time. Authors in [4] developed an architecture that embeds custom modules and co-
processors in the RISCY processor pipeline to support GEMM operations. The accel-
eration of GEMM operation is achieved through the ISA extension, which provides
three custom SIMD instructions to be executed depending on the selected parallelism.
Similarly, authors in [18] propose and compare two similar designs, evaluating the dif-
ferences in terms of execution speedup when co-processors are instantiated inside or
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outside the RISC-V pipeline. In the first approach, the co-processor is coupled with the
64-bit Rocket architecture through the TileLink Bus, while in the latter solution, the
Matrix multiply unit is directly instantiated inside the soft-processor pipeline. Results
show a speedup of 1.3x for the latter method with respect to the external coupling, while
both grant improved performances against the plain version of Rocket architecture.

However, these RISCV-based platforms solely focus on performance, leaving a gap
in the adoption of DNN reliability in a critical domain. We fill such a gap by proposing
a platform combining a RISCV processor and a TPU accelerator oriented to enhance
the system's dependability by combining three features: an error detection technique
based on checksum, a fault correction mechanism based on FPGA reconfiguration ca-
pability, and an execution recovery mechanism for resuming execution from the last
correct computation. In our proposed approach, we assure runtime error detection ca-
pabilities in the DNN accelerator by extending the ISA of a TPU coupled with a pro-
cessor system with custom instructions that detect and notify faults. We do not only
notify the RISC-V processor system that a fault is affecting the datapath, but we also
trigger a dynamic partial reconfiguration of the accelerator to correct the soft errors and
recover the DNN inference from the last correct operation. As a result, we proposed the
RePAIR platform that targets performance and reliability with a minimal performance
penalty and resource overhead.

3 The Proposed Error Detection Mechanism

3.1 Fault Model

The proposed methodology introduces a novel approach for detecting computational
errors caused by structural faults in the datapath of systolic arrays. When considering
designs implemented in reconfigurable computing platforms, these faults typically
arise from the corruption of CRAM —a common issue in harsh environments like space
[19], further exacerbated by increased sensitivity as technology scales down[20]. Radi-
ation-induced errors in the CRAM of a reconfigurable system, such as FPGA, may in-
troduce errors corrupting the hardware design implementation. Since CRAM is usually
written only during the system boot, errors accumulating in the CRAM will cause errors
and eventually lead to system failure [21][22].

3.2  Limitation of Traditional Approaches

Traditional reliability enhancement techniques adopted in such kinds of platforms
based on hardware and/or software redundancy impose significant overheads on com-
putation, memory, and energy, making them impractical for DNN applications. For in-
stance, while AMD’s Soft Error Mitigation (SEM) IP can detect and restore CRAM
faults in runtime, the detection latency, ranging from 25 ms for Kintex-7 to 13 ms for
KUO040 [23] devices, is incompatible with the real-time detection demands of DNN
inference. Furthermore, SEM IP is resource-intensive, consuming up to 835 LUTs, 506
FFs, and multiple BRAM blocks, reducing resources available for application-specific
designs. Another aspect to consider is that using SEM-IP provokes operational fre-
quency design constraints. Indeed, the vendor datasheet imposes a max frequency of
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100 MHz, which is incompatible with high-performance computing platforms [23]. Fi-
nally, correcting configuration memory will not correct previously erroneous generated
output or faulty state, creating transient errors that could manifest unexpectedly in the
future. Another potential scenario is full device reconfiguration, which does not require
additional hardware resources but has two significant drawbacks. First, since the FPGA
reboots during this process, the program restarts from the beginning, resulting in the
loss of all previously completed computations, therefore increasing the inference exe-
cution overhead. Second, full device reconfiguration is time-intensive, taking several
seconds to complete—a duration that grows with the device size—substantially pro-
longing system downtime. Considering KCU105 device, the full board reconfiguration
takes 13 seconds while moving to a smaller device as the Ultrascalet PYNQ-ZU, it
requires 6.9 seconds.

3.3  Proposed Approach

Our proposed method addresses issues that make traditional approaches unsuitable
for high-performance safety-critical systems, particularly in ensuring reliable execution
of DNN inference. It significantly reduces the resource overhead by exploiting the com-
putational resources already existing within the accelerator datapath. Furthermore, it is
specifically designed to enable rapid fault detection and recovery during runtime, en-
suring compatibility with real-time performance requirements, exploiting dynamic par-
tial reconfiguration for error correction, and the RISC-V for enabling the TPU compu-
tational flow recovery.

The methodology combines key elements of ABFT for systolic arrays and scan chain
techniques. Similar to systolic array-oriented ABFT [6][24], the proposed method de-
tects faults by computing checksum values on the data processed by the accelerator, but
without using additional hardware resources. Indeed, drawing on the scan chain ap-
proach [25][26], the checksums are computed by propagating specific test patterns
through the functional path of the systolic array.

In detail, let’s consider the normal operation executed by the processing element
PE; jof a SA grid. After the neural network weight loading in the PEs grid, each
PE; ; performs a Multiply-and-Accumulate (MAC) operation. Specifically, it multiplies
one input data for the weight value w; ; stored in its weight register and accumulates
the partial product produced with that coming from the PE;_, ; . In the next clock cycle,
a new input data feeds the PE; ; , while the previous input data is propagated to the
PE; j 1. To summarize, we have input data propagation from left edge to the right edge
of the array, and partial product accumulation that propagates from top to bottom in
each SA column, while weights stay fixed on the PEs.

Our proposed approach exploits these functional paths to propagate test patterns
across the PEs. These test patterns are chosen to produce a checksum value and its
complement of the weights currently loaded in each column of SA. Hence, base and
complemented checksums are produced in consecutive clock cycles. They enable to
distinguish between transient faults or soft errors and structural faults induced by
CRAM corruption. Such distinction is important since correcting the source of the error
for the former only requires re-loading the weight matrix in the SA, and a fresh
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execution, so correction is made at the software level. In contrast, the structural faults
require CRAM refresh with the unfaulty CDATA.
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Fig. 1. Dataflow of the proposed fault detection mechanism considering the j column of
MACSs and the j Accumulator .

Going into detail on the checksum generation shown in Fig. 1, two test patterns are
applied as input vectors to the SA in two consecutive clock cycles. These test vectors
have n elements when considering a PE grid of size n x m. These test vectors are built
to produce checksum values Cgy; , corresponding to the sum of the weights loaded in

the processing grid at column j, and its complementary value Cg,; as reported in Eq. 1
and Eq. 2. To compute Cgy; it is sufficient to have all the elements of the first vector

equal to 1. In contrast, to produce Cs4; all elements of the second vector are equal to
-1, and the second operand of the adders of the SA first MACs row is fed with -1.

Csaj = 20y (wi) with j 0, 1...m(1)
Csaj =not(Th,(wij)) = -2 (wi;)—1 withjo, 1..m (2)

Since the two test vectors used for checksum computation have their LSB set to 1, an
additional vector of Os must be propagated to evaluate the flipping of this bit. This en-
sures that no stuck-at-1 fault affects it. The SA will produce all Os in case no fault affects
this bit. For the ABFT approach to be effective, we must compare the generated check-
sums to those produced by another unit to detect any mismatch signaling a possible error.
Commonly, TPU architecture is equipped with an external bank of accumulators adja-
cent to the MAC grid to support tiling when the matrix multiplication does not fit in with
the available resources. Our proposed approach exploits these external accumulators to
compute the comparative checksum value. To do so, when the weights are loaded in the
SA one vector at a time, they will also flow through the accumulators, which sum the
weights data, generating C,; , as in Eq. 3. The comparison between the checksum values
produced by the SA and those produced by the accumulators will happen by exploiting
the accumulators themselves.
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Caj = X1a(wij) 3)

As soon as the SA checksums are produced, they are accumulated with those pro-
duced by the accumulators, following the traditional datapath of the accelerator. Hence,
what changes with respect to the canonical use of the accumulation process is only the
meaning of the operands. Indeed, these will not be the results of consecutive matrix mul-
tiplications to be merged but checksums values accumulated. Specifically, consider Cgy;
and FA]- as checksum values direct and complemented produced by the column j of the
SA, and Cy; as the one produced by the accumulator j. Each accumulator 4; will perform
the following operation:

a; = Cspj — Cyj C))

In the absence of faults, regardless of the weights’ values, each a; will assume value 0,
and each q; the value -1 (i.e. all 1s in binary). By examining the values assumed by each
pair of (a;, a;), for each column of PEs, we can identify and distinguish either the pres-
ence of a bitflip in a weight register when the pair a;, a; differs from the fault-free val-
ues, and values are complementary or a structural fault. Specifically if a;, a; differs from
the fault-free values and are not complementary, then we have a structural fault in
datapath. To identify fault location, we need to look at the checksums produced by the
SA. Specifically, if the pair a;, a; is not complementary while Cg,; and ?AJ- are com-
plementary, then the structural fault is located in the j accumulator. Otherwise, the fault
is located in the j column of the SA.

With respect to previous works that required N adders [1], and 2N+1 adders + 1
MAC [24] to compute checksum values in an SA of size N x N, our proposed approach
does not require any additional resources while inducing a penalty of just 3 clock cycles
to process the test vectors.

4 The RePAIR Platform

The RePAIR platform is based on a pair of open-source computing cores: the
NEORV32 RISC-V processor [11] and the tinyTPU accelerator [12]. In the context of
DNN applications, the platform implements a traditional processor-coprocessor para-
digm, where the NEORV32 orchestrates the execution by supplying the tinyTPU ac-
celerator with a microcode transmitted via the accelerator's instruction FIFO to perform
computation layer-by-layer. Upon completing the computation of a layer, NEORV32
retrieves the results and reforms the data to suit the requirements of the subsequent
layer. Each layer execution can be conducted in a testing mode, employing the fault
detection methodology described in subsection 3.3. If a fault is detected in the tinyTPU
datapath, the NEORV32 triggers and manages the dynamic partial reconfiguration of
the accelerator to correct the faulty datapath. Once the accelerator is operational again,
NEORV32 resumes computation from the last successful execution. This mechanism
ensures continuity of application execution while minimizing system downtime.
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4.1 Proposed Platform
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Fig. 2. The RePAIR platform.

Figure 2 provides a schematic view of the implemented architecture and the internal
connections, including the UART connection that can be used for interfacing with an
external host PC. The data exchange between the processor and the accelerator is han-
dled through AXI interfacing and memory. The TPU can notify fault detection through
interruptions, and the TPU status is provided to NEORYV using GPIOs. Upon detecting
a fault, the NEORYV is responsible for initiating the dynamic partial reconfiguration of
the accelerator. The dynamic partial reconfiguration [27] is handled by controlling the
DFX modules. In particular, the DFX Controller [28] oversees the reconfiguration it-
self, fetching the CDATA from DDR and writing configuration memory. A DFX de-
coupler between the TPU and the rest of the system ensures that the interface signals
are kept at a stable low value while partial reconfiguration is performed. Finally, if the
partial reconfiguration of the TPU fails to correct the error in the datapath, a full FPGA
reconfiguration is triggered as a last effort to restore functionality.

4.2 NEORV32

The NEORV32 [11] is an open-source RISC-V processor based on a 4-stage pipelined
multi-cycle architecture with a maximum operating frequency of 250MHz supporting
the base RV32I ISA. It is highly customizable with various additional modules and
extensions. To include NEORV32 in the RePAIR platform, the AXI-Lite communica-
tion to interface the system with the TPU has been enabled. Moreover, the UART mod-
ule has been enabled to support debugging and communication with a host PC. No ALU
extensions have been enabled for our platform since most of the computational work in
DNN inference is carried out by the TPU accelerator, which performs matrix multipli-
cations and applies activation functions. Since the platform’s main goal is to provide
performance and highly reliable execution, the NEORYV processor has been hardened
by design, applying TMR.

43  tinyTPU

The tinyTPU [12] is an open-source, VHDL-based machine learning co-processor
resembling the behavior and architecture of Google’s TPU version 1. It consists of a
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parametric design, where the size of a systolic array core can be modified from a mini-
mum size of 6 x 6 MAC units to a maximum size of 14 x 14. Along with SA, the accel-
erator is equipped with an external accumulator bank. Since it is implemented to execute
DNN, it embeds hardwired quantized activation units supporting the ReLu and Sigmoid
activation functions. Additionally, it comes with its own weight and input/output buffer
where DNN weights and input images/output of each layer are stored. The tinyTPU is a
co-processor offering a custom ISA designed for 80-bit instruction parallelism. This in-
struction format integrates multiple elements, including opcode, memory addresses for
source and destination operands, and a field specifying the number of data vectors to be
processed in a single instruction. The instructions used to perform DNN inference can
be summarized as read weights, matrix_multiply, and activate.

4.4  Recovery Routine

A new version of the read weight and matrix_multiply instructions, ¢ read weight,
and ¢ _matrix_multiply, respectively, has been added to the TPU ISA to support the fault
detection methodology. The ¢ read weight instruction performs two tasks. First, it loads
weight values from memory into the SA. Second, it propagates these weights through
the accumulators to compute the weight C,; checksums. At the moment of weight
flowing, the accumulators could be busy accumulating the previous matrix
multiplication results if needed by the program code, like when tiling is performed. To
avoid delaying the pipeline execution or allocating additional hardware resources, we
exploit the mapping of the accumulators on the on-chip DSP to operate the accumulators
in Single Instruction Multiple Data (SIMD) mode. Indeed, modern FPGA devices
support DSP operands on more than 48 bits (AMD Ultrascale 48 bits, AMD Versal 58
bits, Intel Agilex 54 bits). By doing so, while matrix multiplication results on 32 bits are
accumulated (baseline behavior), the weights, represented on 8 bits, are accumulated to
produce the checksums (testing behavior). Once all the weights for the instruction are
read, the computed checksum values are stored in a dedicated location of the registers
file, referred to as RO and R1. The matrix multiply instruction always follows the read
weight instruction, and similarly, ¢ matrix_multiply always follows the ¢ read weight.
In the testing mode, additional test vectors, required to compute the SA checksum Cgy;
and ?AJ- , detailed in the previous section, are appended to the input vectors, generating
the checksums. Once the SA checksums are computed, they flow through the accumu-
lators, just like partial products from the SA. However, they are always summed up with
RO and R1 content. This sum follows the operations described by Eq. (4) and Eq. (5) in
Section 3. Without faults, the results must be all Os and all 1s, which are written back to
RO and R1. A XOR-based detection unit compares the contents of RO, R1, Cg,; and

?Aj to detect faults and to perform diagnosis as explained in subsection 3.3. The diag-
nosis unit notifies any detected error to NEORYV using interruption, as well as the de-
tailed information in the status. When the accelerator triggers the interruption, it needs
to be reconfigured to fix errors in the datapath.

Considering the DNN workload, a single network layer is typically decomposed in
hundreds of matrix multiplications. It is a programmer's choice to execute the full layer
in testing mode, hence executing each matrix multiplication with the additional
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checksum computation or just some operations during the overall layer executions.
When required by NEORV, the TPU starts fetching instructions from its instruction
FIFO, prepared by the NEORYV processor. In the testing mode, while a new instruction
is fetched and executed, a stage of the TPU pipeline will evaluate the testing checksums
produced by the previous instruction. If no errors are detected, the pipeline operation
will continue normally. Differently, when an error is detected, the TPU triggers an
interruption to the RISCV that starts the recovery procedure. In the recovery procedure,
the TPU pipeline is flushed first, as no further instructions should be executed while the
datapath is compromised. Simultaneously, the NEORV32 acquires detailed information
about the specific instruction execution that triggered the error. This fault information is
crucial for recovery: after reconfiguration, the program resumes from a correctly
executed instruction. This approach ensures that the execution continues from the
remaining instructions of the current DNN layer, avoiding a full restart.

N

FPGA Boot Architecture Now TPU TRU Partial
oh Initialization Instruction Reconfiguration
ase Phase Execution ¢

Error
Counter
>2?

FPGA
Reboot

Error
Counter +=1

Fig. 3. Error Detection and Correction Flow.

If computations within a layer are fully executed in testing mode, the fault detection
latency is confined to a single matrix multiplication operation, allowing all preceding
executed instructions to be considered correct. However, if the layer is not processed
entirely in testing mode—except for key operations like the first and last matrix multi-
plications (ensuring correct datapath behavior at entry and exit points of the layer)—
the program must restart from the beginning of the faulty layer. This conservative strat-
egy minimizes the potential propagation of undetected faults across layers.

The RISCV processor requests the dynamic partial reconfiguration of the TPU
through the DFX controller. Once the partial reconfiguration process is triggered, the
NEORV32 waits for its completion. In the proposed design, this is achieved by includ-
ing in the TPU architecture an alive signal that activates as soon as the accelerator be-
comes operational. The soft processor continuously polls this signal, and as soon as it
transitions to 1, indicating that the TPU is functional again, the interrupt subroutine
concludes, and normal execution flow resumes. However, if the partial reconfiguration
fails, meaning the soft processor detects consecutive TPU errors during two reconfigu-
ration attempts, the system initiates a full-board reprogramming process to restore the
correct behavior. Because the device undergoes complete reconfiguration, the memory
content is not retained. This means that the platform performs a cold start. Fig. 3 high-
lights the flow describe above.
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5 Experimental Analysis

5.1 RePAIR implementation details

The RePAIR platform has been implemented on an AMD KCU105 Evaluation Board.
The TPU accelerator uses the on-chip DSP blocks to implement all MACs and accu-
mulator units. The weight buffers and unified buffers are mapped to BRAM resources.
Minimal LUT usage is required for implementing control logic and glue logic. Table
1 reports the implementation details for the two processing cores.

Table 1. RePAIR Resource Utilization on KCU105.

RePAIR Modules LUTs FFs BRAMs DSP
tinyTPU 4294 7211 181 210
TMR NEORV32 3,219 3180 3 0

DPR Logic 1,185 989 0 0

Glue Logic Resources 13,874 17,670 95.5 3

Total [ %] 9.31% 5.99% 46.58% 11.09%

Table 2. Benchmark CNNs Characteristics.

Dataset Convolutional Fully Connected Parameters Accuracy
Layers [#] layers [#] [#] [%]

MNIST 3 1 40,874 97

CIFARIO 6 1 91,648 83.4

The area overhead introduced by interfacing the dynamic partial reconfiguration (DPR)
and the two cores, listed as glue logic in the table, remain within acceptable limits. All
the resources in the design operate at 100MHz. To further increase the reliability of the
design, we enabled the ECC in the BRAMs to prevent data corruption due to radiation-
induced Single Event Upset (SEU).

5.2  Experiment Analysis

The experimental analysis focuses on two primary aspects of the platform: fault de-
tection capability and dynamic reconfiguration properties. These have been evaluated
with experiments using the actual hardware platform. SEU-induced structural faults in
the TPU Datapath have been emulated by bitstream corruption to reproduce faults.

To test fault detection capability, a fault injection campaign targeting the resources
of the systolic array was conducted. The campaign injected 20,000 distinct faults in the
configuration memory. Each fault has been evaluated singularly. Bitflips in the CRAM
were used to emulate various fault types, including stuck-at, bridge, conflict, and open
faults. As a benchmark, two classification tasks — MNIST digit recognition and
CIFAR-10 — served as benchmark applications. The CNNs performing classification
were implemented using the quantized Qkeras TensorFlow library and trained from
scratch to align with the hardware characteristics of the tinyTPU accelerators,
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especially regarding the quantized activation functions integrated within the core. The
details of the models' implementation are provided in Table 2. For each injected fault,
inference was performed on a random sample of 10 images selected from the test da-
taset to analyze possible data-induced fault-masking effects during processing. The
inferences have been executed in testing mode for all the computations operations.

5.3 Experimental Results and Discussion

The experimental results for fault detection are shown in Fig. 4a. A major concern
when evaluating this kind of application is that faults may affect the confidence level
of the prediction without changing the results to classification. However, such errors
are still relevant since they modify the expected behavior and could eventually lead to
misclassification with different inputs. In the chart, we indicated that these errors are
Silent Data Corruption (SDC), while the change of the classification output is defined
as misclassification.

w 07% 0,640%

Q
—loo g 0,6%
§. X 0,5%
7 &0 R
= S ©0,4%
3 60 O =
g 3 &o0,3%
s 40 83" 0,221%
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Fig. 4. (a) Fault Injection Results over 20,000 injected faults and (b) Maximum and Minimum
Clock Cycles Overhead

We want to emphasize that the faults that affect designs implemented within the FPGAs
due to CRAM corruption are multiple and challenging to detect due to the lack of doc-
umentation on CRAM and CDATA, which are not provided by vendors. The proposed
approach demonstrated robust fault resilience, achieving an average detection rate of
approximately 94%, as shown in Fig 4a. Regarding performance overhead, it is im-
portant to highlight that it is related to the inference execution time, which is different
for different inference tasks, in particular 0.23ms for MNIST and 1.8ms for CIFAR10,
respectively. Additionally, the fault detection mechanism introduces an overhead, but
this overhead depends on how many instructions the developer want to execute in test-
ing mode. Reminding that the testing procedure introduces 3 clock cycles of penalty,
the execution overhead is 3 clock cycles * number of matmul instructions per layer *
number of layers, in the worst case, i.e. when all the matrix multiplication in all the
DNN’s layers are executed in testing mode. If the test mode is activated only during the
last matmul of the layer, we have an overhead with 3 clock cycles * number of layers
while still detecting fault in each layer computation. The minimum and maximum rel-
ative overhead for the benchmark models is reported in Fig. 4b. In both cases, the over-
head is negligible, and it decreases as the model complexity increases. The disad-
vantage of having a coarser fault detection is that in case of fault, we need to recompute
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the computation of the whole layer instead of repeating only the last matrix multiplica-
tion, as will be discussed further. By applying our methodology to the CNN inference,
the computational overhead incurred was about 100 clock cycles per layer when exe-
cuting full testing mode for both architectures, underscoring the platform's efficiency
in maintaining fault tolerance and performance.

The advantage regarding system downtime strictly relates to the amount of time re-
quired to apply DPR to the accelerator compared to the time required for reconfiguring
the full device. The time required for DPR depends on the size of the systolic array
since the larger the accelerator, the higher the DPR time, while the time for complete
reconfiguration depends on the device size since larger devices require longer recon-
figuration times. Specifically, the DPR time resulted in scaling linearly with the systolic
array size, as shown in Fig. Sa. For instance, a DPR time of 14ms is necessary to com-
plete the reconfiguration of a 14x14 SA, the maximum SA size allowed by tinyTPU
architecture. In contrast, considering the KCU105 device, its full board reconfiguration
requires almost 13s. Therefore, when mapping the accelerator to KCU105, we can ben-
efit of an 872.1x reduction in time exploiting DPR. When implementing the platform
on different devices, the order of magnitudes remains the same. Indeed, smaller devices
have shorter reconfiguration time and fewer resources available, which constrain a
smaller SA, reducing the DPR time as well.

16 ® CIFAR10 A MNIST
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Fig. 5. (a) TPU DPR time related to the SA size ; (b) the execution time overhead in full board
reconfiguration, depending on when the fault is detected during the inference.

In the case of full reconfiguration, the program needs to start the inference process
from the beginning, assuming it can retrieve the input data again. Consequently, the
execution overhead depends on the timing of the fault. In the best-case scenario, the
fault is detected during the execution of the first instruction in the first layer of the
DNN. Here, the system discards the result after executing the first instruction, recon-
figures the board, and then completes the full inference process starting from the be-
ginning. Conversely, in the worst-case scenario, the fault is detected at the end of the
inference process, requiring the entire process to be repeated twice. In addition, some
time is also required by the NEORYV to boot before starting computation. Fig. 5b shows
the execution overhead depending on when the fault occurs during the inference, con-
sidering the two benchmark CNNss.

When DPR is enabled, the inference process does not start from the beginning after the
reconfiguration. When the whole model is executed in testing mode, i.e. every matmul
of each layer is executed in testing mode, the process resumes from the last correct
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instruction. This approach avoids discarding and executing computations that were cor-
rect again. The testing mode ensures the correctness of results up to the fault occur-
rence. The recovery of the execution from the last correct instructions is achieved by
excluding the TPU input/output buffer from the DPR process. The buffer is hardened
with ECC, preserving the TPU context during reconfiguration while protecting it from
SEU.

The cost of the recovery procedure depends on the cost of the failed instruction, partic-
ularly the number of vectors processed by the instruction. Figure 6 illustrates the time
overhead associated with executing the faulty instruction as a function of the processed
vector count, ranging from a matrix multiplication with the size of operands of 14x14
(matching the TPU dimensions) to operands up to eight times larger. However, the
additional time required for processing again the same instruction after DPR, compared
to a scenario where no fault is detected, is below 2 ps, which is negligible considering
that the entire inference process for the simplest CNN model is 100 times longer.
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Fig. 6. Faulty instruction overhead in DPR as a function of processed vectors.

However, if the layers are not fully executed in testing mode, for instance, only the
first and last instructions are checked to ensure correct inter-layer processing, the pro-
gram must restart from the last correctly executed layer. Consequently, the total execu-
tion time with DPR differs from the previous case and depends on the layers' complex-
ity and the CNN model itself, as explained further.

Figure 7 illustrates a quantitative comparison of inference execution scenarios, fo-
cusing on the closest comparable cases involving testing instructions at each layer's
entry and exit points, under full reconfiguration versus DPR. In the chart, the No-Fault
scenario serves as the baseline, representing the execution with two testing instructions
per layer with no fault detected; hence, the inference is executed with no interruptions.
The other scenarios depict the total execution time when a fault occurs during different
layers, that have different computational costs. These values account only for the com-
putational overhead caused by restarting the program, excluding reconfiguration time.
This exclusion is due to the significantly longer duration of full device reconfigura-
tion—on the order of seconds—making it incomparable to the other measured values.
The graphs show that the inference execution overhead introduced by partial or full re-
execution of the program during inference exhibits similar trends for both CNN bench-
marks. If the fault occurs during the execution of the first layer, the computational over-
head is the same for both DPR and full reconfiguration. In this case, the only differen-
tiating factors between the two techniques are the total reconfiguration time, which
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Fig. 7. Total inference execution time considering fault occurrences at different stages of the
inference process with and without DPR for MNIST (a) and CIFAR10(b).

depends on the device's characteristics (e.g., size, ICAP port speed), and the partial
reconfiguration time, which is influenced by the size of the accelerator.

Starting from the second layer, the use of DPR becomes significantly more advanta-
geous. DPR allows the computations completed before the fault to be preserved, ena-
bling the process to resume from the last successfully executed layer. In contrast, with
full reconfiguration, the overhead increases as more layers are processed, as all com-
putations must be restarted. For DPR, the worst-case scenario involves re-executing the
most complex layer. For the benchmarks under study, this corresponds to the second
layer, which results in an increase in inference execution of almost 30% for both
MNIST and CIFART10. In both cases, this is significantly less than the overhead induced
by the worst-case scenario in full reconfiguration, which is a more than 96% increase.

Additionally, DPR offers the advantage of significantly shorter reconfiguration
times—on the order of milliseconds—compared to full reconfiguration, which can take
several seconds for a medium-sized device. These benefits further highlight the effi-
ciency of DPR in mitigating inference overheads during fault recovery.

6 Conclusions

This research introduces RePAIR, a highly reliable and high-performance FPGA-
based platform specifically designed for DNN execution in safety-critical applications.
RePAIR integrates the NEORV32 RISC-V core, enhanced with TMR for fault toler-
ance, and tinyTPU, a systolic array-based accelerator augmented with ISA extensions
for runtime fault detection during inference. The proposed platform goes beyond fault
detection by incorporating fault correction through dynamic partial reconfiguration of
the DNN accelerator, managed by the RISC-V core. The platform was tested using
hardware fault emulation by corrupting the device configuration memory to simulate
radiation-induced single-event upsets affecting the datapath. Experimental results
demonstrated a 94% runtime fault detection accuracy across two benchmark CNNss,
with a worst-case computational overhead of only 0.6%. Furthermore, employing dy-
namic partial reconfiguration significantly reduced system downtime, achieving a
nearly 900x improvement on medium-to-large-scale FPGA devices.

Disclosure of Interests. The authors have no competing interests to declare that are relevant to
the content of this article.
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