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Hardware Implementation of Novel S-Box
Designed to Resist Power Analysis Attack
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Abstract. The Advanced Encryption Standard (AES) is the only ap-
proved symmetric encryption algorithm by security agencies such as the
National Institute of Standards and Technology (NIST). The algorithm
is designed to be fast and robust against cryptanalysis attacks. However,
the original design lacks of any countermeasure against a novel class of
attacks: side-channel attacks. This vulnerability necessitates the imple-
mentation of supplementary security measures to guarantee AES security
in a deployment scenario. This paper explores a solution that targets the
AES Substitution Box (S-Box) structure. The original S-Box is replaced
with novel structures inherently more resistant to power-based side chan-
nel attacks. This concept is demonstrated by testing six different novel
S-Box implementations. Each is subjected to real experiments via a cor-
relation power analysis attack on an AES hardware implementation. A
complete comprehension of their effectiveness is gained by comparing
the results found to those derived from the AES SW implementation.
The solution investigated leverages the inherent mathematical proper-
ties of the S-Box to provide a lightweight countermeasure against power
analysis side-channel attacks with zero implementation cost.
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1 Introduction

In 2001, the National Institute of Standards and Technology (NIST) selected the
Rijndael algorithm as the new encryption standard. Following the competition,
the Rijndael algorithm was designated as the Advanced Encryption Standard
(AES). Due to its robustness and efficiency, AES has become the de facto stan-
dard in various applications, from encrypting government communications to
protecting sensitive data on-edge devices. Attempting to break AES or other
cryptographic algorithms by searching for weaknesses in the algorithm itself is
highly complex and rather unsuccessful.
However, a new class of attacks known as side-channel attacks has emerged.
These attacks focus on identifying weaknesses in the physical implementation
of devices rather than the mathematical algorithms. It is well established that
the secret processed by a chip can be recovered by observing its physical pa-
rameters, such as timing, power consumption, and electromagnetic emissions.
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The standardized AES design lacks any countermeasures against side-channel
attacks, making it particularly vulnerable to power analysis. Mitigating these
vulnerabilities requires additional protective measures. Several solutions have
been proposed, including constant-time algorithms, masking techniques, and se-
cure hardware designs. However, these solutions have a performance impact -
i.e. increase of area or reduction of speed - on real-embedded devices.
The necessity of lightweight countermeasures has prompted a shift in focus from
an implementation/physical layout perspective to a mathematical one. This ap-
proach treats the resistance to side-channel attacks in a similar way as the resis-
tance to classical cryptanalysis. In the case of AES, the substitution box (S-Box)
is the most vulnerable component to side-channel attacks, as evidenced by early
research papers [1] [2] [3]. As discussed in [4], the S-Box can be modified to pos-
sess higher inherent side-channel resilience, resulting in a countermeasure with
no area overhead or performance impact on the AES implementation.
However, the author highlights that the theoretical metrics used to strengthen
the power analysis resistance of an S-Box, such as the Transparency Order (TO)
or the Confusion Coefficient (CC), cannot capture the complexity of a side-
channel attack. Building on this concept, this paper presents an empirical eval-
uation of the latest S-Box implementations resistant to power analysis.
Their efficacy is assessed within an AES hardware implementation synthesized
on an Artix-7 FPGA. The power traces are captured with a Picoscope 5000 se-
ries oscilloscope and fed to a correlation power analysis algorithm [5] to evaluate
their resistance. Finally, to provide a comprehensive evaluation, the results are
compared with those from an earlier study where the S-Boxes were tested within
the AES software implementation on an STM32.

Organization. The rest of the paper is organized as follows: Section 2 pro-
vides an overview of the AES algorithm, the cryptanalysis resistance, and the
correlation power analysis attack. Section 3 explains the attack model and cov-
ers the experimental setup employed. Lastly in Section 4 the results obtained
are discussed and compared with the results obtained with the AES software
implementation. Finally, some concluding remarks are presented in Section 5.

2 Background

2.1 AES

The Advanced Encryption Standard (AES or Rijndael algorithm) is a symmetric
encryption algorithm and is the sole standard defined by the NIST. It is a block
cipher, whereby the input is transformed by the secret key into an output of
the same size. The size is defined as the block size, and in the case of AES
it is 128 bits. The transformation occurs in rounds, with the number of rounds
dependent on the key size (128/192/256 bits, corresponding to 10/12/14 rounds).
The encryption key is expanded through a key schedule algorithm into a series
of round keys (each 128 bits long). The AES algorithm pseudocode is provided
in Algorithm 1. The AddRoundKey operation performs a Boolean XOR between
each input byte and a key byte, making it a per-byte process. This allows a
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side-channel attacker to isolate and study the impact of a single key byte on the
intermediate state, thereby narrowing the attack space to only 256 guesses.

Algorithm 1 AES pseudocode algorithm

Input: Plaintext state array State of size 128 bits, encryption key key, number of
rounds nr

Output: Ciphertext cp of size 128 bits

AddRoundKey(State, RoundKey0); First Round

for round = 0 to nr − 1 do

SubBytes(State) ▷ substitute each byte; Main Round

ShiftRows(State) ▷ rotates bytes in a word;
MixColumns(State) ▷ combine bytes in a column;
AddRoundKey(State, RoundKeyi) ▷ XOR the round key;

end
SubBytes(State); Last Round

ShiftRows(State);
AddRoundKey(State, RoundKeynr);

2.2 cryptanalysis

Cryptanalysis leverages mathematical techniques to analyze the cryptographic
scheme and identify potential algorithm vulnerabilities at a logical level.
The metrics that define cryptanalysis resistance are:

• Nonlinearity: defined in [6], it evaluates the deviation of the crypto func-
tion from affine functions (functions of the form f(x) = Ax + b ). Higher
nonlinearity means better resistance to linear cryptanalysis.

• Differential Uniformity: defined in [6], it evaluates how uniformly changes
in the input are reflected as uniform changes in the output. This is measured
through the Differential Distribution Table (DTT). A lower differential uni-
formity value indicates better resistance to differential cryptanalysis.

• Confusion coefficient: defined in [1], it measures the confusion introduced
by a cryptographic function; in Shannon’s terms, confusion is the ability to
mix the input bits to obscure the relationship between input and output.

2.3 Correlation Power Analysis

Correlational power analysis (CPA) [5] is a statistical technique that correlates
device power consumption with the value of the intermediate state we are in-
terested in recovering. The underlying assumption is that the data processed by
the device predictably contributes to its overall power consumption. This leakage
can be represented by a leakage model, with the two most commonly used ones
being:

• Hamming Weight (HW): This model assumes that the power consumed
by a device is proportional to the number of bits set to ’1’ in the state.

• Hamming Distance (HD): This model correlates power consumption with
the number of bit transitions between consecutive states, offering a more
accurate representation of dynamic power consumption than the HW.
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Pearson’s correlation coefficient is used to relate the actual measured power
consumption with the predicted power consumption [7]. Given N collected power
traces, where each trace Ti consists of S sample points, the correlation coefficient
of n-th key candidate, with power estimation hi,n, can be computed as follows:

ρ(n) =

∑N
i=1[(hi,n − hi)(Ti,n − Ti)]√∑N

i=1(hi,n − hi)2
√∑N

i=1(Ti,n − Ti)2

Here, T is the mean value of the measured power traces, and hn is the mean
value of the predicted power consumption for the n-th key candidate.
The most likely subkey candidate is the one with the highest correlation.

3 Proposed approach

The proposed analysis consists of evaluating each of the selected SBox structures
individually. The AES-128 RTL implementation is modified by replacing the
standard SBox structure with the one under attack.
The attack consists of two phases:

• Online capture: The AES IP is synthesized on the target board. Once pro-
grammed, the board executes AES encryption and triggers the oscilloscope
to capture the power consumption of the DUT during the encryption process

• Offline analysis: The captured power traces are fed to a correlation power
analysis algorithm. Based on the leakage model provided, the CPA algorithm
can statistically infer the secret key.

3.1 S-Box Variants

The attack is carried out on six different S-Boxes, including the standard Ri-
jndael S-Box used as a reference. The other S-Boxes are selected from recent
publications for their claimed resistance to side-channel analysis. Three reference
S-Boxes are presented in [8] and specifically target resistance to power-analysis
attacks. The fifth selected S-Box was originally proposed by Özkaynak [9] and
tested by Açikkapi [10] with an attack similar to the one presented in this cur-
rent work, but tested within the AES software implementation. Finally, the last
reference S-Box [11] exhibits strong properties against cryptanalysis but lacks
specific design criteria for side-channel resistance.

3.2 Leakage model

The power measured on the Device Under Test (DUT) is the sum of multiple
contributions: the power consumption depending on the target secret data Sdata
(PSdata), the power noise due to the measurement setup (PNoise) and power
deriving from the other operations processed by the DUT (PalgoNoise).

Ptotal(Sdata, t) = PNoise(t) + PalgoNoise + PSdata(Sdata, t) (1)

In the case where the internal algorithm or architecture is known, i.e. a white/grey
box implementation, it is possible to identify the point at which the measured
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power is highly dependent on known inputs and the internal state of the cryp-
tographic algorithm we are trying to recover. This can be done by measuring
the Signal to Noise Ratio (SNR). The SNR measures the ’quality’ of the power
trace obtained for a deterministic input over the noise. As shown in Fig. 1, the

Fig. 1: Power traces and SNR of leakage models (Sbox out and State diff )

SNR depending on the ciphertext is maximum in the Last Round. There is also
information leakage due to the plaintext in the First Round, but it is less evident
than the aforementioned one. This is to be expected since in ASIC there is a
significant power leakage when the intermediate state is stored in a register, and
in the Last Round of AES, there is no MixColumns operation, which allows
attacking a single key byte at a time.
The power signature of the Last Round is proportional to the state difference
between the 9th and 10th rounds: hence, it depends solely on the key (the target)
and the known ciphertext. When dealing with state differences, it is convenient
to use the Hamming distance as the leakage model [5].

4 Experiments and results

4.1 Experimental setup

The attack is performed on the CW305 platform from NewAE’s ChipWhis-
perer 1, which is designed for side-channel analysis on FPGAs. This board
mounts a Xilinx Artix-7 FPGA, power measurement points for the core voltage
(V CCINT ), and a USB interface for programming and communication with the
architecture or IP implemented on the FPGA. The implemented AES core runs
at 10MHz and is memory mapped; its register file can be configured through a
set of Python APIs that permit also to start the processing.
The device employed to capture the DUT’s power is a Picoscope digital oscil-
loscope (5000 model). It waits for the trigger and, once received, it starts to

1 https://www.newae.com/products/nae-cw305
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Power analysis resistance Cryptanalysis resistance

SBox
PGE < 10 Non Differential Confusion

AES HW AES SW [13] Linearity Uniformity Coefficient

Rijandael ∼ 800 traces ∼ 55 traces 112.0 4/256 0.111

Freyre1 [8] ∼ 1190 traces ∼ 190 traces 100.0 8/256 4.500

Freyre2 [8] ∼ 2000 traces ∼ 520 traces 100.0 8/256 4.492

Freyre3 [8] ∼ 1340 traces ∼ 43 traces 102.0 8/256 1.934

Ozkaynak1 [9] ∼ 1750 traces ∼ 49 traces 106.7 10/256 0.103

Hussain6 [11] ∼ 1290 traces ∼ 46 traces 112.0 4/256 0.111

Table 1: Trade-off between the cryptanalytic properties and PGE threshold

measure the V CCINT probe with a sampling frequency fs of 390MS s−1.
The AES-128 encryption process commences with the writing of the plaintext
and the start bit in the register file via the Python API. Concurrently, the trigger
is provided to the oscilloscope. Once the traces have been acquired, the offline
analysis phase starts and the correlation power analysis algorithm is performed.
This returns a ranked list of subkey candidates, ordered according to the esti-
mated probability, which is derived from the statistical test results.

4.2 Results discussion

The results presented here are derived from the analysis of 2500 executions. The
likelihood of identifying the correct subkey increases with the number of traces
analyzed, as noise can be more effectively filtered out.
Two metrics [1] are used to evaluate side-channel resistance:

• Partial Guessing Entropy (PGE): This metric measures the distance,
in terms of ranking positions, of the correct subkey from the top-ranked
subkey candidates. A higher inherent resistance of the SBox results in a
lower ranking of the correct subkey.

• Correlation: It is the value obtained by Pearson’s linear correlation function
and ranges from a minimum of 0 to a maximum of 1.

An empirical indicator of secret key disclosure is when the PGE is below 10, as
proposed by O’Flynn and Chen [12]. When PGE < 10, all 16 correct key bytes
are within the top 10 positions, enabling an attacker to easily recover the secret
key through a reduced key search with brute force. The results obtained and the
comparison with the ones found with the AES software implementation [13] are
presented in Table 1. The table also shows the cryptanalytic properties of each
SBox. As observed by Prouff [1] the SBox properties that strengthen its resis-
tance to power-analysis attacks contrast with those used to design cryptanalysis
secure SBox. Carlet et al. [4] highlighted that mitigating side-channel attacks by
reducing Hamming weight and distance of the SBox transformation results in
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zero nonlinearity, thus severely compromising cryptanalysis resistance.
As anticipated, the original AES S-Box demonstrates vulnerability to correlation
power analysis revealing nearly the whole key after just 800 executions.
The S-Box with the best outcome is Feyre2. The structure design exhibits supe-
rior side-channel resistance compared to the other S-Boxes, while simultaneously
satisfying nonlinearity and differential properties.
To gain a deeper understanding of the power analysis attack trend, it is helpful
to compare the PGE and correlation trend of the original AES S-Box (Rijndael)
with those from Freyre2. As illustrated in Figure 2, for the Rijndael S-Box, 15
out of the 16 subkeys were entirely revealed after about 650 traces. At this point,
15 subkeys exhibited a PGE value equal to 0, indicating the correct key candi-
dates were leading the ranking. Concerning the correlation trend of the Rijndael
S-Box, it can be observed that the correct subkeys are clearly distinguished from
the incorrect ones. This indicates that the attack can reconstruct the secret key
used. In contrast, the Freyre2 S-Box exhibits a tangled representation of all
potential subkey candidates.

0

50

100

150

200

250

PG
E

max(PGE) < 10

Rijndael S-box

max(PGE) < 10

Freyre 2 S-box

0 500 1000 1500 2000
Traces

0.2

0.4

0.6

0.8

Co
rre

la
tio

n

Subkey Guesses
Wrong subkeys
Correct subkeys

0 500 1000 1500 2000
Traces

Subkey Guesses
Wrong subkeys
Correct subkeys

Fig. 2: Trend of PGE and correlation for Rijndael S-Box and Freyre2 S-Boxes

5 Conclusion

Given the increasing demand for lightweight side-channel countermeasures, this
paper explores novel S-Box designs that meet these needs without compromising
performance or implementation area.
The attack on the AES hardware implementation highlighted the inadequate
performance of the original AES S-Box in resisting side-channel attacks. This
paper demonstrates that S-Box structures not designed with side-channel resis-
tance in mind fail to provide adequate protection. Among the tested designs,
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the Freyre2 S-Box demonstrated the highest side-channel resistance, improving
resistance by a factor 2.5 in hardware and by a factor 10 in software compared
to the original S-Box. Interestingly, designs with higher Confusion Coefficients
(CC) showed better resistance to power analysis attacks.
The Freyre2 solution effectively mitigates attacks by increasing the time re-
quired to compromise the device, thus enhancing security. The trade-off between
cryptanalysis and side-channel resistance represents a viable design strategy for
lightweight side-channel countermeasures.
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under the MUR National Recovery and Resilience Plan funded by the European
Union - NextGenerationEU.
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