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RISC-V soft processors are becoming popular in various fields, including safety-critical ones, thanks to their open-
source nature and flexibility. Despite the rapid progress in the reliability analysis of these devices, all the
mitigation techniques are usually adopted to the whole soft-processor architecture.

In this study, we aim to identify the internal components of the RISC-V architecture that are particularly prone

to errors, and accordingly investigate how the reliability of the design is affected when mitigation strategies, such
as Triple Modular Redundancy (TMR), are applied selectively just to them.

The proposed approach has been applied to RISC-V architecture, NEORV32 which is implemented on Zynq
7020 SoC on a PYNQ-Z2 board. While more vulnerable modules of NEORV32 were identified through accurate
reliability analysis, implementing selective TMR in these modules shows achieving satisfactory reliability levels
while reducing the overall space requirements compared to a complete TMR design.

1. Introduction

In recent years, the RISC-V soft processor has attracted interest from
various fields, including embedded, automotive, industrial, and aero-
space ones, as per G. Furano et al. [1]. The open-source ISA led to many
custom and open-source solutions available in the market. Such char-
acteristic makes it very appealing to the space industry. Having the
possibility to investigate the internal structure and compositions of the
system, as well as modifying it according to the specific workload is
fundamental for space systems to address the specific needs of the in-
dustry. When referring to safety-critical systems, the reliability aspect is
one of the main concerns. In these fields, any failure in the device might
lead to disastrous consequences. Thus, having a deeper knowledge of the
internal architecture of the processor can help to exploit and improve
the capabilities of the system and its dependability. Another important
aspect of RISC-V-based systems is that they are often provided as HDL
descriptions, meaning that they can be implemented and studied using
Field Programmable Gate Arrays (FPGAs).

These devices can, in fact, achieve high performances with low costs.
FPGA devices can implement both combinational and sequential logic,
exploiting programmable Configurable Logic Blocks (CLBs), I/O in-
terfaces, Memories, and Look-Up Tables (LUT) to achieve high perfor-
mances and computational capabilities. Additionally, their
reconfigurability ensures a high level of flexibility and adaptability both

during the development phase and in the field.

Still, when considering safety-critical applications, reliability must
be ensured and when FPGAs come into picture, new aspects must be
considered. Given that the configuration of the implemented design is
stored in the configuration memory (CRAM), a particular problem must
be considered: the corruption of one or more cells may lead to modifi-
cations of the implemented design, leading to faulty behaviours of the
system.

Single Event Upset (SEU) and Multiple Bit Upset (MBU), as high-
lighted by H. Quinn [2], are the most common sources of these prob-
lems, being caused by energy particles that can hit the device when it is
deployed in a radiation environment. As a result of the interaction, they
may modify the content of the configuration memory by flipping one or
multiple bits.

For these reasons, SEUs and MBUs cannot be ignored, and suitable
mitigation strategies have been studied to alleviate their effects. Ex-
amples are the Triple Modular Redundancy (TMR) technique or, more in
general, N-modular redundancy, as showed by E. Vacca et al. [3]. These
techniques require the system to be triplicated three or N number of
times while letting a voter decide the correct output between all the
provided ones. Even if these solutions improve overall reliability, they
also lead to an increase in costs in terms of power, area, and perfor-
mance. To increase yield and reduce the overhead of such approaches, a
better knowledge of the system under test is fundamental.
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1.1. Main contribution

Even if the reliability analysis of RISC-V architectures has been
conducted from different points of view and multiple mitigation stra-
tegies have been proposed and adopted, most of the research works
applied them to the whole architecture. However, exploiting the
modular property of RISC-V architectures can allow for area, power, and
performances optimizations with, possibly, no critical degradation in
the overall dependability.

We propose an investigation on the reliability of the internal modules
of a specific implementation of RISC-V architecture and, most impor-
tantly, evaluate and discuss how to effectively apply mitigation strate-
gies to smaller portions of the system rather than the whole design.

This work is organized as follows. Section 2 describes the state of the
art. Section 3 introduces the proposed validation methodology. In Sec-
tion 4, the case of the study and the result analysis are presented. Finally,
the conclusion and future work are described in Section 5.

2. State of the art

In the last few years, RISC-V architectures have been undergoing
several validation procedures, and their eventual adoption in the space
environment has been investigated, leading to the development of
various reliable architectures, such as the ones proposed by J. Andersson
[4] and D. A. Santos et al. [5]. Authors S. Di Mascio et al. [6], have
highlighted all the requirements, advantages, and limitations of adopt-
ing such architectures in a radiation environment. Similarly, several
analyses have been conducted on the reliability and sensitivity of SRAM-
based FPGAs when SEUs and MBUs affect their configuration memory,
as showed by T. Li et al. [7].

Some preliminary evaluations of mitigation approaches have been
conducted by A. B. de Oliveira et al. [8], and D. Santos et al. [9], where
the authors exploited the behaviour of RISC-V systems under radiation
testing, targeting either FPGAs or SoC devices. Despite the effectiveness
of these methodologies, they also have several disadvantages: high cost,
time, and hardware requirements.

For these reasons, to simplify the verification procedure, fault
emulation is often adopted in place of radiation tests. This provides a
faster and simpler approach, that allows us to understand in a deeper
way the reliability of the systems under test. As for radiation testing, this
technique is usually applied to compare non-hardened and hardened
versions of RISC-V architectures, as per Aranda, L.A et al. [10]. Addi-
tionally, suitable analysis can be conducted on the effectiveness of the
adoption of mitigation techniques at software level rather than the
physical hardware components, as highlighted by C. De Sio et al. [11].

However, it is hard to find considerations regarding how mitigation
strategies, when applied to the internal modules of the design, can affect
the reliability of the system. For example, in Santos, D.A. et al., [12],
only specific modules have been hardened, but no exhaustive motiva-
tions have been given on why only some of them were selected.

In this paper, we present an analysis of which of the internal modules
in a RISC-V architecture are more prone to errors. Then, suitable hard-
ening techniques were applied only to them, and the reliability of this
new architecture was evaluated with respect to two other cases: a non-
hardened design and a version in which the whole processor has been
triplicated. This allows us to understand how applying mitigation
techniques to the internal modules of a RISC-V architecture can have a
good impact on area occupation and performances, with small degra-
dations in the overall reliability.

3. Proposed selective mitigation methodology

To efficiently improve the robustness of the system under evaluation,
the major requirement was to understand which of the modules of the
architecture were the less reliable ones. For this purpose, a novel design
flow is proposed, involving the FPGA implementation phase and
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emulation of the faults in the configuration memory. Once the most
critical modules are identified, mitigation techniques are applied, and,
finally, the resulting system is validated by performing a reliability
comparison of the non-hardened and hardened systems.

3.1. Critical modules identification

The overall procedure required to identify critical modules within
the design follows the steps highlighted in Fig. 1a.

Isolation Design Flow (IDF) technique was adopted to identify which
of the modules inside the soft processor are the most critical ones. This
step, performed during the FPGA implementation process, gives the
possibility of placing every element of the design onto specific FPGA
resources and can already improve the reliability of the system, as
showed by Portaluri, A. et al. [13], and E. Vacca et al. [17]. However, in
this paperwork, this technique was adopted to make each of the modules
of the RISC-V independent one from the other, such that every one of
them could be analysed independently.

Once the modules were isolated, injections addressing specific parts
of the configuration memory related to specific portions of the FPGA had
to be performed. Some FPGA vendors, such as AMD, provide tools and
additional information to support reliability evaluation techniques. The
AMD Soft-Error Mitigation Controller, 2018, uses information such as
Essential Bits Data (EBD) and Essential Bits Content (EBC) to perform
injection over those that are considered essential bits of the design.
Essential bits are identified as the bits in the configuration memory that,
if corrupted, may modify the behaviour of the implemented system.

Even if the tools provide the possibility to inject faults at specific
addresses, no information is provided about the correspondence be-
tween such addresses and associated resources or modules, forcing
robustness evaluation to rely on a black-box approach. For this reason,
in the last years, different tools allowing for bitstream analysis and
manipulation were developed. PyXEL is a toolkit developed by C. De Sio
et al. [14], whose features were used in this paperwork to analyse the
bitstream and EBC files, find the correspondence between essential bits
and the modules they refer to, and finally generate the addresses for the
injections to be fed to the SEM-IP core [18]. Fig. 2a highlights the
implemented design after the adoption of Isolation Design Flow tech-
nique, while Fig. 2b shows the plain, full and partial TMR have been
implemented to validate the proposed approach (only the full TMR
version is highlighted).

3.2. Fault emulation

The validation process has been conducted considering both Single
Event Upset (SEUs) and Multiple Bit Upset (MBUs). A common approach
consists of configuring the FPGA with a corrupted version of the
configuration data, where one or multiple bits are flipped.

This methodology, however, is slow due to the time required to
upload the corrupted bitstream in memory. Relying on SEM-IP allows a
faster injection process for both SEU and MBU. Indeed SEM IP-Core can
be instrumented, other than memory scrubbing and correction of errors,
for injecting faulty values by flipping bits at specific coordinates in
memory.

The entire validation process consists of different phases, as high-
lighted in Fig. 1b, and it is managed in an autonomous way by a Python-
based handler. At the beginning of every iteration, a new injection
address is fetched from the injection list, and the injection is performed
through the SEM-IP. Then, a benchmark application is run, its response
captured, and the fault is corrected, to prepare the system for a new
injection. In case any of these steps generated an error, the FPGA was re-
programmed from scratch. When MBU analyses had to be conducted,
instead of a single address, a specific set of coordinates had to be fetched
from the initial list.

The same procedure has been adopted to evaluate the reliability of
the isolated RISC-V design, in both hardened and non-hardened
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versions. The only difference is that, for the isolated design flow, an
exhaustive campaign took place for every module, while, in the other
cases, random injections were performed over the whole FPGA region
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Fig. 1. (a) Critical modules Identification process and (b) The fault injection procedure.
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Fig. 2. (a) Neorv32 Implementation Results for Modular Fault Injection Campaign; (b) Full TMR Neorv32 implementation.
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Fig. 3. (a) SEU and MBU Effects in the FPGA Configuration Memory (b) MBU Clusters Characterization.
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3.3. Fault model

When addressing SEUs type of fault, whose effect on the configura-
tion memory has been highlighted in Fig. 3a next to the MBU case, at
each injection run only a single bit at time in the was altered.

For the case of Multiple Bit Upset, further analysis had to be con-
ducted. According to the radiation test that we performed at PSI proton
facility on the same technology by S. Azimi, et al. [15], when MBU af-
fects the configuration memories of CMOS devices they tend to follow
specific patterns, as represented in Fig. 3b.

For every MBU, a cluster size and pattern were identified according
to their probability, a random injection address was selected and,
starting from this information, the cluster to be injected was composed.

In the MBU case, two important considerations must be highlighted.
First, the starting address for composing the cluster was always selected
among Essential Bits, although the other bits in the cluster were not
necessarily essential ones.

Second, if the starting bit was close enough to the borders of the
Pblock in which the implemented design was instantiated, causing other
bits in the MBU cluster to refer to resources external to the device under
test, then, those bits were discarded.

4. Experimental analysis

The proposed approach has been validated by adopting Zynq 7020
SoC on a PYNQ-Z2 board. A RISC-V architecture has been implemented
in the programmable logic of the device.

4.1. Case of study: NEORV32

The NEORV32, created by S. Nolting et al. [16], has been selected as
a case study. It is an open-source, highly customizable soft processor that
is available in both VHDL and Verilog languages, making it extremely
suitable for FPGA implementations. It allows different ISA extensions to
be activated. Our design implements the C, M, and Zfinx ISA extensions,
enabling support for compressed, multiplication, division and floating-
point instructions to be executed; Zicntr and Zihpm are enabled by
default and provide support for additional control and status registers as
well as performance counters. It supports both bare-metal and Real-time
Operating System (RTOS) executions, but in our study the first approach
has been selected. The modules we analysed in this work are the
Arithmetic and Logic Unit, the BUS, the Control Unit, the Register File,
the UART, and the Memories, both data and instruction ones.

4.2. Software benchmarks

Considering the space environment as the main case of study,
benchmarks that require high number of mathematical operations is the
usual approach to go with. Therefore, four benchmarks were selected
and suitably adapted to the processor under test:

e Whetstone: a performance benchmark performing arithmetic,
floating-point, and logic operations such as matrix convolution and
angle and root computations.

e Linpack: this is a variation of LINPACK-100, which solves systems of
linear equations with large matrices of floating-point numbers

e Dhrystone: a performance benchmark based on integer arithmetic,
string operations, and memory accesses.

e MatMul: a simple benchmark performing matrix multiplication be-
tween large matrices of integers.

4.3. Experimental analysis and result discussion
During the entire procedure, more than 2 million injections in the

essential bits were performed to exhaustively validate the reliability of
each internal module of the RISCV against SEUs; additionally, 30,000
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fault locations, selected from both essential and non-essential bits, were
analysed for each of the plain, TMR and partial TMR versions of the
design, to validate the effectiveness of the proposed approach. This led
to a total of around 2.5 million addresses tested. For the MBU case,
30,000 clusters were tested for each of the internal modules under test,
plus 20,000 for validating the different hardened and non-hardened
NEORV32 designs. Overall, almost 4 million injections were per-
formed in one week using 5 different boards.

In Table 1 the resource utilization of the 5 designs has been reported.
It is evident that the adoption of a partial TMR can be beneficial from a
resource point of view, with a reduction between the full and the ALU-
CU TMR versions of around 3 % of the LUTs, 1 % of the FF and 1/3 of the
total BRAM utilization. For the CU-BUS and BUS-RF TMR versions even
better area optimization have been achieved, but the impact of this
approach on the overall reliability is non-negligible, as highlighted in
the following sections.

Additionally, Table 2 and Table 3 reports the number of essential bits
for each of the internal modules of the RISCV, as well as for the five
versions of the neorv32 design. It can be observed that, in every case, the
amount of essential bits in the RISCV does not match the total amount of
the essential bits of the device implemented onto the FPGA. This is
because, as mentioned previously, some additional elements, such as the
SEM-ip or AXI interfaces, had to be inserted to support testing func-
tionalities, but they are unrelated to the design under test and therefore
not considered.

4.3.1. Single event upsets analysis

In Fig. 4a the error rates of each internal module of the RISC-V, for
the SEU case, have been reported.

Results are overall balanced among the different benchmarks, with
the ALU and CU components being the least reliable ones. However, as
the benchmarks shift from floating-point ones towards memory-based
operations, it is clear to see that the Arithmetic and Logic unit failure
rates drop below 4 % while the BUS one rises to a peak of 18 %. This has
to be attributed to the fact that the floating-point components, repre-
senting the majority of the ALU size, are not stimulated when running
programs like Dhrystone or Matmul, while a significant amount of data
needs to be loaded to and from the memory.

Stemming from the analysis highlighted above, efficient and
modular-based TMR applications can lead to an improvement in the
total occupied area while reliability performance degradation is kept at
a minimum.

This analysis took into consideration not only the error rates of each
module but also their occupied area; this led to the decision of repli-
cating, in one version of the design, only the ALU and the CU. Addi-
tionally, given the reliability analysis results for the memory-intensive
benchmarks, we decided to try triplicating the CU and the BUS unit.
Finally, the RF and the BUS were mitigated in a third version of the
design.

The results coming from the fault injection campaigns conducted on
the plain, full TMR and partial TMR designs have been reported in
Fig. 5a. Depending on how the TMR has been implemented, a balance
between reliability and resources utilization has been found.

For the ALU-CU TMR version, significative results have been ach-
ieved, especially when running the floating-point based benchmarks.
Although the minimal reliability loss, the resource utilization is not

Table 1

Neorv32 resource utilization.
Neorv32 implementation LUT [%] FF [%] BRAM [%] DSP [%]
Plain 6.02 1.87 9.64 0.91
Full TMR 18.18 5.62 28.93 2.73
ALU-CU TMR 14.23 4.69 9.64 2.73
CU-BUS TMR 11.22 3.36 9.64 0.91
RF-BUS TMR 6.02 2.02 11.79 0.91
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Table 2
Essential bits distribution of plain RISCV internal modules.
Module Essential % of Total Essential % of CRAM
Bits Bits Bits
Arithmetic Logic Unit 183,539 20.39 0.57
(ALU)
Control Unit (CU) 238,327 26.48 0.74
Register File (RF) 27,021 3.00 0.08
Internal Bus (BUS) 17,730 1.97 0.05
Internal Memories 43,122 4.79 0.13
(MEMs)
Serial I/0 Module 13,797 1.53 0.04
(UART)
Table 3
Essential bits distribution of different RISC-V design.
Neorv32 design Essential bits % of total essential bits % of CRAM bits
Plain 588,463 60.98 1.82
Full TMR 1,816,228 82.83 5.62
ALU-CU TMR 1,673,022 81.63 5.18
CU-BUS TMR 1,247,267 76.81 3.86
RF-BUS TMR 705,182 65.19 2.18

particularly reduced. On the other hand, interesting consideration have
been obtained when running memory-intensive benchmarks on the BUS-
CU TMR version of the design. In this case, while the area occupation is
significantly reduced, as highlighted in Table 1, the reliability degra-
dation of the design is minimal, being still less than half of the plain
version and experiencing a 1 % increase compared to the full TMR
design. As expected, the BUS-RF TMR version does not achieve stunning
result, despite the significant area reduction.
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4.3.2. Multiple bit upsets analysis

Similarly to the SEU case, an additional analysis has been conducted
to validate the proposed approach for Multiple Bit Upsets (MBUs). Since
more configuration memory cells are affected simultaneously in the
MBU case, their effect is generally more dangerous, making the design’s
reliability more easily compromised. Fig. 4b presents the results related
to the resilience of the NEORV32 internal modules against Multiple Bit
Upset. As expected, the error rates are generally higher if compared to
the SEU case, with the ALU reaching a failure rate peak of 26.55 %.
However, this value drops to 7.45 % when memory-intensive bench-
marks are considered, for the reasons discussed in the previous section.

As for the SEU case, the TMR technique has been adopted in the same
way, leading to the analysis of five different designs. Fig. 5b highlights
the error rates in the different cases.

Although the ALU-CU TMR version achieves impressive results,
being similar or even better than the full TMR version, significant
consideration can be made about the CU-BUS TMR version of the
Neorv32. In fact, a significant number of resources has been saved while
maintaining the design’s reliability, especially when running the Dhry-
stone and Matmul benchmarks. As anticipated, the triplication of the RF
and BUS units alone does not provide any significant benefits, proving
once more the effectiveness of the proposed approach.

5. Conclusions and future works

This work described how the division of the internal structure of
RISC-V architectures can be used to obtain good reliability levels while
granting better performances from an area and power point of view.
Depending also on the adopted benchmarks, the hardening of specific
modules might be equal to or even more efficient than hardening the
whole design.

Possible future works include the adoption of other mitigation

m Whetstone mLinpack mDhrystone m Matmul

30%
25%
20%
15%
10%
- |11 ik T i
0%
ALU CuU RF BUS UART MEM
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g. 4. (a) SEU Analysis Exhaustive Error Rates of Internal Modules on plain version (b) MBU Analysis Exhaustive Error Rates of Internal Modules.

m Whetstone mLinpack mDhrystone mMatmul
14.00%

12.00%
10.00%

8.00%

6.00%

o I I I I I I I
0.00% I I II

2.00%
Plain Full TMR ALU-CUTMR BUS-CUTMR BUS-RFTMR

(b)

Fig. 5. (a) SEU Error Rates (b) MBU Error Rates.
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techniques or implementing the Isolation Design Flow Technique next to
the TMR approach to possibly obtain even better results.
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