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Abstract—Due to the flourishing development of networks, and
abetted by the Covid-19 pandemic, we have witnessed an exponen-
tial surge in the global proliferation of Real-Time Communications
(RTC) applications in recent years. In light of this, the neces-
sity for robust, scalable, and intelligent network infrastructures
and technologies has become increasingly apparent. Among the
principal challenges encountered in RTC lies the issue of packet
loss. Indeed, the occurrence of losses leads to communication
degradation and reallocation that adversely affect the Quality
of Experience (QoE). In this paper, we investigate the feasibility
of predicting packet loss phenomena through the utilization of
machine learning techniques, solely based on statistics derived
directly from packets. We provide different definitions of packet
loss, subsequently focusing on the most critical scenario, which
is defined as the first loss of a series. By delineating the concept
of loss, we propose different problem formulations to determine
whether there exists a mathematically advantageous scenario
over others. To substantiate our analysis, we demonstrate that
these phenomena can be correctly identified with a recall up
to 66%, leveraging three ample datasets of RTC traffic, which
were collected under distinct conditions at different times, further
solidifying the validity of our findings.

Index Terms—Real-time communications, RTP, packet loss,
machine learning, prediction, classification.

I. INTRODUCTION

Real-time communication (RTC) stands as an indispensable
facet of contemporary society, enabling people to communicate
instantly with a variety of networks and devices. In recent years,
RTC applications, such as video-conferencing and streaming,
have witnessed a remarkable surge in popularity, assuming a
foundational role in both professional and recreational domains.
The profound impact of RTC applications was unequivocally
highlighted during the global COVID-19 pandemic in 2020,
wherein lockdown measures compelled millions of individuals
to rely heavily on these platforms. Consequently, the world
experienced a momentous upswing in RTC traffic, exceeding a
staggering 200% [1]. While the pandemic may have subsided,
the ascendancy of RTC applications has endured, with remote
work becoming the norm [2]. Nowadays, RTC services are
rapidly evolving, with a myriad of competing applications on
the market [3], which is spurred by the relentless expansion
of network infrastructures worldwide and the proliferation
of higher bandwidth availability, not to mention the advent
of cutting-edge 5G technologies. While various applications
employ different technical solutions, most still rely on the Real-
Time Transport Protocol (RTP) [4] over the User Datagram
Protocol (UDP). For web browsers, the widely adopted standard
is the open-source WebRTC'! framework atop RTP.

In light of these considerations, the assurance of reliability
in RTC applications has assumed paramount importance, with

Uhttps://webrtc.org/

a heightened focus on optimizing the Quality of Experience
(QoE) for users. Possible improvements can originate from
either the application layer or the network layer. At the ap-
plication level, QoE can be influenced by factors such as
hardware performance and software optimization. Conversely,
at the network level, it hinges upon diverse elements, en-
compassing the quality of connections among participants,
network topology, and network management. Of noteworthy
concern, packet loss emerges as one of the primary detriments
to achieving a satisfactory QoE [5], [6]. Such losses engender
undesirable repercussions, including delays, jitter, audio or
video distortions, and in severe cases, complete service disrup-
tion. The effects of packet loss can be particularly deleterious
in RTC applications, where users expect near-instantaneous
responses and uninterrupted service. Numerous techniques have
been proposed in response to this challenge, such as error
correction and congestion control [7], [8]. Nonetheless, these
approaches possess inherent limitations, leaving packet loss
as a formidable hurdle. Thus, the demand for innovative and
effective methodologies to predict packet loss in RTC appli-
cations remains pressing. By accurately forecasting network
conditions, including the occurrence of packet loss, on network
devices, substantial enhancements in network management and
system configuration can be realized, ultimately elevating the
QoE for end-users.

In this paper, we delve deep into the packet loss phenomenon
through comprehensive analyses across three datasets® of het-
erogeneous RTC traffic collected during various periods over
three years. Intriguingly, our investigations unveil a compelling
pattern wherein packet losses exhibit a propensity for consecu-
tive occurrences, coalescing into aggregations of losses, which
propels us to identify and tackle the underlying origins of loss
eruptions so that the subsequent losses can be addressed effec-
tively. To this end, we propose a novel system that leverages
machine learning (ML) approaches and consists of two distinct
optimized solutions, formulating the problem either as a time-
series prediction task to forecast the onset of clustered losses or
a classical classification task to discriminate between different
types of losses. Our solutions capitalize on ML algorithms
tailored to exploit carefully selected features from historical
or contemporaneous statistical values of RTC traffic, such as
inter-arrival times and packet sizes. Moreover, we explore both
supervised and unsupervised learning techniques, and base
our work on abundant traffic collected from multiple sources,
including border routers and edge nodes.

To select the optimal ML algorithm and suitable configu-
rations in our case, we evaluate a broad spectrum of models,
ranging from conventional techniques to deep neural networks

2Namely “Supervised”, “Campus2020” and “Campus2023”, and they will
be fully described in Section IV.
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Fig. 1: How Retina works and the concept of time bins.

and anomaly detection algorithms. We employ the recall mea-
sure as a key performance metric and implement multiple
simple yet effective techniques to address the class imbalance
problem. Notably, our system is meticulously developed, taking
into consideration the constraints prevalent in real networks.
For instance, we discretely partition the dataset for training
and testing, separating different RTP streams to avoid data
infiltration, and for the prediction, we target further into the
future, ensuring that the system has sufficient time to enact
network policies and execute system management based on
predictions.

Our proposed solution is envisioned to function as a software
module in network devices, such as media servers, to establish
a comprehensive, ML-based, RTC-aware, and proactive traffic
management and monitoring system. The system provides
application-level observability at the network control plane,
empowering efficient and informed decision-making, and incor-
porates a feedback mechanism to notify deteriorating network
conditions promptly. It consists of several offline-trained clas-
sifiers that predict in real-time various network conditions [9],
[10], one of which is the possible packet loss in the near future.
Subsequently, a controller (e.g., an SDN orchestrator) can
apply specific network management techniques to alleviate the
worsening conditions, such as rerouting flows along alternative
paths or allocating additional bandwidth to them. Furthermore,
as part of our commitment to advancing research and fostering
reproducibility, we have made the processed and anonymized
datasets referenced in this paper publicly available®. In sum-
mary, our contribution is delineated by the following four key
points:

o A comprehensive data compilation with three independent
datasets with ample traffic sourced from various vantage
points at different times.

« A thorough investigation into the packet loss phenomenon,
that unveils its tendency of sustained occurrences, and
accentuates the onset of the repercussion.

o An array of analyses and developments for multiple ML
models, aimed to predict or identify the initiations of loss
eruptions.

o Two proposed ML models that address the complexities
stemming from diverse traffic characteristics and data im-
balance to yield commendable and generalized outcomes.

The remainder of this paper is organized as follows. We
commence by delineating the problem we endeavor to resolve,
articulating the formulation of the problem in Section II. In
Section III, we characterize the loss events to elucidate the
underlying rationale behind our objective, followed by an
exploration of the motivation for our work. In Section IV,
we complement the background by introducing the dataset

3https://mplanestore.polito.it:5001/sharing/4YNjiRhx W

employed in constructing our system. Subsequently, Section V
describes our methodology for feature engineering and clas-
sification, Section VI presents and discusses our experimental
results, Section VII examines the literature, highlighting exist-
ing proposed solutions, and finally, Section VIII concludes the
paper and proposes future works.

II. PROBLEM STATEMENT

In this section, we delve straight into the problem at hand,
commencing with the essential background information that
paves the way for a precise problem formulation. Moreover, we
proffer a series of formidable challenges and the judiciously
selected evaluation metric. Note that certain pertinent details
are deliberately deferred to subsequent sections to focus on the
current problem.

A. Background

We have collected a substantial volume of RTC traffic and
utilized a highly configurable tool called Retina [11] to parse
the packet captures, thereby generating three distinct datasets
(which will be expounded in Section IV). The tool adopts
a common RTP flow definition, i.e., a tuple composed of
(ipsra ipdsta pOTtsrm pOTtdsn S§8TC, typepayload)’ and on
a per-flow basis, it proficiently aggregates time-series packets
into consecutive time bins, arranged in chronological order.
Over each bin, a set of 73 statistics is computed, effectively
encapsulating the patterns exhibited by the aggregated packets.
In our study, we have opted for a time bin duration of 500 ms.
The rationale behind selecting this specific duration stems from
the delicate balance it strikes: it is neither excessively brief, en-
suring the inclusion of an adequate number of packets to yield
representative statistics, nor excessively protracted, including
too many packets and thereby diluting the influence of losses.
Besides the statistics, each time bin is further characterized by
the presence or absence of packet loss: a lossless time bin
denotes a bin devoid of any losses, while a lossy time bin
signifies a bin in which at least one loss has occurred. A visual
elucidation is presented in Figure 1. On top of that, we further
define two types of lossy time bins:

« Sparse loss denotes a lossy time bin, while there are no
losses in the 5 s intervals preceding and succeeding the
lossy time bin. In other words, the 10 time bins in the past
and future of a sparse loss are lossless time bins.

o Concentrated loss represents a part of a loss burst that
occurs over a certain duration, and it is defined as a
lossy time bin with at least one additional loss in its
neighborhood of 5 s. That is to say, there is at least
one lossy time bin in the 5 s in the past and future
of a concentrated loss, and the additional lossy bin is,
therefore, also a concentrated loss. Furthermore, multiple
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consecutive concentrated losses form a group, in which the
first lossy time bin denotes the starting-point loss, while
the others represent group members.

A more straightforward visual representation is provided in
Figure 2. It is important to note that there is no loss neither
in the 5 s before the starting point nor in the 5 s after the last
group member.

By analyzing and exploiting statistical features of past pack-
ets (past time bins), the goal of our work is twofold: i)
predicting the occurrence of a starting-point loss in the near
future, or ii) distinguishing between sparse and starting-point
lossy time bins once we observe a loss. Specifically, the traffic
of each RTP flow is divided into successive 500 ms time bins,
and at a certain time instant, we aim at leveraging statistical
information of time bins in possession (in the past) to perform
two tasks as follows:

o Problem 1, prediction of starting points of concen-
trated groups — We want to utilize the previous 10 time
bins (5 seconds of traffic) to predict if there will be a
loss or losses in the subsequent time bin. In this case,
the current goal may be possible but impractical and
meaningless because if we were to approach the problem
of predicting losses in the immediate next time bin starting
from the present moment, even if the occurrence of loss
was correctly predicted, we would not have enough time
to manage and instrument the network to react to this
event. Therefore, we maintain the target time bin but in-
tentionally skip the exact previous one, and consequently,
a 500 ms gap is reserved for introducing a certain degree
of freedom to execute operations;

o Problem 2, classification of different losses — We want
to utilize the observed lossy time bin as well as its past
5 time bins (6 time bins in total, 3 seconds of traffic) to
determine whether the observed lossy bin is a sparse or
starting-point lossy time bin.

As a result, we end up with two binary classification prob-
lems. Additionally, despite collecting a massive amount of data,
only certain portions are useful. For problem 1, we exclude
sparse losses*, concentrated group members, and lossless time
bins after them, not only because of their irrelevance but also
for the potentially misleading information introduced during
model training. For problem 2, all lossless bins and concen-
trated group members are unneeded.

B. Problem formulation

Formally, assuming at a time instant ¢, both problems can
be represented as a function of traffic features as follows:

1) Prediction of starting points:

4We remove sparse losses during model training to avoid inadvertently
learning pertaining patterns. However, the model may still predict a sparse loss
and identify it as a starting point, which, nevertheless, presents no significant
concern in practice, because (1) if a sparse loss is predicted as a starting point,
it is not inherently erroneous, as a sparse loss indeed represents a lossy bin,
and (2) if a sparse loss is not identified, its impact is likely negligible since
there are no subsequent losses to compound the ramification. It is exactly due
to the same reason that we also omit sparse losses during the testing phase
without explicitly factoring them into the ultimate performance assessment.

Y = fi@i—2at, -0 Tr—wart, o)
with w € [2, W],
T = (z1,.,ZN), (1)
0,No loss

b 1,Loss (starting point)

2) Classification of different losses:
Ti—at = fo(Te—aty oo Te—wis --)
with w € [1, Wa],
T = (xla"axN)

(@)

0, Sparse loss
1, Starting point
S.t. KfAt = ].7

where ¢ is the current moment and At is the time bin size
(500 ms). Note that a time instant (e.g., t and ¢t — At) represents
the initial timestamp of a time bin. In problem 1, Y; is a binary
variable (class label) that represents the presence of packet loss
in the subsequent time bin starting from the current moment ¢,
and it takes the value 1 if a loss/losses exist and 0 otherwise.
In problem 2, T;_ A, is also a binary variable (class label) but
represents the lossy bin type of the observed (current) lossy
time bin starting from ¢ — At and ending at the current moment
t, and it takes O for sparse lossy bins and 1 for starting points. In
both cases, T represents the input traffic statistics (e.g., packet
sizes or inter-arrival times) of the ML model, and particularly,
Ti_wAy¢ 18 the features vector in the past time bin at t — wA(t.
In general, N is the number of different types of statistics
(features) considered and W is the window size - how many
time bins we consider from the past. In our case, we have
N = 73 statistics in total, and consider WW; = 10 time bins (5 s
in the past) for problem 1 and W; = 6 time bins (3 s including
the present and the past) for problem 2. We aim at developing
ML models to learn two individual functions f;(-) and fa(-),
which map our input vectors 7 to the binary classification target
variables Y or 7.

Additionally, we adhere to a time interval of 5 s when
defining the two loss types as well as formulating the problem.
This choice of duration strikes an judicious trade-off between
a prolonged interval that encompasses extraneous information
beyond the target time bin and a shorter interval that might
overlook potentially crucial information in close proximity to
the aforementioned bin. In essence, a 5 s duration is an empiri-
cally ideal temporal extent in the context of RTC, encapsulating
the advantages of both breadth and precision. Meanwhile, we
opt to reduce the designated duration for problem 2 to a span
of 3 s, which is primarily based on the possession of statistical
features within the target time bin, rendering the inclusion of
temporally distant bins unnecessary. Nonetheless, the selection
of a specific duration for time bins is not deemed a critical
aspect in our study, which is mainly due to our adoption of a
technical approach that effectively selects informative features,
thereby mitigating the inherent time constraints. To proffer
supplementary material, we elaborate on the rationale behind
our duration choices in the appendix (Section VIII-A).

C. Challenges

Indeed, we anticipate multiple challenges in our problem:
i) For problem 1, we are obliged to predict the lossy bins
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Fig. 2: The concept of sparse loss and concentrated loss.

further into the future, bypassing a time bin of 500 ms, which
might contain significantly informative patterns, since it is the
hithermost one to the target; ii) Our datasets are extremely
imbalanced (as evidenced by Table I that will be explained
in Section III), with lossy time bins representing only a small
percentage (ranging from 0.15% to 0.80%), let alone the even
less amount of our predicting target - starting points. In ML
domain, models trained on such data typically exhibit a bias
towards the majority class [12], [13]; iii) For problem 2, we
have a limited number of available samples (also indicated
by Table I), which are scarce for a data-driven problem [14].
Moreover, both sparse losses and starting points share the same
behaviour of being lossless in the past 5 s, obfuscating the
patterns and exacerbating the complexity of classification; iv)
RTC is inherently dynamic and constantly evolving, influenced
by extensive factors that generate diverse patterns that might not
be captured at the same time and thus hamper the prediction.
Meanwhile, instead of completely shuffling the dataset, we in-
tentionally split the RTP flows for model training and testing to
resemble the reality, where the incoming traffic has never been
observed by the model. Not to mention that the training and
testing are performed separately on different datasets spanning
three years.

D. Evaluation metrics

In assessing the performance of our models, we face the chal-
lenges posed by the highly imbalanced nature of problem 1. In
such a case, many evaluation metrics tend to favor the majority
class, resulting in a distorted estimation of the model’s true per-
formance. To address this issue, we opt to use the recall metric
as expressed by the formula: True Posz;;)gs fol?'glisv; Negative’
which is particularly suitable for imbalanced classification
problems. Recall, serving as the measure of accuracy for a
particular class, allows for the evaluation of each individual
class’s performance independently, without any interference
from other classes. It reflects the sensitivity of the model, i.e.,
its ability to correctly identify a sample as positive when it
belongs to that class. Due to the same reason, despite the
comparable quantities of both classes in problem 2, we still
refer to recall as the evaluation metric.

Furthermore, most imbalanced problems devote to improving
the performance of the minority class, leading to a balanced
outcome with comparable recalls for both classes, in which
the performance is optimized for the minority but may be
degraded for the majority class [15]. However, our problem has
a distinctive requirement that we want to avoid an excessive
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influx of false positive samples that could trigger unnecessary
false alarms, squandering network resources. It is essential,
therefore, to guarantee a commendable accuracy for class O,
while simultaneously maximizing the performance for class 1,
which can only be explicitly assessed by the class recall. To
summarize, the recall metric offers a more precise assessment
of the model’s performance in comparison to other metrics,
particularly within the confines of our specific classification
quandary.

III. Loss CHARACTERIZATION

In this section, we investigate the details of packet loss
phenomenon, providing crucial information to rationalize our
objective. Subsequently, we further justify our primary impetus.

A. Analysis and discussion

The quantities pertaining to different time bins are sum-
marized in Table I, which demonstrates that the number of
lossy time bins is rather scarce, indicating a class imbalance
issue in all cases. More importantly, most lossy time bins
are concentrated losses, exhibiting an inclination to aggregate
regardless of datasets. This indicates a prevalent phenomenon
of packet loss burst, suggesting a high likelihood of capturing
and identifying more losses after encountering a loss. Another
important observation is portrayed in Figure 3, which depicts
the Cumulative Distribution Function (CDF) for the duration of
individual concentrated-loss groups in each dataset. In general,
all datasets have similar patterns: i) around 10% groups fall
into a duration of 1 s with two adjacent lossy time bins,
and ii) the majority, more than 80% of groups, last for less
than 10 s. In other words, if a horizon of 10 s after any
starting point is set, we are capable of allocating more than
80% concentrated groups for all concentrated losses. This,
coupled with the fact that most lossy time bins are concentrated
losses, implies that the starting-point bins are more valuable
and crucial, because upon a successful recognition of such
losses, most subsequent losses (concentrated group members)
can be easily identified and thus addressed. The starting point
indicates the onset of a potentially and relatively severe network
issue, and the accurate prediction of it could enable timely and
effective network management and optimization. In contrast,
sparse losses are theoretically difficult to predict given their
randomness, let alone the rare existence. They are also less
detrimental with respect to concentrated losses, which might
cause a continuous and lingering effect that keeps impeding
the traffic and consequently impairing QoE. Therefore, instead
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TABLE I: Summary of the quantity of time bins.

Dataset
Total time bins
Lossy time bins

Sparse loss
Concentrated loss
Starting point

Supervised
1537790
12330 (0.80%)
4044 (32.80%) 1904 (27.17%) 2000 (34.81%)
8286 (67.20%) 5105 (72.83%) 3745 (65.19%)
1741 815 814

Campus2020
3100253
7009 (0.23%)

Campus2023
3897258
5745 (0.15%)
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Fig. 3: CDF of the duration of concentrated losses.

of targeting any types of losses, which is ambiguous and un-
necessary, we focus on the identification of starting-point lossy
time bins. This choice is further motivated by a naive statistical
observation based on the percentage of concentrated losses in
Table I, i.e., the probability of observing another loss after a
loss has occurred is approximately 65-73%. In this context, it is
unnecessary to apply a complex classifier following a starting-
point loss to predict whether we will encounter another loss in
the future.

Furthermore, Figure 3 also provides an intuition about
how the monitoring system could behave. For instance, upon
successfully identifying a starting point, an alarm could be
triggered for a duration of up to 10 s, since over 80% of
concentrated groups are less than 10 s. In other words, the
network problems that cause packet losses will most likely
persist for a duration shorter than 10 s, and by adopting
such a strategy, more than 80% of issues could potentially be
addressed. However, this is a rather conservative approach since
the potential future losses would probably not have occurred
once the system management starts to intervene, which means
that it is also feasible to program a radical reaction. Neverthe-
less, all of the aforementioned aspects highlight the practical
importance of starting-point lossy time bins and emphasize the
need of an effective solution for them. On the other hand,
both sparse loss and starting point have the same concept of
no loss in the past 5 s, meaning that it is hard to tell one
apart from another to detect possible following losses when
the system observes a lossy time bin for the first time. In
fact, the quantity of both losses are comparable in all datasets
according to Table I, resulting in a probability of around 30% to
confront concentrated group members after a lossy bin without
any losses in the past 5 s.

Therefore, we postulate an operating scenario in which the
system starts to work from the beginning of an RTC stream and
does not cease until observing a lossy time bin, or until being
informed by a predicted starting-point lossy time bin. In both
cases, no matter we detect a loss on the fly or we predict a loss
in advance, an action persisting for a predetermined duration,
e.g., 10 s, could be taken to optimize the traffic and mitigate
further losses. Moreover, in the former case, we need to identify
whether the observed lossy bin is a starting point to avoid

unnecessary actions for sparse losses with no group members
following it, and it is acceptable to make occasional mistakes,
since we are dealing with only thousands out of millions
samples. However, we are restricted by the fact that the system
is not timely for the observed loss and may not be prompt
for concentrated group members adjacent to the observed ones
due to the time needed for further operations. Fortunately, such
situations only account for around 10% of all concentrated
groups according to Figure 3, verifying the effectiveness of the
approach in most cases. In the latter case, we have relatively
sufficient time to react, even for the predicted ones, but the
prediction operates on any time bins and thus may introduce
many errors and unnecessary reactions for lossless time bins.
We propose both approaches in order to accommodate different
network conditions and possible requirements, providing a
trade-off between timeliness and preciseness.

To facilitate a successful prediction, we aim at identifying
variations to distinguish lossy time bins from lossless ones by
inspecting the patterns of statistics prior to target time bins.
Figure 4 presents two examples of such statistics: the standard
deviation and the minimum of inter-arrival time of all packets
in a time bin. For each of them, the averaged value in each
time bin in the 5 s before all starting points or the same
amount of randomly selected lossless time bins is computed
respectively. Despite several fluctuations, the former statistic
produces an increasing trend and the latter one experiences
a slight decline, regardless of the dataset. More importantly,
the behaviors of statistics preceding lossless time bins are
substantially stable, as indicated by the relatively flat lines and
narrow confidence intervals. This suggests that there are indeed
discernible variations in statistics before the actual occurrence
of packet loss. While the averaging process may introduce
certain degree of error and information loss, it nonetheless
provides insight into the impact of packet loss and verifies the
feasibility of distinguishing lossy and lossless time bins based
on historical statistics.

Furthermore, differentiating between a starting point and
a sparse loss also aligns with the objective of tackling con-
centrated group members, once the target time bin has been
observed. However, this task poses even more challenges due
to the minimal distinction between the two categories. The
only differing factor is the presence of additional losses fol-
lowing the starting point, which may not significantly impact
the statistics preceding the target time bin, particularly if the
subsequent losses occur near the end of the 5 s time window.
In such cases, we can only rely on ML models to detect subtle
patterns embedded in the data.

B. Underlying Motives

The primary objective of this project is to develop a classifier
capable of accurately predicting losses in RTP traffic flows.
Several compelling reasons impel us to undertake this task,
which will be thoroughly discussed below.

First and foremost, it is imperative to comprehend the limi-
tations associated with exclusive reliance on the information
contained in the RTP header. Despite being transmitted in
plain text, it is often challenging to directly depend on this
information. Delving deeper into the matter unveils that while
web browser-based multimedia software implementations, em-
ploying WebRTC, furnish accurate data, other non-web ap-
plications hinge upon proprietary implementations, resulting
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of starting-point lossy or lossless time bins.

in frequently inaccurate information. Thus, drawing reliable
conclusions directly from the header becomes an arduous
task. By focusing exclusively on network packet statistics for
classification, we can effectively minimize the need for deep
packet inspection. This approach allows us to concentrate on
fields that are typically more difficult to manipulate, such as
inter-arrival time and packet size.

The advantages of relying solely on packet statistics are
manifold. Firstly, the acquisition of these statistics is seam-
less and convenience. As the packets reach the location of
the classifier, relevant statistics can be swiftly calculated and
stored. Moreover, this reliance on statistics for classification
affords a degree of detachment from the complexities of under-
lying network elements, including devices with their queues,
bandwidths, and available resources. While these elements
are undoubtedly significant, attempting to collect and analyze
all pertinent information at each network hop for predictive
purposes would introduce considerable intricacy and overhead.

From an implementation perspective, integration of this
classifier into existing network live monitoring software is
achievable, thus providing valuable insights into the network’s
status. The optimal deployment entails situating this tool in
close proximity to the border routers of expansive data centers
or campuses. Notably, the training and testing data collected
to develop the classifier align with this deployment scenario,
as they have been gathered near the edge nodes, akin to
these deployment points. Relocating the tool to a different
location introduces the possibility of encountering more inac-
curate predictions due to the phenomenon of data drift [16].
However, should the need arise, this effect can be mitigated
by performing fine-tuning procedures, incorporating new data
collected specifically from the desired deployment location.

On top of that, although it is relatively infeasible to evaluate
the actual enhancement enabled by the predictions at this
point, we still envisage the prospect of network performance
improvement upon the loss identification, especially in light
of the heightened likelihood of encountering extra incoming
losses. For instance, Google Congestion Control (GCC) [7]
could harness the prediction as an indicator to preemptively
facilitate the bitrate management as well as mitigate network

congestion, and the emergent Software Defined Networking
(SDN) paradigm could intervene beforehand to effectively
perform bandwidth allocation and traffic rerouting [17], [18],
[19], [20]. Furthermore, despite of the added consumption
induced by the model execution, we do not anticipate excessive
overhead perplexing the network control strategy, given that
packet loss per se stands as a fundamental performance metric,
which is inherently factored into the majority of contemporary
optimization technologies, and thus the prediction outcomes
can be seamlessly integrated into the management system.

IV. DATASET

In this section, an exhaustive introduction of the datasets em-
ployed in our study is provided to supplement the information
gaps in preceding sections.

A. Dataset description

The raw dataset takes the form of pcap files that contain
all the packets captured during RTC sessions using the RTP
protocol for information exchange. The overarching objective
is to develop a supervised dataset where each entry is labeled
to indicate the presence of packet loss. Although RTP traffic
is transmitted over an unreliable protocol such as UDP, it is
still possible to trace packet losses through information added
to RTP packet headers in most cases. This is feasible because
the sequence number is transmitted in plain text, enabling
identification of missing packets and reconstruction of the
original stream.

The study employs three datasets: “Supervised”, “Cam-
pus2020”, and “Campus2023”. The “Supervised” dataset was
collected using two videoconferencing applications, namely
Webex?> and Jitsi Meet®, under different network scenarios (Wi-
Fi, Mobile, Ethernet), and over different months between 2020
and 2021. It was intentionally collected during multiple real
video conferences in a supervised manner, where rich logs are
available for the purpose in [9]. The “Campus2020” dataset
was gathered during a similar period, but from a different

Shttps://www.webex.com/
Shttps://meet.jit.si/
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TABLE II: Dataset overview.

Dataset Name  File Size [GB] Collection Period Vantage Point

Supervised 66.54 2020-2021 Edge-node
Campus2020 68.33 2020-2021 Campus router
Campus2023 87.34 2023 Campus router

vantage point. Specifically, while the “Supervised” dataset
was collected at the edge-node using tools like Wireshark,
the “Campus2020” data was captured through TCP STatistic
and Analysis Tool (Tstat)’ [21] before the border router of a
university campus after anonymization of the traffic using the
Cryptography-based Prefix-preserving Anonymization (Crypto-
PAn) algorithm [22], in compliance with user privacy. Addi-
tionally, “Campus2023” was captured in March 2023 from the
same vantage point as “Campus2020”.

Table II summarizes the characteristics of the raw datasets
used in this study, including the size of the corresponding
pcap files, collection period, and vantage point of data capture.
The strategic placement of the vantage point at the exit node
of the university campus proved advantageous for capturing a
significant volume of traffic. This was primarily due to two key
factors. Firstly, the campus’s output link boasts a formidable
bandwidth of 10 Gb/s, enabling the acquisition of a substantial
amount of data in a relatively short period®. Secondly, unlike
the “Supervised” dataset, the data collection approach for the
campus scenario involved continuous collection using Tstat
software, without further human intervention. It is important
to emphasize that our analysis focuses exclusively on inbound
streams, as they provide unique insights into network perfor-
mance and behavior. These flows have traversed the entire net-
work path, allowing us to examine factors such as congestion,
packet loss, and latency experienced during transmission.

B. Dataset characterization

To provide a detailed characterization of the raw datasets,
we present six Estimated Cumulative Distribution Function
(ECDF) plots in Figure 5, each corresponding to a networking
property of all datasets used in our study. These plots highlight
the peculiarities and differences of the datasets.

In Figure 5a, 5b, and 5c, we present the most common net-
working statistics, including the number of packets, bitrate, and
inter-arrival time, aggregated within one-second time frames.
These statistics provide valuable insights into the network’s
performance. Notably, in the initial portion of the charts, all of
these metrics exhibit a similar increasing trend, which will be
further analyzed shortly. Moving on, Figure 5d demonstrates
the inter-arrival time of the RTP header, a 16-bit record that
plays a crucial role in synchronizing the source and destination
within the application. Additionally, Figure 5e displays the av-
erage size of the UDP payload within one-second time frames.
This information helps us understand the characteristics of data
transmission size within the RTP flow. Lastly, in Figure 5f, we
present the ECDF that allows us to examine the distribution
of the duration for a given RTP flow. Notably, throughout the
entire dataset, there is a significant probability of observing
long-lasting flows, emphasizing the importance of developing

"http://tstat.polito.it/

8Throughout the day, the campus experiences a mean traffic flow of around
3.5 Gbfs.

a tool to monitor and maintain stable communication over
extended periods.

Despite the variations in collection times, conditions, and
applications, the datasets exhibit a notable degree of statistical
similarity. Upon closer examination, we observe a prominent
increase in the ECDF around 50 packets/s (as shown in Fig-
ure 5a) or an inter-arrival time of 20 ms (as shown in Figure Sc).
This trend can be attributed to the presence of audio flows,
which are packetized following the RTP RFC 3550 [23]. Given
that the most common audio packetization implementation
is 20 ms, and the widely used Opus codec operates at a
frequency of 48 kHz [24], [25], the RTP timestamp between
two consecutive audio packets is 960 (i.e., 48kHz x 20ms),
as demonstrated by the ECDF in Figure 5d. Other commonly
used packetization values are 10 ms, 40 ms, and 80 ms, from
which the RTP inter-timestamp values can be derived.

Based on these observations, we can reasonably infer that a
substantial portion of all three datasets is composed of audio
flows. This is not surprising given that audio is a fundamental
component of RTC applications. In fact, in many real-world
scenarios, users may opt to disable the video component of a
call, particularly if they are experiencing network congestion
or have limited bandwidth. Consequently, audio traffic tends
to constitute a significant proportion of the total traffic in such
situations. Nevertheless, it is important to note that despite the
dominance of audio flows, the datasets still possess a diverse
range of flows, including a substantial representation of video
traffic, given the vast amount of the overall traffic collected,
totaling 222.18 GB. This comprehensive coverage ensures
the datasets’ relevance and representativeness in capturing the
various aspects of RTC traffic.

C. Dataset construction

Herein, we present the procedure that converts the raw data
from pcap files into a format suitable for ML algorithms. The
initial stage entails employing Retina to process pcap files
containing RTP traffic, as mentioned in Section II. However,
the output generated by Retina serves as an intermediate step in
our case. In order to construct the dataset for the ML pipeline
(as elaborated in Section V-A), an additional stage is required,
which involves reshaping and concatenating the intermediate
dataset to incorporate the previous 5 seconds of history for each
current time bin. By doing so, each data sample becomes 11
time bins long, encompassing the current bin and the 10 time
bins from the past. Consequently, each data sample comprises
803 features (73 statistics x 11 time bins), and includes the
corresponding class label indicating the presence or absence
of losses in the current time bin. This manipulation process
ensures that the dataset is appropriately structured as a time
series, facilitating the subsequent procedures of our study.

Moreover, another crucial aspect is related to the definition
of lossy time bins. Retina determines a lossy time bin by
calculating the number of losses exiting within the bin based on
the difference between RTP sequence numbers. However, many
modern RTC applications introduce customized mechanisms
for their own interests and deviate from the protocol that
generates an increment of 1 for each packet produced. We
manually inspect multiple pcap files and allocate packet flows
with peculiar patterns as follows:
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Fig. 5: Characterization of raw datasets: “Supervised” vs. “Campus2020” vs. “Campus2023”.

« In some cases, a jump larger than 1 for sequence number
is generated either after the packet labelled by RTP marker
or after the last packet of an entire frame;

« Some traffic has dynamic RTP payload type and produces
consecutive sequence numbers even the payload type is
different. According to our flow definition, where the
payload type is unique per flow, fake packet losses will
be generated based on the difference between sequence
numbers.

In other words, the ground truth of the presence of packet loss
in a time bin becomes ambiguous in such cases. To address
this, we set up thresholds and apply a filter to keep lossy
time bins in the output of Retina satisfying two rules: i) The
number of received packets in a time bin must be greater than
the number of calculated losses; ii) The number of calculated
losses must not exceed 5 packets’. Consequently, we should
theoretically possess relatively more lossy time bins in the
dataset, indicating potentially severer issues of packet loss in
real networks. However, given the massive amount of traffic
collected originally, we can reasonably consider the remaining
lossy bins representative.

V. METHODOLOGY

In this section, we elucidate the details of the ML pipeline,
including the selection of features, ML model, and sampling
strategy. Specifically, we construct features via a deliberative
technical feature selection process, and propose multiple ML
models as well as sampling strategies with a primary emphasis
on addressing the imbalanced problem.

9Superficially, a threshold of 5 packets seems to be overly cautious, but
given the predominant audio traffic with fewer than 50 packets per second,
equivalent to a mere 25 packets in 500 ms in our case, 5 losses, amounting to a
loss rate exceeding 20%, already assumes a considerable magnitude. Although
this is a stringent constraint on video traffic, our deliberate inclination towards
conservatism arises from a paramount desire to avert data corruption, thereby
guaranteeing the impeccable integrity of the model development.

A. Overview of the ML development pipeline

First, we illustrate the whole workflow following dataset
construction, ML model development, model consolidation,
and model deployment. A detailed description is in Figure 6.
Initially, the raw data sourced from pcap files are parsed
by Retina, and then preprocessed to construct the structured
dataset. Afterwards, we perform a meticulous model develop-
ment process, undertaking a two-step feature selection process,
examining different ML models, and investigating sampling
strategies. At last, we proceed to finalize the model perfor-
mance, by evaluating class recalls across different datasets.

Crucially, the dynamic and ever-changing nature of net-
works and real-time communications has raised the need for
a versatile ML model that can adapt to various scenarios,
without being constrained to a specific application. In this
study, our objective is to explore the feasibility of training
a model on a critical endpoint, such as the incoming traffic
in a campus, observed three years ago, that can continue to
identify relevant patterns despite the passage of time. Instead
of developing separate models for each dataset, our approach
involves constructing models on the “Campus2020” dataset (or
its subset) and assessing its performance on the other two
datasets. By doing so, we aim to investigate the generaliz-
ability and transferability of the trained model and evaluate
its capability of providing accurate insights without the need
for retraining. In this context, “Campus2020” dataset serves as
a basis (training and validation sets) for the model develop-
ment where the common data splitting process in ML domain
is needed, and the entire “Supervised” and “Campus2023”
datasets (test set) are used to evaluate the ultimate performance.
To ensure the independence of training and validation datasets,
and to prevent data infiltration between RTP streams during the
model development process whenever data splitting is needed,
the “Campus2020” dataset is split in a way that the flows to
which the data in training set belong to, would not present in
the validation set. Specifically, we still refer to a random data
partitioning approach, but shuffle the flows instead of individual

Authorized licensed use limited to: NANJING UNIVERSITY OF SCIENCE AND TECHNOLOGY. Downloaded on March 04,2025 at 12:08:25 UTC from IEEE Xplore. Restrictions apply.
© 2024 |IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Transactions on

Network and Service Management. This is the author's version which has not been fully edited and

content may change prior to final publication. Citation information: DOI 10.1109/TNSM.2024.3442616

)
T

~

pcap files AN Feature =~ Model 1
Trai selection selection
’_%B o rain l_|l_l Model
—~ Campus D Dg}@ — lT| ‘B% finalisation

030 2020 AN @ b [[ CE!/) (model

2020 | J
D Dataset - Validation| [ tuning)

atase
,_%B construction L Sampling strategy
Retrain on the entire dataset 1 selection (problem 1)
Campus c
m
2023 « [ ] _9 ;0 2p3us
Model

% (% Evaluation Final

EY > % model ot

%2 % ine
2 J -4
%) Development
Labeled of Model
dataset
A\
- b |— %, — ¢©¢ -
Online — A I8
Classification Live Feature
traffic extraction Prediction Result

Fig. 6: Overview of the ML pipeline.

samples, and the dataset is split such that 70% of the data
are allocated to the training set, while the remaining 30% are
in the validation set. In cases when early stopping is needed,
one-seventh of the training set, equivalent to 10% of the entire
dataset, is reserved. With “Campus2020” dataset, as portrayed
in Figure 6, our initial step involves conducting a preliminary
data splitting to facilitate feature selection and machine learning
model examination. Specifically tailored for problem 1, we
then undertake a multiple-trial evaluation process to determine
the optimum sampling strategy. Following this, we refine the
best choice by tuning hyper-parameters of the selected model
(with the selected sampling strategy) based on the performance
metrics observed on the validation set. Upon achieving the
optimal configuration, we retrain and finalize the model on the
entire “Campus2020” dataset. Imperatively, both “Supervised”
and “Campus2023” datasets are excluded from the model
training and tuning phases, and are tested separately using the
finalized model. All of these allow for the evaluation of the
model’s ability to generalize to different datasets, while also
ensuring the independence and integrity of different datasets.
By utilizing the “Campus2020” dataset, we aim to determine
whether a ML model can be trained on historical data and still
be effective in identifying patterns in any RTC traffic.

It is noteworthy that the model development is performed
offline to fully exploit abundant data available, whereas the
system is devised to construct features and perform tasks in real
time. Additionally, all procedures can be optimally operated on
a per-flow basis, and activities of features as well as predictions
only require an individual stream, which enables our methodol-
ogy to be readily amenable to seamless parallelization. Hence,
it is viable to apply a multi-core parallel computing strategy,
and possible to scale up to handle even larger volumes of
traffic. Meanwhile, we postulate minimal bottlenecks for high-
speed deployment. To achieve this objective, our methodology
could rely on off-the-shelf hardware, specialized packet capture

libraries such as DPDK', in addition to network cards that
inherently support load balancing, such as Intel’s Receive-Side
Scaling (RSS). In the following, we focus on the two key
technical aspects of the model development process.

B. Feature engineering

As explicated in Section IV-C, the preprocessing generates a
dataset, in which each sample represents a time bin comprising
73 * 11 = 803 features, corresponding to the 73 statistical
values in the current time bin and each of the past 10 bins.
Nevertheless, to effectuate the final dataset construction, two
additional steps are necessary to be performed individually
for each problem: i) For problem 1, in accordance with Sec-
tion II, the current and the exact last time bins are removed,
which requires an ultimate reshape of the intermediate dataset,
transforming the number of features in each sample from
803 to 73 x 9 = 657. For problem 2, the targets are the
current time bins that we already observed, and the unneeded
time bins from the past 2.5 to 5 s (5 bins) are excluded,
resulting in 73 X 6 = 438 features left; ii) The second step
is feature engineering, which discards redundant information
and decreases the overall number of features. Consequently,
we initialize the model development process with a basic data
splitting, and a two-step feature selection process is applied as
follows:

1) Correlation analysis: A preliminary feature elimination
process is executed, removing those that are highly cor-
related. In particular, we evaluate the correlation between
each pair of features and remove one of them randomly, if
the Pearson correlation coefficient is greater than 0.9 (in
absolute value). Consequently, we keep 61 out of the 73
statistics, and we obtain 61 x 9 = 549 and 61 x 6 = 366
features for the next step.

Ohttps://www.dpdk.org/
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Fig. 7: The class recalls of the result for RFE process.

2) Feature refinement: we utilize Recursive Feature Elim-
ination (RFE) approach to systematically examine the
importance of features and iteratively remove insignif-
icant ones. In particular, we train on the training dataset
an eXtreme Gradient Boosting (XGB) classifier, which
inherently provides the feature importance scores, and
afterwards, the least important one is eliminated. The
whole procedure is recursively repeated to inspect the
impact of number of features. Consequently, we refine
the list of features derived in the previous stage and retain
those that are most informative for the problems.

Figure 7 reports the result of feature selection process in
terms of class recalls with respect to the number of features.
For problem 1, class O experiences slight improvements ini-
tially and quickly stabilizes afterwards, reaching a plateau,
while class 1 undergoes dramatic changes in the early stages,
followed by marginal improvements with minor fluctuations.
At first glance, the recall for class 1 appears to stabilize after
100 features, we still choose to include 119 features, which
enables the recall for class 1 to reach 0.5 for the first time.
For problem 2, both classes produce volatile variations even
with more features. In particular, the recall of class 0 reaches
its peak with 25 features and then decreases mildly. Therefore,
we select 84 features, which yields the best performance for
class 1. Although we do not observe a prominent inflection
point, known as a “knee”, beyond which adding more features
becomes unproductive, we adopt a conservative approach and
include a slightly higher number of features. Nevertheless, we
effectively remove a significant portion, more than 80%, of the
original features for both problems.

C. Model selection

The model selection is carried out for each problem sepa-
rately. For problem 1, two different methodologies are consid-
ered. The first approach treats the problem as an unbalanced
binary classification task, while the second approach views
packet loss events as anomalies in comparison to lossless time
bins, framing it as an anomaly detection problem (the data used
to address the problem remain the same). Therefore, 3 tree-
based classifiers: Decision Tree (DT), Random Forest (RF),
XGB Gradient Boosting Decision Tree (GBDT), and 2 Deep
Learning (DL) classifiers: Deep Neural Network (DNN) and
Long Short-term Memory Neural Network (LSTM NN), are
developed for classification in a supervised manner. And 2
algorithms: Isolation Forest (IF) and Autoencoder (AE), are
used for anomaly detection in an unsupervised way. In all
cases regarding the binary classification, the following two
manipulation techniques of the model are attempted to handle
and mitigate the problem caused by the highly imbalanced
dataset:

o Weighted sampling is introduced during the model training
in two ways: i) For RF, drawing bootstrap samples from
the minority class and then randomly drawing the same
number with replacement, from the majority class [26].
As a result, we construct the so-called Balanced Ran-
dom Forest (BRF); ii) For deep learning approaches, the
training batch is constructed by sampling elements with
given probabilities, which are computed based on the class
weight, and thus, the minority samples have a higher
probability to be selected.

o Assigning class weight can adjust ML models so that mis-
classifying a sample from the minority class is more heav-
ily penalized than misclassifying a majority-class sample.
During the training phase, the weight of the positive class
is set according to the multiplication between the majority
and minority class in the dataset.

Instead, considering that the anomaly detection algorithms are
unsupervised methods that are specifically designed to cope
with rare events, no additional solutions are required. It is
also important to note that, in the case of all DL methods,
instead of using the subset of features derived earlier, we feed
the network with all possible features, offering the model a
chance to decide which the best representative subset is by
exploiting the capability of NN to automatically extract useful
features [27]. Additionally, for problem 2, we only implement
the 3 tree-based models and the k-nearest neighbors (k-NN)
algorithm, since it is a relatively simple classification problem
with comparable class quantities, in contrast to the prediction
of starting points.

Moreover, we introduce an additional step to further tackle
the class imbalance in problem 1. After selecting the best
model, we resort to artificial sampling, which is an approach
that artificially manipulates the quantity of samples to mitigate
imbalance between classes. This can be achieved through
oversampling (increase the amount of minority class), under-
sampling (decrease the amount of majority class), or hybrid-
sampling (combination of oversampling and undersampling). In
our case, we refer to Synthetic Minority Oversampling Tech-
nique (SMOTE) [28] for oversampling and hybrid-sampling,
and a random selection for undersampling. Particularly, for
each sampling strategy, we perform 50 trials of training and
validation, each featuring data from different randomly selected
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TABLE III: Basic results of all ML models on “Campus2020” for problem 1.

Recall Precision F1-score
Category Model Class 0 Class 1 Class 0 | Class 1 Macro
(Lossless bin) | (Starting point) Average
DT 0.988 0.045 0.999 0.001 0.498
Classification RF 0.996 0.051 0.999 0.001 0.499
(Tree-based) | BRF 0.962 0.486 0.999 0.003 0.494
XGB 0.973 0.522 0.999 0.005 0.498
Classification | DPNN 0.856 0.537 0.999 0.001 0.462
(DL-based) | LSTM 0.875 0.652 0.999 0.001 0.468
Anomaly IF 0.973 0.020 0.999 0.001 0.493
Detection AE 0.999 0.001 0.999 0.001 0.500

RTP flows and yielding evaluation metrics. In essence, we
conduct a 50-fold cross-validation-like process to evaluate the
general performance without being affected by possible biases
introduced by specific training data in certain flows.

VI. EXPERIMENTAL RESULTS

In this section, we present the experimental results of each
problem individually, and in order to comprehensively evaluate
model performance and select the optimal configuration among
different ML algorithms, hyper-parameters, settings addressing
class imbalance, and sampling strategies, we divide the model
development as well as evaluation process into two stages as
follows:

1) Preliminary model evaluation focuses on the ML mod-
els themselves and aims to uncover the potential of each
model, allowing the identification of the most promising
algorithm. Notably, models are trained and validated
exclusively on the “Campus2020” dataset.

Model performance finalization aims to finalize and
present the ultimate model performance. To achieve this,
we exploit the best model determined in the previous
stage to train on the entire “Campus2020” dataset without
segmentation so that we could include all informative
samples. We then test the model on the other two
datasets, deriving the class recalls regarding each dataset
and all tested data.

The general procedure is similar for both problems, despite
some extra operations introduced for the prediction of starting
points. Subsequently, we discuss the results, offering valuable
insights into the classifications.

2)

A. Problem 1: prediction of starting points

1) Model performance:

a) Preliminary model evaluation: Table III showcases
the class recalls of all models based on “Campus2020” for
problem 1. Possible settings addressing class imbalance are
implemented for each model, while no sampling strategy is
utilized. Anomaly detection approaches, as evidenced by their
negligible recalls for class 1, completely fail to achieve the
objective. DT and RF models perform slightly better but still
fall short of effectively addressing the problem, even with class
weights. DL models, on the other hand, demonstrate the ability
to identify a larger number of starting points but exhibit the
worst performance for class 0. Notably, the sophisticated tree-
based models, BRF and XGB, demonstrate substantially better

results by successfully predicting approximately 50% of the tar-
get bins, without excessively penalizing class 0. Consequently,
we select XGB for further analysis, due to its outstanding
performance and ease of training and tuning. Additionally,
Table III also presents class precision and macro average F1-
score, providing supplementary insights into the performance
evaluation. It is evident that all models exhibit a consistent
behaviour, characterized by unexceptionable precision for class
0, inferior precision for class 1, and mediocre F1-score, thereby
reinforcing our choice of the evaluation metric. Only XGB
and BRF that manifest acceptable recalls for class 1 without
significantly penalizing class 0, yield slightly higher precision
for class 1. These outcomes are attributable to the dominance
of the majority class (lossless bins), which overwhelms the
minority (lossy bins) in terms of the predicted positives, and
thus leads to a relatively constant Fl-score of around 0.5.
Notably, the diminished precision for class 1 does not represent
a significant issue, as this is an inherent property for imbalanced
ML [13], and the performance presented herein are merely
from the preliminary model development, not to mention that
a portion of the misclassifications are even advantageous, as
elucidated in Section VI-A2a.

Regarding the impact of different sampling strategies, we
employ the aforementioned multiple-trial examination with
the best model (XGB) selected in the previous step on the
“Campus2020” dataset, and test the model also on the entire
“Campus2023” and “Supervised” datasets!!. Figure 8 presents
box plots depicting the class recalls of all experimental trials
for each sampling strategy. Overall, all strategies exhibit similar
patterns, with decent and stable performance for class O and
varying degrees of overfitting for class 1 (higher recalls for
the “Campus2020” dataset where the models were trained on).
Moreover, the ranges of recalls for class 1 are wide regardless
of the sampling strategies, meaning that patterns extracted from
training samples in different flows have a huge impact on the
final performance, which necessitates the fine-tuning of models
and all samples in the entire “Campus2020” in the next step.
Regarding each sampling strategy, we find that no sampling
results in the best performance for class 0, while hybrid-
sampling generates comparatively better performance for class
1. Therefore, we continue the process with both strategies.

b) Model performance finalization: We now consolidate
the performance and finalize the result by training on the

"Notably, the “Campus2023” and “Supervised” datasets are presented as
well to just showcase the unified pattern, and they are not considered for the
selection of sampling strategy.
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Fig. 8: Class recalls of results based on different sampling strategies for problem 1.

TABLE 1V: Final result of models trained on the entire “Cam-
pus2020” dataset for problem 1.

TABLE V: Amount of correct classifications of lossless time
bins in the 5 s before starting-point losses.

Model XGB XGB Model XGB XGB
(No sampling) (Hybrid-sampling) (No sampling) (Hybrid-sampling)
Test dataset Campus2023 | Supervised | Campus2023 | Supervised Dataset Campus2023 | Supervised | Campus2023 | Supervised
Class 0 Occupation of
Recall for | (Lossless bin) 0.960 0.956 0.903 0.915 correct prediction [%] 56.6 56.7 39.9 533
h dataset
cach dataset)  Class1 0.553 0.454 0.662 0.524
(Starting point)
(LO(;S];S:S (:)in) 0.959 0.906
Recall for packet losses could be caused by network problems, e.g.,
all test data Class 1 0.486 0.568 . . . .
(Starting point) : : network congestion, that are progressive and escalating instead

entire “Campus2020” dataset the models (XGB) with selected
sampling strategies, as in Table IV. As expected, no sampling
outperforms towards lossless bins by identifying around 96% of
class 0, while hybrid sampling generates more balanced results
with higher recalls for class 1, reaching up to around 66% of
starting points. In both cases, “Campus2023” outperforms the
“Supervised” dataset, which is reasonable since it was collected
using the same tool at the same location as the training set.
On top of that, by successfully predicting the starting point,
we actually identify and tackle subsequent concentrated-loss
groups of 49% to 57% across all datasets. Although the general
prediction for lossy time bins is not ideal, we can reasonably
consider the performance acceptable given the difficulty of the
problem, let alone the prevention of discernible concentrated
losses in the future, which could be more theoretically detri-
mental.

2) Discussion: Herein, we examine the classification results
to gain insights into four aspects: (i) the extent to which we can
utilize misclassifications of class 0, (ii) the reason behind our
difficulties in predicting lossy time bins, (iii) the distribution of
classifications for lossy time bins among RTP flows, and (iv)
the performance of the models for sparse losses.

a) Classifications for lossless time bins: In the best-case
scenario, we can reach a recall of 96.0% for class 0, but it
still yields a significant number of false alarms due to the
massive quantity of the majority class per se. However, it
is reasonable to assume that identifying lossless time bins
approaching packet loss is more challenging than detecting
those that are distant from lossy time bins. This is because

of instantaneous or ephemeral. These issues could influence the
network before the onset of losses and thus impose variations
on traffic patterns, which are captured and reflected by the
statistical features in our possession, and, in turn, mislead the
model to make mistakes. Therefore, we attempt to investigate
such phenomena by observing a time window of 5 s (10 lossless
time bins) prior to any starting-point losses. Table V indicates
the occupancy of correctly classified lossless time bins, i.e., the
accuracy of class 0 with respect to all lossless time bins in any
target time windows in each experimental result. From 45%
to 60% lossless time bins within the defined time window are
misclassified as losses. Compared to the overall recalls of class
0 in Table IV, we observe significant performance ‘“drops”,
ranging from 40% to 50%, which highlights the difficulty
of distinguishing between classes when approaching the loss.
Nevertheless, these misclassifications could be an asset to some
extent, because they could trigger alarms that are theoretically
erroneous but unexpectedly effective and beneficial, given that
they occur just couple of seconds ahead of the actual losses.

b) Classifications for lossy time bins: We now investi-
gate the reason that accounts for the imperfect prediction for
starting-point losses. In general, ML models are data-driven
methods that rely on features to tell apart different classes. To
facilitate the understanding of features, we aim to visualize
their distribution through T-distributed Stochastic Neighbor
Embedding (t-SNE) [29], which transforms high-dimensional
data to low-dimensional embedding, that can be displayed in a
2D plot. Accordingly, for each model and each dataset finalized
in section VI-Alb, we extract all features that correspond
respectively to the starting-point losses and the same amount
of samples randomly drew from lossless bins. We then convert
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Fig. 9: Results of t-SNE for problem 1: the 2D plot for the embedding of correct prediction (blue dots) as well as incorrect
prediction (light red dots) from class 1, and random samples from class O (light green dots).

these features into 2D values and plot them in Figure 9. It is im-
portant to acknowledge that t-SNE transcends mere naivety as a
brutal dimensionality reduction technique, rather, it epitomizes
a more sophisticated approach that strives to encapsulate and
retain intricate patterns inherent in the original expanse of high-
dimensional space. Consequently, the visual representation in
a 2D plot serves as a seamless conduit, effortlessly reinstating
the originality and authenticity of patterns, thereby facilitating
an enhanced comprehension of different traffic features in a
visually intuitive manner.

Overall, the light green (class 0) and red (incorrect predic-
tions for class 1) data points exhibit a wide-ranging distribution
across the plot, intertwining with one another. Conversely,
the blue dots (correct predictions for class 1) are dispersedly
positioned along the periphery, readily isolatable within the
“Campus2023” dataset, yet displaying a tendency to coalesce
into clusters within the “Supervised” dataset. On the one hand,
the discernment between class 0 samples and misclassifications
from class 1 proves arduous due to their overlapping nature,
further compounded by the inclusion of only a limited quantity
of lossless time bins, thereby accentuating the exacerbation
of overlap with a greater abundance of class 0 samples. On

the other hand, the relatively separated agglomerations of class
1 samples, despite several scattered distribution, elucidate the
successful predictive capabilities therein. Moreover, the isola-
tion of such samples of “Campus2023” dataset surpasses that
of “Supervised” dataset, irrespective of the model employed,
as evidenced by the elevated recalls for class 1 in Table IV.
Interestingly, a subset of green and red data points appear
proximate to the blue clusters, signifying that they are supposed
to be either misclassified or correctly classified as class 1. This
may stem from our conservative approach in ensuring decent
performance for class 0, as opposed to fervently prioritizing
the prediction of class 1, thereby fostering the model’s sen-
sitivity to subtle discrepancies during classification. Each of
the aforementioned facets collectively underscore the inherent
challenges posed by this problem, where RTP traffic manifests
as dynamic and multifarious, engendering various nearly indis-
tinguishable patterns.

c) Analysis of RTP flows: We proceed to examine the
distribution of correct and incorrect classifications across var-
ious RTP flows, as depicted in Figure 10, which illustrates
the ratio of accurately predicted instances to the total number
of starting-point lossy bins for each individual RTP flow. It
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the other model and flows exhibit similar behaviour.

is crucial to highlight that the prediction distribution exhibits
a substantial bias for both datasets. The model excels in
predicting some flows while performing poorly for others,
while only a handful of flows yield mediocre results. This
observation implies a unified behavior of packet loss within
certain RTP flows, which the model can effectively capture and
leverage to achieve reliable predictions consistently. On top of
that, this particular phenomenon can facilitate a management
strategy that terminates predictions completely in the presence
of multiple initial errors. Intriguingly, the first several flows in
both datasets, characterized by a significant number of starting-
point losses, experience exceptional performance, which could
signify a peculiar capability of the model to efficaciously
predict RTP streams heavily affected by packet loss.

d) Performance of sparse losses: Previously, sparse lossy
time bins were excluded from both model training and test-
ing due to their random and innocuous nature, rendering
predictions for them as dispensable. However, to optimize
network resources and uphold the current traffic quality, it
is preferable to treat sparse lossy bins as lossless bins and
refrain from explicitly identifying them. In other words, the
model is susceptible to misclassifying sparse losses as starting
points, and it is desirable to minimize such misclassifications,
aligning with our expectation originated from the strategy of
removing sparse losses from the dataset. With this objec-
tive in mind, we employ our models to exclusively evaluate
sparse losses and present the corresponding accuracy (i.e.,
Npredicted as starting points/ Tsparse losses X 100%) in Table VI. When
comparing these results to the accuracy of starting points
(i.e., recall of class 1) presented in Table IV, we observe a
discernible decrease in performance of approximately 30%.
This implies that our models possess a certain degree of
proficiency in discriminating between sparse and concentrated
loss patterns. Consequently, it is reasonable to posit that our
approaches exhibit greater robustness in predicting starting
points that herald concentrated losses, as opposed to sparse
losses.

B. Problem 2: classification of different losses

1) Model performance:

TABLE VI: Accuracy of sparse lossy time bins tested by
models derived in section VI-Alb.

Model XGB XGB
(No sampling) (Hybrid-sampling)
Dataset Campus2023 Supervised Campus2023 Supervised
Accuracy of 26.8 19.4 344 27.8
sparse loss [%]

TABLE VII: Basic results of all ML models for problem 2.

Recall
Category Model Class 0 Class 1
(Sparse loss) | (Starting point)
DT 0.647 0.363
Classification
(Tree-based) RF 0.934 0.061
XGB 0.825 0.184
Classification
(Instance-based) k-NN 0.762 0.310

a) Preliminary model evaluation: Table VII elucidates the
class recalls of each model in problem 2. In general, there
is a prevailing bias towards class O in all models, with their
performances exhibiting an inverse relationship: higher recall
for class 0 correspond to lower recall for class 1, and vice versa.
To this end, we select XGB due to its intermediate performance
and flexible configurability in model tuning to achieve varying
levels of performance.

b) Model performance finalization: The principal goal
entails discerning starting points to the fullest extent feasible,
whilst ensuring a satisfactory performance for class 0. How-
ever, considering the relatively limited number of samples for
class 0 across all datasets, misclassifications are moderately
tolerable. This affords us the opportunity to elaborately tune
the model to achieve varying levels of performance, either
striking a balance between both classes or prioritizing class 1.
Consequently, we deliberately train the model to target different
optimization directions and present the finalized performance
in Table VIII. Focusing on the main objective, the model
effectively identifies the majority of sparse lossy time bins
while successfully recognizing 24% to 40% of starting points.
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Fig. 11: Results of t-SNE for problem 2: the 2D plot for the embedding of class 0 (sparse lossy time bins, blue plus marker)

and class 1 (starting-point lossy time bin, red cross marker).

TABLE VIII: Final result of models trained on the entire
“Campus2020” dataset for problem 2.

Recall for
each dataset
Model | Test dataset
Class 0 Class 1
(Sparse loss) | (Starting point)
Main Objective
Campus2023 0.818 0.236
XGB
Supervised 0.849 0.400
Different Optimisation direction
(Balanced performance)
Campus2023 0.529 0.502
XGB
Supervised 0.620 0.610
Different Optimisation direction
(Better performance for class 1)
Campus2023 0.263 0.824
XGB
Supervised 0.336 0.862

When striving for balanced performance, the model achieves a
60% recall for both classes in the “Supervised” dataset, but only
surpasses random guess performance for the “Campus2023”
dataset. In the last case, the performance is exactly opposite to
the main objective, but the overall accuracy is below 50% due
to the larger number of samples in class 0. Across all cases,
the performance on the “Supervised” dataset is substantially
superior to that on the “Campus2023” dataset, whose overall
performance remains subpar with recalls barely reaching 0.8
on one end but merely achieving around 0.25 on the other
end. In contrast, the results of the “Supervised” dataset are
sufficiently respectable, i.e., the model can identify 40% of
starting points, while only yielding 15% misclassifications. To
sum up, our approach provides the possibility to meet different
system requirements and demonstrates effectiveness in some
specific scenarios.

2) Discussion: Similar to problem 1, we perform an in-
depth analysis to inspect the characteristics of different classes
and the distribution of correct classifications.

a) Sparse losses vs. Starting points: We now employ
t-SNE to visualize the feature distributions of both classes
in Figure 11. For both classes in both datasets, the samples
are scattered extensively across the plot, resulting in a highly
overlapped pattern, which could originate from the shared
characteristic of being lossless in the past for both classes. In
this vein, the aforementioned model tuning resembles the ma-
nipulation of decision boundary in the 2D plot (or hyperplane
in multidimensional space) to separate different samples, and
due to the mixed nature of both classes, it is barely possible
to accurately classify one class while effectively isolating the
other one. All of these indicate the difficulty in the distinction
between classes and shed light on the inherent challenges in
improving the performance.

b) Analysis of RTP flows: Figure 12 shows the distri-
butions of correctly identified starting points in each flow
for both datasets. Despite the first 4 flows in “Supervised”
dataset with highly accurate classification, the overall dis-
tribution is relatively homogeneous, particularly in the case
of “Campus2023” dataset. Being different from what have
been observed in Figure 10 for problem 1, where flows with
more losses are favored, the models in problem 2 are able
to generalize across flows. This could also indicate unified
patterns of sparse or starting-point losses throughout the traffic.
Additionally, the extraordinary behaviour for the first 4 flows of
“Supervised” dataset could be attributed to the comparatively
decent performance for class 1 with a recall of 0.4.

C. Summary

The finalized results in both problems represent the upper
limit of the performance achieved for both classes. However,
there is still room for further optimization by fine-tuning the
model to attain an intermediate level of performance that can
accommodate various network conditions. Nonetheless, it is
struggling to improve the performance for both classes simul-
taneously, regardless of the ML models, techniques addressing
imbalance, sampling methods used, and optimisation directions.
Based on different model tuning and data manipulation, we can
intentionally optimize the performance towards two directions:
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Fig. 12: Quantity of starting-point lossy time bins in each individual RTP flow for problem 2. Note that, only the two datasets
regarding the main objective of problem 2 and the first 30 flows are presented.

1) avoiding excessive misclassifications of class O (lossless or
sparse lossy bins), thereby reducing unnecessary alarms and
avoiding wastage of network resources; ii) prioritizing the
identification of starting-point bins to unreservedly alleviate the
impact of losses and maximize QoE.

Furthermore, it is possible to draw certain comparisons
between both problems, as they share the common objective
of identifying starting-point losses. Obviously, the performance
of class 1 in problem 1 is better even in case of no sampling
strategy where the recall is the lowest, let along the promptness
of the prediction. However, this approach carries the risk of
generating more misclassifications, triggering erroneous events
and deteriorating the network observability. In this vein, it is
also feasible to adjust the models to achieve an extremely
precise performance for class 0 with a recall of 0.99, which,
without a doubt, subdues significantly the recognition of losses
to a recall lower than 10%. Additionally, we do not restrict
the probability of combining both problems, which could
parallelize or serialize both approaches to further enhance the
network monitoring. By leveraging the strengths of models in
each problem, we can potentially achieve more comprehensive
and effective network monitoring and management.

VII. RELATED WORK

Numerous studies have investigated the packet loss in RTC
and analyzed its impact on QoE [30], [31], [32], [33]. Packet
loss can significantly degrade the perceived quality of multime-
dia streaming, and users are more sensitive to packet loss than
to delay variation. In order to mitigate the effects of packet
loss, various techniques have been proposed in the literature.
Traditionally, RTC applications address packet loss relying on
Forward Error Correction (FEC), which is a straightforward
and effective method that appends redundant data to each
packet, allowing the receiver to recover lost packets. However,
it requires additional bandwidth to transmit the surplus data
and can introduce additional latency. Furthermore, packet loss
concealment (PLC), that endeavors to mask the effects of
packet loss and reconstruct the missing ones based on the
information gleaned from the preceding packets, has been
introduced for real-time audio transmission. It can be supported
by mathematical approaches or ML models [34], [35], but the
reconstructed audio may still exhibit artifacts or distortions.
Holistic systems that cope with packet losses also exist in the

literature. For example, [36] proposed a technique known as
early packet loss feedback (EPLF), where the MAC layer of
the local WiFi link sends a spoofed NACK to the RTP layer.
In [37], the authors proposed an adaptive hybrid NACK/FEC
method with temporal layers to handle packet loss in WebRTC.
Notwithstanding the efficacy of their proposed solutions, packet
losses still endure. Moreover, the measurement of QoE metrics
concerning packet loss also plays an pivotal role. Conventional
methods of active or passive measurement for losses can
estimate the loss rate using probe packets or Management
Information Base (MIB) [38], [39], but they cannot disclose
actual losses within particular end-to-end RTP flows and exhibit
inadequate accuracy in multiple scenarios. The authors of [40],
[41], [42], [43], [44] have developed various sophisticated tech-
nologies to access QoE metrics for prevalent videoconferencing
applications. Nonetheless, they have merely touched upon or
obscured the aspect of packet loss measurement, declaring this
limitation in their respective works. On top of that, measuring
packet loss serves as a monitoring tool, operating untimely post
the incidence of a loss. To this end, there is a growing interest
in the prediction and preemptive avoidance of packet loss for
RTC.

To the best of our knowledge, only a limited number of
studies have attempted to predict packet loss. Some of them
apply mathematical methods that leverage various network
metrics. For instance, [45] focused on the measurements of end-
to-end delay variation, and developed an approach to predict
packet loss and congestion for audio streams. Moreover, the
authors of [46] derived a mathematical model with parameters
defined by linear regression, based on simulated data. Their
objective was to improve video codec and perform video loss
prediction in wireless networks. In contrast to our real-time
system, a lightweight ML model that estimates the quantity
of retransmitted packets in bulky TCP flows, was proposed to
predict retransmissions a-posteriori on a per-flow basis in [47].
On a different note, the authors of [48] adopted a Decision
Tree and Logistic Regression models to predict packet losses
for Call Admission Control (CAC) systems. Based on per-flow
traffic metrics, they sought to predict a binary variable denoting
“high” or “low” packet loss. Diverging from the prediction the
occurrence of packet loss, authors of [49] developed a hidden
Markov model to predict the loss rate in a short-term future, by
initially estimating the distribution of losses, and then regarding
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the expected value as the prediction target of rate. Unlike our
approach, which leverages various network features, they solely
relied on loss distributions.

In this context, it appears that packet loss prediction remains
relatively understudied, with scant endeavors in the literature
demonstrating the viability of network loss prediction solely
based on network statistics, not to mention that our work
represents the pioneering effort that sheds light on the onset of
loss bursts. Throughout our study, we focused exclusively on
the characteristics extracted from the network packets to per-
form the prediction, thus not taking into account all additional
factors such as: the resources of the involved machines, queue
occupancy, bandwidth, etc. The primary motivation driving this
work is, therefore, related in the first instance to a feasibility
test, where, secondly, an eventually high accuracy in loss
prediction, would open up the potential to develop an extension
for a monitoring software capable of actively scanning the
network condition. While numerous works employ simulated
data, our research is built upon extensive datasets comprising
enormous amount of real RTC traffic gathered from various
sources in multiple scenarios, lending our work a heightened
level of robustness and practicality. Meanwhile, our approach
only demands the statistics of received packets collected on one
end, either in network infrastructures or on application level of
user sides, empowering a highly versatile and implementable
system. More importantly, most existing works forecast packet
loss on a per-flow basis, whereas our proposed solution operates
at a fine-grained granularity based on 500 ms time bins per
flow, enabling the implementation of our system in real-time
and yielding enhanced temporal resolution. Due to the sub-
stantial disparity in problem formulation and data management
between our work and others, a direct numerical comparison
of results is unfortunately not feasible.

VIII. CONCLUSION AND FUTURE WORK

In this paper, we investigate the phenomena of packet loss in
RTC traffic through a comprehensive analysis based on three
real-world datasets. We reveal a common pattern of packet loss
aggregation that allows for the identification of the initial loss
of a burst, thereby addressing subsequent ones. To this end, we
propose a ML-based system with two operational scenarios that
either predicts the occurrence of starting points or distinguishes
from sparse losses on a time-bin level, using traffic statistics.
Furthermore, through extensive experimentation with various
ML algorithms and specific techniques, as well as conducting
in-depth analyses, we confirm that classifying packet loss is
an exceptionally challenging task, and it is barely possible to
improve both classes simultaneously. However, we emphasize
the generalization capabilities of our ML models, regardless
of time periods and scenarios. Finally, we demonstrate the
flexibility of our solutions to accommodate different network
requirements through the possibility of paying a trade-off
between minimizing errors and prioritizing predictions, which
partially conquers the relatively unpredictable nature of packet
loss in RTC. Overall, our findings shed light on the intricacies
of packet loss in RTC and provide ML-based solutions that
offers insights and potential strategies for mitigating its impact.

As future work, we plan to specify and distinguish different
scenarios by collecting data using various applications from
different channels, such as mobile networks. Additionally, we
aim to eliminate the constraint of time bins and shift our

focus towards a per-packet level. In summary, our work serves
as a crucial stepping stone towards the development of a
sophisticated network management system, designed to gather
fine-grained information and enable optimization policies to
improve QoE perceived by users.
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13: The class recalls regarding different durations of

considered time window in terms of “Campus2020” dataset.

A. Information of time window

We also offer insights into different lengths of the time
window for both problems. In particular, we construct the
dataset of “Campus2020” in the same way, but instead of
confining to 11 time bins within the preceding 5 s and the
present moment for both problems, we extend our temporal
consideration to include an additional 10 time bins in the
more distant 5-second interval. Subsequently, we leverage all
available statistical features in each time bin, investigating the
evolution of performance as we decrease the time window
length, by training an XGB model iteratively. Notably, we still
adhere to the original arrangement of skipping one time bin
for problem 1, and utilizing the current bin for problem 2.
Such a process can be regarded as a preliminary assessment
for determining time window durations.
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Figure 13 illustrates the performance variation concerning
class recalls as duration decreases (i.e., fewer features). For
problem 1, the general behaviour is stable, with a marginal en-
hancement observed for class 1 initially and a slight decrement
for class O throughout the process (longer durations favor class
0, albeit with negligible performance gains depicted in the plot).
Evidently, the 5-s time window yields an enhanced recall for
starting points without compromising lossless bins. Despite that
certain shorter durations (e.g., 4.5 s) produce similar recalls for
class 1, we still advocate for 5 s with superior performance,
which possesses higher potential for the model development.
As for problem 2, the pattern appears more erratic, lacking dis-
cernible trends. Consequently, we opt for the relatively shorter
3-s time window with a balance between the performance of
both classes. Note that problem 2 aims to distinguish between
starting points and sparse losses, and unlike problem 1 where
a gap is reserved to consider only remote features, the current
(target) time bin, in which the loss is present, is available for the
prediction. Thus, we envision insignificant contributions from
time bins on the far side. To sum up, both analyses demonstrate
that the selection of time window duration holds no paramount
importance, particularly given our employment of an automatic
feature selection process.
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