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Vehicle-to-Everything (V2X) communications are expected to reshape road mobility in the increasingly near
future. This type of communication allows a vehicle to transmit information, such as its position and speed,
which can be used for different applications. However, despite the benefits, the increased connectivity and data
sent over the network may expose the vehicle to a significant number of cyber attacks. This paper takes one of

the schemes proposed in the literature to protect the security and privacy of the vehicles, and analyses it from
a security and privacy perspective using Proverif. Specifically, this scheme is unique in combining asymmetric
encryption with digital certificates and group signatures used by vehicles to self-certify those certificates. We
present a formal model able to capture all the main aspects of the protocol and the context in which it works,
and show how security and privacy properties can be expressed for formal verification in Proverif. Our analysis
conducted on the model of the protocol revealed some weaknesses for which we tried to provide a solution.

1. Introduction

Intelligent Transportation Systems (ITSs) represent a great revo-
lution in the field of road mobility, aimed at improving the safety,
efficiency, and sustainability of the actual transportation network [1].
As a cornerstone technology for ITS is Vehicle-to-Everything (V2X)
communication, a novel type of interaction that enables real-time
message exchange between moving vehicles, infrastructure and other
entities involved (e.g. pedestrians, networks, etc.) [2]. Typically, V2X
messages contain vehicle runtime data, such as speed, position, and
direction of movement, which are sent in broadcast to all surrounding
neighbours. This data can support and complement the information
collected by the vehicle from the surrounding environment using sen-
sors and cameras [3]. The benefits and applications that could be
derived are many, and they have been described very well in the liter-
ature [4,5]. As a direct consequence, the ITS market growth is forecast
to accelerate strongly in the coming years, driven by new business
opportunities. According to an analysis by Grand View Research, [6],
the demand for V2X-equipped vehicles is expected to increase from the
current global 3.5 million to 100 million in 2030.

Besides the benefits, however, V2X bring with them a large number
of challenges. First among them is cybersecurity. The increase in con-
nectivity results in greater exposure of vehicles to cyber-attacks [7].
Since V2X messages could contain sensitive information and the envi-
ronment in which they are exchanged is safety-critical, compromising
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this data could lead to disastrous consequences, with the potential risk
of loss of lives. Therefore, mechanisms are needed to ensure message
authentication and integrity (with confidentiality as another optional
feature). Furthermore, even privacy is important [8]. The information
contained in V2X messages must not expose the vehicle’s driver to
privacy issues. For example, an attacker should not be able to link
messages sent by the same vehicle and track its driver’s position.

The challenge stems from the fact that V2X networks significantly
differ from traditional ones (e.g. networks with a fixed infrastructure
and strong security capabilities). Some of their critical aspects are:
(i) The V2X environment is highly dynamic, with new nodes joining
or leaving communications at every moment. (ii) There are strict
communication latency requirements; therefore, security must add as
little overhead as possible. (iii) Bandwidth is usually limited, so it
is necessary to limit the number of messages exchanged and their
size. (iv) Some privacy and security requirements seem to contradict
each other. For example, a vehicle must be anonymous, but some sort
of accountability is required to allow vehicle revocation in case of
misbehaviour.

This gives rise to the need for new solutions. Mixing security with
privacy is not trivial. For example, one can think of using digital
signatures to ensure authentication and message integrity and a PKI
for managing digital certificates. However, any real identifier of the
vehicle must be removed from the certificate to avoid privacy is-
sues (i.e., anonymity). The vehicle should be assigned an anonymous
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identity and certificate. Authorities should also maintain a mapping
between the real vehicle and its anonymous identity or certificate to
achieve accountability, and for vehicle revocation purposes in case of
problems with the law. Additionally, a single anonymous identity is not
enough for a vehicle. There is the risk that the privacy of the vehicle is
simply shifted to the untraceability of its single anonymous identity. In
that case, an attacker which successfully links the vehicle real identity
and the anonymous one can break all the desired security properties.
Multiple messages sent by the same vehicle should, therefore, not
be linkable to each other (i.e., unlinkability of messages sent by the
same anonymous vehicle). Thus, they must be signed using different
certificates. The vehicle must consequently have multiple anonymous
identities and change them frequently to avoid linkability. In doing so,
it would be linkable only for a short time as long as it uses the same
certificate to sign the messages.

The standard way to ensure all these properties is through the use
of pseudonyms, i.e., anonymous identities that the vehicle can use
to participate in the protocols to satisfy both security and privacy
properties. A number of schemes have been proposed over the years
to provide vehicles with pseudonyms, supported, when possible, by
existing road infrastructure. These schemes can be classified according
to the type of architecture and cryptographic mechanisms they use. For
example, [9] classifies them into four categories: asymmetric encryp-
tion schemes (which use pseudonym digital certificates issued by a CA),
identity-based cryptography schemes (in which public keys are derived
from a vehicle anonymous ID), group signature schemes (with each
vehicle that shares group keys within a group of vehicles), and finally
symmetric encryption schemes. Each scheme has its own advantages
and disadvantages, most often complementary among the various types
of schemes (e.g., the disadvantages of asymmetric encryption schemes
could be the strength of the group signature ones).

In this paper, we formally analyse an architecture proposed in the
literature, [10], from a security and privacy perspective. The analysed
scheme is important because it is the only one existing in the literature
that combines asymmetric encryption and group signatures, aiming to
take advantage of both. In particular, vehicles use pseudonym digital
certificates that are not issued by a CA, but are self-certified using
shared group keys. This paper extends an earlier conference work, [11],
in which we conducted a preliminary analysis of some properties that
the scheme in [10] must satisfy. In this paper, using formal verification
and Proverif as the automatic verification tool, we define additional
security properties and extend the model and formal analysis to ex-
haustively verify them as well. For each considered property, we show
in a more comprehensive way how it can be represented and tested in a
formal abstract model, and discuss the verification results in detail. The
analysis performed on the model revealed some critical issues for some
of the considered properties, which could affect not only the modelled
scheme, but also other V2X architectures proposed in the literature, as
well as those defined by Standards Developing Organizations (SDOs) in
the existing standards. For those, then, as a further contribution of this
paper, we discuss possible solutions that can be adopted to mitigate the
problem or challenges that are still open to solutions.

The structure of the paper is as follows. Section 2 presents a back-
ground on V2X communications and a brief description of the schemes
proposed in the literature to support them. Then, it summarises some
related work regarding the analysis of their security and privacy prop-
erties. Section 3 describes the V2X scheme we verified in this paper.
Section 4 shows how we modelled the scheme in Proverif. Section 5
formalises the security and privacy properties that the scheme must
fulfil and shows how they can be expressed in Proverif. Finally, Sec-
tion 6 discusses the verification results, and Section 7 the conclusions
and future work.
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2. Background and related work

V2X communications consist of messages transmitted by vehicles
to all their surrounding neighbours and to road infrastructure. The
structure of the messages and the information they contain have been
standardised and are described in CAM [12] and DENM [13] for Eu-
rope, and BSM [14] for the USA. This is independent of the technology
used to implement the communications, which has not yet been fully
determined (IEEE 802.11p, cellular, hybrid approaches), [15]. SDOs,
such as IEEE, ETSI and SAE, have also been struggling in recent years
to define a security architecture that can assist V2X communications.
They all seem to have agreed on a PKI-assisted asymmetric encryption
architecture with digital signatures and the distribution of pseudonym
certificates to vehicles. ETSI in the EU and IEEE+SAE in the USA
have defined the corresponding schemes respectively in [16,17]. For
more information and for a summary of active standards, see [18].
However, despite the standardisation effort, V2X schemes based on
pure asymmetric encryption have been proven in the literature to still
present unresolved issues [9,15], which may severely restrict their
adoption and implementation.

From this perspective, in the next subsection, we describe in more
detail the generic V2X asymmetric encryption scheme, focusing on its
advantages and disadvantages, and the approach based on group signa-
tures, to allow the reader better understand what benefits might derive
from a hybrid approach that combines the two, as the one described
in [10] and subject of our analysis. Finally, we summarise some related
work that has been done concerning the security verification of such
schemes.

2.1. Asymmetric encryption schemes

This type of scheme is based on traditional public-key encryption
with digital certificates. It uses pairs of mathematically related keys: a
private key, kept confidential by a node, and a public key, distributed
among all nodes. With the private key, the node can sign messages
to authenticate itself. With the public key, other nodes can verify the
signature. Typically, the public key is inserted in a digital certificate,
which links the key to some identifier of the node.

In this scheme, an enrolment certificate is issued to the vehicle dur-
ing manufacturing. This enrolment certificate contains the real identity
of the vehicle, so it cannot be used directly for V2X communications.
In contrast, it is used by the vehicle, together with the corresponding
private key, to authenticate and request pseudonym certificates from
the PKI, usually more than one at a time, that are used, in turn, to
sign V2X messages. Pseudonym certificates do not contain any vehicle
identifying information and are usually valid for a limited period
of time, after which the vehicle has to change the currently active
certificate and move to the next one. When sending a V2X message to
its surrounding neighbours, the vehicle uses the private key associated
with the pseudonym certificate currently in use to sign the V2X mes-
sage, and attaches the pseudonym certificate to the signed message. The
vehicle that receives the message verifies the signature using the public
key contained in the pseudonym certificate. Pseudonym certificates
work like any traditional digital certificate. There is a Public Key
Infrastructure (PKI) to assist the process, which usually coincides with
Road Side Units (RSUs) placed at the sides of the road. When managing
vehicle requests, the RSU stores the association vehicle real identity
with the issued pseudonyms, to handle vehicle revocation in case of
misbehaviour. Revocation is done by means of Certificate Revocation
Lists (CRLs) distributed among vehicles.

Advantages. Asymmetric encryption and PKIs are well-established
practices. Digital signatures and related signature verifications are fast
operations, falling within the strict latency requirements imposed on
V2X communications.

Disadvantages. The main disadvantage is the so-called pseudonym
refill problem: the vehicle has to continuously request new pseudonym
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Fig. 1. Group signature general scheme.

certificates from the CA, as it consumes the ones in its possession.
This requires high band consumption and constant connectivity with
the CA (which is not always possible). Another significant problem
is Pseudonym revocation: when a vehicle is revoked, all pseudonym
certificates that have been issued to that vehicle must be revoked as
well. This can cause scalability issues and high band consumption when
distributing the CRL among the vehicles.

2.2. Group signatures scheme

This type of scheme uses group signatures. They are a particular
type of cryptography in which there is a single public key associated
with multiple private keys. All the signatures done by any of the private
keys are verified using the same public key, and it is impossible starting
from a signature to discover which private key performed it (which
provides anonymity within the group). Moreover, multiple signatures
done using the same key cannot be linked together (which provides
unlinkability).

A general group signature scheme is the one shown in Fig. 1.
Vehicles can form groups based on their geographic location. In this
case, there is a Road Side Unit (RSU) that acts as a group manager
and has a group master secret key, gmsk. The gmsk is used to generate
the keys for the group. In particular, it can generate a shared group
public key, gpk(gmsk), and multiple private keys to be assigned to
each vehicle, combining the gmsk and the vehicle id, gsk(gmsk, vid).
A vehicle uses the gsk to sign V2X messages to send to other vehicles,
and other vehicles can use the shared gpk to verify the signature. Only
the RSU, which knows the gmsk, starting from a signature can discover
the specific gsk used for it, performing an operation called open. This
can be used for accountability.

Advantages. The main advantage is that there is no need for the
generation, delivery, or storage of pseudonym certificates to be sent
together with the signed message, and to be changed frequently. Vehi-
cles need only a public-private group key pair and have to request new
group keys only when they change group. Therefore, the pseudonym
refill problem no longer exists. Moreover, no certificate must be sent
attached to the signed V2X messages, and this consumes less band-
width. Another main advantage concerns vehicle revocations. In this
type of scheme, when a vehicle is revoked, the RSU updates the gmsk
and notifies all vehicles to request new group keys. Internally, the RSU
maintains a list of revoked vid, so that the revoked vehicle will not
be issued updated keys. Therefore, the Revocation list is shared only
among RSUs and it is not distributed to vehicles.

Disadvantages. Group signatures are complex operations that require
a lot of time to be executed (around 50 ms). Because of this big
overhead, it is generally agreed that a scheme that requires a group
signature and its verification for each message is not compatible with
the latency requirements imposed on V2X. Consequently, group signa-
tures could be used for V2X communications only with schemes that
do not require a signature and its verification for each message.
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Table 1
V2X requirements taken from [8].

Basic system requirements Security requirements

Real-time constraints Authentication
Robustness Accountability
Scalability Restricted credential usage

Communications support Credential revocation

Privacy requirements

Minimum disclosure
Distributed resolution
Anonymity
Unlinkability

Perfect forward privacy

2.3. Related work

In the literature, V2X communications have been subject to exten-
sive security assessment. Many papers have been published to describe
their potential security and privacy issues. Some examples, already
mentioned in the Introduction, are [4,7]. Both these works seek to iden-
tify vulnerabilities and attacks that may affect V2X communications, as
well as possible solutions to solve the issues encountered.

Our work relates to these papers since it aims to analyse the security
and privacy of V2X communications. However, it achieves this goal
by using formal verification. To the best of our knowledge, formal
verification has never been applied in the literature to verify an overall
architecture supporting V2X. We only found two works that are quite
related, [19,20]. However, [19] focuses only on the revocation phase
of a V2X scheme. While [20] verifies a protocol for electric vehicle
charging. Although it can be considered a sort of V2I (vehicle-to-
infrastructure), it operates in a context very different from the one
analysed in this paper, in which multiple vehicles exchange messages
in a highly dynamic environment. The use of formal verification to
analyse the overall V2X interactions, therefore, stands out as a major
contribution of this paper, differentiating it from the work that has been
published and mentioned above.

This paper extends an earlier conference work, [11], by adding
additional properties and enhancing the Proverif model used to ver-
ify the V2X scheme described in [10]. In particular, concerning V2X
requirements, we referenced the paper [8]. It splits the requirements
into three branches, as shown in Table 1. We used the properties listed
in the table as a starting point for conducting our formal verification
in Proverif. Other similar documents describing security and privacy
requirements for V2X communications are [21,22]. Different SDOs took
these papers as a reference to standardise the properties for their
V2X schemes. For example, ETSI standardised them in ETSI-TS 102
941 [23], while IEEE included both requirements and architecture in
the standard 1609.2 [24].

For the formalisation of security properties, instead, we took inspira-
tion from numerous works in the literature that show how security and
privacy can be analysed using formal verification. In particular, [25]
shows models for the most common network security properties. [26,
271, on the other hand, refer specifically to privacy properties.

3. Protocol scheme

This section describes the V2X scheme that we modelled and for-
mally verified using Proverif. The scheme is taken from [10], and it
combines asymmetric encryption with group signatures. In particular,
it adopts traditional pseudonym certificates based on public-key asym-
metric encryption to sign V2X messages, and group signatures used
by vehicles to generate and self-certify these certificates. Since the
reference scheme lacks detail when describing some key steps of the
protocol, we added these details to what is presented in [10] to get
a formal specification of the overall architecture that is complete and
verifiable.
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3.1. The protocol in a nutshell

Depending on their geographical position, vehicles form groups
around an RSU, which acts as group manager. From the RSU, each
vehicle receives a group public key, which is shared among all group
members, and a group private key, which is individual to each vehi-
cle. The group private key is never used by the vehicle to sign V2X
messages, but instead, it is used to self-certify pseudonym certificates
that the vehicle creates for itself when needed (vehicle anonymity).
Basically, the vehicle creates the pseudonym certificate without inter-
acting with any authority, and affixes a signature to the bottom of
the certificate done using the group private key, to certify that it is
a valid member within the group. A vehicle receiving the pseudonym
certificate can verify the group signature using the group public key
shared with the other vehicles. If the signature is correct, it means
that the vehicle that generated the pseudonym certificate is part of
the group and is, therefore, entitled to participate in communications
(vehicle authentication). The self-issued pseudonym certificate, on the
other hand, is a traditional digital certificate based on asymmetric
encryption. It contains a public key, associated with a private key that
can be used to sign V2X messages. This pseudonym certificate is sent
attached to V2X messages, so that the receiving vehicle can extract the
public key and verify the signature on the message (message integrity
and authentication).

3.2. The protocol in more detail

This subsection describes the protocol in more detail, taking Fig. 2
as a reference. The main actors involved in the protocol are:

o CA: it is the core of the PKI and acts as the root of trust for
the entire certification chain. In a preliminary phase, the CA (or a
subordinate entity) registers the vehicle and issues it with an enrolment
certificate. The CA also connects with RSUs: it issues valid certificates
to each RSU, and manages and distributes the Revocation Lists among
them. A hierarchical relationship exists between an RSU and the CA:
several regional RSUs are under the authority of the same CA. Issued
vehicle enrolment certificates and RSUs certificates are considered valid
by any entity only if they contain the signature of the CA.

» RSU: entity that acts as regional group manager and issues group
keys to requesting vehicles entering its range. The RSU can also revoke
vehicles that misbehave while travelling in its region of jurisdiction,
by inserting their (real) vid in the Revocation Lists shared with the CA
and the other regional RSUs. RSU communicates with vehicles through
a public channel: it is, therefore, necessary to secure communications
with encryption. Every certain time, the RSU broadcasts to nearby
vehicles its digital certificate containing the public key to be used
to encrypt messages. In contrast, communications with the CA take
place via traditional wired networks and, therefore, are protected with
classical protection mechanisms, e.g. using TLS.

« Vehicles: these are the vehicles travelling on the road. An un-
bounded number of honest vehicles and malicious ones controlled by
the attacker can co-exist simultaneously. Each vehicle can generate
a discretionary number of pseudonym certificates and use them to
sign messages to be broadcast to other vehicles. Vehicle to vehicle
communications are transmitted on a public channel: messages are sent
unencrypted with a digital signature affixed, done using the current
active pseudonym certificate. Communications between vehicle-RSU,
instead, are both encrypted and signed. To this purpose, the enrolment
certificate and the RSU certificate issued by the CA are used.

The scheme with the various interactions between the entities is
shown in Fig. 2 and can be split into six phases.

(0) Offline registration. In this preliminary phase, the vehicle physi-
cally goes to the CA and registers itself. After this, it gets the enrolment
certificate, vcert,, from the CA: it contains the vehicle id, vid,, a vehicle
enrolment public key, vpk,, and it is certified by the CA, sign, -
The vehicle can use this certificate, and the corresponding enrolment
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private key associated with it, vsk,, to authenticate to the RSU and
request the group keys. Notice that, as said above, this certificate
cannot be used to sign V2X messages, because, since it contains vid,,
it would break the anonymity requirement.

(1) Group key provisioning. As soon as the vehicle enters an area
covered by an RSU, it requests from the RSU the group keys used in
that region, both the public and private ones. The request contains the
vehicle id, vid,, and a nonce, and it is signed by the vehicle using its
enrolment private keys, sign,,, to provide vehicle authentication. The
enrolment certificate is also attached to the request, to allow the RSU
to verify the signature. Since the request and the attached certificate
include sensitive data (such as the vehicle id), they are encrypted using
the RSU public key, rsupk, to achieve confidentiality. After receiving
the request, the RSU first decrypts it using its rsusk. Then, it verifies the
validity of the enrolment certificate by checking if it contains a valid CA
signature. At this point, it extracts from the certificate the vehicle vid,
and vpk,: it checks that the former is not contained in the Revocation
List (otherwise it means that the vehicle has been previously revoked
and therefore cannot obtain new group keys), while, with the latter,
it verifies the vehicle signature on the request. If all checks are ok,
the vehicle is entitled to obtain group keys and, thus, to participate
in the communications. The RSU generates the group keys for the
vehicle starting from gmsk. The public key, gpk, has only gmsk as a
parameter, while the private key combines both gmsk and vid,. The
RSU, then, inserts the newly generated group keys and the same vid,
and nonce contained in the vehicle request into the response message
to the vehicle. After that, it signs the response message using its private
key, rsusk, and encrypts it using the vehicle public key, vpk,, contained
in the enrolment certificate, to provide respectively RSU authentication
and message confidentiality. On the contrary, if the vehicle is not
allowed to receive the group keys, the RSU returns an error message,
containing the vid, and nonce, encrypted with vpk,.

(2) Pseudonym certificate creation. The vehicle autonomously creates
the pseudonym -certificates and self-certifies them using the group
keys obtained from the RSU. In particular, the vehicle generates n
pseudonym certificates, vpseudocert;, each one containing a public key,
vpseudopk;, associated with a private key, vpseudosk;, that the vehicle
can use to sign V2X messages. A signature done using the vehicle
group private key is affixed to the bottom of the certificate, signg.
This signature will be used by other vehicles to test the validity of
the certificate and, thus, to authenticate the vehicle as a member
of the group. Every certain amount of time, the vehicle changes the
pseudonym certificate in use to maintain unlinkability.

(3) Message sending. Along with the V2X message m, the vehicle also
attaches the currently active pseudonym certificate, vpseudocert;, and a
signature on the message done using vpseudosk;. The signature is done
to provide message authentication and integrity.

(4) Message verification. When a neighbouring vehicle receives a
signed V2X message, it first checks the validity of the attached pseu-
donym certificate used for the signature. To this purpose, it verifies
the signature affixed to the certificate, sign,,, using the group public
key, gpk, shared among all vehicles. If the signature is valid, it means
that the vehicle that self-generated the certificate is a valid member of
the group (i.e., it managed to obtain valid group keys from the RSU
after authentication). After checking the validity of the certificate, the
vehicle extracts vpseudopk; and verifies the signature on the message.
Notice that it is reasonable for a vehicle to verify the certificate only
the first time it receives it, and to skip its verification for subsequent
messages containing the same certificate. In this way, group signature
verification, which is a slow operation not fulfilling the latency require-
ments imposed by V2X, is not performed for every message received,
making this scheme suitable for V2X communications.

(5) Report and Revocation. When a vehicle detects a malicious mes-
sage (i.e., a message with misleading data), it can report it to the RSU,
which starts the revocation process. To this end, the vehicle creates
a report containing the malicious message, m, and the pseudonym
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certificate of the vehicle which signed it, vpseudocert,,gopor.- It, then,
signs the report using its enrolment secret key, sign,,, and attaches
to the report its enrolment certificate, vcert,, as well, to authenticate
itself. The entire request is subsequently encrypted using the RSU public
key, rsupk, to prevent potential attackers from reading the message
and discovering the identity of the vehicle requesting the revocation.
Upon receipt of the request, the RSU decrypts it and uses misbehaviour
detection algorithms to analyse the reported message. Then, it checks
the enrolment certificate of the reporting vehicle: it extracts the vehicle
id and checks it against the Revocation List. After this, it extracts the
vehicle enrolment public key from the certificate, vpk,, and verifies the
signature on the report, sign,,.. If all the checks are ok, the RSU takes
vpseudocert,,p,,o.c. and, using the gmsk, it performs the open operation,
extracting from the group signature on the pseudonym certificate the
vehicle group private key that performed it. Having this private key,
the RSU can retrieve the id of the vehicle to which it was delivered,
i.e., vid ; in our case (vehicle accountability). At this point, the RSU
inserts vid; into the Revocation Lists and updates the gmsk. It then
notifies all the vehicles to request updated group keys. The process is
then brought back to phase 1. In this phase, the revoked vehicle will
not be able to obtain updated group keys because its vid is inserted in
the Revocation List, so it is excluded from communication.

As said, this solution combines both the advantages of asymmetric
encryption schemes and group signatures. From asymmetric encryp-
tion, it gets the speed of verification of the signature affixed to V2X
messages, otherwise impossible to verify within the time restrictions
imposed on V2X if the signature was a group signature. Group sig-
natures, on the other hand, solve the pseudonym refill problem, with
pseudonym certificates that no longer have to be requested from a CA,
but can be generated on the fly by the vehicle itself. Furthermore, they
allow a more flexible revocation process, which does not require the
distribution of CRLs between vehicles, but a simple key update when a
vehicle is revoked.

4. Protocol model
We verified the scheme described in Section 3 using Proverif, an

automatic protocol verifier, [28]. Proverif takes as input an abstract
model of a protocol and a set of formal security properties that the

protocol must satisfy, and automatically verifies whether the proper-
ties are satisfied or not, based on internal logic, after converting the
protocol and properties into Horn clauses and derivability queries.
This section describes the abstract model used for the formal verifi-
cation in Proverif. This model captures the behaviour of the scheme and
the interactions between the different entities involved. It also describes
the capabilities of the attacker and the various assumptions that have
been made for the analysis. In Section 5, on the other hand, we will
show the modelling of the verified security and privacy properties.

4.1. Component model

The main actors included in the model are the same as those
described in Section 3.2.

There is a Root CA, which has an asymmetric key pair, cask and
capk, trusted by all nodes involved in the protocol. There are RSUs,
each one issuing group keys to requesting vehicles. Even the RSU has an
asymmetric key pair, rsusk and rsupk, and the public key is contained in
a certificate signed by the CA, rsucert. The RSU also has a group master
secret key, gmsk, which it uses to generate the vehicle group keys. After
a revocation, gmsk is updated to updatedgmsk. Then, there are vehicles.
Specifically, we modelled: a single trusted vehicle used as a reference
to test security and privacy properties, myvid, an unbounded number of
other honest vehicles participating in the protocol, ovid,, an unbounded
number of malicious vehicles belonging to the attacker, attvid,, and a
vehicle that already begins as revoked, revokedvid. Both honest vehicles
and malicious ones have received a valid enrolment certificate from the
CA and can legitimately participate in all phases of the protocol. The
difference is that, for the latter, the private keys, as well as the vehicle
id and the enrolment certificate, are released to the attacker at the
beginning of the protocol, and are therefore available information that
the attacker can use to try to hack the scheme. The revoked vehicle, on
the other hand, despite having a valid enrolment certificate, has its vid
inserted in the Revocation List, so it cannot obtain group keys from the
RSU. Indeed, although any vehicle can potentially request group keys
from the RSU, revoked ones get an error, as specified in the protocol.
Once it has obtained the group keys, each vehicle can generate an
unlimited number of pseudonym certificates, and use them to sign an
unlimited number of V2X messages to be broadcasted to other vehicles.
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Assumptions for the Component model. The following assumptions
on the components have been made to reduce the complexity of the
model. (1) A single Root CA and not an actual entire certification chain.
This avoids the need to verify multiple nested signatures, that use the
same encryption algorithms, and therefore do not add any significant
value to the verification. Assuming that all potential intermediate CAs
are trusted, this assumption does not compromise the security anal-
ysis conducted on the protocol. (2) A single RSU. We suppose to be
in a specific geographical location. Considering that communications
between multiple RSUs take place over a secure channel, and are out-of-
scope for the protocol described in this paper, we deem this assumption
reasonable to simplify the Proverif verification. (3) A single vehicle
initially revoked. Although there is only one vehicle in the Revocation
List at the beginning, the model nevertheless foresees the possibility for
vehicles to request a new revocation, so the number of vids included
in that list may increase on the fly.

4.2. Channel model

Our scheme operates on three main channels:

(a) Vehicle « CA (Offline registration phase)
(b) Vehicle & RSU
(¢) Vehicle < Vehicle

The first channel is the one used in the preliminary registration
phase, when the vehicle receives the enrolment keys and the enrolment
certificate from the CA. This channel is the only one that is private
among the three. It is, therefore, assumed that the attacker cannot act
in any way on the messages exchanged over this channel. The second
channel is the one between the vehicle and the RSU, and it is used to
request and issue group keys and for revocation purposes. This channel
is public, so the attacker can act on the exchanged messages. Since
messages travelling over this channel are sensitive and confidential,
the protocol requires them to be both encrypted and signed. The third
channel, on the other hand, is the one that vehicles use to exchange
broadcast V2X messages. Even this channel is public, with the attacker
being able to send messages using the malicious vehicles it owns. In
particular, messages sent over this channel are in plain text, but signed
using pseudonym certificates, to protect at least authentication and
integrity.

4.3. Cryptographic model

Proverif works on symbolic models that assume perfect cryptog-
raphy. In other words, all cryptographic operations are modelled by
means of function symbols in an algebra of terms, as black boxes that
cannot be hacked. This means that attacks on the protocol that exploit
weaknesses related to specific cryptographic operations and algorithms
are not detected in our model. The cryptographic operations included
in our model are: digital signatures, asymmetric encryption, and group
signatures. Specifically, the equations describing the first two are the
standard ones taken from the Proverif manual, [28]. Group signatures,
instead, are modelled as shown at the bottom of Fig. 3.

The checksign operation allows to verify the validity of a traditional
digital signature, sign, affixed to a message m and signed using a secret
key, sk. The checksign takes as input the signature, the message m, and
the public key associated with the private key used to sign, pk(sk).
If all parameters are correct, the signature is valid, ok. To encrypt a
message using asymmetric encryption, function aenc can be used. It
takes as input a message m, and the public key, pk(sk), associated with
the private key of the recipient, sk, and returns as output the encrypted
message. To decrypt the message, one can use the reverse function adec,
which takes the encrypted message and the private key sk, and returns
the message m in plain text. As the last operation, to check the validity
of a group signature, the function gchecksign can be used. It takes a
signature gsign, on a message m, done using a group private key, gsk,
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(* Digital signatures *)

checksign(sign(m, sk), m, pk(sk)) = ok.

(* Asymmetric encryption *)

adec(aenc(m, pk(sk)), sk) = m.

(* Group signatures *)

gchecksign(gsign(m, gsk(vid, gmsk)), m, gpk(gmsk)) = ok.
gopen(gsign(m, gsk(vid, gmsk)), gmsk) = vid.

Fig. 3. Cryptographic equations.

and verifies it with the corresponding group public key, gpk. As can be
seen from Fig. 3, a relationship must exist between the group public and
private keys, as both are obtained from the same gmsk. The difference
is that the private one combines not only the gmsk but also the vid of
the vehicle. Finally, the gopen operation allows to extract the vid of the
vehicle which performed a group signature with a specific gsk by using
the gmsk.

4.4. Attacker model

The attacker is modelled as a classic Dolev-Yao attacker, [29]. It
has full control over messages exchanged on a public network: it can
read, delete, modify, replay, and forward messages. It can also create
new messages from its current knowledge and perform cryptographic
operations.

Mechanisms are needed to protect messages sent over a public
network. In our specific scheme, the attacker can act on all messages
exchanged between any two vehicles and between any vehicle and the
RSU, but cannot hack messages sent to/from the CA, since communi-
cation with the CA takes place on a private channel. In our model,
we gave the attacker the possibility of obtaining an unlimited number
of valid vehicles (i.e. vehicles that have received a correct enrolment
certificate from the CA), with which it can request group keys from
the RSU and participate in the protocol as a legitimate entity. In
addition, the attacker knows all publicly available information, such
as the certificate of the CA, the certificate of the RSU, and all the
pseudonym certificates of the other vehicles that are attached to V2X
messages.

Assumptions for the Attacker model. The attacker power is limited
by the Dolev-Yao model and by the perfect cryptography assumption.
This implies, for instance, that the attacker cannot decrypt a message if
it does not know the corresponding decryption key, or reverse a hash
function, and it cannot perform brute force operations, or side channel
attacks.

4.5. Protocol phases

According to the scheme, each time a vehicle is revoked, the RSU
inserts its vid into the Revocation List, and updates the group master se-
cret key, overwriting the old value gmsk with a new one, updatedgmsk.
Because of the complexity of the protocol as a whole, we decided at
first to split the verification into two main parts. The first part only
analyses the registration phase, the enrolment certificate and group
keys provisioning, and the exchange of V2X messages (i.e., phases 0-
4 of Fig. 2). This first verification model, therefore, does not include
the revocation phase, nor the updating of the gmsk. All checks that
revoked vehicles should not be able to participate in the protocol are
made based on the single initially revoked vehicle, revokedvid. The
second part of the analysis, in contrast, is specific to the revocation
phase. (i.e., phase 5 of Fig. 2). We assumed in this case that vehicles
are already provided with group keys and are communicating with each
other, and we simulated only the revocation phase, which starts with
one vehicle reporting another suspect one to the RSU. Subsequently,
since Proverif was able to finish the verification of both models without
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any problem, we tried to merge the two parts in a single file, which
thus includes both the provisioning and revocation phases.! To model
the Revocation List, we used a Proverif table, table revocationlist(),
which contains the vid of the vehicles that have been revoked. After
receiving a report and verifying the malicious vehicle message, the
RSU revokes the vehicle, and performs an insert in the table, insert
revocationlist(torevokevid). At this point, it updates the gmsk, and all
vehicles are expected to request updated group keys to be able to
restart communications. The revoked vehicle, which now has its vid
in the Revocation List, will fail to obtain new keys. The protocol, then,
starts again from phase 1 of Fig. 2, with the difference that there is
now a second vehicle, in addition to the one already present that was
revoked at the beginning, which cannot get group keys. This introduces
a “state” problem. Proverif has to base its decisions on the content of
the Revocation List, which is not static but dynamic, since it changes
as new vehicles are revoked.

A possible solution that allows Proverif to handle stateful protocols
is the use of phases. To understand how it works, it must be said
that all Proverif processes can be annotated with a phase prefix, using
the keyword phase x. A process tied to a specific phase is allowed
to run only on that particular phase, and if the execution is at an
earlier phase, the process waits until its own phase starts. During a
phase transition, when a process enters a new phase, all the others that
have not yet reached it (i.e., because they are still in previous phases)
are discarded. We modelled a phase transition every time a vehicle
is revoked and a gmsk update occurs. Specifically, at an early stage,
vehicles are exchanging messages and participating in the protocol. At
some point, a vehicle requests a revocation from the RSU. The RSU
inserts the reported vid into the Revocation List, and a phase transition
is triggered. The RSU updates the gmsk and notifies the other vehicles.
A new phase transition takes place, with the vehicles requesting the
updated keys and resuming the communications.

Our Proverif model using phases is described in Fig. 4. A process
not annotated with any phase indication is by default in phase 0. At
the beginning, in the main process, two processes are created for each
vehicle and two processes for the RSU. There is a process, Vehicle, which
starts immediately in phase 0, and another identical one waiting in
phase 2. These processes receive as parameters the vid, the enrolment
private key, the enrolment certificate, and the public key of the CA to
be considered trusted. To model the RSU behaviour, instead, a process
RSUReleaseGroupKey is created, which vehicles can contact to request
group keys, and a process RSURevoke, which can be contacted to ask for
revocation, both starting in phase 0. Phase 1 is used for synchronisation
purposes only. This phase is executed after the RSU has received a
revocation request, and after it has inserted the vid of the vehicle
to be revoked, torevokevid, into the revocationlist. The only operation
performed in this phase is the update of the gmsk in updatedgmsk. All
vehicle processes that were operating in phase 0 are deleted, and the
same happens to process RSUReleaseGroupKey. After updating the gmsk,
RSURevoke enters phase 2. All Vehicle processes that were waiting in
phase 2 are now started, and a new process RSUReleaseGroupKey is
created, which takes the updated key, updatedgmsk, as a parameter to
create the new group keys.Vehicles can then request new group keys
from this process.

Assumptions on Protocol phases. The mechanism using phases de-
scribed above allows to handle state in Proverif, but introduces some
limitations. The first great assumption of this model is that only one
vehicle can be revoked. If desired, one can increase the number of
revoked vehicles by restarting the RSU Revoke process in phase 2,

1 All Proverif source files can be found at the following open source
repository, https://github.com/netgroup-polito/verification-v2x/. The division
into folders is as follows: /provisioning contains the file for the first model.
/revocation for the model with the revocation part only. /complete-protocol
for the model that includes both the previous two.
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process ...
I( ... create new vehicle ...
( Vehicle(vid, vsk, vcert, capk) |
phase 2;
Vehicle(vid, vsk, vcert, capk)
)

)
| 'IRSUReleaseGroupKey(gmsk, ...)

| IRSURevoke(gmsk, ...)
let RSUReleaseGroupKey(gmsk:gmskey, ...) = ...

let RSURevoke(gmsk, ...) = ...
insert revocationlist(torevokevid);
phase 1;
new updatedgmsk:gmskey;
phase 2;
IRSUReleaseGroupKey(updatedgmsk, ...)

Fig. 4. Protocol phases.

and repeating the phase-by-phase mechanism described above (e.g., by
introducing phases 4, 5, etc.). However, the procedure can only be
repeated a limited number of times, and it is not possible to test the
case where there is revocation of a potentially unlimited number of
vehicles. Despite this, we believe that the verification is not particularly
affected by this limitation, since it still analyses a complete protocol
cycle (starting from phase 0, to phase 5, and then to phase 1 again).
The second assumption concerns the way Proverif handles phases. In
particular, when the RSU enters phase 1, all vehicles sending messages
in phase 0 are discarded and they are no longer considered in the
verification. Despite this, the attacker can continue to operate in all
phases, and preserve the knowledge it has learnt in a specific phase,
also for subsequent phases. From the above considerations, even if the
model does not represent reality exhaustively, its verification still gives
high assurance of the validity of the verified properties.

5. Security and privacy properties

In this section, we describe the security and privacy properties ver-
ified on the protocol model described in the previous section. For each
property, we give a definition of it and explain how it was modelled
in Proverif. Specifically, we checked the following properties: Sanity
checks, Authentication, Secrecy, Anonymity, Unlinkability, Distributed res-
olution, and Perfect forward secrecy. Apart from Sanity checks, which
are used to check the Proverif protocol model behaves as expected, the
other properties are those described in the related work [8], and shown
in Table 1.

Sanity checks: We modelled two types of sanity checks: the first
one using events in specific points of each process simply verifying
that the process can reach these events, and the second one using
Correspondence Assertions and Temporal Correspondence Assertions to
match more complex expected behavioural properties. The complete
list of verified sanity checks can be found in Table 3 in Appendix.

Authentication: This property tests the authentication of the actors
involved in the protocol in different phases of the scheme. It consists
of verifying that a node authenticating to another one is indeed whom
it claims to be. In Proverif, authentication can be verified using Cor-
respondence Assertions and Injective Correspondence Assertions. The
list of the verified Correspondence Assertion queries can be found in
Table 3 in Appendix.

Secrecy: We tested the secrecy of the real identities of the vehicles
participating in the protocol and their private keys. In particular, an
attacker intercepting all communications must not be able to discover
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Anonymity when using the group private key
(P; let vpseudocert = pseudocert(vpseudopk, vgsk);...) &
(P; let vpseudocert = pseudocert(vpseudopk, anonymgsk);

Anonymity when signing a V2X message

(P; let vpseudocert = pseudocert(vpseudopk, vgsk);
let signm = sign(m, vpseudosk);
out(m, signm, vpseudocert);...) &

(P; let anonymcert = pseudocert(anonympk, vgsk),
let signm = sign(m, anonymsk);
out(m, signm, anonymcert); ...)

Fig. 5. Analysing anonymity in Proverif.

the real vid, of a vehicle, nor its private enrolment key and group key.
Secrecy can be modelled in Proverif in different ways. Simple secrecy
can be verified as a Reachability property: it tests that an attacker
cannot obtain terms that are expected to be secret. Weak secrecy,
on the other hand, can be tested using the keyword weaksecret. This
type of secrecy is the one used to identify guessing attacks, such as
dictionary attacks or password guessing. This property assumes that an
attacker, which participates in the protocol and obtains the encrypted
secret, subsequently fails to distinguish a correct guess for that term
from a wrong one without any further interaction with the protocol
(i.e., acting offline). Proverif can model weak secrecy as an Observa-
tional equivalence. Another type of secrecy is Strong secrecy. It differs
from the others in that it not only verifies that the attacker is unable
to obtain a secret, but also to distinguish when the secret changes. This
property can be verified in Proverif using the keyword noninter f, and it
is modelled internally as an Observational equivalence. All the secrecy
properties tested on the protocol are described in Table 3 in Appendix.

Anonymity: The main claim of the scheme described in this paper
is that it allows vehicles to participate in V2X communications without
revealing their real identity. So, anonymity is defined to check exactly
this. A vehicle sending broadcast V2X messages should remain anony-
mous at least to other vehicles receiving the messages. V2X schemes
typically refer to anonymity not in its strict term, but usually intended
as Conditional Anonymity: the vehicle must remain anonymous during
communications, but at the same time there must be a mechanism to
allow authorities to discover its identity in case of violations of the law.
Specifically, in our scheme, we verified the anonymity of the vehicle
when it uses its group secret key to self-certify pseudonym certificates,
and when it uses the secret key associated with these certificates to
sign V2X messages. Anonymity in Proverif can be modelled as an
Observational equivalence using the construct choice.

Following the code described in Fig. 5, to check the anonymity
of a group signature, we created a fake, but valid, anonymous group
secret key, anonymgsk, different from the vehicle real one, vgsk, and we
checked if the attacker was able to distinguish a signature done using
the real vehicle key from one done using the anonymous one. If a sig-
nature attached to a pseudocert using vgsk appears to the attacker to be
indistinguishable from the same signature made using anonymgsk, then
we have vehicle anonymity. The same applies to the second property,
anonymity when signing a V2X message: the attacker should not able to
distinguish the case in which a V2X message is signed using a vpseudosk
from one where an anonymsk is used. To verify this second property
successfully, it is important to attach the correct certificate to the signed
V2X message. That is, if the message is signed with vpseudosk, then,
vpseudocert must be attached. Whereas if the anonymous key is used,
anonymcert must be sent together with the message. Indeed, if this
distinction is not made and the same certificate is used in both cases,
there is one case in which the signature verification is correct and one
in which the signature verification is incorrect (because the attached
certificate contains a public key not associated to the private key used
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Unlinkability in group key requests
I(P; !V ehicleRequestGroupK eys(vid, vsk, vcert)) ~
I(P; VehicleRequestGroupK eys(vid, vsk, vcert))

Unlinkability in the creation of a pseudocert
I(P; 'V ehicleCreate Pseudocert(vid, gmsk)) ~
|(P; VehicleCreate Pseudocert(vid, gmsk))

Unlinkability of V2X messages
I(P; VehicleSend Message(vpseudosk, vpseudocert)) ~
I(P; VehicleSend Message(vpseudosk, vpseudocert))

Unlinkability in revocation requests
I(P; 'V ehicleReport(vid, vsk, vcert, vpseudocert, g, .i.) =
I(P; VehicleReport(vid, vsk, vcert, vpseudocert, g, ox.))

Fig. 6. Analysing unlinkability in Proverif.

for signing). The attacker would then be able to distinguish the two
processes, and Observational equivalence would fail.

Unlinkability: By definition, unlinkability exists when a vehicle
can participate multiple times in the protocol, without being tracked.
Multiple executions of the protocol performed by the same vehicle
must not be linkable to each other. We tested unlinkability in group
key requests, in the creation of pseudocerts using the same group
private key, in sending V2X messages, and finally in vehicle revocation
requests. In Proverif, unlinkability can again be modelled as an Ob-
servational Equivalence, using the equivalence construct. In particular,
to have unlinkability, a process P in which the vehicle participates
several times in the protocol must be equivalent to a version of P in
which the vehicle participates only once. If this equivalence is verified,
it means that the various protocol executions cannot be linked together.
The code in Fig. 6 describes the unlinkability properties that have been
verified.

As an example, we can take the first tested property. In this case,
the equivalence states that a version of the protocol in which the
vehicle requests an unlimited number of group keys from the RSU
is equivalent to a version of it in which the vehicle requests only
one group key. Therefore, if this property holds, an attacker which
collects different group key requests cannot tell whether they belong
to the same vehicle or to different ones. The same applies to the other
unlinkability properties described above.

Distributed resolution: There is distributed resolution when the
process to obtain the secret identity of a vehicle is distributed among
several authorities, that must cooperate with each other to obtain the
secret. No single authority, working alone, should be able to determine
the vehicle real identity starting from its anonymous credentials. This
property is desired to protect the identity of the vehicle in the event
that a CA becomes compromised. In our scheme, the RSU alone, or the
CA alone, shall not be able to determine the identity of the vehicle
independently, without cooperating with each other. To test this prop-
erty in Proverif, we first provided the attacker with the secret key of
the RSU, and then with the secret key of the CA, simulating them being
compromised, and we verified that the attacker, with neither key taken
separately, was able to obtain the secret identity of the vehicle.

Perfect forward secrecy/privacy: Finally, perfect forward secrecy
exists when the compromise of a credential in a given session only
affects secrets exchanged in that particular session, but not those of
other sessions. In particular, for a V2X scheme, perfect forward secrecy
coincides with perfect forward privacy when the secret to be protected
is the real identity of the vehicle. We tested what happens to the proto-
col in the event of a compromise of cask, rsusk, and gmsk. In Proverif,
forward secrecy can be tested using phases. Specifically, assuming that
the protocol takes place in phases 0 to n — 1, a compromise of the key
that occurs in phase n should not affect the secrets exchanged in the
previous n phases.
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6. Verification results

In this section, we describe the results of the verification conducted
on the properties described in Section 5, using Proverif. Some of the
results that emerge from the verification have already been described
in our previous work, [11]. In this paper, we add further considerations
to the discussion as a result of adding new properties to the model, and
whenever possible, we try to propose solutions that can be adopted to
solve the weaknesses found. All the attack traces returned by Proverif
can be found at.?

6.1. Results from sanity checks

Although sanity checks are most often used to verify the compliance
of the Proverif model to the analysed scheme, in this work they have
been useful to detect some weaknesses of the modelled protocol. In
particular, the queries that led to interesting results are Correspondence
Assertions and Temporal Correspondence Assertions. The weaknesses
found are the following.

6.1.1. Vehicle continues to be considered valid even after being removed

This weakness is derived from the analysis of properties 8. and 13.
of Table 3. Proverif found that there are two specific moments in the
protocol in which a vehicle that has been revoked can continue to send
messages and be considered trusted by other vehicles. Following the
division into phases presented in Section 4.5, this occurs first in the
period of transition from phase O to phase 1, i.e. immediately after
the RSU has inserted the vid of the revoked vehicle in the Revocation
List, but before it has updated the gmsk and notified the other vehicles
to ask for new group keys. Secondly, it occurs in phase 2, when
the RSU may have notified vehicles to request new group keys, but
the vehicles may have not yet done it and still continue to use old
group keys, thus accepting messages from an attacker using revoked
keys. This is a classic problem of Windows of Exposure, which is
well known in the literature, and which also exists for other protocols
using Certificate Revocation Lists and digital certificates. In our specific
scheme, the problem is amplified if the attacker succeeds in blocking
communication between the RSU and the vehicle, thus ensuring that
the vehicle never receives the notification from the RSU to request
updated group keys.

A solution proposed in the literature, [30], which can be adopted
even for the scheme described in this paper, is to release group keys
with a short life. With this solution, every certain short amount of time,
the RSU must update the gmsk, albeit there has been no revocation, and
all vehicles must request new group keys to continue participating in
the protocol. This solution is useful to reduce the Window of Exposure,
but at the cost of requiring more interactions between the vehicles and
the RSU. A trade-off between security and usability must be studied, to
find the optimal life time for group keys.

6.1.2. Pseudonym certificate continues to be used even after the vehicle has
been removed

This weakness was detected analysing property 14. of Table 3. It
occurs when the attacker owns several vehicles participating in the
protocol. Let us imagine that an attacker vehicle is revoked because it
has signed a message considered malicious. This vehicle can no longer
obtain valid group keys from the RSU. However, it may happen that a
second attacker vehicle, which has not been revoked and can request
updated group keys, takes the pseudocert of the revoked vehicle and
recertifies it using the new group key. By doing so, the message that
caused the revocation of the first attacker can continue to be used
combined with the new pseudocert.

2 https://github.com/netgroup-polito/verification-v2x/attack-traces
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A similar problem may exist in the case of an attacker sharing
his private group key with other attacker vehicles. In the modelled
scheme, a private group key is unique for each vehicle. However, the
attacker could distribute its private key to other attacker vehicles, that
could use it to self-generate pseudonym certificates used to sign V2X
messages. Honest vehicles cannot understand that different pseudonym
certificates, sent by different vehicles, are actually all signed using
the same group key. This problem is embedded in the concept of
anonymity, and is shared with all other V2X schemes.

Both problems are solved after all attacker vehicles are revoked, one
by one. When the attacker has all its vehicles revoked, it can no longer
request updated group keys, and thus participate in the protocol. One
of the main issues of the scheme described in this paper is that, since
pseudonym certificates are self-generated and certified by each vehicle,
vehicles have great freedom over them. For instance, an attacker that
has a valid enrolment certificate can take old pseudocerts and recertify
them, generate pseudocerts that contain a non globally unique key,
or even certify for itself a public key that already belongs to another
vehicle. To solve this problem, it is necessary to equip each vehicle
with an Hardware Security Module or Trusted Platform Module, which
directly manages the certificates by communicating with the RSU on a
secure channel. The private keys associated with these certificates are
never exported externally to the vehicle, which therefore cannot share
them with other malicious vehicles.

6.2. Results from secrecy and authentication

All the verified properties concerning the secrecy of the vehicle id
are fulfilled by the scheme. The attacker, in fact, has no way to discover
the identity of the vehicle, nor to learn if it changes (i.e., strong secrecy
is also respected). The same applies to authentication properties.

6.3. Results from anonymity

The analysis conducted on the protocol for what concerns anonymity
did not point out any weaknesses. Vehicles participating in the protocol
remain anonymous to other vehicles and have their vid always kept
secret. In our previous work, [11], we showed a possible anonymity
issue for a revoked vehicle. In a nutshell, the attacker, by replaying
a group key request sent by another vehicle to the RSU, was able to
understand whether the vehicle linked to the request had been revoked
or not, based on the RSU response (more specifically, based on whether
the RSU responded to the request or ignored the message). The solution
proposed in [11] was to introduce an error message in the RSU response
to group key requests coming from revoked vehicles, encrypted with
the public key of the recipient vehicle. Proverif proved here that the
solution actually solves the problem.

6.4. Results from unlinkability

Regarding unlinkability in the request for group keys, Proverif
showed that, thanks to the nonce in the message, the property is
met. Our previous work, [11], had discussed the implications in case
this nonce was not present. Regarding unlinkability of V2X messages,
instead, as long as these messages are signed with the same pseudonym
certificate, they are linkable to each other. The vehicle, however, is
expected to change the pseudonym certificate often, e.g. every certain
amount of time or every certain number of signed messages. When this
happens, Proverif has shown that the messages signed with the new
certificate appear unlinked to the old ones. Finally, no unlinkability
issues were found in the creation of pseudonym certificates and in the
requests for revocation of a vehicle.

6.5. Results from distributed resolution and perfect forward secrecy

Since properties related to Distributed resolution and Perfect for-
ward secrecy both require the disclosure of some kind of secret key
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belonging to any of the authorities to be verified, we grouped the
results and weaknesses found by analysing these properties in a single
subsection. For each revealed secret, we describe the consequences
arising and which properties continue to hold despite the compromise,
should there be any.

6.5.1. Leakage of the root CA secret key

With the root CA secret key in its possession, the attacker would be
able to do almost anything. It could create valid enrolment certificates
and issue them to malicious vehicles, or it could certify bogus RSUs by
providing them valid signed certificates. Honest vehicles could, then,
be deceived to contact a bogus RSU, and request group keys from it,
revealing their real identity. The attacker impersonating the bogus RSU
can, in fact, create a fresh attgmsk and issue valid group keys to vehicles
starting from it.

However, the attacker would not be able, with the cask alone,
to discover the group keys issued to vehicles in the past by honest
RSUs. This is because all requests for group keys sent in the past were
encrypted with the key of the honest RSU, which is unknown to the
attacker. There is, therefore, forward secrecy for group keys issued in
the past, and anonymity of the vehicle in the past is still fulfilled.

6.5.2. Leakage of the RSU secret key

With the secret key of the RSU, the attacker would be able to
discover the real identity of the vehicle. Indeed, the group key requests
sent by the vehicle to the RSU contain the enrolment certificate of the
vehicle. Using rsusk, the attacker can decrypt the request and extract
the actual vid of the vehicle from the certificate. The same happens for
a vehicle revocation request. Since we want to be sure of the identity
of the requesting vehicle, in fact, even the revocation request contains
the vehicle enrolment certificate, from which the actual vid can be
extracted. The analysed scheme is, therefore, subject to the so-called
identity escrow problem: the RSU manages to obtain the vid of the
vehicle even without collaborating with other authorities.

To solve the identity escrow problem, a mechanism similar to the
one described in [16] and [17] can be implemented. In these schemes,
the responsibility for the secrecy of the vid is shared between two
different authorities, which must necessarily cooperate if they want to
obtain all data associated with a vehicle. By adapting the solution to
our scheme, one could think of the Root CA knowing the real vid of the
vehicle and issuing it an anonymous enrolment certificate, which the
vehicle can use to authenticate to the RSU anonymously. The RSU, for
its part, authenticates the vehicle using its anonymous certificate and
issues it with group keys. The RSU keeps the association (group key
- anonymous identity), but it does not know the vehicle real vid. The
Root CA, on the contrary, has the association (real vid - anonymous
identity), but it does not know which group keys were issued to the
vehicle by the RSU. To obtain all the information, e.g. retrieve the
identity of a vehicle that signed a malicious message, the RSU must
first extract the group key used to certify the pseudonym certificate
associated with the message. Then, it has to find the corresponding
anonymous identity to which that group key was issued, and return
it to the Root CA. The Root CA can finally retrieve the actual vid of the
vehicle associated with the anonymous identity from its database.

Concerning the other properties, there is no forward secrecy as a
result of rsusk leakage. Being the rsusk a long-term key, the attacker
in possession of it can decrypt past and present group key/revocation
requests. As a consequence of rsusk leakage, other problems may
arise. Specifically, the attacker could impersonate the RSU, generate
an attgmsk, request vehicles to update their group keys, and issue them
group keys based on the newly created arrgmsk. Knowing the group
private key issued to each vehicle, the attacker would be able to find
all the pseudonym certificates signed using that private key, thus to
associate each message with the identity of the vehicle that generated
it. Moreover, knowing the group private key issued to each vehicle, the
attacker could also generate bogus pseudonym certificates by signing
them with the vehicle key, and impersonate the vehicle.
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6.5.3. Leakage of the RSU group master secret key

The leakage of the group master secret key can also create several
problems to the scheme. First, with the gmsk, the attacker can perform
the gopen operation and obtain the true vid of the vehicle by extracting
it from the group signature attached to a self-certified vpseudocert. The
attacker can later collect all the V2X messages associated with that
vpseudocert, and link those messages to the identity of the vehicle. The
protocol would thus lose both anonymity and unlinkability. Another
significant issue is that, using the gmsk, the attacker can create bogus
group keys, both the private and the public part, and distribute them
to other malicious vehicles, that do not have an enrolment certificate.

Perfect forward secrecy, on the other hand, still holds, but only if
defined at a “phase” level and not to all individual messages. That is,
if the attacker obtains the group master secret key, vehicles lose their
anonymity for all messages exchanged in the current phase that uses
that gmsk to generate group keys. But, as soon as the gmsk is updated
by the RSU, either because its lifetime has expired or because a vehicle
has been revoked, the attacker loses its power. Secrecy of the vid for
other phases becomes valid again, because the attacker does not know
the updatedgmsk.

6.6. Discussion and other considerations

Table 2 shows a summary from the analysis of the various properties
in Proverif. Results confirm what was expected from the scheme, i.e. in
the absence of any key leakage, most of the security and privacy prop-
erties are fulfilled by the protocol model. The only exceptions concern
Distributed resolution and Perfect forward secrecy. Indeed, as we discussed
in the previous subsections, the scheme is sensitive to an authority
behaving maliciously, either the RSU or the CA, and/or a compromise
of any of their keys. Other considerations that are necessary from this
point of view are as follows.

In the group signature-based scheme modelled in this paper, privacy
is conditional on both the RSU and the CA. Consequently, the scheme
suffers from identity escrow: the RSU and the CA both have a way to
discover the identity of a vehicle participating in the protocol even
without collaborating with each other. This is one of the main problems
of the protocol, because it allows a compromised entity to break most
of the required security and privacy properties.

Another important consideration to be made is that, with group-
signature based schemes such as the one described in this paper,
vehicles have full control over the pseudonym certificates they use to
sign V2X messages. These certificates are, in fact, self-generated and
self-certified by each vehicle. Therefore, the vehicle can insert any
timestamp and validity period it wishes into these certificates. Several
certificates can be generated and used simultaneously, all having the
same validity period. There is therefore the risk that a single malicious
vehicle may generate a large number of certificates and distribute
them to other attackers. In other schemes, such as the one using only
asymmetric encryption, the control over the certificates is in the hands
of a CA. The vehicle can obtain several certificates from the CA at the
same time, but each with a specific validity period, typically sequential
to the previous one. It is therefore impossible to use several certificates
at the same time and distribute them to other vehicles.

7. Conclusions

In this paper, we have modelled and verified a V2X scheme pro-
posed in the literature, [10], that combines asymmetric encryption and
group signatures. This type of scheme provides a viable alternative to
the purely asymmetric encryption based models that have been chosen
by SDOs to support V2X communications, which still present significant
issues limiting their adoption and implementation. We have recalled
the advantages of using such a combined scheme and, then, formally
analysed its main security and privacy properties.
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Table 2
Verification results on properties.
Property Description Result
Authentication Authentication of the vehicle and RSU in the different protocol phases v
Secrecy Secrecy of the vehicle identity and private keys v
Anonymity Anonymity of the vehicle v
Unlinkability Unlinkability of vehicle messages v
Distributed resolution Distributed resolution between the RSU and the CA X
Perfect forward secrecy Secrecy in case of compromise of the RSU and/or CA keys X

The analysis has been carried out using Proverif. We have proposed
a formal model that is able to formalise both the details related to the
specific protocol under analysis and the security and privacy properties
it must fulfil. The verification results have shown that the analysed V2X
scheme satisfies most of the expected security and privacy properties,
with the exception of some issues discussed in this paper. For each
weakness found, we have proposed a solution, combining the scheme
with some countermeasures that have been proposed in other papers
in the literature.

As a future work, we think that starting from the model a possible
implementation of the protocol can be built, to test its feasibility in real
case scenarios. An implementation and then large-scale experiments are
in fact necessary to bring V2X to a more advanced stage, and this is
what most proposed schemes usually still lack. Furthermore, the model
described in this paper can be easily adapted to analyse other V2X
schemes existing in the literature. We plan to extend our analysis to
those as well as future work.

Table 3
Security and privacy properties: Proverif queries.
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Sanity checks

1. Vehicle created query event(VehicleCreated({myvid | ovid, | attvid,}))

2. Vehicle can get a valid group key query event(ValidGroupPrivateKeyReceived({myvid | ovid, | attvid,}))

3. Revoked vehicle cannot get a valid group key query not event(ValidGroupPrivateKeyReceived(revokedvid,)),
query event(RevokedCannotGetGroupKey(revokedvid,))

4. Revoked vehicle receives an error message from the RSU query event(ErrorMessageReceived(revokedvid, ))

5. Vehicle can send a message query event(ValidMessageSent({myvid | ovid, | attvid,}, vpseudocert;, m))

6. Vehicle can send two messages with the same pseudonym query event(ValidMessageSent({myvid | ... }, vpseudocert;, m1)) &&
event(ValidMessageSent({myvid | ... }, vpseudocert;, m2))

7. Vehicle can send two messages with different pseudonyms query event(ValidMessageSent({myvid | ... }, vpseudocert;, m1)) &&
event(ValidMessageSent({myvid | ... }, vpseudocert,, m2))

8. Revoked vehicle cannot send a message query not event(ValidMessageSent(revokedvid,, vpseudocert;, m))

9. Vehicle can ask revocation of another vehicle query event RevocationAsked({myvid | ovid, | attvid,}, vcert,, torevokecert;)

10. RSU can revoke vehicles query event RevokedVid(torevokevid,)

11. If a vehicle cannot get keys, then it has been revoked query event(RevokedCannotGetGroupKey(vid)) ==> event(RevokedVid(vid))

12. If a vehicle cannot get keys, then it has been revoked (Temporal) query event(RevokedCannotGetGroupKey(vid))@t2 &&
event(RevokedVid(vid))@t1 ==> t1 < t2.

13. Cannot receive a valid message from a revoked vehicle (Temporal) query event(ValidMessageSent(sendervid, vpseudocert, m))@tl &&
event(ValidMessageReceived(receivervid, m))@t2 &&
event(RevokedVid(sendervid))@t3 ==> t1 < t2 && t2 < t3

14. Cannot receive a valid message signed using a revoked cert (Temporal) query event(ValidCertReceived(receivervid, vpseudocert))@t1 &&
event(RevokedCert(vpseudocert)) @t2 ==> t1 < t2

Authentication

15. Authentication of the vehicle to the RSU in phase 1 query event(ValidGroupKeyRequestReceived(rsusk, vid,, nonce)) ==>
event(ValidGroupKeyRequestSent(vid,, nonce)) | |
event(AttackerGetsEnrollmentCertificate(vid,))

16. Authentication of the RSU to the vehicle in phase 1 query event(ValidGroupPrivateKeyReceived(vid,, vgsk)) ==>
event(ValidGroupPrivateKeySent(rsusk, vid,, vgsk))

17. Authentication of the vehicle to the RSU in phase 5 query event(ValidRevocationRequestReceived(rsusk, vid,, vcert,, torevokecert,))
==> event(ValidRevocationRequestSent(vid,, vcert,, torevokecert,)) | |
event(AttackerGetsEnrollmentCertificate(vid, ))

18. Authentication of the vehicle when sending a message query event(ValidMessageReceived(receivervid,, vpseudocert,, m)) ==>
event(ValidMessageSent(sendervid,, vpseudocert,, m)) | |
event(AttackerGetsEnrollmentCertificate(sendervid,)).

Secrecy

19. Simple secrecy of the vehicle identity query attacker(vid,)

20. Weak secrecy of the vehicle identity weaksecret vid,

21. Strong secrecy of the vehicle identity noninterf vid,

22. Simple secrecy of the vehicle group private key query attacker(gsk(vid,, gmsk))
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Table 3 (continued).
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Anonymity

23. Anonymity of a group signature affixed to a pseudocert let vpseudocert = pseudocert(vpseudopk, choice[vgsk, anonymousgsk])
24. Anonymity of a signature affixed to a V2X message let VehicleSendMessages(vid, vgsk, choice[vpseudosk, anonymsk])
Unlinkability

25. Unlinkability in group key requests See Proverif source files at github.com/netgroup-polito/verification-v2x/
26. Unlinkability in the creation of a pseudocert See Proverif source files at github.com/netgroup-polito/verification-v2x/
27. Unlinkability of V2X messages See Proverif source files at github.com/netgroup-polito/verification-v2x/
28. Unlinkability in revocation requests See Proverif source files at github.com/netgroup-polito/verification-v2x/
Distributed resolution

20. RSU alone should not be able to obtain the vehicle identity out(rsusk); query attacker(vid,)

30. CA alone should not be able to obtain the vehicle identity out(cask); query attacker(vid,)

Perfect forward secrecy

31.
32.
33.

Compromise of the CA secret key
Compromise of the RSU secret key
Compromise of the group master secret key

phase n; out(cask); query attacker(vid)
phase n; out(rsusk); query attacker(vid)
phase n; out(gmsk); query attacker(vid)
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